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(57) Abrege(suite)/Abstract(continued):

within the RF field and has responded to the signal. The modulation is inspected for collision, wherein collision occurs If more than
one CSC within the RF field responds to the poll signal. After determining that the modulation does not contain a collision, a halt
command Is transmitted to the first CSC instructing the CSC to only respond to one or more specific commands.
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WIRELESS SMART CARD DETECTION AND SELECTION

BACKGROUND
1. The Field of the Invention
[0001] The present invention generally relates to contactless smart card readers and
contactless smart cards. More specifically, the present invention relates to detection
of multiple contactless smart cards and selection of a subset of the multiple

contactless smart cards by contactless smart card readers.

2. The Relevant Technology

[0002] Contactless smart cards (CSCs) are used in conjunction with CSC readers to
replace traditional cards with magnetic stripes that require swiping or other forms of
contact in order to complete a transaction. When a CSC enters the radio frequency
(RF) field of a CSC reader, the CSC reader can provide power to the CSC and
establish communication. A CSC communicates with a CSC reader wirelessly using
RF signals. Communication between the CSC and the CSC reader can be established
through most materials, allowing a user to complete a transaction without having to
remove the CSC from a wallet or pocket. CSCs can be utilized to 1dentify the user,

authenticate the user, or store data for the user.

BRIEF SUMMARY
[0003] In onec embodiment, a method 1s executed by a contactless smart card (CSC)
reader for CSC detection and selection. The method includes generating a radio
frequency (RF) field that defines a range of communication for the CSC reader and
transmitting a signal 1n the RF field. When a modulation 1 the RF field 1s detected
indicating that at least one CSC 1s within the RF field and has responded to the signal,
the modulation 1s inspected for collision. Collision occurs if more than one CSC 18
within the RF ficld and responds to the signal. If the CSC reader determines that the
modulation does not contain a collision, a halt command 1s transmitted to the CSC.
The halt command instructs the CSC to 1gnore all commands except for one or more

specific commands.

[0004] In another embodiment, a CSC reader 1s provided for CSC detection and

selection. The CSC reader includes an RF transceiver configured to transmit and
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receive signals within a generated RF field and a computer processor coupled to the
RF transceiver. The computer processor 18 configured to utilize the RF transceiver to
transmit a signal. A modulation in the RF field indicates that a CSC has entered the
RF field and responded to the signal. The computer processor 1s further configured to
detect the modulation and inspect the modulation for collision. If the computer
processor determines that the modulation does not contain a collision, a halt command

1s transmitted to the CSC utilizing the RF transceiver.

[0005] In a further embodiment, the method or device alters the transmission power
level of the RF field after transmitting the halt command to the detected CSC, and
then resumes polling for additional CSCs within the RF field. If additional CSCs are
not detected within the RF field before a preset period of time has passed, the method
or device sends a wakeup command to the detected CSC and selects the detected CSC
for conducting a transaction. If additional CSCs are detected, the method or device
can choose a CSC based on a predefined criteria or alert the user by providing an

indication ot collision.

BRIEF DESCRIPTION OF THE DRAWINGS
[0006] A further understanding of the nature and advantages of various
embodiments may be realized by reference to the following figures. In the appended
figures, similar components or features may have the same reference label. Further,
various components of the same type may be distinguished by following the reference
label by a dash and a second label that distinguishes among the similar components.
If only the first reference label 1s used 1n the specification, the description 1s
applicable to any one of the similar components having the same first reference label

irrespective of the second reference label.

[0007] FIG. 1 1s a flowchart of one embodiment of a process implemented by a

contactless smart card reader for card detection and selection.

[0008] FIG. 2 1s a state diagram of a contactless smart card that 1s in communication
with a contactless smart card reader implementing one embodiment of a process for

card detection and selection.
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[0009] FIG. 3 1s an illustration of a typical radio frequency field amplitude over
time during communication between a contactless smart card reader and a contactless

smart card.

[0010] FIG. 4 1s an 1llustration of a typical radio frequency field amplitude over
S time during communication between a contactless smart card reader and multiple

contactless smart cards.

[0011] FIG. 5 1s an 1llustration of a radio frequency field amplitude over time

during communication between one embodiment of a contactless smart card reader

and multiple contactless smart cards.

10 [0012] FIG. 6 1s a block diagram of an embodiment of a contactless smart card

reader.

DETAILED DESCRIPTION

[0013] For the purposes of explanation, the ensuing numerous provides specific
details are set forth 1n order to provide a thorough understanding of various

15 embodiments. It will be apparent, however, to one skilled 1n the art that various
embodiments may be practiced without some of these specific details. For example,
circuits, systems, networks, processes, and other components may be shown as
components 1n block diagram form in order not to obscure the embodiments 1n
unnecessary detail. In other instances, known circuits, processes, algorithms,

20 structures, and techniques may be shown without unnecessary detail in order to avoid
obscuring the embodiments. In other instances, well-known structures and devices

are shown 1n block diagram form.

[0014] As the use of contactless smart cards (CSCs) becomes more widespread,

there 18 an increasing probability that a user 18 carrying more than one CSC. Multiple
25 CSCs of stmilar type will be detected under 1deal conditions. A CSC standard such as

1SO14443 specifies a so-called anti-collision process to handle such situations. When

a CSC reader conforming to the standard detects multiple CSCs, the reader can select

a single CSC and 1ssue a halt command to the selected CSC. The halt command

instructs the CSC to 1gnore all commands except for one or more specific commands,
30 such as a wakeup command. Under the standard, this selection and halt process 18

only used if multiple CSCs are detected.
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[0015] However, CSCs can vary 1n signal strength or the amount of power they
need to operate. A weaker CSC might not have enough power to operate or 1ts signal
might be so low that 1t 1s drowned out by a stronger CSC. Depending on the timing,
on¢ or more CSCs might also end 1n a state where they don’t respond to the polling
request because they have received the commands to another CSC. 1t 1s fairly

common that one CSC dominates and the CSC reader never detects multiple CSCs 1n

the RF field.

[0016] Onec example of where this situation can present a problem 1S 1n mass transit
systems that utilize CSCs to collect fares. Some mass transit systems only accept
closed loop CSCs that belong to the particular system. Other mass transit systems
also accept CSCs 1ssued by banks. Thus, 1f a user presents a wallet containing both a
transit CSC and a bank CSC, there 18 a possibility that the CSC reader will only detect
the bank CSC. As a result, the fare will be collected from the user’s bank account
instead of the transit account, which can provide discounted fares or other incentives

for the user.

[0017] Additionally, some CSCs require more power when advanced encryption 18
used, typically during the authentication process. As a result, a CSC can have enough
power during the detection, anti-collision and selection process, but not enough power

to run the cryptography engine on the card, causing the transaction to fail entirely.

[0018] Embodiments of the present invention overcome the disadvantages of the
prior art by performing the selection and halt process even 1f only one CSC was
detected. This allows all CSCs 1n the RF field, including a weaker CSC, to be
detected. Furthermore, by varying the radio frequency (RF) power, a CSC reader can
make a sclection between weaker or stronger CSCs and/or between CSCs that are
closer or further away from the CSC reader. The CSC reader can start by polling for
cards at a lower or higher power level and place any card that 1s found into the HALT
state for later processing. This ensures that all CSCs have enough power available,
and allows the CSC reader to choose which CSC to interact with or alert the user

when multiple CSCs are detected.

[0019] FIG. 1 1s a flowchart of one embodiment of a process 100 implemented by a
CSC reader for CSC detection and selection. The CSC reader generates an RF field
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that 1s used for communication with CSCs that enter the RF field at Block 102. The
RF field forms a volume around the CSC reader, and the CSC reader can transmit and
recerve RF signals through the RF field. Thus, the RF field defines a range of
communication for the CSC reader. The CSC reader then transmits a signal (Block
104) to detect CSCs 1n the RF field. The signal can be a polling signal or any other
signal for communicating with CSCs. In the case of a polling signal, a CSC reader
will typically transmit the signal repeatedly until a CSC 1s detected. At Block 106,
the CSC reader detects a modulation 1n the RF field, indicating that at least one CSC
has entered the RF ficld and responded to the signal. After detecting the modulation,
the CSC reader inspects the modulation for collision (Block 108). Collision 1s
detected 1f more than one CSC 1s 1n the RF field and responded to the signal. If
collision 1s found 1n the modulation, the anti-collision process 1s performed (Block
110). If collision 1s not found, process 100 continues to Block 112, where the CSC
reader transmits a halt command to the first CSC that was detected. The halt
command instructs the CSC to 1gnore all commands except one or more specific

commands, such as a wakeup command.

[0020] In some embodiments, the CSC reader varies the power of the RF field
(Block 114) before transmitting a second signal at Block 116 to detect additional
CSCs. The RF power level can be increased or attenuated at Block 114. By
increasing the power level, CSCs that did not receive enough power at the lower
power level can now enter into the IDLE state and respond 1n a predictable way.
Additionally, CSCs that were detected and selected at a lower power level 1s very

likely to have sufficient power for all operations 1f the power level 1s increased.

[0021] In one embodiment, the CSC reader will transmit the second signal (Block
116) for a preset period of time. If a second CSC 1s detected before the period of time
has ran out at Block 118, process 100 will go to Block 110 to perform the anti-
collision process. In one embodiment, during the anti-collision process at Block 110,
the CSC reader will select a single CSC out of the multiple CSCs that are detected
using a predefined criteria. For example, 1n the case of a mass transit system, the
CSC reader can be programmed to select a CSC 1ssued by the transit system over
CSCs 1ssued by other systems such as banks for conducting a transaction. In other

embodiments, the CSC reader will simply provide a notification to the user indicating
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that more than one CSC has been presented. The notification can be a visual, audio,
or some other form of sensory notification. Additionally, the notification can instruct
the user to present only one CSC. If a second CSC 1s not detected before the timeout
at Block 118, the CSC reader will select the first CSC for conducting a transaction
(Block 120).

[0022] FIG. 2 1s a state diagram 200 of a CSC that 1s in communication with a CSC
reader implementing one embodiment of a process for CSC detection and selection.
In this embodiment, the CSC 1s a type-A CSC. When the CSC enters the RF field of a
compatible CSC reader and receives enough power, the CSC will start in the POR
(power on reset) state 202 and then go to the IDLE state 204. A CSC will also go to
the IDLE state 204 1f 1t receives any unexpected commands while 1t 18 in the READY
| state 206, ACTIVE state 208, or AUTHENTICATED state 210. If the CSC
recerves either a REQA (request type A) or a WUPA (wakeup type A) command, the
CSC will go to the READY 1 state 206. The REQA command allows the CSC reader
to go through a number of CSCs, since the CSCs will not respond to the REQA
command after they are in the HALT state 212. If the REQA command 1s continually
1ssued, a CSC will respond every other time (1.¢., toggle between IDLE state 204 and

“error state”).

[0023] If the CSC receives a SELECT command while 1t 1s in the READY 1 state
206, the CSC will go to the ACTIVE state 208. Then, an AUTHENTICATE
command can be 1ssued to place the CSC in the AUTHENTICATED state 210. Once
in the AUTHENTICATED state 210, READ and WRITE operations can be
performed on the CSC so that a transaction can be conducted. If a HALT command 18
received by the CSC while 1t 1s 1n either the ACTIVE state 208 or the
AUTHENTICATED state 210, the CSC will go to the HALT state 212. In this state,
an RF-RESET command will place the CSC into the IDLE state 204 and a WUPA
command will place the CSC into the READY 1 state 206. All other commands will
be 1gnored and the CSC will remain 1n the HALT state 212.

[0024] FIG. 3 1s an 1llustration of a typical RF ficld amplitude over time during
communication between a CSC reader and a CSC. The CSC reader transmits a signal

in the outbound data and the CSC responds by load-modulating the RF field
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amplitude using Manchester coding of a sub-carrier. The transmitted signal can be a
polling signal, or a signal to 1ssu¢ a command such as an ANTICOLLISION or
SELECT command, and the CSC response can vary depending on the type of
transmitted signal. In this example, there 1s only one CSC, so the response does not

5 contain a collision.

[0025] FIG. 4 1s an 1llustration of a typical RF ficld amplitude over time during
communication between a contactless smart card reader and multiple CSCs. In this
example, two CSCs receive enough power. The CSCs respond to a signal transmitted
by the CSC reader by load modulating the RF field amplitude. The difference 1n

10 response causes a collision 1in the Manchester coded data. The CSC reader can detect

the collision if the load modulation from the CSCs 1s of similar strength.

[0026] FIG. 5 1s an 1llustration of an RF field amplitude over time during
communication between one embodiment of a CSC reader and multiple CSCs. In this
cxample embodiment, one of two cards has sufficient power to operate at the lower

15 power level and 1s selected and put into the HALT state. The CSC reader increases
the power level and the second card now responds to the poll. The corresponding
polling pattern would be: 1) poll for cards at 80% RF strength, 2) find card(s) and
send to halt state, 3) increase RF strength to 100% and poll again, 4) find card(s) and
send to halt state, and 5) choose correct card from list. In other embodiments, the

20 CSC reader can start at any RF power level between 0 and 100%, and the power level
can be increased or decreased any number of times in any increments. For example,
the CSC reader can start at 50% RF power and increase the RF power in 10%

increments, polling for cards after each increase until 100% power 1s reached.

[0027] FIG. 6 1s a block diagram of one embodiment of a CSC reader 600. CSC
25 reader 600 1ncludes a computer processor 602, an RF transceiver 604, and a memory
module 606. Memory module 606 can be any non-transitory machine-readable
media, such as optical disks or flash memory devices. Software 608 1s stored 1n
memory module 606 and provides mstructions to computer processor 602 according
to any of the embodiments described herein. Computer processor 602 utilizes RF
30 transceiver 604 to generate an RF field and communicates with CSCs within the RF

field by transmitting and receiving RF signals through the RF field. It will be
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understood that the CSC reader 600 can include additional components not shown 1n
FIG. 6, such as a communication interface for communicating with a network (which
may be separate or combined with the RF transceiver 604). Additionally or
alternatively, alternative embodiments may combine, separate, omit, and/or rearrange

S the components shown in FIG. 6.

[0028] Application of the embodiments described herein 1s not limited to transit, but
can also be used anywhere CSCs are used, such as retail, banking, etc. Moreover,
although “type-A” CSCs, as defined by the ISO14443 standard, are used as examples
in this description, the embodiments described herein also apply to other types of

10 CSCs, including but not limited to type-B, proposed type-C, and proposed type-D, as
well as a combination of different types of CSCs. Furthermore, 1n some
embodiments, CSCs do not follow the standard exactly, which 1s another reason why

sorting through multiple CSCs using varying power levels would be more reliable.

[0029] The methods, systems, and devices discussed above are examples. Some

15 embodiments were described as processes depicted as flow diagrams or block
diagrams. Although ecach may describe the operations as a sequential process, many
of the operations can be performed in parallel or concurrently. In addition, the order
of the operations may be rearranged. A process may have additional steps not
included 1n the figure. Furthermore, embodiments of the methods may be

20 implemented by hardware, software, firmware, middleware, microcode, hardware
description languages, or any combination thereof. When implemented 1n software,
firmware, middleware, or microcode, the program code or code segments to perform
the associated tasks may be stored 1n a computer-readable medium such as a storage

medium. Processors may perform the associated tasks.

25 [0030] While illustrative and presently preferred embodiments of the disclosed
systems, methods, and devices have been described 1n detail herein, 1t 1s to be
understood that the inventive concepts may be otherwise variously embodied and
employed, and that the appended claims are intended to be construed to include such

variations, except as limited by the prior art.

30
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WHAT IS CLAIMED IS:

1. A method executed by a contactless smart card (CSC) reader for
CSC detection and selection, the method comprising:

generating a radio frequency (RF) field that defines a range of
communication for the CSC reader;

transmitting a first signal in the RF field;

detecting a modulation in the RF field indicating that a first CSC 1s
within the RF ficld and has responded to the first signal;

inspecting the modulation for a collision, wherein the collision occurs
if more than one CSC within the RF field responds to the first signal;

determining that the modulation does not contain the collision; and

transmitting a halt command to the first CSC 1n response to
determining that the modulation does not contain the collision, wherein the halt

command 1nstructs the first CSC to only respond to at least one specific command.

2. The method of claim 1, further comprising:
increasing a power level of the RF field; and

transmitting a second signal in the RF field.

3. The method of claim 1, further comprising the steps of:
attenuating a power level of the RF field; and

transmitting a second signal in the RF field.

4. The method of claim 1, further comprising:
transmitting a second signal 1n the RF field after a preset period of time

has passed since transmitting the halt command to the first CSC.

5. The method of claim 1, further comprising:

transmitting a second signal in the RF field for a preset period of time;

transmitting a wakeup command to the first CSC after the preset period
of time has passed; and

selecting the first CSC for conducting a transaction.

6. The method of claim 1, further comprising:
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transmitting a second signal in the RF field;

detecting that a second CSC 1s within the RF field; and

generating at least one of a visual notification and an audio notification
for a user, the notification informing the user that more than one CSC has been

presented.

7. The method of claim 1, further comprising:

transmitting a second signal 1n the RF field;

detecting that a second CSC 1s within the RF field; and

selecting one of the first CSC and the second CSC for conducting a

transaction based on a predefined criteria.

8. A contactless smart card (CSC) reader for CSC detection and
selection, the CSC reader comprising:

a radio frequency (RF) transceiver configured to generate an RF field,
and transmit and receive signals within the RF field; and

a computer processor coupled to the RF transceiver and configured to
utilize the RF transceiver to transmit a first signal in the RF field, detect a modulation
in the RF ficld indicating that a first CSC 1s within the RF field and has responded to
the first signal, inspect the modulation for a collision, determine that the modulation
does not contain the collision, and utilize the RF transceiver to transmit a halt
command to the first CSC 1n response to determining that the modulation does not
contain the collision,

wherein the collision occurs 1f more than one CSC within the RF field
responds to the first signal, and the halt command 1nstructs the first CSC to only

respond to at least one specific command.

9. The CSC reader of claim 8, wherein the computer processor 1s
further configured to increase a power level of the RF transceiver, and utilize the RF

transceiver to transmit a second signal in the RF field.

10. The CSC reader of claim &, wherein the computer processor 18
further configured to attenuate a power level of the RF transceiver, and utilize the RF

transceiver to transmit a second signal in the RF field.

10
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11. The CSC reader of claim &, wherein the computer processor 18
further configured to utilize the RF transceiver to transmit a second signal in the RF

field after a preset period of time has passed since transmitting the halt command to

the first CSC.

12. The CSC reader of claim 8, wherein the computer processor 1s
further configured to utilize the RF transceiver to transmit a second signal in the RF
field for a preset period of time; utilize the RF transceiver to transmit a wakeup
command to the first CSC after the preset period of time has passed, and select the

first CSC for conducting a transaction.

13. The CSC reader of claim &, wherein the computer processor 18
further configured to utilize the RF transceiver to transmit a second signal in the RF
field, detect that a second CSC 1s within the RF field, and generate at Ieast one of a
visual notification and an audio notification for a user, the notification informing the

user that more than one CSC has been presented.

14. The CSC reader of claim &, wherein the computer processor 18
further configured to utilize the RF transceiver to transmit a second signal in the RF

field, detect that a second CSC 1s within the RF field, and select one of the first CSC

and the second CSC for conducting a transaction based on a predefined criteria.

15. A non-transitory computer-readable medium, having instructions
stored therein, which when executed cause a computer to perform a set of operations
comprising:

generating a radio frequency (RF) signal to form an RF ficld that
defines a range of communication;

transmitting a first signal in the RF field;

detecting a modulation 1n the RF ficld indicating that a first contactless
smart card (CSC) 1s within the RF field and has responded to the first signal;

inspecting the modulation for a collision, wherein the collision occurs
if more than one CSC within the RF field responds to the first signal;

determining that the modulation does not contain the collision; and

11
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transmitting a halt command to the first CSC 1n response to
determining that the modulation does not contain the collision, wherein the halt

command instructs the first CSC to only respond to at Ieast one specific command.

16. The non-transitory computer-readable medium of claim 15, having
further instructions stored therein, which when executed cause the computer to
perform a set of operations comprising;:

increasing a power level of the RF field; and

transmitting a second signal in the RF field.

17. The non-transitory computer-readable medium of claim 15, having
further 1instructions stored therein, which when executed cause the computer to
perform a set of operations comprising;:

reducing a power level of the RF field; and

transmitting a second signal in the RF field.

18. The non-transitory computer-readable medium of claim 15, having
further istructions stored therein, which when executed cause the computer to
perform a set of operations comprising:

transmitting a second signal in the RF field for a preset period of time;

transmitting a wakeup command to the first CSC after the preset period
of time has passed; and

selecting the first CSC for conducting a transaction.

19. The non-transitory computer-readable medium of claim 15, having
further istructions stored therein, which when executed cause the computer to
perform a set of operations comprising;:

transmitting a second signal in the RF field;

detecting that a second CSC 1s within the RF field; and

generating at least one of a visual notification and an audio notification
for a user, the notification informing the user that more than one CSC has been

presented.

12
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20. The non-transitory computer-readable medium of claim 15, having
further istructions stored therein, which when executed cause the computer to
perform a set of operations comprising;:

transmitting a second signal in the RF field;

detecting that a second CSC 1s within the RF field; and

selecting one of the first CSC and the second CSC for conducting a

transaction based on a predefined criteria.
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