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(57) ABSTRACT

An automated system and method for authenticating entities
or individuals engaging in automated or electronic transac-
tions or activities such as financial transactions, accessing
computer applications, computer software, data networks or
other automated or electronic devices requiring identity veri-
fication is provided. A unique Personal Identity Value is com-
puted and stored in an Identity Register for the entity or
individual and may be used for a variety of applications
including recognizing incidents of identity theft. This Per-
sonal Identity Value is based on one or more computer logic
resources that incorporate the relationship among a variety of
identification information elements and parameters associ-
ated with the entity or individual, such as the entity’s or
individual’s wireless device location, the entity’s or individu-
al’s home location, other associated locations, automated
activities engaged in and applications accessed.
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SYSTEM AND METHOD FOR MOBILE
IDENTITY PROTECTION OF A USER OF
MULTIPLE COMPUTER APPLICATIONS,

NETWORKS OR DEVICES USING A
WIRELESS DEVICE

CROSS REFERENCE TO RELATED
APPLICATIONS AND PATENTS

[0001] This application is a continuation of U.S. patent
application Ser. No. 13/303,809 filed on Nov. 23, 2011, which
is a continuation of U.S. patent application Ser. No. 12/332,
878 filed on Dec. 11, 2008, now U.S. Pat. No. 8,116,731,
which in turn claims the benefit of U.S. Provisional Patent
Application No. 61/058,621 filed on Jun. 4, 2008 and also
claims the benefit of U.S. Provisional Patent Application No.
61/027,892 filed on Feb. 12,2008. The foregoing applications
are incorporated herein by reference.

[0002] U.S. application Ser. No. 11/933,803, (attorney’s
docket number 00691-0004 US) for “Automated Analysis
Comparing Wireless Device Location With Another Geo-
graphic Location,” By Dankar et al. filed Nov. 1, 2007.
[0003] PCT Application No. PCT/IL2006/000775, Interna-
tional Publication No. WO 2007/004224 A1 for “Improved
Location Based Authentication System,” by Eden et al. filed
Jul. 5, 2006.

[0004] U.S. Pat. No. 5,819,226 for “Fraud Detection Using
Predictive Modeling,” by Gopinathan et al. issued Oct. 6,
1998.

[0005] All of the foregoing referenced applications are
hereby incorporated herein by reference.

BACKGROUND OF THE INVENTION

[0006] 1. Technical Field of the Invention

[0007] This invention relates generally to the detection of
identity theft based on fraudulent use of, or fraudulent access
to, computer applications, networks, systems and devices,
and more particularly to an automated system and method
that uses an “Identity Register” incorporating processing
logic and a database to develop, maintain and refine a Per-
sonal Identity Value representing an entity whose identity
requires some form of authentication.

[0008] 2. Description of the Related Art

[0009] Inthe following discussion, the terms “activity” and
“transaction” are used for illustrative purposes. In general,
activities relate to automated or electronic interactions with
hardware devices or software programs, such as accessing
computer systems or online web sites. Transactions relate to
automated or electronic transactions, such as personal data
transactions or financial transactions such as payments, fund-
transfers, fund withdrawals, deposits, changes to account
information, etc. Also, the term “entity” is used for illustrative
purposes. In general, entities requiring authentication are
individuals, data subjects or any electronic or computing
devices that may be a subject whose identity requires some
form of identity authentication.

[0010] Accurate authentication of the identity of users or
entities engaged in automated activities or transactions
requiring security is a problem that continues to grow. Many
solutions have been introduced to detect or prevent unautho-
rized access to secure hardware and software systems that
attempt to determine through various means if an entity
engaging in a transaction or accessing a computer or appli-
cation is the lawful and rightful user. Identity theft has
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become more and more pervasive and does not only facilitate
financial fraud. It may be perpetrated against any computer
applications, systems and services that require security and
where identity authentication is needed.

[0011] There are generally two recognized categories of
identity theft that are perpetrated against legitimate users of
automated or electronic transactions and activities. The firstis
known as “financial identity theft” and is typically based upon
the use of another’s identity to obtain goods and services. The
second, known as “identity deception” is generally based
upon the use of another’s identity or identifying information
to intentionally deceive others.

[0012] A classic example of financial identity theft, typi-
cally synonymous with bank fraud, occurs when an offender
obtains a loan from a financial institution by impersonating
someone else. The offender pretends to be the victim by
presenting an accurate name, address, birth-date or other
information the lender requires to establish identity. Even if
this information is checked against data at a national credit-
rating service, the lender encounters no concerns, as all of the
victim’s information matches the records. The lender has no
easy way to discover that the person is pretending to be the
victim, especially if an original, government-issued ID can’t
be verified, as is the case in online, mail, telephone and
fax-based transactions. The offender keeps the money from
the loan, the financial institution is never repaid and the victim
is wrongly blamed for defaulting on a loan never truly autho-
rized.

[0013] Another example of financial identity theft is when
an offender obtains another’s credit card or debit card account
information, such as account number, account expiration
date, card verification value or other data associated with an
individual’s credit card account. The offender then uses the
information to create a counterfeit card or otherwise make
purchases of goods and services at a point-of-sale, withdraw
funds at an automatic teller machine or use the account infor-
mation to make purchases over the telephone or via online
web sites.

[0014] Inmostcases, financial identity theft is reported to a
national consumer credit reporting agency or credit bureau as
a collection or bad loan under the impersonated individual’s
record. The victim may discover the incident by being denied
aloan, seeing the accounts, viewing their own financial trans-
actions and history or by being contacted by creditors or
collection agencies. The victim’s credit score, which affects
their ability to acquire new loans or credit lines, and rates on
existing accounts may be adversely affected until they are
able to successfully dispute the complaints and have them
removed from their record. Other forms of financial fraud
associated with identity theft include account takeovers, pass-
ing bad checks and “busting out™ an account. A bust out is a
sudden withdrawal of all available funds associated with
deposit fraud. If withdrawals or checks are made against the
impersonated individual’s real accounts, that individual may
need to convince the bank that the withdrawal was fraudulent
or file a court case to retrieve lost funds. If checks are written
against fraudulently opened checking accounts, the person
receiving the checks will suffer the financial loss. However,
the recipient of a check might attempt to retrieve money from
the impersonated individual by using a collection agency.
This activity would appear in the victim’s credit history until
the check was shown to be fraudulent.

[0015] Impersonating another’s identity to deceive, for rea-
sons other than financial gain, also has far-reaching conse-
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quences. Preventing identity deception has application to
many circumstances where individual security is a primary
concern. For example, the ability to authenticate the identity
of an individual to prevent deception has application to law
enforcement, public security, cyber crime and any online
means where individuals have an expectation that existing
security measures are adequate.

[0016] Identity deception occurs, for example, when an
individual obtains someone else’s electronic login informa-
tion for access to a web-based online application such as a
social networking web site. The individual successfully
enters a username and password that belongs to the victim.
Once accepted by the application, that individual has access
to the victim’s personal profile information and application
features. Furthermore, the individual can establish and main-
tain communications with the victim’s friends and family.
The victim’s personal profile information can be modified or
deleted and other damage can be inflicted upon the victim for
malicious purposes. Criminals, parolees and online predators
can make use of the victim’s identity for dangerous and
deceptive purposes.

[0017] Credit cardissuers and financial institutions, such as
banks, attempt to limit financial identity theft and fraud losses
by analyzing a variety of data and information associated
with, for example, an automated credit card transaction.
Rules-based “parameter analysis” is used along with pattern
recognition and probabilistic techniques to determine the
legitimacy of a card transaction. Parameter analysis tech-
niques are used to examine, for example, the number of credit
card transactions on a particular account within a specified
period of time, say 24 hours, and the dollar amount of the
transaction. If the number of transactions or the dollar amount
exceed some pre-defined threshold, the transaction can be
flagged as potentially fraudulent and further action can be
taken. This action may be as drastic as denying the transaction
and blocking the card holder’s account. Parameter analysis,
however, often times yields false-positive results, where the
financial transaction is in fact legitimate, but falls outside the
parameter thresholds set.

[0018] Probabilistic, or predictive, techniques include the
use of statistical analysis and pattern recognition using many
more parameters than are typically used in rules-based
parameter analysis. Probabilistic techniques require the con-
struction of behavioral models based on potentially hundreds
of parameters to provide a probability that a particular finan-
cial transaction is fraudulent. These parameters typically
include detailed data about multiple card holders, multiple
merchants, multiple transactions and transaction histories
that provide the ability to filter, screen and isolate those finan-
cial transactions which are likely to be fraudulent. Over time,
this aggregated and detailed data about transactions are used
to enhance the statistical model so patterns emerge. Thus, the
statistical model is continually refined so that a particular
transaction, when processed through the model, results in a
more accurate determination of the likelihood of fraud.
[0019] Probabilistic techniques and models to determine
incidents of identity theft may be made more beneficial if a
Personal Identity Value representing an individual user’s
characteristics is developed, rather than statistical models
based on pattern recognition from many users’ transaction
characteristics. That is, authenticating the identity of an entity
engaged in an automated activity or transaction has utility
above and beyond systems that determine the likelihood that
a transaction itself is fraudulent. It is desirable, therefore, to
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have an automated system that uses discrete available data
regarding the entity, including the entity’s wireless device
location data, home location data and other Identity Data to
create a Personal Identity Value for the entity that may be
accessed by a variety of applications that require identity
authentication. By using this method, false-positive indica-
tions of fraudulent activity may be further reduced.

[0020] The primary identifying characteristic of a particu-
lar wireless device is the dialable mobile directory number
(MDN). The MDN can beup to 15 digits long and is a unique
number worldwide among all wireless devices, regardless of
country or telecommunications network operator. The format
of'the MDN has been standardized as the E.164 International
Public Telecommunication Number by the International Tele-
communications Union, a standards making organization
within the United Nations. Because the MDN is unique
worldwide to an entity’s or individual’s mobile service sub-
scription and wireless device, it can be considered an exten-
sion of the unique identity of that wireless device’s user.
[0021] Much of the utility of using an entity’s or individu-
al’s wireless device as an extension of the identity of the user
is enabled by the physical security of wireless devices. Wire-
less devices are inherently secure due to the properties of
digital cellular telecommunications. Digital cellular technol-
ogy has replaced analog cellular technology worldwide and
with this advancement came cellular authentication. Cellular
authentication uses a cryptographic security protocol and
public key infrastructure that is only made possible by digital
communications technology. This cryptographic security
protocol prevents a mobile directory number from being used
by any wireless device other than the one for which it was
originally programmed. The only way to re-use a mobile
directory number with another device is by special secure
provisioning performed within secure network platforms by
the wireless network operator. When this secure provisioning
occurs, the mobile directory number is securely and solely
associated with the device for which it is used. In the case of
GSM networks, the secure wireless device is the subscriber
identity module, or SIM card, which is associated with an
individual and unique mobile service subscription. This is
why a SIM card can be used in any GSM-based mobile phone
without notifying the wireless network operator. In the case of
CDMA networks, the wireless device is the mobile phone
itself as SIM cards are not commercially supported.

SUMMARY OF THE INVENTION

[0022] An object of the present invention is to provide a
system and its methods of use, for detecting identify theft
using one or more logic resources to evaluate entities based on
parameters about the entity and a wireless device associated
with an entity.

[0023] Another object of the present invention is to provide
a system, and its methods of use, for detecting identify theft
by having an entity’s wireless device be representative of the
entity’s true identity.

[0024] Yet another object of the present invention is to
provide a system, and its methods of use, for detecting iden-
tify theft that employs an analysis to revise and refine a
Personal Identity Value used to allow or deny access or opera-
tion of a computer application, activity, network, system or
device for current or subsequent access or operation of said
computer application, activity, network, system or device.
[0025] Still another object of the present invention is to
provide a system, and its method of use, for detecting identify
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theft by updating and revising a Personal Identity Value for an
entity and thereafter reporting to another system wanting to
determine at some point in time what the Personal Identity
Value is.

[0026] Yet another object of the present invention is to
provide a system, and its method of use, for detecting identify
theft in response to a Personal Identity Value based on a
transaction or activity event data, the location of the transac-
tion or activity event, the entity’s home location, the location
of'the entity’s wireless device and the time the location of the
entity’s wireless device was obtained.

[0027] Yet another object of the present invention is to
provide a system, and its method of use, for detecting identity
theft based on location analysis of a multiplicity of provided
and stored locations, historical locations, historical Personal
Identity Values and the velocities required to travel among the
provided and stored locations.

[0028] These and other objects of the present invention are
achieved in, a method for detecting identity theft of an indi-
vidual based on one or more types of Identification Data,
Event Data or both including the location of a wireless device
associated with an entity obtained from a Wireless Network,
the entity’s home location, other locations associated with an
entity, automated activity data, automated transaction data or
automated event detection data. Data is obtained regarding an
automated transaction or activity from a data network. A
unique identifier representing an individual is determined.
The location of an automated transaction or activity is deter-
mined. The entity’s home location is determined. The wire-
less device location associated with an entity is obtained from
a wireless network. A Personal Identity Value is generated
based on the transaction or activity event data, the location of
the transaction or activity event, the entity’s home location,
the location of the entity’s wireless device and the time the
location of the entity’s wireless device was obtained.

[0029] In another embodiment of the present invention, a
method is provided for registering an entity with an Identity
Register based on an entity’s Wireless Device Identification
(ID). An entity’s unique Wireless Device ID is provided via a
data network. An entity’s home location identification data is
provided via a data network. An entity’s obtained Identifica-
tion Data is then stored.

[0030] Inanother embodiment of the present invention, an
apparatus is provided for detecting identity theft of an entity
based on an the location of a wireless device associated with
an entity obtained from a Wireless Network. A module pro-
vides data regarding a transaction or activity from a data
network. A module is used to obtain a unique identifier rep-
resenting an entity. A module determines the location of a
transaction or activity. A module obtains the individual’s
home location. A module obtains a wireless device location
associated with an entity from a Wireless Network. A module
generates a Personal Identity Value based on the entity’s
Identity Data, Event Data, the location of an automated event
or activity, the entity’s home location, the location of a wire-
less device associated with an entity and the time the location
of the wireless device was obtained.

[0031] Inanother embodiment of the present invention, an
apparatus registers an entity with an Identity Register based
on an entity’s Wireless Device ID. The apparatus includes an
application to obtain an entity’s unique Wireless Device ID
from a data network, an application to obtain an entity’s home
location or other Identification Data from a data network and
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a database to store an entity’s obtained Identification Data
and a database to store an entity’s obtained Event Data.

BRIEF DESCRIPTION OF THE DRAWINGS

[0032] FIG. 1 depicts the functional entities and modules of
an exemplary Identity Register used to calculate and provide
a Personal Identity Value for an identity authentication appli-
cation. Included in the example is an Event Processing Mod-
ule, a Wireless Device Location Module, a Wireless Device
ID Database, an optional Identity Database, one or more
Identity Risk Logic Resources and Identity Risk Configura-
tion data in accordance with the principles of the present
invention.

[0033] FIG. 2 depicts the functional entities and modules of
an exemplary Identity Register used by an entity or individual
to register and otherwise maintain Identity Data stored in the
Identity Register.

[0034] FIG. 3 depicts an exemplary Wireless Device ID
Database used to associate unique Wireless Device IDs with
derived wireless device locations, identity authentication
applications and Personal Identity Values.

[0035] FIG. 4 depicts an exemplary Identity Database used
to store unique Wireless Device IDs associated with other
Identity Data associated with an entity or individual.

[0036] FIG. 5 depicts exemplary Identity Risk Configura-
tion data used by, or associated with, one or more Identity
Risk Logic Resources.

[0037] FIG. 6 depicts an exemplary information flow dia-
gram of the Identity Register.

[0038] FIG. 7 depicts an exemplary process flow diagram
of the Identity Register.

[0039] FIG. 8 depicts an exemplary web-based Wireless
Device Identity Registration user application.

DETAILED DESCRIPTION

[0040] In accordance with the present invention, there is
provided an automated system and method for detecting iden-
tity theft, which uses one or more Identity Risk Logic
Resources to evaluate wireless device users based on param-
eters about the wireless device and its user. These parameters
enable the system to estimate a probability that an entity
engaged in a particular automated transaction or activity is
not, in fact, the entity authorized to do so. The probability is
distinguished as a Personal Identity Value that may be pro-
vided as output to other automated systems or to a human
decision-maker involved in determining the validity of an
entity or individual engaged in an automated transaction or
activity. The Personal Identity Value associated with an entity
may be revised based on subsequent transactions or activities
engaged in by the entity (i.e. the wireless device user) to
designate a more accurate value that may be used for a variety
of applications.

[0041] Inoneembodiment of the present invention, an enti-
ty’s wireless device is representative of the entity’s true iden-
tity. The use of the wireless device for identity authentication
is a robust way of ensuring the true identity of entities access-
ing a computer application or system. Based on pervasive use
of cell phone technology worldwide, it is surmised that an
entity’s or individual’s unique mobile device associated with
a unique mobile directory number (MDN) is a reasonable
proxy for the identity and current location of the wireless
device’s owner. In this way, a wireless device can become a
strong mechanism for fighting fraud and identity theft that
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may be perpetrated against the user, computer applications or
electronic transactions. This is due to the fact that an indi-
vidual’s mobile phone is almost always on and with the
individual, and the location of the mobile phone is derived
from the Wireless Network or from some local wireless or
wireline connection to some other automated system.

[0042] Inoneembodiment, an entity’s orindividual’s wire-
less device is active, powered on and communicates with a
Wireless Network, local wireless communications link or
local wired communications link. The wireless device is in
close proximity to a computer application network, system or
device. Depending on the particular application, network,
system or device, close proximity can be anywhere from
several miles to several feet. The entity’s or individual’s wire-
less device MDN is provided and stored in an Identity Reg-
ister. An identity authentication application or system is asso-
ciated with and uses the functions and processes of the
Identity Register. When the entity or individual comes into
some proximity (as previously defined) of a computer appli-
cation, network or device, or otherwise attempts to invoke a
computer application, network or device, either himself or via
some external communications mechanism, that requires
identity authentication for access and operation, the Identity
Register records and stores this invocation event. An identity
authentication application supported by the Identity Register
attempts to authenticate the user for that computer applica-
tion, network or device. The Identity Risk Logic Resources
used may be provided by the Identity Register or by an exter-
nal computer application itself. These logic resources are
typically defined by distance and time parameters along with
past identity authentication events that may also be based on
distance and time or other means of authentication. The use of
or actual respective logic resources, processes and computer
applications used and pertaining to the identity authentication
invocation events involved are recorded and stored at the
Identity Register. The result, in the form of a Personal Identity
Value, of the identity authentication application process are
also stored. The continuing storage of identity authentication
invocation events, processes, functions, logic resources and
results associated with a particular and previously registered
entity or individual may be used for analysis of subsequent
identity authentication invocation events and processes. This
analysis may be used to revise and refine a Personal Identity
Value used to allow or deny access or operation of a computer
application, activity, network, system or device for current or
subsequent access or operation of said computer application,
activity, network, system or device.

[0043] One embodiment of the present invention comprises
identity authentication of an entity or individual wireless
device user engaged in a secure automated transaction or
activity based on the location of the user’s wireless device. A
Wireless Device Location Module is used to obtain the loca-
tion of the wireless device from a macro Wireless Network,
such as a cellular network or WiMAX network. The unique
and identifying mobile directory number (MDN) has been
initially registered, provided and stored in an external data-
base or within the Identity Register that maintains Identity
Data in a Wireless Device Identity (ID) Database and associ-
ated processing system. The Identity Register acts as the
supporting system and database of record for identity authen-
tication by receiving, detecting, recording, processing and
storing identity Event Data or other data that lead to an iden-
tity authentication application or process. The Wireless
Device ID Database records events based on user interaction,
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directly or indirectly, with the Identity Register system. Elec-
tronic triggers may originate from application events based
on stored Identity Data or the proximity of a wireless device
supporting automated and unsolicited communications with
the system. The Wireless Device ID Database is used to
maintain a Personal Identity Value for each entity or indi-
vidual and unique Wireless Device ID. This value is initially
generated by one or more Identity Risk Logic Resources and
may be updated and revised based on subsequent events asso-
ciated with the Wireless Device ID. As a non-limiting
example, these events may be in the form of a local wireless
communication with the system (such as a wireless device-
based Bluetooth or WiFi connection to a computer), a local
wired connection (such as a USB or FireWire® connection to
a computer), the internet protocol (IP) address location of a
computer user sending an email, a log-in function for a web
site, a financial transaction event trigger such as the use of a
credit card at an automatic teller machine or point-of-sale
location, and the like. Over a given period of time, a user
associated with a wireless device may trigger events that are
associated with, connected to and recorded within the Identity
Register. These events may cause the Personal Identity Value
to be updated and revised for the particular wireless device
and may be reported to another entity wishing to determine at
some point in time what the Personal Identity Value is. Fur-
thermore, the Personal Identity Value may be used to subse-
quently take some action for a particular transaction or activ-
ity associated with a wireless device user such as determining
whether an activity or transaction engaged in by the wireless
device user is likely fraudulent or not.

[0044] The wireless device user’s Identity Data may be
initially registered and created in a variety of ways, both
directly and indirectly. One preferred embodiment of direct
registration occurs when an individual enters identity infor-
mation into a form on a web page presented by a registration
application supported by the Identity Register. Identity infor-
mation may contain a username, password, given name,
address, sex, age, email address or various other information
and the required and unique mobile directory number (MDN)
associated with the user’s wireless device. When this infor-
mation is submitted, it may be confirmed by a variety of
mechanisms. For example, a confirmation email may be sent
to the provided email address containing an embedded secure
link or uniform resource locator (URL) address. When the
user clicks on this link, a web page may be presented by the
initial registration application confirming the user’s registra-
tion with the Identity Register. After the user’s initial regis-
tration is confirmed, the user’s Identity Data is stored in the
Identity Register for use with a multiplicity of applications
that may support the Personal Identity Value required for
identity authentication related to transactions, computer
applications, networks, systems or devices.

[0045] One preferred embodiment of indirect registration
occurs when an event external to the Identity Register occurs
and the Event Data as well as Identity Data is sent to the
Identity Register. If no data or record within the Identity
Register exists, a new record is created automatically based
on the Wireless Device 1D associated with the Event Data or
Identity Data. The record may contain any and all data
received and based on the external event. The received Iden-
tity Data is stored in the Identity Register for use with a
multiplicity of applications that may support the Personal
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Identity Value required for identity authentication related to
transactions, computer applications, networks, systems or
devices.

[0046] Once an entity’s or individual’s Wireless Device ID
is registered in the Identity Register, external application
events requiring identity authentication may be detected,
received, processed, recorded and stored by the Identity Reg-
ister. As these events are recorded and stored, the Identity
Register may support authentication applications using both
current Event Data as well as aggregate or historical Event
Data stored for a particular Wireless Device 1ID. All data
stored for a particular Wireless Device ID in the Identity
Register, new received Event Data, additional received exter-
nal Identity Data, as well as the existing Personal Identity
Value may be used to generate a new or current Personal
Identity Value. The new value may be used to assist in a
determination of identity authentication for a current authen-
tication event or future authentication events. The calculated
Personal Identity Value may be continually maintained,
updated and revised based on events to assist in determining
an authentication result for a given secure activity requiring
identity authentication of the user.

[0047] Anidentification authentication process may be per-
formed by, for example, an external authentication applica-
tion that resides on a computing platform or device that com-
municates with the Identity Register system. The Identity
Register system is comprised primarily of an Event Process-
ing Module, a Wireless Device Location Module, a Wireless
Device ID Database, an Identity Database and one or more
Identity Risk Logic Resources.

[0048] An Event Processing Module enables communica-
tions, transmission and reception of data associated with the
functions of the Identity Register and supports the basic com-
munications with external applications to receive Identity
Authentication Events and related data.

[0049] A Wireless Device Location Module enables com-
munications with a Wireless Network to obtain the position or
location of an entity’s or individual’s wireless device.
[0050] A Wireless Device Identity (ID) Database enables
the association of a unique wireless device identifier with the
calculated personal identity value, the wireless device loca-
tion, a multiplicity of identity authentication applications,
Identity Authentication Events and event locations and times
associated with identity authentication applications.

[0051] An optional Identity Database enables the storage
and use of additional Identity Data that may be obtained via
an external system or application associated with the Identity
Register. The Identity Database enables the association of a
Wireless Device ID and one or more additional identity infor-
mation elements associated with a unique Wireless Device ID
such as an entity’s or individual’s home address, work
address, related locations or addresses frequented by the indi-
vidual, various telephone numbers associated with an indi-
vidual and additional Wireless Device IDs related to the
present Wireless Device ID. Additional Wireless Device [Ds
associated with, or otherwise related to, the present Wireless
Device ID may be required, such as those that may be asso-
ciated with family members that may be associated with the
same identity authentication application.

[0052] The Identity Risk Logic Resources comprise one or
more computer logic resources to calculate a Personal Iden-
tity Value based upon data obtained via the Event Processing
Module, the Wireless Device ID Database, the Identity Data-
base and Identity Risk Configuration data. Furthermore,
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Identity Risk Configuration data are used to configure or
otherwise provide dynamic or static parameter values used by
one or more Identity Risk Logic Resources.

[0053] Based upon current data regarding an identification
authentication event, which may include the Wireless Device
1D, Event Data, such as type of event, location of the event,
time of the event and the particular application the event
pertains to, as well as currently obtained or stored identity
data associated with the Wireless Device 1D, a Personal Iden-
tity Value is calculated representing the probability of risk
that identity theft has occurred or may be occurring.

[0054] The Personal Identity Value is calculated using one
or more appropriate Identity Risk Logic Resources that use
the data pertaining to the current Identity Authentication
Event and application. The logic resources consider a multi-
plicity of factors based on the received identity authentication
Event Data as well as received or currently stored Identity
Data. These logic resource factors comprise calculations per-
taining to the current and known locations derived from the
data including distances among the received and known loca-
tions as well as time variances among the received and known
locations, i.e. when the individual was at the locations.
[0055] There are a multiplicity of location types about the
entity or individual factored into the Identity Risk Logic
Resources. “Transient” locations are considered to be those
locations where the individual is at for potentially only brief
periods of time, such as the locations derived from a Wireless
Network based on the Wireless Device ID while an individual
is mobile. Other transient locations may include locations
where financial transactions occur, such as automatic teller
machines or point-of-sale locations where an automated pur-
chase is made using, for example, a credit card or debit card.
Still other transient locations may include an automatic detec-
tion of the presence of an individual’s wireless device at a
particular location, such as passing through an airport metal
detector, entering a secure building using wireless radio fre-
quency identification (RFID) based on proximity cards or
similar devices or entering a secure or alarmed home or office
where a manual keypad is used by the individual to enter a
personal identification number (PIN) to gain entry.

[0056] Other location types may be categorized as “semi-
permanent” meaning that the locations may be somewhat
transient, yet the individual spends more than brief periods of
time there. Examples of semi-permanent locations may be
work addresses where an individual may spend extended
periods of time, but not most of the day, or vacation home
addresses where an individual may spend extended periods of
time at irregular time intervals, such as different seasons,
months or weeks.

[0057] Still other location types may be categorized as
“permanent” meaning that the locations where an individual
frequents are somewhat static, such as the individual’s home
address. It may be assumed in the case of permanent locations
that the individual spends more time at those locations than
semi-permanent or transient locations.

[0058] Other location data may be derived from other Iden-
tity Data pertaining to the entity or individual, such as tele-
phone numbers. Telephone numbers are geographically-
based so they imply a form of location data. All dialable
telephone numbers, wireline or wireless, are of the aforemen-
tioned form of the mobile directory number (MDN). They can
be up to 15 digits long and are unique numbers worldwide
among all telephones, regardless of country or telecommuni-
cations network operator. The format of the telephone num-
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ber has been standardized as the E.164 International Public
Telecommunication Number by the International Telecom-
munications Union, a standards making organization within
the United Nations. All telephone number addresses are com-
prised of two distinct parts or sections: a Country Code (CC)
and a National Significant Number (NSN). The NSN may be
comprised of two portions: a National Destination Code
(NDC) and a Subscriber Number (SN). If the telephone num-
ber is a wireline number, the values for CC, NSN or NDC may
be representative of the physical geography of where the
landline central office telephone switch serving that line num-
ber resides. If the telephone number is a wireless number or
mobile directory number (MDN), the values for CC, NSN or
NDC may be representative of the physical geography of
where the mobile subscriber’s home mobile switching center
(MSC) resides. Using a multiplicity of telephone numbers
associated with an entity or individual, such as one or more
home telephone numbers, work telephone numbers and
mobile telephone numbers, transient, semi-permanent and
permanent location types may be derived and used by the
present invention.

[0059] One or more Identity Risk Logic Resources may
consider one or more of these location types along with the
distance variances among them. Also, if the dates and times
are known when individuals are at these locations, the time
variances among the multiple locations where an entity or
individual has been may be factored into the logic resources.

[0060] The transient Identity Authentication Event, loca-
tion and time parameters derived from currently received or
stored location data may be stored in the Wireless Device ID
Database. The semi-permanent and permanent location
parameters may be stored in the Identity Database. These
parameters may be given a particular and relative “weighting
factor” to distinguish their relative importance for use in the
Identity Risk Logic Resources.

[0061] Theseweighting factors may be stored for use by the
Identity Risk Logic Resources in an Identity Risk Configu-
ration file. This configuration file may be dynamically modi-
fied for use with a multiplicity of applications requiring iden-
tity authentication. The relative weighting factors may be
given values that represent the importance of the parameters
for use by the logic resources. As an illustrative example, a
transient wireless device location associated with a Wireless
Device ID currently obtained from a Wireless Network may
have a larger relative value in a risk calculation than the
individual’s home address associated with the Wireless
Device ID. If a particular application, such as a credit card
cash advance financial transaction requires a Personal Iden-
tity Value to determine if the transaction is fraudulent or not,
and the wireless device location is quite far from the individu-
al’s semi-permanent or permanent stored home and work
addresses, a higher weighting factor for the transient wireless
device location may result in a high Personal Identity Value
implying a higher risk of identity theft that might be perpe-
trated upon the entity or individual. Furthermore, if the wire-
less device location of the entity or individual is determined to
be quite far from the automated transaction location, the
relative weighting factors of the locations may also result in a
high Personal Identity Value indicating a higher risk of iden-
tity theft. This Personal Identity Value may be returned to
some external Results Processing System and stored in the
Wireless Device ID Database and subsequently used by a
multiplicity of identity authentication applications. If the Per-
sonal Identity Value is returned to a Results Processing Sys-
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tem, an authentication application accessing the Results Pro-
cessing System may use the Personal Identity Value to take
some action or apply some treatment to the entity’s or indi-
vidual’s automated activity or transaction.

[0062] Overtimeand for a variety of identity authentication
applications, the entity’s or individual’s Personal Identity
Value may be modified, revised or otherwise refined based on
the types of authentication applications, types of application
events, locations of the events, times of the events, location of
the entity’s or individual’s wireless device and other known
identity parameters stored within the Identity Register.
[0063] Data within the Identity Register to generate a Per-
sonal Identity Value may be created and stored dynamically
based on the reception of Event Data or Identity Data asso-
ciated with an identity authentication application. The cre-
ation of a new Wireless Device ID record within the Wireless
Device ID Database may be dynamically created for an initial
Identity Authentication Event for a particular identity authen-
tication application. Furthermore, Identity Data may be pro-
vided to, or registered with, the Identity Register by individu-
als themselves who may wish to subscribe to some identity
theft protection service.

[0064] As an illustrative example, individuals may access
an Internet-based application displaying a web page contain-
ing a form that enables them to register their Wireless Device
IDs and other Identity Data that may be used by a multiplicity
of'identity authentication applications. This exemplary Iden-
tity Register application may enable individuals to add,
modify or delete their own Identity Data over time as that data
changes enabling them to participate in their own identity
theft protection.

[0065] A particular identity authentication application may
reside within or be external to the Identity Register. The
communication mechanism to receive Event Data and Iden-
tity Data may be via a data communications network or more
directly if the identity authentication application resides
within the same platform as the Identity Register.

[0066] Supported identity authentication applications are
used to determine the authenticity of a user attempting to
access or otherwise operate a computer application, network
ordevice. These identity authentication applications may also
represent the Results Processing System receiving the Per-
sonal Identity Value for a particular Identity Authentication
Event.

[0067] Illustrative examples of Identity Authentication
Events pertaining to identity authentication applications may
include a wireless device user coming into proximity of an
electronic or automated device associated with a secure com-
puter application or network that may detect the wireless
device via a wireless protocol such as Bluetooth, WiFi, RFID,
near field communications (NFC), electro-magnetic or other
communications protocol or mechanism. Other illustrative
examples of Identity Authentication Events may include
physical connectivity of an electronic or automated device
such as a wireless device, biometric device, magnetic card,
network connected computerized device or other connected
communications protocol or mechanism to a secure computer
application, network or device requiring authentication for
access or to authenticate a secure activity or transaction.
Physical connectivity enabling communication of Identity
Authentication Events may be via a USB wired connection,
serial port connection, electro-magnetic or other communi-
cations protocol or mechanism. Other illustrative examples
may include invocation of some identity authentication appli-
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cation requiring an authentication process for access or
operation such as some manual action taken by an individual
accessing a computerized, electronic or automated device,
including pressing a “hard” or “soft” button on a computer-
ized system or device, accessing a biometric device or
employing some mechanical action. Still other illustrative
examples may include some automatic invocation of an
authentication process with no manual user interaction by a
computerized, electronic or automated device, including a
wireless device, biometric device, electronic message or tele-
communications call.

[0068] Illustrative examples of the types of activities and
transactions that the present invention may provide identity
theft protection and utility include financial transactions such
as credit card transactions, debit card transactions, electronic
fund transfers, deposit transactions and non-financial bank
transactions such as change of account data transactions.
Other examples include online account activations, online
purchases, online banking transactions, online gaming
access, online sharing of data, online interactive messaging
systems (e.g. sending and receipt of email, instant messages,
etc.), online social networking, online communications sys-
tems, software-based automated systems and services, hard-
ware-based automated systems and services, computer
access (e.g. log-ons, log-offs, etc.), website registrations,
activations, deactivations, computer applications, network or
device registrations, activations, deactivations and any appli-
cations requiring identity authentication.

[0069] In one embodiment of the present invention, an
Identity Register is provided. The Identity Register enables
the location of a wireless device obtained from a Wireless
Network to be used in conjunction with Identity Data and
Event Data emanating from an Identity Authentication Event
associated with an application requiring identity authentica-
tion to generate a Personal Identity Value representing the
likelihood that identity theft has occurred.

[0070] Inoneembodiment, an Event Processing Module of
the present invention receives current Event Data, an entity’s
or individual’s Identity Data and an entity’s or individual’s
wireless device location data in a multiplicity of formats. In
this embodiment, the Event Processing Module passes the
Event Data to the Wireless Device ID Database. Similarly, the
Event Processing Module passes the Identity Data to the
Identity Database. A Wireless Device Location Module
obtains the location of the wireless device associated with the
Event Data and Identity Data and identified by a unique
Wireless Device ID. The Wireless Device Location Module
passes, directly or indirectly, the wireless device location to
the Wireless Device ID Database for storage. The Event Data,
Identity Data and wireless device location data are passed to
one or more Identity Risk Logic Resources. This logic results
in the generation of a Personal Identity Value. The Identity
Risk Logic Resources obtain data from an Identity Risk Con-
figuration file that provides information pertaining to how the
Event Data and Identity Data for a particular identity authen-
tication application are to be calculated. The resulting and
generated Personal Identity Value can then be passed to a
Results Processing System associated with the identity
authentication application. The identity authentication appli-
cation may then take some action based on the generated and
received Personal Identity Value. The Personal Identity Value
is stored in the Wireless Device ID Database for subsequent
use by other identity authentication applications as well as to
be used in subsequent identity risk logic calculations. The
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Personal Identity Value may be provided in a multiplicity of
formats and used to authenticate, verify or validate an entity’s
or individual’s identity associated with an automated activity
or transaction engaged in by the entity or individual.

[0071] In an exemplary operation of the Identity Register,
an Identity Authentication Event is generated from some
automated or manual activity engaged in by an entity or
individual. In one embodiment, an entity’s or individual’s
wireless device is active, powered on and communicates with
a Wireless Network, local wireless communications link or
local wired communications link. The wireless device is in
close proximity to a computer application network, system or
device. Depending on the particular application, network,
system or device, close proximity can be anywhere from
several miles to several feet.

[0072] When the individual comes into some proximity (as
previously defined) of a computer application, network or
device, or otherwise attempts to invoke a computer applica-
tion, network or device, either himself or via some external
communications mechanism, that requires identity authenti-
cation for access and operation, an authentication application
passes information about that event as Event Data to the Event
Processing Module of the Identity Register. The Event Data
may contain, in a multiplicity of formats, various information
such as the unique Wireless Device ID of an entity, individual
or data subject associated with the event, the type of event, the
particular authentication application the event pertains to, the
location where the event occurs and the date and time of the
event. Non-limiting examples of the types of events that may
occur are registration events where an entity or individual is
either directly or indirectly registering with the Identity Reg-
ister platform. A direct registration event may occur, for
example, via an application that supports or otherwise
enables registration of data directly by an individual into the
Identity Register. An indirect registration event may be, for
example, via an application that supports or otherwise
enables registration of data indirectly, or on behalf of, an
entity or individual into the Identity Register. A registration
event may include the Wireless Device ID of the entity or
individual in the form of a unique mobile directory number
(MDN) or other type or format of unique identifier. When a
registration event occurs, the unique wireless identifier rep-
resenting the entity’s or individual’s identity is included in the
event. Examples of other events are authentication events
where an identity authentication process is requested to be
performed within the Identity Register. For authentication
events, if an entity or individual is not previously registered
within the Identity Register, they may be indirectly registered
as a function of the authentication event. When an authenti-
cation event occurs, the unique Wireless Device ID represent-
ing the entity’s or individual’s identity is included in the
event. This Wireless Device ID may be used to register the
entity or individual within the Identity Register. An authenti-
cation event, for example, may be an event that represents a
request for the Identity Register to generate a Personal Iden-
tity Value for the entity or individual represented by the
unique Wireless Device ID, or other identifier. Other events
may include requests for one or more Personal Identity Values
stored within the Identity Register that may or may not be
associated with a particular authentication event.

[0073] Non-limiting examples of authentication applica-
tions that may produce authentication events represented by
Event Data include financial transactions such as automated
fund withdrawal transactions using an automatic teller
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machine or point-of-sale terminal, fund transfer transactions,
deposit transactions and non-monetary transactions such as
changes to financial account information. For these transac-
tions, the unique Wireless Device 1D along with an applica-
tion identifier may be sent as Event Data to the Identity
Register in order to perform an identity authentication pro-
cess for the individual associated with the unique Wireless
Device ID. Other examples of authentication applications
that may produce authentication events may be applications
that enable access to online websites, applications that enable
access to computer hardware systems, applications that
enable entry into homes or buildings such as an individual
entering a digital code into a keypad or applications where a
wireless device may come into proximity of another hardware
device that supports RFID or NFC communications or other
wireless communications protocol.

[0074] Non-limiting examples of the location information
of' where an event occurs that may be associated and included
with Event Data include a multiplicity of information element
formats that represent geographic location data such as a
physical geographic address (e.g. street number, street name,
city, state, province, country, postal code, ZIP code, etc.), a
physical data communications address (e.g. an Internet Pro-
tocol geographic address of the form XX XX.XX.XX), a
logical or virtual place or data communications address (e.g.
a post office box or a uniform resource locator or URL
address), some representation of an address (e.g. an alias
name or label identifying an address), a geographic place
name (e.g. “Central Park™), mapping coordinates (e.g. lati-
tude and longitude or other projection coordinates) or a map-
ping identifier in some customized format.

[0075] The date and time that an Identity Authentication
Event occurs may also be included in the Event Data to be
passed to the Identity Register. The date and time may be
generated external to the Identity Register and associated
with an application external to the Identity Register and
passed as Event Data. The date and time may be generated by
the Identity Register itself when Event Data is received by the
Event Processing Module. Event Data passed to the Identity
Register may be subsequently used to generate Personal Iden-
tity Values for entities, individuals or data subjects associated
with the Event Data.

[0076] In an exemplary operation of the Identity Register,
Identity Data pertaining to an entity or individual may be sent
to the Identity Register. This Identity Data may include, in a
multiplicity of formats, various information related to the
identity of the entity or individual, or data subject, either
previously registered within or to be registered within the
Identity Register. The Identity Data may contain in a multi-
plicity of formats various information such as the unique
Wireless Device ID of an entity or individual or data subject
associated with the Identity Data. Non-limiting examples of
Identity Data may include both location-based data as well as
other data. Location-based data may include the individual’s
Wireless Device ID (e.g. MDN), home address, work address,
other addresses frequented by the individual, home telephone
number, work telephone number, other telephone numbers
used, or any other location related data. Data that may be
included that is not location-based may include the individu-
al’s gender, birth date, mother’s maiden name or other iden-
tity data associated with the individual.

[0077] Identity Data may be sent to the Identity Register
either directly or indirectly when an entity or individual is
registering with the Identity Register or during an Identity

Feb. 6, 2014

Authentication Event. The Identity Data may be included as a
portion of the Event Data sent to the Identity Register or may
be sent separately to the Identity Register via an identity
registration application external to the Identity Register or
otherwise provided by, supported by or enabled by the Iden-
tity Register. Identity Data passed to the Identity Register
may be subsequently used to generate Personal Identity Val-
ues for entities, individuals or data subjects associated with
the Identity Data.

[0078] Once Event Data, and optionally Identity Data, are
received by the exemplary Event Processing Module within
the Identity Register pertaining to an entity, individual or data
subject and associated with an Identity Authentication Event,
the Event Data is passed to the Wireless Device ID Database
for storage. Identity Data is passed to the Identity Database
for storage. Based on the type of event, a Personal Identity
Value may be generated within the Identity Register. When a
Personal Identity Value is required to be generated, the Event
Processing Module passes the unique Wireless Device 1D
associated with the Event Data to the exemplary Wireless
Device Location Module.

[0079] The unique Wireless Device ID is typically the dial-
able Mobile Directory Number (MDN) of the user’s wireless
device, but may assume other values as appropriate, such as
an Electronic Serial Number (ESN) of the device, an Interna-
tional Mobile Subscriber Identity (IMSI) or an International
Mobile Equipment Identity (IMEI). Use of the MDN is typi-
cal due to global uniqueness among wireless device users and
its common use in wireless industry network communica-
tions protocols. The MDN of the wireless device may be used
to query the Wireless Network via the Wireless Device Loca-
tion Module for current or last known location information of
the wireless device, or location information pertaining to the
wireless device may be obtained autonomously by the Wire-
less Device Location Module from the Wireless Network.
Location information may be requested by these modules or
the location information may be obtained autonomously.

[0080] Once the wireless device location is obtained by the
Identity Register, this location information is passed along
with the associated and corresponding Wireless Device ID to
the Wireless Device ID Database within the Identity Register
to resolve the location information into an appropriate format
for adequate use by the Identity Risk Logic Resources. The
exemplary Wireless Device ID Database is employed, to
resolve the obtained location information into appropriate
geographic mapping information to be used for a particular
identity risk logic calculation. The resulting geographic loca-
tion value derived from the database and associated with the
unique Wireless Device ID previously obtained are sent to the
Identity Risk Logic Resources.

[0081] Similarly, once the event location is obtained by the
Identity Register, this location information is passed along
with the associated and corresponding Wireless Device ID to
the Wireless Device ID Database within the Identity Register
to resolve the location information into an appropriate format
for adequate use by the Identity Risk Logic Resources. The
exemplary Wireless Device ID Database is employed, to
resolve the obtained location information into appropriate
geographic mapping information to be used for a particular
identity risk logic calculation. The resulting geographic loca-
tion value derived from the database and associated with the
unique Wireless Device ID previously obtained are sent to the
Identity Risk Logic Resources.
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[0082] Once Event Data is obtained for an Identity Authen-
tication Event emanating from an identity authentication
application, the Event Data may invoke the Identity Register
to generate a Personal Identity Value. A Personal Identity
Value pertaining to an entity, individual or data subject and
associated with an Identity Authentication Event is generated
by one or more Identity Risk Logic Resources using data
obtained from the Event Data, optional Identity Data, data
obtained from the exemplary Wireless Device ID Database,
data obtained from the exemplary Identity Database, and data
from the exemplary Identity Risk Configuration. The Identity
Risk Logic Resources use a variety of data from these sources
in a multiplicity of formats and applies the information pro-
vided by the Identity Risk Configuration in order to proceed
with the appropriate identity risk logic calculation to produce
the particular Personal Identity Value.

[0083] The Identity Risk Logic Resources use location data
obtained about the authentication event for an authentication
application engaged in by the entity or individual, the entity’s
or individual’s wireless device location data, location data
associated with the Wireless Device ID stored in the exem-
plary Identity Database, one or more previously calculated
Personal Identity Values stored in the exemplary Wireless
Device ID Database and weighting factors designating the
importance of each of the information elements that may be
defined in the Identity Risk Configuration data to generate a
current Personal Identity Value for the entity, individual or
data subject. The Identity Risk Logic Resources may generate
a multiplicity of distance and time variables from the data for
the Personal Identity Value calculation such as the distance
between the entity’s or individual’s wireless device location
and the individual’s home location, the distance between the
individual’s wireless device location and the individual’s
work location, the distance between the individual’s home
location and the individual’s work location, the distance
between the individual’s wireless device location and the
Identity Authentication Event location, the distance between
the entity’s or individual’s home location and the Identity
Authentication Event location, the distance between the indi-
vidual’s work location and the Identity Authentication Event
location, the distance between other frequented locations
stored in the Identity Database and the Identity Authentica-
tion Event location, the distance between other frequented
locations stored in the Identity Database and the individual’s
wireless device location, etc. Similarly, the time variance
between the lastknown wireless device location and the Iden-
tity Authentication Event location as well as other time vari-
ances among the data parameters may be used in the identity
risk logic calculation.

[0084] Once a Personal Identity Value representing the
likelihood that identity theft has occurred, or is occurring, for
the particular Identity Authentication Event, it may be passed
in an appropriate format to a Results Processing System. The
Results Processing system may be external to the Identity
Register or internal to the Identity Register. The Results Pro-
cessing System may reside within, or be the same as, the
aforementioned authentication application or some other sys-
tem that requires the Personal Identity Value results. An
exemplary Results Processing System may apply the Per-
sonal Identity Value to any type of application regardless of
the value of the result or the type of application. These appli-
cations may include identity authentication systems, activity
fraud management systems, financial fraud detection sys-
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tems, online website applications or any secure system where
identity authentication is required.

[0085] Note that an embodiment of the present invention is
not limited to wireless devices used as mobile telephones and
identified by an MDN. The present invention may apply for
use with any wireless device distinguished by a unique iden-
tifier.

[0086] In FIG. 1, one embodiment of an Identity Register
100 of the present invention includes an Event Processing
Module 120, a Wireless Device Location Module 110, a
Wireless Device ID Database 140, an optional Identity Data-
base 180, Identity Risk Logic Resources 130, and an Identity
Risk Configuration 150, in accordance with the principles of
the present invention. The Event Processing Module 120
obtains Event Data 310 emanating from some Identity
Authentication Event 330 associated with some identity
authentication application. The Event Processing Module
120 also obtains Identity Data 320 associated with an entity,
individual or data subject as part of a registration process or
associated with Event Data 310. The Event Processing Mod-
ule 120 passes the Event Data 310 to the Wireless Device 1D
Database 140 for storage and use for the generation of a
Personal Identity Value based upon the provided Wireless
Device ID included with the Event Data 310. The Event
Processing Module 120 passes the Identity Data 320 to the
optional Identity Database 180 for storage and use for the
generation of a Personal Identity Value based upon the pro-
vided Wireless Device 1D included with the Identity Data
320. The Event Processing Module 120 passes the entity’s or
individual’s unique Wireless Device ID associated with both
the Event Data 310 and the Identity Data 320 to the Wireless
Device Location Module 110 that is used to obtain the loca-
tion of a Wireless Device 210, such as a mobile telephone,
from a Wireless Network 200. The Wireless Device Location
Module 110 may also obtain wireless device location infor-
mation from any type of Wireless Computing Device or appli-
ance 220 for which an identity authentication application may
apply. The Wireless Device Location Module 110 passes the
obtained wireless device location associated with the Wire-
less Device ID to the Wireless Device ID Database 140
directly or indirectly via the Event Processing Module 120.
The Event Processing Module 120, the Wireless Device ID
Database 140 and the optional Identity Database 180 provide
the appropriate data and parameters associated with the Wire-
less Device ID to the Identity Risk Logic Resources 130 to
generate a Personal Identity Value. The data may be provided
directly to one or more Identity Risk Logic Resources 130 by
the respective databases, 140 and 180, or via the Event Pro-
cessing Module 110. One or more Identity Risk Logic
Resources 130 may use configuration data supplied by the
Identity Risk Configuration 150 to properly calculate and
generate a Personal Identity Value. Once the Personal Identity
Value is calculated, it is sent to a Results Processing System
300 directly or indirectly via the Event Processing Module
120. The Results Processing System 300 may then apply
Personal Identity Value to some identity authentication appli-
cation associated with an Identity Authentication Event 330
engaged in by an entity, individual or data subject associated
with a Wireless Device 210 or other Wireless Computing
Device 220.

[0087] FIG. 2 depicts the use of one embodiment of an
Identity Register 100 by an exemplary Online Registration
application 350. One embodiment of an Online Registration
application 350 may be an Internet-based web application
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accessed via a computer that enables an individual to enter
Identity Data 320 into a web-based form and send Identity
Data 320 and registration Event Data 310 to the Identity
Register 100 via the Internet 340. The Event Processing Mod-
ule 120 obtains the entity’s or individual’s registration Event
Data 310 as well as the Identity Data 320 emanating from the
Online Registration application 350 supplied by an entity or
individual and based upon the Wireless Device ID provided
with the Identity Data 320. The Event Processing Module 120
passes the registration Event Data 310 to the Wireless Device
1D Database 140 for storage and use for the generation of a
Personal Identity Value. The Event Processing Module 120
passes the Identity Data 320 to the optional Identity Database
180 for storage and use for the generation of a Personal
Identity Value.

[0088] FIG. 3 depicts exemplary entries in an exemplary
Wireless Device ID Database 140 shown in FIGS. 1 and 2. In
particular, as depicted in FIG. 3, a first entry 148 includes an
association among a Wireless Device ID 141 (e.g. in this case
an MDN), the Wireless Location 142, the Wireless Geo-
graphic Place 143 associated with the Wireless Location 142,
the Wireless Location Date and Time 144 associated with the
Wireless Location 142, the Application 1D 145 representing
the relevant identity authentication application, the Personal
Identity Value 146 and Historical Personal Identity Values
147. The Wireless Device ID is used by the Wireless Device
Location Module 110 in FIGS. 1 and 2 to either request the
Wireless Location 142 from the Wireless Network 200 in
FIG. 1 or autonomously receive the Wireless Location 142
from the Wireless Network 200. The obtained Wireless Loca-
tion 142 is then associated with a Wireless Geographic Place
143 as well as the Wireless Location Date and Time 144 in the
database. The entries for Wireless Geographic Place 143 in
the database may be pre-populated and resolved for the
obtained Wireless Location 142 or otherwise derived based
upon known mapping information within the database.
Examples of the Wireless Location 142 value obtained via the
Wireless Device Location Module 110 in FIGS. 1 and 2 may
be Mobile Switching Center (MSC) ID, Cell Site 1D, latitude
or longitude coordinates or any other projection coordinates
that may be associated with a Wireless Geographic Place 143.
Examples of the Wireless Geographic Place 143 entries in the
database are a Geographic Name, some Geographic Identifier
(ID) value that facilitates one or more subsequent Identity
Risk Logic Resources 130 in FIGS. 1 and 2 or Coordinates
that may take on the form of latitude and longitude or any
other projection coordinates that may facilitate one or more
subsequent Identity Risk Logic Resources 130 in FIGS. 1 and
2. Examples of the Wireless Location Date and Time 144
entries in the database are also provided. The Wireless Loca-
tion Date and Time 144 entries may, for example, represent a
previously known date and time of a particular obtained wire-
less device location to assist in determining, for example, a
Personal Identity Value 146.

[0089] The Application ID 145 contains entries in the data-
base that associate a particular Application (e.g. Application
1, Application 2, etc.) received along with Event Data 310 in
FIGS. 1 and 2, the Event type associated with the Event Data
310 in FIGS. 1 and 2, the Location associated with the Event
Data 310 in FIGS. 1 and 2 and the Date and Time associated
with the Event Data 310 in FIGS. 1 and 2. The Personal
Identity Value 146 for the associated Wireless Device 1D 141
has been generated due to some previous Identity Authenti-
cation Event 330 in FIGS. 1 and 2 and based upon some
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previously received Event Data 310 in FIGS. 1 and 2 or
Identity Data 320 in FIGS. 1 and 2. Both the Personal Identity
Value 146 and Historical Personal Identity Values 147 may be
used in one or more Identity Risk Logic Resources 130 in
FIGS. 1 and 2 to generate subsequent Personal Identity Values
that may be stored in the exemplary Wireless Device 1D
Database 140.

[0090] FIG. 4 depicts exemplary entries in an exemplary
Identity Database 180 shown in FIGS. 1 and 2. In particular,
as depicted in FIG. 4, a first entry 188 includes an association
among a Wireless Device ID 181 (e.g. in this case an MDN),
the individual’s Home Address 182, the individual’s Work
Address 183, one of the individual’s phone numbers, Phone 1
184, a second of the individual’s phone numbers, Phone 2
185, other or additional Related Locations 186 and Related
Wireless Device ID Entries 187. The Wireless Device ID is
used by the exemplary Wireless Device ID Database 140 in
FIGS. 1 and 2 and FIG. 3, and the Wireless Device Location
Module 110 in FIGS. 1 and 2. The Wireless Device ID may be
used as the primary parameter used to associate data from the
Wireless Device ID Database 140 in FIGS. 1 and 2 and FIG.
3, the present Identity Database 180 in FIGS. 1 and 2, Event
Data 310 in FIGS. 1 and 2 and Identity Data 320 in FIGS. 1
and 2 to provide aggregate data and appropriate parameters to
be used in one or more Identity Risk Logic Resources 130 in
FIGS.1 and 2. The entries for the individual’s Home Address
182, the individual’s Work Address 183, one of the individu-
al’s phone numbers, Phone 1 184, a second of the individual’s
phone numbers, Phone 2 185, other or additional Related
Locations 186 and Related Wireless Device ID Entries 187
may be provided directly by an individual via an Online
Registration application 350 in FIG. 2 or indirectly as pro-
vided along with Event Data 310 in FIGS. 1 and 2. The Home
Address 182 represents the home address of the individual
and may contain detailed address data including House Num-
ber, Apartment Number, Street Name, City, State, County,
District, Postal Code, Country or other relevant address data.
The Work Address 183 represents the place of work of the
individual and may contain detailed address data including
Building Number, Suite Number, Street Name, City, State,
Postal Code, Country or other relevant address data. Phone 1
184 and Phone 2 185 represent additional telephone numbers
that the individual may use that may be associated with the
individual’s identity. These telephone numbers are geo-
graphically based and are of the format CC for Country Code
plus NDC for National Destination Code plus SN for Sub-
scriber Number. These telephone numbers may be other
Mobile Directory Numbers (MDNs) or wireline telephone
numbers used for home or work. Other Related Locations 186
represent other locations associated with an individual that
may take on address values similar to Home Address 182 and
Work Address 183 as well as telephone numbers similar to
Phone 1 184 and Phone 2 185. These other locations may
represent, for example, favorite locations frequented by the
individual such as relatives’ or friends” homes or other places
commonly visited. Related Wireless Device ID Entries 187
may be provided that may be used to associate a record in the
present exemplary Identity Database 180 with another record
in the present exemplary Identity Database 180 identified by
a Wireless Device ID 181 or to associate multiple records
identified by a Wireless Device ID 141 in the exemplary
Wireless Device ID Database 140 in FIGS. 1 and 2 and FIG.
3. This association may be required when, for example, mul-
tiple Wireless Device IDs or MDN5s are associated among
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family members that may reside within the same household or
otherwise share applications or accounts associated by the
same Application ID 145 within an exemplary Wireless
Device ID Database 140 in FIGS. 1 and 2 and FIG. 3. The data
stored in the exemplary Identity Database 180 may be used
along with the data stored in the exemplary Wireless Device
1D Database 140 in FIGS. 1 and 2 and FIG. 3 as parameters
used by one or more Identity Risk Logic Resources 130 in
FIGS. 1 and 2.

[0091] FIG. 5 depicts exemplary entries in an exemplary
Identity Risk Configuration file 150 shown in FIGS. 1 and 2.
This exemplary Identity Risk Configuration file is used to
provide information and data to one or more Identity Risk
Logic Resources 130 in FIGS. 1 and 2 that indicate the par-
ticular data parameters and factors for the data parameters
used by the Identity Risk Logic Resources 130 in FIGS. 1 and
2. In particular, as depicted in FIG. 5, a first entry 154 includes
an Application ID 151, Identity Data 152 and the particular
Identity Risk Logic Resource 153 associated with the particu-
lar Application ID 151 and Identity Data 152. The Applica-
tion ID 151 represents the same Application ID within the
Wireless Device ID Database 145 in FIG. 3 and is comprised
of particular Events (e.g. Event 1, Event n, etc.) and Weight-
ing Factors for those Events associated with a particular
Application (e.g. Application 1, Application 2, etc.). These
Events (e.g. Event 1, Event n, etc.) are events associated with
Event Data 310 in FIGS. 1 and 2 associated with an Identity
Authentication Event 330 in FIGS. 1 and 2, associated with
some identity authentication application. The Weighting Fac-
tors are used to provide a relative value of the importance of
the particular Event (e.g. Event 1, Event n, etc.) for the par-
ticular Application (e.g. Application 1, Application 2, etc.)
used by one or more Identity Risk Logic Resources 130 in
FIGS. 1 and 2. The values of these Weighting Factors may be
changed automatically based upon the distance and time vari-
ances among any of the location and time parameters used
enabling the Identity Risk Logic Resources 130 in FIGS. 1
and 2 to provide accurate Personal Identity Values indicating
a likelihood of identity theft for the particular application
represented by the Application ID 151 and Application 1D
145 in FIG. 3. The Identity Data 152 is comprised of particu-
lar Locations (e.g. Home, Work, Phone 1, Phone 2, Location
1, Location n, etc.) and Weighting Factors for those Locations
associated with a particular Application (e.g. Application 1,
Application 2, etc.) and the provided Identity Data within the
exemplary Identity Database 180. The Weighting Factors are
used to provide a relative value of the importance of the
particular Location for the particular Application (e.g. Appli-
cation 1, Application 2, etc.) used by one or more Identity
Risk Logic Resources 130 in FIGS. 1 and 2. The values of
these Weighting Factors may be changed automatically based
upon the distance and time variances among any of the loca-
tion and time parameters used enabling the Identity Risk
Logic Resources 130 in FIGS. 1 and 2 to provide accurate
Personal Identity Values indicating a likelihood of identity
theft for the particular application represented by the Appli-
cation ID 151 and Application ID 145 in FIG. 3.

[0092] FIG. 6 is an exemplary detailed information and
system flow diagram representing the operation of an Identity
Register, in accordance with one embodiment of the present
invention. In this exemplary information and system flow, an
entity or individual may initially invoke manually or auto-
matically some transaction or application-based activity
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associated with an identity authentication application result-
ing in an Identity Authentication Event 330 in FIGS. 1 and 2.
[0093] Step 400: An Identity Authentication Event occurs
and a Wireless Device ID and associated Event Data is sent to
the Event Processing Module of the Identity Register. The
Wireless Device ID and associated Event Data may be sent
autonomously or requested based on some other interaction
between the Identity Register and the identity authentication
application.

[0094] Step 402: Identity Risk Logic Parameters are either
requested from the Identity Risk Configuration or sent to the
appropriate Identity Risk Logic Resource. This step may
occur at any time and is not necessarily dependent on any
actions occurring external to the Identity Register.

[0095] Step 404: The Event Processing Module passes the
Wireless Device ID and associated Event Data to the Wireless
Device ID Database for storage and subsequent use by the
appropriate Identity Risk Logic Resource associated with the
particular identity authentication application.

[0096] Step 406: The Wireless Device Location Module
passes the Wireless Device ID along with the associated
Wireless Location and Time either directly to the Wireless
Device ID Database or indirectly via the Event Processing
Module. The Wireless Location may have been initially
requested by the Wireless Device Location Module via the
Event Processing Module or autonomously sent to the Wire-
less Device Location Module.

[0097] Step 408: If the Wireless Location and Time asso-
ciated with the Wireless Device ID is passed to the Event
Processing Module, it is then passed to the Wireless Device
1D Database.

[0098] Step 410: The appropriate data and parameters
stored within the Wireless Device ID Database and required
by the Identity Risk Logic Resources are passed either
directly to the Identity Risk Logic Resources or indirectly to
the Identity Risk Logic Resources via the Event Processing
Module.

[0099] Step 412: The appropriate data and parameters
stored within the Identity Database and required by the Iden-
tity Risk Logic Resources are passed either directly to the
Identity Risk Logic Resources or indirectly to the Identity
Risk Logic Resources via the Event Processing Module.
[0100] Step 414: If the appropriate data and parameters
have been passed to the Event Processing Module from the
Wireless Device 1D Database or the Identity Database, they
are subsequently passed to the appropriate Identity Risk
Logic Resource to be used in a calculation to generate a
Personal Identity Value for the particular Event and identity
authentication application.

[0101] Step 416: A Personal Identity Value is generated and
passed either directly to the Wireless Device ID Database or
indirectly to the Wireless Device ID Database via the Event
Processing Module.

[0102] Step 418: If the Personal Identity Value is passed to
the Event Processing Module, it is then passed to the Wireless
Device ID Database for storage and to be used by one or more
identity authentication applications.

[0103] Step 420: The Personal Identity Value is passed to a
Results Processing System that may be associated with an
identity authentication application to effect some utility in the
concerned automated application, activity or transaction
engaged in by the entity or individual identified by the Wire-
less Device ID.
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[0104] Step 422: An Identity Authentication Event occurs
and a Wireless Device ID and associated Identity Data is sent
to the Event Processing Module of the Identity Register. The
Wireless Device ID and associated Identity Data may be sent
autonomously or requested based on some other interaction
between the Identity Register and the identity authentication
application. This step may be specific to an online registration
event by an entity or individual registering with the Identity
Register and may occur at any time separate and distinct from
Steps 400 through 420.

[0105] Step 424: Identity Parameters associated with the
Wireless Device ID and associated with an online registration
event by an individual registering with the Identity Register
are sent to the Identity Database for storage and subsequent
use in generating a Personal Identity Value.

[0106] FIG. 7 is an exemplary detailed process flow dia-
gram representing the operation of an Identity Register, in
accordance with one embodiment of the present invention. In
this exemplary process flow, an entity or individual may ini-
tially invoke some transaction or application-based activity
resulting in an Identity Authentication Event 330 in FIGS. 1
and 2. In this exemplary process flow, the Identity Authenti-
cation Event Data 310 are provided to the Event Processing
Module 120. The Event Data consists of a value of “+1-702-
555-0000” as an exemplary Wireless Device ID and, more
specifically, the MDN of an entity or individual whose iden-
tity requires authentication. The Event Data also consists of
an Event Type, which may be an authentication event, an
Application ID pertaining to the particular application requir-
ing identity authentication for the entity or individual and the
Location and Date and Time of the authentication event.
Identity Data 320 are provided to the Event Processing Mod-
ule 120. The Identity Data consists of a value of “+1-702-
555-0000” as an exemplary Wireless Device ID and, more
specifically, the MDN of an entity or individual whose iden-
tity requires authentication. The Identity Data also consists of
the Home Address, Work Address, Phone 1 and Phone 2 and
potentially other related location data.

[0107] The Event Processing Module 120 passes the Iden-
tity Authentication Event Data 310 to the Wireless Device ID
Database 140. The Wireless Device ID Database 140 records
and stores the Identity Event Authentication Data 310.
[0108] The Event Processing Module 120 passes the Iden-
tity Data 320 to the Identity Database 180. The Identity Data-
base 180 records and stores the Identity Data 320.

[0109] Inthis exemplary process flow, the Wireless Device
1D and Wireless Location are provided to the Wireless Device
Location Module 110 by the Wireless Network 200. An
exemplary value for the Wireless Device ID may be “+1-702-
555-0000” which serves as the MDN of the entity or indi-
vidual. An exemplary value for Wireless Location may be
“MSC ID” which serves as a physical and geographically-
based area that may be currently serving the Wireless Device
represented by the MDN. The Wireless Device 1D and asso-
ciated Wireless Location are passed from the Wireless Device
Location Module 110 to the Wireless Device ID Database
140.

[0110] The Wireless Device ID Database 140 and the Iden-
tity Database 180 pass all relevant data parameters associated
with the Wireless Device ID represented by the exemplary
value “+1-702-555-0000" to one or more Identity Risk Logic
Resources 130.

[0111] Identity Risk Logic Parameters 150 are passed to the
Identity Risk Logic Resources 130 for use in generating a
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Personal Identity Value for the entity or individual repre-
sented by the exemplary value “+1-702-555-0000" and the
appropriate Application ID from the Identity Authentication
Event Data 310.

[0112] One or more Identity Risk Logic Resources 130 are
used to calculate and generate a Personal Identity Value for
the particular authentication application for the entity or indi-
vidual represented by the unique Wireless Device ID repre-
sented by the exemplary value “+1-702-555-0000.”

[0113] The generated Personal Identity Value represented
by the exemplary value “903” and the unique Wireless Device
1D represented by the exemplary value “+1-702-555-0000”
for the entity or individual are sent from the Identity Risk
Logic Resources 130 to a Results Processing System 300.
The Results Processing System 300 may then apply the Per-
sonal Identity Value to, for example, an authentication, veri-
fication or validation application used to authenticate, vali-
date or verify the entity’s or individual’s identity who is
engaged in some automated secure activity or transaction.

[0114] FIG. 8 depicts an exemplary Online Registration
application 350 shown in FIG. 2 enabling individuals to reg-
ister Identity Data with the Identity Register 100 shown in
FIGS. 1 and 2. The exemplary Online Registration applica-
tion enables, for example, an individual to enter their primary
Wireless Device ID (e.g. an MDN or mobile telephone num-
ber) into a web-based form for an Internet-based application
to register for identity theft protection with the Identity Reg-
ister 100 shown in FIGS. 1 and 2. Additional web pages may
be used to enable an individual to enter additional Identity
Data 180 in FIG. 4 into an Identity Database 180 in FIG. 2 in
accordance with the present invention.

[0115] In accordance with the principles of the present
invention, an Identity Register is provided. The Identity Reg-
ister comprises modules that obtain wireless device location
from a Wireless Network as well as Event Data associated
with an identity authentication application and Identity Data
pertaining to an entity or individual. One or more Identity
Risk Logic Resources are employed to generate Personal
Identity Values for entities or individuals engaged in a secure
and automated activity or transaction representing the likeli-
hood that identity theft has occurred or is occurring. The
secure activity or transaction may be a commercial point-of-
sale transaction at a retail establishment, an online banking
transaction from a personal computer, an e-commerce trans-
action from a personal computer, a computer-automated vot-
ing application, an automated alarm system or the invocation
of any automated application where a likelihood of identity
theft may occur. The Personal Identity Values may be pro-
vided in a multiplicity of formats and sent to a Results Pro-
cessing System where they may be applied to a particular
application.

[0116] The present invention provides multiple benefits.
The use of an Identity Register and generated Personal Iden-
tity Values may significantly reduce incidents of financial
identity theft and identity deception. The present invention
provides identity authentication for any type of secure and
automated activity or transaction and may reduce the inci-
dence of false positive indications of fraudulent activity using
only traditional fraud detection mechanisms in use today.
Additionally, use of Personal Identity Values as described in
the present invention adds utility to a multiplicity of computer
applications, networks and devices requiring secure user
access or authentication.
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[0117] While the invention has been described with refer-
ence to the exemplary embodiments thereof, those skilled in
the art will be able to make various modifications to the
described embodiments of the invention without departing
from the true spirit and scope of the invention.

What is claimed is:

1. A method for detecting identity theft of an entity based
on an entity’s wireless device location obtained from a wire-
less network, comprising:

obtaining data regarding an automated transaction or activ-

ity from a data network;

obtaining a unique identifier representing an entity;

obtaining the location of an automated transaction or activ-

ity;

obtaining the entity’s wireless device location from a wire-

less network; and

generating a personal identity value based on the transac-

tion or activity event data, the location of the transaction
or activity event, the location of the entity’s wireless
device and the time the location of the entity’s wireless
device was obtained.

2. The method for detecting identity theft according to
claim 1, wherein, a database is employed associating the
personal identity value with a unique identifier of the entity.

3. The method for detecting identity theft according to
claim 1, wherein, a database is employed associating a per-
sonal identity value with a mobile directory number.

4. The method for detecting identity theft according to
claim 1, wherein, a database is employed associating a per-
sonal identity value with a transaction or activity engaged in
by an entity.

5. The method for detecting identity theft according to
claim 1, wherein, a database is employed associating a per-
sonal identity value with multiple applications for which a
transaction or activity may be engaged in by an entity.

6. The method for detecting identity theft according to
claim 1, wherein, a database is employed associating a per-
sonal identity value with a geographic place associated with a
wireless device location.

7. The method for detecting identity theft according to
claim 1, wherein, historical locations of an entity are used
create a personal identity value.

8. The method for detecting identity theft according to
claim 1, wherein, historical personal identity values of an
entity are used create a new personal identity value.

9. The method for detecting identity theft according to
claim 1, wherein, velocities required to travel among two or
more locations associated with an entity are used create a new
personal identity value.

10. The method for detecting identity theft according to
claim 1, wherein, a personal identity value is used to validate
a transaction or activity of an entity.

11. The method for detecting identity theft according to
claim 1, wherein, a personal identity value is used to invali-
date a transaction or activity of an entity.

12. An apparatus for detecting identity theft of an entity
based on an entity’s wireless device’s location obtained from
a wireless network, comprising:

a module to obtain data regarding a transaction or activity

from a data network;

a module to obtain a unique identifier representing an

entity;

a module to obtain the location of the transaction or activ-

ity;
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a module to obtain the entity’s wireless device location

from a wireless network; and

a module to generate a personal identity value based on the

transaction or activity event data, the location of the
transaction or activity, the location of the entity’s wire-
less device and the time the location of the entity’s
wireless device was obtained.

13. An apparatus for detecting identity theft according to
claim 12, wherein, a module is used to determine the presence
of a wireless device.

14. An apparatus for detecting identity theft according to
claim 12, wherein, a module is used to obtain event data and
associate that event data with a database.

15. An apparatus for detecting identity theft according to
claim 12, wherein, a database is employed associating the
personal identity value with a unique identifier of the entity.

16. An apparatus for detecting identity theft according to
claim 12, wherein, a database is employed associating a per-
sonal identity value with a mobile directory number,

17. An apparatus for detecting a identity theft according to
claim 12, wherein, a database is employed associating a per-
sonal identity value with a transaction or activity engaged in
by an entity.

18. An apparatus for detecting identity theft according to
claim 12, wherein, a database is employed associating a per-
sonal identity value with multiple applications for which a
transaction or activity may be engaged in by an entity.

19. An apparatus for detecting identity theft according to
claim 12, wherein, a database is employed associating a per-
sonal identity value with an identity authentication applica-
tion.

20. An apparatus for detecting identity theft according to
claim 12, wherein, a database is employed associating a per-
sonal identity value with a geographic place associated with a
wireless device location.

21. An apparatus for detecting identity theft according to
claim 12, wherein, a personal identity value is sent to a results
processing system for use with an identity authentication
application.

22. An apparatus for detecting identity theft according to
claim 12, wherein, historical locations of an entity are used to
generate a personal identity value.

23. An apparatus for detecting identity theft according to
claim 12, wherein, historical personal identity values of an
entity are used to generate a personal identity value.

24. An apparatus for detecting identity theft according to
claim 12, wherein, velocities required to travel among two or
more locations associated with an entity are used to generate
a personal identity value.

25. An apparatus for detecting identity theft according to
claim 12, wherein, a personal identity value is used to validate
a transaction or activity of an entity.

26. An apparatus for detecting identity theft according to
claim 12, wherein, a personal identity value is used to invali-
date a transaction or activity of an entity.

27. A method for detecting identity theft of an entity based
on an entity’s wireless device location obtained from a wire-
less network, comprising:

obtaining data regarding an automated transaction or activ-

ity from a data network;

obtaining a unique identifier representing an entity;

obtaining the location of an automated transaction or activ-

ity;
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obtaining the entity’s wireless device location from a wire-

less network; and

generating a personal identity value based on at least one of

(1) the transaction or activity event data, (ii) the location
of the transaction or activity event, (iii) the location of
the entity’s wireless device and (iv) the time the location
of'the entity’s wireless device was obtained.

28. A method for detecting identity theft of an entity based
on an entity’s wireless device location obtained from a wire-
less network, comprising:

obtaining data regarding an automated transaction or activ-

ity from a data network;

obtaining a unique identifier representing an entity;

obtaining the location of an automated transaction or activ-

ity;

obtaining the entity’s wireless device location from a wire-

less network; and
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generating a personal identity value based on at least one of
(1) the location of the transaction or activity event, and
(ii) the location of the entity’s wireless device.

29. A method for detecting identity theft of an entity based
on an entity’s wireless device location obtained from a wire-
less network, comprising:

obtaining data regarding an automated transaction or activ-

ity from a data network;

obtaining the location of an automated transaction or activ-

ity;

obtaining the entity’s wireless device location from a wire-

less network; and

generating a personal identity value based on at least one of

(1) the location of the transaction or activity event, and
(ii) the location of the entity’s wireless device.

#* #* #* #* #*



