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FACILITATING SCANNING OF PROTECTED The ability to scan protected resources may help identify 
RESOURCES systems threatened by various software and / or hardware 

issues . A computing device may , for example , be infected 
BACKGROUND with malware that manipulates internal scans of the com 

5 puting device ' s registry in a manner that makes it appear as 
Computing devices , such as personal computers , server though the malware isn ' t there , e . g . , by hooking into APIs of 

computers , smart phones , and tablet computers , are often the computing device that are used to examine the registry 
data . In some situations , a scan of the registry performed by subject to problems , which may stem from faulty hardware 

and / or software . Problems with computing devices may be an external agent may also fail to discover the registry data , 
difficult to detect and diagnose . Malicious software ( “ mal 10 e . g . , if the registry data inserted by the malware is not 

currently loaded on the random access memory ( RAM ) of ware " ) , for example , may be designed to hide itself on an the computing device . However , when using an internal infected system , making it difficult to detect by traditional agent to facilitate scanning the registry data , the internal 
means . agent may load one or more registry hives into the RAM of 

15 the computing device prior to the external scan , enabling an BRIEF DESCRIPTION OF THE DRAWINGS external agent to scan portions of the registry that may have 
not been otherwise accessible and allowing discovery of a The following detailed description references the draw potential problem in the scanned computing device ' s regis ings , wherein : try . 

FIG . 1 is a block diagram of an example computing 20 Referring now to the drawings , FIG . 1 is a block diagram 
device for facilitating scanning of protected resources . of an example computing device 100 for facilitating scan 

FIG . 2 is a block diagram of an example virtual machine ning of protected resources . Computing device 100 may be , 
environment in which an internal agent facilitates the scan - for example , a server computer , a notebook computer , a 
ning of protected resources . desktop computer , an all - in - one system , a workstation , a 

FIG . 3 is an example data flow for facilitating scanning of 25 tablet computing device , or any other computing device 
protected resources . suitable for execution of the functionality described below , 

FIG . 4 is a flowchart of an example method for facilitating including peripheral devices , such as printers or network 
scanning of protected resources . switches that include a data processor . In the example of 

FIG . 1 , the computing device 100 includes data processor 
DETAILED DESCRIPTION 30 110 and machine - readable storage medium 120 . 

Data processor 110 may be one or more central processing 
An internal agent included in a computing device is units ( CPUs ) , microprocessors , and / or other hardware 

designed to facilitate the scanning of that computing device devices suitable for retrieval and execution of instructions 
by an external agent , enabling the discovery of potential stored in machine - readable storage medium 120 . Processor 
problems in the computing device . Some computing device 35 110 may fetch , decode , and execute instructions 122 , 124 , 
problems , such as malicious software , may be difficult to 126 , 128 to implement the procedure for facilitating scan 
detect internally . For example , malware may be designed to n ing of protected resources , as described below . As an 
hide itself from various antivirus software scans , e . g . , alternative or in addition to retrieving and executing instruc 
inspection by the computing device on which the malware is tions , data processor 110 may include one or more electronic 
installed and / or running . In some situations , an external 40 circuits that include a number of electronic components for 
agent , e . g . , one running on a separate computing device , performing the functionality of one or more of instructions 
may be able to detect problems that an internal agent cannot . 122 , 124 , 126 , 128 . 
However , malware may also be designed to hide itself from Machine - readable storage medium 120 may be any elec 
external inspection , e . g . , by hiding in areas not traditionally tronic , magnetic , optical , or other physical storage device 
accessible to an external agent , or by attempting to alter the 45 that contains or stores executable instructions . Thus , 
state of the computing device so as to confuse or hide itself machine - readable storage medium 120 may be , for example , 
from a scan by an external agent . As discussed in further Random Access Memory ( RAM ) , an Electrically - Erasable 
detail below , an internal agent may facilitate scanning of Programmable Read - Only Memory ( EEPROM ) , a storage 
computing device by taking certain actions , such as making drive , an optical disc , and the like . As described in detail 
certain protected resources available for scanning and / or 50 below , machine - readable storage medium 120 may be 
placing the computing device in a particular state , to name encoded with executable instructions for facilitating scan 
a few . ning of protected resources . 
As used herein , a " protected resource ” generally refers to As shown in FIG . 1 , the computing device 100 receives a 

a computing device resource , the safety and / or stability of scan indicator 132 that indicates an external agent 130 is 
which is not generally guaranteed when subject to being 55 prepared to scan a protected resource of the computing 
scanned and / or manipulated by an entity external to the device 100 ( 122 ) . The external agent 130 may be hardware , 
computing device , and / or a computing device resource that software , or a combination thereof , which is implemented in 
is internally obscured and / or not generally accessible to an a computing device that is separate from the example 
entity external to the computing device . In addition , a computing device 100 . The scan indicator 132 may be 
protected resource may not have the most up - to - date values / 60 provided by the external agent 130 , as in the example of 
data when examined , e . g . , an external scan of a file on a FIG . 1 , or may be provided by a third party , or pre 
permanent storage disk may not reflect the most recent configured internally , e . g . , in situations where a regularly 
writes to the file unless the disk cache is flushed ; and the scheduled scan of the computing device is to take place , the 
internal value of an IP address corresponding to a domain external agent 130 need not provide the computing device 
name might be out of date unless the DNS cache has been 65 with a scan indicator 130 . 
recently flushed , forcing a fresh DNS request to the network In some implementations , the protected resource ( s ) to be 
when the device next tries to resolve the domain name . scanned by the external agent 130 is / are specified by the 
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external agent 130 , e . g . , in the scan indicator 132 . For While described in FIG . 1 as being implemented in two 
example , the external agent 130 may provide the computing physically separate and distinct computing devices , in some 
device 100 with data indicating that the external agent is implementations , the separation of the external agent 130 
prepared to scan the registry data , RAM data , process data from the computing device 100 may be logical . For 
network data , and / or permanent storage data . In some imple - 5 example , in some situations , the computing device may be 
mentations , the scan indicator 132 does not indicate which a virtual machine and the external agent 130 may be 
protected resource ( s ) the external agent 130 is prepared to software running on a host machine that hosts the virtual 
scan . In this situation , the computing device 100 may machine . Facilitating scanning of protected resources in the 
determine which protected resource ( s ) , if any , to make context of virtual machines is discussed in further detail 
available for inspection / scanning by the external agent 130 . 10 below , with reference to FIGS . 2 and 3 . 

The computing device 100 identifies a protected action FIG . 2 is a block diagram of an example virtual machine 
that may be performed by the data processor 110 , the environment 200 in which an internal agent , e . g . , 222 and / or 
protected action facilitating scanning the protected resource 232 , facilitates the scanning of protected resources . Host 
of the computing device 100 by the external agent 130 ( 124 ) . machine 210 includes a computing device , such as a com 
The protected action ( s ) performable by the data processor 15 puting device described above with reference to FIG . 1 . As 
110 may vary , and may depend upon the protected re - with the example computing device of FIG . 1 , the example 
source ( s ) to be made available for scanning . Some examples host machine 210 includes a data processor 212 and 
of protected actions that may correspond to various pro machine - readable storage medium 214 . Other components , 
tected resources are provided below . while not depicted in the example environment 200 , may 

In situations where the protected resource is registry data , 20 also be included in the host machine , such as RAM , remov 
the protected action may include loading registry data into able storage devices , communications ports , etc . 
RAM . In situations where the protected resource is RAM A hypervisor 216 , also known as a virtual machine 
data , the protected action may include loading swapped out monitor , runs on the host machine and provides an environ 
memory pages into RAM . In situations where the protected ment that permits one or more guest operating systems 
resource is process data , the protected action may include 25 ( OSS ) to execute on the host machine 210 . For example , the 
loading one or more swapped out processes into RAM . In hypervisor may provide an operating platform that permits 
situations where the protected resource is network data , such each guest OS to request virtual hardware resources that are 
as the ARP ( Address Resolution Protocol ) and / or DNS virtualized by the hypervisor . The hypervisor may then 
( Domain Name Service ) caches , the protected action may allocate hardware resources of the host machine to each 
include clearing a network cache , such as the ARP and / or 30 requesting guest OS . Each guest OS is implemented in its 
DNS caches , of the computing device . In situations where own virtual machine , with its own virtual hardware that is 
the protected resource is permanent storage data , such as logically distinct from the virtual hardware of other virtual 
hard drive data , the protected action may include flushing a machines of the host machine . 
cache for the permanent storage data . Accordingly , each virtual machine emulates a separate 

The computing device 100 performs the protected action 35 computing device , the configurations of which may vary , 
( 126 ) . For example , in situations where the external agent including variations of processor architecture , number of 
130 is preparing to scan local permanent storage , e . g . , a hard processors , amount of storage space , amount of memory , 
drive , of the computing device 100 , the computing device boot properties , etc . In some implementations , additional 
100 may flush the permanent storage cache . In this example , attributes may be specified in a set of one or more configu 
flushing the permanent storage cache is designed to push any 40 ration files , e . g . , stored in the storage medium 214 of the host 
changes , e . g . , write operations , that have not yet been machine 210 . The guest OS included in the virtual machine 
performed . By ensuring that the permanent storage cache is may be any operating system that can be installed in a virtual 
flushed , the external agent 130 may have reasonable assur - machine and executed by a computing device . For example , 
ance that it is inspecting the most up to date state of in some implementations , the guest OS may include a 
permanent storage , e . g . , without any operations waiting in 45 preconfigured operating system with a number of applica 
the cache to be written . Other protected actions , and / or tions that are capable of being executed within the OS . 
actions unrelated to protected resources , may also be per - As depicted in the example environment 200 , the example 
formed by the computing device 100 . host machine 210 hosts two virtual machines , VM1 220 and 

The computing device 100 provides the external agent VM2 230 , each with their own guest OS , 224 and 234 , and 
130 with data 134 indicating a current state of the protected 50 virtual resources , 226 and 236 . Each virtual machine may 
resource ( 128 ) . In the permanent storage cache flushing also run one or more applications , such as an internal agent , 
example , the computing device 100 may notify the external 222 and 232 . The example environment 200 also depicts 
agent 130 that the permanent storage device has been example virtual hardware 236 , which includes a virtual data 
flushed , e . g . , indicating that the hard drive cache is empty processor 240 , storage medium 242 , storage medium cache 
and that all changes previously in the cache were written to 55 244 , and RAM 246 . The virtual hardware 236 is treated by 
the hard drive . In some implementations , the computing the guest OS 234 as though it were traditional hardware of 
device 100 may perform its own internal scan , e . g . , of the a traditional computing device , though it uses a portion of 
hard drive , and provide the results of the internal scan to the host machine hardware resources allocated to it by the 
indicate the state of the protected resource . hypervisor 216 . 
Upon receipt of the data indicating the state of the 60 In this environment 200 , the internal agents , 222 and 232 , 

protected resource , the external agent 130 may proceed with facilitate scanning of protected resources of their respective 
scanning the protected resource and / or any other resource of virtual machines . For example , internal agent 222 facilitates 
the computing device 100 . As discussed above , the scans of the scanning of protected resources of the guest OS 224 and 
protected resources may enable the external agent 130 to virtual hardware 226 of VM1 220 , while internal agent 232 
determine whether the computing device may be compro - 65 facilitates the scanning of protected resources of the guest 
mised , e . g . , by malware , corrupted data , and / or software OS 234 and virtual hardware 236 of VM2 230 . In this 
bugs . context , the external agent may be , for example , an appli 
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cation running on the host machine 210 , a third party data 340 to identify any differences . Comparison of the 
machine , or a separate virtual machine also hosted by the internal query results of the ARP and DNS cache entries , 
host machine 210 . provided by the internal agent 332 , with the external query 

The example virtual machine environment 200 is one results of the ARP and DNS cache entries will , in a non 
example of a virtual machine implementation that may 5 compromised system , likely result in no differences . How 
benefit from using an internal agent to facilitate scanning of ever , if the virtual machine 330 has been compromised , e . g . , protected resources . Other types of environments , both through faulty or malicious hardware and / or software , dif virtual machine and traditional , may also take advantage of ferences in the scan data may alert the external agent to a an internal agent to facilitate scanning of protected potential problem with the virtual machine 330 . For resources . 10 example , if a DNS query performed by the internal agent FIG . 3 is an example data flow 300 for facilitating 332 returns a different result than the same DNS query scanning of protected resources . The example data flow 300 performed by the external agent 320 , the virtual machine depicts an example process for facilitating scanning of 330 may potentially be compromised . protected resources in a virtual machine environment . A host 
machine 310 , such as the host machine 210 discussed with 15 FIG . 4 is a flowchart of an example method 400 for 
reference to FIG . 2 above , includes an external agent 320 facilitating scanning of protected resources . The method 400 
that sends a scan request 322 to an internal agent 332 may be performed by a computing device , such as a com 
running on a virtual machine 330 , e . g . , a virtual machine puting device described in FIG . 1 . Other computing devices 
hosted by the host machine 310 . As with the virtual machine may also be used to execute method 400 . Method 400 may 
discussed above , the virtual machine 330 includes a guest 20 be implemented in the form of executable instructions stored 
OS 334 and virtual hardware 336 , each of which may on a machine - readable storage medium , such as the storage 
include protected resources . medium 120 , and / or in the form of electronic circuitry . 
By way of example , the scan request 322 may include a A data processor receives a scan indicator that indicates 

request to scan network resources of the virtual machine an external agent is prepared to scan a protected resource of 
330 ; specifically , for example , the ARP and DNS cache . The 25 the computing device ( 402 ) . The scan indicator may be , for 
scanning of other resources , protected or otherwise , may example , a dock signal , indicating a particular predeter 
also be specified in the scan request 322 . In some imple mined time at which an external agent is prepared to scan the 
mentations , the scan request 322 is not an explicit request protected resource . 
sent from the external agent 320 to the internal agent 332 . The data processor identifies a protected action that may 
but may be a triggered request , e . g . , every 24 hours , the 30 be performed by the data processor , the protected action 
internal agent 332 may place the virtual machine in a facilitating the external agent with scanning the protected 
particular state for the external agent 320 to scan . resource of the computing device ( 404 ) . The protected 

After placing a protected resource in a particular state , the action includes a change in the state of the protected 
internal agent 332 may provide the external agent 320 with resource . For example , to assist the external agent with 
state data 338 that indicates that the protected resource is in 35 scanning the processes performed or being performed by the 
a state ready to be scanned . For example , in response to computing device , the data processor may identify , as the 
receiving a request to scan network resources , the internal protected action , the action of loading swapped out pro 
agent 332 may clear the ARP and DNS cache and repopulate cesses into RAM . 
the caches with updated data , e . g . , by making lookup The data processor performs the protected action ( 406 ) . 
requests for each cleared cache entry . Data indicating that 40 For example , the data processor may cause any swapped out 
the ARP and DNS cache have been recently cleared and processes to be loaded into RAM . As noted above , other 
repopulated may then be provided to the external agent 320 . actions , protected and otherwise , may also be performed by 

The external agent 320 may generate external scan data the data processor to facilitate scanning resources , protected 
350 by scanning the protected resource . The external scan and otherwise , of the computing device . 
data 350 specifies the state of the protected resource ( s ) , e . g . , 45 The data processor generates internal scan data by scan 
as observed by the external agent 320 . For example , in ning the protected resource , the internal scan data specifying 
situations where network resources , e . g . , the ARP and DNS an internal scan state of the protected resource ( 408 ) . For 
cache , were cleared and repopulated with updated data , the example , in situations where the protected resource is pro 
external agent may scan the ARP and DNS cache and cess data , the data processor may scan the process data , 
perform lookup requests , e . g . , querying entities specified in 50 including active and swapped out processes , to generate 
entries of each cache to ensure the updated cache entries , scan data that specifies the state of the processes of the 
when queried by the external agent 320 , resolve as expected . computing device , as observed internally . 

The internal agent 332 may , in some implementations . The data processor provides the external agent with the 
provide the external agent with internal scan data 340 . The internal scan data and data indicating the internal scan state 
internal scan data 340 specifies the state of the protected 55 of the protected resource ( 410 ) . For example , an internal 
resource ( s ) , e . g . , as observed by the internal agent 332 . In agent of the computing device may provide the external 
the network resources example , the internal scan data 340 agent with i ) the scan data , which specifies the state of the 
may include data that indicates the results of the internal computing system ' s processes as observed by the internal 
agent ' s lookup requests performed using the updated ARP agent , and ii ) data that indicates the computing system ' s 
and DNS cache entries . While , in the above example , 60 swapped out processes have been loaded into RAM . 
provision of the internal scan data 340 is described subse - As discussed above , the information provided to the 
quent to generation of external scan data 350 , that need not external agent may be used by the external agent to detect 
be the case . In some implementations , for example , the and diagnose potential problems , such as malware or faulty 
internal agent 332 may provide the internal scan data 340 software , with a target system . The processes described 
with the state data 338 . 65 above work in multiple environments , including environ 

In the example data flow 300 , the external agent 320 m ents with distinct computing devices , environments mak 
compares the external scan data 350 with the internal scan ing use of virtual machines , or a combination thereof . 
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The foregoing disclosure describes a number of example flushing of the cache and is to cause the external agent to 
implementations for facilitating scanning of protected perform an external scan of the protected resource , the 
resources . As detailed above , examples provide a mecha computing device further comprising : 
nism for using an internal agent to perform actions that make an internal agent executable on the data processor to 
protected resources available for scanning by an external 5 perform an internal scan of the protected resource , and 
agent . provide a result of the internal scan to the external agent 
We claim : to cause the external agent to identify a difference based 
1 . A computing device comprising : on comparing the result of the internal scan with a 
a data processor ; and result of the external scan . 
a data storage device storing instructions that , when 10 9 . A method performed by a computing device , compris 

executed by the data processor , cause the data proces - ing : 
sor to : receiving a scan indicator that indicates an external agent 
receive a scan indicator that indicates an external agent is prepared to scan a protected resource of the com 

is prepared to scan a protected resource of the puting device ; 
computing device ; 15 identifying a protected action to be performed by a data 

identify a protected action to be performed by the data processor of the computing device , the protected action 
processor , the protected action facilitating scanning facilitating the external agent with scanning the pro 
the protected resource of the computing device by tected resource of the computing device and compris 
the external agent , the protected resource comprising ing a change in a state of the protected resource , the 
data stored in the computing device , and the pro - 20 protected action comprising clearing or flushing a 
tected action comprising clearing or flushing a cache cache in the computing device ; 
in the computing device ; performing the protected action ; 

perform the protected action that comprises clearing or generating internal scan data by scanning the protected 
flushing the cache in the computing device ; and resource by an internal agent of the computing device , 

provide the external agent with data indicating a current 25 the internal scan data specifying an internal scan state 
state of the protected resource . of the protected resource ; and 

2 . The computing device of claim 1 , wherein the external providing the external agent with the internal scan data 
agent is included in an external computing device that is and data indicating the internal scan state of the pro 
separate from the computing device . tected resource to cause the external agent to identify a 

3 . The computing device of claim 1 , wherein the com - 30 difference based on comparing the internal scan data 
puting device comprises a virtual machine implemented by with a result of an external scan of the protected 
a host computing device , and wherein the external agent is resource performed by the external agent . 
implemented by the host computing device external to the 10 . The method of claim 9 , wherein the computing device 
virtual machine . comprises a virtual machine in which the internal agent is 

4 . The computing device of claim 1 , wherein providing 35 executable , and wherein the external agent is part of the 
the external agent with the data indicating the current state computing device and is external of the virtual machine . 
of the protected resource is performed after the clearing or 11 . The method of claim 9 , wherein the external agent is 
flushing of the cache and is to cause the external agent to included in an external computing device that is separate 
scan the protected resource . from the computing device . 

5 . The computing device of claim 1 wherein : 40 12 . The method of claim 9 , wherein : 
the protected action further comprises loading registry the protected action further comprises loading registry 

data into a random access memory ( RAM ) responsive data into a random access memory ( RAM ) responsive 
to the protected resource comprising registry data ; to the protected resource comprising registry data ; 

the protected action further comprises loading swapped the protected action further comprises loading swapped 
out memory pages into the RAM responsive to the 45 o ut memory pages into the RAM responsive to the 
protected resource comprising RAM data ; and protected resource comprising RAM data ; 

the protected action further comprises loading one or the protected action further comprises loading one or 
more swapped out processes into the RAM responsive more swapped out processes into the RAM responsive 
to the protected resource comprising process data . to the protected resource comprising process data . 

6 . The computing device of claim 1 , wherein the protected 50 13 . A non - transitory machine - readable storage medium 
resource comprises network data , and the protected action encoded with instructions executable by a hardware proces 
comprises clearing a network cache of the computing sor for facilitating scanning of protected resources , the 
device , and wherein providing the external agent with the instructions to cause the hardware processor to : 
data indicating the current state of the protected resource is provide an internal agent with a request to place a 
performed after the clearing of the network cache and is to 55 protected resource of a target computing device in 
cause the external agent to scan the protected resource . which the internal agent is implemented in a particular 

7 . The computing device of claim 1 , wherein the protected state for scanning ; 
resource comprises persistent storage data , and the protected receive , from the internal agent , data indicating that the 
action comprises flushing the cache for a persistent storage protected resource is in the particular state for scan 
of the computing device , and wherein providing the external 60 ning ; 
agent with the data indicating the current state of the generate external scan data by scanning the protected 
protected resource is performed after the flushing of the resource of the target computing device from outside an 
cache and is to cause the external agent to scan the protected environment of the target computing device , the exter 
resource . nal scan data specifying an external scan state of the 

8 . The computing device of claim 1 , wherein providing 65 protected resource ; 
the external agent with the data indicating the current state obtain internal scan data from the internal agent , the 
of the protected resource is performed after the clearing or internal scan data produced by the internal agent run 
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ning in the environment of the target computing device RAM of the target computing device responsive to the 
and scanning the protected resource , the internal scan protected resource comprising process data ; 
data specifying an internal scan state of the protected the particular state for scanning comprises a state wherein 
resource of the target computing device ; and a network cache of the target computing device is 

compare the external scan data and the internal scan data 5 cleared responsive to the protected resource comprising 
to identify a difference . network data ; and 

14 . The non - transitory machine - readable storage medium the particular state for scanning comprises a state wherein 
of claim 13 , wherein the instructions further cause the a cache for the permanent storage of the target com 
hardware processor to : puting device is flushed responsive to the protected 

determine , in response to identifying the difference in the resource comprising permanent storage data . 
external scan data and the internal scan data , that the 17 . The non - transitory machine - readable storage medium 

of claim 13 , wherein the protected action comprising clear target computing device is compromised . 
15 . The non - transitory machine - readable storage medium ing or flushing a cache in the target computing device . 

of claim 13 , wherein the target computing device comprises 18 . The non - transitory machine - readable storage medium 
a virtual machine implemented by the computing device . 15 of claim 13 , wherein the protected resource comprises 

16 . The storage medium of claim 13 , wherein : network data , and the protected action comprises clearing a 
the particular state for scanning comprises a state wherein network cache of the target computing device , and wherein 

registry data is loaded into a random access memory the external scan is performed after clearing the network 
cache . ( RAM ) of the target computing device responsive to 

the protected resource comprising registry data ; 2019 . The non - transitory machine - readable storage medium 
the particular state for scanning comprises a state wherein of claim 13 , wherein the protected resource comprises 

persistent storage data , and the protected action comprises swapped out memory pages are loaded into the RAM of flushing the cache for a persistent storage of the target the target computing device responsive to the protected 
resource comprising RAM data ; computing device , and wherein the external scan is per 

the particular state for scanning comprises a state wherein 25 formed after flushing the cache . 
one or more swapped out processes are loaded into the * * * * 


