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2 
SYSTEMS AND METHODS FOR MANAGING transmitting the first data to the first artificial intelligence 
ALERT NOTIFICATIONS FROM A SECURED module and the first artificial intelligence module using the 

AREA first data to identify a first scenario associated with the first 
secured area and a first notification priority of the first 

FIELD 5 scenario identified . When the first notification priority is at 
or above a preconfigured level , the first artificial intelligence 
module can transmit a first alert notification to the cloud The present invention relates generally to systems and 

methods for managing alert notifications from a secured server indicative of the first scenario identified , and respon 
area . More particularly , the present invention relates to sive thereto , the cloud server can transmit the first alert 
systems and methods that employ artificial intelligence 10 notification to the mobile device . For example , the first 
modules in conjunction with a cloud server and a mobile artificial intelligence module can identify the first scenario in 

which the first data indicates that multiple people are present device to streamline and manage the alert notifications from 
the secured area . in the first secured area in excess of a predetermined number 

or in which the first data indicates that a weapon is in the first 
BACKGROUND 15 secured area , identify the first notification priority associated 

with the first scenario as a high level , for example , the 
Known systems and methods for managing alert notifi preconfigured level , and responsive thereto , transmit the first 

cations from secured areas employ simple sensors or rely on alert notification to the cloud server . 
manual monitoring . For example , known systems and meth However , when the first notification priority is below the 
ods that employ simple sensors typically send a large 20 preconfigured level , the first artificial intelligence module 
volume of alert notifications to a monitoring station , which can initiate a local action in the first secured area to resolve 
can result in critical alert notifications being missed . Some the first scenario identified . When the first artificial intelli 
systems and methods have been developed to reduce the gence module determines that the local action fails to 
large volume of alert notifications sent to the monitoring resolve the first scenario identified , the first artificial intel 
station by making sensor data time sensitive , but doing so 25 ligence module can increase the first notification priority to 
can cause systems and methods to miss critical conditions in the preconfigured level , thereby causing the first artificial 
the secured areas . Similarly , known systems and methods intelligence module to transmit the first alert notification to 
that employ manual monitoring can also result in missed the cloud server . For example , the first artificial intelligence 
threats because operators typically view a large volume of module can identify the first scenario in which the first data 
secured areas simultaneously . 30 indicates that a single person in the first secured area is 

In view of the above , there is a continuing , ongoing need wearing a mask or otherwise obscuring his identity , identify 
for improved systems and methods . the first notification priority associated with the first scenario 

as a medium level , and initiate the local action that includes 
BRIEF DESCRIPTION OF THE DRAWINGS broadcasting a prerecorded local message in the first secured 

35 area instructing the single person to remove the mask or 
FIG . 1 is a block diagram of a system in accordance with otherwise stop obscuring his identity . If the first artificial 

disclosed embodiments ; intelligence module identifies the single person complying 
FIG . 2 is a block diagram of a system in accordance with with those instructions , then the first artificial intelligence 

disclosed embodiments ; module can identify the first scenario as being resolved . 
FIG . 3 is a flow diagram of a method in accordance with 40 However , if the first artificial intelligence module fails to 

disclosed embodiments ; and identify the single person complying with those instructions , 
FIG . 4 is a flow diagram of a method in accordance with then the first artificial intelligence module can increase the 

disclosed embodiments . first notification priority to the high level , for example , the 
preconfigured level , and responsive thereto , transmit the first 

DETAILED DESCRIPTION 45 alert notification to the cloud server . 
In some embodiments , the first artificial intelligence mod 

While this invention is susceptible of an embodiment in ule can determine an identity of an individual present in the 
many different forms , there are shown in the drawings and first secured area and identify the first scenario responsive to 
will be described herein in detail specific embodiments both the first data from the first surveillance device and the 
thereof with the understanding that the present disclosure is 50 identity of the individual . For example , when the first 
to be considered as an exemplification of the principles of artificial intelligence module identifies that the first data is 
the invention . It is not intended to limit the invention to the indicative of the first scenario in which the weapon is 
specific illustrated embodiments . identified in the first secured area , but determines the iden 

Embodiments disclosed herein can include systems and tity of the individual by recognizing a face of an authorized 
methods for managing alert notifications from a first secured 55 person , such as a security guard , the first artificial intelli 
area . Such systems and methods can include a first surveil gence module can refrain from identifying the high level of 
lance device , a first artificial intelligence module ( a proces the first notification priority associated with the first sce 
sor ) , a cloud server , and a mobile device communicating nario . In some embodiments , the first artificial intelligence 
with one another using known local and remote wireless and module can include an integrated face recognition processor 
wired mediums . In some embodiments , the first surveillance 60 or communicate with a separate face recognition processor . 
device can include one or more combinations of a video In some embodiments , the first artificial intelligence mod 
camera , an audio sensor , an infrared sensor , and the like , and ule can include a trained artificial intelligence model saved 
first data captured and generated by the first surveillance in a database device of the first artificial intelligence module . 
device can include audio data and / or video data captured In some embodiments , the trained artificial intelligence 
from the first secured area . 65 model can include a deep learning algorithm trained using 
Systems and methods disclosed herein can include the historical data from the first surveillance device during 

first surveillance device monitoring the first secured area and known scenarios . In this regard , the first artificial intelli 
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gence model can analyze the historical data to identify 100 can include the first controller 32 or the second con 
patterns and other features of the first data from the first troller 40 sending a registration request to the cloud server 
surveillance device that are indicative of the known sce 26 , as in 102. In some embodiments , the registration request 
narios , that is , the first scenario . In some embodiments , the can include an identification number and a password for the 
trained artificial intelligence model disclosed herein can 5 cloud server 26. The cloud server 26 can register the first 
include recurrent neural networks and deep neural networks . controller 32 or the second controller 40 , and responsive to 

In some embodiments , the first artificial intelligence mod the registration request and a completed registration , the 
ule can be located within or outside of the first secured area . method 100 can include the cloud server 26 sending a Additionally or alternatively , in some embodiments , the first 
artificial intelligence module can be a standalone device or 10 the second controller 40 , as in 104. The method 100 can also 

registration confirmation signal to the first controller 32 or 
integrated with the first surveillance device , the cloud server , include the controller 32 or the controller 40 periodically or a controller of the first surveillance device . 

In some embodiments , the first alert notification can sending a status update to the cloud server 26 , as in 106 , and 
include a copy of the first data from the first surveillance responsive thereto , the cloud server 26 transmitting an 
device . Additionally or alternatively , in some embodiments , 15 acknowledgement signal to the first controller 32 or the 
the first alert notification can include information or instruc second controller 40 , as in 108. In some embodiments , the 
tions for a security guard assigned to the first secured area . first controller 32 or the second controller 40 can retransmit 
In some embodiments , the information or the instructions the status update to the cloud server 26 when the acknowl 
for the security guard can be dependent on a day and a time edgement signal is not received thereby within a predeter 
when the first alert notification is transmitted . For example , 20 mined period of time . 
when a plurality of security guards are assigned to protect As seen in FIG . 3 , the method 100 can also include the 
the first secured area on different days and at different times , mobile device 28 sending a login request to the cloud server 
the cloud server can insert the information or the instructions 26 , as in 110. In some embodiments , the log in request can 
into the first alert notification for one of the plurality of contain the identification number and the password for the 
security guards assigned to protect the first secured area on 25 cloud server 26. Responsive to the login request , the method 
the day and the time that the cloud server transmits the first 100 can include the cloud server 26 sending a log in 
alert notification to the mobile device . In some embodi confirmation signal to the mobile device 28 , as in 112. Then , 
ments , the mobile device can contact the one of the plurality the method 100 can include the mobile device 28 sending an 
of security guards using the information or the instructions event history request to the cloud server 26 to fetch event 
in the first alert notification , and in some embodiments , the 30 history for the first secured area SA1 or the second secured 
mobile device can contact the one of the plurality of security area SA2 , as in 114 , and responsive thereto , the cloud server 
guards via the cloud server . 26 sending an event history response signal documenting the 

In some embodiments , systems and methods disclosed event history for the first secured area SA1 or the second 
herein can include a second surveillance device that moni secured area SA2 to the mobile device 28 , as in 116. In some 
tors a second secured area and transmits second data cap- 35 embodiments , a user interface device of the mobile device 
tured by the second surveillance device to a second artificial 28 can display the event history for the first secured area 
intelligence module that uses the second data to identify a SA1 or the second secured area SA2 , for example , in a 
second scenario associated with the second secured area and dashboard - type window on the user interface device of the 
a second notification priority of the second scenario identi mobile device 28 . 
fied . When the second notification priority is at or above the 40 FIG . 4 is a flow diagram of a method 200 in accordance 
preconfigured level , the second artificial intelligence module with disclosed embodiments . As seen in FIG . 4 , the method 
can transmit a second alert notification to the cloud server 200 can include the first artificial intelligence module 24 or 
indicative of the second scenario identified , and responsive the second artificial intelligence module 36 identifying a 
thereto , the cloud server can transmit the second alert scenario in the first secured area SA1 or the second secured 
notification to the mobile device . 45 area SA2 and associated with a notification priority having 

FIG . 1 is a block diagram of a system 20A in accordance a high level and sending an alert notification indicative of the 
with disclosed embodiments . As seen in FIG . 1 , the system scenario to the cloud server 26 , as in 202 , the . cloud server 
20A can include a first surveillance device 22 , a first 26 sending the alert notification to the mobile device 28 , as 
artificial intelligence module 24 , a cloud server 26 , a mobile in 204 , and the mobile device sending an acknowledgement 
device 28 , a first local notification device 30 , and a first 50 signal to the cloud server 26 , as in 206. As seen in FIG . 4 , 
controller 32. The first surveillance device 22 , the first the method 200 can also include the mobile device 28 
artificial intelligence module 24 , the first local notification sending an instructional signal to the cloud server 26 
device 30 , and the first controller 32 can be located in a first instructing the cloud server 26 to take action to resolve the 
secured area SA1 , and the cloud server 26 and the mobile scenario , as in 208 , and the cloud server 26 initiating the 
device 28 can be remote from the first secured area SA1 and 55 action , for example , calling security or the like , as in 210 . 
communicate with the first artificial intelligence module 24 Additionally or alternatively , in some embodiments , the 
via a network N. In some embodiments , the network N can mobile device 28 can initiate the action without transmitting 
include a wide area network , such as the Internet or a cellular the instructional signal to the cloud server 26. Regardless of 
network . the embodiment , when first artificial intelligence module 24 

FIG . 2 is a block diagram of a system 20B in accordance 60 or the second artificial intelligence module 36 identifies the 
with disclosed embodiments . The system 20B is similar to scenario in the first secured area SA1 or the second secured 
the system 20A except that system 20B includes a second area SA2 as being resolved , the method 200 can include the 
surveillance device 34 , a second artificial intelligence mod first artificial intelligence module 24 or the second artificial 
ule 36 , a second local notification device 38 , and a second intelligence module 36 transmitting an update signal to the 
controller 40 located in a second secured area SA2 . 65 cloud server 26 , as in 212 , and responsive thereto , the cloud 

FIG . 3 is a flow diagram of a method 100 in accordance server sending a notification signal to the mobile device 28 , 
with disclosed embodiments . As seen in FIG . 3 , the method as in 214 . 
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It is to be understood that each of the first surveillance when the processor recognizes a presence of a weapon 
device 22 , the first artificial intelligence module 24 , the carried by a person in the first secured area using the 
cloud server 26 , the mobile device 28 , the first local noti first data in the first scenario , and also recognizes the 
fication device 30 , the first controller 32 , the second sur person as being authorized to carry the weapon , the veillance device 34 , the second artificial intelligence module 
36 , the second local notification device 38 , and the second processor sets the first notification priority below a 
controller 40 disclosed herein can include a respective preconfigured level ; 
transceiver device and a respective memory device , each of when the processor recognizes a presence of a weapon 
which can be in communication with respective control carried by a person in the first secured area using the 
circuitry , one or more respective programmable processors , 10 first data in the first scenario , but does not recognizes 
and respective executable control software as would be the person as being authorized to carry the weapon , 
understood by one of ordinary skill in the art . In some the processor sets the first notification priority at or 
embodiments , the respective executable control software above the preconfigured level ; 

when the first notification priority is below the precon can be stored on a respective transitory or non - transitory 
computer readable medium , including , but not limited to figured level , the processor does not transmit , via the 

transceiver device , the first alert notification with the local computer memory , RAM , optical storage media , mag 
netic storage media , flash memory , and the like , and some or first notification priority to a cloud server indicative 
all of the respective control circuitry , the respective pro of the first scenario ; and 
grammable processors , and the respective control software when the first notification priority is at or above the 
can execute and control at least some of the methods preconfigured level , the processor transmits , via the 
described herein . transceiver device , the first alert notification with the 

Although a few embodiments have been described in first notification priority to a cloud server indicative 
of the first scenario . detail above , other modifications are possible . For example , 

the steps described above do not require the particular order 2. The system of claim 1 wherein the first alert notification 
described or sequential order to achieve desirable results . includes a copy of the first data . 

3. The system of claim 1 wherein the first alert notification Other steps may be provided , steps may be eliminated from 
the described flows , and other components may be added to includes contact information for a security guard assigned to 

the first secured area . or removed from the described systems . Other embodiments 
may be within the scope of the invention . 4. The system of claim 1 wherein the first data includes 

From the foregoing , it will be observed that numerous audio data or video data captured from the first secured area . 
variations and modifications may be effected without depart 5. The system of claim 1 wherein the processor is inte 
ing from the spirit and scope of the invention . It is to be grated with the first surveillance device . 
understood that no limitation with respect to the specific 6. The system of claim 1 wherein the processor is inte 
system or method described herein is intended or should be grated with a controller of the first surveillance device . 
inferred . It is , of course , intended to cover all such modifi 7. The system of claim 1 wherein the transceiver device 
cations as fall within the spirit and scope of the invention . receives second data from a second secured area , and 

What is claimed is : wherein the processor uses the second data to identify a 
second scenario associated with the second secured area and 1. A system comprising : 

a transceiver device that receives first data from a first a second alert notification having a second notification 

surveillance device that monitors a first secured area : 40 transceiver , the second alert notification indicative of the priority of the second scenario , and transmits , via the 
a processor that uses the first data to identify a first 

scenario associated with the first secured area and a first second scenario when the second notification priority is at or 
alert notification having a first notification priority of above the preconfigured level . 
the first scenario ; wherein : 

25 

30 

35 


