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SHORT RANGE COMMUNICATIONS FOR
SPECIFIC DEVICE IDENTIFICATION
DURING MULTI-DEVICE PROXIMITY

TECHNICAL FIELD

[0001] The present application generally relates to wire-
less device identification and short range wireless commu-
nications, and more specifically to identifying a particular
device within densely populated areas and detecting prox-
imity of the device to a service provider device when a
service is being sought or provided.

BACKGROUND

[0002] Users may utilize computing devices, such as
mobile smart phones, to request location-specific services,
such as a transportation service that provides pick-up at a
specific location. In crowded areas, users may be required to
meet their service provider in-person in order to provide
identification to the service provider and insure proper
provision of the requested service. This introduces addi-
tional time and error where in-person identification is dif-
ficult, locations are crowded, or parties fail to properly
identify themselves. Moreover, when providing a transpor-
tation service, service providers are required to continuously
monitor travel and determine when the service ends so that
parties are properly billed and the transportation service is
provided efficiently. This can require multiple inputs to
devices during vehicle operation thereby increasing risk of
accident and requiring additional work from all parties.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] FIG. 1 is a block diagram of a networked system
suitable for implementing the processes described herein,
according to an embodiment;

[0004] FIG. 2A is an exemplary real-world environment
where a user requesting a service may be identified through
short range wireless communications and identity token
exchange by their device when multiple devices are within
a proximity range of a service provider’s device, according
to an embodiment, according to an embodiment;

[0005] FIG. 2B is an exemplary real-world environment
where user proximity may be tracked through device ping-
ing through short range wireless communications for accu-
rate travel route detection, according to an embodiment;
[0006] FIG. 3 is a block diagram of an exemplary com-
puter system environment having two devices interacting to
identify each other and track each other’s proximity during
short range wireless communications, according to an
embodiment;

[0007] FIG. 4 is an exemplary process flowchart for short
range communications for specific device identification dur-
ing multi-device proximity, according to an embodiment;
and

[0008] FIG. 5 is a block diagram of a computer system
suitable for implementing one or more components in FIG.
1, according to an embodiment.

[0009] Embodiments of the present disclosure and their
advantages are best understood by referring to the detailed
description that follows. It should be appreciated that like
reference numerals are used to identify like elements illus-
trated in one or more of the figures, wherein showings
therein are for purposes of illustrating embodiments of the
present disclosure and not for purposes of limiting the same.
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DETAILED DESCRIPTION

[0010] Provided are methods utilized for short range com-
munications for specific device identification within areas
that are densely populated with computing devices. Systems
suitable for practicing methods of the present disclosure are
also provided.

[0011] In order to provide services to users, service pro-
viders, such as transportation providers or other location-
based service providers, may utilize device applications and
network communications to exchange data and allow users
to request location-specific services. A user may utilize a
device application to specify a location and request the
service at the location, such as a pick-up at the location for
travel to a destination location. In order to identify the user’s
device at the location requested for the service, the user’s
device may initially provide identification information, such
as an identity token or user information that may be com-
pared and matched to an identity token, to the transportation
provider’s device. When the user’s device detects that the
user has arrived at the location (e.g., through a GPS locator),
the user’s device may begin broadcasting the identity token
or other identification information through short range wire-
less communications, such as Bluetooth communications.
The transportation provider’s device may detect the token
and connect to the device to identify that the user and the
transportation provider are co-located. Additionally, a
received signal strength indication (RRSI) may be used to
detect a distance between the devices and alert the trans-
portation provider’s device and/or user’s device when they
are within a close proximity (e.g., threshold distance) for
service provision. In other embodiments, the transportation
provider may also or instead provide the identification
information to the user’s device when the service is
requested, and the user’s device may also or instead identify
the transportation provider’s device when receiving a broad-
cast token by the transportation provider’s device.

[0012] Once connected, the devices may detect when the
service is being provided, for example, when the transpor-
tation provider’s device has begun travelling (e.g., through
a change in geo-locations). The device may continuously
ping each other during the travel to exchange data and
determine whether the route taken by the transportation
provider is the most efficient route based on available data
(e.g., traffic, previous routes stored on the user’s device,
maps, etc.). The user’s device may alert the transportation
provider’s device and/or another service provider if the route
deviates within some threshold distance from a most effi-
cient or selected route. The pinging may also allow the one
or more of the devices to track fees accrued from the
transportation service, such as distance and time fees owed
by the user for use of the transportation provider. Addition-
ally, the devices may detect when the device is no longer
within a short range wireless communication range based on
the pinging, for example, if the other device does not
respond to one or more pings. If the devices are separated
and no longer detectable through pinging, the transportation
provider’s and/or user’s device may request a transaction for
the fees owed for use of the transportation provider, which
may be processed using a provided token or other data from
the user’s device.

[0013] Various transportation providers (e.g., variable cost
transportation providers, such as LIBER®, LYFT®, shuttle
services, taxi service, and other transportation services that
may provide pick-up at a start location designated by a user)
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may utilize devices that provide short range wireless com-
munications with a communication device for a user, such as
using Bluetooth, Bluetooth Low Energy (BLE), LTE Direct,
WiFi, or other communication protocol. A transportation
provider may utilize an application on a device that may
communicate with communication devices in possession of
users in order to connect to the device and determine the user
is within a specific distance or proximity to the device. The
device may further establish a connection through short
range wireless communications with the user’s communi-
cation device, and may also communicate with a transpor-
tation management device or server to provide the transpor-
tation management, route determination, and electronic
transaction processing to provide payment for transaction
provider services and fees. Thus, the transportation provid-
er’s device may provide proximity detection of users at the
start location in order to determine if the user is in proximity
to the transportation provider.

[0014] In order to communicate through short range wire-
less communications with the communication device in
possession of the user, the devices may use Bluetooth,
Bluetooth Low Energy (BLE), LTE Direct, WiFi, or another
communication protocol receivable by the communication
device. When establishing a connection, the transportation
provider’s device and/or the user’s device may emit a
communication signal including an identifier for the device,
such as an identity token or other identification information
that uniquely identifies the device to another device. In
certain embodiments, the broadcast token may be previously
received from the other device and broadcast for unique
identification by the other device. An application of the
receiving device may execute specialized hardware and/or
software to monitor for the short range wireless communi-
cations, for example, through a communication module.
This may be done passively utilizing an “always-on” type
signal, or may be performed actively by an application of the
device after location detection at or nearby the start location
(e.g., within a proximity range or geo-fence of the start
location). When the device detects the signal and verifies the
one or more identifiers, both devices establish a connection,
where the connection may further enable the device to
communicate additional information, and ping the other
device to determine device presence within short range
wireless proximity range, device distances through RSSI
(e.g., Bluetooth RSSI), and/or exchange additional informa-
tion.

[0015] In order to exchange the aforementioned identifi-
cation information necessary to detect the devices and
uniquely identify each device at a crowded location where
multiple devices may be detected through short range wire-
less communications, one device may first provide the other
with particular identification information. For example,
when requesting a transportation service using an applica-
tion over a network connection with the transportation
provider’s device and/or service provider’s server, the user’s
device may execute an application that submits the trans-
portation request and a pick-up/start location. The transpor-
tation request from the application may also include iden-
tification information of the user, such as an identity token
or user identification information that may be matched to an
identity token from a device, such as a name, phone number,
device identifier, randomized code, etc. As previously dis-
cussed, the transportation provider may instead provide the
user’s device with the identification information for the
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transportation provider and the user’s device may instead
detect a broadcast from the transportation provider’s device.

[0016] After exchange of the identification information,
the devices may travel to the start location designated for
transportation pickup. When arriving at the start location,
one or more of the devices may activate their short range
wireless transceiver, and begin broadcasting the identity
token or other identification information that uniquely iden-
tifies that device to the other device. As previously dis-
cussed, the other device may detect the identification infor-
mation and may establish a communication channel,
determine a distance to the device using RSSI, or otherwise
communicate between the devices. One or more of the
devices may output a notification of the detected broadcast
and/or establishment of the communication channel through
short range wireless communications to alert the respective
user or transportation provider of the presence of the other
device. The notification may also include a distance deter-
mined through RSSI, and may track the distance as the
devices come in close proximity (which may be set as by the
service provider or the user and may depend on how densely
populated the area is with other computing devices) so that
the user and transportation provider may determine when the
devices are in close proximity and the other party has been
identified and located. This may allow for identification
without in-person verbal exchange or visual identification by
a party.

[0017] After detection of the device and establishment of
the communication channel, the devices may ping each
other at specific time intervals or randomly to detect a
presence of the other device and determine whether the
device is still within the short range wireless communication
proximity range, such as a Bluetooth wireless range. More-
over, the user’s device and/or the transportation provider’s
device may monitor the transportation provider’s travel
route to a destination location. After initially requesting the
transportation service, the user’s device may provide a
destination location. The user’s device may also provide a
travel route with the destination location, or may provide the
travel route from stored data (e.g., previously taken routes
with a mapping application on the user’s device) over the
short range wireless communications (e.g., with the identity
token or after establishing a connection). If the transporta-
tion provider deviates from the selected route by a prede-
termined distance or direction, the transportation provider’s
device or processing server may be notified so that the driver
may be reported and cost for the transportation service may
be adjusted accordingly.

[0018] The user’s device and/or the transportation provid-
er’s device may provide the travelled route during travel
and/or after completion to the transportation provider’s
server or central processing entity for determination of route
statistics, travel lengths, and/or traffic. This may allow the
transportation provider to optimize other future routes at or
nearby the locations and travel routes taken. In order to
detect an ending to the travel route and arrival at a destina-
tion location, one or more of the devices may detect that
pings transmitted between the devices using the short range
wireless connections are unreturned and the devices are no
longer within wireless range to exchange communications
and respond to pinging by a device. In response to this
detection, the user’s device may request generation of an
electronic bill for the transportation service that may be
received by the application on the user’s device for elec-
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tronic transaction processing. In other embodiments, the
transportation provider’s device may automatically generate
the electronic bill and push the data to the user’s device, or
may request confirmation from the user’s device that the trip
has ended. The user may then use their device to perform
electronic transaction processing with a service provider.

[0019] A service provider, such as PayPal® or other online
payment and transaction processor, may provide payments
and other services on behalf of users, merchants, and other
entities. The service provider may provide payment
accounts and/or payment processes to users that allow users
to send and/or receive payments between the user and
another user/merchant. For example, a user may wish to
provide a payment for an electronic bill for the transporta-
tion service, initiate a transaction with another entity, or
perform another payment process. A merchant, such as the
transportation provider, may similarly send and/or receive
payments, which may include requesting a payment from
the user that utilizes the service. The service provider may
be utilized to perform such electronic transaction process-
ing. Thus, the user may provide a transaction processing
request for the electronic bill, or the electronic bill may be
automatically processed after detection of the devices no
longer being in short range wireless communication range,
signaling that the trip has ended. In such embodiments, a
payment token may be exchanged, and the token may be
used to insure payment by providing payment processing
data to the service provider.

[0020] Additionally, the online service provider may pro-
vide payment accounts and digital wallet services, which
may offer account services to send, store, and receive
money, process financial instruments, and/or provide trans-
action histories. Such data may be accessible through an
application, including the application for the transportation
provider or a separate application that may process data
from the service provider application, and utilized by pro-
viding authentication credentials. The payment provider
may further include additional transaction management ser-
vices, as well as account services for use with the payment
provider and accessible through a device application, such
as a browser application, dedicated application of the pay-
ment provider, and/or other application (e.g., merchant
application) utilizing the processes and features provided by
the payment provider. However, in other embodiments,
transaction processing service using the online payment
provider and the digital wallet may be integrated into the
transportation provider’s website/dedicated application.

[0021] In order to perform transaction processing of a
transaction for the services provided by the transportation
provider, the aforementioned digital token may be utilized to
identify the user’s (e.g., the service requester’s) account with
the transaction processor/service provider service. The digi-
tal token may be provided prior to, or during, the transpor-
tation service (e.g., with a transportation service request or
through short range wireless communications during a trans-
portation service), and may be stored locally to the trans-
portation provider’s device. The digital token may be uti-
lized to pre-approve the user for use of the transportation
provider’s services and may further be utilized to process a
payment from the user to the transportation provider. Thus,
the user may not be required provide a payment instrument
or token on completion of the transportation provider’s
services, and instead the previously exchanged token may be
utilized to process the payment. Because the token may be
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stored locally by the transportation provider’s device, the
token may also be utilized to process a payment in low/no
network connectivity environments when the transportation
service ends. For example, the transportation provider’s
device may lose network connectivity at a destination point
of the transportation service when the transportation pro-
vider’s device generates a digital bill for use of the trans-
portation services. However, due to the pre-approved and
exchanged token, the user may be approved for a payment
to the transportation provider for the digital bill. Thus, when
the transportation provider’s device resumes network con-
nectivity, the transportation provider’s device may resolve a
payment using the previously exchanged token without
risking fraud on the part of the user.

[0022] After processing the transaction, information may
be sent to the transportation provider’s device and/or server
for driver monitoring for travel efficiency. Additionally,
ending of the travel route through a lack of device pinging
may be used to automatically submit a driver report based on
the travel route, the pick-up/drop-off location, and the time/
length of device communications. This may provide infor-
mation for route optimization and improve driver efficiency.
The route information may also be provided with an exact
pick-up and drop-off location based on the detection of the
identity token broadcast and the ending of the pinging,
respectively, for optimization of future pick-up and/or drop-
off locations nearby the same start and destination location.
For example, if the pick-up location is designated as a busy
street and instead a nearby parking lot is used, that starting
location may be identified based on the location for estab-
lishment of the wireless connection between devices and
used for future pick-ups based on the busy street.

[0023] Thus, two devices may utilize short range wireless
communications that allow device detection within a short
proximity range to increase speed of device detection within
crowded device areas. By utilizing specific identity tokens
and wireless broadcasting and pinging, travel pick-up, drop-
off, and routing may be optimized. Moreover, this allows
devices to uniquely identify each other so that confusion
during in-person identification may be reduced by ensuring
that users in possession of devices are within the proximity
range. Further, the devices may communicate throughout the
travel route to exchange data and optimize present and
future travel locations and routing. This allows for fast
electronic transaction generation and processing by elimi-
nating the need for user input and network connectivity
when ending a service.

[0024] FIG. 1 is a block diagram of a networked system
100 suitable for implementing the processes described
herein, according to an embodiment. As shown, system 100
may comprise or implement a plurality of devices, servers,
and/or software components that operate to perform various
methodologies in accordance with the described embodi-
ments. Exemplary devices and servers may include device,
stand-alone, and enterprise-class servers, operating an OS
such as a MICROSOFT® OS, a UNIX® OS, a LINUX®
OS, or other suitable device and/or server based OS. It can
be appreciated that the devices and/or servers illustrated in
FIG. 1 may be deployed in other ways and that the opera-
tions performed and/or the services provided by such
devices and/or servers may be combined or separated for a
given embodiment and may be performed by a greater
number or fewer number of devices and/or servers. One or
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more devices and/or servers may be operated and/or main-
tained by the same or different entities.

[0025] System 100 includes a user device 110, a transpor-
tation device 120, and a service provider server 130, in
communication over a network 140. A user (not shown) may
utilize user device 110 to request a transportation service
from transportation device 120, which may include desig-
nation of a start or pick-up location and further exchange
identification information. When arriving at the location,
user device 110 and/or transportation device 120 may acti-
vate a transceiver and broadcast or listen for wireless com-
munications having the previously exchange identification
information. User device 110 and transportation device 120
may connect and ping or exchange messages to determine
when the devices are within communication range, and then
detecting user device 110 has moved outside the communi-
cation range to indicate the trip has ended. After ending the
route, service provider server 130 may provide transaction
processing and/or optimization of routing based on tracked
data.

[0026] User device 110, transportation device 120, and
service provider server 130 may each include one or more
processors, memories, and other appropriate components for
executing instructions such as program code and/or data
stored on one or more computer readable mediums to
implement the wvarious applications, data, and steps
described herein. For example, such instructions may be
stored in one or more computer readable media such as
memories or data storage devices internal and/or external to
various components of system 100, and/or accessible over
network 140.

[0027] User device 110 may be implemented as a com-
munication device that may utilize appropriate hardware and
software configured for wired and/or wireless communica-
tion with transportation device 120 and/or service provider
server 130. For example, in one embodiment, user device
110 may be implemented as a personal computer (PC), a
smart phone, laptop/tablet computer, wristwatch with appro-
priate computer hardware resources, eyeglasses with appro-
priate computer hardware (e.g. GOOGLE GLASS®), other
type of wearable computing device, implantable communi-
cation devices, and/or other types of computing devices
capable of transmitting and/or receiving data, such as an
IPAD® from APPLE®. Although only one communication
device is shown, a plurality of communication devices may
be used and function similarly.

[0028] User device 110 of FIG. 1 contains a transportation
request application 112, other applications 114, a database
116, and a communication module 118. Transportation
request application 112 and other applications 114 may
correspond to executable processes, procedures, and/or
applications with associated hardware. In other embodi-
ments, user device 110 may include additional or different
modules having specialized hardware and/or software as
required.

[0029] Transportation request application 112 may corre-
spond to one or more processes to execute software modules
and associated devices of user device 110 to request a
transportation service that may include exchange of identi-
fication information, broadcast an identity token or receive
a broadcast of a transportation provider’s identity token
from transportation device 120, connect to the device and
maintain a connection, detect the connection is no longer
available to signal that a trip has ended, and electronically
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process a transaction for the trip. In this regard, transporta-
tion request application 112 may correspond to specialized
hardware and/or software of user device 110 to first submit
a request for a transportation service to transportation device
120 and/or service provider server 130. The request may
include a start location and a destination location. Addition-
ally, the request may include identification information for
user device 110, such as an identity token or other data that
may be matched to an identity token for identification of user
device 110.

[0030] After providing the request to transportation device
120, transportation device 120 may approve the request and
indicate acceptance of the start location or designate another
start location. In certain embodiments, transportation
request application 112 may further receive identification
information, such as an identity token, from transportation
device 120. Transportation request application 112 may
detect a location of user device 110 and determine when user
device 110 is at the selected starting location. Transportation
request application 112 may execute in the background of an
operating system of user device 110 and be configured to
establish connections, using communication module 118 of
user device 110, with transportation device 120. The con-
nection may be established with or without user input. For
example, transportation request application 112 and/or trans-
portation device 120 may broadcast a token, such as an
identity token or a universally unique identifier (UUID), for
reception by transportation device 120. If transportation
device 120 acknowledges the token as identifying user
device 110, transportation device 120 may respond with an
identifier used for establishment of a communication ses-
sion. Transportation request application 112 may utilize
communication module 118 of user device 110 to commu-
nicate with transportation device 120 (e.g., over near field
communication, Bluetooth, Bluetooth Low Energy, radio,
infrared, LTE Direct, or other communication protocol). The
identifier or identification information from user device 110
may include, be transmitted with, concatenated with, or
otherwise bundled with additional information, such as a
payment token, a travel route, and/or a destination. In other
embodiments, different information may be transmitted to
transportation device 120, such as an identifier for the user,
a name or other personal information for the user, or other
identifying information. In other embodiments, transporta-
tion request application 112 may utilize communication
module 118 of user device 110 to receive an identity token
broadcast by transportation device 120 also or instead,
where transportation request application 112 may alterna-
tively respond with the identity token for user device 110 to
transportation device 120 for establishment of the commu-
nication session.

[0031] After establishing the communication session, user
device 110 may either ping transportation device 120 or
respond to pings from transportation device 120. During the
communication session, user device 110 may determine
where an optimal route is being utilized, and may output a
notification and/or transmit a notification to transportation
device 120 if the most optimal route is not being utilized.
When user device 110 is moved outside of a short range
wireless communication range from transportation device
120 (e.g., outside of Bluetooth communication range), user
device 110 may end the communication session. Transpor-
tation request application 112 may request an electronic bill
for services provided during the communication session,
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which may be populated to an interface of transportation
request application 112 for processing. In certain embodi-
ments, the bill may be automatically processed by transpor-
tation device 120 using a payment token provided during the
communication session. Thus, transportation request appli-
cation 112 may be used to initiate and/or generate transac-
tions for transportation services as well as request transac-
tion processing through service provider server 130. Once a
transaction for an electronic bill is generated, transportation
request application 112 may be used to request transaction
processing for the transaction using services provided by
service provider server 130. Where the user has an account
with service provider server 130 and/or uses a payment
instrument that service provider server 130 processes with
an online financial entity, such as a bank for a debit/credit
card, transportation request application 112 may utilize such
account. Additionally, transportation request application 112
may be used to provide feedback, routing information, and
other trip data from travel on the travel route to transporta-
tion device 120 and/or service provider server 130 for
optimization.

[0032] In various embodiments, transportation request
application 112 may correspond to a general browser appli-
cation configured to retrieve, present, and communicate
information over the Internet (e.g., utilize resources on the
World Wide Web) or a private network. For example,
transportation request application 112 may provide a web
browser, which may send and receive information over
network 140, including retrieving website information, pre-
senting the website information to the user, and/or commu-
nicating information to the website, including electronic
communications and associated information. However, in
other embodiments, transportation request application 112
may include a dedicated application associated with trans-
portation device 120, service provider server 130, and/or
other entity, which may be configured to send and receive
electronic communications and engage in electronic trans-
action processing. Thus, the user associated with user device
110 may utilize transportation request application 112 to
engage in transactions with the transportation provider.

[0033] In various embodiments, user device 110 includes
other applications 114 as may be desired in particular
embodiments to provide features to user device 110. For
example, other applications 114 may include security appli-
cations for implementing client-side security features, pro-
grammatic client applications for interfacing with appropri-
ate application programming interfaces (APIs) over network
140, or other types of applications. Other applications 114
may also include additional communication applications,
such as email, texting, voice, and IM applications that allow
a user to send and receive emails, calls, texts, and other
notifications through network 140. In various embodiments,
other applications 114 may include financial applications,
such as banking, online payments, money transfer, or other
applications, which may be utilized to maintain a user
account with service provider server 130 and/or provide
payments through transportation request application 112.
Other applications 114 may also include other location
detection applications, such as a mapping, compass, and/or
GPS application, which may be used to determine a location
for user device 110, as well as enter, store, and provide
previous travel routes to transportation device 120 for use in
monitoring and tracking travel during a transportation ser-
vice. Other applications may include social networking
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applications and/or merchant applications. Other applica-
tions 114 may include device interfaces and other display
modules that may receive input and/or output information.
For example, other applications 114 may contain software
programs, executable by a processor, including a graphical
user interface (GUI) configured to provide an interface to the
user.

[0034] User device 110 may further include database 116
stored in a transitory and/or non-transitory memory of user
device 110, which may store various applications and data
and be utilized during execution of various modules of user
device 110. Database 116 may include, for example, IDs
such as operating system registry entries, cookies associated
with transportation request application 112 and/or other
applications 114, IDs associated with hardware of user
device 110, or other appropriate IDs, such as IDs used for
payment/user/device authentication or identification. Data-
base 116 may store information for authentication of an
account, such as identifiers, tokens, cookies, and/or authen-
tication provided to user device 110 from service provider
server 130. Additionally, database 116 may store identifica-
tion information and/or identity tokens for user device 110
and/or received from transportation device 120, as well as
connection information for a short range wireless connec-
tion. Data exchanged with transportation device 120 may
also be stored in database 116, such as selected travel routes
and electronic bill data.

[0035] User device 110 includes at least one communica-
tion module 118 adapted to communicate with transporta-
tion device 120 and/or service provider server 130. In
various embodiments, communication module 118 may
include a DSL (e.g., Digital Subscriber Line) modem, a
PSTN (Public Switched Telephone Network) modem, an
Ethernet device, a broadband device, a satellite device
and/or various other types of wired and/or wireless network
communication devices including microwave, radio fre-
quency, infrared, Bluetooth, and near field communication
devices.

[0036] Transportation device 120 may be implemented as
a communication device that may utilize appropriate hard-
ware and software configured for wired and/or wireless
communication with user device 110 and/or service provider
server 130. For example, in one embodiment, transportation
device 120 may be implemented as a personal computer
(PC), a smart phone, laptop/tablet computer, wristwatch
with appropriate computer hardware resources, eyeglasses
with appropriate computer hardware (e.g. GOOGLE
GLASS®), other type of wearable computing device,
implantable communication devices, and/or other types of
computing devices capable of transmitting and/or receiving
data, such as an IPAD® from APPLE®. Although only one
device is shown, a plurality of devices may be used and
function similarly.

[0037] Transportation device 120 of FIG. 1 contains a
transporter application 122, other applications 124, a data-
base 126, and a communication module 128. Transporter
application 122 and other applications 124 may correspond
to executable processes, procedures, and/or applications
with associated hardware. In other embodiments, transpor-
tation device 120 may include additional or different mod-
ules having specialized hardware and/or software as
required.

[0038] Transporter application 122 may correspond to one
or more processes to execute software modules and associ-



US 2020/0005557 Al

ated devices of transportation device 120 to receive a request
for a transportation service from user device 110, where the
request may include an exchange of identification informa-
tion, broadcast an identity token for transportation device
120 or receive a broadcast of a user’s identity token from
user device 110, connect to user device 110 and maintain a
connection, detect the connection is no longer available to
signal that that a trip has ended, and provide an electronic
bill for use of the transportation service. In this regard,
transporter application 122 may correspond to specialized
hardware and/or software of transportation device 120 to
first receive a request for transportation service provided by
user device 110 directly and/or through service provider
server 130. The request may include a start location and a
destination location. Additionally, the request may include
identification information for user device 110, such as an
identity token or other data that may be matched to an
identity token for identification of user device 110. This
identification information may be used by transporter appli-
cation 122 to identify user device 110 through short range
wireless communications when user device 110 is within
communication proximity range (e.g., Bluetooth range),
exchange token data, form a communication channel, and
ping/identify the device and being in proximity to transpor-
tation device 120.

[0039] After receiving the request, the transportation ser-
vice provider may approve the request and confirm the start
location or designate another start location. Transporter
application 122 may further receive identification informa-
tion, such as an identity token, from user device 110.
Transportation request application 112 may detect a location
of transportation device 120 and determine when transpor-
tation device 120 is at the selected starting location. Trans-
portation request application 112 may execute in the back-
ground of an operating system of transportation device 120
and be configured to establish connections, using commu-
nication module 128 of transportation device 120, with
transportation device 120. For example, transporter appli-
cation 122 may activate a wireless transceiver, such as a
Bluetooth module, when transportation device 120 is at the
starting location. The connection may be established with or
without user input. For example, transporter application 122
may receive a broadcast of a token, such as an identity token
or a universally unique identifier (UUID), from user device
110. If transporter application 122 acknowledges the token
as identifying user device 110, transportation device 120
may respond with an identifier used for establishment of a
communication session.

[0040] In order to identify and acknowledge the token,
transporter application 122 may utilize a previously received
token and/or identification information for user device 110,
which may be matched to the token data received from user
device 110 in the broadcast. The previously received data
may be included with the request for the transportation
service, or may be retrieved based on receiving the request
(i.e., from user device 110 and/or service provider server
130). Transporter application 122 may utilize a previously
received name, phone number, device identifier, randomized
code, or other identity token to match to broadcast data from
user device 110. Transporter application 122 may process
multiple received broadcasts of identity tokens using the
previously received identification information to uniquely
identify user device 110 by performing the data matching.
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[0041] Transporter application 122 may utilize communi-
cation module 128 of transportation device 120 to commu-
nicate with user device 110 (e.g., over near field communi-
cation, Bluetooth, Bluetooth Low Energy, radio, infrared,
LTE Direct, or other communication protocol). Transporter
application 122 may receive additional information, such as
apayment token, a travel route, and/or a destination. In other
embodiments, different information may be received by
transportation device 120, such as an identifier for the user,
a name or other personal information for the user, or other
identifying information. In other embodiments, transporter
application 122 may utilize communication module 128 of
transportation device 120 to broadcast an identity token for
transportation device 120 also or instead, where transporter
application 122 may alternatively receive the identity token
for user device 110 in response to the broadcast for estab-
lishment of the communication session.

[0042] After establishing the communication session,
transportation device 120 may either ping user device 110 or
respond to pings from user device 110. In other embodi-
ments, a heartbeat signal from user device 110 and/or
transportation device 120 may be utilized for detection of
the other device. For example, user device 110 may transmit
a heartbeat signal once co-located with transportation device
120 and provided notification that the service has begun
(e.g., travel to a destination has started). This allows trans-
portation device 120 to determine that user device 110 is in
proximity to transportation device 120 and therefore utiliz-
ing the service. Where a ping may be utilized to receive
responsive messaging, user device 110 may respond with a
ping over short range communications that allows trans-
porter application 122 to determine that user device 110 is
within a range of transportation device 120. In other embodi-
ments, transporter application 122 may be utilized to trans-
mit the heartbeat signal to user device 110, where user
device 110 detects the presence of transportation device 120
within a close proximity range or area of user device 110.
Where user device 110 transmits a ping or other identifica-
tion and presence request over short range communications
and the ping is received by transportation device 120,
transporter application 122 may respond with an update to
user device 110 over the short range communications.

[0043] During the communication session, transportation
device 120 may update user device 110 with additional
information, such as route and/or travel information includ-
ing travel fees. Transporter application 122 may also receive
route information from user device 110, such as mapping
data from a mapping application or process of user device
110. When user device 110 is moved outside of a short range
wireless communication range from transportation device
120 (e.g., outside of Bluetooth communication range), trans-
portation device 120 may end the communication session.
Transporter application 122 may generate an electronic bill
for the communication session, which may be populated to
an interface of transporter application 122 for processing. In
certain embodiments, the bill may be automatically pro-
cessed by transportation device 120 using a payment token
provided during the communication session. Additionally,
transporter application 122 may be used to provide feed-
back, routing information, and other trip data from travel on
the travel route to user device 110 and/or service provider
server 130 for optimization and reporting of the transporta-
tion service.
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[0044] In various embodiments, transporter application
122 may correspond to a general browser application con-
figured to retrieve, present, and communicate information
over the Internet (e.g., utilize resources on the World Wide
Web) or a private network. For example, transporter appli-
cation 122 may provide a web browser, which may send and
receive information over network 140, including retrieving
website information, presenting the website information to
the user, and/or communicating information to the website,
including electronic communications and associated infor-
mation. However, in other embodiments, transporter appli-
cation 122 may include a dedicated application associated
with transportation device 120, service provider server 130,
and/or other entity, which may be configured to send and
receive electronic communications, provide transportation
services, and engage in electronic transaction processing.

[0045] In various embodiments, transportation device 120
includes other applications 124 as may be desired in par-
ticular embodiments to provide features to transportation
device 120. For example, other applications 124 may
include security applications for implementing client-side
security features, programmatic client applications for inter-
facing with appropriate application programming interfaces
(APIs) over network 140, or other types of applications.
Other applications 114 may also include additional commu-
nication applications, such as email, texting, voice, and IM
applications that allow a user to send and receive emails,
calls, texts, and other notifications through network 140.
Other applications 114 may also include other location
detection applications, such as a mapping, compass, and/or
GPS application, which may be used to determine a location
for transportation device 120, as well as track movement and
travel routes of the transportation service provided by trans-
portation device 120 for use in monitoring travel during a
transportation service. Other applications 114 may include
device interfaces and other display modules that may receive
input and/or output information. For example, other appli-
cations 124 may contain software programs, executable by
a processor, including a graphical user interface (GUI)
configured to provide an interface to the user.

[0046] Transportation device 120 may further include
database 126 stored in a transitory and/or non-transitory
memory of transportation device 120, which may store
various applications and data and be utilized during execu-
tion of various modules of transportation device 120. Data-
base 116 may include, for example, IDs such as operating
system registry entries, cookies associated with transporter
application 122 and/or other applications 124, IDs associ-
ated with hardware of transportation device 120, or other
appropriate IDs, such as IDs used for payment/user/device
authentication or identification. Database 116 may store
information for authentication of an account, such as iden-
tifiers, tokens, cookies, and/or authentication provided to
transportation device 120 from service provider server 130.
Additionally, database 126 may store identification infor-
mation and/or identity tokens for transportation device 120
and/or received from user device 110, as well as connection
information for a short range wireless connection. Addition-
ally, tracked or selected travel routes and electronic bill data
may be stored in database 116.

[0047] Transportation device 120 includes at least one
communication module 128 adapted to communicate with
user device 110 and/or service provider server 130. In
various embodiments, communication module 128 may
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include a DSL (e.g., Digital Subscriber Line) modem, a
PSTN (Public Switched Telephone Network) modem, an
Ethernet device, a broadband device, a satellite device
and/or various other types of wired and/or wireless network
communication devices including microwave, radio fre-
quency, infrared, Bluetooth, and near field communication
devices.

[0048] Service provider server 130 may be maintained, for
example, by transportation service provider and/or a trans-
action processing service provider, which may include ser-
vice provided with transportation and/or payment process-
ing providers and other type of financial service providers.
In this regard, service provider server 130 includes one or
more processing applications which may be configured to
interact with user device 110, transportation device 120,
and/or another device/server to facilitate transportation ser-
vices and/or transaction processing. In one example, service
provider server 130 may be provided by PAYPAL®, Inc. of
San Jose, Calif.,, USA. However, in other embodiments,
service provider server 130 may be maintained by or include
another service provider that may provide services and/or
data accessible through user device 110 and/or transporta-
tion device 120.

[0049] Service provider server 130 of FIG. 1 includes a
service provider application 132, other applications 134, a
database 136, and a network interface component 138.
Service provider application 132 and other applications 134
may correspond to executable processes, procedures, and/or
applications with associated hardware. In other embodi-
ments, service provider server 130 may include additional or
different modules having specialized hardware and/or soft-
ware as required.

[0050] Service provider application 132 may correspond
to one or more processes to execute modules and associated
specialized hardware of service provider server 130 to
provide a service to user device 110, which may be accessed
through one or more applications of user device 110, for
example, transportation services associated with a transpor-
tation request by user device 110 and/or transaction process-
ing services for a provided transaction service. In this
regard, service provider application 132 may correspond to
specialized hardware and/or software to receive a transpor-
tation request from user device 110 where service provider
server 130 acts as an intermediary to organize and/or trans-
mit transportation requests, and respond to the request, for
example, by providing data for a transportation service
provider associated with transportation device 120 to user
device 110 and alerting transportation device 120.

[0051] Service provider application 132 may be utilize to
determine that a connection has been broken between user
device 110 and transporter device 120 based on receiving
information that one of the devices is no longer responsive
to one or more pings or that a heartbeat signal of the other
device is no longer detected. Based on the received data,
service provider application 132 may end a transportation
service and generate a bill, which may be provided to user
device 110 and/or transportation device 120. However, in
other embodiments, the detection of the end of the service
based on the unresponsive or undetected device within a
signaling proximity range of short range wireless commu-
nications may be performed by user device 110 and/or
transportation device 120. Service provider application 132
may further receive travel route data, such as tracked routes,
pick-up and drop-off locations, and changes to travel during
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use of a transportation provider, for use in route optimization
and transportation provider efficiency and reporting, such as
driver monitoring. In various embodiments, service provider
application 132 may also be used to track travel routes
during use of the transportation provider associated with
transportation device 120 to determine if the transportation
provide deviates from a route, takes a more efficient route,
or requires other reporting.

[0052] In certain embodiments, service provider applica-
tion 132 may be used to receive and/or transmit information
from user device 110 for establishing accounts and digital
wallets, as well as processing and completing of one or more
transactions for use of the transportation provider (e.g., an
electronic bill from user device 110 and/or transportation
device 120). The user associated with user device 110 may
establish a payment account with service provider applica-
tion 132 by providing personal and/or financial information
to service provider server 130 and selecting authentication
credentials. In various embodiments, the financial informa-
tion may include payment instrument information, such as
account numbers. The account may be used to send and
receive payments. The payment account may be accessed
and/or used through a browser application and/or dedicated
payment application executed by user device 110. Service
provider application 132 may receive a payment request
from user device 110 for a transaction between the user the
transportation provider associated with transportation device
120, which may include identifiers, tokens, or other data
used for transaction processing with an electronic bill.
Service provider application 132 may process a payment,
which may include a fee from the user or the transportation
provider for use of services provided by service provider
server 130.

[0053] In various embodiments, service provider server
130 includes other applications 134 as may be desired in
particular embodiments to provide features to service pro-
vider server 130. For example, other applications 134 may
include security applications for implementing server-side
security features, programmatic client applications for inter-
facing with appropriate application programming interfaces
(APIs) over network 140, or other types of applications.
Other applications 134 may contain software programs,
executable by a processor, including a graphical user inter-
face (GUI), configured to provide an interface to the user
when accessing service provider server 130. In various
embodiments where not provided by service provider appli-
cation 132, other applications 134 may include connection
and/or communication applications.

[0054] Additionally, service provider server 130 includes
database 136. As previously discussed, one or more of a user
and a seller may establish a payment account including a
digital wallet with service provider server 130. Accounts in
database 136 may include entity information, such as name,
address, birthdate, payment/funding information, additional
user financial information, and/or other desired user data. An
entity may link to their respective accounts through an
account, user, merchant, and/or device 1D, as well as a
generated token/cookie, which may be provided to user
device 110 and/or transportation device 120 for use. Addi-
tionally, received transportation requests, track travel data,
and payment information for electronic bills may be stored
in database 136.

[0055] In various embodiments, service provider server
130 includes at least one network interface component 138
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adapted to communicate user device 110 and/or transporta-
tion device 120 over network 140. In various embodiments,
network interface component 138 may comprise a DSL
(e.g., Digital Subscriber Line) modem, a PSTN (Public
Switched Telephone Network) modem, an Ethernet device,
a broadband device, a satellite device and/or various other
types of wired and/or wireless network communication
devices including microwave, radio frequency (RF), and
infrared (IR) communication devices.

[0056] Network 140 may be implemented as a single
network or a combination of multiple networks. For
example, in various embodiments, network 140 may include
the Internet or one or more intranets, landline networks,
wireless networks, and/or other appropriate types of net-
works. Thus, network 140 may correspond to small scale
communication networks, such as a private or local area
network, or a larger scale network, such as a wide area
network or the Internet, accessible by the various compo-
nents of system 100.

[0057] FIG. 2A is an exemplary real-world environment
where a user requesting a service may be identified through
short range wireless communications and identity token
exchange by their device when multiple devices are within
a proximity range of a service provider’s device, according
to an embodiment. Environment 200a corresponds to a
real-world environment where multiple device availability
may cause misidentification of a particular device. In this
regard, transportation device 120 may uniquely identify a
particular user device using identity token exchange, short
range wireless communications, and device proximity detec-
tion. Environment 200q includes a user device 110a, a user
device 1105, and a user device 110c¢ correspond to user
device 110 discussed in reference to system 100 of FIG. 1.
[0058] A user 102a may request transportation services for
pick-up at a location 1000 through user device 110a in
possession of user 102a. The request may be transmitted to
transportation device 120 for a transportation provider 104
utilizing vehicle 1002. Prior to arriving at location 1000,
user device 110a¢ may provide an identity token or other
identification information to transportation device 120. This
data token or other data may be stored by transportation
device 120, such as cached or stored to long term memory,
and may be matched to data in a broadcast by user device
1104 over short range wireless communications to determine
that user device 110a, and thus user 102q, are within a
wireless proximity range, such as a communication radius
around user device 110a broadcasting the token. In further
embodiments, transportation device 120 may instead or also
provide an identity token or other identification to user
device 110a prior to arriving at location 1000, and user
device 110a may similarly receive a broadcast of data from
transportation device 120 over a wireless proximity range
from transportation device 120. Thus, user device 110a may
also or instead be capable of detecting when user device
110q is within short range communication range of trans-
portation device 120.

[0059] When user 102a arrives at location 1000, user
device 110a may activate a wireless transceiver and begin
broadcasting the identification information or an identity
token used to match to the previously provided data. Further,
as transportation provider 104 travels to location 1000 in
vehicle 1002, transportation device 120 may also activate a
wireless transceiver for receipt of a broadcast from user
device 110a and matching of the data to the previously
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received data with the transportation request from user
device 110a. Location 1000 may further include a user 1025
utilizing user device 11056 and a user 102¢ utilizing user
device 110c. Thus, all three of user devices 110a-¢ may be
discoverable at location 1000 through non-unique identifi-
cation, such as general device detection. However, instead
user device 110a may transmit broadcast signals 1004
having the identification information, token, or other data.
Transportation device 120 may receive the data, and may
establish a communication session through wireless signal-
ing 1006. Wireless signaling 1006 may allow the devices to
exchange information and detect that the devices are within
wireless signaling proximity. Thus, transportation provider
104 may be alerted that user 102q is at location 1000 and
within a proximity range to be retrieved for use of vehicle
1002 for the transportation service. Moreover, wireless
signaling 1006 may be used to establish a distance between
the devices and allow an application on each device to notify
user 102a and transportation provider 104 of the presence,
distance, and identification of each other so that co-locating
user 102a¢ and transportation provider 104 may be facili-
tated. After user 102a locates vehicle 1002 using wireless
signaling 1006 between user device 110a and transportation
device 120, user 102a may enter vehicle 1002 and user
device 110a and transportation device 120 may begin ping-
ing each other, as discussed in FIG. 2B

[0060] FIG. 2B is an exemplary real-world environment
where user proximity may be tracked through device ping-
ing through short range wireless communications for accu-
rate travel route detection, according to an embodiment.
Environment 2005 corresponds to a real-world environment
where a starting and ending of a transportation service may
be tracked by device-to-device communications and wire-
less pinging through short range wireless communications.
In this regard, transportation device 120 may uniquely
identify user device 110q for pick-up and during travel, and
further determine an end to transportation service use when
short range wireless communications between user device
1104g and transportation device 120 end.

[0061] In environment 2005, user device 110a may be
uniquely identified over user device 1105 for user 1026
based on previous exchange of identification information
during transportation service request and reservation. For
example, user device 110a for user 102¢ may be detected
through short range wireless communications and proximity
detection, while user device 1105 may not respond or may
not match the identification information. Thus, user 102a
may enter vehicle 1002. After previously establishing a
communication session, user device 110a may ping and/or
respond to pings continuously and/or intermittently at a time
interval with transportation device 120. For example, pings
1008 may be transmitted by transportation device 120 and
responses 1010 from user device 110a may indicate that
transportation device 120 is within wireless signaling range
of user device 110a. Thus, user device 110a and/or trans-
portation device 120 may determine that transportation
services provided by transportation provider 104 are cur-
rently in use and fees/rates for the services may accrue.

[0062] However, when one or more of pings 1008 are not
received by user device 110a from transportation device
120, and responses 1010 are not detected by transportation
device 120 (or vice versa), user device 110a and/or trans-
portation device 120 may determine that they are no longer
within wireless proximity range, and therefore user 102q is
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no longer located within vehicle 1002 or within a short
distance to the vehicle. Thus, user device 110a may auto-
matically request an electronic bill for transportation ser-
vices over a network connection with transportation device
120 or a service provider, and process the bill using an
online account with a service provider. This may be done
automatically without user input. In other embodiments,
transportation device 120 may instead automatically gener-
ate the bill and push the bill to user device 110a for approval
and/or processing without requiring transportation provider
104 to provide input requesting generation and transmission
of the bill.

[0063] FIG. 3 is a block diagram of an exemplary com-
puter system environment having two devices interacting to
identify each other and track each other’s proximity during
short range wireless communications, according to an
embodiment. Environment 300 of FIG. 3 includes user
device 110 and transportation device 120 as discussed in
reference to system 100 of FIG. 1. In this regard, user device
110 executes transportation request application 112 and
transportation device 120 executes transporter application
122 having the processes and features discussed in reference
to system 100 of FIG. 1.

[0064] For example, transportation request application
112 may initially generate a transportation request 2000 for
transportation device 120, which may include route data
2002 having a starting location 2004, a destination location,
and optionally a best route 2008, which may be determined
using data stored on user device 110. When communicating
transportation request 2000 to transportation device 120,
available tokens 2012 may be used, such as a user token
2014 or other identification data. Transporter application
122 may receive transportation request 2000 having request
data 2100. Additionally, transporter application 122 may
determine a processed route 2102 based on best route 2008
and/or other data from a service provider. Transporter appli-
cation 122 may receive user proximity detection tokens
2106, which may include user token 2014. In certain
embodiments, transporter application 122 may respond to
user device 110 with transporter token 2016, which may be
used to uniquely identify transportation device 120 to user
device 110.

[0065] Once at starting location 2004, user device 110
may execute token broadcast process 2018 with user detec-
tion process 2108 of transporter application 122. This may
cause one or more of available tokens 2012 to be broadcast
over wireless signaling 2200. Transporter application 122
may determine token detection 2110 based on wireless
signaling 2200 and the selected one of available tokens 2012
in wireless signaling 2200. In response, transportation
device 120 may establish a communication session 2202
with user device 110. Additionally, transporter application
122 may output a notification 2112 to the transportation
service provider that indicates user device 110 is within
short range wireless proximity signaling range. Transporta-
tion request application 112 may determine identification
2022 based on communication session 2202 and transporter
token 2016 identifying transportation device 120, as well as
output a message 2024 from transportation device 120.
Further, transporter application 122 may execute ping pro-
cess 2114 that may output ping requests 2026 during com-
munication session 2202. Transportation request application
112 may receive ping requests 2026 that may be used for
device proximity detection 2028 and response with device
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response 2116 to maintain identification of the device within
wireless proximity. Once communication session 2202 ends,
ping requests 2026 may go unanswered and determination of
a trip ending or ended may be determined.

[0066] FIG. 4 is an exemplary process flowchart for short
range communications for specific device identification dur-
ing multi-device proximity, according to an embodiment.
Note that one or more steps, processes, and methods
described herein with reference to flowchart 400 in FIG. 4
may be omitted, performed in a different sequence, or
combined as desired or appropriate.

[0067] At step 402 of flowchart 400, a transportation
request for a transportation service at a first location is
received, for example, by a system based on user input,
wherein the transportation request comprises identification
information for a first user associated with the transportation
request, such as a digital token. The system may include a
short range wireless transceiver.

[0068] A digital token broadcast from a user device at the
first location may be detected using short range wireless
communications and the short range wireless transceiver, at
step 404 of flowchart 400. In order to detect the broadcast,
the system may determine if the system’s location matches
the first location, and if so, activate the wireless transceiver
to detect the broadcast. Prior to detecting, the system may
transmit a unique identifier used in the broadcast to the user
device, where the identifier uniquely identifies the system. In
other embodiments, the digital token may be received from
the user device and stored in a data cache for comparison to
the received digital token. The digital token may comprise a
time-limited digital token generated by the user device.
Thus, the digital token may be invalidated after the trans-
portation service has ended. The digital token may also
correspond to an identity token for the first user and/or user
device.

[0069] At step 406 of flowchart 400, it is determined that
the digital token matches the identification information for
the first user. In various embodiments, flowchart 400 may
continue with pinging the user device for a response indi-
cation at a time interval through the short range wireless
communications and in response to failing to receive the
response indication from the pinging, determining that the
transportation service has ended at a second location. For
example, a communication session may be generated based
on the matching the token and the information, and the
devices may be pinged during the session. This may include
periodically transmitting a message to the user device,
where the message requests a response from the user device
over short range wireless communications (e.g., to detect a
present of the user device nearby the system). The system
may wait a threshold amount of time to allow the user device
to respond, and. in response to failing to receive a response
after that threshold amount of time, the system may deter-
mine that the user device is not nearby the system. In other
embodiments, the user device may transmit a heartbeat
signal or other presence identification over short range
wireless communications, which may be detected by the
system and used to identify that the user device’s presence
is nearby the system.

[0070] Prior to transmitting a ping to the user device, the
system may determine a distance between the two, for
example, using RSSI, and a notification of the distance may
be output on one or more of the devices. This may include
using Bluetooth and a Bluetooth RSSI measurement to
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determine the distance. Additionally, a tracking process for
the transportation service from the first location to the
second location may be ended based on the determining that
the transportation service has ended through the unrespon-
sive pinging between the devices. Thus, a bill may be
transmitted to the user device or a service provider based on
the tracking process and the transportation service. How-
ever, if the second location does not match a previously
provided destination location, the system may query the user
device for confirmation.

[0071] Additionally, a route from the first location to the
second location may be tracked and transmitted to the
service provider of optimization and reporting. The system
may also receive routing data from the service provider for
the system’s current location to the requested second loca-
tion. The system may use the routing information to deter-
mine a proposed route or receive one from the use device,
and an actual route may be monitored by the system and/or
the user device to compare and alert a service provider or the
other device if the actual route deviates substantially from
the proposed route. The digital token may also comprise a
payment token, which may be used for processing an
electronic transaction associated with the electronic bill.
Thus, the system may utilize the digital token for transaction
processing for the actual route automatically when reaching
the destination.

[0072] FIG. 5 is a block diagram of a computer system
suitable for implementing one or more components in FIG.
1, according to an embodiment. In various embodiments, the
communication device may comprise a personal computing
device (e.g., smart phone, a computing tablet, a personal
computer, laptop, a wearable computing device such as
glasses or a watch, Bluetooth device, key FOB, badge, etc.)
capable of communicating with the network. The service
provider may utilize a network computing device (e.g., a
network server) capable of communicating with the net-
work. It should be appreciated that each of the devices
utilized by users and service providers may be implemented
as computer system 500 in a manner as follows.

[0073] Computer system 500 includes a bus 502 or other
communication mechanism for communicating information
data, signals, and information between various components
of computer system 500. Components include an input/
output (I/O) component 504 that processes a user action,
such as selecting keys from a keypad/keyboard, selecting
one or more buttons, image, or links, and/or moving one or
more images, etc., and sends a corresponding signal to bus
502. I/O component 504 may also include an output com-
ponent, such as a display 511 and a cursor control 513 (such
as a keyboard, keypad, mouse, etc.). An optional audio
input/output component 505 may also be included to allow
a user to use voice for inputting information by converting
audio signals. Audio I/O component 505 may allow the user
to hear audio. A transceiver or network interface 506 trans-
mits and receives signals between computer system 500 and
other devices, such as another communication device, ser-
vice device, or a service provider server via network 140. In
one embodiment, the transmission is wireless, although
other transmission mediums and methods may also be
suitable. One or more processors 512, which can be a
micro-controller, digital signal processor (DSP), or other
processing component, processes these various signals, such
as for display on computer system 500 or transmission to
other devices via a communication link 518. Processor(s)
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512 may also control transmission of information, such as
cookies or IP addresses, to other devices.

[0074] Components of computer system 500 also include
a system memory component 514 (e.g., RAM), a static
storage component 516 (e.g., ROM), and/or a disk drive 517.
Computer system 500 performs specific operations by pro-
cessor(s) 512 and other components by executing one or
more sequences of instructions contained in system memory
component 514. Logic may be encoded in a computer
readable medium, which may refer to any medium that
participates in providing instructions to processor(s) 512 for
execution. Such a medium may take many forms, including
but not limited to, non-volatile media, volatile media, and
transmission media. In various embodiments, non-volatile
media includes optical or magnetic disks, volatile media
includes dynamic memory, such as system memory compo-
nent 514, and transmission media includes coaxial cables,
copper wire, and fiber optics, including wires that comprise
bus 502. In one embodiment, the logic is encoded in
non-transitory computer readable medium. In one example,
transmission media may take the form of acoustic or light
waves, such as those generated during radio wave, optical,
and infrared data communications.

[0075] Some common forms of computer readable media
includes, for example, floppy disk, flexible disk, hard disk,
magnetic tape, any other magnetic medium, CD-ROM, any
other optical medium, punch cards, paper tape, any other
physical medium with patterns of holes, RAM, PROM,
EEPROM, FLASH-EEPROM, any other memory chip or
cartridge, or any other medium from which a computer is
adapted to read.

[0076] In various embodiments of the present disclosure,
execution of instruction sequences to practice the present
disclosure may be performed by computer system 500. In
various other embodiments of the present disclosure, a
plurality of computer systems 500 coupled by communica-
tion link 518 to the network (e.g., such as a LAN, WLAN,
PTSN, and/or various other wired or wireless networks,
including telecommunications, mobile, and cellular phone
networks) may perform instruction sequences to practice the
present disclosure in coordination with one another.

[0077] Where applicable, various embodiments provided
by the present disclosure may be implemented using hard-
ware, software, or combinations of hardware and software.
Also, where applicable, the various hardware components
and/or software components set forth herein may be com-
bined into composite components comprising software,
hardware, and/or both without departing from the spirit of
the present disclosure. Where applicable, the various hard-
ware components and/or software components set forth
herein may be separated into sub-components comprising
software, hardware, or both without departing from the
scope of the present disclosure. In addition, where appli-
cable, it is contemplated that software components may be
implemented as hardware components and vice-versa.

[0078] Software, in accordance with the present disclo-
sure, such as program code and/or data, may be stored on
one or more computer readable mediums. It is also contem-
plated that software identified herein may be implemented
using one or more general purpose or specific purpose
computers and/or computer systems, networked and/or oth-
erwise. Where applicable, the ordering of various steps
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described herein may be changed, combined into composite
steps, and/or separated into sub-steps to provide features
described herein.

[0079] The foregoing disclosure is not intended to limit
the present disclosure to the precise forms or particular fields
of use disclosed. As such, it is contemplated that various
alternate embodiments and/or modifications to the present
disclosure, whether explicitly described or implied herein,
are possible in light of the disclosure. Having thus described
embodiments of the present disclosure, persons of ordinary
skill in the art will recognize that changes may be made in
form and detail without departing from the scope of the
present disclosure. Thus, the present disclosure is limited
only by the claims.

1. A system comprising:
a short range wireless transceiver;
a non-transitory memory; and
one or more hardware processors coupled to the non-
transitory memory and configured to read instructions
from the non-transitory memory to cause the system to
perform operations comprising:
receiving a transportation request for a transportation
service at a first location, wherein the transportation
request comprises identification information for a
first user associated with the transportation request;
detecting, using the short range wireless transceiver, a
digital token broadcast from a user device at the first
location using short range wireless communications;
determining that the digital token corresponds to the
identification information for the first user;
in response to the determining that the digital token
corresponds to the identification information, con-
necting with the user device through the short range
wireless communications;
determining a distance between the system and the user
device using a signal strength of the short range
wireless communications;
determining that the transportation service has begun at
the first location based on the distance;
outputting a notification in an application interface of
the system based on the distance;
periodically transmitting a message to the user device
through the short range wireless communications;
and
in response to failing to receive a response to the
message within a predetermined amount of time,
determining that the transportation service has ended
at a second location.
2. (canceled)

3. The system of claim 1, wherein the short range wireless
transceiver comprises a Bluetooth transceiver using Blu-
etooth for the short range wireless communications, and
wherein the determining the distance is based on a Bluetooth
received signal strength indicator (RSSI) measurement.

4. The system of claim 1, wherein prior to the detecting,
the operations further comprise:

determining that the system is located at the first location;

and

activating the short range wireless transceiver.

5. The system of claim 1, wherein the operations further
comprise:
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ending a tracking process for the transportation service
from the first location to the second location based on
the determining that the transportation service has
ended.

6. The system of claim 5, wherein the operations further
comprise:

transmitting a bill to one of the user device or a service

provider based on the tracking process.

7. The system of claim 5, wherein the operations further
comprise:

determining that the second location does not match a

received destination location from the user device; and
querying the user device for confirmation of the ending
the tracking process.

8. The system of claim 1, wherein prior to the detecting,
the operations further comprise:

transmitting an identifier to the user device, wherein

identifier uniquely identifies the system when broadcast
by the user device with the digital token.

9. The system of claim 1, wherein prior to the detecting,
the operations further comprise:

receiving the digital token from the user device; and

storing the digital token.

10. The system of claim 1, wherein the operations further
comprise:

tracking, using a GPS locator, a route from the first

location to the second location at a user destination of
the transportation service; and

transmitting the route to a service provider.

11. The system of claim 10, wherein the operations further
comprise:

receiving routing data from the service provider based at

least on a current location of the system and the second
location.

12. The system of claim 1, wherein the digital token
comprises a time-limited digital token generated by the user
device, and wherein the digital token is invalidated after the
transportation service has ended or wiped from the system
after the transportation service has ended.

13. A method comprising:

transmitting, by a first device of a user through an

application, a request for a transportation pickup at a
starting geo-location;

detecting, by the first device, that the first device is within

a geo-fenced area for the starting geo-location;
broadcasting, using a communication module of the first

device, an identity token associated with the transpor-

tation pickup over short range wireless signaling;

in response to receiving an acknowledgement notification

of the identity token from a second device associated
with the transportation pickup, establishing a commu-
nication session between the first device and the second
device;

determining a distance between the first device and the

second device using a signal strength associated with
the communication session;

determining that the transportation pickup has been per-

formed at the starting geo-location based on the dis-
tance; and

displaying a message based on the determining that the

transportation pickup has been performed.
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14. The method of claim 13, further comprising:

transmitting one or more pings during the communication

session;

in response to not receiving a ping for a threshold period

of time, ending the communication session; and
requesting a bill when the communication session has
ended.

15. The method of claim 13, further comprising:

receiving, by the first device, an acceptance of the request

for the transportation pickup from the second device;
and

transmitting the identity token to the second device.

16. The method of claim 13, further comprising:

receiving, by the first device, an acceptance of the request

for the transportation pickup from the second device,
wherein the acceptance comprises the identity token for
the second device, and wherein the identity token is
valid for a limited time during the communication
session.

17. The method of claim 13, further comprising:

determining, by the first device using a mapping appli-

cation on the first device, a proposed route from the
starting geo-location to a destination geo-location asso-
ciated with the transportation pickup;

monitoring, using a geo-location detection process of the

first device, an actual route from the starting geo-
location to the destination geo-location; and
comparing the actual route to the proposed route.

18. The method of claim 17, wherein the starting geo-
location comprises a detected GPS location by the geo-
location detection process, and wherein the method further
comprises:

alerting a service provider or the second device if the

actual route deviates from the proposed route by a
predetermined threshold.
19. A non-transitory machine-readable medium having
stored thereon machine-readable instructions executable to
cause a machine to perform operations comprising:
receiving, by a first mobile device of a transportation
provider, a service request for transportation at a first
location from a second mobile device of a user, wherein
the service request comprises a first token identifying
the second mobile device;
transmitting, by the first mobile device an acceptance
notification of the service request to the second mobile
device, wherein the acceptance notification comprises a
second token identifying the first mobile device;

broadcasting, using a wireless transceiver of the first
mobile device, the first token through short range
wireless communication;

receiving, through the wireless transceiver, the second

token in response to the broadcasting the first token;
establishing a communication channel between the first
mobile device and the second mobile device;
determining a distance between the first mobile device
and the second mobile device using a signal strength
associated with the communication channel;
determining that the transportation has begun at the first
location based on the distance; and

displaying a message based on the determining that the

transportation has begun.

20. The non-transitory machine-readable medium of
claim 19, wherein the first token comprises a payment token
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for an account used by the second mobile device, and
wherein the operations further comprise:
processing an electronic transaction associated with the
transportation using the payment token.
21. The system of claim 1, wherein the determining the
distance uses a RSSI.
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