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57 ABSTRACT

A device may receive first information associated with a set
of security rules. The first information may identify a set of
security actions a device is to implement when the set of
security rules applies to traffic. The device may determine a
manner in which the set of security rules is to apply using the
first information. The device may determine whether the
manner in which the set of security rules is to apply and an
intent of a network security policy or a manner in which a
set of previously defined security rules is to apply match to
determine whether the set of security rules conflicts with the
network security policy or whether the set of security rules
and the set of previously defined security rules are related.
The device may perform an action.
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INTENT-BASED NETWORK SECURITY
POLICY MODIFICATION

BACKGROUND

[0001] A network security policy may include a document
that outlines rules for computer network access, network
traffic, and/or the like. The rules may govern data access,
web-browsing habits, use of passwords and encryption,
email attachments, and/or the like. The network security
policy may specify the rules for individuals or for groups of
individuals throughout a company.

SUMMARY

[0002] According to some possible implementations, a
device may comprise one or more processors to receive first
information associated with a set of security rules. The first
information may be received from another device and may
be used to modify a network security policy. The network
security policy may include a set of previously defined
security rules. The network security policy may have an
intent that is independent of the set of previously defined
security rules included in the network security policy. The
one or more processors may determine a manner in which
the set of security rules is to apply using the first informa-
tion. The manner in which the set of security rules is to apply
may be used to determine whether the set of security rules
conflicts with the intent of the network security policy or is
related to the set of previously defined security rules. The
one or more processors may determine whether the manner
in which the set of security rules is to apply and the intent
of the network security policy or a manner in which the set
of previously defined security rules is to apply match using
the first information and second information. The second
information may be associated with the network security
policy. The second information may be associated with the
set of previously defined security rules. The one or more
processors may perform an action based on determining
whether the manner in which the set of security rules is to
apply and the intent of the network security policy or the
manner in which the set of previously defined security rules
is to apply match. The action may relate to modifying the
network security policy based on the set of security rules.

[0003] According to some possible implementations, a
non-transitory computer-readable medium may store one or
more instructions that, when executed by one or more
processors, cause the one or more processors to receive first
information associated with a set of security rules. The first
information may identify traffic to which the set of security
rules is to apply, or a set of security actions a device is to
implement when the set of security rules applies to traffic.
The one or more instructions, when executed by the one or
more processors, may cause the one or more processors to
determine a manner in which the set of security rules is to
apply using the first information. The manner in which the
set of security rules is to apply may be determined using a
technique to process the first information. The one or more
instructions, when executed by the one or more processors,
may cause the one or more processors to determine whether
the manner in which the set of security rules is to apply and
an intent of a network security policy or a manner in which
a set of previously defined security rules is to apply match
to determine whether the set of security rules conflicts with
the network security policy or whether the set of security

Jan. 3, 2019

rules and the set of previously defined security rules are
related. The one or more instructions, when executed by the
one or more processors, may cause the one or more proces-
sors to perform an action based on determining whether the
manner in which the set of security rules is to apply and the
intent of the network security policy or the manner in which
the set of previously defined security rules is to apply match.
The action may relate to modifying the network security
policy based on the set of security rules.

[0004] According to some possible implementations, a
method may comprise receiving, by a device, first informa-
tion associated with a set of security rules. The first infor-
mation may permit identification of traffic to which the set
of security rules applies, or a set of security actions the
device is to perform with respect to the traffic. The method
may comprise determining, by the device, a manner in
which the set of security rules is to apply using the first
information. The method may comprise determining, by the
device, whether the manner in which the set of security rules
is to apply and an intent of a network security policy or a
manner in which a set of previously defined security rules is
to apply match. The intent of the network security policy or
the manner in which the set of previously defined security
rules is to apply may be determined using second informa-
tion associated with the set of previously defined security
rules or the network security policy. The first information
and the second information may be compared to determine
whether the manner in which the set of security rules is to
apply and the intent of the network security policy or the
manner in which the set of previously defined security rules
is to apply match. The method may comprise performing, by
the device, an action based on determining whether the
manner in which the set of security rules is to apply and the
intent of the network security policy or the manner in which
the set of previously defined security rules is to apply match.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] FIGS. 1A and 1B are diagrams of an overview of
an example implementation described herein;

[0006] FIG. 2 is a diagram of an example environment in
which systems and/or methods, described herein, may be
implemented;

[0007] FIG. 3 is a diagram of example components of one
or more devices of FIG. 2;

[0008] FIG. 4 is a flow chart of an example process for an
intent-based network security policy modification;

[0009] FIG. 5 is a flow chart of an example process for an
intent-based network security policy modification; and
[0010] FIG. 6 is a flow chart of an example process for an
intent-based network security policy modification.

DETAILED DESCRIPTION

[0011] The following detailed description of example
implementations refers to the accompanying drawings. The
same reference numbers in different drawings may identify
the same or similar elements.

[0012] A network security policy may include a set of
rules related to network access, traffic permitted via a
network, and/or the like. A network security policy may be
modified over time as rules, various exceptions, and/or the
like are added to and/or removed from the network security
policy. Modifications to the network security policy may be
made in an unorganized manner, thereby preventing a net-
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work administrator from determining an original intent of
the network security policy, a manner in which the original
intent of the network security policy was modified, and/or
the like, thereby decreasing network security of a network
associated with the network security policy (e.g., via
increased difficulty of managing a network security policy).
In addition, a network administrator may lack a computer-
based technique for managing a network security policy
based on an intent of the network security policy.

[0013] Some implementations, described herein, provide a
network device that is capable of determining an intent of a
network security policy and/or a manner in which various
security rules associated with the network security policy are
to apply and mapping the various security rules, such that,
for example, security rule exceptions are mapped to corre-
sponding security rules, a first security rule is mapped to a
second security rule that is related to the first security rule,
and/or the like. This facilitates improved management of the
network security policy via tracking of changes to an intent
of'the network security policy, thereby improving security of
a network associated with the network security policy. In
addition, this conserves processing resources that would
otherwise be consumed due to reduced network security
and/or use of a network in an unintended manner. Further,
this increases an efficiency of analyzing a network security
policy to determine a manner in which an intent of a network
security policy has changed, when a network is under attack
(e.g., to permit a network device or a network administrator
to quickly identify and modity a security rule during an
attack), and/or the like.

[0014] FIGS. 1A and 1B are diagrams of an overview of
an example implementation 100 described herein. As shown
in FIG. 1A, example implementation 100 may include a
network device and a client device. FIGS. 1A and 1B show
an example of determining an intent of a network security
policy and/or a manner in which a security rule is to apply
(e.g., a new security rule to be added to a network security
policy) and mapping the security rule to an existing security
rule based on the intent of the network security policy, a
manner in which the security rule is to apply, and/or a
manner in which the existing security rule is to apply.
[0015] As shown in FIG. 1A, and as shown by reference
number 105, the network device may receive, from the client
device, first information associated with a set of security
rules. A security rule may include a rule related to network
access, traffic permitted via a network, and/or the like. In
some implementations, a set of security rules may form a
network security policy that is applied to network traffic,
network access, and/or the like (e.g., of an organization).
[0016] As further shown in FIG. 1A, and as shown by
reference number 110, a security rule may include first
information that indicates a manner in which the security
rule is to apply to traffic. As shown, the first information may
identify source traffic criteria (e.g., a source of traffic to
which the security rule applies), destination traffic criteria
(e.g., a destination of traffic to which the security rule
applies), information that identifies a security action (e.g., an
action the network device is to perform when the network
device determines that the security rule is to apply to traffic),
and/or the like.

[0017] As further shown in FIG. 1A, and as shown by
reference number 115, the network device may determine a
manner in which the set of security rules is to apply using the
first information. For example, the network device may
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parse (e.g., analyze) first information related to the set of
security rules to determine the manner in which the set of
security rules is to apply. In this case, the network device
may use a natural language processing technique to parse
first information related to the set of rules to identify a term,
a phrase, and/or the like that identifies a manner in which the
set of security rules is to apply.

[0018] As further shown in FIG. 1A, and as shown by
reference number 120, the network device may parse the
first information associated with a particular security rule to
identify the manner in which the set of security rules is to
apply. For example, the network device may determine that
the security rule applies to a particular employee based on
the first information identifying that the security rule applies
to a chief financial officer (CFO) rather than all employees.
As another example, the network device may determine that
the security rule applies to traffic destined for social net-
working sites (e.g., rather than other types of websites, such
as news websites, company websites, etc.). As yet another
example, the network device may determine that the net-
work device is to permit traffic when the security rule applies
(e.g., when the traffic is from the CFO and is destined for a
social networking site). The network device may determine
that the security rule is intended to be a new security rule or
an exception to an existing security rule based on the
security rule applying to a subset of employees.

[0019] As shown in FIG. 1B, and as shown by reference
number 125, the network device may store a set of previ-
ously defined security rules that form a network security
policy. For example, the network device may use the net-
work security policy to manage traffic via a network asso-
ciated with the network device. As further shown in FIG. 1B,
and by reference number 130, the network device may
determine an intent of a network security policy and/or a
manner in which a previously defined security rule is to
apply, in a manner similar to that described above (e.g., by
parsing second information related to the network security
policy and/or the previously defined security rule).

[0020] As further shown in FIG. 1B, and as shown by
reference number 135, the network device may determine
whether the manner in which the set of security rules,
received from the client device, is to apply and an intent of
a network security policy and/or a manner in which a set of
previously defined security rules is to apply match (e.g., to
determine whether the set of security rules conflicts with an
intent of the network security policy, is related to the set of
previously defined security rules, etc.). In some implemen-
tations, the network device may determine whether the
manner in which the set of security rules is to apply and an
intent of a network security policy and/or a manner in which
a set of previously defined security rules is to apply match
by comparing a manner in which a set of received security
rules is to apply and an intent of a network security policy
and/or a manner in which a set of previously defined security
rules is to apply.

[0021] For example, the network device may determine
that the set of previously defined security rules and the set
of received security rules both apply to traffic destined for
the same destination and/or the same type of destination
(e.g., both apply to traffic destined for social networking
sites). In this case, the network device may determine that
the set of security rules and the set of previously defined
security rules are related based on determining that the set of
previously defined security rules and the set of received
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security rules both apply to traffic destined for the same
destination and/or the same type of destination. Additionally,
or alternatively, and as another example, the network device
may determine that the set of security rules conflicts with an
intent of a network security policy to deny traffic to social
networking sites (e.g., based on the set of security rules
permitting traffic to social networking sites).

[0022] In some implementations, the network device may
determine that the set of security rules and the set of
previously defined security rules are related based on the set
of previously defined security rules and the set of received
security rules being associated with the same source of
traffic and/or the same type of source of traffic. For example,
the network device may determine that the set of previously
defined security rules and the set of received security rules
are related based on determining that the set of previously
defined security rules applies to all employees, and the set of
received security rules applies to a subset of the employees
(e.g., a CFO).

[0023] In some implementations, the network device may
determine that the set of received security rules and the set
of previously defined security rules are associated with
different security actions. In some implementations, while
the rules are related based on being associated with the same
destination of traffic and/or the same type of source of traffic
(e.g., employees), the network device may determine that
the set of received security rules is to be an exception to the
set of previously defined security rules based on the set of
received security rules being associated with a subset of the
same source of traffic as the set of previously defined
security rules and/or being associated with a different secu-
rity action. Additionally, or alternatively, the network device
may determine that the set of security rules is to be added to
the network security policy as an exception to the network
security policy based on the set of security rules conflicting
with the intent of the network security policy.

[0024] As further shown in FIG. 1B, and as shown by
reference number 140, the network device may perform an
action based on determining whether the manner in which
the set of security rules is to apply and the intent of the
network security policy and/or the manner in which the set
of previously defined security rules is to apply match. For
example, the network device may perform an action to
implement the set of received security rules, to include the
set of received security rules in a network security policy, to
identify conflicting security rules, to replace a security rule,
to update a security rule, and/or the like.

[0025] As a particular example of an action, and as shown
by reference number 145, the network device may include a
particular security rule of the set of received security rules
in a network security policy as an exception to a particular
previously defined security rule of the set of previously
defined security rules. In this case, the network device may
include information in the network security policy that
indicates that the particular received security rule is an
exception to the particular previously defined security rule,
an exception to an intent of a network security policy, and/or
the like. For example, the information may permit a network
administrator to quickly and easily determine that the par-
ticular received security rule is an exception, or related, to
the particular previously defined security rule (e.g., by
generating a rule number that indicates that the particular
received security rule is an exception to the particular
previously defined security rule, shown as “1.1” where “1.1”
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indicates that the particular received security rule is an
exception, or related, to previously defined security rule
“17).

[0026] As another example of an action, and as shown by
reference number 150, the network device may provide
information for display indicating that the network security
policy was modified with the set of received security rules,
that the particular received security rule of the set of
received security rules is an exception to the particular
previously defined security rule, and/or the like.

[0027] Some implementations, described herein, provide a
network device that is capable of determining an intent of a
network security policy and/or a manner in which various
security rules associated with the network policy are to
apply and mapping the various security rules, such that
security rule exceptions are mapped to corresponding secu-
rity rules, a first security rule is mapped to a second security
rule that is related to the first security rule, and/or the like.
This facilitates improved management of the network secu-
rity policy via tracking of changes to an intent of the network
security policy, thereby improving security of a network
associated with the network security policy. In addition, this
conserves processing resources that would otherwise be
consumed due to reduced network security and/or use of a
network in an unintended manner. Further, this increases an
efficiency of analyzing a network security policy, such as to
determine a manner in which an intent of a security policy
has changed, when a network is under attack (e.g., to permit
a network device or a network administrator to quickly
identify and modify a security rule during an attack), and/or
the like. Further, this permits processing of security rules
efficiently without human subjectivity, thereby conserving
processing resources with fewer errors relative to processing
by a human actor.

[0028] As indicated above, FIGS. 1A and 1B are provided
merely as an example. Other examples are possible and may
differ from what was described with regard to FIGS. 1A and
1B. For example, although FIGS. 1A and 1B show a single
network device and a single client device, in practice, there
may be hundreds, thousands, millions, etc. of network
devices and/or client devices. As another example, in prac-
tice, there may be thousands, millions, billions, etc. of
security rules that the network device may process. In this
way, the network device may process a set of security rules
that cannot be processed manually or objectively by a
human actor.

[0029] FIG. 2 is a diagram of an example environment 200
in which systems and/or methods, described herein, may be
implemented. As shown in FIG. 2, environment 200 may
include a network device 210, a client device 220, and a
network 230. Devices of environment 200 may interconnect
via wired connections, wireless connections, or a combina-
tion of wired and wireless connections.

[0030] Network device 210 includes one or more devices
(e.g., one or more traffic transfer devices) capable of receiv-
ing, storing, processing, generating, and/or providing infor-
mation related to a security rule and/or a network security
policy. For example, network device 210 may include a
firewall, a router, a gateway, a switch, a hub, a bridge, a
reverse proxy, a server (e.g., a proxy server), a security
device, an intrusion detection device, a load balancer, or a
similar device. In some implementations, network device
210 may receive, from client device 220, information related
to a security rule to be added to a network security policy,
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as described elsewhere herein. Additionally, or alternatively,
network device 210 may determine a manner in which the
security rule and/or another security rule included in the
network security policy are to apply and/or may add the
security rule to the network security policy based on deter-
mining the manner in which the security rule and/or the
other security rule are to apply, as described elsewhere
herein. In some implementations, network device 210 may
be a physical device implemented with a housing, such as a
chassis. In some implementations, network device 210 may
be a virtual device implemented by one or more computer
devices of a cloud computing environment or a data center.
Although FIG. 2 shows a single network device 210, in
practice, there may be hundreds, thousands, millions, etc. of
network devices 210.

[0031] Client device 220 includes one or more devices
capable of receiving, generating, storing, processing, and/or
providing information related to a security rule and/or a
network security policy. For example, client device 220 may
include a mobile phone (e.g., a smart phone, a radiotele-
phone, etc.), a laptop computer, a tablet computer, a hand-
held computer, a gaming device, a wearable communication
device (e.g., a smart wristwatch, a pair of smart eyeglasses,
etc.), or a similar device. In some implementations, client
device 220 may provide, to network device 210, information
identifying a security rule input by a user of client device
220, as described elsewhere herein. Additionally, or alter-
natively, client device 220 may receive, from network
device 210, information that identifies a result of adding the
security rule to a network security policy, as described
elsewhere herein. Although FIG. 2 shows a single client
device 220, in practice, there may be hundreds, thousands,
millions, etc. of client devices 220.

[0032] Network 230 includes one or more wired and/or
wireless networks. For example, network 230 may include a
cellular network (e.g., a long-term evolution (LTE) network,
a code division multiple access (CDMA) network, a 3G
network, a 4G network, a 5G network, or another type
cellular network), a public land mobile network (PLMN), a
local area network (LAN), a wide area network (WAN), a
metropolitan area network (MAN), a telephone network
(e.g., the Public Switched Telephone Network (PSTN)), a
private network, an ad hoc network, an intranet, the Internet,
a fiber optic-based network, a cloud computing network, or
the like, and/or a combination of these or other types of
networks.

[0033] The number and arrangement of devices and net-
works shown in FIG. 2 are provided as an example. In
practice, there may be additional devices and/or networks,
fewer devices and/or networks, different devices and/or
networks, or differently arranged devices and/or networks
than those shown in FIG. 2. Furthermore, two or more
devices shown in FIG. 2 may be implemented within a
single device, or a single device shown in FIG. 2 may be
implemented as multiple, distributed devices. Additionally,
or alternatively, a set of devices (e.g., one or more devices)
of environment 200 may perform one or more functions
described as being performed by another set of devices of
environment 200.

[0034] FIG. 3 is a diagram of example components of a
device 300. Device 300 may correspond to network device
210 and/or client device 220. In some implementations,
network device 210 and/or client device 220 may include
one or more devices 300 and/or one or more components of
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device 300. As shown in FIG. 3, device 300 may include one
or more input components 305-1 through 305-B (Bz1)
(hereinafter referred to collectively as “input components
305,” and individually as “input component 305”), a switch-
ing component 310, one or more output components 315-1
through 315-C(Cz1) (hereinafter referred to collectively as
“output components 315,” and individually as “output com-
ponent 315”), and a controller 320.

[0035] Input component 305 may be points of attachment
for physical links and may be points of entry for incoming
traffic, such as packets. Input component 305 may process
incoming traffic, such as by performing data link layer
encapsulation or decapsulation. In some implementations,
input component 305 may send and/or receive packets. In
some implementations, input component 305 may include
an input line card that includes one or more packet process-
ing components (e.g., in the form of integrated circuits),
such as one or more interface cards (IFCs), packet forward-
ing components, line card controller components, input
ports, processors, memories, and/or input queues. In some
implementations, device 300 may include one or more input
components 305.

[0036] Switching component 310 may interconnect input
components 305 with output components 315. In some
implementations, switching component 310 may be imple-
mented via one or more crossbars, via busses, and/or with
shared memories. The shared memories may act as tempo-
rary buffers to store packets from input components 305
before the packets are eventually scheduled for delivery to
output components 315. In some implementations, switch-
ing component 310 may enable input components 305,
output components 315, and/or controller 320 to communi-
cate.

[0037] Output component 315 may store packets and may
schedule packets for transmission on output physical links.
Output component 315 may support data link layer encap-
sulation or decapsulation, and/or a variety of higher-level
protocols. In some implementations, output component 315
may send packets and/or receive packets. In some imple-
mentations, output component 315 may include an output
line card that includes one or more packet processing
components (e.g., in the form of integrated circuits), such as
one or more [FCs, packet forwarding components, line card
controller components, output ports, processors, memories,
and/or output queues. In some implementations, device 300
may include one or more output components 315. In some
implementations, input component 305 and output compo-
nent 315 may be implemented by the same set of compo-
nents (e.g., an input/output component may be a combina-
tion of input component 305 and output component 315).
[0038] Controller 320 includes a processor in the form of,
for example, a central processing unit (CPU), a graphics
processing unit (GPU), an accelerated processing unit
(APU), a microprocessor, a microcontroller, a digital signal
processor (DSP), a field-programmable gate array (FPGA),
an application-specific integrated circuit (ASIC), and/or
another type of processor. The processor is implemented in
hardware, firmware, or a combination of hardware and
software. In some implementations, controller 320 may
include one or more processors that can be programmed to
perform a function.

[0039] In some implementations, controller 320 may
include a random access memory (RAM), a read only
memory (ROM), and/or another type of dynamic or static
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storage device (e.g., a flash memory, a magnetic memory, an
optical memory, etc.) that stores information and/or instruc-
tions for use by controller 320.

[0040] In some implementations, controller 320 may com-
municate with other devices, networks, and/or systems con-
nected to device 300 to exchange information regarding
network topology. Controller 320 may create routing tables
based on the network topology information, create forward-
ing tables based on the routing tables, and forward the
forwarding tables to input components 305 and/or output
components 315. Input components 305 and/or output com-
ponents 315 may use the forwarding tables to perform route
lookups for incoming and/or outgoing packets.

[0041] Controller 320 may perform one or more processes
described herein. Controller 320 may perform these pro-
cesses in response to executing software instructions stored
by a non-transitory computer-readable medium. A computer-
readable medium is defined herein as a non-transitory
memory device. A memory device includes memory space
within a single physical storage device or memory space
spread across multiple physical storage devices.

[0042] Software instructions may be read into a memory
and/or storage component associated with controller 320
from another computer-readable medium or from another
device via a communication interface. When executed,
software instructions stored in a memory and/or storage
component associated with controller 320 may cause con-
troller 320 to perform one or more processes described
herein. Additionally, or alternatively, hardwired circuitry
may be used in place of or in combination with software
instructions to perform one or more processes described
herein. Thus, implementations described herein are not
limited to any specific combination of hardware circuitry
and software.

[0043] The number and arrangement of components
shown in FIG. 3 are provided as an example. In practice,
device 300 may include additional components, fewer com-
ponents, different components, or differently arranged com-
ponents than those shown in FIG. 3. Additionally, or alter-
natively, a set of components (e.g., one or more components)
of device 300 may perform one or more functions described
as being performed by another set of components of device
300.

[0044] FIG. 4 is a flow chart of an example process 400 for
an intent-based network security policy modification. In
some implementations, one or more process blocks of FIG.
4 may be performed by network device 210. In some
implementations, one or more process blocks of FIG. 4 may
be performed by another device or a group of devices
separate from or including network device 210, such as
client device 220. FIG. 4 shows an example process related
to receiving information related to a security rule to be added
to a network security policy and determining a manner in
which the security rule is to apply, an intent of the network
security policy, and/or a manner in which another security
rule included in the network security policy is to apply to
determine a manner in which the security rule is to be added
to the network security policy, similar to that described
above with regard to FIGS. 1A and 1B.

[0045] As shown in FIG. 4, process 400 may include
receiving first information associated with a set of security
rules (block 410). For example, network device 210 may
receive first information associated with a set of security
rules to be added to a network security policy. In some
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implementations, network device 210 may receive the first
information periodically, according to a schedule, based on
a user of client device 220 inputting the first information,
based on requesting the first information (e.g., from client
device 220), and/or the like.

[0046] Insome implementations, the first information may
include information related to application of a security rule,
such as information that identifies a source of traffic to which
the security rule is to apply (e.g., a user, an application, an
application category, a website, a geographic location, a
computer device, a source network address, etc.), informa-
tion that identifies a destination of traffic to which the
security rule is to apply (e.g., an application, an application
category, a website, a geographic location, a user, a server
device, a destination network address, etc.), a security action
that network device 210 is to perform when the security rule
applies to traffic (e.g., permit the traffic, deny the traffic, log
the traffic, reroute the traffic, quarantine the traffic, etc.),
and/or the like.

[0047] Insome implementations, the first information may
include several items of information regarding a security
rule, such as five or more items of information, ten or more
items of information, twenty or more items of information,
and/or the like. Thus, the first information may be much
more granular (and, thus, more focused) than using a source
and a destination alone. For example, the first information
may include information regarding a port associated with the
source or the destination, a channel used for communicating
traffic to and/or from the source or the destination, a protocol
used for communicating traffic to and/or from the source or
the destination, a flow associated with traffic to and/or from
the source or the destination, a data center associated with
the source or the destination, an edge device associated with
the source or the destination, a network device to which the
source or the destination communicates, an entity associated
with the source or the destination, and/or the like.

[0048] In some implementations, a security rule may
include a rule related to access to network 230, traffic that is
permitted via network 230, and/or the like. In some imple-
mentations, a security rule may be associated with a network
security policy. For example, a set of security rules may
form a network security policy. In some implementations, a
network security policy may include thousands, millions,
billions, trillions, etc. of security rules.

[0049] In some implementations, a network security
policy may have, or be associated with, an intent. For
example, a network security policy may have an intent to
permit all traffic associated with a source and/or destination,
to deny traffic associated with a source and/or destination, to
permit or deny traffic on a case-by-case basis, to permit a
portion of traffic and deny another portion of traffic associ-
ated with a source and/or destination, and/or the like. In
some implementations, an intent of a network security
policy may be based on a set of security rules included in the
network security policy. Additionally, or alternatively, an
intent of a network security policy may be independent of
the set of security rules included in the network security
policy (e.g., based on an absence of security rules from a
network security policy, information identifying a manner in
which a user experience is impacted by the network security
policy, input from a user of client device 220, documenta-
tion, information identifying an objective of a network
security policy, etc.).
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[0050] Insome implementations, network device 210 may
store a network security policy to be used with regard to
traffic exchanged via network device 210. In some imple-
mentations, traffic may refer to a set of packets. In some
implementations, a packet may refer to a communication
structure for communicating information, such as a protocol
data unit (PDU), a network packet, a datagram, a segment,
a message, a block, a cell, a frame, a subframe, a slot, a
symbol, a portion of any of the above, and/or another type
of formatted or unformatted unit of data capable of being
transmitted via network 230.

[0051] In this way, network device 210 may receive first
information associated with a set of security rules, thereby
permitting network device 210 to determine a manner in
which the set of security rules is to apply.

[0052] As further shown in FIG. 4, process 400 may
include determining a manner in which the set of security
rules is to apply using the first information (block 420). For
example, network device 210 may determine a manner in
which the set of security rules is to apply using the first
information (e.g., to permit network device 210 to determine
whether the set of security rules is related to a set of
previously defined security rules, whether the set of security
rules conflicts with an intent of a network security policy,
and/or the like, as described elsewhere herein).

[0053] Insome implementations, network device 210 may
determine the manner based on receiving the security rule,
based on receiving an indication to determine the manner
(e.g., from client device 220), after receiving first informa-
tion for a threshold quantity of security rules, and/or the like.
In some implementations, network device 210 may deter-
mine a manner based on input from a user of client device
220 (e.g., based on a selection from a set of predefined
manners).

[0054] In some implementations, network device 210 may
determine a manner using the first information associated
with a security rule (e.g., where the manner is indicated by
a security action, by information that identifies a source
and/or destination of traffic to which the security rule is to
apply, etc.). In some implementations, network device 210
may determine a manner in which a security rule is to apply
by parsing first information associated with the security rule.
For example, network device 210 may identify identifiers
included in the first information that identify a security
action network device 210 is to perform when the security
rule applies to traffic, a source of traffic to which a security
rule is to apply, a destination of traffic to which a security
rule is to apply, and/or the like.

[0055] Insome implementations, network device 210 may
determine a manner by using natural language processing,
text analysis, computational linguistics, and/or the like (e.g.,
to identify a term, a phrase, and/or the like that identifies a
manner in which the security rule is to apply). For example,
network device 210 may determine that a security rule is to
apply to employees, or a subset of employees, based on a
term and/or phrase included in the first information indicat-
ing that the security rule is to apply to employees or a subset
of employees.

[0056] Insome implementations, network device 210 may
determine a manner by using machine learning. For
example, network device 210 may determine a manner in
which a security rule is to apply based on determining that
the security rule is similar to a set of security rules on which
network device 210 was trained (e.g., where network device
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210 was trained on a data set that identifies various security
rules and corresponding manners in which the various
security rules are to apply).

[0057] In some implementations, when using machine
learning, network device 210 may train a model to determine
a manner in which a security rule is to apply. For example,
network device 210 may train a model to determine a
manner based on a destination of traffic to which a security
rule is to apply, a source of traffic to which a security rule is
to apply, a security action performed when a security rule
applies, and/or the like. In some implementations, a device
external to network device 210 may perform the machine
learning. For example, the external device may perform
machine learning for multiple network devices 210 and may
provide information related to a result of the machine
learning to the multiple network devices 210 to permit the
network devices 210 to determine a manner. In some imple-
mentations, the multiple network devices 210 may provide
information to the external device related to a result of
identifying a manner in which a security rule is to apply,
such as to improve the machine learning by the external
device.

[0058] In some implementations, use of machine learning
may permit network device 210 to identify information
related to a security rule that is indicative of a manner in
which a security rule is to apply. For example, network
device 210 may determine that information identifying a
source of traffic to which the security rule is to apply is more
indicative of a manner in which the security rule is to apply
than information identifying a destination of traffic to which
the security rule applies. This conserves processing
resources of network device 210 by permitting network
device 210 to quickly and efficiently determine a manner in
which a security rule is to apply. In some implementations,
network device 210 may weight different information
related to a security rule and may determine a manner in
which the security rule is to apply using a weighted score for
the security rule, an average of weights associated with
different information related to the security rule, and/or the
like.

[0059] In this way, network device 210 may determine a
manner in which the set of security rules is to apply using the
first information, so as to determine whether the set of
security rules is to be added to a network security policy as
a set of new security rules, as a set of exceptions to a set of
previously defined security rules and/or the network security
policy, and/or the like.

[0060] As further shown in FIG. 4, process 400 may
include determining whether the manner in which the set of
security rules is to apply and an intent of a network security
policy and/or a manner in which a set of previously defined
security rules is to apply match using the first information
and second information associated with the set of previously
defined security rules and/or the network security policy
(block 430). For example, network device 210 may deter-
mine whether the manner in which the set of security rules
is to apply and an intent of a network security policy match
using the first information and second information associ-
ated with the network security policy. Additionally, or Alter-
natively, and as another example, network device 210 may
determine whether the manner in which the set of security
rules is to apply and a manner in which a set of previously
defined security rules is to apply match using the first
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information and second information associated with the set
of previously defined security rules.

[0061] Insome implementations, network device 210 may
determine whether a manner associated with a set of security
rules and an intent of a network security policy and/or a
manner associated with a set of previously defined security
rules match to determine whether the set of security rules is
related to the set of previously defined security rules, con-
flicts with the network security policy, and/or the like. For
example, this may permit network device 210 to determine
whether a set of security rules is a set of new security rules
to be added to a network security policy, whether a set of
security rules is an exception to a set of previously defined
security rules, whether a set of previously defined security
rules is to be a set of exceptions to a set of security rules
received from client device 220, whether a set of security
rules is to be updated, whether a first set of security rules
contradicts a second set of security rules, whether a received
set of security rules does not need to be added to a network
security policy (e.g., based on the received set of security
rules not conflicting with an intent of a network security
policy), and/or the like.

[0062] In some implementations, a set of previously
defined security rules may form a network security policy
(e.g., stored by network device 210). In some implementa-
tions, the second information may include information simi-
lar to that described above with regard to the first informa-
tion. Additionally, or alternatively, the second information
may include information that identifies an intent of a net-
work security policy (e.g., information that identifies an
experience of a user that may be independent of security
rules included in the network security policy). In some
implementations, network device 210 may determine an
intent of a network security policy and/or a manner in which
a set of previously defined security rules is to apply in a
manner similar to that described above with regard to block
420.

[0063] Additionally, or alternatively, and with respect to
determining an intent of a network security policy, network
device 210 may determine an intent of a network security
policy by analyzing the network security policy. For
example, network device 210 may determine a manner in
which a user experience is affected by the network security
policy by analyzing security rules included in the network
security policy, identifying types of security rules that are
not included in the network security policy, and/or the like.
Continuing with the previous example, network device 210
may determine that an intent of a network security policy
includes permitting all employees to access social network-
ing sites (e.g., based on the network security policy includ-
ing a security rule that permits all employees to access social
networking sites, based on the network security policy
lacking a security rule that restricts access to social net-
working sites, based on input from client device 220 that
identifies that all employees are permitted to access social
networking sites, etc.).

[0064] In some implementations, when determining
whether a manner associated with the set of security rules
and an intent of a network security policy and/or a manner
associated with a set of previously defined security rules
match, network device 210 may determine whether the first
information and the second information, or portions thereof,
match. For example, network device 210 may determine
whether a set of security rules is associated with the same
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source, the same destination, etc. as a set of previously
defined security rules, is to permit or deny traffic in a manner
similar to the network security policy, and/or the like.
Continuing with the previous example, network device 210
may determine that a manner associated with a set of
security rules and an intent of a network security policy
and/or a manner associated with a set of previously defined
security rules match when the set of security rules and the set
of previously defined security rules apply to the same
source, the same destination, when a manner associated with
a set of security rules does not conflict with an intent
associated with a network security policy (e.g., does not
deny traffic that the network security policy permits), etc.

[0065] Additionally, or alternatively, network device 210
may perform a weighted match of information related to a
set of security rules and a network security policy and/or a
set of previously defined security rules (e.g., where infor-
mation identifying a source of traffic is weighted more than
information identifying a destination of traffic) and may
determine a match when information associated with a
threshold weight matches. Additionally, or alternatively,
network device 210 may determine a measure of similarity
for information related to the set of security rules and the
network security policy and/or the set of previously defined
security rules. For example, a measure of similarity may be
based on similar terms and/or phrases included in the
information, the set of security rules and the network secu-
rity policy and/or the set of previously defined security rules
applying to similar types of sources or destinations (e.g.,
applications, devices, geographic locations, etc.), and/or the
like. Additionally, or alternatively, network device 210 may
determine a score based on an amount of information that
matches between the set of security rules and the network
security policy and/or the set of previously defined security
rules and may determine a match when the score satisfies a
threshold.

[0066] Insome implementations, network device 210 may
determine that a manner associated with a set of security
rules and an intent of a network security policy and/or a
manner associated with a set of previously defined security
rules do not match when the first information and the second
information do not match. For example, network device 210
may determine that a manner associated with a set of
security rules and an intent of a network security policy
and/or a manner associated with a set of previously defined
security rules do not match when the set of security rules and
the network security policy and/or the set of previously
defined security rules apply to different sources of traffic,
different destinations of traffic, cause different security
actions to be implemented, when the set of security rules
conflicts with an intent of a network security policy (e.g., by
denying traffic that the network security policy is intended to
permit), and/or the like.

[0067] Insome implementations, network device 210 may
determine whether a set of security rules and a set of
previously defined security rules are related (e.g., where a
set of security rules may be a set of exceptions to a set of
previously defined security rules, or vice versa) and/or
whether the set of security rules conflicts with a network
security policy (e.g., where the set of security rules are to be
added to the network security policy as an exception to the
network security policy). For example, network device 210
may determine that a set of security rules and a set of
previously defined security rules are related when a thresh-
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old amount of the first information and the second informa-
tion match. Additionally, or alternatively, and as another
example, network device 210 may determine that a set of
security rules conflicts with a network security policy when
the set of security rules permits or denies traffic in a manner
different than the network security policy, modifies a user
experience associated with the network security policy,
and/or the like.

[0068] Insome implementations, network device 210 may
determine that a set of security rules and a set of previously
defined security rules are related and/or that a set of security
rules and a network security policy do not conflict when a set
of security rules and a set of previously defined security
rules and/or a network security policy apply to the same type
of destination of traffic, the same type of source of traffic, are
associated with a similar security action, would not modify
a user experience, and/or the like. For example, network
device 210 may determine that a set of security rules and a
set of previously defined security rules are related and/or
that a set of security rules and a network security policy do
not conflict when the set of security rules and the set of
previously defined security rules and/or the network security
policy apply to employees, even if those apply to different
employees, different types of employees, one applies to
employees generally and another applies to a subset of
employees, etc. (e.g., when the first information and the
second information partially match).

[0069] Additionally, or alternatively, and as another
example, network device 210 may determine that a set of
security rules and a set of previously defined security rules
are related and/or that a set of security rules and a network
security policy do not conflict when the set of security rules
and the set of previously defined security rules both apply to
traffic to/from applications, even if both apply to different
applications, different types of applications, one applies to
applications generally and the other applies to a subset of
applications, etc., and/or the like (e.g., when the first infor-
mation and the second information partially match). In this
way, network device 210 may determine that a set of
security rules and a set of previously defined security rules
are related and/or that a set of security rules and a network
security policy do not conflict when the first information and
the second information partially match. This improves an
accuracy of analyzing a set of security rules and a related set
of previously defined security rules and/or a network secu-

rity policy.

[0070] Insome implementations, network device 210 may
determine whether a set of security rules is to be added to a
network security policy as a set of new security rules (e.g.,
by determining whether to modify information associated
with a network security policy to include information iden-
tifying the set of security rules as a set of new security rules).
For example, network device 210 may determine that a set
of security rules is to be added to a network security policy
as a set of new security rules when network device 210
determines that a manner in which the set of security rules
is to apply does not match a manner in which a set of
previously defined security rules is to apply, that the set of
security rules is not related to a set of previously defined
security rules (e.g., when a threshold amount of the first
information and the second information do not match), that
the set of security rules conflicts with an intent of the
network security policy, and/or the like.
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[0071] Insome implementations, network device 210 may
determine whether a set of security rules is to be included in
a network security policy as a set of exceptions to a set of
previously defined security rules (e.g., may determine
whether to modify information related to the network secu-
rity policy such that the information identifies the set of
security rules as a set of exceptions to the set of previously
defined security rules) and/or as an exception to a network
security policy. For example, network device 210 may
determine that a set of security rules is to be included in a
network security policy as a set of exceptions to the set of
previously defined security rules when network device 210
determines that the set of security rules and the set of
previously defined security rules are related but that the set
of security rules applies to a subset of the traffic to which the
set of previously defined security rules applies.

[0072] Continuing with the previous example, network
device 210 may determine that a set of security rules is a set
of exceptions to a set of previously defined security rules
when the set of previously defined security rules applies to
traffic to/from a set of applications and the set of security
rules applies to traffic to/from a subset of applications.
Additionally, or alternatively, and as another example, net-
work device 210 may determine that a set of security rules
is to be added to a network security policy as an exception
to the network security policy based on determining that the
manner in which the set of security rules is to apply conflicts
with an intent of the network security policy. Conversely,
and as another example, network device 210 may determine
that the set of security rules is not to be added to the network
security policy when the set of security rules does not
conflict with an intent of a network security policy (e.g.,
would not modify a user experience defined by the network
security policy). In some implementations, network device
210 may determine that a set of previously defined security
rules is a set of exceptions to a set of received security rules
in a similar manner.

[0073] In this way, network device 210 may determine
whether the manner in which the set of security rules is to
apply and an intent of a network security policy and/or a
manner in which a set of previously defined security rules is
to apply match prior to performing an action related to the
network security policy, the set of security rules, and/or the
set of previously defined security rules.

[0074] As further shown in FIG. 4, process 400 may
include performing an action based on determining whether
the manner in which the set of security rules is to apply and
the intent of the network security policy and/or the manner
in which the set of previously defined security rules is to
apply match (block 440). For example, network device 210
may perform an action based on determining whether the
manner in which the set of security rules is to apply and the
intent of the network security policy and/or the manner in
which the set of previously defined security rules is to apply
match. In some implementations, network device 210 may
perform the action after determining whether the manner
associated with the set of security rules and the intent of the
network security policy and/or the manner associated with
the set of previously defined security rules match, based on
receiving an indication to perform the action (e.g., from
client device 220), and/or the like.

[0075] In some implementations, when performing the
action, network device 210 may include the set of security
rules in a network security policy with the set of previously
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defined security rules. For example, network device 210
may include the set of security rules in such a manner that
a relationship between the set of security rules and the set of
previously defined security rules can be determined (e.g., by
modifying information associated with the network security
policy to identify the relationship). Continuing with the
previous example, network device 210 may generate a rule
identifier and/or a sub-rule identifier like “1” for a previ-
ously defined security rule and “1.1” for a security rule being
added to the network security policy, where “1.1” indicates
that the security rule is related to (e.g., an exception of) the
previously defined security rule associated with the identifier
“

[0076] Additionally, or alternatively, when performing the
action, network device 210 may request confirmation to
include the set of security rules in a network security policy,
and/or the manner in which to include the set of security
rules, from a user of client device 220 (e.g., by providing
information for display via client device 220). Additionally,
or alternatively, when performing the action, network device
210 may use the set of security rules to filter traffic. For
example, network device 210 may use a network security
policy to which the set of security rules were added to filter
traffic (e.g., deny traffic, permit traffic, log traffic, reroute
traffic, quarantine traffic, etc.). Additionally, or alternatively,
when performing the action, network device 210 may gen-
erate a report related to the set of security rules, a determined
intent of a set of security rules, a manner in which the set of
security rules modifies an intent of a set of previously
defined security rules, and/or the like. Additionally, or
alternatively, when performing the action, network device
210 may provide a generated report for display (e.g., via
client device 220). Additionally, or alternatively, when per-
forming the action, network device 210 may configure one
or more other network devices, update a server, and/or the
like based on the set of security rules.

[0077] In this way, network device 210 may perform an
action based on determining whether the manner in which
the set of security rules is to apply and the intent of the
network security policy and/or the manner in which the set
of previously defined security rules is to apply match.
[0078] Although FIG. 4 shows example blocks of process
400, in some implementations, process 400 may include
additional blocks, fewer blocks, different blocks, or differ-
ently arranged blocks than those depicted in FIG. 4. Addi-
tionally, or alternatively, two or more of the blocks of
process 400 may be performed in parallel.

[0079] FIG. 5is a flow chart of an example process 500 for
an intent-based network security policy modification. In
some implementations, one or more process blocks of FIG.
5 may be performed by network device 210. In some
implementations, one or more process blocks of FIG. 5 may
be performed by another device or a group of devices
separate from or including network device 210, such as
client device 220. FIG. 5 shows an example process related
to receiving a modification to a set of security rules and
determining an additional set of security rules that may need
to be modified based on the modification to the set of
security rules.

[0080] As shown in FIG. 5, process 500 may include
receiving information indicating a modification to a set of
security rules included in a network security policy (block
510). For example, network device 210 may receive infor-
mation indicating a modification to a set of security rules
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included in a network security policy. In some implemen-
tations, network device 210 may receive the information
periodically, according to a schedule, based on input from a
user of client device 220, based on requesting the informa-
tion, and/or the like.

[0081] In some implementations, a modification may
include a modification to information associated with a set
of security rules such as to a manner in which a set of
security rules is to apply, to remove of a set of security rules
from a network security policy, to modify an intent of a
network security policy, and/or the like. For example, a
modification may include a modification to a destination
and/or a source to which a set of security rules applies, an
action to be performed when a set of security rules applies
to traffic, and/or the like. In some implementations, network
device 210 may receive modifications to thousands, mil-
lions, billions, etc. of security rules, thereby receiving an
indication to modify a set of security rules that cannot be
processed manually or objectively by a human actor.
[0082] In this way, network device 210 may receive infor-
mation indicating a modification to a set of security rules
included in a network security policy, prior to identifying a
set of corresponding security rules related to the set of
security rules being modified.

[0083] As further shown in FIG. 5, process 500 may
include identifying a set of corresponding security rules
related to the set of security rules being modified using the
information indicating the modification and/or other infor-
mation related to the set of corresponding security rules
and/or the set of security rules (block 520). For example,
network device 210 may identify a set of corresponding
security rules related to the set of security rules being
modified using the information identifying the modification
and/or other information related to the set of corresponding
security rules and/or the set of security rules (e.g., so that
network device 210 can modify the set of corresponding
security rules based on the modification to the set of security
rules). In some implementations, network device 210 may
identify thousands, millions, billions, etc. of security rules
that correspond to thousands, millions, billions, etc. of other
security rules. In this way, network device 210 may process
a quantity of security rules that cannot be processed manu-
ally or objectively by human actors.

[0084] Insome implementations, network device 210 may
identify a set of corresponding security rules using one or
more techniques. For example, network device 210 may
identify a set of corresponding security rules based on an
identifier that indicates a first security rule and a second
security rule are related (e.g., that indicates the first security
rule is an exception to the second security rule similar to the
identifiers “1” and “1.1” described above).

[0085] Insome implementations, network device 210 may
identify a set of corresponding security rules based on a
manner in which the set of corresponding security rules is to
apply and/or a manner in which a set of security rules is to
apply. For example, network device 210 may determine a
manner in which a set of security rules being modified is to
apply and may identify a set of corresponding security rules
where the manner in which the set of security rules being
modified is to apply and a manner in which another set of
security rules is to apply match. The various ways in which
network device 210 may determine whether a manner in
which a set of security rules is to apply matches a manner in
which another set of security rules is to apply are described
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in FIG. 4. In some implementations, network device 210
may determine a manner in which a set of security rules
and/or another set of security rules is to apply in a manner
similar to that described elsewhere herein.

[0086] Insome implementations, network device 210 may
identify a set of corresponding security rules based on input
from a user of client device 220 that identifies a set of
corresponding security rules. For example, when network
device 210 receives information identifying a modification
to a set of security rules, network device 210 may receive
information identifying a set of corresponding security rules
(e.g., a set of exceptions related to the set of security rules
being modified, a set of security rules to which the set of
security rules being modified is an exception, etc.).

[0087] Insome implementations, network device 210 may
provide information that identifies a set of security rules
and/or a set of corresponding security rules for display via
client device 220 (e.g., after network device 210 identifies
the set of corresponding security rules). For example, net-
work device 210 may provide information for display to
request confirmation from a user of client device 220 that
network device 210 accurately identified a set of corre-
sponding security rules. In some implementations, network
device 210 may store information related to a set of security
rules being modified and a set of corresponding security
rules that network device 210 identified, such as to improve
future identifications of a set of corresponding security rules
(e.g., by network device 210 and/or another network device
210).

[0088] In this way, network device 210 may identify a set
of corresponding security rules related to the set of security
rules being modified using the information identifying the
modification and/or other information related to the set of
corresponding security rules and/or the set of security rules,
to permit network device 210 to determine to modify the set
of security rules and/or the set of corresponding security
rules.

[0089] As further shown in FIG. 5, process 500 may
include determining to modify the set of security rules
and/or the set of corresponding security rules (block 530).
For example, network device 210 may determine to modify
the set of security rules and/or the set of corresponding
security rules (e.g., so that the set of corresponding security
rules and the set of security rules being modified are
consistent). In some implementations, network device 210
may determine to modify thousands, millions, billions, etc.
of security rules and/or corresponding security rules, thereby
determining to process a set of security rules and/or corre-
sponding security rules that cannot be processed manually or
objectively by a human actor.

[0090] Insome implementations, network device 210 may
determine to modify the set of security rules and/or the set
of corresponding security rules based on a manner in which
the set of corresponding security rules is to apply relative to
the modification. For example, network device 210 may
determine that a set of corresponding security rules is no
longer needed based on a modification to a set of security
rules. Continuing with the previously example, if a modifi-
cation changes a set of security rules from denying social
media traffic to permitting social media traffic, then network
device 210 may determine that a set of corresponding
security rules that permits social media traffic for a particular
employee is no longer needed (e.g., due to a manner in
which the set of security rules is to apply being changed
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from denying social media traffic to permitting social media
traffic). In this case, network device 210 may determine that
the set of corresponding security rules is to be modified or
removed from a network security policy.

[0091] Additionally, or alternatively, and as another
example, network device 210 may determine that a set of
corresponding security rules conflicts with a modification to
a set of security rules. Continuing with the previous
example, if a modification to a set of security rules permits
social media traffic for a particular employee, then network
device 210 may determine that a set of corresponding
security rules that denies social media traffic for the particu-
lar employee conflicts with the modification to the set of
security rules and is to be modified or removed from a
network security policy.

[0092] Insome implementations, network device 210 may
determine to modify a set of security rules and/or a set of
corresponding security rules based on a modification to a set
of security rules. For example, network device 210 may
determine to modify a set of corresponding security rules to
include the same modification as was made to a set of
security rules, may determine to modify a set of correspond-
ing security rules such that the set of corresponding security
rules no longer conflicts with the set of security rules after
the modification, and/or the like. In some implementations,
when modifying a set of security rules and/or a set of
corresponding security rules, network device 210 may
modify information included in a network security policy
(e.g., information in a data structure that stores information
related to a set of security rules that form the network
security policy), as described elsewhere herein.

[0093] Insome implementations, network device 210 may
determine to modify the set of security rules and/or the set
of corresponding security rules based on requesting and/or
receiving an indication from a user of client device 220 to
modify the set of security rules and/or the set of correspond-
ing security rules. For example, network device 210 may
request and/or receive an indication, from a user of client
device 220, related to which sets of security rules and/or sets
of corresponding security rules to modify. Additionally, or
alternatively, and as another example, network device 210
may provide information for display that indicates a modi-
fication to a set of security rules and/or a set of correspond-
ing security rules that are to be modified and may request
confirmation of the modification from a user of network
device 210.

[0094] Insome implementations, network device 210 may
determine to remove a set of security rules. For example,
network device 210 may determine to remove a set of
corresponding security rules if the set of corresponding
security rules is no longer needed and/or conflicts with a set
of modified security rules. This conservers memory
resources of network device 210 by reducing a quantity of
security rules that network device 210 stores. In addition,
this conserves processing resources of network device 210
by reducing a quantity of security rules that network device
210 has to process when using a network security policy to
process traffic.

[0095] In this way, network device 210 may determine to
modify the set of security rules and/or the set of correspond-
ing security rules, prior to performing an action related to the
set of security rules and/or the set of corresponding security
rules.
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[0096] As further shown in FIG. 5, process 500 may
include performing an action related to the set of security
rules and/or the set of corresponding security rules (block
540). For example, network device 210 may perform an
action related to the set of security rules and/or the set of
corresponding security rules. In some implementations, net-
work device 210 may perform an action related to thou-
sands, millions, billions, etc. of security rules and/or corre-
sponding security rules, thereby processing a set of security
rules that cannot be processed manually or objectively by a
human actor.

[0097] In some implementations, for example, network
device 210 may modify a set of security rules and/or a set of
corresponding security rules (e.g., a set of exceptions to a set
of security rules), such as by modifying information related
to the set of security rules and/or the set of corresponding
security rules. Additionally, or alternatively, and as another
example, network device 210 may generate a report indi-
cating a manner in which a set of security rules and/or a set
of corresponding security rules were modified. Additionally,
or alternatively, and as another example, network device 210
may provide the report for display via client device 220.
Additionally, or alternatively, and as another example, net-
work device 210 may store information related to a modi-
fication (e.g., to permit network device 210 to reverse a
modification, to recommend a modification to another set of
security rules and/or another set of corresponding security
rules, to permit another network device 210 to recommend
a modification to a set of security rules and/or a set of
corresponding security rules, etc.).

[0098] In this way, network device 210 may perform an
action related to the set of security rules and/or the set of
corresponding security rules.

[0099] Although FIG. 5 shows example blocks of process
500, in some implementations, process 500 may include
additional blocks, fewer blocks, different blocks, or differ-
ently arranged blocks than those depicted in FIG. 5. Addi-
tionally, or alternatively, two or more of the blocks of
process 500 may be performed in parallel.

[0100] FIG. 6 is a flow chart of an example process 600 for
intent-based network security policy modification. In some
implementations, one or more process blocks of FIG. 6 may
be performed by network device 210. In some implemen-
tations, one or more process blocks of FIG. 6 may be
performed by another device or a group of devices separate
from or including network device 210, such as client device
220. FIG. 6 shows an example process related to mapping
security rules of a network security policy (e.g., organizing
a network security policy such that security rules and
corresponding exceptions are mapped).

[0101] As shown in FIG. 6, process 600 may include
receiving an indication to map a set of security rules and a
set of corresponding security rules related to the set of
security rules (block 610). For example, network device 210
may receive an indication to map a set of security rules and
a set of corresponding security rules related to the set of
security rules. In some implementations, network device 210
may receive the indication periodically, according to a
schedule, based on input from a user of client device 220,
based on requesting input from a user of client device 220,
and/or the like.

[0102] In some implementations, the indication may
include an indication to map a set of security rules included
in a network security policy. For example, the indication
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may include an indication to map security rule exceptions to
corresponding security rules. In some implementations, net-
work device 210 may receive an indication to map thou-
sands, millions, billions, etc. of security rules. In this way,
network device 210 may receive an indication to map a set
of security rules that cannot be mapped manually or objec-
tively by a human actor.

[0103] In this way, network device 210 may receive an
indication to map a set of security rules and a set of
corresponding security rules related to the set of security
rules, prior to determining a manner in which the set of
security rules is to apply and a manner in which a set of
corresponding security rules is to apply.

[0104] As further shown in FIG. 6, process 600 may
include determining a manner in which the set of security
rules is to apply and/or a manner in which the set of
corresponding security rules is to apply using information
related to the set of security rules and/or the set of corre-
sponding security rules (block 620). For example, network
device 210 may determine a manner in which the set of
security rules is to apply and a manner in which the set of
corresponding security rules is to apply using information
related to the set of security rules and/or the set of corre-
sponding security rules. In some implementations, network
device 210 may determine a manner in which the set of
security rules is to apply and/or a manner in which the set of
corresponding security rules is to apply in a manner similar
to that described above with respect to FIG. 4. In some
implementations, network device 210 may determine a
manner in which a set of security rules is to apply and/or a
manner in which a set of corresponding security rules is to
apply to permit network device 210 to identify a set of
corresponding security rules that are related to a set of
security rules.

[0105] Insome implementations, network device 210 may
determine a manner associated with thousands, millions,
billions, etc. of security rules. In this way, network device
210 may determine a manner associated with a set of
security rules that cannot be processed manually or objec-
tively by a human actor.

[0106] In this way, network device 210 may determine a
manner in which the set of security rules is to apply and/or
a manner in which the set of corresponding security rules is
to apply using information related to the set of security rules
and/or the set of corresponding security rules.

[0107] As further shown in FIG. 6, process 600 may
include mapping the set of security rules and the set of
corresponding security rules based on the manner in which
the set of security rules is to apply and/or the manner in
which the set of corresponding security rules is to apply
(block 630). For example, network device 210 may map the
set of security rules and the set of corresponding security
rules based on the manner in which the set of security rules
is to apply and/or the manner in which the set of corre-
sponding security rules is to apply. In some implementa-
tions, network device 210 may map thousands, millions,
billions, etc. of security rules. In this way, network device
210 may map a set of security rules that cannot be mapped
manually or objectively by a human actor.

[0108] In some implementations, when mapping the set of
security rules and the set of corresponding security rules,
network device 210 may determine whether two or more
security rules are related. For example, network device 210
may determine that two or more security rules are related



US 2019/0007453 Al

based on the two or more security rules applying to the same
source of traffic, the same destination of traffic, based on a
security rule applying to a subset of traffic of another
security rule, and/or the like, as described elsewhere herein.
[0109] In some implementations, when mapping a set of
security rules and a set of corresponding security rules,
network device 210 may map related security rules. For
example, network device 210 may map a first security rule
and a second security rule when the first security rule and the
second security rule are related, such as when the first
security rule applies to a subset of the same traffic as the
second security rule (e.g., the first security rule may be an
exception to the second security rule).

[0110] In this way, network device 210 may map the set of
security rules and the set of corresponding security rules
based on the manner in which the set of security rules is to
apply and/or the manner in which the set of corresponding
security rules is to apply, prior to performing an action
related to the set of security rules and/or the set of corre-
sponding security rules.

[0111] As further shown in FIG. 6, process 600 may
include performing an action related to the set of security
rules and/or the set of corresponding security rules based on
mapping the set of security rules and the set of correspond-
ing security rules (block 640). For example, network device
210 may perform an action related to the set of security rules
and/or the set of corresponding security rules based on
mapping the set of security rules and the set of correspond-
ing security rules. In some implementations, network device
210 may perform an action related to thousands, millions,
billions, etc. of security rules and/or corresponding security
rules. In this way, network device 210 may perform an
action related to a set of security rules that cannot be
processed manually or objectively by a human actor.
[0112] In some implementations, for example, network
device 210 may modify a network security policy to include
information that identifies the set of security rules and/or the
set of corresponding security rules related to the set of
security rules. For example, network device 210 may modity
a network security policy to include information that iden-
tifies that a first security rule is an exception to a second
security rule (e.g., similar to the rule identifier and sub-rule
identifier described above).

[0113] Additionally, or alternatively, and as another
example, network device 210 may generate a report indi-
cating a mapping of a set of security rules and a set of
corresponding security rules. In this case, network device
210 may provide the report to client device 220 for display
via client device 220. Additionally, or alternatively, and as
another example, network device 210 may store information
related to mapping a set of security rules and/or a set of
corresponding security rules (e.g., to permit network device
210 to reverse a mapping, to improve future mappings, to
improve future mappings of another network device 210,
etc.).

[0114] In this way, network device 210 may perform an
action related to the set of security rules and/or the set of
corresponding security rules based on mapping the set of
security rules and the set of corresponding security rules.
[0115] Although FIG. 6 shows example blocks of process
600, in some implementations, process 600 may include
additional blocks, fewer blocks, different blocks, or differ-
ently arranged blocks than those depicted in FIG. 6. Addi-
tionally, or alternatively, two or more of the blocks of
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process 600 may be performed in parallel. In addition,
although described separately, FIGS. 4, 5, and 6 may be
performed concurrently, sequentially, at different times, at
the same time, in order, out of order, etc.

[0116] Some implementations, described herein, provide a
network device that is capable of determining an intent of
various security rules associated with a network security
policy and mapping the various security rules, such that
security rule exceptions are mapped to corresponding secu-
rity rules, a first security rule is mapped to a second security
rule that is related to the first security rule, and/or the like.
This facilitates improved management of the network secu-
rity policy via tracking of changes to an intent of the network
security policy, thereby improving security of a network
associated with the network security policy. In addition, this
conserves processing resources that would otherwise be
consumed due to reduced network security and/or use of a
network in an unintended manner. Further, this increases an
efficiency of analyzing a network security policy, such as to
determine a manner in which an intent of a network security
policy has changed, when a network is under attack (e.g., to
permit a network device or a network administrator to
quickly identify and modify a security rule during an attack),
and/or the like.

[0117] The foregoing disclosure provides illustration and
description, but is not intended to be exhaustive or to limit
the implementations to the precise form disclosed. Modifi-
cations and variations are possible in light of the above
disclosure or may be acquired from practice of the imple-
mentations.

[0118] As used herein, the term component is intended to
be broadly construed as hardware, firmware, and/or a com-
bination of hardware and software.

[0119] Some implementations are described herein in con-
nection with thresholds. As used herein, satisfying a thresh-
old may refer to a value being greater than the threshold,
more than the threshold, higher than the threshold, greater
than or equal to the threshold, less than the threshold, fewer
than the threshold, lower than the threshold, less than or
equal to the threshold, equal to the threshold, etc.

[0120] It will be apparent that systems and/or methods,
described herein, may be implemented in different forms of
hardware, firmware, or a combination of hardware and
software. The actual specialized control hardware or soft-
ware code used to implement these systems and/or methods
is not limiting of the implementations. Thus, the operation
and behavior of the systems and/or methods were described
herein without reference to specific software code—it being
understood that software and hardware can be designed to
implement the systems and/or methods based on the descrip-
tion herein.

[0121] Even though particular combinations of features
are recited in the claims and/or disclosed in the specification,
these combinations are not intended to limit the disclosure of
possible implementations. In fact, many of these features
may be combined in ways not specifically recited in the
claims and/or disclosed in the specification. Although each
dependent claim listed below may directly depend on only
one claim, the disclosure of possible implementations
includes each dependent claim in combination with every
other claim in the claim set.

[0122] No element, act, or instruction used herein should
be construed as critical or essential unless explicitly
described as such. Also, as used herein, the articles “a” and
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“an” are intended to include one or more items, and may be
used interchangeably with “one or more.” Furthermore, as
used herein, the term “set” is intended to include one or more
items (e.g., related items, unrelated items, a combination of
related and unrelated items, etc.), and may be used inter-
changeably with “one or more.” Where only one item is
intended, the term “one” or similar language is used. Also,
as used herein, the terms “has,” “have,” “having,” or the like
are intended to be open-ended terms. Further, the phrase
“based on” is intended to mean “based, at least in part, on”
unless explicitly stated otherwise.
What is claimed is:
1. A device, comprising:
one or more processors to:
receive first information associated with a set of secu-
rity rules,
the first information being received from another
device and to be used to modify a network security
policy,
the network security policy including a set of
previously defined security rules,
the network security policy having an intent that is
independent of the set of previously defined
security rules included in the network security
policy;
determine a manner in which the set of security rules is
to apply using the first information,
the manner in which the set of security rules is to
apply to be used to determine whether the set of
security rules conflicts with the intent of the
network security policy or is related to the set of
previously defined security rules;
determine whether the manner in which the set of
security rules is to apply and the intent of the
network security policy or a manner in which the set
of previously defined security rules is to apply match
using the first information and second information,
the second information being associated with the
network security policy, or
the second information being associated with the set
of previously defined security rules; and
perform an action based on determining whether the
manner in which the set of security rules is to apply
and the intent of the network security policy or the
manner in which the set of previously defined secu-
rity rules is to apply match,
the action relating to modifying the network security
policy based on the set of security rules.
2. The device of claim 1, where the one or more proces-
sors are further to:
receive third information that indicates a modification to
a subset of security rules included in the network
security policy;
identify a set of corresponding security rules related to the
subset of security rules using the first information, the
second information, or the third information,
the set of corresponding security rules including one or
more of the set of security rules or one or more of the
set of previously defined security rules; and
determine to modify the subset of security rules or the set
of corresponding security rules.
3. The device of claim 1, where the one or more proces-
sors are further to:
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map a subset of security rules and a set of corresponding
security rules included in the network security policy,
the set of corresponding security rules including one or
more of the set of security rules or the set of
previously defined security rules.

4. The device of claim 1, where the one or more proces-
sors, when determining the manner in which the set of
security rules is to apply, are to:

determine the manner in which the set of security rules is

to apply using input from a user of the other device.

5. The device of claim 1, where the one or more proces-
sors are further to:

determine whether a threshold amount of the first infor-

mation and the second information match; and

where the one or more processors, when determining

whether the manner in which the set of security rules is

to apply and the intent of the network security policy or

the manner in which the set of previously defined

security rules is to apply match, are to:

determine whether the manner in which the set of
security rules is to apply and the intent of the
network security policy or the manner in which the
set of previously defined security rules is to apply
match based on determining whether the threshold
amount of the first information and the second infor-
mation match.

6. The device of claim 1, where the one or more proces-
sors are further to:

determine whether the set of security rules and the set of

previously defined security rules are related or whether
the set of security rules conflicts with the network
security policy based on determining whether the man-
ner in which the set of security rules is to apply and the
intent of the network security policy or the manner in
which the set of previously defined security rules is to
apply match.

7. The device of claim 1, where the one or more proces-
sors, when performing the action, are to:

modify the network security policy to include information

identifying the set of security rules.

8. A non-transitory computer-readable medium storing
instructions, the instructions comprising:

one or more instructions that, when executed by one or

more processors, cause the one or more processors to:
receive first information associated with a set of secu-
rity rules,
the first information identifying:
traffic to which the set of security rules is to apply,
or
a set of security actions a device is to implement
when the set of security rules applies to traffic;
determine a manner in which the set of security rules is
to apply using the first information,
the manner in which the set of security rules is to
apply being determined using a technique to pro-
cess the first information;
determine whether the manner in which the set of
security rules is to apply and an intent of a network
security policy or a manner in which a set of previ-
ously defined security rules is to apply match to
determine whether the set of security rules conflicts
with the network security policy or whether the set of
security rules and the set of previously defined
security rules are related; and
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perform an action based on determining whether the
manner in which the set of security rules is to apply
and the intent of the network security policy or the
manner in which the set of previously defined secu-
rity rules is to apply match,
the action relating to modifying the network security
policy based on the set of security rules.

9. The non-transitory computer-readable medium of claim
8, where the one or more instructions, when executed by the
one or more processors, further cause the one or more
processors to:

analyze the first information to determine information that

identifies the manner in which the set of security rules
is to apply.

10. The non-transitory computer-readable medium of
claim 8, where the one or more instructions, when executed
by the one or more processors, further cause the one or more
processors to:

determine whether to modify information related to the

network security policy to include information identi-
fying the set of security rules as a set of new security
rules; and

where the one or more instructions, that cause the one or

more processors to perform the action, cause the one or

more processors to:

perform the action after determining whether to modity
the information related to the network security
policy.

11. The non-transitory computer-readable medium of
claim 8, where the one or more instructions, when executed
by the one or more processors, further cause the one or more
processors to:

receive second information that indicates a modification

to a subset of security rules included in the network
security policy; and

identify a set of corresponding security rules related to the

subset of security rules using the first information, the
second information, or third information associated
with the set of previously defined security rules.

12. The non-transitory computer-readable medium of
claim 8, where the one or more instructions, when executed
by the one or more processors, further cause the one or more
processors to:

receive an indication to map a subset of security rules and

a set of corresponding security rules; and

map the subset of security rules and the set of correspond-

ing security rules.

13. The non-transitory computer-readable medium of
claim 8, where the one or more instructions, when executed
by the one or more processors, further cause the one or more
processors to:

determine whether the set of security rules is to be
included in the network security policy as a set of
exceptions to the set of previously defined security
rules; and

where the one or more instructions, that cause the one or
more processors to perform the action, cause the one or
more processors to:
perform the action after determining whether the set of
security rules is to be included in the network
security policy as the set of exceptions.
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14. The non-transitory computer-readable medium of
claim 8, where the one or more instructions, that cause the
one or more processors to perform the action, cause the one
Or more processors to:

generate a report related to the set of security rules or the

set of previously defined security rules; and

provide the report to another device for display.
15. A method, comprising:

receiving, by a device, first information associated with a
set of security rules,

the first information permitting identification of:
traffic to which the set of security rules applies, or

a set of security actions the device is to perform with
respect to the traffic;

determining, by the device, a manner in which the set of
security rules is to apply using the first information;

determining, by the device, whether the manner in which
the set of security rules is to apply and an intent of a
network security policy or a manner in which a set of
previously defined security rules is to apply match,

the intent of the network security policy or the manner
in which the set of previously defined security rules
is to apply being determined using second informa-
tion associated with the set of previously defined
security rules or the network security policy,

the first information and the second information to be
compared to determine whether the manner in which
the set of security rules is to apply and the intent of
the network security policy or the manner in which
the set of previously defined security rules is to apply
match; and

performing, by the device, an action based on determining
whether the manner in which the set of security rules is
to apply and the intent of the network security policy or
the manner in which the set of previously defined
security rules is to apply match.

16. The method of claim 15, further comprising:

determining whether the set of security rules and the set
of previously defined security rules are related based on
determining whether the manner in which the set of
security rules is to apply and the manner in which the
set of previously defined security rules is to apply
match.

17. The method of claim 15, where determining the
manner in which the set of security rules is to apply
comprises:

determining the manner in which the set of security rules
is to apply using a natural language processing tech-
nique to identify a term or a phrase included in the first
information.

18. The method of claim 15, where performing the action
comprises:

modifying information related to the network security
policy to identify a relationship between the set of
security rules and the set of previously defined security
rules.

19. The method of claim 15, further comprising:

identifying a set of corresponding security rules related to
a subset of security rules using the first information or
the second information.
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20. The method of claim 15, further comprising:

mapping a subset of security rules and a set of corre-
sponding security rules to permit identification of a
relationship between the subset of security rules and the
set of corresponding security rules.
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