a9 United States

US 20050259655A1

a2 Patent Application Publication (o) Pub. No.: US 2005/0259655 Al

Cuervo et al. (43) Pub. Date: Nov. 24, 2005
(54) OPEN SERVICE DISCOVERY AND ROUTING (30) Foreign Application Priority Data
MECHANISM FOR CONFIGURING
CROSS-DOMAIN TELECOMMUNICATION May 20, 2004 (CA) ccovvrvevreverecrerrereccrsecrseenne 2,467,945

SERVICES

(75) Inventors: J. Fernando Cuervo, Ottawa (CA);
Pierrick Jacques Guingo, Ottawa
(CA); Arnoldus Joannes Jacobus
Jansen, Manotick (CA); Michel Sim,

Ottawa (CA)

Correspondence Address:
LAUBSCHER SEVERSON
1160 SPA RD

SUITE 2B

ANNAPOLIS, MD 21403 (US)

(73) Assignee: Alcatel, Paris (FR)

Publication Classification

(51) Int. CL7 oo HO4L 12/28
(52) US.ClL oo 370/392
(7) ABSTRACT

Apparatus and method are provided for distributing service
domain reachability information across domain boundaries,
thereby allowing domain management systems to determine
routing for cross-domain services even when the domains
have different technologies or administrators. A Service
Domain Manager within each domain advertises to neigh-
bouring domains which services it supports. A domain
which receives such advertisements forwards the advertise-
ment on to other domains. Each SDM builds a routing
information table which specifies the service, the domain,
the next hop, and optionally user defined metrics. The
routing information table does not include end-point

(21) Appl. No.: 10/903,436 addresses, in order to keep the size of the table manageable.
In this way, the NMS of each domain obtains an end-to-end
(22) Filed: Jul. 30, 2004 view of service routes.
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OPEN SERVICE DISCOVERY AND ROUTING
MECHANISM FOR CONFIGURING
CROSS-DOMAIN TELECOMMUNICATION
SERVICES

CROSS-REFERENCE TO OTHER
APPLICATIONS

[0001] This application claims priority from Canadian
Patent Application 2,467,945, entitled “Open Service Dis-
covery and Routing Mechanism for Configuring Cross-
Domain Telecommunication Services” and filed on May 20,
2004.

FIELD OF THE INVENTION

[0002] The invention relates to routing within telecommu-
nication networks, and more particularly to exchange of
reachability information in multi-domain networks.

BACKGROUND OF THE INVENTION

[0003] Configuration and operation of cross-domain ser-
vices is a major issue for network and network-service
providers. As service providers establish peering and whole-
sale relationships with multiple service provider partners,
they find themselves in a complex situation in which ser-
vices must be deployed across a constellation of different
and non-integrated vendor, service, and technology-specific
management systems. The problem of cross-domain service
management, whether it means coordinating management
operations across internal administrations, technologies,
vendors, or with management systems of external providers
is mainly caused by the ineffectual methods for exchanging
network-service information between disparate domain
management systems.

[0004] At the same time, the mix of technologies in
telecommunications networks offers multiple implementa-
tion options for connecting end-users to the network and
providing transport of service traffic. It becomes almost
impossible for end-users and service providers to make
effective implementation choices. For example, based on
congestion, availability, or cost, an enterprise may decide to
send data via a secure private tunnel over the Internet, or
choose a managed IP VPN service from one or more
Network Service Providers offering the same service with
guaranteed Service Level Agreements (for example, Quality
of Service, availability) and differentiated pricing. Similarly,
a Network Access Provider might choose to establish mul-
tiple peering arrangements with Internet Service Providers
to offer Internet Access Services to its access customers. In
this environment, one needs to have adequate information to
make an informed decision. However, a predetermined way
to implement a service across the various network and
network management domain administrations is not viable.

[0005] Currently, methods for integrating management
systems are either based on deploying manual and static
workflow procedures or building a costly, highly integrated
and service-specific umbrella management system. The
manual solution requires that the workflow procedures be
coordinated across various vendor-specific domain manag-
ers using various Graphical User Interfaces. Service opera-
tors must manually exchange peering information and inter-
connection agreements about their respective networks as
each domain manager is restricted to viewing and managing
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only the resources under its direct supervision. The inte-
grated solution requires that the umbrella management sys-
tem interfaces with all the involved domain management
systems. However, integration of domain managers into an
OSS system can lead to scalability problems, since a very
large set of detailed management information from all
domain managers must be maintained within a single sys-
tem, while resources are micro-managed at the lowest level.
An integrated solution may also be relatively inflexible,
having limited adaptability to changes. An integrated solu-
tion also requires each service provider to give up some
control over resources in its domain, which service provid-
ers may be reluctant to do as it would require exposing
information to other domains.

[0006] Within the network layer, network elements have
for many years adopted a distributed and collaborative
inter-working approach based on the capability of exchang-
ing reachability information on a peer-to-peer basis using
dedicated advertisement mechanisms for specific services.
The best example of such mechanisms is the Border Gate-
way Protocol 4 (BGPv4) that has proven to be very useful
in large scale networks, namely the Internet. Nevertheless,
some scalability and security problems have been identified
with respect to BGPv4. Furthermore BGPv4, as a means to
exchange reachability information, is technology specific in
that it refers to addresses that are specific to a transport or
networking technology. As a result, no end-to-end mecha-
nism exists to support service routing convergence across
those different networks.

[0007] A distributed mechanism for exchanging service
reachability information across domains of different tech-
nologies or administrations would permit routing of cross-
domain services, without requiring a costly and inflexible
umbrella management system.

SUMMARY OF THE INVENTION

[0008] In accordance with one aspect of the invention, a
method is provided for distributing service domain reach-
ability information across domain boundaries in a commu-
nication network, the domains differing in at least one of
administrator, technology, and vendor. An advertisement
identifying a service supported within a domain is transmit-
ted to at least one peer domain. Receipt of advertisements
from peer domains is monitored. Upon receipt of an adver-
tisement from a peer domain the advertisement is propa-
gated to other peer domains and the routing information
table is updated by adding an identification of the service, an
identification of an originating domain of the advertisement,
and an identification of the peer domain. At least one metric
associated with the service, the originating domain, and the
peer domain may be computed and added to the routing
information table.

[0009] The methods may be stored as instructions on a
computer-readable medium, to be executed by a computer
processor. Apparatus is also provided for implementing the
methods of the invention, such as a network element.

[0010] The method and apparatus of the present invention
allow reachability information to be exchanged across
domains. The mechanism of the invention can support any
types of services, is designed to handle multi-domain net-
works including networks consisting of multiple service
providers, and is technology-agnostic, allowing services to
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be implemented in diverse networks providing diverse net-
work technologies. In contrast to BGPv4, which focuses on
host reachability (or Service Access Point reachability in the
language used herein), the invention focuses on domain
reachability. The objective is for a user or software to be able
to ascertain that a domain can reach another domain using a
particular network service. Together with the distribution of
the load of advertising, learning and updating system infor-
mation across domain managers in a peer-to-peer manner,
scalability problems are significantly reduced or eliminated
since the system scales in relationship to the number of
domains and not to the number of reachable destinations.
Bottlenecks and single points of failure are avoided by using
the peer-to-peer model. New services can be defined and
advertised to peer domains, and new metrics can be defined
and used in computing routes. New services can also be
dynamically introduced without disruption to existing ser-
vices. Control over each domain is maintained by each
domain manager and information exchange between peer
domains is minimal, thus alleviating issues of trust and
privacy restrictions among different administrations.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The features and advantages of the invention will
become more apparent from the following detailed descrip-
tion of the preferred embodiment(s) with reference to the
attached figures, wherein:

[0012] FIG. 1is a diagram of an example domain in which
the invention is implemented according to one embodiment
of the invention;

[0013] FIG. 2 is a diagram of an example multi-domain
network according to one embodiment of the invention;

[0014] FIG. 3 is a diagram of an example service imple-
mented across the multi-domain network of FIG. 2; and

[0015] FIG. 4 is an example table of reachability infor-
mation maintained by Domain C of FIG. 3.

[0016] 1t will be noted that in the attached figures, like
features bear similar labels.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

[0017] Referring to FIG. 1, an example of a telecommu-
nication domain is shown. The domain includes a first
border gateway 10, a second border gateway 12, and a
plurality of interior network elements 14. Collectively, the
first border gateway 10, the second border gateway 12, and
the plurality of interior network elements 14 are referred to
as network elements 18 of the domain. The network ele-
ments of the domain are variously interconnected by com-
munication links 16. The domain shown in FIG. 1 is for
example purposes only. More generally, the domain includes
a plurality of network elements, at least two of which are
border gateways. The border gateways provide communi-
cation access to devices outside the domain, such as border
gateways of other domains or end user devices.

[0018] The domain also includes a management layer 20.
The management layer 20 comprises a plurality of compo-
nents, including a Service Domain Manager (SDM). The
SDM is preferably in the form of software instructions
located on one or more of the network elements of the
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domain, in particular on the border gateways as it is the
border gateways which communicate directly with other
domains according to the invention. Alternatively, the SDM
may be located on separate workstations communicating
with the network elements.

[0019] Referring to FIG. 2, an example multi-domain
network is shown. The multi-domain network includes a first
domain A, a second domain B, and a third domain C. Each
of these domains is similar in concept to the example domain
described above with reference to FIG. 1, each domain
having a plurality of internal network elements (not shown
in FIG. 2), border gateways, and a management layer. The
first domain A has a set of network elements 30, including
a first border gateway BG-Al and second border gateway
BG-A2, and a management layer M-A. The second domain
B has a set of network elements 32, including a first border
gateway BG-B1 and second border gateway BG-B2, and a
management layer M-B. The third domain C has a set of
network elements 34, including a first border gateway BG-
C1 and second border gateway BG-C2, and a management
layer M-C. The domains A, B, and C are distinct in at least
one of technology employed and administration. For
example, domain A may be an ATM-based network offering
Ethernet transport services over ATM circuits, domain B
may be a SONET-based network offering Ethernet transport
services using SONET frame encapsulation, and domain C
may be a SONET-based network offering the same type of
Ethernet transport services but under a different administra-
tive control than that of domain B, and perhaps implemented
using equipment from a different vendor as that of domain

[0020] The management layers in each of the domains
communicate with each other over management layer com-
munication channels 40. The management layer communi-
cation channels may be in-path or out-of-path.

[0021] An adjacency ADJ-AB exists between the second
border gateway BG-A2 of the first domain A and the first
border gateway BG-B1 of the second domain B. An adja-
cency ADJ-BC exists between the second border gateway
BG-B2 of the second domain B and the first border gateway
BG-C1 of the third domain C. Each adjacency is defined as
the physical connection between the respective border gate-
ways, a set of services supported across the physical con-
nection, and policies associated with each of the services
within the set of supported services. The physical connection
may be of any type, such as an Ethernet link connection. The
policies form part of an adjacency service contract, which is
established by the operators when establishing the physical
connection. Examples of information that may be included
within the policies are allowed service profiles, bandwidth
allocation policies, label allocation policies, resource allo-
cation policies, and actions to be taken when competition for
resources Occurs.

[0022] The multi-domain network described with refer-
ence to FIG. 2 is for example purposes only. More generally,
there are a plurality of domains, each distinct in its combi-
nation of administration, network service, and implementa-
tion technology, within the multi-domain network. Each
domain has a management layer which communicates with
the management layer of the other domains via management
layer communication channels. Each domain has border
gateways, and adjacencies exist between border gateways of
neighbouring domains.
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[0023] Referring to FIG. 3, an example point-to-point
service is shown across the multi-domain network described
with reference to FIG. 2. A first end user 50 communicates
with the first border gateway BG-Al of the first domain A
through a first Service Access Point (SAP) 52. A second end
user 60 communicates with the second border gateway
BG-C2 of the third domain C through a second SAP 62. The
service is carried over an end-to-end link (which may be
connection-oriented or connectionless) from the first end
user 50, through the first SAP 52, through the network
elements 30 of the first domain A, over the adjacency
ADJ-AB between the first domain A and the second domain
B, through the network elements 32 of the second domain B,
over the adjacency ADJ-BC between the second domain B
and the third domain C, through the network elements 34 of
the third domain C, and through the second SAP 62 to the
second end user 60.

[0024] Each SDM contains decision logic and a protocol
engine that builds service domain reachability by producing
and consuming advertisements of the capabilities of a
domain to reach other domains using service segments of a
particular type, thereby enabling cross-domain service rout-
ing. For scalability reasons, the SDMs only provide domain
service reachability information, that is, information indi-
cating whether an end-point can be reached using a particu-
lar service through a given domain as opposed to end-point
address reachability. The SDMs are also truly open as a
policy-based decision process, and provide extensibility in
the use and diffusion of third party metrics, another differ-
ence with respect to BGP.

[0025] For each service supported by an SDM in a
domain, the SDM advertises the service over adjacencies
through which it can support the service. Therefore neigh-
bouring domains (or more precisely, the SDMs of the
neighbouring domains) are made aware that the service is
supported by the domain. The advertisements are transitive,
in that a domain which receives an advertisement passes that
advertisement on to its own neighbouring domains (unless
an administrative policy within the domain forbids passing
on of the advertisement). For example, if service S is one of
the services that can be supported by adjacency ADJ-AB of
FIG. 2, the SDM of domain A advertises across adjacency
ADJ-AB that it can offer service S. The SDM of domain B
forwards the advertisement across adjacency ADJ-BC to
domain C. The SDMs do not advertise the technology of the
originating domain, but only the service offered by the
domain.

[0026] The SDMs advertise only domain reachability, and
not end-point reachability. Reachability of individual users
may be handled by a separate, federated naming service.
This arrangement avoids the routing table explosion that is
a well known BGP problem and permits the separation of
user access policies from the policies for inter-domain
routing. The latter enables operators to change their user
access policies without requiring route re-computation. This
separation also avoids dependencies between routing poli-
cies and the aggregation of end-point addresses into pre-
fixes. Each domain is therefore concerned with two fully
separate tasks: identifying the domain that hosts an end-
point, through use of a separate generalized naming service;
and finding a path of domains that can reach the domain that
hosts the end-point using a specified service.
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[0027] As each domain receives an advertisement, the
SDM of the domain updates a routing information table to
include an identification of the domain that originated the
advertisement, an identification of the service, the domain
from which the advertisement was directly received, and
zero or more metrics that may be useful to a Routing Service
process in selecting a route. The routing information table
may also include an identification of the service and the
adjacency service over which the advertisement was
received, although alternatively a separate routing informa-
tion table may be maintained for each service and the
adjacency service leading to the domain from which the
advertisement was received may be stored in a separate set
of tables. In this way, the SDM of each domain builds a
routing information table having entries correlating, at least,
services, end point domains for the service, next hops to
reach the domains offering the services, identifications of
border gateways within the domain to which services are to
be routed internally, and optionally metrics. The routing
information table does not identify end points, so as to
prevent the very large routing tables that can occur with
more traditional route discovery protocols such as BGP. The
granularity of the routing information table is therefore at
the domain level, and not at the end point level. Once all
advertisement exchanges have occurred, the NMS of each
domain has a full view of the end-to-end connectivity that is
possible for a particular service, by means of the routing
information table maintained by the respective SDM. Refer-
ring to FIG. 4, an example routing information table main-
tained by Domain C of FIG. 3 is shown. The routing
information table 70 includes a service field 72 identifying
the service (unless a separate routing information table is
maintained for each service), a domain to reach field 74
identifying a domain of interest, a next-hop domain field 76
identifying a domain which provides the next hop towards
the domain of interest, an optional metrics field 78 which
may include one or more metrics, and an adjacency service
field 80 which identifies the adjacency service through
which the next-hop domain is reached (although the adja-
cency services and the next-hop domains may alternatively
be associated using a separate table). When the SDM of
domain C (or of any domain) receives an advertisement, it
adds an entry to the routing information table 70 (unless the
advertisement is a redundant advertisement) and populates
the domain to reach field 74 with an identification of the
domain that originated the advertisement and populates the
next-hop domain field 76 with an identification of the
neighbouring domain from which the advertisement was
received. In the example routing information table 70, a first
entry 82 indicates that the service S is supported by the
domain A, which can be reached through domain B over
adjacency service ADJ-BC. A second entry 84 indicates that
the service S is supported by the domain B, which can be
reached through domain B over adjacency ADJ-BC.

[0028] An example adjacency service table 90 is also
shown in FIG. 4. The adjacency service table 90 may be
linked to through the adjacency service field 80 of the
routing information table 70, or may be accessed separately.
The adjacency service table 90 is populated when the
adjacency services are established by the operator of the
domain. The adjacency service table 90 includes an adja-
cency service field 92 identifying the adjacency service, a
transport service field 94 identifying the type of transport
service, a network service field 96 identifying the type of
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service, a local interface field 98 identifying the physical
interface through which the adjacency service is linked to
the domain, and a remote domain field 100 identifying the
neighbouring domain to which the adjacency service pro-
vides access.

[0029] Using an inter-domain protocol, peer domains
therefore advertise support for new services within their
domain to other domains. If a peer domain which receives
this advertisement also supports this service, a peering
session is established between the domains. Separate peer-
ing sessions are created for each service supported by the
domains. Services are thereby treated independently from
each other. The peering sessions run over management
adjacency channels created at the boundaries between the
peer domains as part of the collaboration agreement between
the domains. Adjacency channels may be in-path or out-of-
path, a key difference with BGP since BGP only allows
inter-domain in-path peering sessions. Therefore, the live-
ness of the peer session of the present invention can be
separated from the liveness of the border gateways that
provide the cross-domain service transport. This separation
provides for added flexibility to adapt to different manage-
ment requirements and modes of operation, at each adja-
cency point in an overall end-to-end path. For instance, the
normal termination of a peering session may be mutually
agreed to signify correct operation and validity of adver-
tisements as long as the transport adjacency operates nor-
mally, or until a new peer session is established that may
modify the existing advertisements.

[0030] When service domain reachability information is
received from a peer domain, the service domain reachabil-
ity information is propagated onto other peer domains which
support the service. Metrics may be attached to advertise-
ments to qualify service routes, thereby allowing each
domain management system to determine the best route to
any destination domain using the criteria particular to the
domain management system. Each domain may use metrics
or operational policies that are not propagated through the
advertisements but that have local significance, and may be
provided by other applications or third parties. The service
routing information can be dynamically updated throughout
the multi-domain network, based on availability of those
services and/or the resources to carry out those services
within each domain. Each domain management system
retains control over its own domain.

[0031] The mechanism for exchanging reachability infor-
mation may be implemented in an architecture for managing
cross-domain services, such as that taught by Canadian
Patent Application 2,467,939, entitled “Architecture for
Configuration and Management of Cross-Domain Network
Services”, filed on May 20, 2004 and assigned to the same
assignee as that of the present invention.

[0032] The embodiments presented are exemplary only
and persons skilled in the art would appreciate that varia-
tions to the embodiments described above may be made
without departing from the spirit of the invention. The scope
of the invention is solely defined by the appended claims.

I/We claim:

1. A method of distributing service domain reachability
information across domain boundaries in a communication
network, the domains differing in at least one of adminis-
trator, technology, and vendor, the method comprising:
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transmitting an advertisement identifying a service sup-
ported within a domain to at least one peer domain;

monitoring for receipt of advertisements from peer
domains; and

upon receipt of an advertisement from a peer domain:

adding to a routing information table an identification of
the service, an identification of an originating domain
of the advertisement, and an identification of the peer
domain; and

propagating the advertisement to other peer domains.

2. The method of claim 1 further comprising, upon receipt
of an advertisement, adding to the routing information table
at least one metric to be associated with the service, with the
originating domain, and with the peer domain.

3. The method of claim 1 wherein transmitting an adver-
tisement comprises transmitting the advertisement over an
out-of-path channel.

4. A network element within a first domain of a network,
the network including at least one other domain differing
from the first domain in at least one of administrator,
technology, and vendor, at least one of the other domain
being a peer domain of the first domain, the network element
comprising:

a routing information table; and
a service domain manager, comprising:

means for transmitting to at least one peer domain an
advertisement identifying a service supported within
the first domain and identifying the first domain;

means for monitoring for receipt of received advertise-
ments from the at least one peer domain;

means for, upon receipt of a received advertisement,
adding to the routing information table an identification
of the service specified by the received advertisement,
an identification of an originating domain specified by
the received advertisement, and an identification of the
peer domain from which the received advertisement
was received; and

means for, upon receipt of a received advertisement,
propagating the received advertisement to other peer
domains.

5. The network element of claim 4 further comprising:

means for, upon receipt of a received advertisement,
computing at least one new metric value associated
with the service specified by the received advertise-
ment, the originating domain specified by the received
advertisement, and the peer domain specified by the
received advertisement; and

means for associating within the routing information table

the at least one metric value.

6. The network element of claim 5 wherein the means for
propagating the received advertisement comprise means for
propagating the at least one metric value along with the
advertisement.

7. The network element of claim 4 wherein the means for
transmitting an advertisement comprise transmitting the
advertisement over an out-of-path channel.

8. A computer-readable medium storing instructions for
use in a network element within a first domain of a network,
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5
the network including at least one other domain differing instructions for, upon receipt of a received advertisement,
from the first domain in at least one of administrator, adding to the routing information table an identification
technology, and vendor, at least one of the other domain of the service specified by the received advertisement,
being a peer domain of the first domain, the instructions an identification of an originating domain specified by
comprising: the received advertisement, and an identification of the

. . S L . eer domain from which the received advertisement
instructions for maintaining a routing information table; P .
was received; and
instructions for transmitting to at least one peer domain an
advertisement identifying a service supported within

the first domain and identifying the first domain;

instructions for, upon receipt of a received advertisement,
propagating the received advertisement to other peer
domains.

instructions for monitoring for receipt of received adver-
tisements from the at least one peer domain; L



