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A SYSTEM AND METHOD FOR ESTABLISHING MUTUAL REMOTE ATTESTATION
IN INTERNET PROTOCOL SECURITY (IPSEC) BASED VIRTUAL PRIVATE
~ NETWORK (VPN)

FIELD OF INVENTION

The present invention relates to a system and method for establishing mutual remote

attestation in Internet Protocol security (IPSec) based virtual private network (VPN).
BACKGROUND ART

Secure communication between computer systems is typically established using secure
channel technologies such as Secure Socket layer (SSL) or IPSec. While these
protocols ensure secure transmission of data and authenticity of the communication at
each gateway, they do not provide any guarantee on the integrity of the involved
endpoints. It is highly desirable to ensure trustworthiness of the involved remote party,

i.e., to have assurance that the remote system adapt to a defined policy.

Secure remote assessment of a remote system's state is called remote attestation. It
involves. a mutually trusted attestor to assure that the possibly compromised system

cannot lie about its current state. The attestor vouches for the correctness of the

_.attestation data transmitted in one or more attestation reports. The Trusted Computing

Group (TCG) has introduced Trusted computing Infrastructure to solve this issue into the
mainstream computer industry. Trusted Platform Module (TPM) is a security module
which has been designed to securely store and report a record of system events as well

as the key component in the remote attestation realization.

Attestation is closely related to authentication. In the network environment, anonymous
authentication access could facilitate the security mechanism. Trusted Computing
Platform (TCP) provides a mechanism that supports the attestation by its Platform
Configuration Registers (PCR) which has bécome the integrity measurement of a
platform. This PCR values are meant to be protected during the attestation transaction.

Normally, we have to setup configuration before any communication establish. The

configuration means any authorization mechanism such as username and password at
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host. Since everyone can use the host, so they can trace the username and password,
hence change the configuration without notice by the owner of the host. Due to that,
hosts still lack the capability to remotely verify the hardware, operating system, or other
software running. This leads to host vulnerabilities in operating system. So, trusted
platform module (TPM) by using attestation approach, attempts to solve this deficiency
using secure hardware and public-private key-pair as well as module responsible in

verifying the trustworthiness of the system.

IPSec is a protocol suite for securing Internet Protocol (IP) communications by
authenticating and encrypting each IP packet of a communication session. IPsec is an
end-to-end security scheme operating in the Internet Layer of the Internet Protocol Suite.
IPsec is more secure as it protects application traffic across IP network. However, the
issue of embedded attestation for verification and validation is not being addressed in
IPSec protocol family under network layer in Open System Interconnection (OSI) stack.

The present invention proposes an extension to the IPSec key exchange protocol by
establishing properties-based attestation using key management service. An embedded
attestation extension is provided in VPN communication such as IPSec protocol by
establishing mutual properties based attestation using key management service
(KeyMS) measurement value as properties. The present invention protects integrity
between network encryptor of sender-receiver/gateway to gateway platform machine by
measuring properties which bundles with IPSec based VPN network.

The value of Internet key Exchange (IKE) management service of the present invention
is base on security policy database which was initiated and agreed by each endpoint.
Then, it computes as integrity measurement value and store in Platform Configuration
Register (PCR) at TPM. Before the Internet Key Exchange (IKE) session establish,
remote attestation process (which generate TPM key/certificate, compute and compare
the integrity measurement based on extended PCR) is running to check the accuracy of
the attestation data of both involved parties. IPSec establishes connection with remote

host when each host trusts each other.

During communication, the Encapsulation Security Protocol (ESP) auth field in ESP

header and Authentication Header (AH) field in AH header are construct by signing with
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TPM certificate. During data transfer, the desired fields are validated with any
mechanism such as Privacy CA or DAA. The approach of the present invention resides
in layer 3, the network layer of the OSI stack.

The subject matter claimed herein is not limited to embodiments that solve any
disadvantagesvor that operate only in environments such as those described above.
Rather, this background is only provided to illustrate one exemplary technology area
where some embodiments described herein may be practice.
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SUMMARY OF INVENTION

The present invention provides a system for establishing mutual remote attestation in
IPSec based VPN. The system comprising at least one sender and receiver platform;

IPsec components extension; a plurality of properties of remote attestation modules

(600); at least one signer mechanism (602); and at least one TPM (604).

IPSec components extension of the VPN  establishes mutual remote attestation by
obtaining at least one key management service (KeyMS) measurement value to
configure each KeyMS in VPN; establishing attestation in KeyMS session; signing
Encapsulation Security Protocol (ESP) Authentication header (AH) packet with TPM
certificate; appending signature to ESP and/or AH payload; and validating attestation
data between gateways through trusted third party. The plurality of properties of remote
attestation modules (600) establishes mutual remote attestation by initiating properties
remote attestation to generate integrity measurement based on at least security policy
database from KeyMS; generating trusted platform module (TPM) key based
endorsement and platform certificate; computing integrity measurement of remote host
by sending data to any signer for validation; and comparing integrity measurement
between source and destination with any signing mechanism component during KeyMS
negotiation process. The at least one signer mechanism (602) establishes mutual
remote attestation by signing attestation data; and validating attestation data between

respective gateways using trusted third party.

Another aspect of the present invention provides a method (100) for establishing mutual
remote attestation in IPSec based VPN. The method comprising steps of obtaining at
least one key management service (KeyMS) measurement value to configure each
KeyMS in VPN (102); establishing attestation in KeyMS session (104); signing
Encapsulation Security Protocol (ESP) Authentication header (AH) packet with TPM
certificate (106); and appending signature to ESP and/or AH payload (108). The method
of appending signature to ESP and/or AH payload further comprises validating

attestation data between gateways through trusted third party (110).

A further aspect of the present invention is a method for obtaining at least one key
management service (KeyMS) measurement value to configure each KeyMS in VPN.

The said method further comprising generating core policy based on VPN tunnel
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configurations agreed by each gateway (202); generating core properties based
attestation value based on said core policy (204); storing said core properties into PCR
entend (204); encrypting core policy with any key (206); and storing encrypted core

policy at secure storage by each gateway (206).

Another aspect of the present invention is a method for establishing attestation in
KeyMS session. The said method further comprising initiating properties remote
attestation to generate integrity measurement based on at least security policy database
from KeyMS (302); generating trusted platform module (TPM) key based endorsement
and platform certificate (304); computing integrity measurement of remote host by
sending data to any signer for validation (306); and comparing integrity measurement
between source and destination with any signing mechanism component during KeyMS

negotiation process (308).

A further aspect of the present invention is a method for comparing integrity
measurement between source and destination with any signing mechanism component
during KeyMS negotiation process. The said method further comprising generating
properties-based attestation hash value based on core policy if validation is valid (310);
generating trusted platform module (TPM) key based endorsement and platform
certificate (31 2); computing integrity measurement of remote gateway by sending data to
any signer for validation (314); sending response to remote gateway if verification and
validation are valid (316); sending final status to host gateway after verification (318);
and establishing secure communication between gateways by signing IPSec based VPN

through TPM cert (320).

A further aspect of the present invention is signing Encapsulation Security Protocol
(ESP) Authentication header (AH) packet with TPM certificate. The said method further
comprising verifying expiry of TPM certificate based on scheduler timestamp (402);
maintaining establishment of attestation in KeyMS session if TPM certificate is expired
(404); getting encrypted TPM from secure storage if TPM certificate is valid (406);
signing IPSec data which consist of AH header and ESP header with TPM certificate
(408); sending modified IPSec data and PCR hash value to remote gateway (410);
verifying modified IPSec data and PCR hash value with signer at remote gateway (412);

sending modified IPSec data to respond to host gateway while iterating step 402, 404
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and 406 (414); verifying modified IPSec data and hash value with signer by host
gateway (416); and accepting IPSec data from remote gateway if verification is valid
(420).

The present invention consists of features and a combination of parts hereinafter fully
described and illustrated in the accompanying drawings, it being understood that various
changes in the details may be made without departing from the scope of the invention or

sacrificing any of the advantages of the present invention.
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BRIEF DESCRIPTION OF ACCOMPANYING DRAWINGS

To further clarify various aspects of some embodiments of the present invention, a more
particular description of the invention will be rendered by references to specific
embodiments thereof, which are illustrated in the appended drawings. It is appreciated
that these drawings depict only typical embodiments of the invention and are therefore
not to be considered limiting of its scope. The invention will be described and explained

with additional specificity and detail through the accompanying drawings in which:

FIG. 1is a flowchart illustrating a method for establishing mutual remote attestation in

IPSec based VPN.

FIG. 2 is a flowchart illustrating a method for obtaining at least one key management

service (KeyMS) measurement value to configure each KeyMS in VPN.
FIG. 3 is a flowchart illustrating a method for establishing attestation in KeyMS session.

FIG. 4 is a flowchart illustrating a method for signing Encapsulation Security Protocol

(ESP) Authentication header (AH) packet with TPM certificate.

FIG. 5 illustrates the present invention which resides in the network layer (layer 3) of the

OSI Stack.

FIG. 6 illustrates attestation service module in IPSec based VPN attestation service

module in IPSec based VPN.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention provides a system and method for establishing mutual remote
attestation in Internet Protocol Security (IPSec) based virtual private network (VPN).
Hereinafter, this specification will describe the present invention according to the
preferred embodiments. It is to be understood that limiting the description to the
preferred embodiments of the invention is merely to facilitate discussion of the present

invention and it is envisioned without departing from the scope of the appended claims.

Reference is first being made to FIG. 1, FIG. 5 and FIG. 6 respectively. FIG. 1 is a
flowchart illustrating a method for establishing mutual remote attestation in IPSec based
VPN while FIG. 5 illustrates the present invention which resides in the network layer
(layer 3) of the open systems interconnection (OSI) Stack and FIG. 6 illustrates
attestation service module in IPSec based VPN attestation service module in IPSec
based VPN. As illustrated in FIG. 5, the present invention proposes an extension to the
IPSec key exchange protocol by establishing properties-based attestation using key
management service which resides in layer 3 (network layer ) of the OSI stack. The
system of the present invention comprising at least one sender and receiver platform;
IPsec components extension; a plurality of properties of remote attestation modules
(600); at least one signer mechanism (602); and at least one trusted platform module

(TPM) (604).

The system and method for establishing mutual remote attestation through IPSec
components extension of the VPN in IPSec based VPN begins by obtaining at least one
key management service (KeyMS) measurement value to configure each KeyMS in VPN
(102). Thereafter, attestation is established in KeyMS session (104). Encapsulation
Security Protocol (ESP) Authentication header (AH) packet is signed with TPM
certificate (106) and signature is appended to ESP and/or AH payload (108). Thereafter,

attestation data is validated between gateways through trusted third party (110).

Reference is now being made to FIG. 2. FIG. 2 is a flowchart illustrating a method for
obtaining at least one key management service (KeyMS) measurement value to
configure each KeyMS in VPN. The process starts by generating core policy based on

VPN tunnel configurations using key management service (KeyMS) (202). The said core
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policy is generated based on system environment and requirement of each platform,
hence it is agreed by each platform. After generating core policy, core properties based
attestation value is automatically generated based on the core poI'icy and store the hash
value into platform configuration register (PCR) extend at trusted platform module
(TPM)/virtual trusted platform module (vVTPM) (204). The core policy must be encrypted
by each host with any generated key either using TPM/NTPM. Thereafter, the encrypted
core policy is stored at secure storage at each gateway or specifically stores it only at

third party signer (206).

Reference is now being made to FIG. 3. FIG. 3 is a flowchart illustrating a method for
establishing attestation in KeyMS session. A plurality of properties of remote attestation
modules establish. mutual remote attestation by initiating properties remote attestation to
generate integrity measurement based on at least security policy database from KeyMS
(302). Hash property value is based on core’ policy and needs to be verified with any
signer which compares it with the core properties hash value. If the verification is valid,
gateway receives TPM certificate while IKE launches negotiation by sending request of

gateway network ID (NelD), nonce and the properties hash values.

Thereafter, trusted platform module (TPM) key based endorsement and platform
certificate is generated (304) in which all data is encrypted with TPM certificate before
sending to other gateway (i.e. Gateway B). Integrity measurement of remote host is
computed by sending data to any signer for validation (306) wherein Gateway B sends
data to any signer for validation purposes. The signer consist of trusted third party or
TPMNVTPM itself and comparing integrity measurement between source and destination
with any signing mechanism component during KeyMS negotiation process (308). ‘At
least one signer mechanism establishes mutual remote attestation by signing attestation

data and validating attestation data between respective gateways using trusted third

party.

Gateway B generates its own properties-based attestation hash value based on core
policy if validation is valid (310). Thereafter, trusted platform module (TPM) key based
endorsement and platform certificate is generated (312) in which all data is encrypted
with TPM certificate before sending to other gateway (i.e. Gateway A). Gateway A

computes integrity measurement of remote gateway by sending data to any signer for
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validation (314). If verification and validation are valid, then Gateway A sends response
to remote gateway (i.e. Gateway B). Final status is sent to host gateway (i.e. Gateway A)
after verification (318) and secure communication is establish between gateways by

signing IPSec based VPN through TPM cert (320).

Reference is now being made to FIG. 4. FIG. 4 is a flowchart illustrating a method for
signing Encapsulation Security Protocol (ESP) Authentication header (AH) packet with
TPM certificate. The validation and verification process through IPSec communication
channel is illustrated in FIG. 4. Expiry of TPM certificate is verified based on scheduler
timestamp at Gateway A (402). If TPM certificate is expired, the establishment of

attestation in KeyMS session (320-320) continues.

Else, the process continues by getting encrypted TPM from secure storage if TPM
certificate is valid (406). Thereafter, it will be signed with IPSec data which consist of AH
header and ESP header with TPM certificate (408). The modified IPSec data and PCR
hash value is sent to the remote gateway (i.e. Gateway B) (410). Modified IPSec data
and PCR hash value is verified with signer at remote gateway (i.e. Gateway B) (412). If
the verification is valid, repeat process (402, 404 and 406) and send modified IPSec

data to respond to host gateway (414).

At Gateway A, signer verifies modified IPSec data and hash value (416) and if the
verification is not valid, fail status will be sent. If the verification is valid, Gateway A

accepts IPSec data from remote gateway (i.e. Gateway B)(420).

After establishing the attestation process, IKE service A or IKE service B can send data
to each other. IPsec communication starts using TPM key in its ESP header and AH
header. IKE service A or IKE service B verifies the TPM cert each time data arrives. The

finger print of payload is signed with TPM key to generate signature as shown below:

[ sign(hash(payload), TPM, ) |

For deployment, the Integrity Check Value in Authentication header and Encapsulation
Security Protocol support multiple of 32 bits. Alternatively, translator is used to
encapsulate IPSec with attestation within normal packet and de-capsulate to obtain

IPSec with attestation packet.
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The system and method of the present invention proposes an extension to the IPSec
key exchange protocol by establishing properties-based attestation using key
management service. An embedded attestation extension is provided in VPN
communication such as IPSec protocol by establishing mutual properties based
attestation using key management service (KeyMS) measurement value as properties.
The present invention protects integrity between network encryptor of sender-
receiver/gateway to gateway platform machine by measuring properties which bundles

with IPSec based VPN network.

The present invention may be embodied in other specific forms without departing from
its essential characteristics. The described embodiments are to be considered in all
respects only as illustrative and not restrictive. The scope of the invention is, therefore
indicated by the appended claims rather than by the foregoing description. All changes,.
which come within the meaning and range of equivalency of the claims, are to be

embraced within their scope.
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CLAIMS

1. A method (100) for establishing mutual remote attestation in IPSec based VPN,
the method comprising steps of:

obtaining at least one key management service (KeyMS) measurement
value to configure each KeyMS in VPN (102);
establishing attestation in KeyMS session (104);
signing Encapsulation Security Protocol (ESP) Authentication header
(AH) packet with TPM certificate (106); and
appending signature to ESP and/or AH payload (108)
characterized in that
appending signature to ESP and/or AH payload further comprises
validating attestation data between gateways through trusted third party

(110).

2. A method according to claim 1, wherein obtaining at least one key management
service (KeyMS) measurement value to configure each KeyMS in VPN’ further
comprising:

generating core policy based on VPN tunnel configurations agreed by
each gateway (202);

generating core properties based attestation value based on said core
policy (204);

storing said core properties into PCR extend (204);

encrypting core policy with any key (206); and

storing encrypted core policy at secure storage by each gateway (206).

3. A method according to claim 1, wherein establishing attestation in KeyMS
session further comprising:
initiating properties remote attestation to generate integrity measurement
based on at least security policy database from KeyMS (302);
generating trusted platform module (TPM) key based endorsement and
platform certificate (304);
computing integrity measurement of remote host by sending data to any

signer for validation (306); and
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comparing integrity measurement between  source and destination with
any signing mechanism component during KeyMS negotiation process

(308).

4. A method according to claim 3 wherein comparing integrity measurement
between source and destination with any signing mechanism component during
KeyMS negotiation process further comprising:

generating properties-based attestation hash value based on core policy
if validation is valid (310);

generating trusted platform module (TPM) key based endorsement and
platform certificate (312);

computing integrity measurement of remote gateway by sending data to
any signer for validation (314);

sending response to remote gateway if verification and validation are
valid (316);

sending final status to host gateway after verification (318); and
establishing secure communication between gateways by signing IPSec

based VPN through TPM cert (320).

5. A method according to claim 1, wherein signing Encapsulation Security Protocol
(ESP) Authentication header (AH) packet with TPM certificate further comprising:

verifying expiry of TPM certificate based on scheduler timestamp- (402);
maintaining establishment of attestation in KeyMS session if TPM
certificate is expired- (404);
getting encrypted TPM from secure storage if TPM certificate is valid
(406);
signing IPSec data which consist of AH header and ESP header with
TPM certificate (408);

sending modified IPSec data and PCR hash value to remote gateway
N

(410); f

verifying modified IPSec data and PCR hash value with signer at remote
gateway (412);
sending modified IPSec data to respond to host gateway while iterating

step 402, 404 and 406 (414);
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verifying modified IPSec data and hash value with signer by host

gateway (416); and

accepting IPSec data from remote gateway if verification is valid (420).

6. A method according to claim 1, wherein KeyMS configuration consist of security

policy for IPSec tunnel.

7. A system for establishing mutual remote attestation in IPSec based VPN, the
system comprising:
at least one sender and receiver platform;
IPsec components extension;
a plurality of properties of remote attestation modules (600);
at least one signer mechanism (602); and

at least one TPM (604).

8. A system according to claim 6, wherein IPSec components extension of the VPN
establish mutual remote attestation by:

obtaining at least one key management service (KeyMS) measurement
value to configure each KeyMS in VPN;
establishing attestation in KeyMS session;
signing Encapsulation Security Protocol (ESP) Authentication header
(AH) packet with TPM certificate;
appending signature to ESP and/or AH payload; and

validating attestation data between gateways through trusted third party.

9. A system according to claim 6, wherein a plurality of properties of remote
attestation modules (600) establish mutual remote attestation by:
initiating properties remote attestation to generate integrity measurement
based on at least security policy database from KeyMS;
generating trusted platform module (TPM) key based endorsement and
platform certificate;
computing integrity measurement of remote host by sending data to any

signer for validation; and
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comparing integrity measurement between source and destination with

any signing mechanism component during KeyMS negotiation process.

10. A system according to claim 6, wherein at least one signer mechanism (602)
establish mutual remote attestation by:
signing attestation data; and
validating attestation data between respective gateways using trusted

third party.
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