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Password generation device and password verification device

@O®

A password generation device (100) is provided. The password generation device comprises an input unit (110)
arranged to receive from a user device

- a computer address (310, URL1) for accessing a computer resource,

- a user identifier (320) indicating a user of the user device, and

- a user password (330), and

- a password unit (140) arranged to

- determine a first combined identifier (340) from a base address system-identifier, a user system-identifier, and the

user password. Moreover, the password generation device may be configured for password verification and/or
validation.

Deze publicatie komt overeen met de oorspronkelijk ingediende stukken.
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1
PASSWORD GENERATION DEVICE AND PASSWORD VERIFICATION DEVICE

FIELD OF THE INVENTION
The invention relates to a password generation device, password generation

method and a computer program.

BACKGROUND

Computer users have to remember a lot of passwords to gain access to various
computer resources. Even information or news websites, increasingly promote that users
register for an ‘account’” with which to gain access to services such as personalized news, etc.
At the same time, many applications that were previously running locally are being replaced by
online versions, e.g., word processing, file storage, and the like.

To deal with the proliferation of passwords, users have adopted various coping
strategies. For example, some users simply use the same password for all their online
accounts. This method has the advantage of placing only a small burden on the memory of the
user, and probably does not require him to locally store his password. On the other hand, this
method has the disadvantage that, once his password is compromised, all his online accounts
are in danger. Compromising the password, does not even have to be caused by an error of the
user, but may be due to, e.g., a hacked website on which he has an account.

Another approach is to use a password manager. A password manager is a
computer application that helps a user to manage his set of passwords. Typically, it stores
passwords, e.g., locally or in the cloud, and encrypts them with a master password. The
application signs in to online accounts and synchronizes passwords across multiple browsers
and devices.

In practice there are still various disadvantages with such password managers. For
example, a compromised website still means that many passwords are compromised. Although,
a password manager makes it easier to use different passwords, there is no guarantee that a
password is locally unique, let alone that passwords are globally unique. Furthermore, a hack of
the password manager implies that all local passwords are compromised. There is no way to
quickly invalidate all these passwords.

Passwords not only cause problems for users but also for computer resources, e.g.
the web sites, themselves. In particular, a web site cannot judge the quality of a password. For
example, a web site cannot determine if a password has been used for a different web site as

well.

SUMMARY OF THE INVENTION
A password generation device is provided, addressing some of the concerns

mentioned herein. The password generation device comprises
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2
- an input unit arranged to receive from a user device
- a computer address for accessing a computer resource,
- a user identifier indicating a user of the user device, and
- a user password,

- a computer address unit arranged to map the computer address to a base
address, so that multiple computer addresses are mapped to the same base address,

- an identifier manager arranged to

- determine if the base address is registered with the identifier manager,
and

- if not: assign a unique base address system-identifier to the base address, and
store the base address together with the base address system-identifier,

- if so: obtain the base address system-identifier,

- determine if the user identifier is registered with the identifier manager,
and

- if not: assign a unique user system-identifier to the user identifier, and store the
user identifier together with the user system-identifier,

- if so: obtain the user system-identifier, and

- apassword unit arranged to

- determine a first combined identifier from the base address system-
identifier, the user system-identifier, and the user password.

The password generated by the password generation device may be the first
combined identifier or derived therefrom, e.g., through the computation of a second combined
identifier. Passwords generated by the password generation device have a number of
advantages as indicated herein. For example, by changing the system-identifiers whole classes
of passwords may be invalidated.

Advantageously, the password generation system can be extended by determining
a second combined identifier, which also allows individual invalidation. If needed, a password
constraint imposed by a website, may be satisfied by deriving a final password from the second
combined identifier and/or the first combined identifier that satisfies the password constraint.

Furthermore, by having a central system for generating passwords global security
improvements may be obtained. For example, in an embodiment, the password generation
device comprises a verification unit arranged to determine if a password received by a website
was generated by the password generation system, and in particular if it was generated for that
website.

The password generation is an electronic device, for example, a computer such as
a server, or the like.

A method according to the invention may be implemented on a computer as a
computer implemented method, or in dedicated hardware, or in a combination of both.
Executable code for a method according to the invention may be stored on a computer program
product. Examples of computer program products include memory devices, optical storage

devices, integrated circuits, servers, online software, etc. Preferably, the computer program
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product comprises non-transitory program code stored on a computer readable medium for
performing a method according to the invention when said program product is executed on a
computer.
In a preferred embodiment, the computer program comprises computer program
code adapted to perform all the steps of a method according to the invention when the computer
program is run on a computer. Preferably, the computer program is embodied on a computer

readable medium.

BRIEF DESCRIPTION OF THE DRAWINGS
Further details, aspects, and embodiments of the invention will be described, by way of

example only, with reference to the drawings. Elements in the figures are illustrated for
simplicity and clarity and have not necessarily been drawn to scale. In the Figures, elements
which correspond to elements already described may have the same reference numerals. In the
drawings,

Figure 1a schematically shows an example of an embodiment of a password
generation device,

Figure 1b schematically shows an example of an embodiment of a password unit,

Figure 2 schematically shows an example of deriving a final password,

Figure 3 schematically shows an example of an embodiment of a password
generation device,

Figure 4 schematically shows an example of an embodiment of a password
generation method,

Figure 5a schematically shows a computer readable medium having a writable part
comprising a computer program according to an embodiment,

Figure 5b schematically shows a representation of a processor system according to

an embodiment.
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List of Reference Numerals, in figures 1a-3:

100,101

110
120
130
132
140
142
144
146
148
150
160
170
200
210
250
260
310
312
315
320
325
330
340
345
350
355

a password generation device
an input unit

a computer address unit

an identifier manager

a database

a password unit

a first combined identifier unit

a second combined identifier unit
a password correction unit

a password constraint unit

a login provider unit

a verification unit

a ticket unit

a user device

a web browser

a first login provider

a second login provider

a computer address

a base address

a base address system-identifier
a user identifier

a unique user system-identifier
a user password,

a first combined identifier

a first combined system-identifier
a second combined identifier

a final password
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

While this invention is susceptible of embodiment in many different forms, there are
shown in the drawings and will herein be described in detail one or more specific embodiments,
with the understanding that the present disclosure is to be considered as exemplary of the
principles of the invention and not intended to limit the invention to the specific embodiments
shown and described.

In the following, for the sake of understanding, elements of embodiments are
described in operation. However, it will be apparent that the respective elements are arranged
to perform the functions being described as performed by them.

Figure 1a schematically shows an example of an embodiment of a password
generation device 100. The description below makes further reference to figure 2 which
illustrates a possible relationship between some of the data items employed in an embodiment
of a password generation device.

Password generation device 100 may be used with a user device 200. Password
generation device 100 is arranged to generate a password that may be used to access a
computer resource. Password generation device 100 offers many advantageous in this respect.
For example, password generation device 100 generates stronger passwords than unassisted
users typically do, thus reducing the probability that a user’s password is guessed by an
attacker. Moreover, all passwords for a particular user or for a particular website may be quickly
disabled. Thus, if a user or website is compromised, any passwords that the attacker may have
obtained may be easily disabled. Interestingly, this functionality may be implemented without
storing the passwords themselves.

Password generation device 100 comprises an input unit 110 arranged to receive a
computer address 310 from user device 200, a user identifier 320 indicating a user of the user
device, and a user password 330. Generally, the user password is a hash of an original user
password to avoid transmission of the original user password. The latter is however not
necessary, for example, if the transmission between the user device and the password
generation device is secure.

For example, input unit 110 may receive the information over a computer network,
e.g., the Internet, a LAN, WAN, etc. The computer network may be wholly or partially wired or
wireless, etc.

In an embodiment, user device 200 is a computer running a web browser 210.
Computer address 310 may be a URL (Uniform Resource Locator), e.g., a first url URL1.
Computer address 310 may be used to access a login-page of a web-page. For example, URL1
may be: https://myaccount.nytimes.com/auth/login.

In an embodiment, web browser 210 is arranged to obtain the user password, user
identifier, and computer address of the web page, e.g., a web page on which a password field is
detected. Web browser 210 is arranged to send user password 330, user identifier 320, and
computer address 310 to password generation device 100, e.g., over the computer network. For
example, the above functionality may be implemented in the web browser in the form of a so-

called plug-in. Web browser 210 may use any additional desired communication means, e.g.,
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the https protocol for further protection of the communication between web browser 210 and
password generation device 100.

In an embodiment, it is avoided that an original user password obtained and/or
stored at user device 200, e.g., by web browser 210 is sent in plain to password generation
device 100. For example, web browser 210 may receive the user password directly from the
user, e.g., by typing the password, but instead web browser 210 may receive an original user
password, and apply a hash function to the original password to obtain the user password. Hash
functions are preferably one-way hash functions, in particular, cryptographic hash functions.
Examples of cryptographic hash functions include the suite SHA-2. A hash output may be
truncated if desired, e.g., to 64 bits or more, etc. Browser 210 is arranged to send the user
password, computer address and user identifier to password generation device 100, but not the
original password.

In an embodiment, user device 200, e.g., web browser 210, receives a final
password from the password generation device. User device 200 may then use the final
password to access the computer resource. For example, web browser 210 may enter the final
password in the password field. User device 200, e.g., browser 210 then sends the password to
the computer resource to gain access. Communication of passwords may be encrypted, e.g.,
using https. Below an embodiment is given in which the password does not pass through user
device 200, but is directly communicated between password generation device 100, and the
computer resource, e.g., using tickets.

It is not necessary that password generation device 100 is an external computer
connected with user device 200 through a computer network. For example, password
generation device 100 may be comprised in user device 200. The computer resource may be a
resource accessible by user device 200 over the computer network, for example, a web service,
e.g., a banking service, an online editor, a news service, a social networking site, and the like.
The computer resource may also be a resource accessible locally on user device 200; for
example, a computer application protected by a password. To explain the invention, we will
assume below that password generation device 100 is a device external to user device 200,
with the proviso that this is not necessary.

In an embodiment, user device 200 has access to multiple computer resources,
e.g., multiple websites, or multiple local applications, or a combination thereof. A different
resource with a different computer address, e.g., a different URL, typically causes password
generation device 100 to compute a different password.

In an embodiment, the user identifier may identify the user and/or user device 200
to password generation device 100. For example, the user identifier may be unique for all users
of password generation device 100. Alternatively, the user identifier may be a user identifier
used to identify the user to the computer resource. In this case, password generation device
100 may be arranged to ensure that the combination of base address and user identifier is

unique, e.g., unique for password generation device 100.
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7

Below we will assume that the same user will use the same user identifier, or a
limited number of user identifiers, to access a larger number of computer resources. Password
generation device 100 may be arranged to identify the user based on the user identifier.

In an embodiment, password generation device 100 stores a list of user identifiers
320 of registered users. Password generation device 100 may also store a list of device
identifiers of the devices of registered users. For example, lists may be stored, e.g., in a
computer file, database, in the cloud etc. Input unit 110 may be arranged to receive a user
device identifier, in addition to the user identifier. User device 200 may be arranged to refuse to
generate a password if the received user device identifier is not registered or is blocked.
Likewise, user device 200 may be arranged to refuse to generate a password if the received
user identifier is not registered or is blocked. For example, user device 200 may store a white
list, with accepted user and/or device identifiers. For example, user device 200 may store a
black list, with blocked user and/or device identifiers. A combination of white and black lists is
also possible. For example, a MAC address, or IP address of user device 200 may be used as
user device identifier.

In an embodiment, the user password comprises attributes associated with the user
or user device, e.g., a biometric identifier obtained from a biometric sensor. For example, user
device 200 may comprise a biometric sensor arranged to produce a reproducible identifier.
Biometric sensors include fingerprint sensors, and facial biometric sensors, e.g., arranged to
map a fingerprint or face to an identifier. Attributes associated with a user device may, e.g.,
include a device profile, device serial numbers, and the like. Attributes associated with a user
may include a password, biometric identification, two-factor authentication, and the like.

Password generation device 100 further comprises a computer address unit 120
arranged to map the computer address to a base address 312, so that multiple computer
addresses are mapped to the same base address. It may happen that the same computer
resource is accessible under different computer addresses. For example, if a first computer
address (URL1) is https://myaccount.nytimes.com/auth/login, a second computer address
(URL2) is https://nytimes.com/auth/login, a third computer address (URL3) is
https://nytimes.com/login, then all three computer addresses give access to the same computer
resource, e.g., a website; in this case a login page to access a news website. Although the two
computer addresses are different, they accept the same login credentials. Computer address
unit 120 maps different computer addresses to a common base address so that the same
password will be generated for both computer addresses. In an embodiment, computer address
unit 120 is arranged to select one or more elements from the computer address as the base
address. For example, computer address unit 120 may select the domain name of a URL as the
base address. In the example above, computer address unit 120 may be arranged to take
nytimes.com as the base address.

On the other hand, in an embodiment, computer address unit 120 may be arranged
to remove one or more elements from the computer address to obtain the base address. For
example, computer base address unit 120 may remove selected part of the computer address

to obtain the base address. For example, computer address unit may remove a protocol
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indicator (e.g., https in the above example), and/or remove common parts, such as www, etc.
For example, with the latter method one may arrange that, URL1 and URL2 still point to the

same base address, e.g., nytimes.com/auth/login, but URL3 does not.

Password generation device 100 further comprises an identifier manager 130.
Identifier manager 130 is arranged to map various data items to system identifiers. For example,
a data item can be registered with identifier manager 130 to obtain a system identifier. If the
data item has not been registered before a new system identifier is assigned. If the data item
has been registered before, a new system identifier is retrieved. System identifiers are
preferably unique, e.g., unique within the data items of a particular type registered within the
system, or unique within all identifiers assigned by identifier manager 130. This may be
achieved by using a serial number, a timestamp, possibly modified by a collision resistant
function, e.g., encrypted or hashed, etc. A stricter requirement is that system-identifiers are
globally unique. The latter may be achieved by assigning a random number of sufficient length;
for example, a random number of 80 bits, 128 bits, etc. A sufficient length may be calculated by
estimating the maximum number of system identifiers used worldwide within the lifetime of the
system. It is expected that random system identifiers will be sufficient to be globally unique. For
example, system identifiers may be so-called ‘globally unique identifiers’, also known as GUIDs.
A random number generator may be comprised in password generation system 100.

In an embodiment, identifier manager 130 is used to obtain a system identifier for
the base address and for the user identifier:

For example, identifier manager 130 is arranged to determine if the base address is
registered with the identifier manager, and

- if not: assign a unique base address system-identifier 315 to the base address,
and store the base address together with the base address system-identifier,

- if so: obtain the base address system-identifier 315,

For example, identifier manager 130 is arranged to determine if the received user
identifier is registered with the identifier manager, and

- if not: assign a unique user system-identifier 325 to the user identifier, and store
the user identifier together with the user system-identifier,

- if so: obtain the user system-identifier 325.

Password generation device 100 comprises a password unit 140. Password unit
140 is arranged to compute the password. Password unit 140 is arranged to determine a first
combined identifier 340 from the base address system-identifier, the user system-identifier, and
the received user password. For example, password unit 140 may be arranged with a first
combined identifier function, which password unit 140 applies to the base address system-
identifier, the user system-identifier, and the user password. The function is preferably both
collision resistant and one-way. For example, the function may comprise a cryptographic hash
function. A final password may be computed directly from the first combined identifier 340, e.g.,

by a password constraint unit 148 (further explained below). First combined identifier 340 may
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also be used as a password directly. Note that generally numbers may be expressed as a bit
string, character strings etc., as desired. Password constraint may include limits on the number
of characters, the number of letters, the number of digits, the number of punctuation marks, etc.

Because the password is made up of several elements, the individual elements
need not be as strong. For example, one may generate a secure password while the user needs
only to remember a relatively easy password. Moreover, he may even reuse this password for
all computer resources, e.g., for all his accounts. Guessing a password is hard for an attacker
as he does not have access to the system-identifiers.

Deriving a final password from the first combined identifier 340, e.g., as disclosed
above or via a second combined identifier, as shown below, has a number of advantages. All
passwords for a particular computer resource, e.g., for a particular website, e.g., for
nytimes.com may be reset together by changing the base address system-identifier. Likewise,
all password of a particular user may be reset together by changing the user system-identifier.
In an embodiment, the identifier manager is arranged to change the base address system-
identifier, thus renewing all passwords for the computer resource, and/or change the user
system-identifier, thus renewing all passwords for the user identifier. For example, password
generation device 100 may comprise an identifier manager interface for effecting said changes.
The identifier manager interface is preferably protected. For example, the identifier manager
interface may password protected, only accessible locally (not over a computer network), etc.

For example, once a site has been compromised, all passwords for that site may be
invalidated at once. As first combined identifier 340 is computed using a collision resistant
function, password generation device 100 is not likely to generate an invalidated password
again.

Note that to change all password for a particular resource and/or for a particular
user none of the received components, (e.g. user identifier, computer address and user

password) needs to be changed. This allows one to invalidate passwords without user impact.

In an embodiment, identifier manager 130 is also used for the first combined
identifier 340 to obtain a first combined system-identifier 345. For example, identifier manager
130 may be arranged to determine if first combined identifier 340 is registered with the identifier
manager, and

- if not: assign a unique first combined system-identifier 345 to first combined
identifier 340, and store first combined identifier 340 together with the first combined system-
identifier 345,

- if so: obtain the first combined system-identifier 345 assigned to first combined
identifier 340.

Password unit 140 is further arranged to determine a second combined identifier
350 from at least first combined system-identifier 345. Password unit 140 may use additional
inputs to determine second combined identifier 350. In an embodiment, password unit 140 uses
one or more of the user identifier, the base address, and the user password as an additional

input. For example, password unit 140 may be arranged with a second combined identifier
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function, which password unit 140 applies to its inputs. The second combined identifier function
may have the same requirements as the first combined identifier function. For example, the two
functions may be the same. For example, the second combined identifier function may comprise
a cryptographic hash function. In an embodiment, the second combined identifier function
receives as input at least first combined system-identifier 345 and the user password. In an
embodiment, password unit 140 may use as an additional input the first combined identifier 340,
possibly in addition to the above inputs such as the user password.

In an embodiment, storing the first combined identifier 340 if none is yet registered
is done by storing the hash of the first combined identifier 340. This improves security in case
the database is compromised. For example, identifier manager 130 may be arranged to
determine if first combined identifier 340 is registered with the identifier manager, by hashing
first combined identifier 340 and using the hash as a key to find the first combined system-
identifier 345 in a storage, e.g., a local storage, a database 132, a cloud storage etc. If the hash
of first combined identifier 340 is not found as key, e.g., no corresponding first combined
system-identifier 345 has previously been assigned, then a unique first combined system-
identifier 345 is assigned to first combined identifier 340. In this case, the first combined system-
identifier 345 may be stored in the storage associated with the hash of first combined identifier
340 as key. A key is sometimes also referred to as a database key. Instead of a database, also
an associative array may be used to store key, value pairs. For example, pairs (h(x),y) may be
stored in which x is the first combined identifier 340, y is the first combined system-identifier
345, and h is a (possibly salted) hash function.

Computing the password in stages which use received user inputs and system-
identifiers has the effect that passwords can be cancelled more selectively. In an embodiment,
identifier manager 130 is arranged to change first combined system-identifier 345, thus
renewing second combined identifier 350 and/or final password for the user identifier and the
computer resource. This allows changing only the password for a particular computer resource,
without resetting all passwords for that user, or for that computer resource.

In an embodiment, password generation device 100 comprises a password
constraint unit 148. Password constraint unit 148 is arranged to obtain, e.g., retrieve, password
constraints for the computer resource. For example, the password constraints may be retrieved
from a local storage, e.g., from database 132, or may be retrieved from the computer resource,
etc.

Password constraint unit 148 determines a final password from second combined
identifier 350 (or from first combined identifier 340 if no second combined identifier is used) that
satisfies the password constraints. For example, second combined identifier 350 may be a 512-
bit string, e.g., as the output of a hash function. A password constraint may be the length of the
password. The password constraint may be that a maximum of 8 alpha-numeric characters are
used in the password. This constraint may be retrieved and a password satisfying this condition
may be generated. For example, second combined identifier 350 may be mapped to a base 62
number (26+26+10) which in turn is mapped to an alphanumeric string. The string may then be

truncated to 8 characters. Many constraints may be adopted in this way. It is noted that instead
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of a constraint unit, the computer resource may be adapted to accept a bit string directly as a
password, say, a 512-bit string. A further constraint may be that the final password contains at
least one digit. This may be accomplished by first selecting a digit and position, based on the
second combined identifier 350, followed by filling the remaining positions based on the second
combined identifier 350. The same may be used for prescribed letters, punctuations, etc.

Satisfying the further constraint that the final password contains at least one digit
may also be accomplished by first selecting a character from the second combined identifier
350 based on the frequency that that character occurs in the identifier and then replacing it by a
digit. The selected character determines which digit is chosen, e.g., by using a modulus
function. This procedure may be used to meet all prescribed letters, punctuations, etc., and may
be repeated in case more than one digit etc. is required.

In the embodiment, shown in figure 1a, identifier manager 130 uses a database
132. For example, identifier manager 130 may store in database 132, records containing a data
item, and a system identifier, and possibly other information such as a data type. Data types
may include, e.g., base address and user identifier, etc. In an embodiment, database 132 uses
one more associative arrays, which associate a data item with a system identifier. For example,

database 132 may comprise an associative array for base addresses, for user identifiers, etc.

Figure 1b schematically shows an example of an embodiment of password unit
140.

Password unit 140 comprises a first combined identifier unit 142 arranged to
receive input from input unit 110, e.g., the user password 330, and from identifier manager 130,
e.g., the base address system-identifier 315 and the user system-identifier 325. First combined
identifier unit 142 may be arranged to apply a first combined identifier function. Password unit
140 further comprises a second combined identifier unit 144. Second combined identifier unit
144 is arranged to receive input from identifier manager 130, e.g., first combined system-
identifier 345. Second combined identifier unit 144 may receive additional inputs, e.g., first
combined identifier 340, or inputs from input unit 110, e.g., the user password, etc. Password
unit 140 may further comprise a password constraint unit 148 for computing a final password
that satisfies constraints imposed by the computer resource.

In an embodiment, password generation device 100 may be arranged to store a
password correction factor. Password unit 140 may comprise a password correction unit 146
arranged between second combined identifier unit 144 and password constraint unit 148, and
arranged to apply the password correction factor to second combined identifier 350 to map it to
a further second combined identifier previously generated for a different user identifier. For
example, the password correction factor may be stored in database 132, e.g., together with the
second combined system-identifier, etc. From the correction factor it is not possible to determine

either combined identifier.

Password correction unit 146 allows two different users to share an account in a

safe manner. It is not uncommon for users to share their passwords, for example, to jointly use
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the same account. If the two users have a different user identifier the system as described
above will compute a different password for the two users. For example, if a first user has a first
second combined identifier computed for him, while a second user has a second second
combined identifier computed for him. By storing, e.g., the difference between the first second
combined identifier and second second combined identifier as a correction factor, password
correction unit 146 can map, e.g., the second second combined identifier to the first second
combined identifier. By removing the correction factor the link between the accounts is removed.
The difference may be computed in a number of ways, e.g., as an arithmetical difference, an
XOR, etc.

Password correction unit 146 may also be used to enforce that a password remains
the same even if, say, the base address of a computer resource, the user identifier or user

password changes.

Figure 2 schematically shows an example of a derivation of a final password.
Shown in figure 2 are a computer address 310, a user identifier 320, and a user password 330.
These may, e.g., be received from user device 200.

Computer address 310 is mapped to a base address 312, which in turn is mapped
to a unique base address system-identifier 315. User identifier 320 is mapped onto a unique
user system-identifier 325. The three data items: base address system-identifier 315, user
system-identifier 325, and user password 330 are mapped onto a first combined identifier 340.
First combined identifier 340 is mapped to a first combined system-identifier 345. Note that by
changing any of the mappings of the system-identifiers the corresponding password(s) can be
invalidated.

First combined system-identifier 345 is mapped to second combined identifier 350
possibly together with another input. For example, figure 2 shows that also user password 330
is used in this mapping. Finally, second combined identifier 350 is mapped to a final password

355 that satisfies password constraints.

Figure 3 schematically shows an example of an embodiment of a password
generation device 101. Password generation device 101 is a refinement of password generation
device 100 and comprises a number of additional optional features.

Password generation device 101 comprises a login provider unit 150 arranged to
interface between a first login provider 250 and user device 200. First login provider 250 is
arranged to provide a first original user identifier. For example, first login provider may be a login
provider such as Google, Facebook, LinkedIn, etc., e.g., using the OpenlD Connect protocol.
Login provider unit 150 is arranged to obtain the user identifier from the first original user
identifier and sent it to the user device. For example, login provider unit 150 may apply a user
identifier function to the original user identifier. The user identifier function may comprise a hash
function, e.g., a cryptographic hash.

Using the OpenlD Connect protocol may work as follows. First the user attempts to

log in at login provider unit 150. If no previous login is still valid, login provider unit 150 redirects
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the login attempt to first login provider 250. At login provider 250, e.g., Google, the user log’s in
using his regular login credentials. Next he is redirected back to login provider unit 150. At login
provider unit 150 an original user identifier, as provided by login provider 250 is received. The
user identifier is obtained from the original user identifier. For example, this mapping may be a
function, e.g., using a hash, but it may also use identifier manager 130. The user identifier is
then sent on to user device 200. Consequently, user device 200 uses the user identifier to get
passwords from password generation device 101.

Note, if no previous login is still valid, login provider unit 150 may also redirect the
user to a menu in which he can choose a login provider. After selection of the user, login
provider unit 150 redirects the user to the selected login provider.

Using the OpenID Connect standard a user identifier is obtained without the need
for password generation device 101 to store user accounts and credentials. In fact, a user does
not need to create an account at password generation device 101. The OpenlD Connect
protocol makes it possible to use the infrastructure of these so-called login providers to
authenticate a user. Password generation device 101 is given a unique user identifier of the
login provider which is then used in hashed form or in encrypted form, etc., as one of the three
components, e.g., user identifier 320, of the generated password. There is thus neither a need
for storage of the user password, nor of the original user identifier originating from login provider
250.

This method increases trust of the user, because he / she does not need to entrust
password generation device 101 with storing a password or an original user identifier. Moreover,
multiple login providers may be used and the user can choose what one he / she wants to use.
At present, e.g. Google, Facebook, LinkedIn and Microsoft provide login services usable with
password generation device 101. Password generation device 101 can thus piggyback on the
security infrastructure of the login provider. For example, two-factor authentication as provided
by e.g., Google is thus available for password generation device 101. The multiple login
providers may be connected over a suitable login protocol, e.g., the OpenID Connect protocol.

In an embodiment, login provider unit 150 is arranged to work with multiple login
providers, e.g., first login provider 250 and second login provider 260. For example, if a user
logs-in using second login provider 260, password generation device 101 will be provided with a
further original user identifier. If this second original user identifier were hashed to a further user
identifier, then all passwords of that user would be different. In an embodiment, identifier
manager 130 is arranged to store a user identifier correction factor, which password generation
device 101 applies to the further user identifier to map it to the user identifier, e.g., in the input
unit, the password generation unit, etc. As with the correction factor for passwords, the user
identifier correction factor may be a difference between the further user identifier and the user
identifier. As with the correction factor for passwords, it is not possible to determine either user
identifier from the correction factor.

An effect of the user identifier correction factor is that a user does not need to keep
track which login provider he used for which sites. Moreover, a user can use a login provider of

choice, even if the computer resource does not support a particular login provider. It is sufficient
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that password generation device 101 supports a particular login provider. In this way many login
providers can be supported by websites through password generation device 101, even while
they themselves only support simple password logins. For example, website A may support
login provider 250 in addition to manual login with a password, and website B may support login
provider 260 in addition to manual login with a password. However, login provider 150 may
support both login provider 250 and login provider 260. This means that a user can login to
login-provider 250 or 260 as desired, receive a (original) user identifier, and receive a password
for either website A or website B. Moreover, by using a correction factor, the user will get the
same password regardless of the login using login provider 250 or 260. This means that a user
can use login provider 260 even if he uses website A, or login provider 250 even if he uses
website B. In both cases the manual login option of websites A and B is used to enter the
password generated by the password generation device. Password generation device 101 thus
acts as a broker between the computer resource, e.g., website, and the user. A user need only

give permission to password generation device 101 to log in via the login provider.

In an embodiment, identifier manager 130 is arranged to store a hash of a
generated password, optionally salted with a random salt. This hash is referred herein as the
signature of the generated password. The signature serves as a key to store additional
information about the generated password. This may include the corresponding computer
address or the base address, the applied password restrictions, etc. Consequently, having the
generated password or a hash thereof allows finding the associated information and, for
example, allows verifying if the corresponding computer address or base address is correct.

For example, in an embodiment, password generation device 101 may comprise a
verification unit 160. Verification unit 160 comprises an interface arranged to receive a
password and optionally a computer address. Verification unit 160 is arranged to determine if
the password was stored in hashed form and optionally if the received address matches the
base address associated with the stored hashed password. Verification unit 160 may receive
passwords on the interface in hashed or unhashed form, with the former being preferable. Thus,
a computer resource can query verification unit 160 through the interface to verify if a particular
password was generated for that particular resource. For example, verification unit 160 may
operate as follows. If the password has been received on the interface in unhashed form the
password is hashed to obtain the signature; if the password has been received in hashed form,
then the received password in hashed form may directly form the signature. Next the verification
unit 160 verifies if the password was previously stored by identifier manager 130 by looking up
the hashed received password, e.g., by looking up the signature. If a signature is found the
associated additional information is retrieved including the computer address or the base
address. If a signature was not found, the received password was not generated by the
password generator. Next, the retrieved computer address is compared with the received
computer address. If both addresses are equal the received generated password was
generated for the received computer address, otherwise the received generated password is

used at an incorrect website, which may point to an attack, or to an error in the system, etc.
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In an embodiment, the interface of verification unit 160 is arranged to receive a
password in unhashed form, e.g., from a computer resource using verification unit 160 to verify

a password. In this embodiment, identifier manager 130 may store tuples (h(p;), a;, ..., ;). In
these formulas p; denotes a generated password, h denotes a hash function (possibly including
a salt), a;,..,a, denote attributes associated with the generated password. The attributes may
include the computer address or base address. In these formula’s, the first entry is the signature
which serves as key. After verification unit 160 receives a password p, and computer address
ca, it can computer a signature h(p) retrieve the associated stored attributes and compare the
received computer address with the retrieved computer address to verify if they are equal.

In an embodiment, the interface of verification unit 160 is arranged to receive
password in hashed form, e.g., from a computer resource willing to verify a password. In this
embodiment, identifier manager 130 may store tuples (h(p;), @;, ..., a;). After verification unit 160
receives a hashed password h(p), and computer address ca, it can use the signature h(p) as a
key and both retrieve the associated stored attributes and compare the received computer
address with the retrieved computer address to verify if they are equal. In the above
embodiments, the attributes may store a base address, and a received computer address is

mapped to the base address before comparison.

The first option is useable if the password is received on the interface of verification
unit 160 in plain form, the latter option is useable if the password is received on the interface of
verification unit 160 in hashed form (h(p;)).

Verification unit 160 can determine if an attacker is using a captured password at
an incorrect website to see if the password works. If such a determination is made, the
password may be disabled, e.g., by changing the first combined system-identifier, or even the
user system-identifier and/or base address system identifier associated with the stored hashed
password; e.g., depending on a level of escalation. The hashed password may be stored by
identifier manager 130, e.g., together with the first combination system-identifier. Hashed
passwords may be stored even if the corresponding system-identifiers changed, so that abuse
of old passwords may also be detected. The embodiments given herein are exemplifying, but it
is emphasized that different usage patterns can be identified in this manner and action can be
taken in different ways as appropriate.

Password generation device 101 does not store passwords itself. But verification
unit 160 may store a signature of the password. The signature may be a hash over the
password generated by the password generation device 101 optionally in combination with a
salt. A signature may be associated with additional information. The additional information may
include the web site for which the password was generated. The signature of the generated
password may be used as a key used to retrieve the additional information. As the hash is one-
way, it is not possible to obtain the produced password itself, or the user password, or the user
ID of the login provider, from the signature.

A computer resource, e.g., a website, can send a password, preferably in hashed

form to password generation device 101 and verification unit 160 can validate:
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1. Whether the signature of the received password corresponds to a password that
is generated by password generation device 101. If so, it is known to the website it received a
strong globally unique password from the user. If not, the website may reject the password, e.g.,
because no quality guarantee for the password can be given. For example, the website may
alert the user and/or provide information that he / she ought to use password generation device
101.

2. Whether the signature of the received password corresponds to a password that
is generated for that particular website. If not, then we have to deal with abuse or user error.

3. Whether the signature of the received password corresponds to a password that
is active, e.g., that it is not blocked. If so, the password is strong, and intended for the site and
active. If not, then this is probably abuse, or may correspond to user who stored his old
password somewhere and use it now. Such a user can be informed directly by verification unit
160.

In an embodiment, password generation device may be used anonymously and
there may be no way to contact a user. However, verification unit 160 may be arranged to
inform the owner of the password of abuse or user error, e.g., by e-mail. For example, a user
may have the option to register his / her contact information during initial registration, e.g., an
email address. A signature maybe associated with a registered user so that verification unit 160

may obtain the contact information of a user via a signature.

Accordingly, verification unit 160 provides a password validation capability with the
option to provide direct feedback to the user. The use of incorrect or inactive passwords can be
monitored by verification unit 160. Both the website for which a password was generated and
the website who reported the password on verification unit 160°‘s interface may be informed by
verification unit 160 of the incorrect password attempt.

Thus, password generation device 101 can validate the strength of a password
beyond the boundaries of websites. This makes password constraints as enforced by some
websites redundant. The websites can be assured that if the password is generated by
password generation device 101, then the password is strong and globally unique. It is noted
that current password constraints cannot verify if a password is globally unique. In fact, a
website using password generation device 100 or 101, does not need to use a user identifier for
logins. Since passwords are strong, and unique, at least for the website, and preferably globally

unique, the user may be uniquely identified by its password.

In an embodiment, password generation device 101 comprises a ticket unit 170.
Ticket unit 170 is arranged to assign a ticket identifier to a generated password, and to store:
the ticket identifier, a ticket constraint, and the generated password. Ticket unit 170 is arranged
to send the ticket identifier to user device 200.
Ticket unit 170 is arranged to
- receive a received ticket identifier and a received computer address

from the computer resource, and
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- verify that ticket identifier was assigned by the ticket unit 170 and that
the received computer address matches the base address associated with the generated
password, and the ticket constraint, and if so send the generated password to the computer
resource.

Using a ticket, it is avoided that the final password needs to pass through the user
device. The user device and the connection between the user device and the resource are
probably the main source of malware, and thus the most likely point where passwords become
compromised. In this way the security of the password is increased.

In this authentication method, password generation device 101 generates a final
password as usual, but does not send the password to user device 200. The ticket identifier
may be random number. The ticket is (at least temporarily) stored. When the computer resource
sends the ticket identifier, password generation device 101 verifies various constraints, e.g., if
the ticket has not yet been used, if the ticket has been generated for that site, if the ticket has
been received in a time frame associated with the ticket, etc. Tickets and/or its passwords may
be communicated encrypted, e.g., using https.

In an embodiment, the ticket as well as the stored generated password has an
expiry date. After the expiry date the password is deleted from the system. This means that
tickets cannot be used after the expiry date. It also means that the exposure of the password is
limited. In an embodiment, the password is stored in encrypted form, e.g., using a key stored in
the system, e.g., in a volatile memory.

In an embodiment ticket unit is further extended to manage personal information
about the user. For example, the password generation device may store one or more personal
information items associated with the user. Ticket unit 170 is arranged to generate a further
ticket identifier, and to associate the further ticket identifier with the user. In a sense two tickets
are created, e.g., together with generating the password. The first ticket is used to transmit the
password to the correct computer resource, e.g., web site, without going through the user
device; the second ticket is used to manage the personal information. Initially only the first ticket
is transmitted to the computer resource, e.g., through the user device.

When the first ticket is used, e.g., correctly verified as indicated above, the
generated password is sent (possibly after local decryption and/or encryption for transmission)
to the computer resource. The second ticket, e.g., the further ticket identifier, is also sent to the
computer resource, e.g., together with the generated password.

Later, if the computer resource needs access to a personal information item, the
computer resource can send the second ticket, e.g., the further ticket identifier, to system 100.
Ticket unit 170 is arranged to receive the further received ticket identifier, and to verify that the
further received ticket identifier matches the stored further ticket identifier. If the latter
verification is correct, the personal information associated with the user is sent to the computer
resource.

The second ticket can be used to request additional information about a user. For
example, an email address or a phone number, etc. In this way, a user can manage the sites

which may retrieve information about him. The user can keep track of this information on a
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location, e.g., device 100. Should a user stop using a computer resource, he can deny further
access to his information at device 100.

Typically, the devices 100, 101, 200, 250 and 260 each comprise a microprocessor
(not separately shown) which executes appropriate software stored at the device; for example,
that software may have been downloaded and/or stored in a corresponding memory, e.g., a
volatile memory such as RAM or a non-volatile memory such as Flash (not separately shown) of
the device. Alternatively, the devices may, in whole or in part, be implemented in programmable
logic, e.g., as field-programmable gate array (FPGA). The devices may be implemented, in
whole or in part, as a so-called application-specific integrated circuit (ASIC), i.e., an integrated
circuit (IC) customized for their particular use. For example, the circuits may be implemented in
CMQOS, e.g., using a hardware description language such as Verilog, VHDL etc.

In an embodiment, password generation device 101 comprises an input circuit, a
computer address circuit, an identifier manager circuit, a password circuit, a login provider
circuit, a verification circuit, a ticket circuit, etc. The circuits implement the corresponding units
described herein. The circuits may be a processor circuit and storage circuit, the processor
circuit executing instructions represented electronically in the storage circuits. The circuits may
also be, FPGA, ASIC or the like.

Figure 4 schematically shows an example of an embodiment of a password
generation method 400 in the form of a flow chart.

A password generation method 400 comprises
- receiving 410 from a user device
- a computer address 310, URL1 for accessing a computer resource,
- a user identifier 320 indicating a user of the user device, and
- a user password 330,

- mapping 420 the computer address to a base address 312, so that multiple computer
addresses URL1, URLZ2 are mapped to the same base address,

- determining 430 if the base address is registered with the identifier manager, and

- if not: assigning 432 a unique base address system-identifier 315 to the base
address, and store the base address together with the base address system-identifier,

- if so: obtaining 434 the base address system-identifier,
- determining 440 if the user identifier is registered with the identifier manager, and

- if not: assigning 442 a unique user system-identifier 325 to the user identifier,
and store the user identifier together with the user system-identifier,

- if so: obtaining 444 the user system-identifier, and

- determining 450 a first combined identifier 340 from the base address system-identifier,
the user system-identifier, and the user password.
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- determining 460 if first combined identifier 340 is registered with the identifier manager,
and
- if not: assigning 462 a unique first combined system-identifier to first combined
identifier 340, and store first combined identifier 340 together with the first combined
system-identifier,
- if so: obtaining 464 the first combined system-identifier assigned to first
combined identifier 340, and
- determining 470 a second combined identifier from at least the first combined system-
identifier, and
- determining 480 a final password from second combined identifier 350 satisfying the
password constraints of the resource.
Note that method 400 includes optional steps 460-480.

Many different ways of executing the method are possible, as will be apparent to a
person skilled in the art. For example, the order of the steps can be varied or some steps may
be executed in parallel. Moreover, in between steps other method steps may be inserted. The
inserted steps may represent refinements of the method such as described herein, or may be
unrelated to the method. For example, steps 430-434 and 440-444 may be reverted or
executed, at least partially, in parallel. Moreover, a given step may not have finished completely
before a next step is started.

A method according to the invention may be executed using software, which
comprises instructions for causing a processor system to perform method 400. Software may
only include those steps taken by a particular sub-entity of the system. The software may be
stored in a suitable storage medium, such as a hard disk, a floppy, a memory, an optical disc,
etc. The software may be sent as a signal along a wire, or wireless, or using a data network,
e.g., the Internet. The software may be made available for download and/or for remote usage on
a server. A method according to the invention may be executed using a bitstream arranged to
configure programmable logic, e.g., a field-programmable gate array (FPGA), to perform the

method.

It will be appreciated that the invention also extends to computer programs,
particularly computer programs on or in a carrier, adapted for putting the invention into practice.
The program may be in the form of source code, object code, a code intermediate source, and
object code such as partially compiled form, or in any other form suitable for use in the
implementation of the method according to the invention. An embodiment relating to a computer
program product comprises computer executable instructions corresponding to each of the
processing steps of at least one of the methods set forth. These instructions may be subdivided
into subroutines and/or be stored in one or more files that may be linked statically or
dynamically. Another embodiment relating to a computer program product comprises computer
executable instructions corresponding to each of the means of at least one of the systems

and/or products set forth.



10

15

20

25

30

35

40

20

Figure 5a shows a computer readable medium 1000 having a writable part 1010
comprising a computer program 1020, the computer program 1020 comprising instructions for
causing a processor system to perform a method of password generation, according to an
embodiment. The computer program 1020 may be embodied on the computer readable medium
1000 as physical marks or by means of magnetization of the computer readable medium 1000.
However, any other suitable embodiment is conceivable as well. Furthermore, it will be
appreciated that, although the computer readable medium 1000 is shown here as an optical
disc, the computer readable medium 1000 may be any suitable computer readable medium,
such as a hard disk, solid state memory, flash memory, etc., and may be non-recordable or
recordable. The computer program 1020 comprises instructions for causing a processor system
to perform said method of password generation.

Figure 5b shows in a schematic representation of a processor system 1140
according to an embodiment. The processor system comprises one or more integrated circuits
1110. The architecture of the one or more integrated circuits 1110 is schematically shown in
Figure 5b. Circuit 1110 comprises a processing unit 1120, e.g., a CPU, for running computer
program components to execute a method according to an embodiment and/or implement its
modules or units. Circuit 1110 comprises a memory 1122 for storing programming code, data,
etc. Part of memory 1122 may be read-only. Circuit 1110 may comprise a communication
element 1126, e.g., an antenna, connectors or both, and the like. Circuit 1110 may comprise a
dedicated integrated circuit 1124 for performing part or all of the processing defined in the
method of password generation. Processor 1120, memory 1122, dedicated IC 1124 and
communication element 1126 may be connected to each other via an interconnect 1130, say a
bus. The processor system 1110 may be arranged for contact and/or contact-less

communication, using an antenna and/or connectors, respectively.

Advantageous embodiments for password generation are set out in the following
clauses. The Applicants hereby give notice that new claims may be formulated to such clauses
and/or combinations of such clauses and/or features taken from the description, during

prosecution of the present application or of any further application derived therefrom.

1. A password generation device (100) comprising
- an input unit (110) arranged to receive from a user device

- a computer address (310, URL1) for accessing a computer resource,

- a user identifier (320) indicating a user of the user device, and

- a user password (330),
- a computer address unit (120) arranged to map the computer address to a base
address (312), so that multiple computer addresses (URL1, URL2) are mapped to the same
base address,
- an identifier manager (130) arranged to

- determine if the base address is registered with the identifier manager, and
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- if not: assign a unique base address system-identifier (315) to the base
address, and store the base address together with the base address system-identifier,

- if so: obtain the base address system-identifier,
- determine if the user identifier is registered with the identifier manager, and

- if not: assign a unique user system-identifier (325) to the user identifier,
and store the user identifier together with the user system-identifier,

- if so: obtain the user system-identifier, and

- a password unit (140) arranged to

- determine a first combined identifier (340) from the base address system-

identifier, the user system-identifier, and the user password.

2. A password generation device as in Clause 1, wherein
- the identifier manager is further arranged to
- determine if the first combined identifier is registered with the identifier
manager, and
- if not: assign a unique first combined system-identifier to the first
combined identifier, and store the first combined identifier together with the first
combined system-identifier,
- if so: obtain the first combined system-identifier assigned to the first
combined identifier, and
- the password unit is further arranged to determine a second combined identifier from at

least the first combined system-identifier.

3. A password generation device as in any one of the preceding Clauses, wherein
- the password unit is further arranged to retrieve password constraints for the computer
resource and to determine a final password from the second combined identifier and/or the first

combined identifier, the final password satisfying the retrieved password constraints.

4. A password generation device as in any one of the preceding Clauses, wherein
- the identifier manager is arranged to

- change the base address system-identifier, thus renewing all passwords for the
computer resource, and/or

- change the user system-identifier, thus renewing all passwords for the user
identifier, and/or

- change the first combined system-identifier, thus renewing the second

combined identifier and/or final password for the user identifier and the computer resource.

5. A password generation device as in any one of the preceding Clauses, wherein the password
generation device comprises
- a login provider unit (150) arranged to interface between a first login provider (250) and

the user device, the first login provider providing a first original user identifier, the login provider
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unit being arrange to obtain the user identifier from the first original user identifier and sent it to

the user device.

6. A password generation device as in any one of the preceding Clauses, wherein the login
provider unit is arranged to interface between a second login provider (260) and the user
device, the second login provider providing a second original user identifier, the login provider
unit being arranged to obtain a further user identifier from the second original user identifier and
sent it to the user device, the identifier manager being arranged to store a user identifier
correction factor, the password generation device applying the user identifier correction factor to

the further user identifier to map it to the user identifier.

7. A password generation device as in any one of the preceding Clauses, wherein the identifier
manager stores a password correction factor, the password generation device applying the
password correction factor to the second combined identifier to map it to a further second

combined identifier previously generated for a different user identifier.

8. A password generation device as in any one of the preceding Clauses, wherein the identifier
manager is arranged to store a hash of a generated password, optionally together with the
computer address or base address, the password generation device comprising
- a verification unit (160),

- the verification unit comprising an interface arranged to receive a password
and optionally a computer address,

- the verification unit being arranged to

- determine if the password was stored in hashed form and optionally if

the received address matches the base address associated with the stored hashed password.

9. A password generation device as in any one of the preceding Clauses, wherein the
verification unit is further arranged to
- store the password in hashed form and optionally the computer address,

- determine if the same password is received multiple times.

10. A password generation device as in any one of the preceding Clauses, comprising
- a ticket unit (170) arranged to assign a ticket identifier to a generated password, and to
store the ticket identifier, a ticket constraint, and the generated password, the ticket unit being
arranged to send the ticket identifier to the user device,
- the ticket unit being arranged to

- receive a received ticket identifier and a received computer address from the
computer resource,

- verify that ticket identifier was assigned by the ticket unit and that the

received computer address matches the base address associated with the generated password,

and the ticket constraint, and if so send the generated password to the computer resource.



10

15

20

25

30

35

40

23

11. A password generation device as in Clause 10, wherein the password generation device
stores a personal information associated with the user,
- the ticket unit (170) is arranged to generate a further ticket identifier, and to associate
the further ticket identifier with the user, and is arranged to send the further ticket identifier to the
computer resource after successful verification,
- the ticket unit being arranged to

- receive a further received ticket identifier, verify that the further received ticket
identifier matches the stored further ticket identifier, and if so send the personal information

associated with the user to the computer resource.

12. A password generation device as in any one of the preceding Clauses, storing a list of
registered device identifiers, the input unit is further arranged to receive a user device identifier,
the password generation device being arranged to refuse to generate a password if the user

device identifier is not registered or blocked.

13. A password generation device as in any one of the preceding Clauses, wherein the user
password comprises attributes associated with the user or user device, e.g., a biometric

identifier obtained from a biometric sensor.

14. A password generation system comprising a password generation system as in any one of
the preceding clauses and the user device, the user device comprising a web browser arranged
to

- receive an original user password,

- hash the original password, to obtain the user password,

- detect a password field in a web page,

- send the user identifier, computer address of the web page, and the user password to

the password generation device.

15. A password generation method (400) comprising
- receiving (410) from a user device

- a computer address (310, URL1) for accessing a computer resource,

- a user identifier (320) indicating a user of the user device, and

- a user password (330),
- mapping (420) the computer address to a base address (312), so that multiple
computer addresses (URL1, URL2) are mapped to the same base address,
- determining (430) if the base address is registered with the identifier manager,
and
- if not: assigning a unique base address system-identifier (315) to the base
address, and store the base address together with the base address system-identifier,

- if so: obtaining the base address system-identifier,
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- determining (440) if the user identifier is registered with the identifier manager,
and
- if not: assigning a unique user system-identifier (325) to the user identifier, and
store the user identifier together with the user system-identifier,
- if so: obtaining the user system-identifier, and
- determining (450) a first combined identifier (340) from the base address

system-identifier, the user system-identifier, and the user password.

16. A computer program (1020) comprising computer program instructions arranged to perform

the method of clause 15 when the computer program is run on a computer.

It should be noted that the above-mentioned embodiments illustrate rather than limit
the invention, and that those skilled in the art will be able to design many alternative
embodiments.

In the claims, any reference signs placed between parentheses shall not be
construed as limiting the claim. Use of the verb "comprise" and its conjugations does not
exclude the presence of elements or steps other than those stated in a claim. The article "a" or
"an" preceding an element does not exclude the presence of a plurality of such elements. The
invention may be implemented by means of hardware comprising several distinct elements, and
by means of a suitably programmed computer. In the device claim enumerating several means,
several of these means may be embodied by one and the same item of hardware. The mere
fact that certain measures are recited in mutually different dependent claims does not indicate
that a combination of these measures cannot be used to advantage.

In the claims references in parentheses refer to reference signs in drawings of
embodiments or to formulas of embodiments, thus increasing the intelligibility of the claim.

These references shall not be construed as limiting the claim.
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CONCLUSIES

1. Een paswoord generatie apparaat (100) omvattende
- een input eenheid (110) ingericht voor het ontvangen van een gebruiker apparaat
- een computeradres (310, URL1) voor toegang tot een computer resource,
- een gebruiker identificatie (320) die een gebruiker van het gebruiker apparaat
aangeeft, en
- een gebruiker paswoord (330),
- een computeradres eenheid (120) ingericht om het computeradres af te beelden op een
basis adres (312), zodat meerdere computeradressen (URL1, URL2) afgebeeld worden op
hetzelfde basis adres,
- een identificatie manager (130) ingericht voor
- het bepalen of het basis adres geregistreerd is met de identificatie manager, en
- zo niet: toekennen van een uniek basis adres systeem-identificatie
(315) aan het basis adres, en opslaan van het basis adres samen met de basis adres
system-identificatie,
- zo wel: verkrijgen van het basis adres system-identificatie,
- bepalen of de gebruiker identificatie is geregistreerd met de identificatie
manager, en
- zo niet: toekennen van een uniek gebruiker systeem-identificatie (325)
aan de gebruiker identificatie, en opslaan van de gebruiker identificatie samen met de
gebruiker systeem-identificatie,
- zo wel: verkrijgen van de gebruiker systeem-identificatie, en
- een paswoord eenheid (140) ingericht voor
- het bepalen van een eerste gecombineerde identificatie (340) uit de basis adres

system-identificatie, de gebruiker systeem-identificatie, en het gebruiker paswoord.

2. Een paswoord generatie apparaat als in conclusie 1, waarin
- de identificatie manager verder is ingericht voor
- het bepalen of de eerste gecombineerde identificatie is geregistreerd met de
identificatie manager, en
- zo niet: toekennen van een eerste gecombineerde systeem-identificatie
aan de eerste gecombineerde identificatie, en opslaan van de eerste gecombineerde
identificatie samen met de eerste gecombineerde systeem-identificatie,
- zo wel: verkrijgen van de eerste gecombineerde systeem-identificatie
toegekend aan de eerste gecombineerde identificatie, en
- de paswoord eenheid verder is ingericht om een tweede gecombineerde identificatie te

bepalen van ten minste de eerste gecombineerde systeem-identificatie.

3. Een paswoord generatie apparaat als in de vorige conclusies, waarin
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- de paswoord eenheid verder is ingericht om paswoord restricties op te halen voor de
computer resource en een uiteindelijk paswoord te bepalen van de tweede gecombineerde
identificatie en/of de eerste gecombineerde identificatie, waarbij het uiteindelijke paswoord

voldoet aan de opgehaalde paswoord restricties.

4. Een paswoord generatie apparaat als in de vorige conclusies, waarin
- de identificatie manager is ingericht om

- de basis adres system-identificatie te veranderen, en daarmee alle paswoorden
voor de computer resource te vernieuwen, en/of

- de gebruiker systeem-identificatie te veranderen, en daarmee alle paswoorden
voor de gebruiker identificatie te vernieuwen, en/of

- de eerste gecombineerde systeem-identificatie te veranderen, en daarmee de
tweede gecombineerde identificatie en/of het uiteindelijke paswoord voor de gebruiker

identificatie en de computer resource te vernieuwen.

5. Een paswoord generatie apparaat als in de vorige conclusies, waarin het paswoord generatie
apparaat omvat

- een login provider eenheid (150) ingericht voor het interfacen tussen een eerste login
provider (250) en het gebruiker apparaat, de eerste login provider levert een eerste originele
gebruiker identificatie, de login provider eenheid zijnde ingericht voor het verkrijgen van de
gebruiker identificatie van de eerste originele gebruiker identificatie en het zenden naar het

gebruiker apparaat.

6. Een paswoord generatie apparaat als in de vorige conclusies, waarin de login provider
eenheid is ingericht voor het interfacen tussen een tweede login provider (260) en het gebruiker
apparaat, de tweede login provider levert een tweede originele gebruiker identificatie, de login
provider eenheid is ingericht voor het verkrijgen van een verdere gebruiker identificatie van de
tweede originele gebruiker identificatie en het zenden naar het gebruiker apparaat, de
identificatie manager is ingericht voor het opslaan van een gebruiker identificatie correctie
factor, het paswoord generatie apparaat past de gebruiker identificatie correctie factor toe op de

verdere gebruiker identificatie om het af te beelden op de gebruiker identificatie.

7. Een paswoord generatie apparaat als in de vorige conclusies, waarin de identificatie manager
een paswoord correctie factor opslaat, het paswoord generatie apparaat past de paswoord
correctie factor toe op de tweede gecombineerde identificatie om het af te beelden op een
verdere tweede gecombineerde identificatie die eerder gegenereerd is voor een andere

gebruiker identificatie.

8. Een paswoord generatie apparaat als in de vorige conclusies, waarin de identificatie manager
is ingericht om een hash op te slaan van een gegenereerd paswoord, optioneel samen met het

computeradres of basis adres, het paswoord generatie apparaat omvattende
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- een verificatie eenheid (160),
- de verificatie eenheid omvattende een interface ingericht voor het ontvangen
van een paswoord en optioneel een computeradres,
- de verificatie eenheid is ingericht voor
- het bepalen of het paswoord in gehashte vorm was opgeslagen en
optioneel of het ontvangen adres overeenkomt met het basis adres geassocieerd met het

opgeslagen gehashte paswoord.

9. Een paswoord generatie apparaat als in de vorige conclusies, waarin de verificatie eenheid
verder is ingericht om
- het paswoord op te slaan in gehashte vorm, en optioneel het computeradres,

- te bepalen of hetzelfde paswoord meerdere keren is ontvangen

10. Een paswoord generatie apparaat als in de vorige conclusies, omvattende
- een ticket eenheid (170) ingericht om een ticket identificatie toe te kennen aan een
gegenereerd paswoord, en de ticket identificatie, een ticket beperking, en het gegenereerde
paswoord, op te slaan, de ticket eenheid is ingericht om de ticket identificatie te zenden naar het
gebruiker apparaat,
- de ticket eenheid is ingericht om

- een ontvangen ticket identificatie en een ontvangen computeradres te
ontvangen van de computer resource,

- verifieren dat de ticket identificatie was toegekend door de ticket

eenheid en dat het ontvangen computeradres overeenkomt met het basis adres geassocieerd
met het gegenereerde paswoord en de ticket beperking, en alsdan het gegenereerde paswoord

te zenden naar de computer resource.

11. Een paswoord generatie apparaat als in conclusies 10, waarin het paswoord generatie
apparaat persoonlijke informatie geassocieerd met de gebruiker opslaat,
- de ticket eenheid (170) is ingericht om een verdere ticket identificatie te genereren, en
de verdere ticket identificatie te associéren met de gebruiker, en is ingericht om de verdere
ticket identificatie naar de computer resource te zenden na succesvolle verificatie,
- de ticket eenheid is ingericht voor,

- het ontvangen van de verdere ticket identificatie, het verifiéren dat de verdere
ticket identificatie overeenkomt met de opgeslagen verdere ticket identificatie, en alsdan het
zenden van de persoonlijke informatie geassocieerd met de gebruiker naar de computer

resource.

12. Een paswoord generatie apparaat als in de vorige conclusies, die een lijst met
geregistreerde apparaat identificaties opslaat, de input eenheid is verder ingericht om een

gebruiker identificatie te ontvangen, het paswoord generatie apparaat is ingericht om te
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weigeren een paswoord te genereren als de gebruiker apparaat identificatie niet geregistreerd is

of geblokkeerd is.

13. Een paswoord generatie apparaat als in de vorige conclusies, waarin het gebruiker
paswoord attributen geassocieerd met de gebruiker of het gebruiker apparaat omvat,

bijvoorbeeld een biometrische identificatie verkregen van een biometrische sensor.

14. Een paswoord generatie systeem omvattende een paswoord generatie apparaat als in de
vorige conclusies en het gebruiker apparaat, het gebruiker apparaat omvattende een
webbrowser ingericht om

- een origineel gebruiker paswoord te ontvangen,

- het originele gebruiker paswoord te hashen, om zo het gebruiker paswoord te
verkrijgen,

- een paswoord veld te detecteren in een webpagina,

- de gebruiker identificatie, computeradres van de web pagina, en het gebruiker

paswoord te zenden naar het paswoord generatie apparaat.

15. Een paswoord generatie werkwijze (400) omvattende
- het ontvangen (410) van een gebruiker apparaat

- een computeradres (310, URL1) voor toegang tot een computer
resource,

- een gebruiker identificatie (320) die een gebruiker van het gebruiker
apparaat aangeeft, en

- een gebruiker paswoord (330),
- het afbeelden (420) van het computeradres naar een basis adres (312), zodat
meerdere computeradressen (URL1, URL2) afgebeeld worden op hetzelfde basis adres,
- het bepalen (430) of het basis adres is geregistreerd met de identificatie
manager, en
- zo niet: het toekennen van een uniek basis adres system-identificatie (315) aan
het basis adres, en het opslaan van het basis adres samen met de basis adres system-
identificatie,
- zo wel: verkrijgen van de basis adres system-identificatie,
- bepalen (440) of de gebruiker identificatie is geregistreerd met de identificatie
manager, en
- zo niet: het toekennen van een uniek gebruiker systeem-identificatie (325) aan
de gebruiker identificatie, en het opslaan van de gebruiker identificatie samen met de gebruiker
systeem-identificatie,
- zo wel: het verkrijgen van de gebruiker systeem-identificatie, en
- het bepalen (450) van een eerste gecombineerde identificatie (340) van de

basis adres system-identificatie, de gebruiker systeem-identificatie, en het gebruiker paswoord.
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16. Een computer programma (1020) omvattende computer programma instructies ingericht om
de werkwijze van conclusie 15 uit te voeren, als het computer programma op een computer

wordt gedraaid.
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ABSTRACT

A password generation device (100) is provided. The password generation device
comprises an input unit (110) arranged to receive from a user device
- a computer address (310, URL1) for accessing a computer resource,
- a user identifier (320) indicating a user of the user device, and
- a user password (330), and
- apassword unit (140) arranged to
- determine a first combined identifier (340) from a base address system-
identifier, a user system-identifier, and the user password. Moreover, the password generation

device may be configured for password verification and/or validation.

(Figure 1)
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Onderdeel I Basis van de Schrifieliike Opinie

1. Deze schriftelijhe opinie is opgastaid op basis van de meest recente conolusies ingediend voor aanvang van hat
andearzask.

o

Met betrekking {of nucleotide eniof aminozuur sequenties die genoemd worden in de asnvraag en relevant
zijny voor dewibvinding zoals beschraven in de conclusias, is dit onderzoek gedaan op basis varny

&, pe materiaal:
L sequantic opsomming
I3 tabel met batrekking tot de sequentie Hjst
&, vorn van et materiaal;
B oppapier
3 in elekironische vorm.
¢, momant van indisningaantevearing:
&1 opgenoimen i de asnvraag soaly ingedisnd
L1 samgn melde aarviaay elekironisch ingediend
T iater aangeleverd:voor het onderzosk
3. L1 tngeval or meer dan én versie of kopie van sen sequantie opsomming of tabel met betrekking op sen
sequentiais ingediend of aangeleverd, zijn de-benodigde verKlaringen ingadiend dat de informatie inde
tatare of additionele kopieén identiek is aan de aativraag zoals ingediend of niet meer informatie bovaitan
dan de aanvraag zoals oorsprovkelifs ward ingediend.

4. Overige opmerkingart:

MLRITE (duly 2008y
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Onderdeel V  Gemotiveerde verkiaring ten aanzien van nlieuwheid, inventiviteit en industridle
{oapashaarheid

1. Verklaring

Nisuwhsid Jar  Conclusias 14186
MNes: Conclusies

{rventivitelt da;  Conclusies 1-16
Nea: Covolusies

industrigle toepasbaarbaid Jar  Conolusies 118
Naga: Conchusies
2. Citaties en toslichting:

Zie aparte bladzijde

Ondevdegl VI Overige gebreken

Be volgende gebreken in de vorm of inhoud van de aanvraag zin opgemerkt:

Zis aparte bladzijde

MLRITE (duly 2008y
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Re ltem V
Reasoned statement with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement
1. Refergnce is made to the following documents:
D1 US 6 006 333 A (NIELSEN JAKORB [US]) 21 december 1999
{1999-12-21)

D2 US 2004/158746 A1 (HU LIMIN [US] ET AL) 12 augustus 2004
(2004-08-12)

D3 US 2012/297190 A1 (SHEN GUOBIN [CN] ET AL) 22 november 2012
(2012-11-22)

2. Document D1 is regarded as being the prior art closest to the subject-matter of
clabm 1, and discloses {referancas in parentheses applying to this document):
» @ password generation unit (see the abstract)

< an input unit for receiving from a user apparatus a computer address, auser
identification and a password {(sea column 4, fine 26 to column 5, line 7}

s checking if a user identification is registered {see column 4, ine 26 o cotumn §,
line 7}

» cheching it a URL is registered (see column 4, line 28 to column §, line 7)

The subject-matter of claim 1 therefore differs from this known password generation
apparatus in that the password generation unit comprises:

> a computer base address unit for mapping the enterad computer address to a
computer base address

=« an identification manager for checking whether the computer base address is
registersd and for whether a user system-identification is registered

s deriving a first combined identification from the computer base address, the user
system-identification and the password,

The subject-matter of independent claim 1 is therefore new.

3. The problem to be solved by the present invention may be regarded as how to
handle passwords in a more secure manner.

4. The solution to this problem proposed in claim 1 of the present application is
considered as involving an inventive step for reasons as follows:

FoemNL2STR fsdpaiaie sheetl dduly SOE8Y (sheet 1}
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The document D2 is simitar to document D1; & manages a table where the URL is
used to look-up a user-1D and password for said URL.,

Document D3 discloses in §62 that & URL can be used as a seed for deriving an
encryption kay.

A combination of any or all of said documents, would not lead the skilled person to the
solution as presently proposed. The main inventive feature of the invention is that a
“firet combined identification”, that serves as the basis for a password, is derived from
the so-called base address, the so-called user system-iD, and the user password in
combination. The URL is therefore not used as a key for looking up user 1D and
password from a table, but is used as a basis for dernving a password. The base
address is a projection of the actual URL or network address, wherein more than one
actual URL or netwark address can be piojected on the same base address. Ina
similar way, the system user-{D is agsigned 1o an actual user 1D, wharein a sams
system user-1D can be assigned o more than one actual user 1D, This leads to a
secure, but at the same time flexible manner of generating or retrieving a password
for accessing a URL or a network address. The security is derived from the URL or
network itself being used as a basis for the password. The ﬁexibi’ii.’ty_ is derived from
the base address and user system-D. Should a password fora certain URL be
compramised, then a8 new bage address or uger system-1D can barderived, leading to
a new password for that URL.

The subject-matter of claim 1 is therefore believed to be novel and inventive over the
cited prior-art documents, either taken alone or in combination,

5. Claims 2-13 are dependent on claim 1 and as such also meet the requirements of
novelly and inventive step.

6. Independent claim 14 is 3 system claim comprising independent claim 1 as such.
independent claim 15 is a method claim draffed in full accordance with the subject-
matter of independent claim 1. Independent claim 18 is a computer program
comptising instructions for carrying out the method of claim 15. Consequently do all
these claims also meet the requirements of novelly and inventive step.

Be ltem VH
Certain defects in the application

1. The relevant background art disclosed in the documents D1, D2 and D3 is not
mentioned in the description, nor are these documents identified therein.

2. independent claims are not in the two-part form, which in the present case would
be appropriate, with those features known in combination from the prior art {document

FoemNL 2SR fsdpaiaie sheetl dduly SOEEY (sheet 2}
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D1} being placed in the preamble and with the remaining features being included in
the characterising part.

FoemNL 2SR fsdpaiaie sheetl dduly SOEEY (sheetd}
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