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INFORMATION PROCESSING APPARATTUS,
INFORMATION PROCESSING SYSTEM,
AND NON-TRANSITORY COMPUTER
READABLE MEDIUM

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is based on and claims priority
under 35 USC 119 from Japanese Patent Application No.
2019-137612 filed Jul. 26, 2019.

BACKGROUND

(1) Technical Field

[0002] The present disclosure relates to information pro-
cessing apparatuses, information processing systems, and
non-transitory computer readable media.

(i1) Related Art

[0003] Japanese Unexamined Patent Application Publica-
tion No. 2004-320617 discloses an information management
system that determines whether to permit or prohibit
dynamic informational access from a portable terminal
based on access position information in addition to authen-
tication based on a terminal owner’s ID and a password.

SUMMARY

[0004] Aspects of non-limiting embodiments of the pres-
ent disclosure relate to an information processing apparatus,
an information processing system, and a non-transitory
computer readable medium that are capable of acquiring
restriction information corresponding to user identification
information of a user without having to transmit the user
identification information via a network used by unspecified
users.

[0005] Aspects of certain non-limiting embodiments of
the present disclosure address the above advantages and/or
other advantages not described above. However, aspects of
the non-limiting embodiments are not required to address
the advantages described above, and aspects of the non-
limiting embodiments of the present disclosure may not
address advantages described above.

[0006] According to an aspect of the present disclosure,
there is provided an information processing apparatus
including an authenticating unit, a transmitter, a receiver,
and a controller. The authenticating unit authenticates a user.
The transmitter transmits user identification information of
the user authenticated by the authenticating unit to a man-
agement apparatus via a dedicated network used for
exchanging the user identification information and restric-
tion information. The receiver receives the restriction infor-
mation of the user corresponding to the transmitted user
identification information from the management apparatus
via the dedicated network. The controller controls a range of
a function usable by the user based on the restriction
information received by the receiver.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] An exemplary embodiment of the present disclo-
sure will be described in detail based on the following
figures, wherein:
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[0008] FIG. 1 illustrates a system configuration of an
information processing system according to an exemplary
embodiment of the present disclosure;

[0009] FIG. 2 is a block diagram illustrating a hardware
configuration of an image forming apparatus according to
the exemplary embodiment of the present disclosure;
[0010] FIG. 3 is a block diagram illustrating a functional
configuration of the image forming apparatus according to
the exemplary embodiment of the present disclosure;
[0011] FIG. 4 is a block diagram illustrating a hardware
configuration of an access-right management server accord-
ing to the exemplary embodiment of the present disclosure;
[0012] FIG. 5 is a block diagram illustrating a functional
configuration of the access-right management server accord-
ing to the exemplary embodiment of the present disclosure;
[0013] FIG. 6 illustrates an example of an access-right
management table stored in an access-right-information
storage unit;

[0014] FIG. 7 is a diagram for explaining the types of
interfaces with respect to access-right information managed
in the access-right management table shown in FIG. 6;
[0015] FIG. 8 is a sequence chart illustrating how data is
exchanged among a portable terminal device, the image
forming apparatus, and the access-right management server;
[0016] FIG. 9 illustrates another example of the access-
right management table stored in the access-right-informa-
tion storage unit;

[0017] FIG. 10 illustrates another example of the access-
right management table stored in the access-right-informa-
tion storage unit; and

[0018] FIG. 11 is a sequence chart illustrating how data is
exchanged among the portable terminal device, the image
forming apparatus, and the access-right management server
when access-right information varies for each network ID or
each apparatus ID.

DETAILED DESCRIPTION

[0019] Next, an exemplary embodiment of the present
disclosure will be described in detail with reference to the
drawings.

[0020] FIG. 1 illustrates a system configuration of an
information processing system according to an exemplary
embodiment of the present disclosure.

[0021] In the information processing system according to
this exemplary embodiment, image forming apparatuses
10A and 10B, low-power wide-area (LPWA) communica-
tion modules 20A and 20B respectively connected to the
image forming apparatuses 10A and 10B, and an access-
right management server 60 that stores management infor-
mation used for managing setting information of multiple
image forming apparatuses including the image forming
apparatuses 10A and 10B are connected via a base station 40
and an LPWA communication network 50.

[0022] In the information processing system according to
this exemplary embodiment, corporate networks A and B
that vary among different locations for a certain corporation
are established. The corporate networks A and B are con-
nected to the Internet 30 by gateway devices 70A and 70B,
respectively.

[0023] Although only two image forming apparatuses 10A
and 10B are shown in this exemplary embodiment for
simplifying the description, the same configuration is appli-
cable in a case where there are three or more image forming
apparatuses. Furthermore, since the two image forming
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apparatuses 10A and 10B have the same configuration, they
will be referred to as image forming apparatuses 10 when
collectively describing the configuration of the two image
forming apparatuses 10A and 10B.

[0024] In the information processing system according to
this exemplary embodiment, when a user belonging to a
certain corporation desires to use the image forming appa-
ratus 10A or 10B, the user is not allowed to use the image
forming apparatus 10A or 10B until the user performs user
authentication. Furthermore, in the information processing
system according to this exemplary embodiment, an access
right for controlling the permission of use of which function
of the image forming apparatus 10A or 10B or the permis-
sion of exchanging of what type of information via which
interface is set for each user.

[0025] This access right is managed in the access-right
management server 60. Specifically, the access-right man-
agement server 60 is a management apparatus that stores a
user ID as user identification information of each user in
correspondence with access-right information as restriction
information for restricting the range of functions usable by
the user.

[0026] The following description relates to a case where a
user with a user identifier (referred to as “user ID” herein-
after) 10001 uses the image forming apparatus 10A in the
information processing system according to this exemplary
embodiment.

[0027] In this exemplary embodiment, the user ID is
stored in a portable terminal device 80 held by the user. By
bringing this portable terminal device 80 close to a prede-
termined location of the image forming apparatus 10A or
10B, the user ID is read via near-field wireless communi-
cation, such as Bluetooth (registered trademark) Low
Energy (BLE) or near-field communication (NFC), so that
authentication is performed.

[0028] Each image forming apparatus 10 identifies the
network to which it is connected by using a network
identifier (referred to as “network ID” hereinafter) as net-
work identification information.

[0029] A network ID is information from which the net-
work environment is uniquely identifiable. Any type of
information may be used as a network ID so long as the
network environment is uniquely identifiable from the infor-
mation. In this exemplary embodiment, an example where a
media access control (MAC) address of a gateway device is
used as a network ID will be described. For example, the
image forming apparatus 10 identifies that the connected
network is the network A by using a MAC address “9C:AE:
D3:D7:AE:36” of the gateway device 70A, or identifies that
the connected network is the network B by using a MAC
address “AC:36:43:CA:AE:25” of the gateway device 70B.

[0030] Although only the image forming apparatuses 10
are given reference signs in the information processing
system according to this exemplary embodiment shown in
FIG. 1, image forming apparatuses other than the image
forming apparatuses 10 are also connected within the net-
works A and B.

[0031] In this exemplary embodiment, the image forming
apparatuses 10A and 10B each access the access-right
management server 60 via the LPWA communication net-
work 50 so as to acquire access-right information of an
authenticated user.
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[0032] A configuration in which such an access-right
management server 60 is accessible via the Internet 30 is
also possible.

[0033] However, in a situation where an image forming
apparatus 10 is not connectible to the Internet 30 due to a
certain network failure or a situation where the Internet 30
is inaccessible due to improper network settings in the image
forming apparatus 10, the functions of the image forming
apparatus 10 become completely non-usable.

[0034] Furthermore, in recent years, the network in which
an image forming apparatus 10 is installed may sometimes
be disconnected from the Internet 30 for security reasons, or
may be non-connectable with the access-right management
server 60 due to a firewall provided therebetween.

[0035] Furthermore, when the user performs an authenti-
cation process in an image forming apparatus 10, authenti-
cation information, such as password information, may
sometimes be used in addition to the user ID. If such
personal information of the user, such as the user ID and the
password information, is exchanged via a network used by
unspecified users, such as the Internet 30, there is a possi-
bility of information leakage in mid-course, resulting in a
problem in terms of security.

[0036] The information processing system according to
this exemplary embodiment has the following configuration
so that the restriction information corresponding to the user
identification information of the user may be acquirable
without having to transmit the user identification informa-
tion via a network used by unspecified users, such as the
Internet 30.

[0037] Therefore, in the information processing system
according to this exemplary embodiment, if a certain user
performs an authentication process for using an image
forming apparatus 10, the image forming apparatus 10
connects to the access-right management server 60 via an
LPWA, which is a low-power wide-area wireless commu-
nication line, so as to acquire access-right information of
that user.

[0038] This LPWA is also called a low-power wide-area
network (LPWAN) and is a wireless communication line not
capable of performing high-speed communication but
capable of exchanging data with low power over a wide
area.

[0039] Moreover, this LPWA is a wireless communication
line connectable to the access-right management server 60
without configuring a network setting, and is based on a
wide-area wireless communication network in which data is
exchanged at a communication speed lower than the com-
munication speed in the Internet 30 serving as an external
network.

[0040] In recent years, such LPWA wireless communica-
tion lines are provided as commercial services and may be
used with communication fees lower than the contract fees
for mobile phone networks.

[0041] FIG. 2 is a block diagram illustrating a hardware
configuration of each image forming apparatus 10 shown in
FIG. 1.

[0042] As shown in FIG. 2, the image forming apparatus
10 has a central processing unit (CPU) 11, a memory 12, a
storage device 13, such as a hard disk drive (HDD), a
communication interface (IF) 14 that transmits and receives
data to and from, for example, another image forming
apparatus 10 via the network 30, a user interface (UI) device
15 that includes a touchscreen or a liquid crystal display and
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a keyboard, a scanner 16, and a printer engine 17. These
components are connected to one another via a control bus
18. Furthermore, an LPWA communication module 20 is
also connected to the above components via the control bus
18.

[0043] The CPU 11 executes a predetermined process
based on a control program stored in the memory 12 or the
storage device 13, so as to control the operation of the image
forming apparatus 10. As an alternative to this exemplary
embodiment in which the CPU 11 reads and executes the
control program stored in the memory 12 or the storage
device 13, the program may be provided to the CPU 11 by
being stored in a storage medium, such as a CD-ROM.
[0044] FIG. 3 is a block diagram illustrating a functional
configuration of the image forming apparatus 10 realized by
executing the aforementioned control program.

[0045] As shown in FIG. 3, the image forming apparatus
10 according to this exemplary embodiment includes an
authenticating unit 31, an operation input unit 32, a display
unit 33, a data exchanging unit 34, a controller 35, an image
reading unit 36, a data storage unit 37, and an image output
unit 38.

[0046] The authenticating unit 31 authenticates a user
trying to use the image forming apparatus 10. In detail, the
authentication performed by the authenticating unit 31
involves acquiring authentication information, such as a user
ID and password information, from the portable terminal
device 80 held by the user and then identifying the user. The
user ID is user identification information used for identify-
ing the user using the image forming apparatus 10.

[0047] The operation input unit 32 receives various types
of operations input by the user. The display unit 33 displays
various types of information to the user.

[0048] The image reading unit 36 reads an image from a
set document based on control performed by the controller
35. The image output unit 38 outputs the image onto a
recording medium, such as printing paper, based on control
performed by the controller 35.

[0049] The data exchanging unit 34 exchanges data with
an external apparatus via the Internet 30.

[0050] The setting-information storage unit 37 stores set-
ting information used by the controller 35 for performing
various types of control, and also temporarily stores
acquired access-right information of the user.

[0051] The controller 35 controls the image reading unit
36 and the image output unit 38 so as to execute various
types of processes, such as a scanning process, a printing
process, and a copying process.

[0052] The LPWA communication module 20 transmits
the user ID of the user authenticated by the authenticating
unit 31 to the access-right management server 60 via the
LPWA communication network 50.

[0053] During normal operation, the image forming appa-
ratuses 10 exchange data with another apparatus via the
respective networks A and B, and exchange data with an
external apparatus through the Internet 30 via the respective
gateway devices 70A and 70B. Specifically, the Internet 30
and the networks A and B are networks normally used by the
image forming apparatuses 10.

[0054] The LPWA communication network 50 is not a
network normally used by the image forming apparatuses
10, and is a dedicated network used for exchanging user IDs
and access-right information. In other words, the LPWA
communication network 50 is a network used only for
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exchanging user IDs and access-right information. The
information to be exchanged by each image forming appa-
ratus 10 via the LPWA communication network 50 may
include only a user ID and access-right information, or may
additionally include other information.

[0055] The LPWA communication module 20 receives the
access-right information of the user corresponding to the
transmitted user ID from the access-right management
server 60 via the LPWA communication network 50.
[0056] Then, the controller 35 controls the range of func-
tions usable by the user based on the access-right informa-
tion received by the LPWA communication module 20.
[0057] The access-right information is information used
for restricting a range accessible by an authenticated user.
For example, the access-right information is used for speci-
fying a function or functions permitted to be used among the
functions of the apparatus. Moreover, the access-right infor-
mation is restriction-related information used when another
apparatus is to be accessed via a network different from the
LPWA communication network 50 serving as a dedicated
network.

[0058] When the authenticating unit 31 performs an
authentication process for a user, the controller 35 disables
all functions usable by the user until access-right informa-
tion is received from the access-right management server 60.
Alternatively, the controller 35 may disable some of the
functions usable by the user, instead of disabling all the
functions usable by the user, until access-right information
is received from the access-right management server 60.
[0059] In detail, when the authenticating unit 31 performs
an authentication process for a user, the controller 35 dis-
ables some or all functions of the apparatus against the user
until access-right information is received from the access-
right management server 60.

[0060] Furthermore, in detail, when the authenticating unit
31 performs an authentication process for a user, the con-
troller 35 disables some or all interface functions used by the
user when another apparatus is to be accessed via a network
different from the LPWA communication network 50, until
the controller 35 receives access-right information from the
access-right management server 60.

[0061] Then, if the communication with the authenticated
user is interrupted for a predetermined time or longer, such
as 30 seconds or longer, or if the distance to the authenti-
cated user reaches a predetermined distance or longer, the
controller 35 deletes the access-right information received
from the access-right management server 60.

[0062] FIG. 4 illustrates a hardware configuration of the
access-right management server 60 shown in FIG. 1.

[0063] As shown in FIG. 4, the access-right management
server 60 has a CPU 41, a memory 42, a storage device 43,
such as a hard disk drive (HDD), a communication IF 44 that
transmits and receives data to and from, for example, each
image forming apparatus 10 via the LPWA communication
network 50, and a Ul device 45 that includes a touchscreen
or a liquid crystal display and a keyboard. These compo-
nents are connected to one another via a control bus 46.

[0064] The CPU 41 executes a predetermined process
based on a control program stored in the memory 42 or the
storage device 43, so as to control the operation of the
access-right management server 60. As an alternative to this
exemplary embodiment in which the CPU 41 reads and
executes the control program stored in the memory 42 or the
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storage device 43, the program may be provided to the CPU
41 by being stored in a storage medium, such as a CD-ROM.
[0065] FIG. 5 is a block diagram illustrating a functional
configuration of the access-right management server 60
realized by executing the aforementioned control program.
[0066] As shown in FIG. 5, the access-right management
server 60 includes a controller 61, a data exchanging unit 62,
and an access-right-information storage unit 63.

[0067] The access-right-information storage unit 63 stores
an access-right management table in which user IDs of users
and access rights are associated with each other.

[0068] FIG. 6 illustrates an example of this access-right
management table. The types of interfaces with respect to
the access-right information managed in the access-right
management table shown in FIG. 6 will be described with
reference to FIG. 7.

[0069] Referring to FIG. 7, it is clear that an interface
using a near-field wireless line, such as NFC or BLE,
between the portable terminal device 80 held by the user and
each image forming apparatus 10 is set as [F1. Moreover, an
interface using the LPWA communication network 50 con-
necting between each image forming apparatus 10 and the
access-right management server 60 is set as IF2.

[0070] Furthermore, an interface using a WiFi (registered
trademark) line between the portable terminal device 80 and
each image forming apparatus 10 is set as [F3. Moreover, an
interface using Ethernet (registered trademark) to which the
image forming apparatus 10A is connected is set as [F4.
[0071] The term “local” refers to various functions of the
image forming apparatus 10A, such as a copying function
and a scanning function, used via an operation panel of the
image forming apparatus 10A.

[0072] As shown in FIG. 6, in the access-right manage-
ment table, access-right information is managed for each
user ID. The access-right information indicates the range of
a function or functions usable by the user and also indicates
the permission of exchanging of what type of information
via which network, as well as the permission of use of a
function or functions.

[0073] For example, with regard to a local apparatus, that
is, an image forming apparatus 10, a user with a user ID
“10001” is permitted to use only a monochrome copying
function and a scanning function among various functions of
the image forming apparatus 10.

[0074] For the user with the user ID “100017, if IF1, that
is, the near-field wireless line, is used, only the exchanging
of authentication information is permitted. Likewise, if IF2,
that is, the LPWA communication network 50, is used, only
the exchanging of authentication information is permitted.

[0075] Furthermore, for the user with the user ID “10001”,
if IF3, that is, the WiF1i (registered trademark) line with the
portable terminal device 80, is used, only monochrome
printing and pull scanning functions are permitted. It is also
indicated that access to other apparatuses via IF4, that is, the
network A, is prohibited. A pull scanning function is a
scanning function where an image forming apparatus 10 is
commanded to execute a scanning process in response to a
command from the portable terminal device 80.

[0076] When the data exchanging unit 62 receives a user
ID from an image forming apparatus 10 via the LPWA
communication network 50, the controller 61 reads access-
right information corresponding to the received user ID from
the access-right-information storage unit 63 and transmits
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the access-right information to the image forming apparatus
10, from which the user ID is transmitted, via the LPWA
communication network 50.

[0077] Next, the operation of each image forming appa-
ratus 10 according to this exemplary embodiment will be
described in detail with reference to the drawings.

[0078] The following description with reference to a
sequence chart in FIG. 8 relates to how data is exchanged
between the image forming apparatus 10 and the access-
right management server 60 when the user holding the
portable terminal device 80 performs an authentication
process in the image forming apparatus 10.

[0079] First, in step S101, the user transmits the user ID to
the image forming apparatus 10 from the portable terminal
device 80 via the near-field wireless line, so that an authen-
tication process is performed.

[0080] In step S102, the image forming apparatus 10
executes the authentication process for the user based on the
received user ID.

[0081] When the authentication process is completed, the
image forming apparatus 10 restricts the use of all interfaces
and functions for the user in step S103.

[0082] Then, in step S104, the image forming apparatus 10
transmits the user ID to the access-right management server
60. In step S105, the access-right management server 60
reads access-right information corresponding to the received
user ID from the access-right management table and trans-
mits the access-right information as a reply to the image
forming apparatus 10.

[0083] In step S106, the image forming apparatus 10
having received the access-right information gives usage
permission to the user by using the acquired access-right
information.

[0084] Subsequently, when communication with the por-
table terminal device 80 held by the user is not possible for
a predetermined period or longer as a result of the user
moving away from the image forming apparatus 10, the
image forming apparatus 10 deletes the acquired access-
right information in step S107.

[0085] In the example of the access-right management
table shown in FIG. 6, different access-right information is
stored in correspondence with each user 1D.

[0086] Alternatively, access-right information may be var-
ied for each combination of a user ID and a network ID. FIG.
9 illustrates an example of such an access-right management
table.

[0087] FIG. 9 illustrates an example of an access-right
management table in which different access-right informa-
tion is stored in correspondence with each combination of a
user ID and a network ID.

[0088] Specifically, the contents of access-right informa-
tion vary even for the same user ID if the network ID is
different.

[0089] In detail, referring to the access-right management
table in FIG. 9, in the case of the user ID “10001”,
“monochrome copying” and “scanning” functions are per-
mitted as local functions when the network ID is “9C:AE:
D3:D7:AE:36”, whereas “color copying” and “scanning”
functions are permitted as local functions when the network
ID is “AC:36:43:CA:AE:25”.

[0090] Specifically, in the information processing system
having the configuration shown in FIG. 1, when the user
with the user ID “10001” is authenticated and is to use the
image forming apparatus 10A connected to the network A,
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the “monochrome copying” and “scanning” functions are
usable. In contrast, when this user is authenticated and is to
use the image forming apparatus 10B connected to the
network B, the “color copying” and “scanning” functions
are usable.

[0091] By setting access-right information for each com-
bination of a user ID and a network 1D in this manner, the
functions permitted to and the interfaces usable by the same
user may be varied for each network to which the image
forming apparatuses 10 are connected.

[0092] In the case of such access-right information, the
LPWA communication module 20 of each image forming
apparatus 10 transmits, to the access-right management
server 60, the user ID of the user authenticated by the
authenticating unit 31 and the network ID of the network to
which the image forming apparatus 10 is connected. Then,
the LPWA communication module 20 of the image forming
apparatus 10 receives, from the access-right management
server 60, access-right information of the user correspond-
ing to the transmitted user ID and the transmitted network
1D.

[0093] Alternatively, different access-right information
may be stored in correspondence with each combination of
auser ID and an apparatus ID. FIG. 10 illustrates an example
of such an access-right management table.

[0094] The following description relates to a case where
the image forming apparatus 10A has an apparatus 1D
“99901” and the image forming apparatus 10B has an
apparatus 1D “99902”.

[0095] FIG. 10 illustrates an example of an access-right
management table in which different access-right informa-
tion is stored in correspondence with each combination of a
user ID and an apparatus 1D.

[0096] Specifically, the contents of access-right informa-
tion vary even for the same user 1D if the apparatus 1D is
different.

[0097] In detail, referring to the access-right management
table in FIG. 10, in the case of the user ID “10001”,
“monochrome copying” and “scanning” functions are per-
mitted as local functions when the apparatus 1D is “99901”,
whereas “color copying” and “scanning” functions are per-
mitted as local functions when the apparatus 1D is “99902”.
[0098] Specifically, in the information processing system
having the configuration shown in FIG. 1, when the user
with the user ID “10001” is authenticated and is to use the
image forming apparatus 10A, the “monochrome copying”
and “scanning” functions are usable. In contrast, when this
user is authenticated and is to use the image forming
apparatus 10B, the “color copying” and “scanning” func-
tions are usable.

[0099] By setting access-right information for each com-
bination of a user ID and an apparatus ID in this manner, the
functions permitted to and the interfaces usable by the same
user may be varied for each image forming apparatus 10 to
be used.

[0100] In the case of such access-right information, the
LPWA communication module 20 of each image forming
apparatus 10 transmits, to the access-right management
server 60, the user ID of the user authenticated by the
authenticating unit 31 and the apparatus ID of the image
forming apparatus 10. Then, the LPWA communication
module 20 of the image forming apparatus 10 receives, from
the access-right management server 60, access-right infor-
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mation of the user corresponding to the transmitted user 1D
and the transmitted apparatus ID.

[0101] Finally, the following description with reference to
a sequence chart in FIG. 11 relates to how data is exchanged
among the portable terminal device 80, the image forming
apparatus 10, and the access-right management server 60
when access-right information varies for each network ID or
each apparatus ID.

[0102] Since the sequence chart in FIG. 11 is different
from the sequence chart shown in FIG. 8 only in that step
S104 is replaced with step S104A, only the different process
will be described below.

[0103] When the authentication process for the user hold-
ing the portable terminal device 80 is completed and the use
of all interfaces and functions is restricted for the user, the
image forming apparatus 10 transmits a user ID and a
network ID or a user ID and an apparatus ID to the
access-right management server 60 in step S104A. Then, in
step S105, the access-right management server 60 reads
access-right information corresponding to the received user
ID and network ID or the received user ID and apparatus ID
from the access-right management table and transmits the
access-right information as a reply to the image forming
apparatus 10.

[0104] The process after the image forming apparatus 10
receives the access-right information from the access-right
management server 60 is the same as that in the sequence
chart shown in FIG. 8.

[0105] Modifications

[0106] The description of the above exemplary embodi-
ment relates to a case where access-right information in an
image forming apparatus 10 is acquired from the access-
right management server 60. Alternatively, the present dis-
closure is similarly applicable to a case where access-right
information in another information processing apparatus
other than an image forming apparatus is acquired from the
access-right management server 60.

[0107] The foregoing description of the exemplary
embodiment of the present disclosure has been provided for
the purposes of illustration and description. It is not intended
to be exhaustive or to limit the disclosure to the precise
forms disclosed. Obviously, many modifications and varia-
tions will be apparent to practitioners skilled in the art. The
embodiment was chosen and described in order to best
explain the principles of the disclosure and its practical
applications, thereby enabling others skilled in the art to
understand the disclosure for various embodiments and with
the various modifications as are suited to the particular use
contemplated. It is intended that the scope of the disclosure
be defined by the following claims and their equivalents.

What is claimed is:

1. An information processing apparatus comprising:

an authenticating unit that authenticates a user;

a transmitter that transmits user identification information
of the user authenticated by the authenticating unit to a
management apparatus via a dedicated network used
for exchanging the user identification information and
restriction information;

a receiver that receives the restriction information of the
user corresponding to the transmitted user identifica-
tion information from the management apparatus via
the dedicated network; and
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a controller that controls a range of a function usable by
the user based on the restriction information received
by the receiver.

2. The information processing apparatus according to

claim 1,

wherein the restriction information is access-right infor-
mation used for restricting a range accessible by the
authenticated user.

3. The information processing apparatus according to

claim 2,

wherein the access-right information is information used
for specifying a function permitted to be used among
functions of the information processing apparatus.

4. The information processing apparatus according to

claim 2,

wherein the access-right information is restriction-related
information used when another apparatus is to be
accessed via a network different from the dedicated
network.

5. The information processing apparatus according to

claim 1,

wherein when the user is authenticated by the authenti-
cating unit, the controller disables at least one or all of
functions usable by the user until the restriction infor-
mation is received from the management apparatus.

6. The information processing apparatus according to

claim 2,

wherein when the user is authenticated by the authenti-
cating unit, the controller disables at least one or all of
functions usable by the user until the restriction infor-
mation is received from the management apparatus.

7. The information processing apparatus according to

claim 3,

wherein when the user is authenticated by the authenti-
cating unit, the controller disables at least one or all of
functions usable by the user until the restriction infor-
mation is received from the management apparatus.

8. The information processing apparatus according to

claim 4,

wherein when the user is authenticated by the authenti-
cating unit, the controller disables at least one or all of
functions usable by the user until the restriction infor-
mation is received from the management apparatus.

9. The information processing apparatus according to

claim 5,

wherein when the user is authenticated by the authenti-
cating unit, the controller disables at least one or all of
functions of the information processing apparatus
against the user until the restriction information is
received from the management apparatus.

10. The information processing apparatus according to

claim 6,

wherein when the user is authenticated by the authenti-
cating unit, the controller disables at least one or all of
functions of the information processing apparatus
against the user until the restriction information is
received from the management apparatus.

11. The information processing apparatus according to

claim 7,

wherein when the user is authenticated by the authenti-
cating unit, the controller disables at least one or all of
functions of the information processing apparatus
against the user until the restriction information is
received from the management apparatus.
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12. The information processing apparatus according to
claim 8,
wherein when the user is authenticated by the authenti-
cating unit, the controller disables at least one or all of
functions of the information processing apparatus
against the user until the restriction information is
received from the management apparatus.
13. The information processing apparatus according to
claim 5,
wherein when the user is authenticated by the authenti-
cating unit, the controller disables at least one or all of
functions against the user until the restriction informa-
tion is received from the management apparatus, the
functions being used when another apparatus is to be
accessed via a network different from the dedicated
network.
14. The information processing apparatus according to
claim 1,
wherein the transmitter transmits apparatus identification
information of the information processing apparatus to
the management apparatus together with the user iden-
tification information of the user authenticated by the
authenticating unit, and
wherein the receiver receives, from the management
apparatus, the restriction information of the user cor-
responding to the transmitted user identification infor-
mation and the transmitted apparatus identification
information.
15. The information processing apparatus according to
claim 1,
wherein the transmitter transmits, to the management
apparatus, network identification information of a net-
work different from the dedicated network together
with the user identification information of the user
authenticated by the authenticating unit, and
wherein the receiver receives, from the management
apparatus, the restriction information of the user cor-
responding to the transmitted user identification infor-
mation and the transmitted network identification infor-
mation.
16. The information processing apparatus according to
claim 1,
wherein, in a case where communication with the authen-
ticated user is interrupted for a predetermined time or
longer or a distance to the authenticated user reaches a
predetermined distance or longer, the controller deletes
the restriction information received from the manage-
ment apparatus.
17. The information processing apparatus according to
claim 1,
wherein the dedicated network is a wireless communica-
tion line connectable to the management apparatus
without a network setting.
18. The information processing apparatus according to
claim 17,
wherein the wireless communication line is based on a
wide-area wireless communication network in which
data is exchanged at a communication speed lower than
a communication speed in a network different from the
dedicated network.
19. An information processing system comprising:
a management apparatus that stores user identification
information of a user and restriction information in
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correspondence with each other, the restriction infor-

mation restricting a range of a function usable by the

user; and

an information processing apparatus including

an authenticating unit that authenticates the user,

a transmitter that transmits the user identification infor-
mation of the user authenticated by the authenticat-
ing unit to the management apparatus via a dedicated
network used for exchanging the user identification
information and the restriction information,

a receiver that receives the restriction information of
the user corresponding to the transmitted user iden-
tification information from the management appara-
tus via the dedicated network, and

a controller that controls the range of the function
usable by the user based on the restriction informa-
tion received by the receiver.

20. A non-transitory computer readable medium storing a
program causing a computer to execute a process, the
process comprising:

authenticating a user;

transmitting user identification information of the authen-

ticated user to a management apparatus via a dedicated

network used for exchanging the user identification
information and restriction information;

receiving the restriction information of the user corre-

sponding to the transmitted user identification informa-

tion from the management apparatus via the dedicated
network; and

controlling a range of a function usable by the user based

on the received restriction information.

#* #* #* #* #*
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