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(57) ABSTRACT

Techniques are disclosed for for prioritizing a plurality of
clusters. Prioritizing clusters may generally include identify-
ing a scoring strategy for prioritizing the plurality of clusters.
Each cluster is generated from a seed and stores a collection
of data retrieved using the seed. For each cluster, elements of
the collection of data stored by the cluster are evaluated
according to the scoring strategy and a score is assigned to the
cluster based on the evaluation. The clusters may be ranked
according to the respective scores assigned to the plurality of
clusters. The collection of data stored by each cluster may
include financial data evaluated by the scoring strategy for a
risk of fraud. The score assigned to each cluster may corre-
spond to an amount at risk.
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PRIORITIZING DATA CLUSTERS WITH
CUSTOMIZABLE SCORING STRATEGIES

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application is a continuation of U.S. patent
application Ser. No. 14/264,445, which was filed Apr. 29,
2015, which is a continuation of each of U.S. patent applica-
tion Ser. Nos. 13/968,213 and 13/968,265, each of which was
filed Aug. 15, 2013, and each of which application claims
benefit of U.S. Provisional Patent Application Ser. No.
61/800,887 filed Mar. 15, 2013. All of the above items are
hereby incorporated by reference herein in their entireties.

BACKGROUND OF THE INVENTION

[0002] 1. Field of the Invention

[0003] Embodiments of the present invention generally
relate to data analysis and, more specifically, to generating
data clusters of related data entities with customizable analy-
sis strategies.

[0004] 2. Description of the Related Art

[0005] In financial and security investigations an analyst
may have to make decisions regarding data entities within a
collection of data. For instance, the analyst could have to
decide whether an account data entity represents a fraudulent
bank account. However, an individual data entity oftentimes
includes insufficient information for the analyst to make such
decisions. The analyst makes better decisions based upon a
collection of related data entities. For instance, two financial
transactions may be related by an identical account identifier
ortwo accounts belonging to one customer may be related by
an identical customer identifier or other attribute (e.g., a
shared phone number or address). Some currently available
systems assist the analyst by identifying data entities that are
directly related to an initial data entity. For example, the
analyst could initiate an investigation with a single suspicious
data entity or “seed,” such as a fraudulent credit card account.
If the analyst examined this data entity by itself, then the
analyst would not observe any suspicious characteristics.
However, the analyst could request a list of data entities
related to the seed by a shared attribute, such as a customer
identifier. In doing so, the analyst could discover an additional
data entity, such as an additional credit card account, which
relates to the original fraudulent account because of a shared
customer identifier. The analyst could then mark the addi-
tional credit card account as potentially fraudulent, based
upon the relationship of the shared customer identifier.
[0006] Although these systems can be very helpful in dis-
covering related data entities, they typically require the ana-
lyst to manually repeat the same series of searches for many
investigations. Repeating the same investigation process con-
sumes time and resources, such that there are oftentimes more
investigations than can be performed. Thus, analysts typically
prioritize investigations based upon the characteristics of the
seeds. However, there may be insignificant differences
between the seeds, so the analyst may not be able to determine
the correct priority for investigations. For instance, the ana-
lyst could have to choose between two potential investiga-
tions based upon separate fraudulent credit card accounts.
One investigation could reveal more potentially fraudulent
credit card accounts than the other, and therefore could be
more important to perform. Yet, the characteristics of the two
original credit card accounts could be similar, so the analyst

Feb. 4, 2016

would not be able to choose the more important investigation.
Without more information, prioritizing investigations is dif-
ficult and error prone.

SUMMARY OF THE INVENTION

[0007] Oneembodiment of the invention includes a method
for prioritizing a plurality of clusters. This method may gen-
erally include identifying a scoring strategy for prioritizing
the plurality of clusters. Each cluster is generated from a seed
and stores a collection of data retrieved using the seed. For
each cluster, elements of the collection of data stored by the
cluster are evaluated according to the scoring strategy and a
score is assigned to the cluster based on the evaluation. This
method may also include ranking the clusters according to the
respective scores assigned to the plurality of clusters. The
collection of data stored by each cluster may include financial
data evaluated by the scoring strategy for a risk of fraud. The
score assigned to each cluster corresponds to an amount at
risk.

[0008] In a particular embodiment, assigning a respective
score to the cluster based on the evaluation may include
determining a plurality of base scores and determining, as the
score to assign to the cluster, an aggregate score from the
plurality of base scores.

[0009] Other embodiments include, without limitation, a
computer-readable medium that includes instructions that
enable a processing unit to implement one or more aspects of
the disclosed methods as well as a system having a processor,
memory, and application programs configured to implement
one or more aspects of the disclosed methods.

[0010] Advantageously, the disclosed techniques provide a
more effective starting point for an investigation of financial
and security data entities. An analyst is able to start the inves-
tigation from a cluster of related data entities instead of an
individual data entity, which may reduce the amount of time
and effort required to perform the investigation. The dis-
closed techniques also provide a prioritization of multiple
clusters. The analyst is also able to start the investigation from
a high priority cluster, which may allow the analyst to focus
on the most important investigations.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] So that the manner in which the above recited fea-
tures of the present invention can be understood in detail, a
more particular description of the invention, briefly summa-
rized above, may be had by reference to embodiments, some
of which are illustrated in the appended drawings. It is to be
noted, however, that the appended drawings illustrate only
typical embodiments of this invention and are therefore not to
be considered limiting of its scope, for the invention may
admit to other equally effective embodiments.

[0012] FIG. 1 is a block diagram illustrating an example
data analysis system, according to one embodiment.

[0013] FIG. 2 illustrates the generation of clusters by the
data analysis system, according to one embodiment.

[0014] FIGS. 3A-3C illustrate the growth of a cluster of
related data entities, according to one embodiment.

[0015] FIG. 4 illustrates the ranking of clusters by the data
analysis system, according to one embodiment of the present
invention.

[0016] FIG. 5 illustrates an example cluster analysis user
interface (UI), according to one embodiment.
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[0017] FIG. 6 is a flow diagram of method steps for gener-
ating clusters, according to one embodiment.

[0018] FIG.7 is a flow diagram of method steps for scoring
clusters, according to one embodiment.

[0019] FIG. 8illustrates components of a server computing
system, according to one embodiment.

DETAILED DESCRIPTION

[0020] Embodiments of the invention provide techniques
for building clusters of related data from an initial data entity,
called a seed. The seed and related data entities may be
available from databases maintained by a financial institu-
tion. Such databases may include a variety of information,
such as credit card accounts, customer identifiers, customer
information, and transactions, as well as the relationships that
link those data entities together, stored across different sys-
tems controlled by different entities. Embodiments bring
together data from multiple datasets such as these to build
clusters. To perform financial and security investigations
related to the seed, an analyst may have to search several
layers of related data entities. For example, the analyst could
investigate data entities related to a seed credit card account,
by discovering the customer identifiers associated with the
credit card account, the phone numbers associated with those
customer identifiers, the additional customer identifiers asso-
ciated with those phone numbers, and finally the additional
credit card accounts associated with those additional cus-
tomer identifiers. If the seed credit card account were fraudu-
lent, then the analyst could determine that the additional
credit card accounts could also be fraudulent. In such an
investigation, the analyst would discover the relationship
between the additional credit card accounts and the seed
credit card accounts through several layers of related data
entities. This technique is particularly valuable for investiga-
tions where the relationship between data entities could
include several layers and would be difficult to identify.
[0021] In one embodiment, the data analysis system auto-
matically discovers data entities related to a seed and stores
the resulting relationships and related data entities together in
a “cluster” A cluster generation strategy specifies what
searches to perform at each step of the investigation process.
The searches produce layers of related data entities to add to
the cluster. Thus, the analyst starts an investigation with the
resulting cluster, instead of the seed alone. Starting with the
cluster, the analyst may form opinions regarding the related
data entities, conduct further analysis of the related data enti-
ties, or may query for additional related data entities. Further,
for numerous such seeds and associated investigations, the
data analysis system may prioritize the clusters based upon an
aggregation of characteristics of the related data entities
within the clusters. The data analysis system then displays
summaries of the clusters. The summaries may be displayed
according to the prioritization. The prioritization may assist
the analyst in selecting what clusters to investigate.

[0022] In the following description, numerous specific
details are set forth to provide a more thorough understanding
of'the present invention. However, it will be apparent to one of
skill in the art that the present invention may be practiced
without one or more of these specific details.

[0023] FIG. 1 is a block diagram illustrating an example
data analysis system 100, according to one embodiment of the
present invention. As shown, the data analysis system 100
includes an application server 115 running on a server com-
puting system 110, a client 135 running on a client computer
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system 130, and at least one database 140. Further, the client
135, application server 115, and database 140 may commu-
nicate over a network 150, e.g., to access cluster data sources
160.

[0024] The application server 115 includes a cluster engine
120 and a workflow engine 125. The cluster engine 120 is
configured to build one or more clusters of related data enti-
ties, according to a defined analysis strategy. The cluster
engine 120 may read data from a variety cluster data sources
160 to generate clusters from seed data. Once created, the
resulting clusters may be stored on the server computer 110 or
on the database 140. The operations of the cluster engine 120
are discussed in detail below in conjunction with FIGS. 2 and
3.

[0025] The cluster engine 120 is configured to score the
clusters, according to a defined scoring strategy. The score
may indicate the importance of analyzing the cluster. For
instance, the cluster engine 120 could execute a scoring strat-
egy that aggregates the account balances of credit card
accounts within the cluster. If the cluster included a larger
total balance than other clusters, then the cluster could be a
greater liability for the financial institution. Thus, the cluster
would be more important to analyze and would receive a
higher score. In one embodiment, the cluster engine 120
organizes and presents the clusters according to the assigned
scores. The cluster engine 120 may present summaries of the
clusters and/or interactive representations of the clusters
within the cluster analysis Ul. For example, the representa-
tions may provide visual graphs of the related data entities
within the clusters. The cluster engine 120 may generate the
cluster analysis Ul as a web application or a dynamic web
page displayed within the client 135. The cluster engine 120
also allows an analyst to create tasks associated with the
clusters. The operations of the cluster engine 120 are dis-
cussed in detail below in conjunction with FIGS. 4 and 5. In
one embodiment, the cluster engine 120 generates clusters
automatically, for subsequent review by analysts. Analysts
may also assign tasks to themselves via a workflow UL The
workflow engine 125 consumes scores generated by the clus-
ter engine 120. For example, the workflow engine 125 may
present an analyst with clusters generated, scored, and
ordered by the cluster engine 120.

[0026] The client 135 represents one or more software
applications configured to present data and translate input,
from the analyst, into requests for data analyses by the appli-
cation server 115. In one embodiment, the client 135 and the
application server 115 are coupled together. However, several
clients 135 may execute on the client computer 130 or several
clients 135 on several client computers 130 may interact with
the application server 115. In one embodiment, the client 135
may be a browser accessing a web service.

[0027] While the client 135 and application server 115 are
shown running on distinct computing systems, the client 135
and application server 115 may run on the same computing
system. Further, the cluster engine 120 and the workflow
engine 125 may run on separate applications servers 115, on
separate server computing systems, or some combination
thereof. Additionally, a history service may store the results
generated by an analyst relative to a given cluster

[0028] In one embodiment, the cluster data sources 160
provide data available to the cluster engine to create clusters
from a set of seeds. Such data sources may include relational
data sources, web services data, XML data, etc. For example,
the data sources may be related to customer account records
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stored by a financial institution. In such a case, the data
sources may include a credit card account data, bank account
data, customer data, and transaction data. The data may
include data attributes such as account numbers, account
balances, phone numbers, addresses, and transaction
amounts, etc. Of course, cluster data sources 160 is included
to be representative of a variety of data available to the server
computer system 110 over network 150, as well as locally
available data sources.

[0029] The database 140 may be a Relational Database
Management System (RDBMS) that stores the data as rows in
relational tables. While the database 140 is shown as a distinct
computing system, the database 140 may operate on the same
server computing system 110 as the application server 115.
[0030] FIG. 2 illustrates the generation of clusters by data
analysis system 200, according to one embodiment . As
shown, the data analysis system 200 interacts with a seed list
210, a cluster list 250, and a cluster strategy store 230. The
seed list 210 includes seeds 212-1, 212-2 . . . 212-S and the
cluster list 250 includes clusters 252-1, 252-2 . . . 252-C. The
cluster engine 120 is configured as a software application or
thread that generates the clusters 252-1,252-2 . .. 252-C from
the seeds 212-1, 212-2 .. . 212-S.

[0031] Seeds 212 are the starting point for generating a
cluster 252. To generate a cluster, the cluster engine 120
retrieves a given seed 212 from the seed list 210. The seed 212
may be an arbitrary data entity within the database 140, such
as a customer name, a customer social security number, an
account number, or a customer telephone number.

[0032] The cluster engine 120 generates the cluster 252
from the seed 212. In one embodiment, the cluster engine 120
generates the cluster 252 as a collection of data entities and
the relationships between the various data entities. As noted
above, the cluster strategy executes data bindings in order to
add each additional layer of objects to the cluster. For
example, the cluster engine 120 could generate the cluster
252 from a seed credit card account. The cluster engine 120
first adds the credit card account to the cluster 252. The cluster
engine 120 could then add customers related to the credit card
account to the cluster 252. The cluster engine 120 could
complete the cluster 252 by adding additional credit card
accounts related to those customers. As the cluster engine 120
generates the cluster 252, the cluster engine 120 stores the
cluster 252 within the cluster list 250. The cluster 252 may be
stored as a graph data structure. The cluster list 250 may be a
collection of tables in the database 140. In such a case, there
may be a table for the data entities of the cluster 252, a table
for the relationships between the various data entities, a table
for the attributes of the data entities, and a table for a score of
the cluster 252. The cluster list 250 may include clusters 252
from multiple investigations. Note that the cluster engine 120
may store portions of the cluster 252 in the cluster list 250 as
the cluster engine 120 generates the cluster 252. Persons
skilled in the art will recognize that many technically feasible
techniques exist for creating and storing graph data struc-
tures.

[0033] The cluster strategy store 230 includes cluster strat-
egies 232-1, 232-2 . . . 232-N. Each cluster strategy may
include references 235 to one or more data bindings 237. As
noted, each data binding may be used to identify data that may
grow a cluster (as determined by the given search strategy
232). The cluster engine 120 executes a cluster strategy 232 to
generate the cluster 252. Specifically, the cluster engine 120
executes the cluster strategy 232 selected by an analyst. The
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analyst may submit a selection of the cluster strategy 232 to
the cluster engine 120 through the client 135.

[0034] Each clusterstrategy 232 is configured as to perform
an investigation processes for generating the cluster 252.
Again, e.g., the cluster strategy 232 may include references
235 to acollection of data bindings executed to add layer after
layer of data to a cluster. The investigation process includes
searches to retrieve data entities related to the seed 212. For
example, the cluster strategy 232 could start with a possibly
fraudulent credit card account as the seed 212. The cluster
strategy 232 would search for customers related to the credit
card account, and then additional credit card accounts related
to those customers. A different cluster strategy 232 could
search for customers related to the credit card account, phone
numbers related to the customers, additional customers
related to the phone numbers, and additional credit card
accounts related to the additional customers.

[0035] In one embodiment, the cluster strategy 232
includes a reference to at least one data binding 237. The
cluster engine 120 executes the search protocol of specified
by the data binding 237 to retrieve data, and the data returned
by a given data binding forms a layer within the cluster 252.
For instance, the data binding 237 could retrieve sets of cus-
tomers related to an account by an account owner attribute.
The data binding 237 retrieves the set of related data entities
from a data source. For instance, the data binding 237-1 could
define specify a database query to perform against a database.
Likewise, the data binding 237-2 could define a connection to
a remote relational database system and the data binding
237-3 could define a connection and query against a third-
party web service. Once retrieved, the cluster strategy 232
may evaluate whether the returned data should be added to a
cluster being grown from a given seed 212. Multiple cluster
strategies 232 may reference a given data binding 237. The
analyst can update the data binding 237, but typically updates
the data binding 237 only if the associated data source
changes. A cluster strategy 232 may also include a given data
binding 237 multiple times. For example, executing a data
binding 237 using one seed 212 may generate additional
seeds for that data binding 237 (or generate seeds for another
data binding 237). More generally, different cluster strategies
232-1,232-2 .. . 232-N may include different arrangements
of various data bindings 237 to generate different types of
clusters 252.

[0036] The cluster strategy 232 may specify that the cluster
engine 120 use an attribute from the related data entities
retrieved with one data binding 237, as input to a subsequent
data binding 237. The cluster engine 120 uses the subsequent
data binding 237 to retrieve a subsequent layer of related date
entities for the cluster 252. For instance, the cluster strategy
232 could specify that the cluster engine 120 retrieve a set of
credit card account data entities with a first data binding
237-1. The cluster strategy 232 could also specify that the
cluster engine 120 then use the account number attribute from
credit card account data entities as input to a subsequent data
binding 237-2. The cluster strategy 232 may also specify
filters for the cluster engine 120 to apply to the attributes
before performing the subsequent data binding 237. For
instance, if the first data binding 237-1 were to retrieve a set
of credit card account data entities that included both personal
and business credit card accounts, then the cluster engine 120
could filter out the business credit card accounts before per-
forming the subsequent data binding 237-2.
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[0037] Inoperation, the cluster engine 120 generates a clus-
ter 252-1 from a seed 212-1 by first retrieving a cluster strat-
egy 232. Assuming that the analyst selected a cluster strategy
232-2, then the cluster engine 120 would retrieve the cluster
strategy 232-2 from the cluster strategy store 230. The cluster
engine 120 could then retrieve the seed 212-1 as input to the
cluster strategy 232-2. The cluster engine 120 would execute
the cluster strategy 232-2 by retrieving sets of data by execut-
ing data bindings 237 referenced by the cluster strategy 232-
2. For example, the cluster strategy could execute data bind-
ings 237-1, 237-2, and 237-3. The cluster engine 120
evaluates data returned by each data binding 237 to determine
whether to use that data to grow the cluster 252-1. The cluster
engine 120 may then use elements of the returned data as
input to the next data binding 237. Of course, a variety of
execution paths are possible for the data bindings 237. For
example, assume one data binding 237 returned a set of phone
numbers. In such a case, another data binding 237 could
evaluate each phone number individually. As another
example, one data binding 237 might use input parameters
obtained by executing multiple, other data bindings 237.
More generally, the cluster engine 120 may retrieves data for
each data binding referenced by the cluster strategy 232-2.
The cluster engine 120 then stores the complete cluster 252-1
in the cluster list 250.

[0038] As the cluster engine 120 generates the clusters
252-1,252-2...252-C fromseeds 212-1,212-2...212-S, the
cluster list 250 may include overlapping clusters 252. Two
clusters 252-1 and 252-C overlap if both clusters 252-1 and
252-C include a common data entity. Oftentimes, a larger
cluster 252 formed by merging two smaller clusters 252-1and
252-C may be a better investigation starting point than the
smaller clusters 252-1 and 252-C individually. The larger
cluster 252 may provide additional insight or relationships,
which may not be available if the two clusters 252-1 and
252-C remain separate.

[0039] Inone embodiment, the cluster engine 120 includes
a resolver 226 that is configured to detect and merge two
overlapping clusters 252 together. The resolver 226 compares
the data entities within a cluster 252-1 to the data entities
within each one of the other clusters 252-2 through 252-C. If
the resolver 226 finds the same data entity within the cluster
252-1 and a second cluster 252-C, then the resolver 226 may
merge the two clusters 252-1 and 252-C into a single larger
cluster 252. For example, the cluster 252-1 and cluster 252-C
could both include the same customer. The resolver 226
would compare the data entities of cluster 252-1 to the data
entities of cluster 252-C and detect the same customer in both
clusters 252. Upon detecting the same customer in both clus-
ters 252, the resolver 226 could merge the cluster 252-1 with
cluster 252-C. The resolver 226 may test each pair of clusters
252 to identity overlapping clusters 252. Although the larger
clusters 252 may be better investigation starting points, an
analyst may want to understand how the resolver 226 formed
the larger clusters 252. The resolver 226, stores a history of
each merge.

[0040] Afterthe cluster engine generates a group of clusters
from a given collection of seeds (and after merging or resolv-
ing the cluster), the cluster engine 120 may score, rank, or
otherwise order the clusters relative to a scoring strategy 442.
[0041] In one embodiment, the analysis system 100, and
more specifically, the cluster engine 120 receives a list of
seeds to generate a group of clusters, subsequently ranked,
ordered, and presented to analysts. That is, the cluster engine

Feb. 4, 2016

120 consumes seeds generated by other systems. Alterna-
tively, in other embodiments, cluster engine 120 may gener-
ate the seeds 212-1,212-2 . .. 212-S. For instance, the cluster
engine 120 may include a lead generation strategy that iden-
tifies data entities as potential seeds 212. The lead generation
strategy may apply to a particular business type, such as credit
cards, stock trading, or insurance claims and may be run
against a cluster data source 160 or an external source of
information.

[0042] FIGS.3A-3C llustrate the growth ofa cluster 252 of
related data entities, according to one embodiment. As shown
in FIG. 3A, a cluster 252 includes a seed data entity 302, links
303-1 and 303-2, and related data entities 305-1 and 305-2.
The cluster 252 is based upon a seed 212. The cluster engine
120 builds the cluster 252 by executing a cluster strategy 232
with the following searches:

[0043] Find seed owner
[0044] Find all phone numbers related to the seed owner
[0045] Find all customers related to the phone numbers
[0046] Find all accounts related to the customers
[0047] Find all new customers related to the new
accounts
[0048] Assuming that the seed 212 were a fraudulent credit

card account, then the cluster engine 120 would add the credit
card account to the cluster 252 as the seed data entity 302. The
cluster engine 120 would then use the account owner attribute
of' the credit card account as input to a data binding 237. The
cluster engine 120 would execute the search protocol of data
binding 237 to retrieve the customer data identifying the
owner of the fraudulent credit card account. The cluster
engine 120 would then add the customer data to the cluster
252 as the related data entity 305-1. The cluster engine 120
would also add the account owner attribute as the link 303-1
that relates the account number to the customer data of the
owner. The cluster engine 120 would execute the next search
of'the cluster strategy 232 by inputting the customer identifier
attribute of the customer data into a data binding 237 to
retrieve a phone data. The cluster engine 120 would then add
the phone data as the related data entity 305-2 and the cus-
tomer identifier attribute as the link 303-2 between the cus-
tomer data and the phone data. At this point in the investiga-
tion process, the cluster 252 would include the seed data
entity 302, two links 303-1 and 303-2, and two related data
entities 305-1 and 305-2. That is, the cluster 252 includes the
fraudulent credit card account, the customer data of the owner
of the credit card, and the phone number of the owner. By
carrying the investigation process further, the cluster engine
120 could reveal further related information—e.g., additional
customers or potentially fraudulent credit card accounts.

[0049] Turning to FIG. 3B, the cluster engine 120 would
continue executing the cluster strategy 232 by searching for
additional account data entities related to the phone number
of the owner of the fraudulent credit card account. As dis-
cussed, the phone number would be stored as related data
entity 305-2. The cluster engine 120 would input the phone
owner attribute of the phone number to a data binding 237.
The cluster engine 120 would execute the search protocol of
data binding 237 to retrieve the data of two additional cus-
tomers, which the cluster engine 120 would store as related
data entities 305-3 and 305-4. The cluster engine 120 would
add the phone owner attribute as the links 303-3 and 304-4
between the additional customers and the phone number.

[0050] FIG. 3C shows the cluster 252 after the cluster
engine 120 performs the last step of the cluster strategy 232.
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For example, the cluster engine 120 would use the customer
identifier attribute of the related data entity 305-3 and 305-4
to retrieve and add additional account data entities as the
related data entities 305-5 and 305-6. The cluster engine 120
would couple the related data entities 305-5 and 305-6 to the
related data entities 305-3 and 305-4 with the customer iden-
tifier attributes stored as links 303-5 and 303-6. Thus, the
cluster 252 would include six related data entities 305 related
by six links 303, in addition to the seed data entity 302. The
analyst could identify and determine whether the additional
data account entities, stored as related data entities 305-3 and
305-4, represent fraudulent credit card accounts more effi-
ciently, than if the analyst started an investigation with only
the seed 212. As the foregoing illustrates, with the cluster
engine 120 and cluster strategy 232, the analyst is advanta-
geously able to start an investigation from a cluster 252 that
already includes several related data entities 305.

[0051] FIG. 4 illustrates the ranking of clusters 252 by the
data analysis system 100 shown in FIG. 1, according to one
embodiment of the present invention. As shown, FIG. 4 illus-
trates some of the same elements as shown in FIG. 1 and FIG.
2. In addition, FIG. 4 illustrates a scoring strategy store 440,
coupled to the workflow engine 125. The cluster engine 120
coupled to the cluster list 250. The scoring strategy store 440
includes scoring strategies 442-1, 442-2 . . . 442-R.

[0052] The cluster engine 120 executes a scoring strategy
442 to score a cluster 252. For example, the cluster engine 120
may generate a cluster, via a cluster strategy/data bindings,
and attempt to resolve it with existing clusters. Thereafter, the
cluster engine 120 may score the resulting cluster with any
scoring strategies associated with a given cluster generation
strategy. In one embodiment, the score for a cluster may be a
meta score generated as an aggregation of scores generated
for different aspects, metrics, or data ofa cluster. Ordering for
a group of clusters, (according to a given scoring strategy)
may be performed done on demand when requested by a
client. Alternatively, the analyst may select of a scoring strat-
egy 442 to the cluster engine 120 through the client 135 or the
analyst may include the selection within a script or configu-
ration file. In other embodiments, the cluster engine 120 may
execute several scoring strategies 442 to determine a com-
bined score for the cluster 252.

[0053] The scoring strategy 442 specifying an approach for
scoring a cluster 252. The score may indicate the relative
importance or significance of a given cluster 252. For
instance, the cluster engine 120 could execute a scoring strat-
egy 442-1 to determine a score by counting the number of a
particular data entity type within the cluster 252. Assume,
e.g., a data entity corresponds to a credit account. In such a
case, a cluster with a large number of accounts opened by a
single individual (possibly within a short time) might corre-
late with a higher fraud risk. Of course, a cluster score may be
related to a high risk of fraud based on the other data in the
cluster, as approaite for a given case. More generally, each
scoring strategy 442 may be tailored based on the data in
clusters created by a given cluster strategy 230 and the par-
ticular type of risk or fraud (or amounts at risk).

[0054] In operation, the cluster engine 120 scores a cluster
252-1 by first retrieving a scoring strategy 442. For example,
assume a analyst selects scoring strategy 442-1. In response,
the cluster engine 120 retrieves the scoring strategy 442-1.
The cluster engine 120 also retrieves the cluster 252-1 from
the cluster list 250. After determining the score of the cluster
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252-1, the cluster engine 120 may store the score with the
cluster 252-1 in the cluster list 250.

[0055] The cluster engine 120 may score multiple clusters
252-1, 252-2 . . . 252-C in the cluster list 250. The cluster
engine 120 may also rank the clusters 252-1, 252-2 . .. 252-C
based upon the scores. For instance, the cluster engine 120
could rank the cluster 252-1, 252-2 . . . 252-C from highest
score to lowest score.

[0056] FIG. 5 illustrates an example cluster analysis Ul
500, according to one embodiment. As discussed, the work-
flow engine 125 is configured to present the cluster analysis
UT500. As shown, the cluster analysis UI 500 includes a lead
box 510, a cluster strategy box 530, a cluster summary list
525, a cluster search box 520, and a cluster review window
515. The workflow engine 125 may generate the cluster
analysis UI 500 as a web application or a dynamic web page
displayed within the client 135.

[0057] The lead box 510 allows the analyst to select a seed
list 210 or a suitable lead generation strategy. The lead gen-
eration strategy generates a seed list 210. The lead generation
strategy may generate a seed list 210 from the database 140 or
an external source of information (e.g., a cluster data source
160).

[0058] The cluster strategy box 530 displays the cluster
strategies 232 that the cluster engine 120 ran against the seed
list 210. The cluster engine 120 may execute multiple cluster
strategies 232 against the seed list 210, so there may be
multiple cluster strategies 232 listed in the cluster strategy
box 530. The analyst may click on the name of a given cluster
strategy 232 in the cluster strategy box 530 to review the
clusters 252 that the cluster strategy 232 generated.

[0059] Theworkflow engine 125 displays summaries ofthe
clusters 252 in the cluster summary list 525. For example, the
summaries ,may include characteristics of the clusters 252,
such as identifiers, the scores, or analysts assigned to analyze
the clusters 252. The workflow engine 125 can select the
clusters 252 for the display in the cluster summary list 525
according to those or other characteristics. For instance, the
workflow engine 125 could display the summaries in the
order of the scores ofthe clusters 252, where a summary of the
highest scoring cluster 252 is displayed first.

[0060] The workflow engine 125 controls the order and
selection of the summaries within the cluster summary list
525 based upon the input from the analyst. The cluster search
box 520 includes a search text box coupled to a search button
and a pull-down control. The analyst may enter a character-
istic of a cluster 252 in the search text box and then instruct the
workflow engine 125 to search for and display clusters 252
that include the characteristic by pressing the search button.
For example, the analyst could search for clusters with a
particular score. The pull-down control includes a list of
different characteristics of the clusters 252, such as score,
size, assigned analyst, or date created. The analyst may select
one of the characteristics to instruct the workflow engine 125
to present the summaries of the clusters 252 arranged by that
characteristic.

[0061] The workflow engine 125 is also configured to
present details of a given cluster 252 within the cluster review
window 515. The workflow engine 125 displays the details of
the cluster 252, e.g., the score, or average account balances
within a cluster, when the analyst clicks a mouse pointer on
the associated summary within the cluster summary list 525.
The workflow engine 125 may present details of the cluster
252, such as the name of the analyst assigned to analyze the
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cluster 252, the score of the cluster 252, and statistics or
graphs generated from the cluster 252. These details allow the
analyst to determine whether to investigate the cluster 252
further. The cluster review window 515 also includes a button
which may be clicked to investigate a cluster 252 within a
graph and an assign button for assigning a cluster to an ana-
lyst.

[0062] The analyst can click a mouse pointer on the button
to investigate the cluster 252 within an interactive graph. The
interactive representation is a visual graph of the cluster 252,
where icons represent the entities of the cluster 252 and lines
between the icons represent the links between entities of the
cluster 252. For example, the workflow engine 125 could
display the interactive graph of the cluster 252 similar to the
representation of the cluster 252 in FIG. 3C. The interactive
representation allows the analyst to review the attributes of
the related data entities or perform queries for additional
related data entities.

[0063] An administrative user can click a mouse pointer on
the assign button to assign the associated cluster 252 to an
analyst. The workflow engine 125 also allows the adminis-
trative user to create tasks associated with the clusters 252,
while the administrative user assigns the cluster 252. For
example, the administrative user could create a task for
searching within the three highest scoring clusters 252 for
fraudulent credit card accounts. The workflow engine 125
may display the summaries in the cluster summary list 525
according to the names of the analysts assigned to the clusters
252. Likewise, the workflow engine 125 may only display
summaries for the subset of the clusters 252 assigned to an
analyst.

[0064] The interface shown in FIG. 5 is included to illus-
trate one exemplary interface useful for navigating and
reviewing clusters generated using the cluster engine 120 and
the workflow engine 125. Of course, one of skill in the art will
recognize that a broad variety of user interface constructs
could be used to allow the analyst to select cluster strategies
232, scoring strategies 242, or seed generation strategies,
initiate an investigation, or review and analyze the clusters
252. For example, the workflow engine 125 may display
additional controls within the cluster analysis Ul 500 for
controlling the cluster generation process and selecting clus-
ter strategies 232 or scoring strategies 242. Also, the work-
flow engine 125 may not display the lead box 510 or the
options to select a lead generation strategy. In addition,
although the workflow engine 125 generates the cluster
analysis UI 500, in different embodiments, the cluster analy-
sis UL 500 is generated by a software application distinct from
the workflow engine 125. Further, in different embodiments,
the cluster review window 515 is configured to display a
preview of the cluster 252 or additional statistics generated
from the cluster 252. As such, an interactive representation of
the cluster 252 may be presented in an additional UT or the
cluster 252 may be exported to another software application
for review by the analyst.

[0065] FIG. 6 is a flow diagram of method steps for gener-
ating clusters, according to one embodiment. Although the
method steps are described in conjunction with the systems of
FIGS. 1 and 2, persons skilled in the art will understand that
any system configured to perform the method steps, in any
order, is within the scope of the present invention. Further, the
method 600 may be performed in conjunction with method
700 for scoring a cluster, described below.
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[0066] As shown, method 600 begins at step 605, where the
cluster engine 120 retrieves a cluster strategy 232 and a seed
212. Once a cluster strategy is selected The cluster engine 120
identifies a list of seeds to build clusters using the selected
cluster strategy. At step 610, the cluster engine 120 initializes
a cluster 252 with one of the seeds in the list. The cluster 252
is stored as a graph data structure. The cluster engine 120
initializes the graph data structure, and then adds the seed
212-1 to the graph data structure as the first data entity.

[0067] Atstep 615, the cluster engine 120 grows the cluster
252 by executing the search protocol of a data binding 237
from the cluster strategy 232-2. The cluster strategy 232-2
includes a series of data bindings 237 that the cluster engine
120 executes to retrieve related data entities. A given data
binding 237 may include queries to execute against a cluster
data source 160 using the seed as an input parameters. For
example, if the seed 212-1 were an account number, then the
databinding 237 might retrieve the data identifying the owner
of the account with the account number. After retrieving this
information, the cluster engine 120 would add the customer
data entity to the cluster as a related data entity and the
account owner attribute as the link between the seed 212-1
and the related data entity. After retrieving the related data
entities, the cluster engine 120 adds them to the cluster 252.

[0068] At step 620, the cluster engine 120 determines if the
cluster strategy 232-2 is fully executed. If so the method 600
returns to step 615 to execute additional data bindings for a
given seed. Once the cluster strategy is executed for that seed,
the cluster engine 120 may determine and assign a score to
that cluster (relative to a specified scoring strategy). After
generating clusters for a group of seeds, such clusters may be
ordered or ranked based on the relative scores. Doing so
allows an analyst to rapidly identify and evaluate clusters
determined to represent a high risk of fraud (or having high
amounts at risk).

[0069] At step 625, the cluster engine 120 stores the cluster
252 in cluster list 250. The cluster list 250 is a collection of
tables within a relational database, where a table may include
the seed and related data entities of the cluster 252 and
another table may include links between the related data
entities of the cluster 252. At step 630, the cluster engine 120
determines if there are more seeds 212 to analyze in the seed
list 210. If so, the method 600 returns to step 605 to generate
another cluster from the next seed. Otherwise, the method 600
ends. Note, while method 600 describes a single cluster being
generated, one of skill in the art will recognize that the cluster
generation process illustrated by method 600 may be per-
formed in parallel.

[0070] FIG. 7 is a flow diagram of method steps for scoring
clusters, according to one embodiment. Although the method
steps are described in conjunction with the systems of FIGS.
1 and 4, persons skilled in the art will understand that any
system configured to perform the method steps, in any order,
is within the scope of the present invention.

[0071] As shown, method 700 begins at step 705, where the
cluster engine 120 retrieves a scoring strategy 442 and a
cluster 252 (e.g., a cluster just created using the method 600
of FIG. 6). In other cases, he cluster engine 120 may retrieve
the scoring strategy 442 associated with a stored cluster.
Other alternatives include an analyst selecting a scoring strat-
egy 442 through the client 135, the cluster engine 120 via the
cluster analysis UI 500, a script, or a configuration file. The
cluster engine 120 retrieves the selected scoring strategy 442
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from the scoring strategy store 440. The cluster engine 120
retrieves the cluster 252 from the cluster list 250.

[0072] At step 710, the cluster engine 120 executes the
scoring strategy 442 against the cluster 252. The scoring
strategy 442 specifies characteristics of the related data enti-
ties within the cluster 252 to aggregate. The cluster engine
120 executes the scoring strategy 442 by aggregated the
specified characteristics together to determine a score. For
instance, the cluster engine 120 could aggregate the account
balances of related data entities that are account data entities.
In such a case, the total amount of dollars included within the
balances of the account data entities of the cluster 252 could
be the score of the cluster 252.

[0073] At step 715, the cluster engine 120 stores the score
with the cluster 252 in the cluster list 250. At step 720, the
cluster engine 120 determines if there are more clusters 252 to
score. For example, in one embodiment, a set of clusters may
be re-scored using an updated scoring strategy. In other cases,
the cluster engine may score each cluster when it is created
from a seed (based on a given cluster generation and corre-
sponding scoring strategy). If more clusters remain to be
scored (or re-scored), the method 700 returns to step 705.
[0074] Atstep 725, the cluster engine 125 ranks the clusters
252 according to the scores of the clusters 252. For example,
after re-scoring a set of clusters (or after scoring a group of
clusters generated from a set of seeds), the cluster engine 125
may rank the clusters 252 from highest score to lowest score.
The ranking may be used to order a display of summaries of
the clusters 252 presented to the analyst. The analyst may rely
upon the ranking and scores to determine which clusters 252
to analyze first. The ranking and sorting may generally be
performed on-demand when an analyst is looking for a cluster
to investigate. Thus, the ranking need not happen at the same
time as scoring. And further, the clusters may be scored (and
later ranked) using different raking strategies.

[0075] FIG. 8 illustrates components of a server computing
system 110, according to one embodiment. As shown, the
server computing system 110 includes, a central processing
unit (CPU) 860, a network interface 850, a memory 820, and
a storage 830, each connected to an interconnect (bus) 840.
The server computing system 110 may also include an /O
device interface 870 connecting I/O devices 875 (e.g., key-
board, display and mouse devices) to the computing system
110. Further, in context of this disclosure, the computing
elements shown in server computing system 110 may corre-
spond to a physical computing system (e.g., a system in a data
center) or may be a virtual computing instance executing
within a computing cloud.

[0076] The CPU 860 retrieves and executes programming
instructions stored in memory 820 as well as stores and
retrieves application data residing in memory 820. The bus
840 is used to transmit programming instructions and appli-
cation data between the CPU 860, 1/O device interface 870,
storage 830, network interface 850, and memory 820. Note
that the CPU 860 is included to be representative of a single
CPU, multiple CPUs, a single CPU having multiple process-
ing cores, a CPU with an associate memory management unit,
and the like. The memory 820 is generally included to be
representative of a random access memory. The storage 830
may be a disk drive storage device. Although shown as a
single unit, the storage 830 may be a combination of fixed
and/or removable storage devices, such as fixed disc drives,
removable memory cards, or optical storage, network
attached storage (NAS), or a storage area-network (SAN).
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[0077] Illustratively, the memory 820 includes a seed list
210, a cluster engine 120, a cluster list 250, and a workflow
engine 125. The cluster engine 120 includes a cluster strategy
232-2. The particular cluster strategy 232-2 includes data
bindings 237-1, 237-2, and 237-3, with which the cluster
engine 120 accesses the cluster data source 160. The work-
flow engine 125 includes a scoring strategy 442-1.

[0078] Illustratively, the storage 830 includes a cluster
strategy store 230, data bindings store 835, and a scoring
strategy store 440. As discussed the cluster strategy store 230
may include a collection of different cluster strategies 232,
such as cluster strategy 232-2. The cluster strategy store 230
may be a directory that includes the cluster strategies 232-1,
232-2 ... 232-N as distinct modules. The scoring strategy
store 440 may include a collection of different scoring strat-
egies 442, such as scoring strategy 442-2 and may also be a
directory of distinct modules. The data binding store 835
includes data bindings 237-1, 237-2 . . . 237-M, which may
also be stored as distinct modules within a directory.

[0079] Although shown in memory 820, the seed list 210,
cluster engine 120, cluster list 250, and workflow engine 125,
may be stored in memory 820, storage 830, or split between
memory 820 and storage 830. Likewise, copies of the cluster
strategy 232-2, data binding 237-1, 237-2, and 237-3, and
scoring strategy 442-2 may be stored in memory 820, storage
830, or split between memory 820 and storage 830.

[0080] Note, while financial fraud using credit card
accounts is used as a primary reference example in the dis-
cussion above, one of ordinary skill in the art will recognize
that the techniques described herein may be adapted for use
with a variety of data sets. For example, information from
data logs of online systems could be evaluated as seeds to
improve cyber security. In such a case, a seed could be a
suspicious IP address, a compromised user account, etc. From
the seeds, log data, DHCP logs, IP blacklists packet captures,
webapp logs, and other server and database logs could be
used to create clusters of activity related to the suspicions
seeds. Other examples include data quality analysis used to
cluster transactions processed through a computer system
(whether financial or otherwise).

[0081] While the foregoing is directed to embodiments of
the present invention, other and further embodiments of the
invention may be devised without departing from the basic
scope thereof. For example, aspects of the present invention
may be implemented in hardware or software or in a combi-
nation of hardware and software. One embodiment of the
invention may be implemented as a program product for use
with a computer system. The program(s) of the program
product define functions of the embodiments (including the
methods described herein) and can be contained on a variety
of computer-readable storage media. Illustrative computer-
readable storage media include, but are not limited to: (i)
non-writable storage media (e.g., read-only memory devices
within a computer such as CD-ROM disks readable by a
CD-ROM drive, flash memory, ROM chips or any type of
solid-state non-volatile semiconductor memory) on which
information is permanently stored; and (ii) writable storage
media (e.g., hard-disk drive or any type of solid-state random-
access semiconductor memory) on which alterable informa-
tion is stored.

[0082] The invention has been described above with refer-
ence to specific embodiments. Persons of ordinary skill in the
art, however, will understand that various modifications and
changes may be made thereto without departing from the
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broader spirit and scope of the invention as set forth in the
appended claims. The foregoing description and drawings
are, accordingly, to be regarded in an illustrative rather than a
restrictive sense. Therefore, the scope of the present invention
is determined by the claims that follow.
1. (canceled)
2. A computer-implemented method comprising:
by one or more hardware computer processors configured
with specific computer executable instructions:

accessing one or more electronic data stores, the one or
more electronic data stores storing a plurality of data
entities and respective data entity attributes;

applying a clustering strategy to generate a data entity

cluster by at least:

designating a seed data entity, from the plurality of data
entities, as the data entity cluster;

accessing, based on the clustering strategy, one or more
search protocols;

executing at least a first of the one or more search pro-
tocols on the one or more electronic data stores to
identify one or more data entities related to the seed
data entity;

adding the one or more data entities to the data entity
cluster;

executing at least a second of the one or more search
protocols on the one or more electronic data stores to
identify one or more additional data entities related to
the one or more added data entities; and

adding the one or more additional data entities to the data
entity cluster; and

storing the data entity cluster in at least one of the one or

more electronic data stores.

3. The computer-implemented method of claim 2, wherein
executing at least the first of the one or more search protocols
on the one or more electronic data stores to identify one or
more data entities related to the seed data entity further com-
prises:

by the one or more hardware computer processors config-

ured with specific computer executable instructions:
identifying at least one data entity attribute associated with
the seed data entity; and

evaluating the plurality of data entities to determine the one

or more data entities sharing the at least one data entity
attribute with the seed data entity.
4. The computer-implemented method of claim 3, wherein
executing at least the first of the one or more search protocols
on the one or more electronic data stores to identify one or
more data entities related to the seed data entity further com-
prises:
by the one or more hardware computer processors config-
ured with specific computer executable instructions:

applying a filter to the at least one data entity attribute
associated with the seed data entity, the filter selected
based on the clustering strategy.
5. The computer-implemented method of claim 2 further
comprising:
by the one or more hardware computer processors config-
ured with specific computer executable instructions:

comparing data entities associated with the data entity
cluster to data entities associated with a second data
entity cluster; and

in response to determining that at least one data entity

associated with the data entity cluster shares an attribute
with and/or is related to at least one data entity associ-
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ated with the second data entity cluster, merging the data
entity cluster and the second data entity cluster.
6. The computer-implemented method of claim 2, wherein
the first search protocol searches for data entities in a first
electronic data store and the second search protocol searches
for data entities in a second electronic data store.
7. The computer-implemented method of claim 2, wherein
the data entity cluster is iteratively generated by further:
by the one or more hardware computer processors config-
ured with specific computer executable instructions:

executing at least a third of the one or more search proto-
cols on the one or more electronic data stores to identify
yet one or more additional data entities related to the one
or more additional data entities; and

adding the yet one or more additional data entities to the

data entity cluster.

8. The computer-implemented method of claim 2 further
comprising:

by the one or more hardware computer processors config-

ured with specific computer executable instructions:
causing a ranking score to be assigned to the data entity
cluster; and

ordering a listing of the data entity cluster and other data

entity clusters relative to a one another.

9. A computer-implemented method of accessing one or
more electronic data sources, the method comprising:

by one or more hardware computer processors configured

with specific computer executable instructions:

accessing one or more electronic data stores, the one or

more electronic data stores storing:

a plurality of data entities and respective data entity
attributes, and

a plurality of data entity clusters; and

causing access of a data entity cluster of the plurality of

data entity clusters, wherein the data entity cluster is

related to a clustering strategy, and wherein the data

entity cluster has been iteratively generated by:

designating a seed data entity, from the plurality of data
entities, as the data entity cluster;

accessing, based on the clustering strategy, one or more
search protocols;

executing at least a first of the one or more search pro-
tocols on the one or more electronic data stores to
identify one or more data entities related to the seed
data entity;

adding the one or more data entities to the data entity
cluster;

executing at least a second of the one or more search
protocols on the one or more electronic data stores to
identify one or more additional data entities related to
the one or more added data entities; and

adding the one or more additional data entities to the data
entity cluster.

10. The computer-implemented method of claim 9,
wherein executing at least the first of the one or more search
protocols on the one or more electronic data stores to identify
one or more data entities related to the seed data entity further
comprises:

by the one or more hardware computer processors config-

ured with specific computer executable instructions:
identifying at least one data entity attribute associated with
the seed data entity; and
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evaluating the plurality of data entities to determine the one
or more data entities sharing the at least one data entity
attribute with the seed data entity.
11. The computer-implemented method of claim 10,
wherein executing at least the first of the one or more search
protocols on the one or more electronic data stores to identify
one or more data entities related to the seed data entity further
comprises:
by the one or more hardware computer processors config-
ured with specific computer executable instructions:

applying a filter to the at least one data entity attribute
associated with the seed data entity, the filter selected
based on the clustering strategy.

12. The computer-implemented method of claim 9 further
comprising:

by the one or more hardware computer processors config-

ured with specific computer executable instructions:

accessing, from the one or more electronic data stores, a

scoring strategy for prioritizing the plurality of data
entity clusters relative to one another;

for each particular data entity cluster of the plurality of data

entity clusters:

evaluating, based on the scoring strategy, the particular
data entity cluster; and

assigning, based on the evaluation, a score to the par-
ticular data entity cluster; and

ranking the plurality of data entity clusters according to the

respective assigned scores.

13. The computer-implemented method of claim 12,
wherein the score assigned to each data entity cluster corre-
sponds to an amount at risk.

14. The computer-implemented method of claim 12,
wherein assigning a score to the particular data entity cluster
comprises:

by the one or more hardware computer processors config-

ured with specific computer executable instructions:
determining a plurality of base scores for the particular
data entity cluster;

determining, based on the plurality of base scores, an over-

all score for the particular data entity cluster; and
assigning the overall score to the particular data entity
cluster.

15. The computer-implemented method of claim 12 further
comprising:

by the one or more hardware computer processors config-

ured with specific computer executable instructions:
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generating a user interface configured to be rendered on a

computing device; and

updating the user interface to include the listing of two or

more of the plurality of data entity clusters according to
the ranking.

16. The computer-implemented method of claim 9,
wherein the clustering strategy is associated with an investi-
gation process.

17. The computer-implemented method of claim 9 further
comprising:

by the one or more hardware computer processors config-

ured with specific computer executable instructions:

generating a user interface configured to be rendered on a

computing device.

18. The computer-implemented method of claim 17 further
comprising:

by the one or more hardware computer processors config-

ured with specific computer executable instructions:
receiving, via the user interface, a selection of at least one
of:
the seed data entity selected from the plurality of data
entities, or
a seed generation strategy by which the seed data entity
is selected from the plurality of data entities.

19. The computer-implemented method of claim 17 further
comprising:

by the one or more hardware computer processors config-

ured with specific computer executable instructions:
receiving, via the user interface, a selection of the cluster-
ing strategy.

20. The computer-implemented method of claim 17 further
comprising:

by the one or more hardware computer processors config-

ured with specific computer executable instructions:
updating the user interface to include an indication of the
data entity cluster; and

receiving, via the user interface, a selection of the data

entity cluster.

21. The computer-implemented method of claim 9 further
comprising:

by the one or more hardware computer processors config-

ured with specific computer executable instructions:
applying the clustering strategy to iteratively generate the
data entity cluster.

#* #* #* #* #*



