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SECURITY SYSTEM AND ALARM
ACTIVATION CONTROL

RELATED APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 14/050,467 entitled “SECURITY SYS-
TEM AND ALARM ACTIVATION CONTROL,” Attorney
Docket No. TWC13-17(13-37), filed on Oct. 10, 2013, the
entire teachings of which are incorporated herein by this
reference.

BACKGROUND

[0002] Conventional security systems typically include
multiple motion detectors that are distributed throughout a
home environment to be monitored for intrusions. For
example, a home environment can be partitioned to include
multiple zones. A corresponding motion detector in each zone
(such as a room in a house, portion of a yard, etc.) monitors
occurrences of motion.

[0003] Each of the zones of motion detectors is typically
connected to a central controller of the security system that
makes decisions about activating a respective alarm. Assum-
ing that a security system is armed, in response to detecting
motion in one of the multiple monitored zones, the security
system activates the alarm to indicate presence of a moving
object. Accordingly, the security system can detect and pro-
vide notification of detecting motion, which is presumably an
intruder.

[0004] Conventional security systems are prone to false
alarms. For example, a homeowner’s dog may walk past a
respective motion detector in a zone when the security system
is armed. The respective motion detector may sense motion of
the dog. In response to sensing the motion of the dog, the
respective motion detector notifies the central controller that
motion was detected. In response to the notification of the
motion, the central controller activates the alarm. Thus, a
non-intrusive event such as the motion of the dog can cause a
false alarm.

[0005] Occurrence of false alarms is typically very unde-
sirable. Many times, a security system is linked to communi-
cate occurrences of detected motion events to a correspond-
ing security agency at a remote location. Upon receiving
notification of a motion event while the security system is
armed, the security agency notifies authorities such as the
police to investigate the detected motion, which is possibly an
unlawful intrusion. As discussed above, a detected motion
event may be harmless and caused by motion of a dog or other
animal as opposed to motion caused by a burglar. When the
homeowner’s dog accidentally trips a motion detector, it is
not desirable to dispatch police to investigate the event.
[0006] To address this issue, motion detector devices and/
or a corresponding central controller sometimes include a
filter circuit. During operation, the filter circuit analyzes a
corresponding received motion signal to determine a size of a
detected moving object. If an estimated size of the corre-
sponding moving object is detected as being below a thresh-
old value, the core controller may prevent activation of the
alarm. Thus, to some extent false alarms can be prevented.

BRIEF DESCRIPTION OF EMBODIMENTS

[0007] Conventional security systems suffer from a number
of deficiencies. For example, because motion detection is
complex, false alarms still occur due to motion of pets in a
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monitored location even though a respective motion signal is
filtered for smaller moving objects such as pets.

[0008] Additionally, in certain situations, false alarms are
caused not by pets but instead by a larger moving object such
as a human being that is legitimately present in a respective
home. As an example, a homeowner may arm the security
system before going to bed at night. The homeowner may
need to walk about the monitored premises after setting the
alarm. To avoid a false alarm due to legitimate motion by the
homeowner in her own home, the homeowner has to tempo-
rarily disarm the security system. Typically, to disarm the
security system, the homeowner presses a sequence of but-
tons on a keypad to input a secret code or password. The
keypad is typically affixed to a location such as a wall. After
inputting a correct secret code, the homeowner is free to move
about the house without worrying about activating the alarm.
Upon returning to bed, the homeowner presses a sequence of
buttons on the keypad again to arm the security system.
Accordingly, substantial effort is required on the part of the
homeowner to prevent occurrence of false alarms.

[0009] Embodiments herein deviate with respect to con-
ventional techniques. For example, one embodiment herein is
directed to reducing a number of false alarms caused by
legitimate motion present in monitored premises. Embodi-
ments herein can include temporarily preventing activation of
an alarm of a security system to allow an authorized entity to
move about a monitored location without tripping a corre-
sponding alarm.

[0010] More specifically, in one embodiment, a controller
receives input and arms an alarm of a corresponding security
system. The corresponding security system is initially con-
figured to audibly activate an alarm in response to detecting
motion of free-to-roam entities in a monitored location. In
one embodiment, the free-to-roam entities have unrestricted
access into the monitored location. For example, there may be
no physical barriers such as locked doors preventing the enti-
ties from entering or exiting the monitored location.

[0011] The security system monitors the location for pres-
ence of adisarming device as well as monitors the location for
motion. At times of detecting presence of the disarming
device at the monitored location, the security system prevents
activation of the alarm even when detecting motion of the free
roaming entities.

[0012] In accordance with one non-limiting example
embodiment, the security system continuously (i.e., repeat-
edly, occasionally, etc.) monitors the location for the presence
of'a disarming device. As mentioned, even though motion is
detected as being present at the monitored location, the secu-
rity system prevents activation of the alarm at the times in
which the disarming device is detected as being present at the
monitored location. At other times, the security system ini-
tiates audible activation of a respective alarm when the dis-
arming device is detected as being absent from at the moni-
tored location and motion happens to be detected at the
location. Audible activation of a respective alarm can include
sounding a local alarm, transmitting an alert communication
over a network to a remotely located target, etc.

[0013] Thus, embodiments herein can include receiving
input (from a homeowner or other entity) to operate a security
system in a first mode in which the security system condi-
tionally activates an alarm to indicate occurrence of motion in
a monitored domain. The security system can be configured
to monitor the domain for motion as well as for presence of a
disarming device. In response to detecting presence of the



US 2016/0035214 Al

disarming device in the monitored domain, the security sys-
tem switches to operating in a second mode in which the
security system prevents activation of the alarm at times of
detecting motion in the domain. That is, presence of the
disarming device blocks activation of a respective alarm even
during conditions such as when motion is detected. Subse-
quent to detecting presence of the disarming device, in
response to detecting absence of the disarming device from
the monitored domain, the security system switches back to
operating the in the first mode again in which the security
system conditionally activates the alarm to indicate detection
of motion in the monitored domain.

[0014] Accordingly, presence and detection of a mobile
disarming device provides a way to at least temporarily pre-
vent activation of an alarm of a corresponding security sys-
tem. For example, the disarming device can be possessed by
an entity such as a homeowner, pet, etc., in the monitored
region to prevent unwanted activation of a respective alarm,
even though an alarm may have been initially activated. When
the entity possessing the disarming device exits the monitored
region, the corresponding security system reverts back to the
previous setting of conditionally activating the respective
alarm upon detecting motion.

[0015] These and other more specific embodiments are dis-
closed in more detail below.

[0016] Note that any of the resources as discussed herein
can include one or more computerized devices, servers, base
stations, wireless communication equipment, communica-
tion management systems, workstations, handheld or laptop
computers, or the like to carry out and/or support any or all of
the method operations disclosed herein. In other words, one
or more computerized devices or processors can be pro-
grammed and/or configured to operate as explained herein to
carry out different embodiments of the invention.

[0017] Yetother embodiments herein include software pro-
grams to perform the steps and operations summarized above
and disclosed in detail below. One such embodiment com-
prises a computer program product including a non-transitory
computer-readable storage medium (i.e., any physical com-
puter readable hardware storage medium) on which software
instructions are encoded for subsequent execution. The
instructions, when executed in a computerized device (e.g.,
computer processing hardware) having a processor, program
and/or cause the processor to perform the operations dis-
closed herein. Such arrangements are typically provided as
software, code, instructions, and/or other data (e.g., data
structures) arranged or encoded on a non-transitory computer
readable storage medium such as an optical medium (e.g.,
CD-ROM), floppy disk, hard disk, memory stick, etc., or
other a medium such as firmware or shortcode in one or more
ROM, RAM, PROM, etc., or as an Application Specific Inte-
grated Circuit (ASIC), etc. The software or firmware or other
such configurations can be installed onto a computerized
device to cause the computerized device to perform the tech-
niques explained herein.

[0018] Accordingly, embodiments herein are directed to a
method, system, computer program product, etc., that sup-
ports operations as discussed herein.

[0019] One or more embodiments herein include a com-
puter readable storage medium and/or system having instruc-
tions stored thereon. The instructions, when executed by
computer processor hardware, cause the computer processor
hardware (such as in a security system) to: arm an alarm of a
corresponding security system, the corresponding security
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system initially configured to audibly activate an alarm in
response to detecting motion of free-to-roam entities in a
monitored location; monitor the location for a disarming
device; and at times of detecting presence of the disarming
device at the monitored location, prevent activation of the
alarm based on detecting the motion of the free-to-roam enti-
ties.

[0020] One or more embodiments herein include a com-
puter readable storage medium and/or system having instruc-
tions stored thereon. The instructions, when executed by
computer processor hardware, cause the computer processor
hardware (such as in a security system) to: provide unre-
stricted access into a monitored domain; operate a security
system to conditionally activate an alarm depending on detec-
tion of an intrusion into the monitored domain; monitor the
domain for a disarming device; and while the disarming
device is detected as being present in the monitored domain,
prevent activation of the alarm.

[0021] One or more embodiments herein include a com-
puter readable storage medium and/or system having instruc-
tions stored thereon. The instructions, when executed by
computer processor hardware, cause the computer processor
hardware (such as in a security system) to: receive input to
operate a security system in a first mode in which the security
system conditionally activates an alarm to indicate occur-
rence of motion in a monitored domain; monitor the domain
for presence of a disarming device; in response to detecting
presence of the disarming device in the monitored domain,
operate the security system in a second mode in which the
security system prevents activation of the alarm at times of
detecting motion in the domain; and subsequent to detecting
presence of the disarming device, in response to detecting
absence of the disarming device from the monitored domain,
operate the security system in the first mode again.

[0022] The ordering of the steps above has been added for
clarity sake. Note that any of the processing steps as discussed
herein can be performed in any suitable order.

[0023] Other embodiments of the present disclosure
include software programs and/or respective hardware to per-
form any of the method embodiment steps and operations
summarized above and disclosed in detail below.

[0024] Itis to be understood that the system, method, appa-
ratus, instructions on computer readable storage media, etc.,
as discussed herein also can be embodied strictly as a soft-
ware program, firmware, as a hybrid of software, hardware
and/or firmware, or as hardware alone such as within a pro-
cessor, or within an operating system or a within a software
application.

[0025] As discussed herein, techniques herein are well
suited for controlling a security system. However, it should be
noted that embodiments herein are not limited to use in such
applications and that the techniques discussed herein are well
suited for other applications as well.

[0026] Additionally, note that although each of the different
features, techniques, configurations, etc., herein may be dis-
cussed in different places of this disclosure, it is intended,
where suitable, that each of the concepts can optionally be
executed independently of each other or in combination with
each other. Accordingly, the one or more present inventions as
described herein can be embodied and viewed in many dif-
ferent ways.

[0027] Also, note that this preliminary discussion of
embodiments herein purposefully does not specify every
embodiment and/or incrementally novel aspect of the present
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disclosure or claimed invention(s). Instead, this brief descrip-
tion only presents general embodiments and corresponding
points of novelty over conventional techniques. For addi-
tional details and/or possible perspectives (permutations) of
the invention(s), the reader is directed to the Detailed
Description section and corresponding figures of the present
disclosure as further discussed below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] FIG.1 is an example diagram illustrating a security
system preventing activation of an alarm in response to
detecting a disarming device in a monitored region according
to embodiments herein.

[0029] FIG. 2 is an example diagram illustrating a security
system that activates a respective alarm in response to detect-
ing motion in a monitored region according to embodiments
herein.

[0030] FIG.3 is an example of atiming diagram illustrating
conditional activation of an alarm according to embodiments
herein.

[0031] FIG. 4 is an example diagram illustrating detecting
presence of a disarming device in a monitored region accord-
ing to embodiments herein.

[0032] FIG. 5 is an example diagram illustrating use of a
disarming device to prevent activation of an alarm according
to embodiments herein.

[0033] FIG. 6 is an example of a timing diagram including
a motion detection signal and disarm detection signal accord-
ing to embodiments herein.

[0034] FIG. 7 is a diagram illustrating an example com-
puter architecture in which to execute any of the functionality
according to embodiments herein.

[0035] FIGS. 8,9, and 10 are example diagrams illustrating
methods according to embodiments herein.

[0036] The foregoing and other objects, features, and
advantages of the invention will be apparent from the follow-
ing more particular description of preferred embodiments
herein, as illustrated in the accompanying drawings in which
like reference characters refer to the same parts throughout
the different views. The drawings are not necessarily to scale,
with emphasis instead being placed upon illustrating the
embodiments, principles, concepts, etc.

DETAILED DESCRIPTION AND FURTHER
SUMMARY OF EMBODIMENTS

[0037] Now, more specifically, FIG. 1 is an example dia-
gram illustrating a security system configured to condition-
ally prevent activation of a respective alarm notification
according to embodiments herein.

[0038] As shown, environment 100 includes security sys-
tem 170. Security system 170 can be installed in any suitable
environment such as a home, business, etc.

[0039] In this example embodiment, security system 170
includes monitor resource 145 and motion detector 155. Dur-
ing operation, while security system 170 is armed, motion
detector 155 monitors presence of motion associated with
objects in monitored domain 150. Monitored domain 150 can
be any suitable portion of environment 100 such as a room in
a house, portion of building, outside area, etc.

[0040] Initially, controller 140 arms corresponding security
system 170 in accordance with input 105. For example, input
105 can be control information received from a homeowner or
other suitable resource to arm the security system 170.
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[0041] In this example, via input 105, the corresponding
security system 170 is initially configured to an ARMED state
in which the controller 140 is configured to activate an alarm
in response to detecting motion of one or more free-to-roam
entities (such as entity 108-1) in monitored location 150.

[0042] Activation of an alarm as described herein can
include any suitable actions such as audibly activating an
alarm located in the monitored domain 150, transmitting a
notification over communication link 128 and network 190 to
a target entity such as security agency 195, initiating audible
activation of a remote alarm, etc.

[0043] In one embodiment, the entities have unrestricted
access to the monitored domain 150. That is, entity 108-1
(e.g., objects, items, etc.), and potentially other entities such
as pets, intruders, etc., are able to freely enter and exit moni-
tored domain 150 without having to break through physical
barriers such as locked doors, locked windows, etc.

[0044] As shown, in addition to monitoring for motion, the
monitor resource 145 of security system 170 monitors the
domain 150 for presence of a disarming device 142. Monitor
resource 140 can be configured to detect the presence of
disarming device 142 in any suitable manner. For example,
the disarming device 142 can be configured to transmit or
reflect a wireless signal in monitored domain 150.

[0045] In one non-limiting example embodiment, the
monitor resource 145 detects presence of the disarming
device 142 based on the receipt of the wireless signal. For
example, in accordance with one embodiment, disarming
device 142 can be or include an RF (Radio Frequency) iden-
tifier tag, computer chip, etc., that transmits or reflects a
wireless signal (e.g., an RF signal, optical signal, etc.) to
monitor resource 145. In accordance with another embodi-
ment, disarming device 142 can be a WiFi™ device capable
of communicating with monitor resource 145 such as a
respective wireless access point.

[0046] In response to detecting the presence of disarming
device 142 in monitored domain 150, the monitor resource
140 generates disarm detection signal 138-1, which indicates
whether disarming device 142 is present in monitored domain
150.

[0047] As its name suggests, the disarming device 142 dis-
arms alarm notifications that would otherwise occur when
motion is detected in monitored domain 150. That is, at times
when monitor resource 145 detects presence of the disarming
device 142 in the monitored domain 150, the controller 140 of
the security system 170 prevents activation of a correspond-
ing alarm even though the monitor resource 145 detects
motion of the free-to-roam entity 108-1.

[0048] Assume in this example embodiment that motion
detector 155 detects movement of free-to-roam entity 108-1
(such as a person, pet, etc.). Upon detecting motion of entity
108-1, motion detector 155 generates motion detection signal
138-2. Detection signal 138-2 indicates whether motion is
detected in monitored domain 150.

[0049] Motion detector 155 can detect motion in any suit-
able manner. For example, motion detector 155 can be a
passive infrared motion detector that senses body heat;
motion detector 155 can be an ultrasonic sensor device that
sends out pulses of ultrasonic waves and measures the reflec-
tion off a moving object; motion detector 155 can be a micro-
wave device that sends out microwave pulses and measures
changes to the pulses due to reflection off a moving object;
motion detector 155 can be a tomographic motion detector
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device that senses disturbances to radio waves as they travel
through an area surrounded by mesh network nodes and so
on.

[0050] As previously discussed, the monitor resource 145
of security system 170 can be configured to continuously
monitor the domain 150 for the presence of the disarming
device 142. Even though motion associated with entity 108-1
may be detected as being present at the monitored location
150, the controller 140 prevents activation of a corresponding
alarm notification at times in which the disarming device 142
is detected as being present at the monitored location 150.
[0051] In other words, in one embodiment, because secu-
rity system 170 is ARMED as indicated by status 125, detec-
tion of motion by motion detector 155 (in the absence of
detecting disarming device 142) would normally cause con-
troller 140 to generate an alarm notification indicating a
respective unwanted intrusion into domain 150. As men-
tioned, generation of an alarm notification can include com-
municating an alarm notification over communication link
128 and network 190 (such as the Internet, cable network,
etc.) to security agency 195.

[0052] However, in this instance of detecting motion asso-
ciated with entity 108-1, monitor resource 145 also detects
presence of disarming device 142 and produces disarm detec-
tion signal 138-1 to indicate presence of disarming device 142
in monitored domain 150. Disarming device 142 can be pos-
sessed by (e.g., affixed to, held by, etc.) entity 108-1 to prevent
activation of a respective alarm condition. For example, the
entity 108-1 purposefully carries the disarming device 142
when entering and exiting the domain 150 to prevent occur-
rence of an alarm.

[0053] In this instance, even though motion is detected in
domain 150 due to movement of entity 108-1, because moni-
tor resource 145 detects presence of disarming device 142,
the controller 140 of security system 170 prevents transmis-
sion of a respective alarm notification over communication
link 128 to security agency 195. Accordingly, generation of
the disarm detection signal 138-1 prevents activation of an
alarm while security system 170 is ARMED. In other words,
the disarm detection signal 138-1 sets the security system 170
into an ALARM BLOCKED mode.

[0054] Thus, embodiments herein can include receiving
control input 105 (from a user such as a homeowner or other
entity) to operate a security system 170 in a first mode in
which the security system 170 conditionally activates an
alarm (such as by sending an alarm notification) over network
192 to security agency 195 to indicate occurrence of motion
(e.g., movement of entity 108-1) in a monitored domain 150.
The first mode is akin to a conventional security system mode
in which motion triggers activation of an alarm.

[0055] As mentioned, the security system 170 monitors the
domain 150 for presence of disarming device 142. In
response to detecting presence of the disarming device 142 in
the monitored domain 150, the controller 140 of security
system 170 switches to operating in a second mode (e.g.,
ARMED, ALARM BLOCKED) in which the controller 140
prevents activation of a respective alarm at times of detecting
motion in the domain 150. Accordingly, presence of the dis-
arming device 142 prevents activation of the respective alarm
even though motion may be detected.

[0056] Subsequent to detecting presence of the disarming
device 142, assume that the entity 108-1 and corresponding
disarming device 142 exits the domain 150. In such an
instance, in response to detecting absence of the disarming
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device 142 from the monitored domain 150, the controller
140 ofthe security system 170 switches back to operating the
in the firstmode (ARMED, ALARM NOT BLOCKED) again
in which the controller 140 conditionally activates the respec-
tive alarm in response to detecting motion in the monitored
domain 150.

[0057] Accordingly, presence of the disarming device 142
provides a way to at least temporarily prevent, block, disarm,
etc., triggering of an alarm of a corresponding security system
170.

[0058] As discussed above, the disarming device 142 can
be possessed by an entity such as a homeowner, pet, etc. The
disarming device 142 can be a ring-shaped device carried by
entity 108-1; the disarming device 142 can include a clip to
secure the disarming device to a corresponding entity 108-1;
the disarming device can be a collar worn by a pet; etc.
[0059] Via possession of disarming device 142, the entity
108-1 is free to roam about domain 150 without triggering a
false alarm. More specifically, as mentioned, the controller
140 prevents notification of an intrusion to a security agency
195 managing occurrence of intrusions in the monitored
domain 150 even though motion is detected in the monitored
domain 150. Because security agency 195 does not receive
the alarm notification of an intruder in domain 150, the secu-
rity agency 150 does not notify the investigative agency 198
(such as local police) to needlessly investigate the matter.
Accordingly, embodiments herein include preventing or
reducing occurrence of false alarms.

[0060] FIG. 2 is an example diagram illustrating a security
system that activates a respective alarm in response to detect-
ing motion in the absence of a disarming device according to
embodiments herein.

[0061] As shown, entity 108-1 moves through monitored
domain 150. In this instance, the entity 108-1 does not possess
disarming device 142. Motion detector 155 detects motion
associated with entity 108-1. Because monitor resource 145
does not detect the presence of disarming device 142 and the
motion detector 155 detects motion in the monitored domain
150, the controller 140 initiates activation of a respective
alarm.

[0062] As previously discussed, activation of a respective
alarm can include generating and transmitting alarm notifi-
cation 210 such as a message over communication link 128,
through network 190, to security agency 195.

[0063] Communication link 128 can be any suitable type of
resource such as a phone line that carries voice communica-
tions, a wireless link, a data link conveying data packets, etc.
Accordingly, the format associated with notification 210 can
vary depending on the embodiment.

[0064] In this example embodiment, in response to receiv-
ing the alarm notification 210, the security agency 195 noti-
fies investigative agency 198 of the intrusion. Accordingly,
police can be dispatched to closely investigate the monitored
domain 150 for possible illegal activity.

[0065] FIG. 3 is an example timing diagram illustrating
conditional activation of an alarm according to embodiments
herein.

[0066] As shown in timing diagram 300, the monitor
resource 145 generates disarm detection signal 138-1 indi-
cating that disarming device 142 is present in monitored
domain 150 between time T1 and time T2.

[0067] While disarming device 142 is present in monitored
domain 150, the controller 140 disregards occurrence of
motion detection by motion detector 155. That is, even
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though motion is detected domain 150 between time T1 time
T2 as indicated by motion detection signal 138-2, the con-
troller 140 prevents activation of a respective alarm notifica-
tion during such time when disarming device 142 is present in
monitored domain 150.

[0068] However, after time T2, the monitor resource 145
discontinues detecting presence of disarming device 142 in
monitored domain 150. In this instance, as shown, the con-
troller 140 initiates activation of a respective alarm when
corresponding motion is detected. As previously discussed,
the controller 140 provides notification of an intrusion to
security agency 195.

[0069] Ifdesired, the alarm activation status can be latched
such that alarm activation status is set to a logic high after
detecting motion in the absence of the disarming device 142.
[0070] FIG. 4 is an example diagram illustrating detection
of a disarming device according to embodiments herein.
[0071] Presence of the disarming device 142 can be
detected in any suitable manner.

[0072] Forexample, the monitor resource 145 can receive a
wireless disarm signal generated by the disarming device
142. The wireless disarm signal such as wireless response
signal 412 can be received independent of a detected motion
signal (as received by motion detector 155) indicating move-
ment of an object in the monitored domain 150.

[0073] As previously discussed, the wireless disarm signal
generated or reflected by disarming device 142 to monitor
resource 145 indicates to prevent activation of a respective
alarm of the security system 170 even though the movement
of the entity 108-1 is detected in the monitored domain 150.
[0074] In one non-limiting example embodiment, to deter-
mine if the disarming device 142 is present in the monitored
domain 150, the monitor resource 145 transmits a wireless
query signal 411 in the monitored domain 150. In response to
receiving the wireless query signal 411, the disarming device
142 generates wireless response signal 412 in monitored
domain 150. The monitor resource 145 receives the wireless
response signal 412 from the disarming device 142, indicat-
ing its presence to monitor resource 145.

[0075] In accordance with yet further embodiments, note
that the disarming device 142 can be assigned a correspond-
ing unique identifier value. In such an instance, the wireless
response signal 412 transmitted from the disarming device
142 to the monitor resource 145 can include the correspond-
ing unique identifier value assigned to the disarming device
142. Thus, the monitor resource 145 can receive the unique
identifier value assigned to the disarming device 142.

[0076] Note that generation of the disarm detection signal
138-1 to prevent activation of a respective alarm can be con-
ditional. For example, the monitor resource 145 can be con-
figured to access control information 450. Control informa-
tion 450 can include a set of unique identifier values of
corresponding one or more disarming devices that have been
authorized to disarm alarm of security system 170 when they
are present in the monitored domain 150.

[0077] In this example embodiment, control information
450 indicates that a respective disarming device assigned
unique identifier value #1 (such as a unique sequence of
numbers and/or letters) can disarm activation of the alarm
associated with security system 170 at any time. In this
instance, assuming that disarming device 142 transmits the
unique identifier value #1 in the wireless response signal 412,
the monitor resource 145 generates disarm detection signal
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138-1 to prevent activation of the alarm even though motion
may be detected as being present in the monitored domain
150.

[0078] As further shown, the control information 450 can
indicate different times such as time segments in which pres-
ence of corresponding disarming devices in monitored
domain 150 are able to disarm activation of the alarm. For
example, a disarming device assigned unique identifier value
#2 (such as a unique sequence of numbers and/or letters) can
be used between 8 AM and 6 PM to prevent activation of an
alarm associated with security system 170; a disarming
device assigned unique identifier value #3 can be used
between 8 PM and 10 PM to prevent activation of an alarm
associated with security system 170; and so on.

[0079] To make a decision whether to generate disarm
detection signal 138-1 indicating to prevent activation of an
alarm, the monitor resource 145 can be configured to receive
time information such as from a real-time clock representing
current time. In response to detecting that the control infor-
mation 450 indicates that the corresponding disarming device
assigned a respective unique identifier value is authorized to
disarm the alarm because the current time (as indicated by the
real-time clock) falls within a time range assigned to the
detected disarming device, the controller 140 and prevents
audible activation of a respective alarm.

[0080] Thus, assuming that the current time is 8 o’clock at
night, an entity moving through monitored domain 150 and
possessing a disarming device assigned unique identifier
value #2 will cause the controller 142 to activate a respective
alarm to indicate an intrusion because the disarming device
assigned the unique identifier value #2 cannot temporarily
prevent alarms outside of 8 AM to 6 PM.

[0081] FIG. 5 is an example diagram illustrating use of a
disarming device to prevent activation of an alarm according
to embodiments herein.

[0082] As shown, security system 170 can be configured to
monitor activity associated with multiple zones including
zone number one, zone number two, and so on.

[0083] In this example embodiment, the motion detector
555-1 monitors domain 550-1 for motion; the monitor
resource 545-1 monitors for the presence of a disarming
device in monitored domain 550-1; the motion detector 555-2
monitors domain 550-2 for motion; the monitor resource
545-2 monitors for the presence of a disarming device in
monitored domain 550-2; and so on.

[0084] Motion detector 555-1 produces motion detection
signal 537-2; motion detector 555-2 produces motion detec-
tion signal 538-2; and so on.

[0085] As the entity 108-1 passes through monitored
domain 550-1, possession of the disarming device 142 pre-
vents audible activation of a respective alarm at times when
the disarming device 142 is detected as being present in the
respective zone even though there is motion in the respective
zone. For example, in a manner as previously discussed,
monitor resource 545-1 produces disarm detection signal
537-1 indicating to prevent activation of the alarm while the
entity 108-1 passes through zone number one.

[0086] Similarly, as the entity 108-1 passes through moni-
tored domain 550-2, monitor resource 545-2 produces disarm
detection signal 538-1 indicating to prevent activation of a
respective alarm while the entity 108-1 passes through zone
number two.
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[0087] Accordingly the entity 108-1 can about multiple
zones without triggering a respective alarm associated with
security system 170.

[0088] FIG. 6 is an example timing diagram illustrating a
motion detection signal and disarm detection signal accord-
ing to embodiments herein.

[0089] Inthis example embodiment, assume that the corre-
sponding security system 170 is armed. At time T11, assume
that the motion detector 555-2 detects motion caused by
movement of entity 108-1 through zone number two. In one
embodiment, rather than immediately activating a respective
alarm in response to detecting motion, subsequent to detect-
ing movement of entity 108-1, the controller 140 delays
audible activation of a respective alarm to determine whether
the disarming device is present at the location.

[0090] For example, the monitor resource 545-2 detects
presence of the disarming device 142 at time T12, which is
after time T11. In this instance, because the monitor resource
545-2 detects presence of disarming device 142, the control-
ler 140 does not activate the alarm in response to detecting
motion associated with entity 108-1 at time T11. Thus, in one
embodiment, because the events (such as motion detected at
time T11 and presence of disarming device 142 at time T12)
are detected close in time less than a threshold time value
(such as one second), it is assumed that the detected motion
was caused by entity 108-1, who possesses disarming device
142.

[0091] In accordance with further non-limiting example
embodiments, in response to detecting the movement at time
T11, the monitor resource 545-2 can be configured to transmit
a wireless query 411 in monitored domain 550-to determine
whether a respective disarming device is present in the moni-
tored domain 550-2. In a manner as previously discussed, the
disarming device 142 generates a corresponding wireless
response signal 412. The monitor resource 545-2 receives the
wireless response signal 412 from the disarming device 142
and prevents activation of a respective alarm.

[0092] Accordingly, one embodiment herein includes
monitoring a domain for motion. Instead of immediately
activating an alarm, subsequent to detecting presence of
motion in the monitored domain, the controller 140 delays
audible activation of the alarm to determine whether the dis-
arming device is present in the monitored domain. If the
disarming device responds indicating that it is present, the
controller 140 prevents activation of a respective alarm.
[0093] Additionally, note that at time T13, the monitor
resource 545-2 can detect that the disarming device 142 is no
longer in the monitored domain 550-2. At time T14, later than
time T13, the motion detector 555-2 discontinues detecting
motion in monitored domain 550-2. In such an instance,
because the delay between time T13 and time T14 is less than
a predetermined threshold value such as one second (or any
other suitable value), the controller 140 prevents activation of
a respective alarm. Accordingly, even though motion is
detected as being present in monitored domain 550-2 and
disarming device 142 is detected as being absent from moni-
tored domain 550-2, the controller 140 does not activate a
respective alarm because it is assumed that the detected
motion was caused by the entity 108-1, who was carrying the
disarming device 142.

[0094] Thus, even though there may be delays in detecting
that the disarming device 142 is present in a respective moni-
tored domain, false alarms can be prevented. That is, the
controller 140 performs a check to determine whether the

Feb. 4, 2016

disarming device 142 is present in a respective region as
opposed to immediately activating a respective alarm.
[0095] FIG. 7 is an example block diagram of a computer
device for implementing any of the operations as discussed
herein according to embodiments herein.

[0096] In one embodiment, security system 170 and/or
controller 140 includes computer system 850 to carry out one
or more operations as discussed herein.

[0097] As shown, computer system 850 of the present
example includes an interconnect 811, a processor 813 (such
as one or more processor devices, computer processor hard-
ware, etc.), computer readable storage medium 812 (such as
hardware storage to store data), /O interface 814, and com-
munications interface 817.

[0098] Interconnect 811 provides connectivity amongst
processor 813, computer readable storage media 812, I/O
interface 814, and communication interface 817.

[0099] 1/O interface 814 provides connectivity to a reposi-
tory 880 and, if present, other devices such as a playback
device, display screen, input resource 8§92, a computer mouse,
etc.

[0100] Computer readable storage medium 812 (such as a
non-transitory hardware medium) can be any hardware stor-
age resource or device such as memory, optical storage, hard
drive, rotating disk, etc. In one embodiment, the computer
readable storage medium 812 stores instructions executed by
processor 813.

[0101] Communications interface 817 enables the com-
puter system 850 and processor 813 to communicate over a
resource such as network 190 to retrieve information from
remote sources and communicate with other computers. I/O
interface 814 enables processor 813 to retrieve stored infor-
mation from repository 880.

[0102] As shown, computer readable storage media 812 is
encoded with control application 140-1 (e.g., software, firm-
ware, etc.) executed by processor 813. Control application
140-1 can be configured to include instructions to implement
any of the operations as discussed herein.

[0103] During operation of one embodiment, processor
813 (e.g., computer processor hardware) accesses computer
readable storage media 812 via the use of interconnect 811 in
order to launch, run, execute, interpret or otherwise perform
the instructions in control application 140-1 stored on com-
puter readable storage medium 812.

[0104] Execution of the control application 140-1 produces
processing functionality such as control process 140-2 in
processor 813. In other words, the control process 140-2
associated with processor 813 represents one or more aspects
of executing control application 140-1 within or upon the
processor 813 in the computer system 850.

[0105] Those skilled in the art will understand that the
computer system 850 can include other processes and/or soft-
ware and hardware components, such as an operating system
that controls allocation and use of hardware resources to
execute control application 140-1.

[0106] Inaccordance with different embodiments, note that
computer system may be any of various types of devices,
including, but not limited to, a wireless access point, a mobile
computer, a personal computer system, a wireless device,
base station, phone device, desktop computer, laptop, note-
book, netbook computer, mainframe computer system, hand-
held computer, workstation, network computer, application
server, storage device, a consumer electronics device such as
a camera, camcorder, set top box, mobile device, video game
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console, handheld video game device, a peripheral device
such as a switch, modem, router, or in general any type of
computing or electronic device. The computer system 850
may reside at any location or can be included in any suitable
resource in network environment 100 to implement function-
ality as discussed herein.

[0107] Functionality supported by the different resources
will now be discussed via flowcharts in FIGS. 8, 9, and 10.
Note that the steps in the flowcharts below can be executed in
any suitable order.

[0108] FIG. 8 is a flowchart 800 illustrating an example
method according to embodiments. Note that there will be
some overlap with respect to concepts as discussed above.
[0109] In processing block 810, the controller 140 initially
arms a security system 170 to activate an alarm in response to
detecting motion of free-to-roam entities in a monitored loca-
tion such as domain 150.

[0110] In processing block 820, the monitor resource 145
of security system 170 monitors the location for a disarming
device 142.

[0111] In processing block 830, at times of detecting pres-
ence of the disarming device 142 at the monitored location,
the controller 140 of security system 170 prevents activation
of the alarm due to detected motion.

[0112] FIG. 9 is a flowchart 900 illustrating an example
method according to embodiments. Note that there will be
some overlap with respect to concepts as discussed above.
[0113] In processing block 910, the security system 170
receives input 105 to operate in a first mode in which the
security system 170 conditionally activates a respective alarm
to indicate occurrence of motion in a monitored domain 150.
[0114] In processing block 920, the security system 170
monitors the domain for presence of a disarming device 142.
[0115] In processing block 910, in response to detecting
presence of the disarming device 142 in the monitored
domain 150, the security system 170 operates in a second
mode in which the security system 170 prevents activation of
the alarm at times of detecting motion in the domain 150.
[0116] In processing block 910, subsequent to detecting
presence of the disarming device 142 in monitored domain
150, and in response to detecting absence of the disarming
device 142 from the monitored domain 150, the security
system 170 operates in the first mode again.

[0117] FIG. 10 is a flowchart 1000 illustrating an example
method according to embodiments. Note that there will be
some overlap with respect to concepts as discussed above.
[0118] In processing block 1010, entities (such as persons,
pets, etc.) are provided unrestricted access into monitored
domain 150. In other words, there may be no physical barriers
(such as locked doors, windows, etc.) preventing the free-to-
roam entities from entering or exiting domain 150.

[0119] In processing block 1020, the security system 170
conditionally activates an alarm depending on detection of an
intrusion into the monitored domain 150.

[0120] In processing block 1030, the security system 170
monitors the domain 150 for a disarming device 142.

[0121] In processing block 1040, while the disarming
device 170 is detected as being present in the monitored
domain 150, the security system 170 prevents activation of
the alarm.

[0122] Note again that techniques herein are well suited for
use in security systems. However, it should be noted that
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embodiments herein are not limited to use in such applica-
tions and that the techniques discussed herein are well suited
for other applications as well.
[0123] Based on the description set forth herein, numerous
specific details have been set forth to provide a thorough
understanding of claimed subject matter. However, it will be
understood by those skilled in the art that claimed subject
matter may be practiced without these specific details. In
other instances, methods, apparatuses, systems, etc., that
would be known by one of ordinary skill have not been
described in detail so as not to obscure claimed subject matter.
Some portions of the detailed description have been presented
in terms of algorithms or symbolic representations of opera-
tions on data bits or binary digital signals stored within a
computing system memory, such as a computer memory.
These algorithmic descriptions or representations are
examples of techniques used by those of ordinary skill in the
data processing arts to convey the substance of their work to
others skilled in the art. An algorithm as described herein, and
generally, is considered to be a self-consistent sequence of
operations or similar processing leading to a desired result. In
this context, operations or processing involve physical
manipulation of physical quantities. Typically, although not
necessarily, such quantities may take the form of electrical or
magnetic signals capable of being stored, transferred, com-
bined, compared or otherwise manipulated. It has been con-
venient at times, principally for reasons of common usage, to
refer to such signals as bits, data, values, elements, symbols,
characters, terms, numbers, numerals or the like. It should be
understood, however, that all of these and similar terms are to
be associated with appropriate physical quantities and are
merely convenient labels. Unless specifically stated other-
wise, as apparent from the following discussion, it is appre-
ciated that throughout this specification discussions utilizing
terms such as “processing,” “computing,” “calculating,”
“determining” or the like refer to actions or processes of a
computing platform, such as a computer or a similar elec-
tronic computing device, that manipulates or transforms data
represented as physical electronic or magnetic quantities
within memories, registers, or other information storage
devices, transmission devices, or display devices of the com-
puting platform.
[0124] While this invention has been particularly shown
and described with references to preferred embodiments
thereof, it will be understood by those skilled in the art that
various changes in form and details may be made therein
without departing from the spirit and scope of the present
application as defined by the appended claims. Such varia-
tions are intended to be covered by the scope of this present
application. As such, the foregoing description of embodi-
ments of the present application is not intended to be limiting.
Rather, any limitations to the invention are presented in the
following claims.
We claim:
1. A method comprising:
receiving a motion signal indicating motion of a free-to-
roam entity in a monitored location;
receiving a disarm signal indicating presence of a disarm-
ing device in the monitored location;
analyzing a timing of the motion signal with respect to the
disarm signal; and
selectively activating a respective motion alarm depending
upon the timing of the motion signal with respect to the
disarm signal.
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2. The method as in claim 1, wherein selectively activating
the respective motion alarm depending upon the timing of the
motion signal with respect to the disarm signal further com-
prises:

temporarily delaying activation of the respective motion

alarm subsequent to detecting that the motion signal
indicates motion of the free-to-roam entity;

during the temporary delay of activating the respective
motion alarm, monitoring the disarm signal for presence
of the disarming device.

3. The method as in claim 2 further comprising:

preventing activation of the respective motion alarm in
response to detecting presence of the disarming device
in the monitored location within a predetermined thresh-
old amount of time of detecting that the motion signal
indicates motion of the free-to-roam entity.

4. The method as in claim 1, wherein selectively activating
the respective alarm depending upon the timing further com-
prises:

preventing activation of the respective motion alarm for a

predetermined amount of time after detecting both: i) a
transition from presence to absence of the disarming
device in the monitored location as indicated by the
disarm signal, and

il) motion of the free-to-roam entity as indicated by the
motion signal.

5. The method as in claim 1, wherein analyzing the timing
of the motion signal with respect to the disarm signal further
comprises:

detecting that the motion signal indicates motion of the
free-to-roam entity at a first instance in time;

detecting that the disarm signal indicates presence of the
disarming device at a second instance in time, the first
instance in time occurring before the second instance in
time.

6. The method as in claim 5, wherein selectively activating
the respective motion alarm depending upon the timing of the
motion signal with respect to the disarm signal further com-
prises:

temporarily delaying activation of the respective motion

alarm subsequent to detecting that the motion signal
indicating motion of the free-to-roam entity at the first
instance in time.

7. The method as in claim 6, wherein selectively activating
the respective alarm depending upon the timing further com-
prises:

preventing activation of the respective motion alarm in

response to detecting that the disarm signal indicates
presence of the disarming device at the second instance
in time even though the motion of the free-to-roam entity
was detected at the first instance in time.

8. The method as in claim 1, wherein selectively activating
the respective alarm depending upon the timing further com-
prises:

preventing activation of the respective motion alarm in

response to detecting that the motion signal indicates
motion of the free-to-roam entity after but within a pre-
determined threshold amount of time at which the dis-
arm signal transitions from indicating presence of the
disarming device to absence of the disarming device in
the monitored location.
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9. The method as in claim 1 further comprising:

receiving a unique code assigned to the disarming device;

and

utilizing the unique code to identity an identity of a user

utilizing the disarming device.

10. The method as in claim 1, wherein selectively activat-
ing the respective motion alarm depending upon the timing of
the motion signal with respect to the disarm signal further
comprises:

at times of detecting movement of the free-to-roam entity

and presence of the disarming device to deactivate the
respective motion alarm at the monitored location as
indicated by the disarming signal, initiating activation of
the respective motion alarm.

11. A method comprising:

detecting motion of a free-to-roam entity in a monitored

location;

detecting presence of a disarming device in the monitored

location, the presence of the disarming device detected
based upon receipt of a disarm signal from the disarming
device indicating to disarm a respective motion alarm;
and

at times of detecting motion of the free-to-roam entity in

the monitored location, initiating activation of the
respective motion alarm even though the disarming
device is detected as being present in the monitored
location.

12. The method as in claim 11 further comprising:

processing time information associated with the disarming

device; and

initiating activation of the respective motion alarm in

response to detecting that the motion of the free-to-roam
entity is detected outside a time range as specified by the
time information.

13. The method as in claim 11 further comprising:

initiating activation of the respective motion alarm at other

times when the disarming device is detected as being
absent from the monitored location and there is motion
detected at the location.

14. The method as in claim 11, wherein detecting presence
of the disarming device includes:

receiving a wireless disarm signal generated by the disarm-

ing device, the wireless disarm signal received indepen-
dent of a detected motion signal indicating movement of
the free-to-roam at the monitored location, the wireless
disarm signal indicating to prevent activation of the
respective motion alarm of the security system even
though the movement of the free-to-roam entity is
detected at the monitored location.

15. A computer system comprising:

computer processor hardware; and

a hardware storage resource coupled to the computer pro-

cessor hardware, the hardware storage resource storing

instructions that, when executed by the computer pro-

cessor hardware, causes the computer processor hard-

ware to perform operations of:

initially arming a security system to activate an alarm in
response to detecting motion of free-to-roam entities
in a monitored location;

monitoring the location for a disarming device attached
to a given free-to-roam entity, the disarming device
transmitting a signal to the security system to disarm
the security system; and
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at times of detecting movement of the given free-to-
roam entity and presence of the disarming device at
the monitored location, preventing activation of the
alarm.

16. The computer system as in claim 15 in which the
computer processor hardware further performs operations of:

initiating activation of the alarm in response to detecting

motion of the given free-to-roam entity and that a time of
detecting the motion falls outside a time range as speci-
fied by time information assigned to the given free-to-
roam entity.

17. The computer system as in claim 16 in which the
computer processor hardware further performs operations of:

receiving a unique code assigned to the disarming device;

and

utilizing the unique code to obtain the time information

associated with the disarming device.

18. The computer system as in claim 15 in which the
computer processor hardware further performs operations of:

at other times in which the security system detects presence

of'the disarming device at the monitored location outside
a time range as specified by the time information, initi-
ating activation of the alarm in response to detecting
motion of the given free-to-roam entity in the monitored
location.

19. The computer system as in claim 18 in which the
computer processor hardware further performs operations of:

receiving current time from a real-time clock; and

initiating the activation of the alarm in response to detect-
ing motion at the monitored location and that the current
time falls within the time range as specified by the time
information.

20. Computer-readable hardware storage having instruc-
tions stored thereon, the instructions, when carried out by
computer processor hardware, causes the computer processor
hardware to perform operations of:

receiving a motion signal indicating motion of a free-to-

roam entity in a monitored location;

receiving a disarm signal indicating presence of a disarm-

ing device in the monitored location;

analyzing a timing of the motion signal with respect to the

disarm signal; and

selectively activating a respective motion alarm depending

upon the timing relation of the motion signal with
respect to the disarm signal.

21. A method comprising:

initially arming a security system to activate an alarm in

response to detecting motion of free-to-roam entities in
a monitored location;
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monitoring the location for a disarming device; and
attimes of detecting presence of the disarming device at the
monitored location, preventing activation of the alarm.
22. The method as in claim 21, wherein the free-to-roam
entities have unrestricted access into the monitored location,
the method further comprising:
continuously monitoring the location for the presence of
the disarming device;
detecting motion of a free-to-roam entity at the monitored
location; and
even though the motion is detected as being present at the
monitored location, preventing activation of the alarm at
the times in which the disarming device is detected as
being present at the monitored location.
23. The method as in claim 22 further comprising:
initiating activation of the alarm at other times when the
disarming device is detected as being absent from the
monitored location and there is motion detected at the
location.
24. The method as in claim 21, wherein detecting presence
of the disarming device includes:
receiving a wireless disarm signal generated by the disarm-
ing device, the wireless disarm signal received indepen-
dent of a detected motion signal indicating movement of
an object at the monitored location, the wireless disarm
signal indicating to prevent activation of the alarm of the
security system even though the movement of the object
is detected as the monitored location.
25. The method as in claim 21 further comprising:
while the alarm of the corresponding security system is
armed:
subsequent to detecting movement of an object at the
location, delaying audible activation of the alarm to
determine whether the disarming device is present at
the location.
26. The method as in claim 21 further comprising:
subsequent to arming the alarm of the corresponding secu-
rity system, detecting movement of an object at the
location while the alarm is armed; and
prior to audibly activating the alarm in response to detect-
ing the movement, transmitting a wireless query in the
location to determine whether the disarming device is
present at the location.
27. The method as in claim 26, wherein detecting presence
of the disarming device includes:
receiving a wireless response signal from the disarming
device, the disarming device generating the wireless
response signal in response to receiving the wireless

query.



