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matically connected to the called party. 

6 Claims, 4 Drawing Sheets 

-00 

  



U.S. Patent Feb. 11, 2003 Sheet 1 of 4 US 6,519,331 B1 

TELECOMMUNICATIONS SYSTEM 

7-12 

- 100 

CANG CAE) PARTY CAED 
PARTY (SCA ARS) PARTY 

104 Y1060 106b 

FIG 1. 

  



U.S. Patent Feb. 11, 2003 Sheet 2 of 4 US 6,519,331 B1 

TELECOMMUNICATIONS SYSTEM 

AERT 
WESSAGE 

\102 N210 

7-102 CAED CAF) /102 

FIG 2 

  



U.S. Patent Feb. 11, 2003 Sheet 3 of 4 US 6,519,331 B1 

-500 
RECEIVE FELEPHONE 
CALA SWITCH 

ATOYACAY CONNECT 
CANG PARTY AND 

NFORM CANG PARTY 
ABOUT POSSIBLE TELEPHONE 

TOLL FRA) 

NDCATEF WANT 
TELEPHONE CAL CONNECE) 

TO CALED PARTY 

ENABE CONNECTION 
BETWEEN CANG PARTY 

AND CALE) PARTY 

FIG 3 

    

  

  

    

  

  

  

  

  

  

  



U.S. Patent Feb. 11, 2003 Sheet 4 of 4 US 6,519,331 B1 

- 306 
-402 

TRANSATEDCTS OF TELEPHONE 
CA TO DEERINE A DESTNATION 

OF CALE) PARTY 

406 - 404 
FRADENT ARBUEF FRADEN ATRSEF 

TELEPHONE CAS 800 / 888 TEEPHONE CAS 800 / 888 
FREE CAL AND DESNATION OF FREE CAL AND CAE) PARTY 

CAED PARY S A. A SN FOREIGN COUNTRY 
PAY-PER-CA, NABER 

- 410 -408 
FRADEN ATRBUEF FRADUFNT ARBEF 

TELEPHONE CALS DOVESTC TELEPHONE CALL S DOESIC 
ONG DSTANCECA AND ONC DSTANCE CAL 
CAED PARTY SAT A AND CAF) PARTY S 
PAY-PER-CA, NABER N FORECN COUNTRY 

42 

FRAUDUFNT ARBUTFF 
NOTABLE TO DETERYNE 

DESTNATION OF CAED PARTY 

FIG. 4 

    

    

    

    

    

    

    

    

  

    

    

    

  



US 6,519,331 B1 
1 

TELECOMMUNICATIONS SYSTEM, 
SERVICE CONTROL POINT AND METHOD 
FOR PRE-SCREENING TELEPHONE CALLS 
TO HELP PREVENT TELEPHONE TOLL 

FRAUD 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates in general to the telecom 
munications field and, in particular, to a telecommunications 
System, Service control point and method capable of pre 
Screening a telephone call to help prevent telephone toll 
fraud. 

2. Description of Related Art 
In the telecommunications field, telephone toll fraud is an 

ever-increasing problem that can be very expensive to 
telephone users and telephone companies. The typical tele 
phone toll fraud Scheme involves a Scam artist tricking a 
telephone user (calling party) into calling what appears to be 
a domestic long distance call or an 800/888 free call, but 
instead the call is actually a toll call or an international call 
both of which can have a very high billing charge back rate. 
Therefore, the calling party currently takes a chance when 
ever they call an unfamiliar telephone number, because the 
call may look like a domestic long distance call or 800/888 
free call but in actuality it is a costly toll call or a costly 
international call. And, only after the calling party receives 
their telephone bill do they find out that these unfamiliar 
telephone numbers were in fact expensive "pay-per-call’ 
numbers (e.g., 900 numbers). 
The international telephone toll fraud schemes often work 

because it is not always easy for the calling party to tell when 
they are calling an international number. For example, there 
are situations where the calling party can simply dial a 
three-digit area code and number to reach Someone in a 
foreign country. This is not like the typical situation where 
the calling party must dial a “011” (international access 
code), a country code, a city code and a number to reach 
Someone in a foreign country. Scam artists take advantage of 
this difference by promoting calls having an 809 area code 
(for example) which if dialed connect the calling party to 
Someone in the Caribbean who charges the calling party a 
large fee. In fact, there are dozens of these three-digit area 
code calls that are really “international” calls. The Scam 
artists often promote these 809 type calls in uniquely decep 
tive ways. For instance, the Scam artist may leave an 
“urgent’ message on an answering machine, pager or com 
puter of the telephone user trying to get them to call an 809 
number. The message often falsely claims that a family 
member of the telephone user has been injured, that they 
have won a prize, or that there is a problem with their credit. 
If the telephone user returns the call, they may be putting 
money in the pockets of the Scam artist. 

Similar to international calls are 900 type calls which also 
charge a calling party a fee for Simply dialing the telephone 
number. However, providers of 900 calls are supposed to 
follow the Federal Trade Commissions 900-Number Rule 
that requires them to disclose the cost of the 900 call before 
those costs are charged to the calling party. In addition, the 
900-Number Rule states that the providers of 800/888 free 
calls are prohibited from automatically connecting the call 
ing party to a 900 call. Unfortunately, some providers do not 
follow the 900-Number Rule and automatically connect an 
800/888 free call to a 900 number and charge the calling 
party for the 900 call. 
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2 
To date, there does not appear to be any way of informing 

a calling party when one of their calls may be part of a 
telephone toll fraud Scheme. Accordingly, there is a need for 
a telecommunications System, Service control point and 
method capable of pre-Screening a telephone call to help 
prevent telephone toll fraud. This need and other needs are 
Satisfied by the telecommunications System, Service control 
point and method of the present invention. 

BRIEF DESCRIPTION OF THE INVENTION 

The present invention includes a telecommunications 
System, Service control point and method that are capable of 
pre-Screening a telephone call to help prevent telephone toll 
fraud. More Specifically, the telecommunications System 
includes a Service control point capable of receiving infor 
mation about a telephone call originated by a calling party, 
and further capable of determining whether the telephone 
call has a fraudulent attribute. If the telephone call has a 
fraudulent attribute, then the calling party is informed that 
there is a possibility of telephone toll fraud occurring if the 
telephone call is connected to a called party. And, if the 
telephone call does not have a fraudulent attribute, then the 
telephone call is automatically connected to the called party. 

BRIEF DESCRIPTION OF THE DRAWINGS 

A more complete understanding of the present invention 
may be had by reference to the following detailed descrip 
tion when taken in conjunction with the accompanying 
drawings wherein: 

FIG. 1 is a block diagram illustrating the basic compo 
nents of a telecommunications System in accordance with 
the present invention; 

FIG. 2 is a block diagram illustrating in greater detail the 
components of the telecommunications System shown in 
FIG. 1; 

FIG. 3 is a flowchart illustrating the steps of a preferred 
method in accordance with the present invention; and 

FIG. 4 is a flowchart illustrating in greater detail the 
determining step 306 of the preferred method shown in FIG. 
3. 

DETAILED DESCRIPTION OF THE DRAWINGS 

Referring to FIGS. 1-4, there are disclosed a preferred 
embodiment of a telecommunications system 100, service 
control point (SCP) 110 and method 300 all of which are 
capable of pre-Screening a telephone call to help prevent 
telephone toll fraud in accordance with the present inven 
tion. 

Referring to FIG. 1, there is a block diagram illustrating 
the basic components of the telecommunications System 
100. Essentially, the telecommunications system 100 is 
capable of pre-Screening a telephone call 102 to determine 
whether the telephone call 102 has a fraudulent attribute 
prior to connecting a calling party 104 to a called party 106a 
or 106b. The pre-screening of the telephone call 102 is 
designed to detect and prevent telephone toll fraud. 
More specifically, the telecommunications system 100 

includes a switch 108 (e.g., service switching point (SSP)) 
capable of receiving the telephone call 102 originated by the 
calling party 104. The Switch 108 can forward information 
associated with the telephone call 102 to the SCP 110. The 
SCP 110 has routing algorithms that can determine whether 
or not the telephone call 102 has any fraudulent attributes 
prior to connecting the calling party 104 to the called party 
106a or 106b. The telephone call 102 has a fraudulent 



US 6,519,331 B1 
3 

attribute if a Service provider can not assure the calling party 
104 that the telephone call 102 is free to the calling party 
104. And, the telephone call 102 has a fraudulent attribute if 
the Service provider can not assure the calling party 104 that 
they are going to be billed at a previously agreed upon 
billing rate. For instance, the telephone call 102 can have a 
fraudulent attribute if the telephone call 102 is supposed to 
be an 800/888 free call but a particular destination of the 
called party 106a is a “pay-per-call” number. A variety of 
different fraudulent attributes are described in greater detail 
with respect to FIG. 2. 

In the event the SCP 110 determines that the telephone 
call 102 has a fraudulent attribute, then an IVR voice 
response system (IVR) 112 (or Internet Protocol-Service 
Resource Point (IP-SRP)) informs the calling party 104 that 
there is a possibility of telephone toll fraud occurring if the 
telephone call 102 is connected to the called party 106a. The 
calling party 104 can then indicate if they want to be 
connected to the called party 106a that can be a possible 
Scam artist. If the calling party 104 approves the connection 
to the called party 106a, then the service provider may not 
be responsible for any telephone charges that are billed to 
the calling party 104. 

In the event the SCP 110 determines that the telephone 
call 102 does not have a fraudulent attribute, then the SCP 
110 can inform the Switch 108 as to the best route to connect 
the calling party 104 to the called party 106b. The Switch 
108 can then automatically connect the calling party 104 to 
the called party 106b. 

Referring to FIG. 2, there is a block diagram illustrating 
in greater detail the components of the telecommunications 
system 100. Certain details associated with the telecommu 
nications system 100 are known in the industry and as such 
need not be described herein. Therefore, for clarity, the 
description provided below in relation to the telecommuni 
cations System 100 omits Some components not necessary to 
understand the present invention. 

The calling party 104 using a wireleSS phone or land 
based phone originates the telephone call 102 towards a 
local office switch 202 that is managed by a local service 
provider such as Southwestern Bell. The local office Switch 
202 typically connects the calling party 104 to a called party 
204 if the telephone call 102 has an area code within the 
coverage area of the local Service provider. This type of 
telephone call 102 is commonly known as a local telephone 
call or a short-distance toll call. 

If the local Service provider does not Service the area in 
which the telephone call 102 is directed, then the local office 
Switch 202 forwards the telephone call 102 to a long distance 
switch 108 (described herein as the Switch 108) that is 
managed by a long distance Service provider Such as AT&T. 
The Switch 108 can be programmed to forward information 
about the telephone call 102 to a SCP 110 (e.g., Service 
Control Point (SCP)) when the telephone call 102 has a 
predefined characteristic that can be or is associated with 
telephone toll fraud schemes. For instance, the Switch 108 
can query the SCP 110 when the telephone call 102 is an 
800/888 call or has a three-digit area code that directs the 
telephone call 102 to a foreign country. Alternatively, the 
Switch 108 can be programmed to query the SCP 110 
whenever a translation of the digits of the telephone call 102 
is required to determine a destination of the telephone call 
102. 
The SCP 110 includes a database 206 and controller 208 

capable of interacting with one another to determine whether 
or not the telephone call 102 has a fraudulent attribute. To 
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4 
determine whether or not the telephone call 102 has a 
fraudulent attribute, the SCP 110 can translate the digits of 
the telephone call 102 to discover (or attempt to discover) a 
particular destination of the called party 106a, 106b or 106c. 
The SCP 110 may indicate that the telephone call 102 has a 
fraudulent attribute if the calling party 104 can be billed or 
is going to be billed at a different billing rate than previously 
agreed upon with the long distance Service provider. 

There are several circumstances where the SCP 110 would 
indicate that the telephone call 102 has a fraudulent attribute. 
First, the telephone call 102 has a fraudulent attribute if the 
telephone call 102 appears to be a free call (e.g., 800/888 
call) or domestic long distance call and the particular 
destination of the called party 106c is determined to be in a 
foreign country. Secondly, the telephone call 102 has a 
fraudulent attribute if the telephone call 102 appears to be a 
free call (e.g., 800/888 call) or domestic long distance call 
and the particular destination of the called party 106a is 
determined to be a pay-per-call number (e.g., 900 number). 
Thirdly, the SCP 110 would indicate that the telephone call 
102 has a fraudulent attribute if the SCP 110 was not able to 
determine the particular destination of a called party. In 
other words, the SCP 110 is programmed to indicate that the 
telephone call 102 has a fraudulent attribute if the long 
distance Service provider can not assure the calling party 104 
that the telephone call 102 is free or if they are going to be 
billed at a previously agreed upon billing rate. 

In the event the SCP 110 determines that the telephone 
call 102 has a fraudulent attribute, then an IVR 112 forwards 
an alert message 210 towards the calling party 104. The alert 
message 210 informs the calling party 104 that there is a 
possibility of telephone toll fraud occurring if the telephone 
call 102 is connected to the called party 106a or 106c. In 
addition, the IVR 112 may inform the calling party 104 
about the destination of the called party 106a or 106c. 
Moreover, the IVR 112 could inform the calling party 104 as 
to how much the telephone call 102 may really cost if 
connected to the called party 106a or 106c. 

Thereafter, the calling party 104 can indicate if they want 
the telephone call 102 to be connected to the called party 
106a or 106c even though the telephone call 102 has a 
fraudulent attribute. If the calling party 104 indicates that 
they still want the telephone call 102 to be connected, then 
the SCP 110 can enable the connection of the telephone call 
102 to the called party 106a or 106c through the appropriate 
Switch (e.g., International gateway 212, local office Switch 
214). Of course, the long distance Service provider may not 
be responsible for any telephone charges that the calling 
party 104 may be billed once they approved the connection 
to the called party 106a or 106c. And, if the calling party 104 
indicates that they do not want the telephone call 102 to be 
connected, then the SCP 110 can drop the telephone call 102 
before the call Set-up procedure is complete and protect the 
calling party 104 from potential telephone toll fraud. 

Lastly, in the event the SCP 110 determines that the 
telephone call 102 does not have a fraudulent attribute, then 
the SCP 110 can inform the Switch 108 as to the best route 
to connect the calling party 104 to the called party 106a. The 
Switch 108 can then automatically connect the calling party 
104 to the called party 106b. 

It should be understood that the Switch 108 can perform 
the same type of translations as the SCP 110 to determine if 
the telephone call 102 has a fraudulent attribute. But, the 
Switch 108 typically does not perform complicated transla 
tions as would be required by the pre-Screening Service of 
the present invention. Because, the long distance Service 
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provider can more easily and efficiently program the rela 
tively small number of SCPs 110 rather than program the 
relatively large number of Switches 108 in their network. 

It should also be understood that the local service provider 
could also offer the pre-Screening Service of the present 
invention to the calling party 104 and could also program 
their own SCP (not shown) to perform the necessary trans 
lations of the telephone call 102. 

Referring to FIG. 3, there is a flowchart illustrating the 
steps of the preferred method 300 that can pre-screen a 
telephone call to help prevent telephone toll fraud. Begin 
ning at step 302, the Switch 108 receives the telephone call 
102 that was originated by the calling party 104. Again, the 
long distance Service provider manages and controls the 
switch 108 (class 4 switch) which receives the telephone call 
102 from the local office switch 202 (class 5 switch). 
At step 304, the switch 108 queries the SCP 110 when the 

telephone call 102 has a predefined characteristic that can be 
or is associated with telephone toll fraud Schemes. For 
instance, the Switch 108 can query the SCP 110 when the 
telephone call 102 is an 800/888 call or has a three-digit area 
code that directs the telephone call 102 to a foreign country. 
Alternatively, the Switch 108 can be programmed to query 
the SCP 110 whenever a translation of the digits of the 
telephone call 102 is required to determine a destination of 
the telephone call 102. If the Switch 108 does not forward 
information about the telephone call 102 to the SCP 110, 
then the Switch 108 automatically connects the telephone 
call 102 to a called party 106b. 

At step 306, the SCP 110 reviews the digits of the 
telephone call 102 to determine whether or not the telephone 
call 102 has a fraudulent attribute. As described below with 
respect to FIG. 4, there are Several circumstances in which 
the SCP 110 would likely indicate that the telephone call 102 
has a fraudulent attribute. 

Referring to FIG. 4, there is a flowchart illustrating in 
greater detail step 306 of the method 300 where it is 
determined whether or not the telephone call 102 has a 
fraudulent attribute. At step 402, the SCP 110 translates the 
digits of the telephone call 102 to discover (or attempt to 
discover) a particular destination of the called party 106a, 
106b. or 106C. The SCP 110 indicates whether or not the 
telephone call 102 has a fraudulent attribute based on the 
determined destination of the telephone call 102. Basically, 
if the calling party 104 is going to be billed or has the 
potential of being billed at a different billing rate than 
previously agreed upon with the long distance Service 
provider, then the SCP 110 would indicate that the telephone 
call 102 has a fraudulent attribute. 

At step 404, the SCP 110 would indicate that the tele 
phone call 102 has a fraudulent attribute if the telephone call 
102 is an 800/888 free call and the particular destination of 
the called party 106b is determined to be in a foreign 
country. In other words, the 800/888 free call is really an 
international call that has an international billing rate. 

At step 406, the SCP 110 would indicate that the tele 
phone call 102 has a fraudulent attribute if the telephone call 
102 is an 800/888 free call and the particular destination of 
the called party 106a is determined to be a pay-per-call 
number (e.g., 900 number). 
At step 408, the SCP 110 would indicate that the tele 

phone call 102 has a fraudulent attribute if the telephone call 
102 appears to be a domestic long distance call but the 
particular destination of the called party 106b is in a foreign 
country. In other words, the domestic long distance call is 
really an international call that has an international billing 
rate. 
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At step 410, the SCP 110 would indicate that the tele 

phone call 102 has a fraudulent attribute if the telephone call 
102 is a domestic long distance call and the particular 
destination of the called party 106a is determined to be a 
pay-per-call number (e.g., 900 number). 
At step 412, the SCP 110 would indicate that the tele 

phone call 102 has a fraudulent attribute if the SCP 110 was 
not able to determine the particular destination of the called 
party. In other words, the SCP 110 is programmed to indicate 
that the telephone call 102 has a fraudulent attribute if the 
long distance Service provider can not assure the calling 
party 104 that the telephone call 102 is free to the calling 
party 104. The SCP 110 is also programmed to indicate that 
the telephone call 102 has a fraudulent attribute if the service 
provider can not assure the calling party 104 that they are 
going to be billed at a previously agreed upon billing rate. 

Referring again to FIG. 3 and the pre-Screening method 
300, if the SCP 110 determines in step 306 that the telephone 
call 102 has a fraudulent attribute, then at step 308 the IVR 
112 informs the calling party 104 that there is a possibility 
of telephone toll fraud occurring if the telephone call 102 is 
connected to the called party 106a or 106c. In addition, the 
IVR 112 may inform the calling party 104 about the desti 
nation of the called party 106a or 106c. Moreover, the IVR 
112 could inform the calling party 104 as to how much the 
telephone call 102 may really cost if connected to the called 
party 106a or 106c. 

At step 310, the calling party 104 can use a voice 
command or preSS a predetermined key to indicate if they 
want to the telephone call 102 to be connected to the called 
party 106a or 106c even though the telephone call 102 has 
a fraudulent attribute. 

If the calling party 104 indicates that they still want the 
telephone call 102 to be connected at step 310, then at step 
312 the SCP 110 can enable the connection of the telephone 
call 102 to the called party 106a or 106c. Of course, the long 
distance Service provider may not be responsible for any 
telephone charges that the calling party 104 may be billed 
once they approved the connection to the called party 106a 
or 106c. 

If the calling party 104 indicates that they do not want the 
telephone call 102 to be connected at step 310, then at step 
314 the SCP 110 can drop the telephone call 102 and protect 
the calling party 104 from potential telephone toll fraud. 

In the event the SCP 110 determines at step 306 that the 
telephone call 102 does not have a fraudulent attribute, then 
the SCP 110 can inform the Switch 108 as to the best route 
to connect the calling party 104 to the called party 106b. The 
Switch 108 can then at step 316 automatically connect the 
calling party 104 to the called party 106b. 
Even though the present invention is described from the 

Viewpoint of a calling party that is located in the United 
States, it should be understood that the present invention 
could also operate when the calling party is located in 
another country Such as France. 
From the foregoing, it can be readily appreciated by those 

skilled in the art that the present invention provides a 
telecommunications system, SCP and method capable of 
pre-Screening a telephone call to help prevent telephone toll 
fraud. AS disclosed, the present invention basically operates 
to alert a calling party that there is a possibility that they may 
be billed at an unknown rate for a phone call which the 
calling party likely believes is a free call or is a normal 
domestic long distance call. 

Although one embodiment of the present invention has 
been illustrated in the accompanying Drawings and 
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described in the foregoing Detailed Description, it should be 
understood that the invention is not limited to the embodi 
ment disclosed, but is capable of numerous rearrangements, 
modifications and Substitutions without departing from the 
spirit of the invention as set forth and defined by the 
following claims. 
What is claimed is: 
1. A method for pre-Screening a call to help prevent 

telephone toll fraud, Said method comprising the Steps of 
receiving the call originated by a calling party; 
determining whether the call has a fraudulent attribute 

prior to connecting the calling party to a called party; 
and 

wherein if the call has a fraudulent attribute then the 
method further includes the step of informing the 
calling party that there is a possibility of telephone toll 
fraud occurring if the call is connected to the called 
party. 

2. A method for pre-Screening a call to help prevent 
telephone toll fraud, Said method comprising the Steps of 

receiving the call originated by a calling party; 
determining whether the call has a fraudulent attribute 

prior to connecting the calling party to a called party; 
wherein if the call has a fraudulent attribute then the 

method further includes the step of informing the 
calling party that there is a possibility of telephone toll 
fraud occurring if the call is connected to the called 
party; and 

receiving an indication from the calling party as to 
whether or not the call should be connected to the 
called party even though the call has a fraudulent 
attribute. 

3. A method for pre-Screening a call to help prevent 
telephone toll fraud, Said method comprising the Steps of 

receiving the call originated by a calling party; 
determining whether the call has a fraudulent attribute 

prior to connecting the calling party to a called party; 
wherein Said Step of determining whether the call has a 

fraudulent attribute further includes the step of trans 
lating digits of the call to determine a particular desti 
nation of the called party; and 

wherein there is a fraudulent attribute if the call appears 
to be a domestic long distance call and the particular 
destination of the called party is a pay-per-call number. 

4. A telecommunications System capable of pre-Screening 
a call to help prevent telephone toll fraud, Said telecommu 
nications System comprising: 

1O 
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a Switch capable of receiving the call originated by a 

calling party; 
a Service control point capable of receiving a query about 

the call from said Switch, and further capable of deter 
mining whether the call has a fraudulent attribute prior 
to connecting the calling party to a called party; and 

an interactive Voice response System capable of informing 
the calling party that there is a possibility of telephone 
toll fraud occurring if the call is connected to the called 
party, whenever Said Service control point determines 
that the call has a fraudulent attribute. 

5. A telecommunications System capable of pre-Screening 
a call to help prevent telephone toll fraud, Said telecommu 
nications System comprising: 

a Switch capable of receiving the call originated by a 
calling party; 

a Service control point capable of receiving a query about 
the call from said Switch, and further capable of deter 
mining whether the call has a fraudulent attribute prior 
to connecting the calling party to a called party; 

an interactive Voice response System capable of informing 
the calling party that there is a possibility of telephone 
toll fraud occurring if the call is connected to the called 
party, whenever Said Service control point determines 
that the call has a fraudulent attribute; and 

wherein Said interactive voice response System is further 
capable of receiving an indication from the calling 
party as to whether or not the call should be connected 
to the called party even though the call has a fraudulent 
attribute. 

6. A Service control point capable of pre-Screening a call 
to help prevent telephone toll fraud, said Service control 
point comprising: 

a database; 
a controller capable of receiving information about the 

call originated by a calling party, and further capable of 
interacting with the database to determine whether the 
call has a fraudulent attribute prior to enabling a 
connection between the calling party and a called party; 

wherein Said controller is capable of determining whether 
the call has a fraudulent attribute by translating digits of 
the call to determine a particular destination of the 
called party; and 

wherein there is a fraudulent attribute if the call appears 
to be a domestic long distance call and the particular 
destination of the called party is a 900 number. 
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