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METHODS AND APPARATUSES FOR
EMBEDDING DIGITAL WATERMARK INTO
AND EXTRACTING DIGITAL WATERMARK

FROM TEXT

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application claims priority to Chinese
Patent Application No. 201310329113.1 filed before the Chi-
nese Patent Office on Jul. 31, 2013 and entitled “METHODS
AND APPARATUSES FOR EMBEDDING DIGITAL
WATERMARK INTO AND EXTRACTING DIGITAL
WATERMARK FROM TEXT”, which is incorporated herein
by reference in its entirety.

TECHNICAL FIELD

[0002] The present invention relates to the field of informa-
tion hiding and tracking technologies, in particular to meth-
ods and apparatuses for embedding digital watermark infor-
mation into and extracting digital watermark information
from a text.

BACKGROUND

[0003] Information hiding technology can hide one piece of
information into another piece of carrier information without
auser’s awareness, and such a technology plays a very impor-
tant role in many aspects of an information security system. A
text digital watermark technology, as a branch of the infor-
mation hiding technology, uses a text as a carrier and embeds
digital watermark information by finding a redundancy space
of text information.

[0004] Usually, the digital watermark information is
embedded into the text based on document format character-
istics in the prior art. Such a method uses typesetting charac-
teristics of a text format itself and visual redundancy charac-
teristics of human beings, and embeds a watermark through
fine-tuning of the text format. For example, one-bit water-
mark information may be encoded and embedded into a row
by slightly changing the line spacing. It can therefore be seen
that, when the length of the text is limited, merely a small
amount of information may be embedded into the text if an
existing digital watermark embedding method is used.

SUMMARY

[0005] An object of the present invention is to provide
methods and apparatuses for embedding digital watermark
information into and extracting digital watermark informa-
tion from a text, so as to solve the problem in the prior art that
merely a small amount of digital watermark information can
be embedded into the text.

[0006] Inone aspect of the present invention, a method for
embedding digital watermark information into a text is pro-
vided, the method comprises:

[0007] creating a menu item of the digital watermark infor-
mation; and
[0008] embedding a binary string into a value of a prede-

termined attribute for the menu item of the digital watermark
information, the binary string to be embedded being the digi-
tal watermark information to be embedded.

[0009] In another aspect of the present invention, a method
for extracting digital watermark information from a text is
provided, the method comprises:
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[0010] determining a menu item of the digital watermark
information; and

[0011] extracting a binary string from a value of a prede-
termined attribute for the menu item of the digital watermark
information, the binary string to be extracted being the digital
watermark information to be extracted.

[0012] In yet another aspect of the present invention, an
apparatus for embedding digital watermark information into
a text is provided, the apparatus comprises:

[0013] a creation unit configured to create a menu item of
the digital watermark information; and

[0014] a first embedment unit configured to embed a binary
string into a value of a predetermined attribute for the menu
item ofthe digital watermark information, the binary string to
be embedded being the digital watermark information to be
embedded.

[0015] In yet another aspect of the present invention, an
apparatus for extracting digital watermark information from a
text is provided, the apparatus comprises:

[0016] a first determination unit configured to determine a
menu item of the digital watermark information; and

[0017] a first extraction unit configured to extract a binary
string from a value of a predetermined attribute for the menu
item ofthe digital watermark information, the binary string to
be extracted being the digital watermark information to be
extracted.

[0018] According to embodiments of the present invention,
the digital watermark information is carried in the value of the
predetermined attribute for the created menu item of the
digital watermark information. Because the value of the
attribute for the menu item in the text can include a large
amount of information, it is able to increase the amount of the
information to be embedded.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] The drawings, for further understanding the present
invention and constituting a part of the specification, is used
to illustrate, but not limit, the present invention in conjunction
with the embodiments, in which

[0020] FIG. 1 is a flow chart of a method for embedding
digital watermark information into a text according to one
embodiment of the present invention;

[0021] FIG. 2 is a flow chart of a method for extracting
digital watermark information from a text according to one
embodiment of the present invention;

[0022] FIG. 3 is a flow chart of a method for embedding
digital watermark information into a text according to the first
embodiment of the present invention;

[0023] FIG. 4 is a flow chart of a method for extracting
digital watermark information from a text according to the
second embodiment of the present invention;

[0024] FIG. 5 is a flow chart of a method for embedding
digital watermark information into a text according to the
third embodiment of the present invention;

[0025] FIG. 6 is a flow chart of a method for extracting
digital watermark information from a text according to the
fourth embodiment of the present invention;

[0026] FIG. 7 is a flow chart of a method for embedding
digital watermark information into a text according to the fifth
embodiment of the present invention;

[0027] FIG. 8 is a flow chart of a method for extracting
digital watermark information from a text according to the
sixth embodiment of the present invention;
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[0028] FIG.9isaschematic view showing an apparatus for
embedding digital watermark information into a text accord-
ing to the seventh embodiment of the present invention; and
[0029] FIG. 10 is a schematic view showing an apparatus
for extracting digital watermark information from a text
according to the eighth embodiment of the present invention.

DETAILED DESCRIPTION

[0030] Inorderto increase the amount of digital watermark
information to be embedded, embodiments of the present
invention provides methods and apparatuses for embedding
digital watermark information into and extracting digital
watermark information from a text. The present invention is
described hereinafter in conjunction with the drawings and
the embodiments. It should be appreciated that, the preferred
embodiments hereinafter are merely for illustrative purposes
but shall not be construed as limiting the present invention. In
addition, if without conflict, the embodiments and the fea-
tures therein can be combined with each other.

[0031] Referring to FIG. 1, one embodiment of the present
invention provides a method for embedding digital water-
mark information into a text, comprising:

[0032] Step 101: creating a menu item of the digital water-
mark information; and

[0033] Step 102: embedding a binary string into a value of
a predetermined attribute for the menu item of the digital
watermark information, the binary string to be embedded
being the digital watermark information to be embedded.
[0034] When selecting the predetermined attribute, an
attribute whose type is a string shall be selected, and a maxi-
mum length of the attribute value of the attribute is greater
than a predetermined length. The predetermined length may
be set according to the practical needs.

[0035] Preferably, an attribute with an assignable length as
great as possible may be selected as the predetermined
attribute. The greater the maximum length of the value of the
predetermined attribute, the more the information to be
embedded into the menu item of the digital watermark infor-
mation.

[0036] In Step 102, if the length of the binary string to be
embedded is not greater than the maximum length of the
values of the predetermined attributes for the menu item of the
digital watermark information, a value of the predetermined
attribute for the menu item of the digital watermark informa-
tion may be set as the binary string to be embedded. If the
length of the binary string to be embedded is greater than the
maximum length of the value of the predetermined attribute
for the menu item of the digital watermark information, it is
required to divide the binary string to be embedded into
several sub-strings, each of which has a length not greater
than the maximum length of the value of the predetermined
attribute for the menu item of the digital watermark informa-
tion, and then set the values of the predetermined attributes
for the menu item of the digital watermark information as the
sub-strings respectively.

[0037] Inthe above-mentioned steps, the digital watermark
information is embedded via the menu item of the text. Pref-
erably, the method further comprises embedding the digital
watermark information via a redundancy of text content. To
be specific, the method comprises:

[0038] selecting an information carrier character from the
text content, and embedding the binary string into a specified
bit of a value of a predetermined attribute for the information
carrier character, wherein the predetermined attribute for the
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information carrier character includes color of the character,
underline color of the character and border color of the char-
acter.

[0039] Correspondingly, embodiments of the present
invention further provides a method for extracting digital
watermark information from a text, so as to extract the digital
watermark information embedded according to the above-
mentioned method. Referring to FIG. 2, the extracting
method comprises:

[0040] Step 201: determining a menu item of the digital
watermark information; and

[0041] Step 202: extracting a binary string from a value of
a predetermined attribute for the menu item of the digital
watermark information, the binary string to be extracted
being the digital watermark information to be extracted.
[0042] With respect to different situations when the digital
watermark information is embedded, Step 202 specifically
includes acquiring a value of a predetermined attribute for the
menu item of the digital watermark information, and deter-
mining the binary string to be extracted as the acquired value;
or acquiring values of predetermined attributes for the menu
item of the digital watermark information, and determining
the binary string to be extracted as the acquired binary string
consisting of the acquired values.

[0043] Inthe above-mentioned steps, the digital watermark
information is extracted from the menu item of the text. When
the digital watermark information is further embedded via a
content redundancy of the text, the method further comprises
extracting the digital watermark information from the text
content. To be specific, the method comprises:

[0044] determining an information carrier character in the
text content, and extracting the binary string from a specified
bit of a value of a predetermined attribute for the information
carrier character, wherein the predetermined attribute for the
information carrier character includes color of the character,
underline color of the character and border color of the char-
acter.

[0045] In addition, after extracting the digital watermark
information from both the menu item of the text and the text
content, the method further comprises comparing the digital
watermark information extracted from the menu item of the
text with that extracted from the text content so as to deter-
mine the validity thereof.

[0046] The methods for embedding the digital watermark
information into and extracting the digital watermark infor-
mation from the text are described hereinafter in conjunction
with the drawings and the embodiments.

First Embodiment

[0047] Many text processing tools support to programmati-
cally customize menu items and can hide the menu items. The
custom menu items may be attached to an independent docu-
ment. Each menu item includes several attributes and types of
values of the attributes are binary strings. For example, in
Word, each menu item includes several submenu items, each
of'which includes the attributes such as Caption, Description-
Text, HelpFile, Parameter, and Tag. The values of these
attributes may be assigned binary strings with a maximum
length of 255 bits. Hence, the digital watermark information
may be embedded by increasing the menu items of the digital
watermark information. Detailed description is provided
hereinafter by taking the embedment of the digital watermark
information into a Word text via the menu items as an
example.
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[0048] FIG. 3 is a flow chart of a method for embedding
digital watermark information into a text according to the first
embodiment of the present invention. The method comprises
the following steps.

[0049] Step 301: generating a binary string to be embedded
according to predetermined original information.

[0050] To be specific, Step 301 includes generating a basic
binary string according to the predetermined original infor-
mation, generating a check string through a predetermined
algorithm according to the basic binary string, and generating
the binary string to be embedded according to the basic binary
string and the check string. The digital watermark informa-
tion to be embedded is just the generated binary string. The
original information may be any predetermined contents.
[0051] In this embodiment, the predetermined original
information may include a computer name, a name of a cur-
rently logged-in user, an IP address, or a current time. The
original information is converted into a binary string as the
basic binary string, and the check string is generated through
a CRC (Cyclic Redundancy Check) algorithm according to
the basic binary string. Then, the check string is attached at
the end of the basic binary string to generate the binary string
to be embedded.

[0052] Alternatively, the check string may be generated
through other check algorithms, and the generated check
string may also be attached at the front or in the middle of the
basic binary string.

[0053] Preferably, the binary string with a fixed length may
be generated. For example, a basic binary string with a length
of 512 bits may be generated, and if the basic binary string
generated according to the predetermined original informa-
tion is of a length less than 512 bits, it may be zero-padded.
Then, a 16-bit check string is generated through a CRC-16
algorithm, thereby the binary string with a fixed length of 528
bits may be generated.

[0054] Further, the generated binary string may be
encrypted, and the encrypted binary string may be used as the
final binary string to be embedded.

[0055] Step 302: creating and marking a menu item of the
digital watermark information.

[0056] Step 303: dividing the binary string into several
sub-strings, each of which has a length not greater than a
maximum length of a value of a predetermined attribute for
the menu item of the digital watermark information.

[0057] In this embodiment, the generated binary string has
a length of 528 bits. When the attributes Caption, Descrip-
tionText, HelpFile, Parameter and Tag of the menu item are
used as the predetermined attributes and the maximum length
of the attribute value is 255 bits, the binary string to be
embedded may be divided into three sub-strings with a length
of 255 bits, 255 bits and 18 bits respectively.

[0058] Step 304: setting the values of the predetermined
attributes for the digital watermark information as the sub-
strings respectively.

[0059] Inthis embodiment, the values of Caption, Descrip-
tionText and HelpFile for a submenu item of the menu items
of' the digital watermark information may be sequentially set
as the sub-strings.

[0060] Through the method according to this embodiment,
the digital watermark information is embedded by adding the
menu items, so it is able to increase the amount of the digital
watermark information to be embedded, and to embed the
digital watermark information many times.
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Second Embodiment

[0061] With respect to the method for embedding the digi-
tal watermark information into the text according to the first
embodiment, the embodiment of the present invention further
provides a method for extracting digital watermark informa-
tion from a text. As shown in FIG. 4, the extracting method
comprises the following steps.

[0062] Step 401: traversing custom menu items to deter-
mine a menu item of the digital watermark information.
[0063] To be specific, the menu item of the digital water-
mark information may be determined according to mark
information about the menu item of the digital watermark
information in Step 302 of the first embodiment.

[0064] Step 402: acquiring values of predetermined
attributes for the menu item of the digital watermark infor-
mation.

[0065] This step corresponds to Step 304 of the first
embodiment, and the order of acquiring the values of the
attributes shall be consistent with that of setting the values of
the attributes.

[0066] Step 403: determining a binary string consisting of
the acquired values as the binary string to be extracted, the
binary string to be extracted being just the digital watermark
information to be extracted.

[0067] This step corresponds to Step 303 of the first
embodiment, and the acquired values are just the sub-strings
divided in Step 303.

[0068] Step 404: determining original information corre-
sponding to the extracted binary string.

[0069] Corresponding to the generation of the binary string
to be embedded in Step 301, this step specifically comprises:
[0070] determining a basic binary string and a check string
according to the extracted binary string, generating a check
string through a predetermined algorithm according to the
basic binary string, and when the check string determined
according to the extracted binary string is identical to the
check string generated according to the basic binary string,
determining that the extracted binary string is valid and deter-
mining the original information corresponding to the basic
binary string.

[0071] When the check string determined according to the
extracted binary string is different from the check string gen-
erated according to the basic binary string, it means the
extracted binary string is invalid, and at this time, it is unable
to determine the original information corresponding to the
extracted binary string.

[0072] If the extracted binary string is encrypted, it is
required to decrypt the binary string and then perform the
subsequent operation of determining the original informa-
tion.

[0073] Through the method according the second embodi-
ment, it is able to extract the digital watermark information
embedded according the method of the first embodiment.

Third Embodiment

[0074] Due to limited sensitivity of human eyes to colors, it
is unable to observe a slight change in a color-associated
attribute value for a character in the text content. Hence, the
character in the text content may be used as an information
carrier, and specified bits in the color-associated attribute
value for the carrier information character in the content text
may be replaced so as to embed the digital watermark infor-
mation.
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[0075] The sensitivities of cone cells of human eyes to the
three primary colors, i.e., red, green and blue, are different
from each other. To be specific, the human eyes are most
sensitive to green, then red and then blue.

[0076] In this embodiment, with respect to each color-as-
sociated attribute value for the information carrier informa-
tion in the text content, one least significant bit in the green
and red components and two least significant bits in the blue
component may be replaced. Alternatively, the other bits in
the respective color component may also be replaced.
[0077] In the text, the color-associated attributes for the
information carrier character include color of the character,
underline color of the character, and border color of the char-
acter. The 4-bit digital watermark information may be embed-
ded into each attribute value, i.e., the 12-bit digital watermark
information may be embedded into each information carrier
character.

[0078] FIG. 5 is a flow chart of a method for embedding
digital watermark information into a text according to the
third embodiment of the present invention. The method com-
prises the following steps.

[0079] Step 501: generating a binary string to be embedded
according to predetermined original information.

[0080] The binary string to be embedded is just the digital
watermark information to be embedded. Referring to Step
301 in the first embodiment, the binary string generated in this
embodiment has a length of 528 bits.

[0081] Step 502: selecting an information carrier character
from the text content.

[0082] In this embodiment, because the generated binary
string has a length of 528 bits and the 12-bit information may
be embedded into each information carrier character, it
requires 44 information carrier characters to embed the
binary string.

[0083] A piece of content containing at least 44 characters
may be selected from the text content to serve as the infor-
mation carrier characters, and a beginning position of the
information carrier characters may be marked.

[0084] For example, in Word, a value of NoProofing (the
spelling and grammar checker ignore) for a first character of
the selected information carrier characters may be set as —1.
Because an initial value of NoProofing for the characters in a
Word text is 0 and can merely be modified programmatically,
this attribute may be used to mark a beginning position of the
information carrier characters. The other similar attributes,
such as DisableCharacterSpaceGrid (the number of charac-
ters per line ignores) and a non-printable character, may also
be used to mark the beginning position of the information
carrier characters.

[0085] Step 503: dividing the binary string to be embedded
into several sub-strings with a predetermined length.

[0086] The predetermined length indicates the length of the
digital watermark information capable of being embedded
into each information carrier character.

[0087] In this embodiment, the predetermined length is 12
bits, and the binary string to be embedded is divided into 44
sub-strings with a length of 12 bits.

[0088] Step 504: embedding the sub-strings into specified
bits of the color-associated attribute values for the informa-
tion carrier characters.

[0089] In other words, with respect to an information car-
rier character, the specified bits of the color-associated
attribute value in the information carrier character are
replaced with the bits of the sub-string. The color-associated
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attributes include color ofthe character, underline color of'the
character and border color of the character. In this embodi-
ment, the specified bits include one least significant bit in the
green and red components, and two least significant bits in the
blue component.

[0090] Through the method according to the third embodi-
ment, the color of the character, the underline color and the
border color in the text content are slightly changed so as to
embed the digital watermark information. As compared with
the prior art, the amount of the digital watermark information
to be embedded may be increased according to the method of
the embodiment. In order to enhance the robustness of the
digital watermark information, several pieces of text content
may also be selected for redundant embedment.

Fourth Embodiment

[0091] With respect to the method for embedding the digi-
tal watermark information into the text according to the third
embodiment, the embodiment of the present invention further
provides a method for extracting digital watermark informa-
tion from a text. As shown in FIG. 6, the method comprises
the following steps.

[0092] Step 601: determining an information carrier char-
acter from a text content.

[0093] To be specific, the information carrier character may
be determined according to the mark information about the
information carrier information in Step 502 of the third
embodiment.

[0094] Step 602: acquiring a value for a specified bit of a
value of a predetermined attribute for each information car-
rier character, to form a sub-string.

[0095] This step corresponds to Step 504 of the third
embodiment, and the order of acquiring the values is consis-
tent with that of embedding the values.

[0096] Step 603: determining a binary string consisting of
several sub-strings as a binary string to be extracted, the
binary string to be extracted being the digital watermark
information to be extracted. This step corresponds to Step 503
of the third embodiment.

[0097] Step 604: determining original information corre-
sponding to the extracted binary string (referring to Step 404
of'the second embodiment).

[0098] Through the method according to the fourth
embodiment, it is able to extract the digital watermark infor-
mation embedded according to the method of the third
embodiment.

[0099] Preferably, redundant embedment of the digital
watermark information into the text may also be performed
using the methods according to the first and third embodi-
ments.

Fifth Embodiment

[0100] FIG. 7 is a flow chart of a method for embedding
digital watermark information into a text according to the fifth
embodiment of the present invention. The method comprises
the following steps.

[0101] Step 701: generating the digital watermark informa-
tion to be embedded according to predetermined original
information. The digital watermark information is a binary
string (referring to Step 301 of the first embodiment).
[0102] Step 702: embedding the digital watermark infor-
mation into a value of a predetermined attribute for a created
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menu item of the digital watermark information (referring to
Steps 302-304 of the first embodiment).

[0103] Step 703: embedding the digital watermark infor-
mation into a specified bit for a value of a predetermined
attribute for a selected information carrier character in the text
content (referring to Steps 502-504 of the third embodiment).
The predetermined attributes for the information carrier char-
acter include color of the character, underline color of the
character and border color of the character.

[0104] Steps 702 and 703 may be executed in no particular
order. Alternatively, Step 703 may be executed prior to Step
702, or the two steps may be executed simultaneously.

Sixth Embodiment

[0105] With respect to the method for embedding the digi-
tal watermark information into the text according to the fifth
embodiment, the embodiment of the present invention further
provides a method for extracting digital watermark informa-
tion from a text. As shown in FIG. 8, the method comprises
the following steps.

[0106] Step 801: extracting the digital watermark informa-
tion from a value of a predetermined attribute for a deter-
mined menu item of the digital watermark information (refer-
ring to Steps 401-403 of the second embodiment).

[0107] Step 802: extracting the digital watermark informa-
tion from a specified bit for a value of a predetermined
attribute for a determined information carrier character (refer-
ring to Steps 601-603 of the fourth embodiment). The prede-
termined attributes for the information carrier character
include color of the character, underline color of the charac-
ter, and border color of the character.

[0108] Steps 801 and 802 may be performed in no particu-
lar order. Alternatively, Step 802 may be executed prior to
Step 801, or these steps may be executed simultaneously.

[0109] After the extraction of the digital watermark infor-
mation, the method further comprises Step 803: determining
original information.

[0110] When the digital watermark information extracted
from the value of the predetermined attribute for the menu
item of the digital watermark information is identical to the
digital watermark information extracted from the specified
bit for the value of the predetermined attribute for the infor-
mation carrier character, the original information correspond-
ing to the extracted digital watermark information may be
determined. The original information may be determined
according to any valid one of the two pieces of the extracted
digital watermark information.

[0111] When the digital watermark information extracted
from the value of the predetermined attribute for the menu
item of the digital watermark information is different from the
digital watermark information extracted from the specified
bit for the value of the predetermined attribute for the infor-
mation carrier character, the method may include judging
whether or not the two pieces of the extracted digital water-
mark information are valid. If one piece of the extracted
digital watermark information is valid and the other is invalid,
the original information may be determined according to the
valid digital watermark information. If the two pieces of the
extracted digital watermark information are valid or invalid, it
is unable to determine the original information according to
these two pieces of the extracted digital watermark informa-
tion.
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[0112] Referring to Step 404 of the second embodiment,
the digital watermark information extracted in this step cor-
responds to the binary string extracted in Step 404.

[0113] It can therefore be seen that, when the method
according to the fifth embodiment is used for the redundant
embedment of the digital watermark information, the two
pieces of digital watermark information may be verified and
compared after these two pieces of digital watermark infor-
mation are extracted according to the method of the sixth
embodiment. As a result, it is able to improve the accuracy of
the extracted digital watermark information.

Seventh Embodiment

[0114] Corresponding to the methods for embedding digi-
tal watermark information into a text as mentioned above, this
embodiment of the present invention further provides an
apparatus for embedding digital watermark information into
a text. As shown in FIG. 9, the apparatus comprises:

[0115] acreation unit 901 configured to create a menu item
of' the digital watermark information; and

[0116] a first embedment unit 902 configured to embed a
binary string into a value of a predetermined attribute for the
menu item of the digital watermark information, the binary
string to be embedded being the digital watermark informa-
tion to be embedded.

[0117] Further, the first embedment unit 902 is specifically
configured to, when the binary string to be embedded has a
length greater than a predetermined length, divide the binary
string into several sub-strings, each of which has a length not
greater than the predetermined length, and set the values of
the predetermined attributes for the menu item of the digital
watermark information as the sub-strings with a length not
greater than the predetermined length respectively. The pre-
determined length is a maximum length of the value of the
predetermined attribute for the menu item of'the digital water-
mark information.

[0118] Further, the first embedment unit 902 is specifically
configured to, when the binary string to be embedded has a
length not greater than the predetermined length, set a value
of a predetermined attribute for the menu item of the digital
watermark information as the binary string to be embedded.
The predetermined length is a maximum length of the value
of'the predetermined attribute for the menu item of the digital
watermark information.

[0119]

[0120] aselection unit 903 configured to select an informa-
tion carrier character from a text content; and

[0121] a second embedment unit 904 configured to embed
the binary string into a specified bit for a value of a predeter-
mined attribute for the information carrier character, wherein
the predetermined attribute of the information carrier charac-
ter includes color of the character, underline color of the
character and border color of the character.

[0122]

[0123] a generation unit 900 configured to generate a basic
binary string according to predetermined original informa-
tion, generate a check string through a predetermined algo-
rithm according to the basic binary string, and generate the
binary string to be embedded according to the basic binary
string and the check string.

The apparatus further comprises:

The apparatus further comprises:
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Eighth Embodiment

[0124] With respect to the methods for extracting digital
watermark information from a text as mentioned above, this
embodiment of the present invention further provides an
apparatus for extracting digital watermark information from a
text. As shown in FIG. 10, the apparatus comprises:

[0125] a first determination unit 1001 configured to deter-
mine a menu item of the digital watermark information; and
[0126] a first extraction unit 1002 configured to extract a
binary string from a value of a predetermined attribute for the
menu item of the digital watermark information, the binary
string to be extracted being the digital watermark information
to be extracted.

[0127] Further, the first extraction unit 1002 is specifically
configured to acquire values of predetermined attributes for
the menu item of the digital watermark information, and
determine a binary string consisting of the acquired values as
the binary string to be extracted.

[0128] Further, the first extraction unit 1002 is specifically
configured to acquire a value of a predetermined attribute for
the menu item of the digital watermark information, and
determine the acquired value as the binary string to be
extracted.

[0129] The apparatus further comprises:

[0130] a second determination unit 1003 configured to
determine an information carrier character from the text con-
tent; and

[0131] asecond extraction unit 1004 configured to extract a
binary string to be extracted from a specified bit for a value of
a predetermined attribute for the information carrier charac-
ter, wherein the predetermined attribute for the information
carrier character includes color of the character, underline
color of the character and border color of the character.
[0132] The apparatus further comprises:

[0133] a third determination unit 1005 configured to deter-
mine whether or not the binary string extracted from the value
of'the predetermined attribute for the menu item of the digital
watermark information is identical to the binary string
extracted from the specified bit for the value of the predeter-
mined attribute for the information carrier character.

[0134] The apparatus further comprises:

[0135] a fourth determination unit 1006 configured to
determine a basic binary string and a check string according
to the extracted binary string, generate a check string through
a predetermined algorithm according to the basic binary
string, and when the check string determined according to the
extracted binary string is identical to the check string gener-
ated according to the basic binary string, determine original
information corresponding to the basic binary string.

[0136] The functions of the above-mentioned units may
correspond to the steps as shown in any one of FIGS. 1-8, and
they will not be repeated herein.

[0137] In a word, the solutions of the embodiments of the
present invention include the steps of creating the menu item
of the digital watermark information, and embedding the
binary string to be embedded into the value of the predeter-
mined attribute for the menu item of the digital watermark
information. The binary string to be embedded is just the
digital watermark information to be embedded. According to
the embodiments of the present invention, it is able to increase
the amount of the embedded digital watermark information.
[0138] The apparatuses for embedding and extracting the
digital watermark information according to the embodiments
of the present invention may be implemented via computer

Feb. 5, 2015

program. It should be appreciated that, the above-mentioned
modes for dividing the units are merely for illustrative pur-
poses, and the apparatuses may include the other units or may
not include any units, as long as the apparatuses have the
above-mentioned functions. These apparatuses shall also be
included in the scope of the present invention.

[0139] The present invention is described with reference to
the flow charts and/or block diagrams showing the method,
device (system) and computer program product according to
the embodiments of the present invention. It should be appre-
ciated that each process and/or block, or combinations
thereof, in the flow charts and/or block diagrams may be
implemented via computer program commands. These com-
puter program commands may be applied to a general-pur-
pose computer, a special-purpose computer, an embedded
processor or any other processor of programmable data pro-
cessing equipment, so as to form a machine, thereby to obtain
the means capable of effecting the functions specified in one
or more processes in the flow charts and/or one or more
blocks in the block diagrams in accordance with the com-
mands executed by the computer or the processor of the other
programmable data processing equipment.

[0140] These computer program commands may also be
stored in a computer-readable memory capable of guiding the
computer or the other programmable data processing equip-
ment to work in a special manner, so as to form a product
including a command device capable of effecting the func-
tions specified in one or more processes in the flow charts
and/or one or more blocks in the block diagrams.

[0141] These computer program commands may also be
loaded onto a computer or the other programmable data pro-
cessing equipment, so as to perform a series of operations
thereon and generate the processings implemented by the
computer, thereby to provide the steps capable of effecting
the functions specified one or more processes in the flow
charts and/or one or more blocks in the block diagrams in
accordance with the instructions.

[0142] Obviously, a person skilled in the art may make
various modifications and alterations without departing from
the spirit and scope of the present invention. the present
invention is also intended to include these modifications and
alterations if they fall within the scope of the attached claims
and the equivalents thereof.

1. A method for embedding digital watermark information
into a text, comprising the steps of:

creating a menu item of the digital watermark information;
and

embedding a binary string into a value of a predetermined
attribute for the menu item of the digital watermark
information, the binary string to be embedded being the
digital watermark information to be embedded.

2. The method according to claim 1, wherein the step of
embedding a binary string into a value of a predetermined
attribute for the menu item of the digital watermark informa-
tion comprises:

when the binary string to be embedded has a length greater
than a predetermined length, dividing the binary string
into several sub-strings, each of which has a length not
greater than the predetermined length, the predeter-
mined length being a maximum length ofthe value of the
predetermined attribute for the menu item of the digital
watermark information; and
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setting the values of the predetermined attributes for the
menu item of the digital watermark information as the
sub-strings with a length not greater than the predeter-
mined length respectively.

3. The method according to claim 1, wherein the step of
embedding a binary string into a value of a predetermined
attribute for the menu item of the digital watermark informa-
tion comprises:

when the binary string to be embedded has a length not

greater than a predetermined length, setting a value of a
predetermined attribute for the menu item of the digital
watermark information as the binary string to be embed-
ded, the predetermined length being a maximum length
of the value of the predetermined attribute for the menu
item of the digital watermark information.

4. The method according to claim 1, further comprising:

selecting an information carrier character from a text con-

tent; and

embedding the binary string into a specified bit of a value

of a predetermined attribute for the information carrier
character, wherein the predetermined value for the infor-
mation carrier character includes color of the character,
underline color of the character and border color of the
character.

5. The method according to claim 1, wherein the binary
string to be embedded is generated by:

generating a basic binary string according to predeter-

mined original information;

generating a check string through a predetermined algo-

rithm according to the basic binary string; and
generating the binary string to be embedded according to
the basic binary string and the check string.

6. A method for extracting digital watermark information
embedded through the method according to claim 1, compris-
ing the steps of:

determining a menu item of the digital watermark infor-

mation; and

extracting a binary string from a value of a predetermined

attribute for the menu item of the digital watermark
information, the binary string to be extracted being the
digital watermark information to be extracted.

7. The method according to claim 6, wherein the step of
extracting a binary string from a value of a predetermined
attribute for the menu item of the digital watermark informa-
tion comprises:

acquiring values of predetermined attributes for the menu

item of the digital watermark information; and
determining the binary string to be extracted as an acquired
binary string consisting of the acquired values.

8. The method according to claim 6, wherein the step of
extracting a binary string from a value of a predetermined
attribute for the menu item of the digital watermark informa-
tion comprises:

acquiring a value of a predetermined attribute for the menu

item of the digital watermark information; and
determining the binary string to be extracted as the
acquired value.

9. The method according to claim 6, further comprising:

determining an information carrier character in the text

content; and

extracting the binary string from a specified bit of a value of

a predetermined attribute for the information carrier
character, wherein the predetermined value for the infor-
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mation carrier character includes color of the character,
underline color of the character and border color of the
character.

10. The method according to claim 9, further comprising:

determining whether or not the binary string extracted
from the value of the predetermined attribute for the
menu item of the digital watermark information is iden-
tical to the binary string extracted from the specified bit
for the value of the predetermined attribute for the infor-
mation carrier character.

11. The method according to claim 6, further comprises:

determining a basic binary string and a check string
according to the extracted binary string;

generating a check string through a predetermined algo-
rithm according to the basic binary string; and

when the check string determined according to the
extracted binary string is identical to the check string
generated according to the basic binary string, determin-
ing original information corresponding to the basic
binary string.

12. An apparatus for embedding digital watermark infor-

mation into a text, comprising:

a creation unit configured to create a menu item of the
digital watermark information; and

a first embedment unit configured to embed a binary string
into a value of a predetermined attribute for the menu
item of the digital watermark information, the binary
string to be embedded being the digital watermark infor-
mation to be embedded.

13. The apparatus according to claim 12, wherein the first
embedment unit is configured to, when the binary string to be
embedded has a length greater than a predetermined length,
divide the binary string into several sub-strings, each of which
has a length not greater than the predetermined length, and set
the values of the predetermined attributes for the menu item of
the digital watermark information as the sub-strings with a
length not greater than the predetermined length respectively,
wherein the predetermined length is a maximum length ofthe
value of the predetermined attribute for the menu item of the
digital watermark information.

14. The apparatus according to claim 12, wherein the first
embedment unit is configured to, when the binary string to be
embedded has a length not greater than the predetermined
length, set a value of a predetermined attribute for the menu
item of the digital watermark information as the binary string
to be embedded, wherein the predetermined length is a maxi-
mum length of the value of the predetermined attribute for the
menu item of the digital watermark information.

15. The apparatus according to claim 12, further compris-
ing:

a selection unit configured to select an information carrier

character from a text content; and

a second embedment unit configured to embed the binary
string into a specified bit for a value of a predetermined
attribute for the information carrier character, wherein
the predetermined attribute of the information carrier
character includes color of the character, underline color
of the character and border color of the character.

16. The apparatus according to claim 12, further compris-

ing:

a generation unit configured to generate a basic binary
string according to predetermined original information,
generate a check string through a predetermined algo-
rithm according to the basic binary string, and generate
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the binary string to be embedded according to the basic
binary string and the check string.

17. An apparatus for extracting the digital watermark infor-
mation embedded by the apparatus according to claim 12,
comprising:

a first determination unit configured to determine a menu

item of the digital watermark information; and

a first extraction unit configured to extract a binary string

from a value of a predetermined attribute for the menu
item of the digital watermark information, the binary
string to be extracted being the digital watermark infor-
mation to be extracted.

18. The apparatus according to claim 17, wherein the first
extraction unit is configured to acquire values of predeter-
mined attributes for the menu item of the digital watermark
information, and determine a binary string consisting of the
acquired values as the binary string to be extracted.

19. The apparatus according to claim 17, wherein the first
extraction unit is configured to acquire a value of a predeter-
mined attribute for the menu item of the digital watermark
information, and determine the acquired value as the binary
string to be extracted.

20. The apparatus according to claim 17, further compris-
ing:

a second determination unit configured to determine an

information carrier character from the text content; and

a second extraction unit configured to extract a binary

string to be extracted from a specified bit for a value of a
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predetermined attribute for the information carrier char-
acter, wherein the predetermined attribute for the infor-
mation carrier character includes color of the character,
underline color of the character and border color of the
character.

21. The apparatus according to claim 20, further compris-

ing:

a third determination unit configured to determine whether
or not the binary string extracted from the value of the
predetermined attribute for the menu item of the digital
watermark information is identical to the binary string
extracted from the specified bit for the value of the
predetermined attribute for the information carrier char-
acter.

22. The apparatus according to claim 17, further compris-

ing:

a fourth determination unit configured to determine a basic
binary string and a check string according to the
extracted binary string, generate a check string through
apredetermined algorithm according to the basic binary
string, and when the check string determined according
to the extracted binary string is identical to the check
string generated according to the basic binary string,
determine original information corresponding to the
basic binary string.
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