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(57) ABSTRACT

A wireless network, mobile systems and methods for con-
trolling access to lockers, strollers, wheel chairs and elec-
tronic convenience vehicles and other networked devices
provided with machine-readable codes that are scanned by
mobile phones and computing devices.

ENABLING CONTACT-LESS ACCESS CONTROL OF
STORAGE AND/OR MOBILITY SOLUTIONS
WITHIN AN AMUSEMENT PARK ENTERPRISE
BY SCANNING MULTI-LEVEL QR CODES
USING MOBILE SMARTPHONES

DOOR LEVEL I >}

FACILITY LEVEL QR CODES 40A: DISPLAYED AT FACILITY (FARK} LEVEL
SITE LEVEL QR CODES 40B: DISPLAYED AT SITE LEVEL
BOOR LEVEL OR CODES 40C: DISPLAYED AT DOOR LOCKER LEVEL
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Locker Status Licht Guide
from GoPod® Operations Manual

Solid Green, indicates the locker is communicating &
Available for Rent

)(
)(
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Solid Red, Indicates the locker is communicating &
is Rented

Slow Flashing Red, Indicates the locker is Out of Service

Blinking Red & Green, Indicates the Rental is Expired

Rapidly Blinking Green, Indicates the locker was rented but
not accessed

Slow Flashing Green, indicates the door is open on
Available Locker

Steady Yeliow, Indicates Keypad lost Communication with
Server

Solid Read & Flashing Green, Indicates the door is open on
Rented Locker

Blinking Ysliow, Indicales there is a communication fallure
with Keypad

Rapid Flashing Yellow, Indicates the Keypad is ready to be
addressed

Flashing Read & Green, Indicales the entered PiN is
incorrect or incomplsts

Solid Red-Flashing Yellow, Indicates a key is pressed on
Keypad -Renied Locker

Solid Green-Flashing Yeliow, Indicates a key is pressed on
Keypad on Available Locker
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(PRIOR ART)

FIG. 5A
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Locker Terminal ] ' { ®l N

{ Processor E
Cutput
Davsce(s)

input
Bevic&(s)

Cnde Entry
Device

Communication
interface
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I

Locker
Manager

Admission

(PRIOR ART)
FIG. 5B
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ENABLING CONTACT-LESS ACCESS CONTROL OF
STORAGE AND/OR MOBILITY SQLUTIONS
WITHIN AN AMUSEMENT PARK ENTERPRISE
BY SCANNING MULTI-LEVEL QR CODES
USING MOBILE SMARTPHONES

DOORLEVEL T

FACILITY LEVEL QR CODES 40A: DISPLAYED AT FACILITY (PARK) LEVEL

SITE LEVEL QR CODES 40B: DISPLAYED AT SITE LEVEL
DOOR LEVEL QR CODES 40C: DISPLAYED AT DOOR LOCKER LEVEL
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Multi-Level User Journey
Through An Amusement Park Enterprise

The System Network allows users to scan a QR Code at various stages of a user’s
journay and intelligently serve up the appropriate Graphical User interface {(GUI.
The System Network supports thres (3) Levels of Scanning, namely:
FACILITY, SITE, AND DOOR (THING)

DOOR LEVEL

o a5

SITE LEVEL

Y PARKING LOT Y

1 FAGILITY LEVEL
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METHOD OF MANAGING ACCESS CONTROL IN A TRANSACTION WORKFLOW
HAVING DIFFERENT POINTS OF ENTRY TRIGGERED BY SCANNING QR CODES
WITH AUTOMATED FLOW RE-DIRECTION UPON DETECTION OF TRIGGER RULES

Transaction Workflow

* START Facility

mmmmmmmmmmmmmmmmmmmmmmmmmmmmm ; Level Access
! \ Control Method

Trigger Rule €5

§ % i
§ hnfemp % 1
1 - et . : A

Neuliiths §
—~ a

X Trigger

RCODES Facility Lavel Rula #1
Environment |

*START Site Level

H
¥
¥
£
i
i
i
]
i
g
H
i
g
i
g
]
§
g
g
§
¥
§
H
¥
¥
¥
¥
¥
£
g
g
H
£
: i Accass Control X
Meathod ’
i

g

g

B

£

§

g

§

H

§

H

¥

H

¥

]

]

i

]

£

i

£

]

]

f

]

]

§

g

g

§

§

§

§

§

SN2

Trigger Rule #5

|

* START Door Levsld

: Access Control
T T T t N Method

SITE (RIDE) LEVEL Site Level
QR CODES Environment

Vv Trigger Rulss
H2, 843, #4

DOOR (LQGKER) LEVEL Davice Level 1
GR CODES Environment | END RENTAL




Patent Application Publication  Feb. 17,2022 Sheet 16 of 129 US 2022/0051509 A1

RULE-BASED TRIGGERS FOR AUTOMATED RE-DIRECTION OF TRANSACTIONAL
WORKFLOW UPON AUTOMATED DETECTION THEREOF DURING OR DRIVEN
ACCESS CONTROL PROCESSES EXECUTING ON SYSTEM SERVERS

TRIGGER RULE #1.

if alt or specific size Lockers are sold out at specific Site-Lavel,
Then Re-Direct o Facility-Level In the Transactional Workflow

TRIGGER RULE #2

If & different {new} mobila phone scans a Door-Level QR code on a locker that is currently
rented, then the system will displays a message in the web browser of the mobile phone:
‘%2; éﬁgﬁﬁg Eiésaaﬁeady rerfed by a different user, if vou would like o rent a locker, look for
a

TRIGGER RULE #3

if a gusst re-scans a Door-Level code upon refurning to her locker, and the mobile phone
performing the scanning is recognized by its stored Transaction identifler, then the system
will pre~-populate the PIN of the guest into the PIN fleld of the web browser application.

TRIGGERRULE #4

If & gusst's mobile smartphone scans a Door-Level QR code and Internet operation is
detected as unavaiiable, then maobile phone should load s bcal Bluetooth (87T) communication
Gl to establish a wireless BT communication conneclion betwesn the Locker Unit and
mobile smariphone and invilts the user to enter his or her PIN code info the locker unif so
it can be opened and belongings retrieved

TRIGGER RULE #5

If & guest’'s mobile smariphone scans a Facility-Level or Site-Lavel QR Code, and the
mobile phone does not receive an Internet Server Connection Status from System Nelwork
Servers, then load and display a GUI on mobile smartphone with message requesting the
%u@st user to attempt i¢ scan a Door-Level QR code on a Locker Unit at Local Kiosk

arver System 170 (using WIF!) to rent a new locker unit or open a currently rented locker
unit, as the case may bs.

FIG. 8C
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EXEMPLARY MULTI-LEVEL MACHINE-READABLE CODE HIERARCHY
EMPLOYED IN THE WIRELESS ACCESS CONTROL SYSTEM NETWORK

QR code type | URL {for example only) Additional info associated to the
Unigue 1D pulled from the Databass

Door level #GoPod. mobifdoor F‘?ciiity,

sife,

door,

type {timed/daily},
Size,

pricing

Site level H1GoPad. mobifsite Fn?ciiity,

site,

door,

type {timedidaily),

Size OPTIONS

pricing for oach size and oplion-
inventory siatus of each type

Facilily level {IGoPod. mobiffacility Facility,

sife{s)- to be rendered as cholces
types,

size options,

pricing for each size and type option

FIG. 9
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WIRELESS ACCESS CONTROL SYSTEM NETWORK

OF THE PRESENT INVENTION
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: WIRELESS ACCESS CONTROL SYSTEM NETWORK
X OF THE PRESENT INVENTION

Data Center 'E“g

- 130

GPS-Tracked Wirsless
Nebtwork Locker
Systerns With Remote
Security Control, 150,
300, 400

AR Device-Level
554 OR Code

GPS-Tracked Wireless
Network Strollers

With Remote

Security Control, 80

e Device-Level
.'ra QR Code

GPS-Tracked Wirsless
Natwork

Elactric Convenience
Yehicles (ECVs) with
Remote Security
Control, 70

i Device-Lavel
.’ GR Code

GPS-Tracked
Wirsless Nelworked
Amusement Park
Rides Operaling in
the Amusement Park

5 Site-Level
¥ QR Cods 408

GPS-Tracked Wirsless
Networked

Service Providers &
Vendors Operaling in
the Amusement Park,
300, 400, 800

GPS-Tracked
Amusement Park
Facility {or other
Recreational, Work,
Adveniure, or Socal
Environmeant)

AR Facility-Level
Band OR Code 40A
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WIRELESS ACCESS CONTROL SYSTEM NETWORK

OF THE PRESENT INVENTION

GPS-TRACKED LOCKER CABINET #1
- M-th
E-inkk  11LED Locker |iElectronic Locki | Keypad | {*Door-Level Locker
Display | | Slatus Lighis] jon Door 164 159 QR Code 40C L Linit 151
A fekedk
3
- ; 1-st
E-ink  {1LED Locker | iElectronic Lock{i Keypad | ! {*Door-Level L acker
Display || Status Lights| {on Door 184 159 ' QR Code 400 Unit 154
¥
—
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Network Controllers | Lock Controfferffanager| . Modute
And Antennas 157 [ 1 For Locker Group #1 > 154
\ \ LAN for Blustooth, WIDI 160
Electronic \ AN GPS-Tracked Wireless
Payment 3 = Metworked Eleclric Vehicles-
Systems 13 3 With Device-Lavel QR-Code 70
L ocker GPS-Tracked Wirsless
inventory o Networked Stroflers-With
Systems 21 Device-Level QR-Code 80
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Stroller Infrastructure | o Tracked Wirsless
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Qystems 27 Providers & Vendors (300, 400,
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GPS-TRACKED WIRELESS NETWORKED MOBILE/PORTABLE LOCKER
SYSTEM WITH CODE DRIVEN ACCESS CONTROLLED LOCKER UNITS
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GPS-TRACKED WIRELESS TRANSPORTABLE NETWORKED
LOCKER SYSTEM OF THE PRESENT INVENTION {150}

Nih GPS-Tracked

Microprocessor Memory Architecture 1583 Networked Locker 151
1562 {with Local PIN Storags)
Backup UPS
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@ @ Power Moduls
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T T g e
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.
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154 40C . 164
Keypad L e o e e
AN 158 7 V4
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151 wiFi 160 || Conifolier Door 163
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180 ‘ A # Payment
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Kiosk Server System |~/ Network 4 Systems 13
With Display, Keypad, S Infrastructure
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WiF] Adapters, 170 BTAVIFL | Center 12
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A4
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GPS-TRACKED WIRELESS TRANSPORTABLE NETWORKED
LOCKER SYSTEM OF THE PRESENT INVENTION {150}
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P L L L R L T T N N L L L L L L L L R LT
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- ~y
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- ~y
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FIG. 17G2
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Mobile Smart Phone (130)

| |
!
!
g !
§ !
B R e 7 |
410 Microprocessor . i i
; E ennnnnns % 15 Mem(}ry Arﬁh?t@ﬁtﬁ e 11 8 gggti@nicaggggﬁgﬁu?tfgieg i
esls on ~Tracke
§ | @ @ E Stroller g
: | i
i
i E System Bus 117 E !
| g g
| |
o E |
: , Network Solenaid |
§ E g\‘éﬁiﬁa M%ggﬁ HO %ﬂéj ule Controlier E Driver Girouit I
Pl 119 118 D—— 121A i 122 |
; o honmi el |
| E ey E B @ i §
; E § Solsnold .
i E Door-Level E i Locking & Bolt 1 I}
g | OR Code H Assembly | I
| E 40C 112 E !
§ | Wireloss 75 Key;gd Vi | i E §
; Egiﬁ;’gf and Eotnkl| Bluetooth Ez Wheels & E j
By Display & WIFI 124 E i Brake 110A : i
B 123 7 S ——— |
§ AR T IRRAR W WA A ARWARAT B SRR W Ml M LA BT SRR SRR N VAR R AR A AR [P Nt . JU
~ !
i N
i
§ FOV P Elasctronic i
z TOPAP N\ Payment !
; 800 ¢ Network A Systems 13
| i ( infrastructure i
AY7 L. |
§ LAY §
!
5 10
(A 1 W Data §
| Center 12
i N !
| |
g i
§ !




Patent Application Publication

Feb. 17,2022 Sheet 39 of 129

2
watVerizon 5 Gy 8:18AM & 7o
o
. //
s
L
o
/// //
o
P P
Pt g
e el
o Pt
i
// d //////
d ///"/"
’/‘/f/
o
L
e
' 130
P
Py i l
i
s
// // e
e
o
pariate
2
/j‘:":// t
R
Rl
o
i
et
o
Pt
g
////
Z
e
P
-

US 2022/0051509 A1



Feb. 17,2022 Sheet 40 of 129 US 2022/0051509 A1

Patent Application Publication

0eL SEBUABCT IDHUCT uesiog
vzt ndup ey 9271 uonop
I 4
k' k
I m Awt@:gcmw Wau] o0 | [ IBioRuoTy gmﬁuméusc TR
b7 wsIsASONg O/ ZVE
ogz — o s :
mwm\\w.uaaih wiashsgnes opny Tiiiiiv vz
{shusisAsgng ™ (5110850004 :
pzz—] UONEOLIUWILOD |a ipi  BOBLEW 1 80Z % | :
SSBIBIM : sipisydued N mww :
- wasAsgng - ‘o [ eoppequ Alowspy |
282~ - BIBLIBT N b b d F S
7
Mmm A 105USS ABUWINOL] | Qmm\ﬂ.m Aowapy m:
gzl fOSUSS Wb | - UPIoo8L (OAY
a1z~ JOSuSg uogop e SUGIIONASUY JUSUSNIDY IND
) SUCHONIISU| SIEMIYOS 1BUICH
g1z —1 (Slosusg eyio e SUCHDIUISU] BIGWET)

BUCHONBLY chMmmSmZ\m&@

SUOHONSU] DUISSB00I RIDS |

SUGHONASU| DUISMOIE GOAA |

SUCHENISU]

UIBESSe SIUoNei

SUGHDNISU] BuUsUd

SUORONISU] DUISS800Id JOSUSS

SUCHDINASY] IND

SUDHONISHY] UONEDIUNWILIOTS

SUCHONISY] WeSAG bungisdo |

WILSAS LNINO FHBOW 4O ZNLOZLHOWY W3 LSAS WHINID



Patent Application Publication  Feb. 17,2022 Sheet 41 of 129 US 2022/0051509 A1

Obiect-Orlented Libraries Realizing The Services
Supported on the Wireless System Network
of the Present invention
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GPS-TRACKED NETWORKED LOCKER SYSTEM
WITH QR-CODE DRIVEN ACCESS CONTROLLED LOCKER UNITS
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GPS-TRACKED NETWORKED LOCKER 5YSTEM
WITH QR-CODE DRIVEN ACCESS CONTROLLED LOCKER UNITS
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METHOD OF USING SETTING PERSONALIZED LOCKER DISPLAY
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METHOD OF MANAGING ACCESS CONTROL TO A NETWORKED LOCKER SYSTEM
BY SCANNING FACILITY-LEVEL QR CODES POSTED AT THE ENTRANCE GATE
OR QUTSIDE OF AN AMUSEMENT PARK FACILITY, USING A MOBILE SMARTPHONE
WIRELESS CONNECTED TO THE WIRELESS ACCESS CONTROL SYSTEM NETWORK
OF THE PRESENT INVENTION

STEP A Using a mobile smariphone deploved on the wireless
access control system network to practics a facility-level
access control method by (i) the scanning of a Facility-Level
QR Code, and (i) automatically direcling the smariphone
weab-browser application {e.g. Apple Safari) o parse and
analyze the scanned QR code and serve, load and display
the webpage specified by the URL encoded in the
Facility-Level QR Code, and whereupon, the application
server stores a "Rental Transaction Identifier — Facility Entry
(RTI-FE) within the cache on the mobils smariphone

L)

STEP B: Using the mobile smariphone deployed on the
wireless access control system network {o practice a facility-
level access control method by selecting which Site within
the Facility {s.g. Main Gate, South Enfrance, or Picnic Area)
where the guest user would like to rent and access a storage
locker to store personal belongings

STEPR C: Using the mobile smariphone deployed on the
wirgless access control system network to practice a
facility-level access control method by selecting the
time/date of the locker rental at the Site within the Facility
whern would the guest user would like to rent and access
to store personal belongings
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STEP D: Using the mobile smartphone deployed on the
wireless access controf system network to practics a facility-
level access conirol method by selecting the locker size (e.g.
small, large, jumbo) at the selected Site within the Facility
which the guest user would like o rent and access o slore
personal belongings

k:d

STEPR E: Using the moblle smariphons deployed on the
wireless access control system network fo practice a facility-
level access control method by the guest user requesting to
rent the locker previously specified by the sits, time/dste,
and locker size selecied by the guest within the Fagiiity,
while displaying the price of the locker rental and availability
at the time of the rental offer (prior lo acceptance and order
placement)

¥

STEP F: Using the mobile smartphone deployed on the
wireless access control system network to practice a facility-
lavel access control method by the user’s selection of four-
digit passcode for use in opening the rental locker, and
selecting SAVE and CONTINUE o save the request in the
RDBMS of the wireless access control system network

&

STEP G: Using the mobile smariphone deploved on the wireless
access control system network to practice a facility-level
access control method by displaying the selected locker
size and user passcode, and sntering the guest’s phons
number {0 which the system network will transmit locker
information and rental receipt via SMS/ext once the user
enters the phone number information and selecls SAVE and
CONTINUE, o initiate the web-based fransaction betwesn
the web-enabled mobile phone and the system's
web-enabled e-commerce-supnorted locker access control
servers maintained at the data center
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STEP H: Using the mobile smariphone deployed on the wireless
access control system network to practice a facility-level access
conirol method by displaying the selecled locker size, enlered
passcode, ext receipt phone number, and total prics of the
locker rental (tax included), and providing several options for
the user to make payment {e.g. using ApplePay® or using a
credit card or debit card of the user, in which case, the card
number and axpiration date, L.e. month/ysar ars reguested)

STEP I Using the mobile smariphone deployed on the wireless
access control system network (o practice a facility-level access
control method by displaying, after the prior payment fransaction
has been successfully completed, a messags thal the locker
is ready, along with the selecled location MAIN GATE, locker
# and passcode, and a meassage 1o open the locker at its
location, by either scanning the door-level QR code on the
locker door, or entering the unique passcode into the locker’s
keypad where and as provided

STEP J: Using the mobile smariphone deployed on the
wireless access control sysiem network to practice a facility-
level access control method by displaying, after scanning the
door-level QR code or entering the unique passcode into the
focker’'s keypad, a message that the locker is OPEN, and
upon returmn, unlock the locker by entering the passcode on
the keypad or rescanning the Door-Level QR Code

FIG. 28C
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Scanning Door-Level QR Code
After Facility Level OR Scanning

STEP K Using the mobile smariphone deployed on the wireless
access conlrol system network {0 practice rescan a Door-Lavel
QR Code after completing the facility-level access conitrol method,
by (i} the scanning of the Door-Level GR code on the rented locker
using the user's web-enabled mobile smartphone, (i) automatically
direcling the smariphone web-browser application to parse and
analyze the scanned QR code and serve, load and display the
wesbpage specified by the URL encoded in the Door-Level QR
Code, and {iii) executing the access control fransaction script for
the locker rental tfransaction identified by the "Rental Transaction
identifier - Facility Entry” stored on the phone by the application
servers, so as to determine the state of the transaction for the
Door-Level Access Control Method

¥

STEP L: Using the mobile smariphone deploved on the wireless
access conirol system network to practice a facility-level access
control method, by displaying & message that the "Locker is in
Use” {e.g. Locker Number 154}, and requesting the user {o enter
his or her unique 4 digital passcode, and the select the bution
“‘OPEN MY LOCKER

STEP M: Using the mobile smariphone deployed on the wireless
access control system network to praclice a facility-level access
control method, by displaying, after scanning the door-level QR
code or gntaring the unigue passcode inlo the locker's keypad,
a message that the locker is OPEN, and upon retumn, unlock the
locker by entering the passcode on the keypad or rescanning the
Door-Level QR Code, allowing the user 1o either {i) store personal
belongings in the storags locker or access stored personal
belongings from the accessed locker, as the case may be

FiG. 280
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ENABLING CONTACT-LESS ACCESS CONTROL OF
STORAGE AND/OR MOBILITY SOLUTIONS
WITHIN AN AMUSEMENT PARK ENTERPRISE
BY SCANNING MULTI-LEVEL QR CODES
USING MOBILE SMARTPHONES

Faciiity-Leve! QR Code ——"" Y
404

FACILITY LEVEL GR CODES 40A: DISPLAYED AT FACILITY (PARK) LEVEL
SITE LEVEL QR CODES 40B: DISPLAYED AT SITE LEVEL
DOOR LEVEL QR CODES 40C: DISPLAYED AT DOOR LOCKER LEVEL
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FACILITY LEVEL SCANNING

Facility-Level OR Code 40A

\Get to the Rides Faster

_Rend Your Locker Now

GoPod MOBILE

FACILITY ENVIRONMENT
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GPS-TRACKED WIRELESS NETWORKED LOCKERS
WITH QR CODE DRIVEN ACCESS CONTROLLED LOCKS
BEING ACCESS CONTROLLED BY DOOR-LEVEL SCANNING
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METHOD OF MANAGING ACCESS CONTROLTO A NETWORKED LOCKER SYSTEM
BY SCANNING SITE-LEVEL QR CODES POSTED AT A PARTICULAR SITE IN AN AMUSEMENT
FPARK FACILITY, USING A MOBILE SMARTPHONE WIRELESS CONNECTED TO THE WIRELESS
ACCESS CONTROL SYSTEM NETWORYK OF THE PRESENT INVENTION

STEP A Using & mobile smartphone deploved on the wireless access control system
network to practice a site-level access control method by (i) the scanning of a Site-
Level GR Code, and (i) automatically directing the smariphone web-browser
application to parse and analyze the scanned QR code and serve, load and display
the webpage specified by the URL encoded in the Site-Level QR Code, and
whereupon, the application server stores a "Rental Transaction identifier - Site-
Entry” (RTI-SE) within the cache on the mobile smariphone

STEP B: Using the mobile smariphone deployed on the wireless access controd
system network to praclice a site-level access control method by selecting the
timeldate of the locker rental at the Site within the Facility when would the guest
user would like to rent and access to store personal belongings

STER C: Using the mobile smartphone deployed on the wirsless access control
system network fo practice a site-level access control method by selecling the
locker size {e.g. small, largs, jumbo} at the selected Site within the Facility which
the guest user would fike fo rent and access o store personal belongings

STEP D: Using the mobile smariphone deploved on the wireless access control
system network to praclice a site-levs! access control method by the guest user
requesting to “Rent This Locker” previously specified by the Sile, time/date, and
iocker size selecied by the guest at the Sits, while displaving the price of the
locker rental and availability at the time of the rental offer (prior 1o acceptance
and order placement)

FIG. 33A
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STEP E: Using the mobile smariphone deployed on the wirgless access
control system nelwork {o practice a sile-level accass control method by
the user’s selecting four-digit passcode for use in opening the rental
locker, and selecting SAVE and CONTINUE fo save the request in the
RDBMS of the wireless access control system network

¥

STEP F: Using the mobile smariphone deploved on the wireless access
control system nefwork {o praclice a site-level access control method by
displaying the selected locker size and user passcode, and involving entering
the guest’s phone number to which the systemn network will transmit locker
information and rental receipt via SMS/text once the user enters the phone
number information and selects SAVE and CONTINUE, {0 initiats the web-
based transaction between the web-enabled mobile phone and the system’s
web-enabled e-commerce-supported locker access control servers, mainiained
at the data center

¥

STER G: Using the mobile smariphone deployed on the wireless access
control system network o practice a site-level access control method by
displaying the selected locker size, entered passcods, text receipt phone
number, and {otal price of the locker rental (fax included), and providing
several options for the user to make payment {e.g. using ApplePay® or
using a oredit card or debit card of the user, in which case, the card number
and expiration date i.e. monih/ysar are requested)

STEP H: Using the mobile smariphonse deployed on the wireless access
conirol system network {o practice a site-level access control method by
displaying, after the prior payment {ransaction has been successiully
completed, a message that the locker is ready, along with the selected
locker # and user's passcode, and a Bution enabled to open the locker af
its location, by the user simply sither scanning the door-level QR code on
the locker door, or entering the unigue passcode into the locker’s keypad
{where and as provided)




Patent Application Publication  Feb. 17,2022 Sheet 67 of 129 US 2022/0051509 A1

STEP I Using the mobile smartphone deployed on the wireless access
control system network to practice a site-level access control method
by displaying, afier scanning the door-level QR cods or entering the
unique passcode into the locker's keypad, a message that the locker
is OPEN, and upon retumn, unlock the locker by enlering the passcode
on the keypad or rescanning the Door-Level QR Code, and an END
RENTAL Bution for selection by the user {o the end the locker rental

Scanning A Door-Level OR Code
After Scanning A Site-Level (R Code

4

STEP J: Using the mobile smariphone deployed on the wirgless
access control system network o scan a Boor-Level R Code after
scanning a Site-Level QR Code by (i) the scanning of the Door-Lavel
QR code on the rented locker using the user’s web-enabled mobile
smariphone, {ii} automatically directing the smariphone web-browser
application {o parse and analyze the scanned QR code and serve,
ioad and display the webpage specified by the URL encoded in the
Door-Level QR Code, and (i) executing the access conirol fransaction
script for the locker rental transaction identified by the “Rental
Transaction identifisr — Site Entry” stored on the phone by the
application servers, so as o determine the siate of the transaction for
the Door-Level Access Conirol Method

STEP K Using the mobile smariphone deployed on the wireless
access control system network o practice a door-level access control
method, afler completing the site-level access control method, by
displaying a message that the "Locker Is in Use” {8.g. Locker Number
154}, and requesting the user {0 enter his or her unique 4 digital
passcodes, and the select the butlon “OPEN MY LOCKER”
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STEPR L. Using the mobile smariphone deployed on the wirgless
access control system network to praclice a door-level access
control method, after completling the site-level access control
method, by displaying a message asking the user (i) whether or
ot the user is "Done for the Day 77, in which case the user will no
longer have access to the locker rental and all belongings should
be removed from the locker before ending the locker rental, or {ii)
whether or not the user wishes to continue using the locker for
storage of personal belongings

STEP M: Using the mobile smariphone deployed on the wirsless
access control system network to practice a door-level access control
method, after completing the site-level access control method, by
scanning the door-level QR code or entering the unigue passcode
into the locker's keypad, and displaying a message that the locker
is OPEN (and “upon return, unlock the locker by entering the passcode
on the keypad or rescanning the Door-Level QR Code”) allowing the
user {o sither store personal belongings in the storage locker or
access stored personal belongings from the accessed locker, as the
case may be, and an END RENTAL Bution for selection by the user
to the end the locker rental

FIG. 33D
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ENABLING CONTACT-LESS ACCESS CONTROL OF
STORAGE AND/OR MOBILITY SOLUTIONS
WITHIN AN AMUSEMENT PARK ENTERPRISE
BY SCANNING SITE-LEVEL QR CODES
USING MOBILE SMARTPHONES
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GPS-TRACKED WIRELESS NETWORKED LOCKER AND
MOBILITY SOLUTION ACCESS CONTROL SYSTEM NETWORK
INVOLVING SITE LEVEL SCANNING
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BEING ACCESS CONTROLLED BY DOOR-LEVEL SCANNING

1580, 151

GoPod

Scan
for
focker

B

400 e, 400

Door Level QR Code 40C
Displayed on Each Physical Locker Door



Patent Application Publication  Feb. 17,2022 Sheet 81 of 129 US 2022/0051509 A1

% WEBSITE QR CODE
Open “GoPod Mobils” in Safan

f 3

SCAN
OR -
LOCKER

==

40C

FIG. 37A



Patent Application Publication  Feb. 17,2022 Sheet 82 of 129 US 2022/0051509 A1

(7w C TN
| e |

[ & GoPod Maobile

BaPad mosiLE

LOCKER IN USE

if this is vour locker, enter passcode 1o uniock.
i you want to rent a locker, iook for one with a GREEN light.

Locker MNumber: 10082
£33
N EONEOREIONING

Your Unigue 4 Digit Passcods

Forgot? Check your text messages from (407} 250-0208

\ OPEN MY LOCKER

.

s

\\~§\ }/::‘///
g
T T
., _ o

-
—
e

SAFEMARK,

......

< > o m g
—

FIG. 371




Patent Application Publication  Feb. 17,2022 Sheet 83 of 129 US 2022/0051509 A1

(7w C Tan

[ & GoPod Maobile

=Y

BaPad mosiLE

ARE YOU SURE YOURE
DONE FOR THE DAY?

You will no longer have access o
your local rental.

Ramove all belongings before ending rental.

YES, I'M DONE FOR THE DAY

CONTINUE USING THIS LOCKER

END RENTAL

......




Patent Application Publication  Feb. 17,2022 Sheet 84 of 129 US 2022/0051509 A1

T TN

[ & GoPeod Mobile & j

boled MoBILE

LOCKER OPEN

Upaon return, unicck by entering your passcods
on the keypad or rescanning the code.

END RENTAL

N\
~/
=N
=

.....

FIG. 37D



Patent Application Publication  Feb. 17,2022 Sheet 85 of 129 US 2022/0051509 A1

METHOD OF MANAGING ACCESS CONTROL TGO A NETWORKED LOCKER SYSTEM
BY SCANNING DOOR-LEVEL OR CODES POSTED OR DISPLAYED ON THE FRONY DOOR OF
EACH STORAGE LOCKER DEPLOYED WITHIN THE AMUSEMENT PARK FACILITY, USING A
MOBILE SMARTPHONE WIRELESS CONNECTED TO THE WIRELESS ACCESS LONTROL
SYSTEM NETWORK OF THE PRESENT INVENTION

STEPR A: Using a mobile smariphone deployed on the wirsless access
control system network to practice a door-level access control method
by (i) the scanning of a Door-Level QR Code, and (i) automatically
directing the smariphone web-browser application to parse and analyze
the scanned QR code and serve, load and display the webpage
specified by the URL encoded in the Sile-Level QR Code, and
whereupon, the application server stores a "Rental Transaction identifier
- Door-Entry” (RTI-DE) within the cache on the mobile smariphone

STEP B: Using the mobile smartphone deployed on the wireless
access confrol system network {o practice a door-level access control
method by the user selecting the “Rent This Locker” Button o rent
the scanned and selected locker for a specific time/date (s.g. All Bay
Locker Rental), given its specified size and rental price at the Site
within the Facility

STEPR C: Using the mobils smariphone deploved on the wireless
access control system network 1o practice a door-level access control
method by the user’s selection of four-digit passcode for use in
opening the rental locker, and selecting SAVE and CONTINUE t©
save the request in the RDBMS of the wireless access control
system nebwork

FIG. 38A
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STER D Using the mobile smariphone deployed on the wireless
access control system network {o practice a door-level access control
method by displaying the selscled locker size and user passcods,
and entering the guest’s phone number to which the system network
will transmit locker information and rental receipt via SMS#text once
the user enters the phone number information and selects SAVE
and CONTINUE, lo iniliate the web-based transaction between the
web-anabled mobile phone and the system's web-enabled e
commerce-supported locker access conirol servers, mainiained at
the data center

K

STEP E: Using the mobile smariphone deployed on the wireless access
control system network o practice a door-level access control method
by displaying the selected locker size, entered passcode, text receipt
phone number, and total price of the locker rental (lax included}, and
providing several oplions for the user fo make payment {e.g. using

ApplePay® or using a credit card or debit card of the user, in which

case, the card number and expiration date Le. monthfvear are requested)

STEP F: Using the mobile smariphone deployed on the wireless
access control system nebwork to praclice a door-level access control
method by displaying, after the prior payment transaction has been
successfully completed, a message that the locker is ready, along
with the selected locker # and user’s passcode, and a Bution enabled
o “Open My Locker” at ifs location by the user simply sither scanning
the door-level QR code on the locker door, or entering the unique
passcode into the locker’s keypad, where and as provided

¥

STEP G: Using the mobile smariphone deployed on the wireless
access control systern network {o practice a door-level access control
method by displaying, alter scanning the deorlevel GR code or entering
the unigue passcods into the locker's keypad, a message that the
locker is OPEN, and upon return, unlock the locker by entering the
passcode on the keypad or rescanning the Door-Level QR Code, and
an END RENTAL Button for selection by the user to the end the locker
rental
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RESCANNING DOOR LEVEL QR CODE
AFTER SCANNING DOOR-LEVEL QR CODE

STEP H: Using the mobile smariphone deployed on the wireless
access conlrol system network {o rescan a Door-Level QR Code
after scanning a Door-Level QR Code by (i) the scanning of the Door-
Level QR code on the rented locker using the user's web-enabled
maobile smariphone, (i) automatically directing the smariphone web-
browser application {o parse and analvze the scanned QR cods and
serve, load and display the webpage specified by the URL encoded
in the Door-Level QR Code, and (i} executing the access control
fransaction script for the locker rental transaction identified by the
“‘Rental Transaction identifier — Door Entry” siored on the phone by
the application servers, so as o determine the state of the transaction
for the Door-Level Access Control Method

STEP §: Using the mobile smariphone deployed on the wireless
access control system network {0 practice a door-level access control
method, after compileting the doordevel access control method, by
displaying a message that (i) the "Locker Is in Use” {e.g. Locker
Number 154), and requesting the user fo enter his or her unigue 4
digital passcode, and the select the button "OPEN MY LOCKER?,
and {ii} if the scanned locker is not the guest's rented locker, then
the user should ook for a locker with a GREEN light indicating it is
available for rental

FIG. 38C
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7

STEP J: Using the mobile smariphone deployed on the wirsless
access control system network {o praciice a door-level access control
method, after scanning the door-level QR code or entering the unigue
passcode into the locker’s keypad, by displaying a message indicating
(i) that the “Locker is Open” {(and “upon return, unlock the locker by
gniering the passcode on the keypad or rescanning the Door-Level
QR Code”) allowing the user o either store personal belongings in
the storage locker or access stored personal balongings from the
accessed locker, as the case may be, and (i} that an END RENTAL
Button is displaysd and active for selection by the user o the end
the locker rental fransaction at the Site of the Facility

K

STEP K: Using the mobile smartphone deployed on the wirgless
access confrol system network to practice a door-level access control
method, after completing the door-level access control method, by
displaying a message asking the user (i) whether or not the user is
“‘Dons for the Day 77, in which case the user will no longer have
access o the locker rental and all belongings should be removed
from the locker before ending the locker rental, or (i} whether or not
the user wisheas to continue using the locker for storage of personal
belongings

¥

STEP Lt Using the mobile smariphone deployed on the wireless
access conlrol system network o practice a door-level access control
method, after completing the door-level access control method, by
displaying a message indicating and confirming the user ended the
locker rental, and the user should remove all belongings from the
locker before closing the locker, and oplionally, if the internal automated
locker camera is active within the rented locker, and the camera
detects one or more objects in the locker, then the access control
system network will automatically make such determinations and
prevent the user from terminating the locker rental until all objects
have been removed from the locker as confirmed by video camera
images capiured by the intemnal locker camera

FIG. 38D
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ENABLING CONTACT-LESS ACCESS CONTROL OF
STORAGE AND/OR MOBILITY SOLUTIONS
WITHIN AN AMUSEMENT PARK ENTERPRISE
BY SCANNING DOOR-LEVEL QR CODES
USING MOBILE SMARTPHONES
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GPS-TRACKED WIRELESS NETWORKED LOCKERS
WITH QR CODE DRIVEN ACCESS CONTROLLED LOCKS
BEING ACCESS CONTROLLED BY DOOR-LEVEL SCANNING
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GPS-TRACKED WIRELESS NETWORKED LOCKERS
WITH QR CODE DRIVEN ACCESS CONTROLLED LOCKS
BEING ACCESS CONTROLLED BY DOOR-LEVEL SCANNING
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METHOD OF MANAGING ACCESS CONTROL TO A GPS-TRACKED WIRELESS
NETWORKED STROLLER BY SCANNING DEVICE-LEVEL OR CODS POSTED
OR DISPLAYED ON THE STROLLER AVAILABLE FOR RENTAL, CONTROLLED
ACCESS AND USE WITHIN THE AMUSEMENT PARK FACILITY, USING A
ROBILE SMARTPHONE WIRELESS CONNECTED TO THE WIRELESS
ACCESS CONTROL SYSTEM NETWORY OF THE PRESENT INVENTION

STEP A Using a mobile smariphone deploved on the wireless access
conirol system network o practice a device/thing-level access control
method, by {i} the scanning of a Device-Level QR Code on an
available GPS-tracked wirsless networked siroller, and ({ii}
automatically directing the smariphone web-browser application to
parse and analyze the scanned OR code and serve, lvad and display
the webpage specified by the URL encoded in the Device-Level QR
Code, and whereupon, the application server stores a "Rental
Transaction identifier - Device-Entry” (RTI-DE) within the cache on
the mobile smariphone

v

STEP B: Using the mobile smariphone deploved on the wireless
access control system network {o practice a devicefthing-level access
control method, by the user selecting the “Rent This Sirciler” Button
to rent the scanned and selecled strolier for a spacific time/date
{e.g. All Day Rental), given s specified siroller size, and rental price,
at the Site within the Facility

¥

STEP C: Using the mobile smariphone deploved on the wireless
access conirol system network o practice a devics/thing-levsl
access control method, by the entry of the user’s full name and
phone number for use in opening the rental locker, and selecting
SAVE and CONTINUE to save the request in the RDBMSE of the
wireless access control system network

FIG. 43A
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STEP D Using the mobile smariphone deployed on the wirsless access
control system network to practice a device/thing-level access control
method, by displaying the rental terms for the siroller {e.g. one day
rider only, {0 remain seated, slways keep hands and fest inside stroller,
slow speed for tumns, do not exceed siroller weight limits, and do not
leave valuable in an unintended siroller) to be checked by the userfrenter,
and then selecting CONFIRM and CONTINUE, fo initiate the web-
based transaction betwesen the web-enabled mobile phone and ths
system’s web-anabled e-commerce-supported stroller access control
servers, maintained at the data canter

¥

STEP E: Using the mobile smariphone deploved on the wireless access
control system network to practice a devicefthing-level access control
meathod by displaying the selected strolier size, renter information, rental
terms, and fotal price of the stroller rental {lax included), and providing
several options for the user {0 make payment {e.9. using ApplePay®
or using a credit card or debit card of the user, in which case, the card
number and expiration date Le. month/vear are requasted)

¥

STEPR F: Using the mobile smariphone deploved on the wirsless
access control system network to practice a devicefthing-level access
control method by displaying, after the prior payment transaction
has been successfully completed, a massage thal the strofler is
ready, along a Butlton enabled fo "Unlock My Stroller” by the user
simpily dlicking on the UNLOCK STROLLER Button, and & message
indicaling to lock the stroller, press the fool brake down and press
down on the red handle

FIG. 438
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STEP G: Using the mobile smariphone deployed on the wirsless access
control system network to practice a device/thing-level access control
meathod by displaying a message that the stroller is UNLOCKED, and
o roll the stroller, the user must lift the brake bar with his or her foot
before starting to push the stroller

FIG. 43C
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GPS-TRACKED WIRELESS NETWORKED STROLLER
WITH QR CODE DRIVEN ACCESS CONTROLLED WHEELS
BEING ACCESS CONTROLLED BY DEVICE-LEVEL SCANNING

800
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METHOD OF PLAYING 4 GAME AT A GAME SITE, WINNING A PRIZE AND
STORING THE PRIZE WITHIN A DOUBLE-SIDED WIRELESS NETWORKED PRIZE
LOCKER SYSTEM INSTALLED AT THE GAME SITE

STEP A Guest visits a Game Site managed by a Game Attendant,
offering a prize every game winner and the option {o store 3 won
prize in a locker of a wireless networked double-sided pass-
through locker cabinet system instalied at the Game Site, wherein
the storage side of the double-sided locker is disposed on the
same side of the Game Site where the guest won the prize and
can store the won prize in a rented locker using a mobile
smariphone reading a Door-Level QR Cods posted on the
storage side of a locker available for rental, whereas the retrieval
side of the double-sided pass-through locker system is disposed
on the outside of the Game Site, where the winning gusst can
retrieve the stored prize from a rented locker using their mobile
smariphone reading the Door-level QR code posted on retrieval
side the rented locker

¥

STEP B: The Guest scans a Game-Level OR Code {Player Code)
at the Game Site using the mobile smariphone, provides ils
SMS/Text phone number to the system servers, pays the Game
Site for the right to play a Game according to published Game
Rules, and then slarts playing the Game while the Game
Management Servers at the data center (i) store a Game
Transaction identifier in local memory of the gusst's mobile
smariphone, and (i} transmit 2 Game Transaction Receipt (e.g.
via email, SMS/Text and/or native Application) to the Mobile
Phone of the Game Allendant’s operating the Gamae Site.

FIG. 50A
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STEP C: if the Guest Player wins a prize during Game Play, then the
Game Attendant asks the Player if he wishes {0 store the won gift in
a prize storage locker, and if the Guest indicates YES, then the Guest
Attendant invites the Guest o scan a Door-Level QR Code on a prize
lacker that indicates availability {(e.g. 8 GREEN LED Light is Hluminated);
however, if the Guest Playsr does not win a prize during Game Play,
then the Game Atlendant or system will ask the Player if he wishes
o play the game once again.

k:

STEP [ if the Guest indicates he wishes {o store the won prize
in a prize locker in the double-sided prize locker cabinet system,
then the Guest Atlendant inviles the Guest to scan a Door-Level
QR Code on any prize locker in the cabinet that indicates availability
{e.g. a GREEN LED Light is iluminated), and once scanned,
thereby commencing the Door-Level QR Driven Access Control
Method (o provide rental and access conirol to the Guest so that
he or she may store the won prize on the storage side of the
double-sided locker cabinet system, and then close the locker
door and retumn to the amusement park.

¥

STEP E In response {o completing the prize locker rental
fransaction, the system sends the Guest Player a locker rental
receipt and notification to return to locker to pickup and retfrieve
the stored prize before leaving the amusement park.

¥

STEP F: After the passage of ime on the sams day, the Gusst
returns 10 the retrieval side of the double-sided prize locker sysiem
{0 open the locker door whers the prize was stored, by rescanning
the Door-Level QR Code or entering the four-digit personal code
{to the locker keypad if available) to open the locker door and refrieve
the won prize, and thereafier closing the locker door and terminating
the rental agreement,

FIG. 50B
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TWO-SIDED WIRELESS NETWORKED RATAIL STORAGE LOCKER SYSTEM
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METHODR OF PURCHASING PRODUCTS AT A RETAIL STORE AND RETRIEVING
THE PURCHASED PRODUCTS STORED IN A CONTACTLESS MANNER FROM WITHIN
A DOUBLE-SIDED WIRELESS NETWORKED LOCKER SYSTEM
INSTALLED AT THE RETAIL STORE

STEP A: Consumer visits a Relailer's Online and purchases Products from
the Retailer using an online payment method, and the Retailer then stores
the purchased Products within one or more double-sided storage lockers
within a wireless networked double-sided locker cabinet system installed
at the retailer’s store or fulfillment center, wherein the siorage side of each
{ocker is accessible by the Retailer and its Retail Fullilment Clerks, and
the retrieval side of sach locker is closed by an electronic lock employed
on the locker door that can be controlled and accessed using their mobile
smariphone reading the Door-level QR code posted on relrieval side the
storage locker

STEP B: After completing the e-commaerce product purchase transaction
and its method of payment, the Consumer receives a Message Nodification
from the Retaller informing the Consumer in which storage lockers the

Consumer's Purchased Products are being stored and ready for pickup
at a specified Retaller Fulfillment Center site

k4

STEP C: The Consumer visits the specified Retailer Fulfiliment Center,
and opens each storage locker specified in Retailer's Message Nofification
by (i} using the Consumer's mobile smariphone to scan and read the
Door-Level QR Code posted on the locker door of the storage locker, (i)
unlocking and accessing control over the locker, (i) opening the locker
and refrieving the purchased goods stored in the opened locker, and {iv}
then closing the emptlied locker, whereupon the wirgless network system
automatically sends a Pickup Receipt Message Notification fo the
consumer’'s mobile phons indicating that specific storags locker(s) were
opened on a specified date and time at the Retailer's Fulfiliment Center,
and the purchased goods refrieved therefrom.

FIG. 53
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WIRELESS SYSTEM NETWORK SUPPORTING THE OFFERING AND DELIVERING
OF GOODS AND SERVICES TO CONSUMER'S USING RENTED/ACCESS-CONTROLLED
THINGS TRACKED BY THE GPS-TRACKING WIRELESS SYSTEM NETWORK {1)
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METHOD OF DELIVERING PRODUCTS AND SERVICES TO A GUEST VISITOR
WHO HAS RENTED A GPS-TRACKED THING FOR USE WITHIN AN AMUSEMENT
PARK OR RECREATIONAL ENVIRONMENT USING A MOBILE SMARTPHONE
TO SCAN DEVICE-LEVEL OR CODE ON THE GPS-TRACKED THING BEING TRACKED
WITHIN A GPS-TRACKED WIRELESS ACCESS CONTROL SYSTEM NETWORY

STEP A A Consumer rents, accesses and controls and use of a GPS-
tracked device or thing {&.g. locker, mobility solution, rain-gear, sun-gear,
scuba-gear, surf-gear, bicycle-gear, picnic-gear, beach-gear, camping-
gear, radiofstereo-gear, olc.) for use within an amusement park or
recreational environment using a mobile smartphone o scan and read
a Device-Level OR code posted on the GP8-tracked thing being tracked
within a GPS-tracking wireless access control system network.

STEP B: The GPS-racking wireless access control system network
requests the Consumer to provide permission and authorization to
vendors and servics providers, registerad with the system network, {o
provide product and service offers to the mobile smariphone of the
Consumer as the Consumer travels within the park environment and its
GPS-trackead thing is racked by the GPS-tracking wirsless access conirol
system network; and Consumer provides permission fo registered vendors
and service providers 1o send meassage nolifications {o the smariphone
of the Consumer.

FIG. 55A
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STEP C! As the Consumer's GPS-tracked thing{s) is used within the
amusement or recreational park environment, the GPS-racking wirelsss
access control network (i) sends SMS/text and/or email offers {o the
mobile smartphone of the consumer throughout the day, offering and
suggesting particular goods and/or services available for purchasefrental
and consumption at particular site locations in the amusement park
facility, (i} enables e-commerce payment fransaction for such goods
and/or surfaces over the Consumer’s web-enabled mobile smariphone,
and {iil) provides messages and notification regarding the delivery of
purchased/procured goods andfor services 1o the Consumer’s al current
GP&-tracked location in the amusement or recreational park
snvironment, including sending SMS/ext nolifications, digital facility
maps and directions to visitors to facilitate product and/or service
delivery to the Consumer, to drive commerce and deliver valus.

FIG. 558
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GPS-TRACKED ATM SYSTEM DISPLAYING ATM LEVEL QR CODES
FOR SCANNING TO INITIATE AND CONDUCT CONTACTLESS FINANCIAL
TRANSACTIONS USING THE CUSTOMER'S MOBILE SMARTPHONE

40C
\ 40C ADC

~~ Touch Screen /

1
Display / oy i
.»/ -—{::] \
g

- f‘

I
!
i
i
i
I
i
|
!
f
i
i
!
!
i
f
i
!
i
i
i
i
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, i
= ; Q = |
/ | I— ! |
i
i
!
!
I
i
!
i
i
i
i
i
!
i
!
i
i
I
i
f
!
i
!
!



Patent Application Publication  Feb. 17,2022 Sheet 128 of 129 US 2022/0051509 A1

EGPS~T§%AC§(ED NETWORKED BANK ATM SYSTEM DISPLAYING ATM-LEVEL QR CODES|
FOR CONDUCTING SECURE CONTACTLESS FINANCIAL TRANSACTIONS
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METHOD OF DEPOSITING CASH AND/OR CHECKS IN OR WITHDRAWING CASH

FROM AN GPS-TRACKED QR CODE DRIVEN ATM SYSTEM IN A CONTACTLESS

MANNER USING A MOBILE SMART PHONE DEPLOYED ON THE WIRELESS ACCESS
CONTROL SYSTEM NETWORK OF THE PRESENT INVENTION

STEP A: A Consumaer visits a secure QR Code Driven ATM System and Uses
a mobile smariphone 1o scanfread either (i} an ATM-Level QR code posted or
displayed on the ATM System {0 Deposit Cash into ATM's Cash Depostitor, (i)
an ATM-Lavel Code To Withdraw Cash From ATM's Cash Dispenser, or {iil) an
ATM-Level QR Code o Deposit Cheek into ATM Check Depositor, And Then
Automatically Initiates a Secure Web-based Financial Transaction Between
the ATM, the Mobile Phone and Bank's Financial Server on the Inlernet, To
Enable Depositing of Cash Into ATM, Withdrawal of Cash from ATM, or Deposiiing
Check into ATM, without Contacting the ATM System

w

STEP B: The Consumer’s Phone Phone displays GUI screens o support the
required Financial transaction with the ATM, specified by the scanned ATM-Level
QR Code, Using the Bank’s Financial Transaction Servers and Bank ATM System
Communicating With the Bank’s ATM Bystem During A Secure Encrypted
HTTP Transaction.

STEP C: Afler completing the financial fransaction and either depositing cash
or check or withdrawing cash from the ATM System, as specified by the scanned
ATM-Level OR Code, the Bank’s Financial Transaction Server sends the
Consumer's mobile phone a receipt of the completed finandial transaction involving
the GPS-tracked and access controlled ATM system during the {ransaction on
a specified date, time and GPS-coordinales, matched with the GPS coordinates
collected from mobile phone by the Bank's Financial Transaction Servers.

FIG. 58



US 2022/0051509 Al

WIRELESS NETWORK, MOBILE SYSTEMS
AND METHODS FOR CONTROLLING
ACCESS TO LOCKERS, STROLLERS,
WHEEL CHAIRS AND ELECTRONIC

CONVENIENCE VEHICLES PROVIDED
WITH MACHINE-READABLE CODES
SCANNED BY MOBILE PHONES AND

COMPUTING DEVICES

BACKGROUND OF THE INVENTION

Field of Invention

[0001] The present invention relates to the field of amuse-
ment park, theme park and recreational environments, and
more particularly, to new and improved methods of and
apparatus for guest visitors to rent, access, and control
storage lockers and mobility devices such as electric con-
venience vehicles (ECVs), wheelchairs and strollers, and
related services, without compromising the park or venue
experience.

Brief Description of the State of the Art of
Knowledge

[0002] Since 2008, Safemark Systems L.P. has offered its
GoPod® electronic locker system to amusement and theme
parks around the world. As illustrated in FIGS. 1 and 2, the
GoPod® electronic locker system has its own locally-con-
trolled inventory system, and supported by its own PO
S/payment transaction system. The GoPod® locker system
is networked with flexibly placed guest kiosks so that
payment queue lines do not interfere with guests accessing
their lockers. Each GoPod® electronic locker unit is pro-
vided with a dedicated keypad on its locker door to bypass
the kiosk during future access. To rent a locker rental using
the prior art GOPOD® electronic locker system, a guest
simply visits any networked GoPod® kiosk. Using cash or
credit card, a guest user enters their desired PIN at the
GoPod® Kiosk, and then goes directly to their locker to use
it. FIG. 2 shows the green, red and yellow indicator lights
supported on each prior art GoPod® electronic locker,
visibly signaling to the user the status of the assigned locker.
The locker keypad eliminates operational nightmares asso-
ciated with costly wristbands or RFID keys, unreliable
biometric sensors and misplaced keys. It also provides direct
access to their stored personal belongings even when there
is a local power and/or Internet disruption at the locker
system.

[0003] FIGS. 3A and 3B show a prior art system from U.S.
Pat. No. 8,990,110 (assigned to Best Lockers LL.C) which is
used to assigned controlled access to a securable device (e.g.
locker) using a kiosk configured to receive a PIN number
from the user, which is then stored in rented locker for local
access to the locker even when the locker is disconnected
from the network. This invention, disclosed in U.S. Pat. No.
8,990,110, is currently used in Safemark’s Best Locker
GOPOD® electronic locker system described above.
[0004] Recently, prior art efforts have been made to use
mobile smartphones to control access to networked locker
systems around the world.

[0005] For example, as shown in FIG. 4, US Patent
Application No. US2019/0035186 discloses the use of a
guest’s mobile phone to send kiosk/locker data to the
management server via a cell tower network, while directly
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controlling access to the locker, via a local locker computer
device controlling the electronic lock installed in the
accessed locker.

[0006] Also, FIGS. 5A through 5C show a prior art locker
system disclosed in U.S. Pat. No. 9,558,608 (assigned to
Smarte Carte, Inc.) that includes electronic lockers that are
centrally managed by a locker manager that handles admis-
sions and sales for a venue. As disclosed, guests scan their
ID codes at the locker terminal (kiosk terminal) and provide
the scanned codes to ID code to the locker manager, and
when approved, generates a rental plan and provided the
guest access to the assigned locker.

[0007] FIGS. 6A through 6D show a prior art storage
locker system in U.S. Pat. No. 10,474,797 (assigned to
Tiburon Lockers Inc.) that includes (i) a kiosk to assign
locker units to users and provide users with access creden-
tials (e.g. via text or SMS messages or applications on a
computer) to access assigned lockers, and (ii) a user portal
for each locker unit to access the locker using assigned
access credentials.

[0008] Also, it is well known to use mobile code symbol
scanning terminals to initiate e-commerce and other kinds of
web-based transactions by reading code symbols, as recog-
nized by U.S. Pat. No. 7,341,191 to Russell et al, titled
“Internet-Based System for Enabling Information-Related
Transactions over the Internet” granted on Mar. 11, 2008. As
disclosed, this US patent disclosed a transaction-enabling
method and system, wherein a transaction-enabling Java-
Applet was embedded within an HTML-encoded document
stored in an HTTP server at predetermined URL. When a
code symbol (e.g., magstripe or bar code) encoded with the
URL is read using a code symbol reader interfaced with a
Java-enabled Internet terminal, the corresponding HTTP
document is automatically accessed and displayed at the
terminal, and the transaction-enabling Java-Applet initiated
for execution, so that the customer, consumer or client
desiring the transaction can simply and conveniently con-
duct the information-related transaction over the Internet.
While the promise of such general techniques has been
great, success at using mobile scanning techniques has been
generally limited to a few industries focused on document
production and delivery, and not access and control of
physical, electronic and photonic systems.

[0009] Thus despite some advances made in the locker
access and control field over the past decade, there is a still
a great need in the art for new and improved mobile methods
and technologies for enabling guest users to remotely access
and control useful things, using web-enabled mobile smart-
phones in ways that deliver greater levels of convenience
and value to consumers beyond that enabled by the current
state of the art.

OBIECTS AND SUMMARY OF PRESENT
INVENTION

[0010] Accordingly, a primary object of the present inven-
tion is to provide a new and improved cloud-based (i.e.
Internet-based) wireless access control wireless system net-
work employing mobile smartphones in diverse application
environments, including amusement and theme parks, enter-
tainment centers, recreational facilities and the like, sup-
porting the rental, access and control of storage lockers,
mobility solutions and other guest services, to overcome the
shortcomings and drawbacks of prior art systems and meth-
odologies.
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[0011] Another object of the present invention is to pro-
vide a new and improved wireless access control wireless
system network, wherein multi-level machine-readable
codes (e.g. multi-level facility-level QR codes, site-level QR
codes and device-level QR codes) are deployed across the
entire enterprise of the facility to support the contact-less
procurement and provision of diverse kinds of valuable
products and services to guests and visitors, anywhere
within the environment, on a prepayment basis, when simply
using their mobile smartphones.

[0012] Another object of the present invention is to pro-
vide such a new and improved wireless system network,
mobile systems and methods for controlling access to stor-
age lockers, electric convenience vehicles, strollers, wheel-
chairs, and other things operating within the Internet infra-
structure.

[0013] Another object of the present invention is to pro-
vide such a new and improved wireless system network,
wherein multi-level QR codes are embedded at the facility,
site, and device (i.e. thing) level of the park environment to
enable park guests, visitors and other system users to pro-
cure, access and receive storage, mobility and other valuable
products and services while visiting an amusement park
environment.

[0014] Another object of the present invention is to pro-
vide a new and improved method of mapping multi-level
QR codes to particular entry points in transaction workflows
supported on the wireless system network, and designed to
support procurement and delivery of services to an amuse-
ment park, tourist, or adventure seeking environment,
wherein (i) Facility-Level QR codes are mapped to facility-
level entry points in the transactional workflow and posted/
displayed at physical and virtual locations outside of amuse-
ment park facility, (ii) Site-Level QR codes are mapped to
site-level entry points in the transactional workflow and
posted/displayed at physical point of rental or point-of-sale
(POS) Site locations within the amusement park facility or
within a facility but not located near the item to be rented,
and (iii) Device/Thing-Level QR codes are mapped to
device-level (e.g. locker door level, stroller handle level, and
electric vehicle dashboard level) entry points in the trans-
actional workflow and posted/displayed on actual physical
surfaces and/or touchpoints located at diverse Sites within
the amusement park facility;

[0015] Another object of the present invention is to pro-
vide a new and improved System of Multi-Level QR Codes
having a hierarchy comprising (i) Door-Level QR Codes
intelligently encoded with data attributes including facility
(park), site, door, type (e.g. timed/daily), size, and pricing
and URL directed to a first server component supported on
the wireless system network of the present invention, (ii)
Site-Level QR Codes intelligently encoded with data attri-
butes including facility (park), site, type (e.g. timed/daily),
size options, the pricing for each size and type options, and
inventory status of each type and option, and URL directed
to a second server component supported on the wireless
system network of the present invention, and (iii) Facility-
Level QR Codes intelligently encoded with data attributes
including facility (park), sites rendered as choices, types
(e.g. timed/daily), size options, and the pricing for each size
and type options, and URL directed to a third server com-
ponent supported on the wireless system network of the
present invention.
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[0016] Another object of the present invention is to pro-
vide a cloud-based GPS-tracking QR code driven wireless
system network configured for procurement and access
control of storage lockers, mobility solutions and other
services offered within an enterprise-level amusement park
facility, shown comprising: a system of GNSS satellites
orbiting around the Earth, GPS-tracked wireless networked
lockers, GPS-tracked wireless networked vehicles (e.g.
ECVs, wheelchairs, and strollers alike), GPS-tracked service
providers, GPS-tracked vendors, and other diverse types of
GPS-tracked wireless networked securable devices, each
being interfaced with a TCP/IP infrastructure directly, and/or
via a facility-based Internet Gateway; a network of cellular
towers for supporting wireless data communication services
between wireless mobile computing devices and network
communication adapters; a plurality of wireless mobile
computing systems (e.g. smartphones, tablet computers,
etc.); one or more industrial strength data centers, each
supporting a cluster of communication servers (e.g. web
servers), a cluster of application servers, and a cluster of
database servers, and SMS/text and email servers supported
by at least one wide area network (WAN), and local weather
servers, and network service platforms including electronic
payment systems and services, credit card processing, and
the universe of webservers supported on the WWW;

[0017] Another object of the present invention is to pro-
vide a new and improved GPS-tracking wireless system
network supporting remote access control to (i) GPS-tracked
wireless networked locker systems displaying Device-Level
QR Codes for procurement and access control by guests
scanning these QR codes using mobile smartphones, (ii)
GPS-tracked wireless networked strollers displaying
Device-Level QR Codes for procurement and access control
by guests scanning these QR codes using mobile smart-
phones, (iii) GPS-tracked wireless networked electric con-
venience vehicles (ECVs) displaying Device-Level QR
Codes for procurement and access control guests by scan-
ning these QR codes using mobile smartphones, (iv) GPS-
tracked wireless networked amusement park rides (e.g.
Sites) posting/displaying Site-Level QR Codes for access to
the park’s storage and mobility service transactional work-
flow by guests scanning these QR codes using mobile
smartphones, (v) GPS-tracked wireless networked Service
Providers and Vendors (e.g. Sites) posting/displaying Site-
Level QR Codes for access to the park’s service transac-
tional workflow by guests scanning these QR codes using
mobile smartphones, and (vi) GPS-tracked wireless net-
worked Amusement Park Facility (e.g. Facility) posting/
displaying Facility-Level QR Codes for access to the park’s
storage and mobility service transactional workflow by
guests scanning these QR codes using mobile smartphones.

[0018] Another object of the present invention is to pro-
vide a new and improved GPS-tracking wireless locker
access control system network comprising a plurality of
GPS-tracked wireless networked locker systems, and system
network components interfaced with an TCP/IP Internet
infrastructure, namely: electronic payment systems, locker
inventory systems, stroller inventory systems, electric con-
venience vehicle (ECV) inventory system, mobile comput-
ing systems, GPS-tracking wireless networked ECVs bear-
ing device-level QR codes, GPS-tracked wireless networked
strollers bearing device-level QR codes, GPS-tracked wire-
less networked venues of service providers and/or vendors
operating in the park facility, bearing site-level QR codes,
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wireless networked geo-fencing systems installed in the
amusement park to support the vendors and service provid-
ers operating in the amusement park facility using wireless
networked services, and web, application and database serv-
ers associated with the data centers deployed to support the
services required by the system network.

[0019] Another object of the present invention is to pro-
vide a new and improved GPS-tracked wireless networked
mobile/stationary locker system having a plurality of wire-
less networked locker units, each locker unit being acces-
sible by scanning the multi-level QR code posted or dis-
played on the locker unit, using a web-enabled mobile
smartphone deployed in the system network, and carrying
out the transaction supported on the display screen of the
mobile smartphone.

[0020] Another object of the present invention is to pro-
vide a new and improved GPS-tracked wireless networked
transportable locker system with QR code driven access
control, comprising a group of electronically-controlled
locker units that are internetworked together in a transport-
able GPS-tracked cabinet, that can be locally managed by a
networked kiosk server system, and/or remotely managed by
network servers maintained in a cloud-based data center,
under any of a large variety of case providing unprecedented
flexibility, convenience and migration options for system
users.

[0021] Another object of the present invention is to pro-
vide a new and improved GPS-tracked wireless networked
transportable locker, comprising a group or bank of net-
worked locker units are networked together and managed/
manageable by the kiosk server system using Ethernet or
other communication networking protocols, while the
manual keypads and PIN storage memory on each locker
unit are in communication with kiosk server system using a
serial-to-UDP/IP communication network.

[0022] Another object of the present invention is to pro-
vide a new and improved wireless system network where
mobile phones and other network components configured
and operating according to a first system networking con-
figuration, where a local kiosk server system is used to
manage groups of locker units at a specific site location in
a facility and locker inventory and rental transaction records
are maintained in databases in the local kiosk server system.

[0023] Another object of the present invention is to pro-
vide a new and improved wireless system network where
mobile phones and other network components configured
and operating according to a second system networking
configuration, where local kiosk server systems are net-
worked together and used to manage groups of locker units
at specific site locations in specific facilities, and locker
inventory and rental transaction records are maintained in
databases synchronized in local kiosk server systems and
cloud-based network servers.

[0024] Another object of the present invention is to pro-
vide a new and improved wireless system network where
mobile phones and other network components configured
and operating according to a third system networking con-
figuration, where a local kiosk server system is used to
manage a groups of locker units at a specific site location in
a specific facility, and locker inventory and rental transaction
records are maintained in databases in local kiosk server
systems and cloud-based network servers that are automati-
cally data synchronized.
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[0025] Another object of the present invention is to pro-
vide a new and improved wireless system network where
mobile phones and other network components configured
and operating according to a fourth system networking
configuration, where a local kiosk server system is not
employed to manage groups of local locker units at a site
location in a specific facility, and all locker inventory and
rental transaction records are maintained in databases in
cloud-based network servers.

[0026] Another object of the present invention is to pro-
vide a new and improved wireless system network where
mobile phones and other network components configured
and operating according to a fifth system networking con-
figuration, where locker inventory and rental transaction
records are maintained in local kiosk database servers, local
internet and/or electrical power is interrupted at a site and
the guest’s mobile phone uses Bluetooth RF communication
with a specific locker unit to communicate the PIN code to
locker and open the door of a rented locker and retrieve
personal belongings.

[0027] Another object of the present invention is to pro-
vide a new and improved wireless system network where
mobile phones and other network components configured
and operating according to a sixth system networking con-
figuration, where locker inventory and rental transaction
records are maintained in local kiosk database servers, local
internet and/or electrical power is interrupted at a site and
the guest’s mobile phone uses local WIFI supported at the
local kiosk server system to establish a WIFI communica-
tion link between the mobile smartphone and the local kiosk
server system to rent a new locker unit and store the user’s
PIN code in the locker unit, then open the door of a rented
locker and store personal belongings.

[0028] Another object of the present invention is to pro-
vide a new and improved wireless system network where
mobile phones and other network components configured
and operating according to a seventh system networking
configuration, where locker inventory and rental transaction
records are maintained in cloud database servers, local
internet and/or electrical power is interrupted at a site, and
a guest’s mobile phone uses Bluetooth RF to communicate
with the rented networked locker unit and enter the PIN code
to open the locker door and retrieve personal belongings.

[0029] Another object of the present invention is to pro-
vide a new and improved GPS-tracked wireless networked
locker system comprising a system of wireless networked
locker units internetworked together at the cabinet/bank-
level by a low-power wireless personal area network
(WPAN) (e.g. the IEEE 802.15.4 Standard), and each wire-
less networked locker system comprises the following com-
ponents integrated about a system bus, namely, a pro-
grammed microprocessor interfaced to the system bus and
supported by a memory architecture (e.g. RAM, ROM, and
SSD persistent storage), a network controller for interfacing
with the TCP/IP infrastructure, a solenoid driver circuit
connected to a lock solenoid and bolt assembly and locker
door, a keypad and E-ink display panel and Bluetooth/WIFI
interfaced with the system bus via an /0 module interface,
a digital video camera with a field of view (FOV) and
interfaced with the system bus, a GPS module interfaced
with the system bus, and a door-level QR code displayed in
the outer door surface or electronically displayed on the
E-ink panel.
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[0030] Another object of the present invention is to pro-
vide a new and improved GPS-tracked wireless networked
electric convenience vehicle (ECVs) with QR code driven
access control using the GPS-tracking wireless system net-
work.

[0031] Another object of the present invention is to pro-
vide a new and improved GPS-tracked wireless networked
electric convenience vehicle (ECV) with QR code driven
access control using the GPS-tracking wireless system net-
work.

[0032] Another object is to provide a new and improved
GPS-tracked wireless networked stroller with Q code driven
access control using the GPS-tracking wireless system net-
work.

[0033] Another object of the present invention is to pro-
vide a new and improved GPS-tracked wireless networked
stroller with QR code driven access control using the
GPS-tracking wireless system network to support Contact-
less Transactions for a quick and safe guest rental experi-
ence, Web-based Application initiated by QR code provides
easy to use platform without need for app installation, SMS
Receipt Message for guest convenience and personalized
rental confirmation, Mobile Payment to reduce cash han-
dling and labor costs, GPS-enabled fleet review and man-
agement, rider instructions for use of vehicle, and fleet
reporting.

[0034] Another object of the present invention is to pro-
vide a new and improved a GPS-tracked wireless networked
wheel chair with QR code driven access control using the
GPS-tracking wireless system network.

[0035] Another object of the present invention is to pro-
vide a new and improved a GPS-tracked wireless networked
wheel chair with QR code driven access control using the
GPS-tracking wireless system network.

[0036] Another object of the present invention is to pro-
vide a new and improved GPS-tracked wireless networked
locker system with QR code-driven access controlled locker
units, each having an electronic-ink (E-ink) display panel for
displaying QR codes and user instructions.

[0037] Another object of the present invention is to pro-
vide a new and improved method of managing access
control to a networked locker system by scanning facility-
level QR codes posted at the entrance gate or outside of an
amusement park facility, using a mobile smartphone wire-
less connected to the wireless access control system net-
work.

[0038] Another object of the present invention is to pro-
vide a new and improved amusement park facility, with a
sign posted at the entrance date of the park, displaying a
Facility-Level QR code which upon scanning with a web-
enabled mobile smartphone is engineered to direct the guest
user to a web-based e-commerce-enabled locker rental and
access control transaction having the largest scope of ser-
vices, encapsulating the entire facility, and allowing guest
users to select a Site location of choice within the amuse-
ment park for their locker rental within the amusement park,
and then allow the wireless system network to automatically
assign an available locker to the guest at the selected Site.
[0039] Another object of the present invention is to pro-
vide a new and improved method of managing access
control to a networked locker system involving the user’s
web-enabled mobile phone for scanning facility-level QR
codes posted at the entrance gate or outside of an amusement
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park facility, using a mobile smartphone wireless connected
to the wireless access control system network.

[0040] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a facility-level access control method
involving the user’s web-enabled mobile phone for (i)
scanning a Facility-Level QR Code, and (ii) automatically
directing the smartphone web-browser application (e.g.
Apple Safari) to parse and analyze the scanned QR code and
serve, load and display the webpage specified by the URL
encoded in the Facility-Level QR Code, and whereupon, the
application server stores a “Rental Transaction Identifier-
Facility Entry” (RTI-FE) within the cache on the mobile
smartphone.

[0041] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a facility-level access control method
involving the selection of which Site within the Facility (e.g.
amusement park) (e.g. Main Gate, South Entrance, or Picnic
Area) where the guest user would like to rent and access a
storage locker to store personal belongings.

[0042] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a facility-level access control method
involving the selection of time/date of the locker rental at the
Site within the Facility when would the guest user would
like to rent and access to store personal belongings.
[0043] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a facility-level access control method
involving the selection of locker size (e.g. small, large,
jumbo) at the selected Site within the Facility which the
guest user would like to rent and access to store personal
belongings.

[0044] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a facility-level access control method
involving the guest user requesting to rent the locker pre-
viously specified by the site, time/date, and locker size
selected by the guest within the Facility, while displaying the
price of the locker rental and availability at the time of the
rental offer (prior to acceptance and order placement).
[0045] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a facility-level access control method
involving the user’s selection of four-digit passcode for use
in opening the rental locker, and selecting SAVE and CON-
TINUE to save the request in the RDBMS of the wireless
access control system network.

[0046] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a facility-level access control method
involving the user’s web-enabled mobile phone to display
the selected locker size and user passcode, and involving
entering the guest’s phone number to which the system
network will transmit locker information and rental receipt
via SMS/text once the user enters the phone number infor-
mation and selects SAVE and CONTINUE, to initiate the
web-based transaction between the web-enabled mobile
phone and the system’s web-enabled e-commerce-supported
locker access control servers maintained at the data center.
[0047] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method after
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scanning a facility-level QR code involving (i) the scanning
of the Door-Level QR code on the rented locker using the
user’s web-enabled mobile smartphone, (ii) automatically
directing the smartphone web-browser application to parse
and analyze the scanned QR code and serve, load and
display the webpage specified by the URL encoded in the
Door-Level QR Code, and (iii) executing the access control
transaction script for the locker rental transaction identified
by the “Rental Transaction Identifier-Facility Entry” stored
on the phone by the application servers, so as to determine
the state of the transaction for the Door-Level Access
Control Method.

[0048] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method
involving the user’s web-enabled mobile phone to display a
message that the “Locker Is in Use”, and requesting the user
to enter his or her unique 4 digital passcode, and the select
the button “OPEN MY LOCKER”.

[0049] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method
involving the user’s web-enabled mobile phone displaying,
after scanning the door-level QR code or entering the unique
passcode into the locker’s keypad, a message that the locker
is OPEN, and upon return, unlock the locker by entering the
passcode on the keypad or rescanning the Door-Level QR
Code, allowing the user to either store personal belongings
in the storage locker or access stored personal belongings
from the accessed locker.

[0050] Another object of the present invention is to pro-
vide a new and improved method of managing access
control to a networked locker system involving the user’s
web-enabled mobile phone to scan site-level QR codes
posted at a particular Site in an amusement park facility,
using a mobile smartphone wireless connected to the wire-
less access control system network.

[0051] Another object of the present invention is to pro-
vide a new and improved amusement park facility, with a
sign posted at a Site in the park, displaying a Site-Level QR
code, which upon scanning with a web-enabled mobile
smartphone is engineered to direct the guest user to a
web-based e-commerce-enabled locker rental and access
control transaction having a narrowed scope of services
within the facility, and allowing guest users to select a
storage locker, mobility solution or other service at the Site
within the amusement park, and then allow the wireless
system network to automatically assign an available locker,
mobility solution or service to the guest at the selected Site.
[0052] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a site-level access control method
involving (i) the scanning of a Site-Level QR Code, and (ii)
automatically directing the smartphone web-browser appli-
cation to parse and analyze the scanned QR code and serve,
load and display the webpage specified by the URL encoded
in the Site-Level QR Code, and whereupon, the application
server stores a “Rental Transaction Identifier-Site-Entry”
(RTI-SE) within the cache on the mobile smartphone.
[0053] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a site-level access control method
involving the user’s web-enabled mobile phone and the
selection of time/date of the locker rental at the Site within
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the Facility when would the guest user would like to rent and
access to store personal belongings.

[0054] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a site-level access control method
involving the user’s web-enabled mobile phone and the
selection of locker size (e.g. small, large, jumbo) at the
selected Site within the Facility which the guest user would
like to rent and access to store personal belongings.
[0055] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a site-level access control method
involving the user’s web-enabled mobile phone and the
user’s selection of four-digit passcode for use in opening the
rental locker, and selecting SAVE and CONTINUE to save
the request in a database of the wireless access control
system network.

[0056] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a site-level access control method
involving the user’s web-enabled mobile phone displaying
the selected locker size and user passcode, and involving
entering the guest’s phone number to which the system
network will transmit locker information and rental receipt
via SMS/text once the user enters the phone number infor-
mation and selects SAVE and CONTINUE, to initiate the
web-based transaction between the web-enabled mobile
phone and the system’s web-enabled e-commerce-supported
locker access control servers, maintained at the data center.
[0057] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a site-level access control method
involving the user’s web-enabled mobile phone displaying
the selected locker size, entered passcode, text receipt phone
number, and total price of the locker rental (tax included),
and providing several options for the user to make payment.
[0058] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a site-level access control method
involving the user’s web-enabled mobile phone displaying,
after the prior payment transaction has been successfully
completed, a message indicating that the locker is ready for
use, along with the selected locker #and user’s passcode, and
a button enabled to open the locker at its location, by the user
simply either scanning the door-level QR code on the locker
door, or entering the unique passcode into the locker’s
keypad (where and as provided).

[0059] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method after
scanning a site-level QR code, by scanning the door-level
QR code or entering the unique passcode into the locker’s
keypad, and displaying a message that the locker is OPEN
(and “upon return, unlock the locker by entering the pass-
code on the keypad or rescanning the Door-Level QR
Code”), and an END RENTAL Button for selection by the
user to the end the locker rental.

[0060] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method, after
scanning a site-level QR code, involving (i) the scanning of
the Door-Level QR code on the rented locker using the
user’s web-enabled mobile smartphone, (ii) automatically
directing the smartphone web-browser application to parse
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and analyze the scanned QR code and serve, load and
display the webpage specified by the URL encoded in the
Door-Level QR Code, and (iii) executing the access control
transaction script for the locker rental transaction identified
by the “Rental Transaction Identifier-Site Entry” stored on
the phone by the application servers, so as to determine the
state of the transaction for the Door-Level Access Control
Method.

[0061] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method
involving the user’s web-enabled mobile phone displaying a
message that the “Locker Is in Use”, and requesting the user
to enter his or her unique multi-digit digital passcode, and
the select the button “OPEN MY LOCKER”.

[0062] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method
displaying a message asking the user (i) whether or not the
user is “Done for the Day?”, in which case the user will no
longer have access to the locker rental and all belongings
should be removed from the locker before ending the locker
rental, or (ii) whether or not the user wishes to continue
using the locker for storage of personal belongings.

[0063] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method
involving the user’s web-enabled mobile phone displaying,
after scanning the door-level QR code or entering the unique
passcode into the locker’s keypad, a message stating that the
locker is OPEN, and upon return, unlock the locker by
entering the passcode on the keypad or rescanning the
Door-Level QR Code”, allowing the user to either store
personal belongings in the storage locker or access stored
personal belongings from the accessed locker, and the
message further providing an END RENTAL Button for
selection by the user to the end the locker rental.

[0064] Another object of the present invention is to pro-
vide a new and improved method of managing access
control to a networked locker system by scanning Door-
Level QR Codes posted or displayed on the front door of
each storage locker deployed within an amusement park or
other recreational facility, using a mobile smartphone wire-
less connected to the wireless access control system net-
work.

[0065] Another object of the present invention is to pro-
vide a new and improved amusement park or recreational
facility, with a locker cabinet located at sign posted at a Site
in the park, and each locker unit in the cabinet displaying a
Door-Level QR code which, upon scanning with a web-
enabled mobile smartphone, is engineered to direct the guest
user to a web-based e-commerce-enabled locker rental,
access and control transaction having a narrowed scope of
services within the facility, and allowing guest users to rent
the storage locker at the Site within the park, and then allow
the wireless system network to automatically control access
to the locker at the Site.

[0066] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method
involving the user’s web-enabled mobile phone and (i) the
scanning of a Door-Level QR Code, and (ii) automatically
directing the smartphone web-browser application to parse
and analyze the scanned QR code and serve, load and
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display the webpage specified by the URL encoded in the
Site-Level QR Code, and whereupon, the application server
stores a “Rental Transaction Identifier-Door-Entry” (RTI-
DE) within the cache on the mobile smartphone.

[0067] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method
involving the user’s web-enabled mobile phone, and selec-
tion of the “Rent This Locker” Button to rent the scanned
and selected locker for a specific time/date (e.g. All Day
Locker Rental), given its specified size and rental price at the
Site within the Facility.

[0068] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method
involving the user’s web-enabled mobile phone, and selec-
tion of four-digit passcode for use in opening the rental
locker, and selecting SAVE and CONTINUE to save the
request in the RDBMS of the wireless access control system
network.

[0069] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method
initiated by scanning a door-level QR code posted on the
locker door, automating serving to the user’s web-enabled
mobile phone a GUI screen displaying the selected locker
size and user passcode, and requesting the entry of the
guest’s phone number to which the system network will
transmit locker information and rental receipt via SMS/text
once the user enters the phone number information and
selects SAVE and CONTINUE, thereby initiating a web-
based transaction between the web-enabled mobile phone
and the system’s web-enabled e-commerce-supported locker
access control servers maintained at a data center connected
to the infrastructure of the Internet.

[0070] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method
displaying a message on the user’s web-enabled mobile
phone, the selected locker size, entered passcode, text
receipt phone number, and total price of the locker rental
(tax included), and providing several options for the user to
make payment.

[0071] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method
displaying, after the prior payment transaction has been
successfully completed, a message on the user’s web-en-
abled mobile phone that the locker is ready, along with the
selected locker #and user’s passcode, and a Button enabled
to “Open My Locker” at its location by the user simply
either scanning the door-level QR code on the locker door,
or entering the unique passcode into the locker’s keypad.
[0072] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method
displaying, after scanning the door-level QR code or enter-
ing the unique passcode into the locker’s keypad, a message
that the locker is OPEN, and upon return, unlock the locker
by entering the passcode on the keypad or rescanning the
Door-Level QR Code, and an END RENTAL Button for
selection by the user to the end the locker rental.

[0073] Another object of the present invention is to pro-
vide a new and improved wireless access control system
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network supporting a door-level access control method
involving the user’s web-enabled mobile phone, after scan-
ning a door-level QR code on a rented locker, (i) the
rescanning of the Door-Level QR code, (ii) automatically
directing the smartphone web-browser application to parse
and analyze the scanned QR code and serve, load and
display the webpage specified by the URL encoded in the
Door-Level QR Code, and (iii) executing the access control
transaction script for the locker rental transaction identified
by the “Rental Transaction Identifier-Door Entry” stored on
the phone by the application servers, so as to determine the
state of the transaction for the Door-Level Access Control
Method.

[0074] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method
involving the user’s web-enabled mobile phone to display a
message that (i) the “Locker Is in Use”, and requesting the
user to enter his or her unique 4 digital passcode and then
select the button “OPEN MY LOCKER”, and (ii) if the
scanned locker is not the guest’s rented locker, then the user
should look for a locker with a GREEN light indicating it is
available for rental.

[0075] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method
involving the user’s web-enabled mobile phone displaying,
after scanning the door-level QR code or entering the unique
passcode into the locker’s keypad, a message indicating (i)
that the “Locker is Open”, and upon return, unlock the
locker by entering the passcode on the keypad or rescanning
the Door-Level QR Code” allowing the user to either store
personal belongings in the storage locker or access stored
personal belongings from the accessed locker, as the case
may be, and (ii) that an END RENTAL Button is displayed
and active for selection by the user to the end the locker
rental transaction at the Site of the Facility.

[0076] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method
involving the user’s web-enabled mobile phone displaying a
message asking the user (i) whether or not the user is “Done
for the Day?”, in which case the user will no longer have
access to the locker rental and all belongings should be
removed from the locker before ending the locker rental, or
(i) whether or not the user wishes to continue using the
locker for storage of personal belongings.

[0077] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a door-level access control method
involving the user’s web-enabled mobile phone displaying a
message indicating and confirming the user ended the locker
rental, and the user should remove all belongings from the
locker before closing the locker.

[0078] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network, wherein an internal automated locker camera is
provided within a rented locker, and when the locker camera
automatically detects one or more objects are present in the
locker, then the access control system network will prevent
the user from terminating the locker rental until all objects
have been removed from the locker as confirmed by camera
images captured by the internal locker camera.
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[0079] Another object of the present invention is to pro-
vide a machine-readable code-driven access control method
and system, wherein, during emergencies, when electrical
power and/or Internet connectivity are disrupted, the system
and method of the present invention allows the guest user to
directly enter his or her digital password (e.g. PIN) into the
keypad provided on the rented locker umit, and locally
operate its lock controller (provided with local battery power
backup) and where the digital password is stored in local
memory of the locker unit, by the system network servers
within the data center during the web-based rental, access
and control method, thereby allowing the guest to unlock the
electronically-controlled lock unit in locker unit, and open
the locker door and access one’s personal belongings while
the locker system is disconnected from the Internet infra-
structure and/or during local power disruptions.

[0080] Another object of the present invention is to pro-
vide a machine-readable code-driven access control method
and system, wherein, during emergencies, when electrical
power and/or Internet connectivity are disrupted, the system
and method of the present invention also allows the guest
user to locally communicate with the locker controller,
through its network adapter and antennas (e.g. using Blu-
etooth and/or WIFI protocols), to establish a communication
session between the mobile smartphone and the rented
locker unit, and then enter the guest’s digital locker pass-
word (i.e. PIN) via the virtual keypad (GUI screen) on the
mobile smartphone, to locally operate its lock controller
(provided with local battery power backup), and where the
digital password is stored in local memory of the locker unit,
by the system network servers within the data center during
the web-based rental, access and control method, thereby
allowing the guest to unlock the electronically-controlled
lock unit of a rented locker unit, and open the locker door
and access one’s personal belongings while the locker
system is disconnected from the Internet infrastructure and/
or during local power disruptions.

[0081] Another object of the present invention is to pro-
vide a new and improved method of managing access
control to a GPS-tracked wireless networked stroller involv-
ing the user’s web-enabled mobile phone for scanning
Device-Level QR Codes posted or displayed on the stroller
available for rental, controlled access and use within the
amusement park facility, using a mobile smartphone wire-
less connected to the wireless access control system net-
work.

[0082] Another object of the present invention is to pro-
vide a new and improved GPS-tracked wireless networked
stroller supporting a Device-Level QR Code, wherein users
are allowed to directly scan the stroller Device-Level QR
code they wish to rent, and intelligence regarding the stroller
Model, Price, Site, and Facility are effectively built into the
Device-Level QR Code so that users can enjoy an expedited
rental experience.

[0083] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a device-level access control method
involving the user’s web-enabled mobile phone for (i)
scanning a Device-Level QR Code on an available GPS-
tracked wireless networked stroller, and (ii) automatically
directing the smartphone web-browser application to parse
and analyze the scanned QR code and serve, load and
display the webpage specified by the URL encoded in the
Device-Level QR Code, and whereupon, the application
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server stores a “Rental Transaction Identifier-Device-Entry”
(RTI-DE) within the cache on the mobile smartphone.
[0084] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a device-level access control method
involving the user’s web-enabled mobile phone in selecting
the “Rent This Stroller” Button to rent the scanned and
selected stroller for a specific time/date (e.g. All Day
Rental), given its specified stroller size, and rental price, at
the Site within the Facility.

[0085] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a device-level access control method
involving the user’s web-enabled mobile phone during data
entry of the user’s full name and phone number for use in
opening the rental locker, and selecting SAVE and CON-
TINUE to save the request in the RDBMS of the wireless
access control system network;

[0086] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a device-level access control method
involving the user’s web-enabled mobile phone when dis-
playing the rental terms for the stroller (e.g. one day rider
only, to remain seated, always keep hands and feet inside
stroller, slow speed for turns, do not exceed stroller weight
limits, and do not leave valuable in an unintended stroller)
to be checked by the user/renter, and then selecting CON-
FIRM and CONTINUE, to initiate the web-based transac-
tion between the web-enabled mobile phone and the sys-
tem’s web-enabled e-commerce-supported stroller access
control servers, maintained at the data center.

[0087] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a device-level access control method
involving the user’s web-enabled mobile phone for display-
ing the selected stroller size, renter information, rental terms,
and total price of the stroller rental (tax included), and
providing several options for the user to make payment.
[0088] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a device-level access control method
involving the user’s web-enabled mobile phone for display-
ing, after a prior payment transaction has been successfully
completed, a message that the stroller is ready, along with a
Button enabled to “Unlock My Stroller” by the user simply
clicking on the UNLOCK STROLLER Button, and a mes-
sage indicating to lock the stroller, press the foot brake down
and press down on the red handle.

[0089] Another object of the present invention is to pro-
vide a new and improved wireless access control system
network supporting a device-level access control method
involving on the user’s web-enabled mobile phone for
displaying a message that the stroller is UNLOCKED, and
to roll the stroller, the user must lift the brake bar with his
or her foot before starting to push the stroller.

[0090] Another object of the present invention is to pro-
vide a new and improved GPS-tracked wireless networked
amusement park game/contest system, awarding prizes to
game winners, and supporting a local GPS-tracked wireless
networked two-sided locker system that is access controlled
by any guest winner using door-level QR code scanning to
rent and access a prize locker for the purpose of storing a
prize won at the game/contest while visiting the amusement
park, and subsequently retrieving the prize from the prize
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locker on its retrieval side without interrupting game/contest
play on the storage side of the prize locker.

[0091] Another object of the present invention is to pro-
vide a new and improved GPS-tracked two-sided locker
system deployed at a wireless networked amusement park
game/contest system, wherein each GPS-tracked wireless
networked locker unit is access controlled and managed
using Door-Level QR code.

[0092] Another object of the present invention is to pro-
vide a new and improved GPS-tracked wireless network
access controlled locker system comprising a system of
wireless networked two-sided prize locker units internet-
worked together at the cabinet/bank-level by a low-rate
wireless personal area network (WPAN), and each wireless
networked two-sided prize locker system comprises the
following components integrated about a system bus,
namely, a programmed microprocessor interfaced to the
system bus and supported by a memory architecture (e.g.
RAM, ROM, and SSD persistent storage), a network con-
troller for interfacing with the TCP/IP infrastructure, a
solenoid driver circuit connected to a lock solenoid and bolt
assembly and locker door, a keypad and E-ink display panel
and Bluetooth/WIFT interfaced with the system bus via an
1/0 module interface, a digital video camera with a field of
view (FOV) and interfaced with the system bus, a GPS
module interfaced with the system bus, a first door-level QR
code physically posted or electronically displayed on the
storage-side door surface using its E-ink panel, and a second
door-level QR code physically posted or electronically dis-
played on the storage-side door surface using its E-ink panel.

[0093] Another object of the present invention is to pro-
vide a new and improved method of storing a prize won by
a guest during a game or contest, within a double-sided
wireless networked prize locker system.

[0094] Another object of the present invention is to pro-
vide a new and improved GPS-tracking wireless networked
access control system network supporting the automated
display of notifications, directions and digital mobile facility
maps on the display screens of mobile smart phones of
guests visiting an amusement park.

[0095] Another object of the present invention is to pro-
vide a new and improved method of delivering notifications,
offers and digital maps to mobile smartphones of guest
visitors within an amusement park environment using a
GPS-tracked wireless system network.

[0096] Another object of the present invention is to pro-
vide a new and improved wireless network, systems and
methods for controlling access to things provided with
machine-readable codes linked to electronic commerce
transactions.

[0097] Another object of the present invention is to pro-
vide a new and improved GPS-tracking wireless control
access platform for providing a complete, decentralized
point of sale (POS) and product delivery system network,
wherein: some things (i.e. products) are “IoT” connected
and are self-servable; some things are physical items that
can rented or purchased and for which the guest can walk
away; some things are physical items that are tied to secure
storage locations and connected to, virtually, the purchaser/
renter’s mobile phone for later retrieval; and some things
have an intermediary “game” between the person (player)
and the item (prize) that can be offered to the winner in a
touchless two-sided prize storage locker.
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[0098] Another object of the present invention is to pro-
vide a new and improved method of storing a prize won by
a guest during a game or contest, within the double-sided
wireless networked prize locker system.

[0099] Another object of the present invention is to pro-
vide a new and improved double-sided wireless networked
retail storage locker system enabling customers to retrieve
purchased items from the lockers in a contactless manner
using mobile phones and the wireless access control system
network, wherein a backstage loading area of the retail
locker system enables loading of purchased items on speci-
fied lockers, and a guest area is provided on the opposite
side, where consumers can retrieve purchased items from
lockers containing their purchased goods by reading door-
level QR codes using their web-enabled mobile phones in a
touchless manner.

[0100] Another object of the present invention is to pro-
vide a new and improved double-sided wireless networked
retail storage locker system for contactless purchased item
retrieval, integrated within the cloud-based GPS-tracking
wireless access control system network.

[0101] Another object of the present invention is to pro-
vide a new and improved method of purchasing products at
an online e-commerce and/or brick and mortar retail store
and thereafter retrieving in a contactless manner the pur-
chased product items stored within a double-sided wireless
networked retail locker system installed at the retail store or
its order fulfillment center.

[0102] Another object of the present invention is to pro-
vide a new and improved GPS-tracking wireless access
control system network supporting the offering and deliv-
ering of goods and services to consumer’s using rented/
access-controlled things GPS-tracked within a GPS-tracking
wireless access control system network.

[0103] Another object of the present invention is to pro-
vide a new and improved method of delivering products and
services to a guest visitor who has rented a GPS-tracked
thing for use within an amusement park or recreational
environment using a mobile smartphone to scan device-level
QR code on the GPS-tracked thing being tracked within a
GPS-tracked wireless access control system network.

[0104] Another object of the present invention is to pro-
vide a new and improved GPS-tracked ATM banking system
of the present invention installed within an environment that
is accessible and controllable by banking customers using a
web-enabled mobile smartphone deployed on the GPS-
tracked wireless system network of the present invention,
for the purpose of scanning certain of the ATM-Level QR
codes displayed or posted on the ATM system, so to initiate
and conduct desired or required financial transactions with
the ATM system in a safe, secure and contactless manner.

[0105] Another object of the present invention is to pro-
vide a new and improved GPS-tracked ATM banking system
of the present invention displaying ATM-Level QR codes to
enable the consumer user to access and control the GPS-
specified ATM system to perform a number of banking
functions in a safe, secure and contactless manner.

[0106] Another object of the present invention is to pro-
vide a new and improved method of depositing cash and/or
checks in, or withdrawing cash from, an GPS-tracked QR
code driven ATM banking system in a contactless manner
using a mobile smart phone deployed on the GPS-tracking
wireless access control network of the present invention.
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[0107] These and other objects will become more apparent
hereinafter in view of the Detailed Description and pending
Claims to Invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0108] In order to more fully understand the Objects, the
following Detailed Description of the illustrative embodi-
ments should be read in conjunction with the accompanying
Drawings, wherein:

[0109] FIG. 1 shows a prior art GOPOD® -electronic
locker system, wherein for locker rental, guests simply visit
any networked GOPOD® kiosk using cash or credit card,
enter their desired PIN, and go directly to their locker, and
wherein a dedicated keypad is installed on each locker
allowing guests to bypass the kiosk for future access,
thereby (i) eliminating operational nightmares associated
with costly wristbands or RFID keys, unreliable biometric
sensors and misplaced keys, (ii) reducing employee cash
handling, and (iii) streamlining operations;

[0110] FIG. 2 is a table showing the green, red and yellow
indicator lights supported on each prior art GOPOD® elec-
tronic locker, visibly signaling to the user the status of the
assigned locker, what operations to conduct and when;
[0111] FIGS. 3A and 3B show a prior art system in U.S.
Pat. No. 8,990,110 (assigned to Best Lockers LLC) for
assigning controlled access to a securable device (e.g.
locker) using a kiosk configured to receive a PIN number
from the user which is then stored in rented locker for local
access to the locker even when the locker is disconnected
from the network;

[0112] FIG. 4 is a system network diagram of the prior art
system in FIGS. 3A through 3C, disclosed in US Patent
Application No. US2019/0035186, showing the mobile
phone of a guest sending kiosk/locker data to the manage-
ment server via a cell tower network, while directly con-
trolling access to the locker via a local locker computer
device controlling the electronic lock installed in the
accessed locker, as generally employed in Safemark’s
GoPod® electronic locker system;

[0113] FIGS. 5A, 5B and 5C show a prior art locker
system disclosed in U.S. Pat. No. 9,558,608 (assigned to
Smarte Carte, Inc.) that includes electronic lockers that are
centrally managed by a locker managed that handles admis-
sions and sales for a venue, and wherein guests scan their ID
codes at the locker terminal (kiosk terminal) and provide the
scanned codes to ID code to the locker manager, and when
approved, generates a rental plan and provided the guest
access to the assigned locker;

[0114] FIGS. 6A, 6B, 6C and 6D show a prior art storage
locker system disclosed in U.S. Pat. No. 10,474,797 (as-
signed to Tiburon Lockers Inc.) that includes (i) a kiosk to
assign locker units to users and provide users with access
credentials (e.g. via text or SMS messages or applications on
a computer) to access assigned lockers, and (ii) a user portal
for each locker unit to access the locker using assigned
access credentials;

[0115] FIG. 7 shows a schematic illustrating providing a
global view of an amusement park facility supported by the
cloud-based Quick Response (QR) code driven wireless
system network supporting storage lockers, mobility solu-
tions and other guest services in accordance with the prin-
ciples of the present invention, wherein multi-level QR
codes (e.g. facility-level QR codes, site-level QR codes and
device-level QR codes) are deployed across the entire
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amusement park facility (i.e. enterprise) to support the
contact-less procurement and provision of diverse kinds of
valuable services to park guests and visitors, anywhere
within the park environment, when simply using their
mobile (smart) phones;

[0116] FIG. 8A shows a schematic representation of an
amusement park facility, which the system of multi-level QR
codes of the present invention are embedded at the facility,
site, and device (i.e. thing) level of the park environment to
enable park guests, visitors and other system users to pro-
cure, access and receive storage, mobility and other valuable
products and services while visiting an amusement park
environment;

[0117] FIG. 8B shows a schematic representation illustrat-
ing the mapping of multi-level QR codes to particular entry
points in transaction workflows designed to support pro-
curement and delivery of services to an amusement park,
tourist, or adventure seeking environment, wherein (i) Facil-
ity-Level QR codes are mapped to facility-level entry points
in the transactional workflow and posted/displayed at physi-
cal and virtual locations outside of amusement park facility,
(i) Site-Level QR codes are mapped to site-level entry
points in the transactional workflow and posted/displayed at
physical Site locations within the amusement park facility,
and (ii1) Device-Level QR codes are mapped to device-level
(e.g. locker door level) entry points in the transactional
workflow and posted/displayed on actual physical locker
doors located at Sites within the amusement park facility.
[0118] FIG. 8C is a table setting forth rule-based triggers
that are employed for automated re-direction of transactional
workflow upon automated detection thereof during the QR
driven access control processes executing on system servers
of the present invention.

[0119] FIG. 9 is a table showing the Multi-Level QR Code
Hierarchy comprising (i) Door-Level QR Codes intelligently
encoded with data attributes including facility (park), site,
door, type (e.g. timed/daily), size, and pricing and URL
directed to a first server component supported on the wire-
less system network of the present invention, (ii) Site-Level
QR Codes intelligently encoded with data attributes includ-
ing facility (park), site, type (e.g. timed/daily), size options,
the pricing for each size and type options, and inventory
status of each type and option, and URL directed to a second
server component supported on the wireless system network
of the present invention, and (iii) Facility-Level QR Codes
intelligently encoded with data attributes including facility
(park), sites rendered as choices, types (e.g. timed/daily),
size options, and the pricing for each size and type options,
and URL directed to a third server component supported on
the wireless system network of the present invention;
[0120] FIG. 10 is a schematic system block diagram of the
cloud-based (i.e. Internet-based) GPS-tracking wireless
access control system network of the present invention
configured for procurement and access control of storage
lockers, mobility solutions and other services offered within
an enterprise-level amusement park facility, shown compris-
ing: a system of GNSS satellites orbiting around the Earth,
GPS-tracked wireless networked lockers, GPS-tracked wire-
less networked vehicles (e.g. ECVs, wheelchairs, and stroll-
ers alike), GPS-tracked service providers, GPS-tracked ven-
dors, and other diverse types of GPS-tracked wireless
networked securable devices, each being interfaced with a
TCP/IP infrastructure directly, and/or via a facility-based
Internet Gateway; a network of cellular towers for support-
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ing wireless data communication services between wireless
mobile computing devices and network communication
adapters; a plurality of wireless mobile computing systems
(e.g. smartphones, tablet computers, etc.); one or more
industrial strength data centers, each supporting a cluster of
communication servers (e.g. web servers), a cluster of
application servers, and a cluster of database servers, and
SMS/text and email servers supported by at least one wide
area network (WAN), and local weather servers, and net-
work service platforms including electronic payment sys-
tems and services, credit card processing, and the universe
of webservers supported on the WWW;

[0121] FIG. 11 is a schematic system diagram of the
cloud-based GPS-tracking wireless access control system
network of the present invention depicted in FIG. 10,
showing, in greater detail, (i) GPS-tracked wireless net-
worked locker systems with remote access control and
bearing Device-Level QR Codes for procurement and access
control by guests scanning these QR codes using mobile
smartphones, (ii) GPS-tracked wireless networked strollers
with remote security control and bearing Device-Level QR
Codes for procurement and access control by guests scan-
ning these QR codes using mobile smartphones, (iii) GPS-
tracked wireless networked electric convenience vehicles
(ECVs) with remote security control and bearing Device-
Level QR Codes for procurement and access control guests
by scanning these QR codes using mobile smartphones, (iv)
GPS-tracked wireless networked amusement park rides (e.g.
Sites) with remote security control and posting/displaying
Site-Level QR Codes for access to the park’s storage and
mobility service transactional workflow by guests scanning
these QR codes using mobile smartphones, (v) GPS-tracked
wireless networked Service Providers and Vendors (e.g.
Sites) with remote security control and posting/displaying
Site-Level QR Codes for access to the park’s service trans-
actional workflow by guests scanning these QR codes using
mobile smartphones, and (vi) GPS-tracked wireless net-
worked Amusement Park Facility (e.g. Facility) with remote
security control and posting/displaying Facility-Level QR
Codes for access to the park’s storage and mobility service
transactional workflow by guests scanning these QR codes
using mobile smartphones;

[0122] FIG. 12 is a schematic system block diagram of the
cloud-based GPS-tracking wireless access control system
network of the present invention, with other aspects thereof
depicted in FIGS. 10 and 11, and showing the system
subcomponents of its GPS-tracked wireless networked
locker systems, and other system network components inter-
faced with its TCP/IP Internet infrastructure, namely: elec-
tronic payment systems, locker inventory systems, stroller
inventory systems, electric convenience vehicle (ECV)
inventory system, mobile computing systems, GPS-tracking
wireless networked ECVs bearing device-level QR codes,
GPS-tracked wireless networked strollers bearing device-
level QR codes, GPS-tracked wireless networked venues of
service providers and/or vendors operating in the park
facility, bearing site-level QR codes, wireless networked
geo-fencing systems installed in the amusement park to
support the vendors and service providers operating in the
amusement park facility using wireless networked services,
and web, application and database servers associated with
the data centers deployed to support the services required by
the system network of the present invention;
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[0123] FIG. 13A is a perspective view of a GPS-tracked
wireless networked mobile/stationary locker system having
plurality of QR code driven access controlled locker units,
each accessible by scanning the QR codes on the locker unit
using a web-enabled mobile smartphone deployed in the
system network, and carrying out the transaction supported
on the display screen of the mobile smartphone;

[0124] FIG. 13B a perspective view showing a column of
locker cabinets from the larger GPS-tracked wireless net-
worked locker system shown in FIG. 13A, wherein each
electronically-controlled locker unit posts or displays a
door-level QR code for scanning with a web-enabled mobile
smartphone deployed on the wireless system network of the
present invention;

[0125] FIG. 14 is a schematic system block diagram of the
GPS-tracked wireless networked transportable locker sys-
tem of the present invention with QR code driven access
control, and shown comprising a group of electronically-
controlled locker units that are internetworked together in a
transportable GPS-tracked cabinet, that can be locally man-
aged by a networked kiosk server system, and/or remotely
managed by network servers maintained in a cloud-based
data center shown in FIGS. 10, 11 and 12, under any of
seven exemplary case scenarios modeled and described in
FIGS. 14B, 14C, 14D, 14E, 14F, 14G and 14H;

[0126] FIG. 14A is a schematic diagram of the GPS-
tracked wireless networked transportable locker system
shown in FIG. 14, with the internal system architecture of
the kiosk server system shown in greater detail along with
aspects of the system architecture of the locker units in the
networked locker system, so as to show that the networked
locker units are networked together and managed/manage-
able by the kiosk server system using Ethernet or other
communication networking protocols, while the manual
keypads and PIN storage memory on each locker unit are in
communication with kiosk server system using a serial-to-
UDP/IP communication network;

[0127] FIG. 14B shows the wireless system network of the
present invention with mobile phones and other network
components configured and operating according to Case 1,
where a local kiosk server system is used to manage groups
of locker units at a specific site location in a facility and
locker inventory and rental transaction records are main-
tained in databases in the local kiosk server system;
[0128] FIG. 14C shows the wireless system network of the
present invention with mobile phones and other network
components configured and operating according to Case 2,
where local kiosk server systems are networked together and
used to manage groups of locker units at specific site
locations in specific facilities, and locker inventory and
rental transaction records are maintained in databases syn-
chronized in local kiosk server systems and cloud-based
network servers;

[0129] FIG. 14D shows the wireless system network of the
present invention with mobile phones and other network
components configured and operating according to Case 3,
where a local kiosk server system is used to manage a groups
of'locker units at a specific site location in a specific facility,
and locker inventory and rental transaction records are
maintained in databases in local kiosk server systems and
cloud-based network servers that are automatically data
synchronized;

[0130] FIG. 14E shows the wireless system network of the
present invention with mobile phones and other network
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components configured and operating according to Case 4,
where a local kiosk server system is not employed to manage
groups of local locker units at a site location in a specific
facility, and all locker inventory and rental transaction
records are maintained in databases in cloud-based network
servers;

[0131] FIG. 14F shows the wireless system network of the
present invention with mobile phones and other network
components configured and operating according to Case 5,
where locker inventory and rental transaction records are
maintained in local kiosk database servers, local internet
and/or electrical power is interrupted at a site and the guest’s
mobile phone uses Bluetooth RF communication with a
specific locker unit to communicate the PIN code to locker
and open the door of a rented locker and retrieve personal
belongings;

[0132] FIG. 14G shows the wireless system network of the
present invention with mobile phones and other network
components configured and operating according to Case 6,
where locker inventory and rental transaction records are
maintained in local kiosk database servers, local internet
and/or electrical power is interrupted at a site and the guest’s
mobile phone uses local WIFI supported at the local kiosk
server system to establish a WIF] communication link
between the mobile smartphone and the local kiosk server
system to rent a new locker unit and store the user’s PIN
code in the locker unit, then open the door of a rented locker
and store personal belongings;

[0133] FIG. 14H shows the wireless system network of the
present invention with mobile phones and other network
components configured and operating according to Case 7,
where locker inventory and rental transaction records are
maintained in cloud database servers, local internet and/or
electrical power is interrupted at a site, and a guest’s mobile
phone uses Bluetooth RF to communicate with the rented
networked locker unit and enter the digital PIN code to open
the locker door and retrieve personal belongings;

[0134] FIG. 15 is a perspective view of a GPS-tracked
wireless networked electric convenience vehicle (ECVs)
with Q code driven access control using the GPS-tracking
wireless system network of the present invention;

[0135] FIG. 16 is a GPS-tracked wireless networked elec-
tric convenience vehicle (ECV) of the present invention with
QR code driven access control using the GPS-tracking
wireless system network of the present invention;

[0136] FIG. 17 is a perspective view of a GPS-tracked
wireless networked stroller with Q code driven access
control using the GPS-tracking wireless system network of
the present invention;

[0137] FIG. 17A is a rear perspective view of the GPS-
tracked wireless networked stroller shown in FIG. 17, illus-
trating its electronically-controlled wheel-axel control mod-
ule (ECWCM) shown in FIG. 16 installed and operational
within the stroller system;

[0138] FIG. 17B1 is a perspective view of the hand-
actuated control bar assembly mounted on the GPS-tracked
wireless networked stroller shown in FIG. 17, shown con-
figured in its unlocked state so the stroller wheel brake is
unlocked by the device;

[0139] FIG. 17B2 is a close-up rear perspective view of
the hand-actuated control bar assembly mounted on the
GPS-tracked wireless networked stroller shown in FIG. 17
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shown configured in its locked state so the stroller wheel
brake is locked by the device, and the wheels unable to
rotate;

[0140] FIG. 17C1 is a perspective cutaway view of the
wireless remote locking module mounted to the hand-
actuated control bar assembly shown in FIGS. 17A and 17B,
while shown in the unlocked state of configuration;

[0141] FIG. 17C2 is a perspective cutaway view of the
wireless remote locking module mounted to the hand-
actuated control bar assembly shown in FIGS. 17A and 17B,
while shown in the locked state of configuration;

[0142] FIG. 17D is a perspective view of the GPS-tracking
electronic control module mounted on the hand-actuated
control bar assembly shown in FIGS. 17A and 17B, and
employed in the GPS-tracked wireless networked stroller
shown in FIG. 17, showing a control housing portion and a
rechargeable battery module;

[0143] FIG. 17E is a perspective view of the GPS-tracking
electronic control module of FIG. 17D, showing its battery
power module slide off and away from the control housing
portion;

[0144] FIG. 17F is a perspective view of the control
housing portion of the GPS-tracking electronic control mod-
ule shown in FIGS. 17D through 17F, show with its cover
manner removed from the main housing component to
reveal its internally mounted electro-mechanical compo-
nents including rotary motor, sensors, and electronic control
circuitry;

[0145] FIG. 17G1 is an exploded view of the battery
power module employed with the GPS-tracking electronic
control module of FIG. 17D;

[0146] FIG. 17G2 is a perspective view of the assembled
battery power module employed with the GPS-tracking
electronic control module of FIG. 17D;

[0147] FIG. 18 is a GPS-tracked wireless networked
stroller of the present invention with QR code driven access
control using the GPS-tracking wireless system network of
the present invention, to support Contactless Transactions
for a quick and safe guest rental experience, Web-based
Application initiated by QR code provides easy to use
platform without need for app installation, SMS Receipt
Message for guest convenience and personalized rental
confirmation, Mobile Payment to reduce cash handling and
labor costs, GPS-enabled fleet review and management,
rider instructions for use of vehicle, and fleet reporting;
[0148] FIG. 19 is a perspective view of a GPS-tracked
wireless networked wheel chair with QR code driven access
control using the GPS-tracking wireless system network of
the present invention;

[0149] FIG. 20 is a GPS-tracked wireless networked
wheel chair of the present invention with QR code driven
access control using the GPS-tracking wireless system net-
work of the present invention;

[0150] FIG. 21 is a perspective view of a mobile smart-
phone system (e.g. Apple iPhone device);

[0151] FIG. 22 is a perspective view of a mobile tablet
computing system (e.g. Apple iPad device);

[0152] FIG. 23 is a schematic system block diagram of the
mobile smartphone system and/or mobile tablet computing
system shown in FIGS. 21 and 22;

[0153] FIG. 24A is a schematic representation of the
object-oriented libraries stored and executable within the
cluster of application servers within the data center, realizing
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the many services supported on the wireless access control
system network of the present invention;

[0154] FIG. 24B is a schematic representation of the
database structure associated with an exemplary relational
database management system (RDBMS) used to illustrate a
database architecture that will be designed and developed to
support the wireless control access system network of the
present invention, with the exemplary suite of services
described in detail herein;

[0155] FIG. 25 is a GPS-tracked wireless networked
locker system of the present invention with QR code driven
access control using the GPS-tracking wireless system net-
work of the present invention, supporting electronic-ink
display panels on each locker front door to display QR
codes, user instructions, messages and graphical indicia
including advertising required or suggested by the principles
of the present invention;

[0156] FIG. 26 is a perspective view of the GPS-tracked
wireless networked locker system with QR code driven
access controlled locker units, each having an electronic-ink
(E-ink) display panel for displaying QR codes, user instruc-
tions, messages, as well as advertisements;

[0157] FIG. 27 is a perspective view of a pair of locker
units in the GPS-tracked network wireless networked locker
cabinet system shown in FIG. 27, each having an electronic-
ink (E-ink) display panel for displaying QR codes and user
instructions;

[0158] FIG. 27A is a perspective view of the locker units
of FIG. 27, showing the left sided locker configured in the
“locker available” state, and displaying a Door-Level QR
code available for scanning by a guest’s web-enabled mobile
phone to receive the services from the system network of the
present invention;

[0159] FIG. 27B is a perspective view of the locker units
of FIG. 27, showing the left sided locker in the “locker
rented & in use” state, displaying a user-selected message
“SPARK1237;

[0160] FIG. 27C is a perspective view of the locker units
of FIG. 27, showing the left sided locker in the “locker
available” state, displaying a Door-Level QR code once
again;

[0161] FIGS. 28A, 28B, 28C and 28D set forth a flow
chart describing the primary steps involved when carrying
out the method of managing access control to a networked
locker system by scanning facility-level QR codes posted at
the entrance gate or outside of an amusement park facility,
using a mobile smartphone wireless connected to the wire-
less access control system network of the present invention;
[0162] FIG. 29A is a schematic illustrating showing a
perspective view of an amusement park facility, with a sign
posted at the entrance date of the park, displaying a Facility-
Level QR code as shown in FIG. 29B, which upon scanning
with a web-enabled mobile smartphone is engineered to
direct the guest user to a web-based e-commerce-enabled
locker rental and access control transaction having the
largest scope of services, encapsulating the entire facility,
and allowing guest users to select a Site location of choice
within the amusement park for their locker rental within the
amusement park, and then allow the wireless system net-
work to automatically assign an available locker to the guest
at the selected Site;

[0163] FIG. 29B is an enlarged view of the Facility-Level
QR Code posted at the entrance gate of the amusement park
illustrated in FIG. 29A;
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[0164] FIG.30A is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the first step in the facility-level access
control method of the present invention involving (i) the
scanning of a Facility-Level QR Code as shown in FIGS.
29A and 29B, and (ii) automatically directing the smart-
phone web-browser application (e.g. Apple Safari) to parse
and analyze the scanned QR code and serve, load and
display the webpage specified by the URL encoded in the
Facility-Level QR Code as illustrated in table of FIG. 9, and
whereupon, the application server stores a “Rental Transac-
tion Identifier-Facility Entry” (RTI-FE) within the cache on
the mobile smartphone;

[0165] FIG. 30B is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the second step in the facility-level access
control method of the present invention involving the selec-
tion of which Site within the Facility (e.g. amusement park)
(e.g. Main Gate, South Entrance, or Picnic Area) where the
guest user would like to rent and access a storage locker to
store personal belongings;

[0166] FIG.30C is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the third step in the facility-level access
control method of the present invention involving the selec-
tion of time/date of the locker rental at the Site within the
Facility when would the guest user would like to rent and
access to store personal belongings;

[0167] FIG. 30D is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the fourth step in the facility-level access
control method of the present invention involving the selec-
tion of locker size (e.g. small, large, jumbo) at the selected
Site within the Facility which the guest user would like to
rent and access to store personal belongings;

[0168] FIG. 30E is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the fifth step in the facility-level access
control method of the present invention involving the guest
user requesting to rent the locker previously specified by the
site, time/date, and locker size selected by the guest within
the Facility, while displaying the price of the locker rental
and availability at the time of the rental offer (prior to
acceptance and order placement);

[0169] FIG. 30F is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the sixth step in the facility-level access
control method of the present invention involving the user’s
selection of four-digit passcode for use in opening the rental
locker, and selecting SAVE and CONTINUE to save the
request in the RDBMS of the wireless access control system
network;

[0170] FIG. 30G is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the seventh step in the facility-level access
control method of the present invention displaying the
selected locker size and user passcode, and involving enter-
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ing the guest’s phone number to which the system network
will transmit locker information and rental receipt via SMS/
text once the user enters the phone number information and
selects SAVE and CONTINUE, to initiate the web-based
transaction between the web-enabled mobile phone and the
system’s web-enabled e-commerce-supported locker access
control servers maintained at the data center;

[0171] FIG. 30H is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the eighth step in the facility-level access
control method of the present invention displaying the
selected locker size, entered passcode, text receipt phone
number, and total price of the locker rental (tax included),
and providing several options for the user to make payment
(e.g. using ApplePay® or using a credit card or debit card of
the user, in which case, the card number and expiration date
i.e. month/year are requested);

[0172] FIG. 301 is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the ninth step in the facility-level access
control method of the present invention displaying, after the
prior payment transaction has been successfully completed,
a message that the locker is ready, along with the selected
location MAIN GATE, locker #and passcode, and a message
to open the locker at its location, by either scanning the
door-level QR code on the locker door, or entering the
unique passcode into the locker’s keypad (where and as
provided);

[0173] FIG. 307 is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the tenth step in the facility-level access
control method of the present invention displaying, after
scanning the door-level QR code or entering the unique
passcode into the locker’s keypad, a message that the locker
is OPEN (and “upon return, unlock the locker by entering
the passcode on the keypad or rescanning the Door-Level
QR Code™);

[0174] FIG. 31 is a plan view of an exemplary Door-Level
QR Code (i.e. a machine-readable code, such as an optically-
readable bar code symbol and/or RFID encoded tag com-
ponent) physically posted or electrically displayed on the
front door surface of each locker unit in the GPS-tracked
wireless networked locker system illustrated in FIG. 26;

[0175] FIG. 32Ais a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the first step in the door-level access
control method when entered after completing the facility-
level access control method described in FIGS. 31A through
30J, involving (i) the scanning of the Door-Level QR code
on the rented locker using the user’s web-enabled mobile
smartphone, as shown in FIGS. 29A and 29B, (ii) automati-
cally directing the smartphone web-browser application
(e.g. Apple Safari) to parse and analyze the scanned QR code
and serve, load and display the webpage specified by the
URL encoded in the Door-Level QR Code as illustrated in
table of FIG. 9, and (iii) executing the access control
transaction script for the locker rental transaction identified
by the “Rental Transaction Identifier-Facility Entry” stored
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on the phone by the application servers, so as to determine
the state of the transaction for the Door-Level Access
Control Method;

[0176] FIG. 32B is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the second step in the door-level access
control method of the present invention displaying a mes-
sage that the “Locker Is in Use” (e.g. Locker Number 154),
and requesting the user to enter his or her unique 4 digital
passcode, and the select the button “OPEN MY LOCKER”;

[0177] FIG. 32C is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the third step in the door-level access
control method displaying, after scanning the door-level QR
code or entering the unique passcode into the locker’s
keypad, a message that the locker is OPEN (and “upon
return, unlock the locker by entering the passcode on the
keypad or rescanning the Door-Level QR Code”), allowing
the user to either (i) store personal belongings in the storage
locker or access stored personal belongings from the
accessed locker, as the case may be;

[0178] FIGS. 33A, 33B, 33C and 33D, taken together, set
forth a flow chart describing the primary steps involved
when carrying out the method of managing access control to
a networked locker system by scanning site-level QR codes
posted at a particular Site in an amusement park facility,
using a mobile smartphone wireless connected to the wire-
less access control system network of the present invention;

[0179] FIG. 34A is a schematic illustrating showing a
perspective view of an amusement park facility, with a sign
posted at a Site in the park, displaying a Site-Level QR code
as shown in FIG. 34B, which upon scanning with a web-
enabled mobile smartphone is engineered to direct the guest
user to a web-based e-commerce-enabled locker rental and
access control transaction having a narrowed scope of
services within the facility, and allowing guest users to select
a storage locker, mobility solution or other service at the Site
within the amusement park, and then allow the wireless
system network to automatically assign an available locker,
mobility solution or service to the guest at the selected Site;

[0180] FIG. 34B is an enlarged view of the Site-Level QR
Code posted at a Site within the amusement park illustrated
in FIG. 34A, wherein at the Site Level, the user is able to
scan a Site-Level QR code that is intelligently assigned to
that Site location, and users will select a size of the storage
locker (or type of mobility solution desired or required), and
the wireless system network will automatically assign an
available locker to the user (or an available vehicle, wheel-
chair or stroller to the user) at that Site, as the case may be;

[0181] FIG. 35A is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the first step in the site-level access
control method of the present invention involving (i) the
scanning of a Site-Level QR Code as shown in FIGS. 43A
and 43B, and (ii) automatically directing the smartphone
web-browser application (e.g. Apple Safari) to parse and
analyze the scanned QR code and serve, load and display the
webpage specified by the URL encoded in the Site-Level QR
Code as illustrated in table of FIG. 9, and whereupon, the
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application server stores a “Rental Transaction Identifier-
Site-Entry” (RTI-SE) within the cache on the mobile smart-
phone;

[0182] FIG. 35B is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the second step in the site-level access
control method of the present invention involving the selec-
tion of time/date of the locker rental at the Site within the
Facility when would the guest user would like to rent and
access to store personal belongings;

[0183] FIG. 35C is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the third step in the site-level access
control method of the present invention involving the selec-
tion of locker size (e.g. small, large, jumbo) at the selected
Site within the Facility which the guest user would like to
rent and access to store personal belongings;

[0184] FIG. 35D is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the fourth step in the site-level access
control method of the present invention involving the guest
user requesting to “Rent This Locker” previously specified
by the Site, time/date, and locker size selected by the guest
at the Site, while displaying the price of the locker rental and
availability at the time of the rental offer (prior to acceptance
and order placement);

[0185] FIG. 35E is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the fifth step in the site-level access
control method of the present invention involving the user’s
selection of four-digit passcode for use in opening the rental
locker, and selecting SAVE and CONTINUE to save the
request in the RDBMS of the wireless access control system
network;

[0186] FIG. 35F is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the sixth step in the site-level access
control method of the present invention displaying the
selected locker size and user passcode, and involving enter-
ing the guest’s phone number to which the system network
will transmit locker information and rental receipt via SMS/
text once the user enters the phone number information and
selects SAVE and CONTINUE, to initiate the web-based
transaction between the web-enabled mobile phone and the
system’s web-enabled e-commerce-supported locker access
control servers, maintained at the data center;

[0187] FIG. 35G is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the seventh step in the site-level access
control method of the present invention displaying the
selected locker size, entered passcode, text receipt phone
number, and total price of the locker rental (tax included),
and providing several options for the user to make payment
(e.g. using ApplePay® or using a credit card or debit card of
the user, in which case, the card number and expiration date
i.e. month/year are requested);

[0188] FIG. 35H is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
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wireless access control system network of the present inven-
tion, and showing the eighth step in the site-level access
control method of the present invention displaying, after the
prior payment transaction has been successfully completed,
a message that the locker is ready, along with the selected
locker #and user’s passcode, and a Button enabled to open
the locker at its location, by the user simply either scanning
the door-level QR code on the locker door, or entering the
unique passcode into the locker’s keypad (where and as
provided);

[0189] FIG. 351 is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the ninth step in the site-level access
control method of the present invention displaying, after
scanning the door-level QR code or entering the unique
passcode into the locker’s keypad, a message that the locker
is OPEN (and “upon return, unlock the locker by entering
the passcode on the keypad or rescanning the Door-Level
QR Code”), and an END RENTAL Button for selection by
the user to the end the locker rental;

[0190] FIG. 36 is a plan view of an exemplary Door-Level
QR Code physically posted or electrically displayed on the
front door surface of each locker unit in the GPS-tracked
wireless networked locker system illustrated in FIG. 26;

[0191] FIG. 37A s a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the first step in the door-level access
control method when entered after scanning a site-level
access QR code as described in FIGS. 35A through 35I,
involving (i) the scanning of the Door-Level QR code on the
rented locker using the user’s web-enabled mobile smart-
phone, as shown in FIGS. 29A and 29B, (ii) automatically
directing the smartphone web-browser application (e.g.
Apple Safari) to parse and analyze the scanned QR code and
serve, load and display the webpage specified by the URL
encoded in the Door-Level QR Code as illustrated in table
of FIG. 9, and (iii) executing the access control transaction
script for the locker rental transaction identified by the
“Rental Transaction Identifier-Site Entry” stored on the
phone by the application servers, so as to determine the state
of the transaction for the Door-Level Access Control
Method;

[0192] FIG. 37B is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the second step in the door-level access
control method of the present invention displaying a mes-
sage that the “Locker Is in Use” (e.g. Locker Number 154),
and requesting the user to enter his or her unique 4 digital
passcode, and the select the button “OPEN MY LOCKER”;

[0193] FIG. 37C is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the third step in the door-level access
control method of the present invention displaying a mes-
sage asking the user (i) whether or not the user is “Done for
the Day?”, in which case the user will no longer have access
to the locker rental and all belongings should be removed
from the locker before ending the locker rental, or (ii)
whether or not the user wishes to continue using the locker
for storage of personal belongings;
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[0194] FIG. 37D is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the fourth step in the door-level access
control method displaying, after scanning the door-level QR
code or entering the unique passcode into the locker’s
keypad, a message that the locker is OPEN (and “upon
return, unlock the locker by entering the passcode on the
keypad or rescanning the Door-Level QR Code™) allowing
the user to either store personal belongings in the storage
locker or access stored personal belongings from the
accessed locker, as the case may be, and an END RENTAL
Button for selection by the user to the end the locker rental;

[0195] FIGS. 38A, 38B, 38C and 38D, taken together,
provide a flow chart describing the primary steps involved
when carrying out the method of managing access control to
a networked locker system by scanning Door-Level QR
Codes posted or displayed on the front door of each storage
locker deployed within the amusement park facility, using a
mobile smartphone wireless connected to the wireless access
control system network of the present invention;

[0196] FIG. 39A is a schematic illustrating showing a
perspective view of an amusement park facility, with a
locker cabinet located at sign posted at a Site in the park, and
each locker unit in the cabinet displaying a Door-Level QR
code as shown in FIG. 39B, which upon scanning with a
web-enabled mobile smartphone is engineered to direct the
guest user to a web-based e-commerce-enabled locker rental
and access control transaction having a narrowed scope of
services within the facility, and allowing guest users to rent
the storage locker, at the Site within the amusement park,
and then allow the wireless system network to automatically
control access to the locker at the Site;

[0197] FIG. 39B is a plan view of the Door-Level QR
Code physically posted or electrically displayed on the front
door surface of each locker unit in the GPS-tracked wireless
networked locker system illustrated in FIG. 26, wherein at
this most explicit level, Door Level, users are allowed to
directly scan the locker door they want to rent, and intelli-
gence regarding the Size, Price, Site, and Facility is effec-
tively built into the Door-Level QR Code so that users can
enjoy an expedited rental experience;

[0198] FIG. 40A is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the first step in the door-level access
control method of the present invention involving (i) the
scanning of a Door-Level QR Code as shown in FIGS. 43A
and 43B, and (ii) automatically directing the smartphone
web-browser application (e.g. Apple Safari) to parse and
analyze the scanned QR code and serve, load and display the
webpage specified by the URL encoded in the Site-Level QR
Code as illustrated in table of FIG. 9, and whereupon, the
application server stores a “Rental Transaction Identifier-
Door-Entry” (RTI-DE) within the cache on the mobile
smartphone;

[0199] FIG. 40B is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the second step in the door-level access
control method of the present invention involving the user
selecting the “Rent This Locker” Button to rent the scanned
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and selected locker for a specific time/date (e.g. All Day
Locker Rental), given its specified size and rental price at the
Site within the Facility;

[0200] FIG. 40C is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the third step in the door-level access
control method of the present invention involving the user’s
selection of four-digit passcode for use in opening the rental
locker, and selecting SAVE and CONTINUE to save the
request in the RDBMS of the wireless access control system
network;

[0201] FIG. 40D is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the fourth step in the door-level access
control method of the present invention displaying the
selected locker size and user passcode, and involving enter-
ing the guest’s phone number to which the system network
will transmit locker information and rental receipt via SMS/
text once the user enters the phone number information and
selects SAVE and CONTINUE, to initiate the web-based
transaction between the web-enabled mobile phone and the
system’s web-enabled e-commerce-supported locker access
control servers, maintained at the data center;

[0202] FIG. 40F is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the fifth step in the door-level access
control method of the present invention displaying the
selected locker size, entered passcode, text receipt phone
number, and total price of the locker rental (tax included),
and providing several options for the user to make payment
(e.g. using ApplePay® or using a credit card or debit card of
the user, in which case, the card number and expiration date
i.e. month/year are requested);

[0203] FIG. 40F is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the sixth step in the door-level access
control method of the present invention displaying, after the
prior payment transaction has been successfully completed,
a message that the locker is ready, along with the selected
locker #and user’s passcode, and a Button enabled to “Open
My Locker” at its location by the user simply either scanning
the door-level QR code on the locker door, or entering the
unique passcode into the locker’s keypad (where and as
provided);

[0204] FIG. 40G is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the seventh step in the door-level access
control method of the present invention displaying, after
scanning the door-level QR code or entering the unique
passcode into the locker’s keypad, a message that the locker
is OPEN (and “upon return, unlock the locker by entering
the passcode on the keypad or rescanning the Door-Level
QR Code”), and an END RENTAL Button for selection by
the user to the end the locker rental;

[0205] FIG. 41 is a plan view of the Door-Level QR Code
physically posted or electrically displayed on the front door
surface of each locker unit in the GPS-tracked wireless
networked locker system illustrated in FIG. 26, wherein at
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this most explicit level, Door Level, users are allowed to
directly rescan the rented locker door they want to access to
remove personal belongings;

[0206] FIG. 42A is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the first step in the door-level access
control method when entered after completing the door-level
access control method described in FIGS. 40A through 40G,
involving (i) the scanning of the Door-Level QR code on the
rented locker using the user’s web-enabled mobile smart-
phone, as shown in FIGS. 29A and 29B, (ii) automatically
directing the smartphone web-browser application (e.g.
Apple Safari) to parse and analyze the scanned QR code and
serve, load and display the webpage specified by the URL
encoded in the Door-Level QR Code as illustrated in table
of FIG. 9, and (iii) executing the access control transaction
script for the locker rental transaction identified by the
“Rental Transaction Identifier-Door Entry” stored on the
phone by the application servers, so as to determine the state
of the transaction for the Door-Level Access Control
Method;

[0207] FIG. 42B is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the second step in the door-level access
control method of the present invention displaying a mes-
sage that (i) the “Locker Is in Use” (e.g. Locker Number
154), and requesting the user to enter his or her unique 4
digital passcode, and the select the button “OPEN MY
LOCKER?”, and (ii) if the scanned locker is not the guest’s
rented locker, then the user should look for a locker with a
GREEN light indicating it is available for rental;

[0208] FIG. 42C is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the third step in the door-level access
control method displaying, after scanning the door-level QR
code or entering the unique passcode into the locker’s
keypad, a message indicating (i) that the “Locker is Open”
(and “upon return, unlock the locker by entering the pass-
code on the keypad or rescanning the Door-Level QR
Code”) allowing the user to either store personal belongings
in the storage locker or access stored personal belongings
from the accessed locker, as the case may be, and (ii) that an
END RENTAL Button is displayed and active for selection
by the user to the end the locker rental transaction at the Site
of the Facility;

[0209] FIG. 42D is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the fourth step in the door-level access
control method of the present invention displaying a mes-
sage asking the user (i) whether or not the user is “Done for
the Day?”, in which case the user will no longer have access
to the locker rental and all belongings should be removed
from the locker before ending the locker rental, or (ii)
whether or not the user wishes to continue using the locker
for storage of personal belongings;

[0210] FIG. 42E is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the fifth step in the door-level access
control method of the present invention displaying a mes-
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sage indicating and confirming the user ended the locker
rental, and the user should remove all belongings from the
locker before closing the locker, and optionally, if the
internal automated locker camera is active within the rented
locker, and the camera detects one or more objects in the
locker, then the access control system network will auto-
matically make such determinations and prevent the user
from terminating the locker rental until all objects have been
removed from the locker as confirmed by video camera
images captured by the internal locker camera;

[0211] FIGS. 43A, 43B and 43C, taken together, provide
a flow chart describing the primary steps involved when
carrying out the method of managing access control to a
GPS-tracked wireless networked stroller by scanning the
Device-Level QR Code posted or displayed on the stroller
available for rental, controlled access and use within the
amusement park facility, using a mobile smartphone wire-
less connected to the wireless access control system network
of the present invention;

[0212] FIG. 44 is a plan view of perspective view of
GPS-tracked wireless networked stroller illustrated in FIGS.
17, 17A through 17E and 18, wherein users are allowed to
directly scan the Device-Level QR code on the stroller
system they wish to rent, and the intelligence regarding the
stroller’s Model, Price, Site, and Facility is effectively built
into the Device-Level QR Code so that users can enjoy an
expedited rental experience, with involvement in minimal
data entry operations;

[0213] FIG. 45A is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the first step in the device-level access
control method of the present invention involving (i) the
scanning of a Device-Level QR Code on an available
GPS-tracked wireless networked stroller as shown in FIGS.
17 and 18, and (ii) automatically directing the smartphone
web-browser application (e.g. Apple Safari) to parse and
analyze the scanned QR code and serve, load and display the
webpage specified by the URL encoded in the Device-Level
QR Code as illustrated in table of FIG. 9, and whereupon,
the application server stores a “Rental Transaction Identi-
fier-Device-Entry” (RTI-DE) within the cache on the mobile
smartphone;

[0214] FIG. 458 is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the second step in the device-level access
control method of the present invention involving the user
selecting the “Rent This Stroller” Button to rent the scanned
and selected stroller for a specific time/date (e.g. All Day
Rental), given its specified stroller size, and rental price, at
the Site within the Facility;

[0215] FIG. 45C is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the third step in the device-level access
control method of the present invention involving the entry
of'the user’s full name and phone number for use in opening
the rental locker, and selecting SAVE and CONTINUE to
save the request in the RDBMS of the wireless access
control system network;

[0216] FIG. 45D is graphical user interface (GUI) screens
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
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tion, and showing the fourth step in the device-level access
control method of the present invention displaying the rental
terms for the stroller (e.g. one day rider only, to remain
seated, always keep hands and feet inside stroller, slow
speed for turns, do not exceed stroller weight limits, and do
not leave valuable in an unintended stroller) to be checked
by the user/renter, and then selecting CONFIRM and CON-
TINUE, to initiate the web-based transaction between the
web-enabled mobile phone and the system’s web-enabled
e-commerce-supported stroller access control servers, main-
tained at the data center;

[0217] FIG. 45E is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the fifth step in the device-level access
control method of the present invention displaying the
selected stroller size, renter information, rental terms, and
total price of the stroller rental (tax included), and providing
several options for the user to make payment (e.g. using
ApplePay® or using a credit card or debit card of the user,
in which case, the card number and expiration date i.e.
month/year are requested);

[0218] FIG. 45F is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the sixth step in the device-level access
control method of the present invention displaying, after the
prior payment transaction has been successfully completed,
a message that the stroller is ready, along a Button enabled
to “Unlock My Stroller” by the user simply clicking on the
UNLOCK STROLLER Button, and a message indicating to
lock the stroller, press the foot brake down and press down
on the red handle;

[0219] FIG. 45G is a graphical user interface (GUI) screen
of'the mobile smartphone shown in FIG. 21, deployed on the
wireless access control system network of the present inven-
tion, and showing the seventh step in the device-level access
control method of the present invention displaying a mes-
sage that the stroller is UNLOCKED, and to roll the stroller,
the user must lift the brake bar with his or her foot before
starting to push the stroller;

[0220] FIG. 46 is a schematic illustration of the GPS-
tracked wireless networked amusement park game/contest
system, located at its own Site within the Facility, and
awarding prizes to game winners, and supporting a local
GPS-tracked wireless networked two-sided locker system
that is access controlled by any guest winner using door-
level QR code scanning to rent and access a storage locker
for the purpose of storing a prize won at the game/contest
while visiting the amusement park, and subsequently
retrieving the prize from the locker on its retrieval side
without interrupting game/contest play on the storage side of
the prize locker;

[0221] FIG. 47A is a perspective view of one electroni-
cally-controlled storage locker contained in the two-sided
locker system deployed at the GPS-tracked wireless net-
worked amusement park game/contest system illustrated in
FIG. 46, wherein the system architecture of each electroni-
cally-controlled locker is shown and described in FIG. 48,
and each GPS-tracked wireless networked locker unit is
access controlled and managed using multi-level QR codes
in a manner similar to that described herein with regard to
the other illustrative embodiments of the present invention;
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[0222] FIG. 47B is an elevated side view of the electroni-
cally-controlled storage locker shown in FIG. 47A, showing
its RGY status indicator lights, electronic-ink display panel,
and Door-Level QR Code posted on the locker door surface;
[0223] FIG. 48 is a schematic system block diagram of a
GPS-tracked wireless network QR code driven local access-
controlled locker system present invention, shown compris-
ing a system of wireless networked two-sided prize locker
units internetworked together at the cabinet/bank-level by a
Zigbee® low-rate wireless personal area network (WPAN)
(e.g. the IEEE 802.15.4 Standard), and each wireless net-
worked two-sided prize locker system comprises the fol-
lowing components integrated about a system bus, namely,
a programmed microprocessor interfaced to the system bus
and supported by a memory architecture (e.g. RAM, ROM,
and SSD persistent storage), a network controller for inter-
facing with the TCP/IP infrastructure, a solenoid driver
circuit connected to a lock solenoid and bolt assembly and
locker door, a keypad and E-ink display panel and Blu-
etooth/WIFI interfaced with the system bus via an [/O
module interface, a digital video camera with a field of view
(FOV) and interfaced with the system bus, a GPS module
interfaced with the system bus, a first door-level QR code
physically posted or electronically displayed on the storage-
side door surface using its E-ink panel, and a second
door-level QR code physically posted or electronically dis-
played on the storage-side door surface using its E-ink
panel;

[0224] FIG. 49 is schematic illustrating describing the
method of playing a game at a game site, winning a prize,
and then storing the prize within a double-sided wireless
networked prize locker system installed at the game site;
[0225] FIGS. 50A and 50B, taken together, provide a flow
chart describing the primary steps carried out when practic-
ing the method of storing a prize won by a guest during a
game or contest, within the double-sided wireless networked
prize locker system shown in FIGS. 46, 47A, 47B and 48, in
accordance with the principles of the present invention;
[0226] FIG. 51A is a perspective view of a double-sided
wireless networked retail storage locker system enabling
customers to retrieve purchased items from the lockers in a
contactless manner using mobile phones and the wireless
access control system network of the present invention;
[0227] FIG. 51B is a perspective illustration the double-
sided wireless networked retail storage locker system shown
in FIG. 51A, showing the backstage loading area of the retail
locker system shown in FIG. 51A, and the guest area where
consumers retrieve purchased items from lockers containing
their purchased goods;

[0228] FIG. 52 is a schematic block diagram of the
double-sided wireless networked retail storage locker sys-
tem for contactless purchased item retrieval, integrated
within the cloud-based GPS-tracking wireless access control
system network of the present invention;

[0229] FIG. 53 is a flow chart describing the primary steps
carried out when practicing the method of purchasing prod-
ucts at an online e-commerce and/or brick and mortar retail
store and thereafter retrieving in a contactless manner the
purchased product items stored within a double-sided wire-
less networked retail locker system installed at the retail
store or its order fulfillment center;

[0230] FIG. 54 is a schematic block diagram describing
the GPS-tracking wireless access control system network of
the present invention supporting the offering and delivering
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of goods and services to consumer’s using rented/access-
controlled things GPS-tracked within a GPS-tracking wire-
less access control system network;

[0231] FIGS. 55A and 55B, taken together, provide a flow
chart describing the primary steps carried out when practic-
ing the method of method of delivering products and ser-
vices to a guest visitor who has rented a GPS-tracked thing
for use within an amusement park or recreational environ-
ment using a mobile smartphone to scan device-level QR
code on the GPS-tracked thing being tracked within a
GPS-tracked wireless access control system network;
[0232] FIG. 56 is a perspective view of a GPS-tracked
ATM banking system of the present invention installed
within an environment that is accessible and controllable by
banking customers using a web-enabled mobile smartphone
deployed on the GPS-tracked wireless system network of the
present invention, for the purpose of scanning certain of the
ATM-Level QR codes displayed or posted on the ATM
system, so to initiate and conduct desired or required finan-
cial transactions with the ATM system in a safe, secure and
contactless manner;

[0233] FIG. 57 is a schematic block system diagram
describing the system architecture of the GPS-tracked ATM
banking system of the present invention displaying ATM-
Level QR codes to enable the consumer user to access and
control the GPS-specified ATM system to perform a number
of banking functions in a safe, secure and contactless
manner; and

[0234] FIG. 58 is a flow chart describing the primary steps
carried out when practicing the method of depositing cash
and/or checks in, or withdrawing cash from, an GPS-tracked
QR code driven ATM banking system in a contactless
manner using a mobile smart phone deployed on the GPS-
tracking wireless access control network of the present
invention.

DETAILED DESCRIPTION OF THE
ILLUSTRATIVE EMBODIMENTS OF THE
PRESENT INVENTION

[0235] Referring to the figures in the accompanying Draw-
ings, the illustrative embodiments of the system and will be
described in great detail, wherein like elements will be
indicated using like reference numerals.

[0236] Also, U.S. Pat. No. 8,990,110, US Patent Applica-
tion No. US2019/0035186, U.S. Pat. Nos. 9,558,608,
10,474,797, 7,341,191, and pending U.S. patent application
Ser. No. 14/728,887 filed Jun. 2, 2015, are each hereby
incorporated herein by reference in their entirety, as if set
forth fully herein.

Brief Overview of the Wireless Control Access System
Network of the Present Invention

[0237] FIG. 7 illustrates a global view of an amusement
park facility supported by a cloud-based Quick Response
(QR) code driven wireless control access system network 1
supporting the rental, access and control of storage lockers,
mobility solutions and other guest services in accordance
with the principles of the present invention.

[0238] In the illustrative embodiments disclosed herein,
multi-level QR codes (e.g. facility-level QR codes 40A,
site-level QR codes 40B and device-level QR codes 40C)
are deployed across the entire amusement park facility (i.e.
enterprise) 800 to support the contact-less procurement and
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provision of diverse kinds of valuable products and services
to park guests and visitors, anywhere within the park envi-
ronment, when simply using their mobile smartphones
deployed on the wireless system network.

[0239] While the use of the term “amusement park™ and
“amusement park facility” has been used herein in connec-
tion with many illustrative embodiments of the present
invention, it is understood that this term shall be understood
to include, but not be limited to, any “adventure seeking” or
“human social” activity on Earth, including, for example:

[0240] Casinos
[0241] Museums
[0242] National Parks
[0243] Amusement Parks
[0244] Theme Parks
[0245] Sporting Arenas and Centers
[0246] Virtual Reality and Augmented Reality Adven-
ture Parks
[0247] Colosseums and Amphitheatre
[0248] Music and Arts Festivals
[0249] Water and River Rafting and Outdoor Activities
[0250] Western Activities
[0251] Horseback Riding
[0252] Hiking and Mountain Climbing Activities
[0253] Sporting and Recreational Centers
[0254] Gymnastic Centers
[0255] National Beaches
[0256] Rodeos
[0257] Animal Shows
[0258] Sporting Games and Contests
[0259] Film and Performing Arts Theaters
[0260] Public Parks
[0261] Ice Skating Rinks
[0262] Public Swimming Pools
[0263] ATR vehicles and trailblazing
[0264] Ski Lodges
[0265] Snowboarding
[0266] Alpine Sports
[0267] Hunting and Fishing Lodges
[0268] While amusement park venue will provide many

opportunities to serve people using the wireless system
network of the present invention 1, it is understood that any
social environment involving human and/or animal life will
be suitable venues for the wireless system network 1, where
mobile phones can be used to provide machine-code driven
access control to things and services of value. For examples,
social environments for use of the wireless system network
of'the present invention 1 will include, but are not limited to:

[0269] National Disaster and Relief Centers (FEMA)
[0270] International Red Cross Relief Centers
[0271] Homeless Shelters and Centers
[0272] Personal Relief Shelters
[0273] Shared Business Office Space
[0274] Community Living Environments
[0275] Senior Citizen Centers
[0276] Transportation Centers
[0277] FIG. 8A shows an amusement park facility 800, in

which a system of exemplary multi-level QR codes of the
present invention are embedded at the facility, site, and
device (i.e. thing) level of the park environment to enable
park guests, visitors and other system users to procure,
access and control storage, mobility and other valuable
products and services while visiting an amusement park
environment.
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[0278] FIG. 8B illustrates the mapping of multi-level QR
codes to particular entry points in transaction workflows
designed to support procurement and delivery of services to
an amusement park, tourist, or adventure seeking environ-
ment. As shown, the (i) Facility-Level QR codes 40A are
mapped to facility-level entry points in the transactional
workflow and posted/displayed at physical and virtual loca-
tions outside of amusement park facility, (ii) Site-Level QR
codes 40B are mapped to site-level entry points in the
transactional workflow and posted/displayed at physical Site
locations within the amusement park facility, and (iii)
Device/Thing-Level QR codes 40C are mapped to device-
level (e.g. locker door level) entry points in the transactional
workflow and posted/displayed on actual physical locker
doors located at Sites within the amusement park facility.
[0279] FIG. 8C list a set of exemplary rule-based triggers
that can be employed for automated re-direction of transac-
tional workflow upon automated detection thereof during the
QR driven access control processes executing on system
servers of the present invention. This list is merely exem-
plary and will vary from embodiment to embodiment, and
application to application.

[0280] FIG. 9 shows the Multi-Level QR Code Hierarchy
used to practice the illustrative embodiments of the present
invention, namely: (i) (Locker) Door-Level QR Codes intel-
ligently encoded with data attributes including facility
(park), site, door, type (e.g. timed/daily), size, and pricing
and URL directed to a first server component supported on
the wireless system network of the present invention, (ii)
Site-Level QR Codes intelligently encoded with data attri-
butes including facility (park), site, type (e.g. timed/daily),
size options, the pricing for each size and type options, and
inventory status of each type and option, and URL directed
to a second server component supported on the wireless
system network of the present invention, and (iii) Facility-
Level QR Codes intelligently encoded with data attributes
including facility (park), sites rendered as choices, types
(e.g. timed/daily), size options, and the pricing for each size
and type options, and URL directed to a third server com-
ponent supported on the wireless system network of the
present invention. This is code hierarchy is merely exem-
plary, and will vary from embodiment to embodiment of the
present invention disclosed herein.

[0281] In general, when practicing the principles of the
present invention, each Multi-Level QR (Quick Response)
Code Structure (e.g. Facility-Level, Site-Level and Device/
Door/Thing-Level QR Code Structure) can be realized using
(1) any machine-readable optically-readable bar code sym-
bol of any symbology type, and/or (ii) any RFID tag
component, realized using an RFID technology including
active and passive RFID technologies known, and as may be
developed and advanced in the future.

[0282] These machine-readable codes, including opti-
cally-readable codes and other forms of graphical indicia
containing decodable information, can be printed in a physi-
cal medium and posted on the signs, doors, and devices
described herein requiring wireless remote and local access
control, as described herein, by scanning and decoding (i.e.
reading) the code with aa user’s web-enabled mobile phone
deployed on the wireless access control system network of
the present invention.

[0283] Alternatively, these machine-readable codes can be
electronically displayed on electronic-ink (e.g. E-Ink display
media) and LCD display screens alike mounted on signs,
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doors, and devices described herein also requiring wireless
remote and local access control by scanning the code with a
user’s web-enabled mobile phone deployed on the wireless
access control system network of the present invention.

[0284] FIG. 10 shows the cloud-based (i.e. Internet-based)
GPS-tracking wireless access control system network of the
present invention 1 configured for procurement and access
control of storage lockers, mobility solutions and other
services offered within an enterprise-level amusement park
facility, shown comprising: a system of GNSS satellites 10
orbiting around the Earth, GPS-tracked wireless networked
lockers 150, 300, GPS-tracked wireless networked vehicles
(e.g. ECVs 70, wheelchairs 110, and strollers 90 alike),
GPS-tracked service providers, GPS-tracked vendors, and
other diverse types of GPS-tracked wireless networked
securable devices, each being interfaced with a TCP/IP
infrastructure 11 directly, and/or via a facility-based Internet
Gateway 14; a network of cellular towers 15 for supporting
wireless data communication services between wireless
mobile computing devices and network communication
adapters; a plurality of wireless mobile computing systems
(e.g. smartphones, tablet computers, etc.) 130; one or more
industrial strength data centers 12, each supporting a cluster
of communication servers (e.g. web servers) 12A, a cluster
of application servers 12B, and a cluster of database servers
12C, and SMS/text and email servers 12D supported by at
least one wide area network (WAN), and local weather
servers 19, and network service platforms 13 including
electronic payment systems and services, credit card pro-
cessing, and the universe of webservers supported on the
WWW.

[0285] FIG. 11 shows the cloud-based GPS-tracking wire-
less access control system network 1 depicted in FIG. 10,
showing, in greater detail: (i) GPS-tracked wireless net-
worked locker systems 150, 300 with remote access control
and bearing Device-Level QR Codes 40A for procurement
and access control by guests scanning these QR codes using
mobile smartphones 130; (ii) GPS-tracked wireless net-
worked strollers with remote security control and bearing
Device-Level QR Codes 40C for procurement and access
control by guests scanning these QR codes using mobile
smartphones 130; (iii)) GPS-tracked wireless networked
electric convenience vehicles (ECVs) 70 with remote secu-
rity control and bearing Device-Level QR Codes 40C for
procurement and access control guests by scanning these QR
codes using mobile smartphones 130; (iv) GPS-tracked
wireless networked amusement park rides (e.g. Sites) with
remote security control and posting/displaying Site-Level
QR Codes 40B for access to the park’s storage and mobility
service transactional workflow by guests scanning these QR
codes using mobile smartphones 130; (v) GPS-tracked wire-
less networked Service Providers and Vendors (e.g. Sites)
with remote security control and posting/displaying Site-
Level QR Codes 40B for access to the park’s service
transactional workflow by guests scanning these QR codes
using mobile smartphones 130; and (vi) GPS-tracked wire-
less networked Amusement Park Facility (e.g. Facility) 800
with remote security control and posting/displaying Facility-
Level QR Codes 40A for access to the park’s storage and
mobility service transactional workflow by guests scanning
these QR codes using mobile smartphones 130.

[0286] FIG. 12 shows the cloud-based GPS-tracking wire-
less access control system network 1, with other aspects
thereof depicted in FIGS. 10 and 11, and showing the system
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subcomponents of its GPS-tracked wireless networked
locker systems, and other system network components inter-
faced with its TCP/IP Internet infrastructure 11, namely:
electronic payment systems 13, locker inventory systems 21,
stroller inventory systems 22, electric convenience vehicle
(ECV) inventory system 23, mobile computing systems 130,
GPS-tracking wireless networked ECVs 70 bearing device-
level QR codes 40C, GPS-tracked wireless networked stroll-
ers 90 bearing device-level QR codes 40C, GPS-tracked
wireless networked venues of service providers and/or ven-
dors operating in the park facility, bearing site-level QR
codes 40B, wireless networked geo-fencing systems
installed in the amusement park to support the vendors and
service providers operating in the amusement park facility
using wireless networked services, and web, application and
database servers 12A, 12B, 12C associated with the data
centers 12 deployed to support the services required by the
system network of the present invention 1.

[0287] In the system network of present invention 1, each
locker, stroller, ECV and thing (i.e. “network device”)
deployed and managed on the system network 1 is, or should
wherever possible, be assigned a static IP address so as to
enable data communication between network devices and
information servers deployed on the system network 1 using
data communication protocols suitable for the application at
hand, as described herein. It is also understood that prefer-
ably, the 1P address will be set in the network controller of
the networked device, as well as in the computer memory
architecture of the programmed processor the networked
device. However, in some embodiments, a network control-
ler may be assigned to one or more or a group of networked
devices, and IP address management and network protocol
translation methods maybe be used as required or desired to
achieve digital communication in a manner well known to
those skilled in the computer architecture and networking
communication arts.

Specification of the Network Architecture of the Wireless
System Network of the Present Invention

[0288] In general, FIGS. 10, 11 and 12 illustrate the
network architecture of the wireless system network 1 for
the case where the system network is implemented as a
stand-alone platform designed to work independent from,
but alongside of one or more networks deployed on the
Internet. As shown, the wireless system network 1 comprises
various system components, including a cellular phone and
SMS messaging systems 12D, and one or more industrial-
strength data centers 12, preferably mirrored with each other
and running Border Gateway Protocol (BGP) between its
router gateways, in a manner well known in the data center
art. As shown in FIG. 10, each data center 12 comprising: a
cluster of communication servers 12A for supporting http
and other TCP/IP based communication protocols on the
Internet; cluster of application servers 12B; a cluster of
email processing servers 12D; cluster of SMS servers 12D;
and a cluster of RDBMS servers 12C configured within an
distributed file storage and retrieval ecosystem/system, and
interfaced around the TCP/IP infrastructure 11 of the Inter-
net well known in the art.

[0289] As shown in FIGS. 10, 11 and 12, the system
network architecture also comprises: a plurality of Web-
enabled mobile client machines 130 (e.g. mobile smart-
phones, mobile computers such as iPad, laptop computers,
ad workstations, and other Internet-enabled computing
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devices with graphics display capabilities, etc.) running
native mobile applications and mobile web browser appli-
cations supported modules supporting client-side and
server-side processes on the system network of the present
invention; and numerous media servers (e.g. Google, Face-
book, NOAA, etc.) operably connected to the infrastructure
of the Internet. The network of mobile computing systems
130 will run enterprise-level mobile application software,
operably connected to the TCP/IP infrastructure of the
Internet. Each mobile computing system 130 is provided
with GPS-tracking and having wireless internet connectivity
with the TCP/IP infrastructure of the Internet, using various
communication technologies (e.g. GSM, Bluetooth, WIFI,
and other wireless networking protocols well known in the
wireless communications arts).

[0290] In general, regardless of the method of implemen-
tation employed, the wireless system networks of the illus-
trative embodiments of the present invention will be in
almost all instances, realized as an industrial-strength, car-
rier-class Internet-based (i.e. cloud-based) network of
object-oriented system design. Also, the system network will
be deployed over a global data packet-switched communi-
cation network comprising numerous computing systems
and networking components, as shown. As such, the infor-
mation network of the present invention is often referred to
herein as the “system” or “system network”.

[0291] Preferably, although not necessary, the system net-
work 1 would be designed according to object-oriented
systems engineering (OOSE) methods using UML-based
modeling tools such as ROSE by Rational Software, Inc.
using an industry-standard Rational Unified Process (RUP)
or Enterprise Unified Process (EUP), both well known in the
art. Implementation programming languages can include C,
Objective C, C, Java, PHP, Python, Google’s GO, and other
computer programming languages known in the art. The
Internet-based system network can be implemented using
any object-oriented integrated development environment
(IDE) such as for example: the Java Platform, Enterprise
Edition, or Java EE (formerly J2EE); Websphere IDE by
IBM; Weblogic IDE by BEA; a non-Java IDE such as
Microsoft’s .NET IDE; or other suitably configured devel-
opment and deployment environment well known in the art.
Preferably, the system network is deployed as a three-tier
server architecture with a double-firewall, and appropriate
network switching and routing technologies well known in
the art. In some deployments, private/public/hybrid cloud
service providers, such Amazon Web Services (AWS), may
be used to deploy Kubernetes, an open-source software
container/cluster management/orchestration system, for
automating deployment, scaling, and management of con-
tainerized software applications, such as the mobile enter-
prise-level application described above. Such practices are
well known in the computer programming, networking and
digital communication arts.

Specification of GPS-Tracked Wireless Networked Mobile/
Portable Locker System with QR Code Driven Access
Controlled Locker Units According to the Present Invention
[0292] FIG. 13A shows a GPS-tracked wireless networked
mobile/stationary locker system 150 having plurality of QR
code-driven access controlled locker units 151, each acces-
sible by scanning the QR codes on the locker unit using a
web-enabled mobile smartphone 130 deployed in the system
network 1, and carrying out the transaction supported on the
display screen of the mobile smartphone.
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[0293] FIG. 13B shows a column of locker cabinets from
the larger GPS-tracked wireless networked locker system
151 shown in FIG. 13A, wherein each electronically-con-
trolled locker unit 151 posts or displays a door-level QR
code 40C for scanning with a web-enabled mobile smart-
phone 130 deployed on the wireless system network of the
present invention.

[0294] FIG. 14 shows the GPS-tracked wireless net-
worked transportable locker system of the present invention
150 with QR code driven access control. As shown, net-
worked locker system 150 comprises: a group of electroni-
cally-controlled locker units 151 that are internetworked
together in a transportable GPS-tracked cabinet, that can be
(1) locally managed by a networked kiosk server system 170
shown in FIGS. 13, 13A, 14 and 14A, and/or remotely
managed by network servers maintained in a cloud-based
data center 12 shown in FIGS. 10, 11 and 12, under any of
seven exemplary case scenarios modeled and described in
FIGS. 14B, 14C, 14D, 14E, 14F, 14G and 14H, as described
below.

[0295] As shown in FIG. 14, each wireless networked
locker system 151 comprises the following components
integrated about a system bus, namely: a programmed
microprocessor 152 interfaced to the system bus 154 and
supported by a memory architecture (e.g. RAM, ROM, and
SSD persistent storage) 153 for use in supporting the access
and control programs carried out by the locker controller,
and storing the guest user’s digital password (e.g. PIN)
entered into the system using a mobile smartphone 130
during the mobile transactions supported by the system
network and described and illustrated in great detail herein;
a local battery-powered un-interrupted power supply (UPS
Module) with power converters and control circuitry for
automatically supplying electrical power all local electrical
components within the locker unit 151 (and/or locker cabi-
net 150); a network controller 157 for interfacing with the
TCP/IP infrastructure 11; a solenoid driver circuit 161
connected to a lock solenoid and bolt assembly 162 and
locker door 163; a keypad 158 for entering digital locker
password to microprocessor; an E-ink display panel 159 and
controller interfaced with system bus; a Bluetooth/ WIFI 160
interfaced with the system bus 154 via an I/O module
interface 156; an interior digital video camera 155A with an
interior field of view (FOV1) interfaced with the system bus
154 that can function as an automated object sensor to
determine if a guest left belongings inside the locker interior
space; an exterior digital camera 155B interfaced with the
system bus 154 and can support automated facial recogni-
tion of the user to support user authentication and locker
entry as part of the locker access process; a GPS module 154
interfaced with the system bus; and a door-level QR code
displayed in the outer door surface or electronically dis-
played on the E-ink panel 159.

[0296] As shown in FIG. 14A, the locker units 151 in the
networked locker system 150 are networked together and
managed/manageable by the kiosk server system 170 using
Ethernet or other communication networking protocols
(157, 175), while the manual keypads 158 and PIN storage
memory 153 on each locker unit 151 are in communication
with kiosk server system 170 using a serial-to-UDP/IP
communication network (158, 177) as shown. As shown, the
kiosk server system 170 comprises a number of computing
components interfaced around a system bus, namely: a
network adapter (e.g. ethernet) 175; microprocessor 172; a
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memory architecture 172 (e.g. Cache, RAM, PROM, SSD,
and other persistence memory); 1/0 module 174; bill accep-
tor 176; RS485/UDP/IP converter/adapter 177; visual touch-
screen display panel and display controller 178; manual
keypad and controller 179; bar code reader and RFID
readers and controllers 180; credit/debit card (e.g. magstripe
and RFID chip) reader 181; TCP/IP network controller 182;
backup Uninterrupted Power Supply (UPS) module to gen-
erate local DC/AC power as needed during power interrup-
tions on site or across a facility.

[0297] As shown in FIG. 14A, the networked locker
system 150 and local kiosk server system 170, used to
manage the same in particular embodiments and modes of
system operation described herein, are connected to the
Internet/Cloud infrastructure 11, along with the millions of
guest user mobile smartphones 130, electronic payment
systems 13, network servers within the data centers 12
supporting the system network, and other third-party net-
work servers discussed herein and deployed across and
around the Planet Earth. As shown, the kiosk server system
170 uses a conventional Service Bus Relay (SBR) available
from Microsoft Azure Platform Services and other service
providers to enable the locker units 151 in locker system 150
to access and use the Internet communication infrastructure
in a simple and convenient manner well known in the
network communication arts.

[0298] FIG. 14B shows the wireless system network of the
present invention with mobile phones and other network
components configured and operating according to Case 1,
where a local kiosk server system 170 is used to manage
groups of locker units 150 (151) at a specific site location in
a facility and locker inventory and rental transaction records
are maintained in databases in the local kiosk server system
170.

[0299] As shown in FIG. 14B, Step 1 of the control access
process support in this case scenario involves using (i) a
mobile phone 130 to scan (i.e. read) a Door-Level QR Code
40C on a locker unit 151, and (ii) the data path indicated by
2-3-4 to check the status of the scanned locker unit 151. If
rental status is “available”, then the web services supported
in the kiosk server system 170 sends http messages back to
the web-enabled mobile phone 130 via data path 3-2 to
support the locker rental, access and control methods
described herein using the door-level QR code driven pro-
cess described herein. Once the rental transaction has been
completed, and payment or token-exchange made per the
rental agreement, the kiosk server system 170 (i) stores the
user’s digital PIN code into the memory store of the rented/
scanned locker unit 151, and automatically (i) updates the
locker inventory records and locker transaction records
within database servers maintained on the local kiosk server
system 170, and backed up elsewhere in the enterprise in
accordance with best practices in data backup and informa-
tion security.

[0300] FIG. 14C shows the wireless system network of the
present invention with mobile phones 130 and other network
components configured and operating according to Case 2,
where local kiosk server systems 170 are networked together
and used to manage groups of locker units 150 (151) at
specific site locations in specific facilities, and locker inven-
tory and rental transaction records are maintained in data-
bases synchronized in local kiosk server systems 170 and
cloud-based network servers 12.
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[0301] As shown in FIG. 14C, Step 1 of the control access
process support in this case scenario involves using (i) a
mobile phone 130 to scan (i.e. read) a Door-Level QR Code
40C on a locker unit 151, and (ii) the data path indicated by
2-3-4 to check the status of the scanned locker unit 151. The
primary different between Case 2 and Case 1, is that in Case
2, a large number of kiosk server systems 170 deployed
across Sites indexed with Site-Level QR Codes 40B in a
given Facility indexed with Facility-Level QR Codes 40A,
are networked together to form an enterprise level informa-
tion using the ethernet or other suitable networking protocol,
and across this network configuration, information records
can be shared, and network directories maintained to facili-
tate the locker and device rental, access and control services
supported by the system network of the present invention 1
described herein. So, in Case 2, if rental status is “unavail-
able”, then the web services supported in the kiosk server
system 170 sends http messages back to the web-enabled
mobile phone 130 via data path 3-2 to inform the guest user
at what Site in the Facility he or she can rent a locker,
mobility device or other thing, using the rental, access and
control methods described herein using Facility-Level QR
Codes 40A, Site-Level QR codes 40B and/or Door-level QR
Code 40C described herein. Once the rental transaction has
been completed at a particular locker at a specific Site in the
Facility, and payment or token-exchange made per the rental
agreement, the kiosk server system 170 (i) stores the user’s
digital PIN code into the memory store of the rented/scanned
locker unit 151, and automatically (ii) updates the locker
inventory records and locker transaction records within
database servers maintained on the local kiosk server system
170, and backed up elsewhere in the enterprise in accor-
dance with best practices in data backup and information
security.

[0302] FIG. 14D shows the wireless system network of the
present invention with mobile phones and other network
components configured and operating according to Case 3,
where a local kiosk server system 170 is used to manage a
groups of locker units 150 at a specific site location in a
specific facility, and locker inventory and rental transaction
records are maintained in databases in local kiosk server
systems 170 and cloud-based network servers 12 that are
automatically data synchronized.

[0303] As shown in FIG. 14D, Step 1 of the control access
process support in this case scenario involves using (i) a
mobile phone 130 to scan (i.e. read) a Door-Level QR Code
40C on a locker unit 151, and (ii) the data path indicated by
2-3-4 to check the status of the scanned locker unit 151. The
primary different between Case 3 and Cases 1 and 2, is that
in Case 3, is the rental inventory and transaction records are
also maintained within the network database servers 12
supported in the cloud-based data center 12, with data
synchronization procedures and processes running between
the locker inventory and transaction record databases main-
tained in the local kiosk server systems 170 and cloud-based
network servers at the data center 12. So, in Case 3, if rental
status is “available”, then the local kiosk server 170 carries
out the process illustrated in Case 1. However, if the rental
status is “‘unavailable”, then the web services supported in
the kiosk server system 170 sends http messages back to the
web-enabled mobile phone 130 via data path 3-2 (or alter-
natively, cloud-based servers in the data center 12 sends http
messages back to the web-enabled mobile phone 130 via
data path 2) so as to inform the guest user at what Site in the
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Facility he or she can rent a locker, mobility device or other
thing, using the rental, access and control methods described
herein using Facility-Level QR Codes 40A, Site-Level QR
codes 40B and/or Door-level QR Code 40C described
herein. Once the rental transaction has been completed at a
particular locker at a specific Site, and payment or token-
exchange made per the rental agreement, the kiosk server
system 170 (i) stores the user’s digital PIN code into the
memory store of the rented/scanned locker unit 151, and
automatically (ii) updates the locker inventory records and
locker transaction records within database servers main-
tained on the local kiosk server system 170 and cloud-based
network servers 12, and data synchronized in a manner well
known in the data synchronization arts.

[0304] FIG. 14E shows the wireless system network of the
present invention with mobile phones and other network
components configured and operating according to Case 4,
where a local kiosk server system 170 is not employed to
manage groups of local locker units 150 at a site location in
a specific facility, and all locker inventory and rental trans-
action records are maintained in databases in cloud-based
network servers.

[0305] As shown in FIG. 14E, Step 1 of the control access
process support in this case scenario involves using (i) a
mobile phone 130 to scan (i.e. read) a Door-Level QR Code
40C on a cloud-based networked locker unit 151 (with
locker system 150 directly connected to the cloud infrastruc-
ture 11 without the use of any local kiosk server system 170
to rent, access and control a scanned locker unit 151, and (ii)
the data path indicated by 2-3-4 through the cloud infra-
structure to check the status of the scanned locker unit 151.
If rental status is “available”, then the web services sup-
ported in the network servers in the data center 12 sends http
messages back to the web-enabled mobile phone 130 via
data path 3-2 to support the locker rental, access and control
methods described herein using the door-level QR code
driven process described herein. Once the rental transaction
has been completed, and payment or token-exchange made
per the rental agreement, the network server 12 (i) stores the
user’s digital PIN code into the memory store of the rented/
scanned locker unit 151, and automatically (i) updates the
locker inventory records and locker transaction records
within database servers maintained on the cloud-based data
center 12, and backed up elsewhere in the enterprise in
accordance with best practices in data backup and informa-
tion security.

[0306] FIG. 14F shows the wireless system network of the
present invention with mobile phones and other network
components configured and operating according to Case 5,
where locker inventory and rental transaction records are
maintained in local kiosk database servers 170, local internet
and/or electrical power is interrupted at a site and the guest’s
mobile phone 130 uses Bluetooth RF communication with a
specific locker unit 151 to communicate the PIN code to
locker and open the door of a rented locker and retrieve
personal belongings.

[0307] As shown in FIG. 14F, Step 1 of the control access
process support in this case scenario involves using a mobile
phone 130 to scan (i.e. read) a Door-Level QR Code 40C on
a locker unit 151, and seek to establish an Internet/cloud
connection with the local kiosk server system 170 as
described hereinabove. However, due to an Internet and/or
power interruption, the mobile phone 130 does not receive
a proper http message back from the local kiosk server
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system 170, which is indicated by the X applied over the
cloud icon in FIG. 14F. In response, the guest’s mobile
phone 130 uses Bluetooth RF communication with a specific
locker unit 151 to communicate the PIN code to locker and
open the door of the rented locker and retrieve personal
belongings.

[0308] FIG. 14G shows the wireless system network of the
present invention with mobile phones and other network
components configured and operating according to Case 6,
where locker inventory and rental transaction records are
maintained in local kiosk database servers 170, local internet
and/or electrical power is interrupted at a site and the guest’s
mobile phone 130 uses local WIFI supported at the local
kiosk server system 170 to establish a WIFI communication
link between the mobile smartphone 130 and the local kiosk
server system 170 to rent a new locker unit 151 and store the
user’s PIN code in the locker unit 151, then opens the door
of the rented locker to store personal belongings.

[0309] As shown in FIG. 14G, Step 1 of the control access
process support in this case scenario involves using a mobile
phone 130 to scan (i.e. read) a Door-Level QR Code 40C on
a locker unit 151, and seek to establish an Internet/cloud
connection with the local kiosk server system 170 as
described hereinabove. However, due to an Internet and/or
power interruption, the mobile phone 130 does not receive
a proper http message back from the local kiosk server
system 170 through the cloud infrastructure, which is indi-
cated by the X applied over the cloud icon in FIG. 14G. In
response, the guest’s mobile phone 130 uses local WIFI
supported at the local kiosk server system 170 to establish a
WIFI communication link between the mobile smartphone
130 and the local kiosk server system 170 to rent a new
locker unit 151 and store the user’s PIN code in the locker
unit 151, then opens the door of the rented locker to store
personal belongings.

[0310] FIG. 14H shows the wireless system network of the
present invention with mobile phones and other network
components configured and operating according to Case 7,
where locker inventory and rental transaction records are
maintained in cloud database servers 12, local internet
and/or electrical power is interrupted at a site, and a guest’s
mobile phone uses Bluetooth RF to communicate with the
rented networked locker unit and enter the PIN code to open
the locker door and retrieve personal belongings.

[0311] As shown in FIG. 14H, Step 1 of the control access
process support in this case scenario involves using a mobile
phone 130 to (i) scan (i.e. read) a Door-Level QR Code 40C
on a locker unit 151 in a networked locker system 15 directly
connected to the Internet without the use of any local kiosk
server system 170, and (ii) seek to establish an Internet/
cloud connection with the networked kiosk unit 151, as
described hereinabove. However, due to an Internet and/or
power interruption, the mobile phone 130 does not receive
a proper http message back from the cloud-based network
servers 12 through the cloud infrastructure during the trans-
action session, which is indicated by the X applied over the
cloud icon in FIG. 14G. In response, the guest’s mobile
phone uses Bluetooth RF to communicate with the rented
networked locker unit 151 and enter the PIN code to open
the locker door and retrieve personal belongings.

[0312] These case scenarios are merely exemplary to
illustrate the possibilities and potential configurations sup-
ported by the wireless control access system network of the
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present invention. Other scenarios are possible and can be
supported by the system network of the present invention.
Specification of a GPS-Tracked Wireless Networked Elec-
tric Convenience Vehicles (ECV) with QR-Code Driven
Access Control According to the Present Invention

[0313] FIGS. 15 and 16 show a GPS-tracked wireless
networked electric convenience vehicle (ECVs) 70 with QR
code driven access control using the GPS-tracking wireless
system network of the present invention 1.

[0314] As shown in FIG. 16, the GPS-tracked wireless
networked ECV comprises: an ECV 70 with a body portion
70A adapted for supporting the body of an adult often having
a handicap or compromised physical abilities; a transport
system with wheels 70 B for supporting the body portion
70A; and electronic control module system 70C supporting
wireless remote control module 80, and being integrated
with the ECV and its control and drive electronics.

[0315] As shown in FIG. 16, the wireless remote control
module system 80 comprises: a microprocessor 71 and
memory architecture 72 interfaced with a system bus; 73 a
GPS module (e.g. UBlock® GPS/GNSS Module) 74; a
video camera with field of view (FOV) 75 integrated to the
system bus 73; an I/O module 77 supporting a keypad and
electronic-ink and LCD display panel 76, and a Bluetooth
and WIFI network adapter 78 and various antennas to
support RF and GPS communications with various systems
on the wireless system network 1; a network adapter/
controller 79 for providing TCP/IP network access to the
wireless system network 1, and all services supported on the
Internet; and an electronically controlled wheel axel control
module (ECWCM) 81 interfaced with the system bus 73, for
controlling access to the vehicle wheels and/or propulsion/
drive system 708 of the ECV 70.

Specification of a GPS-Tracked Networked Stroller Vehicle
Having QR Code Driven Access Controlled Wheels
According to the Principles of the Present Invention

[0316] FIG. 17 shows the GPS-tracked wireless net-
worked stroller 90 provided with a QR code driven access
control using the GPS-tracking wireless system network 1.
FIG. 17A shows the GPS-tracked wireless networked
stroller 90 while illustrating its wireless electronically-con-
trolled wheel-axel control module 94 shown installed and
operational in FIGS. 17 and 17A within the stroller system
90.

[0317] FIG. 17B1 shows the hand-actuated control bar
assembly 94 mounted on the GPS-tracked wireless net-
worked stroller shown in FIG. 17, by mounting brackets
97C1 and 97C2, attached to the framework of the stroller
shown in FIG. 17A.

[0318] FIG. 17B1 shows the hand-actuated control bar
assembly 94 configured in its unlocked state so the stroller
wheel brake 92 is unlocked by the device, and its wheels 93
free to rotate without resistance. FIG. 17C1 shows the
interior of wireless remote locking module 95 mounted to
the hand-actuated control bar assembly 94, while shown in
the unlocked state of configuration. In this configuration, the
rotatable locking key 97E is rotated into a state to prevent
the spring biased locking pin 97F from engaging in a hole in
the cylindrical rod 97D, preventing the user from pushing
the handle 97B downward and pushing the wheel brake into
a locking position. Consequently, when the locking pin 97F
is disengaged, the wheel braking mechanism cannot be
locked by the hand-actuated control bar assembly 94.
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[0319] FIG. 17B2 shows the hand-actuated control bar
assembly mounted on the GPS-tracked wireless networked
stroller configured in its locked state so the stroller wheel
brake 92 is locked by the device 94, and its wheels 93 unable
to rotate. FIG. 17C2 shows the wireless remote locking
module 95 mounted to the hand-actuated control bar assem-
bly 94, while shown in the locked state of configuration. In
this configuration, the rotatable locking key 97E is rotated
into a state to allow the spring biased locking pin 97F to
engaging inside the hole in the cylindrical rod 97D, and
locking the handle 97B into place within rod guide portion
99B, and locking the wheel brake into a locking position.
Consequently, when the locking pin 97F is engaged, the
wheel braking mechanism is automatically locked by the
hand-actuated control bar assembly 94.

[0320] FIG. 17D shows the GPS-tracking electronic con-
trol module mounted on the hand-actuated control bar
assembly shown in FIGS. 17A and 17B, and employed in the
GPS-tracked wireless networked stroller shown in FIG. 17,
showing a control housing portion 99 and a rechargeable
battery module 100.

[0321] FIG. 17E shows the GPS-tracking electronic con-
trol module of FIG. 17D, and its battery power module slide
off and away from the control housing portion;

[0322] FIG. 17F shows the control housing portion 99 of
the GPS-tracking electronic control module with its cover
manner removed from the main housing component to
reveal its internally mounted electro-mechanical compo-
nents including rotary motor 99C, sensors 99A, and elec-
tronic control circuitry 99E.

[0323] FIGS. 17G1 and 17G2 show the construction of the
battery power module 100 employed with the GPS-tracking
electronic control module 95.

[0324] FIG. 18 shows GPS-tracked wireless networked
stroller of the present invention with QR code driven access
control using the GPS-tracking wireless system network of
the present invention, to support Contactless Transactions
for a quick and safe guest rental experience, Web-based
Application initiated by QR code provides easy to use
platform without need for app installation, SMS Receipt
Message for guest convenience and personalized rental
confirmation, Mobile Payment to reduce cash handling and
labor costs, GPS-enabled fleet review and management,
rider instructions for use of vehicle, and fleet reporting.

[0325] As shown in FIG. 18, the GPS-tracked wireless
networked stroller comprises: a stroller with a body adapted
for supporting a person typically child or young person, and
sometimes a pet animal such as a dog; and control module
containing the electronics. As shown in FIG. 18, the control
electronics module 95 comprises: a microprocessor 104 and
memory architecture 105 interfaced with a system bus 106;
a GPS module (e.g. UBlock® GPS/GNSS Module); a video
camera 102 with field of view (FOV) integrated to the
system bus 106; an /O module 108 supporting a keypad and
electronic-ink and LCD display panel 110, and a Bluetooth
and WIFI network adapter and antennas 111 to support GPS
and RF communications supported on the wireless system
network; a network adapter/controller 109 for providing
TCP/IP network access to the wireless system network 1,
and all services supported on the Internet; and an electroni-
cally controlled wheel axel control module (ECWCM) 95
interfaced with the system bus 106, for controlling access to
the vehicle wheels 92 and/or brake system 93.
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Specification of GPS-Tracked Wireless Networked QR
Code Driven Access Controlled Wheel Chair in Accordance
with the Present Invention

[0326] FIG. 19 shows a GPS-tracked wireless networked
wheel chair 110 with QR code driven access control using
the GPS-tracking wireless system network 1.

[0327] FIG. 20 shows the GPS-tracked wireless net-
worked wheel chair 110 provided with QR code driven
access control using the GPS-tracking wireless system net-
work 1. As shown in FIG. 20, the GPS-tracked wireless
networked wheelchair 110 comprises: a wheelchair body
portion 110A adapted for supporting a child or adult, and
pair of wheels 110B, with a braking system 111; and wireless
remote control module system 112 supporting electronics,
and being integrated with the wheelchair and its control and
drive electronics, if and as may be provided.

[0328] As shown in FIG. 20, the wireless remote control
electronics module system comprises: a microprocessor and
memory architecture interfaced with a system bus; a GPS
module (e.g. UBlock® GPS/GNSS Module) 118; a video
camera 119 with field of view (FOV) integrated to the
system bus 117; an /O module supporting a keypad and
electronic-ink and LCD display panel, and a Bluetooth and
WIFI network adapter and various antennas to support RF
and GPS communications with various systems on the
wireless system network; a network adapter/controller 121
for providing TCP/IP network access to the wireless system
network 1 of the present invention, and all services sup-
ported on the Internet; and an electronically controlled
wheel axel control module (ECWCM) interfaced with the
system bus 117, for controlling access to the vehicle wheels
and/or propulsion/drive system.

Specification of System Architecture of an Exemplary
Mobile Computing System Deployed on the Wireless
System Network of the Present Invention

[0329] FIG. 21 shows a mobile smartphone system (e.g.
Apple iPhone device). FIG. 22 shows a mobile tablet
computing system (e.g. Apple iPad device). FIG. 23 shows
the system architecture for each mobile smartphone system
and/or mobile tablet computing system shown in FIGS. 21
and 22, and depicted in FIGS. 10, 11, 12 and throughout the
Patent Specification.

[0330] FIG. 23 illustrate the system architecture of an
exemplary mobile computing system (e.g. system compo-
nent) 130 shown in FIGS. 21 and 22 and deployed on the
wireless system network of the present invention 1, and
supporting the many services offered by system network
servers. As shown in FIG. 23, the mobile computing device
130 can include a memory interface 202, one or more data
processors, image processors and/or central processing units
204, and a peripherals interface 206. The memory interface
202, the one or more processors 204 and/or the peripherals
interface 206 can be separate components or can be inte-
grated in one or more integrated circuits. One or more
communication buses or signal lines can couple the various
components in the mobile device. Sensors, devices, and
subsystems can be coupled to the peripherals interface 206
to facilitate multiple functionalities. For example, a motion
sensor 210, a light sensor 212, and a proximity sensor 214
can be coupled to the peripherals interface 206 to facilitate
the orientation, lighting, and proximity functions. Other
sensors 216 can also be connected to the peripherals inter-
face 206, such as a positioning system (e.g., GPS receiver),
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a temperature sensor, a biometric sensor, a gyroscope, or
other sensing device, to facilitate related functionalities. A
camera subsystem 220 and an optical sensor 222, e.g., a
charged coupled device (CCD) or a complementary metal-
oxide semiconductor (CMOS) optical sensor, can be utilized
to facilitate camera functions, such as recording photographs
and video clips. Communication functions can be facilitated
through one or more wireless communication subsystems
224, which can include radio frequency receivers and trans-
mitters and/or optical (e.g., infrared) receivers and transmit-
ters. The specific design and implementation of the com-
munication subsystem 224 can depend on the
communication network(s) over which the mobile comput-
ing device 130 is intended to operate. For example, a mobile
device 130 may include communication subsystems 224
designed to operate over a GSM network, a GPRS network,
an EDGE network, a Wi-Fi or WiMax network, and a
Bluetooth™ network. In particular, the wireless communi-
cation subsystems 224 may include hosting protocols such
that the mobile computing device 130 may be configured as
a base station for other wireless devices. An audio subsystem
226 can be coupled to a speaker 228 and a microphone 230
to facilitate voice-enabled functions, such as voice recogni-
tion, voice replication, digital recording, and telephony
functions. The I/O subsystem 240 can include a touch screen
controller 242 and/or other input controller(s) 244. The
touch-screen controller 242 can be coupled to a touch screen
246. The touch screen 246 and touch screen controller 242
can, for example, detect contact and movement or break
thereof using any of a plurality of touch sensitivity tech-
nologies, including but not limited to capacitive, resistive,
infrared, and surface acoustic wave technologies, as well as
other proximity sensor arrays or other elements for deter-
mining one or more points of contact with the touch screen
246. The other input controller(s) 244 can be coupled to
other input/control devices 248, such as one or more buttons,
rocker switches, thumb-wheel, infrared port, USB port,
and/or a pointer device such as a stylus. The one or more
buttons (not shown) can include an up/down button for
volume control of the speaker 228 and/or the microphone
230. Such buttons and controls can be implemented as a
hardware objects, or touch-screen graphical interface
objects, touched and controlled by the system user. Addi-
tional features of mobile computing device 130 can be found
in U.S. Pat. No. 8,631,358 incorporated herein by reference
in its entirety.

[0331] In the preferred embodiments of the present inven-
tion, each mobile smartphone 130 requires a web-enabled
browser program, such as Apple® Safari http browser
program for the Apple® iPhone device 130 and the Apple®
iPad® device 130, or any suitable web browser program for
other brands of mobile phones, such as offered by Samsung,
Google, Microsoft and others. The mobile smartphone 130
should also be capable of scanning and reading any machine
readable code 40 described herein, including optical code
symbols and/or RFID tags, as the wireless access and control
application at hand may require to be properly and
adequately supported on the access and control system
network of the present invention.

[0332] Alternatively, a native mobile application may be
designed, developed and installed on any mobile computing
system 130 to provide the mobile computing device 130
with the capacity to read machine-readable code symbols in
accordance with the present invention, and support the
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display of GUI screens on the mobile device to support the
rental, access and control services provided to the user by
the service provider. In most applications, it is expected that
native mobile applications designed for practicing compo-
nents of the present invention will be (i) web/http-enabled
despite running on native code, and (ii) enable the receipt,
display and transmission of HMTL documents (e.g.
webpages) on the mobile phone devices 130, in a manner
well known in the Internet arts and Web-based technology
pioneered by Tim Berners-Lee who is the primary inventor
of the World Wide Web (WWW). However, it is possible
that someday HTML as we currently know it, may evolve
into something different, and even called by a different or
alternative name, but notwithstanding may serve as an
enabling technology useful for practicing the various inven-
tions disclosed herein.

Specification of Database Schema for the Database
Component Used on the Wireless System Network of the
Present Invention

[0333] FIG. 24A illustrate object-oriented libraries that
will be stored and executable within the cluster of applica-
tion servers within the data centers supporting the wireless
system network of the present invention, an realizing the
many services supported on the wireless access control
system network of the present invention.

[0334] FIG. 24B represents a database structure associated
with an exemplary relational database management system
(RDBMS) used to illustrate a database architecture that will
be designed and developed to support the wireless control
access system network of the present invention, with the
exemplary suite of services described in detail herein.
[0335] During the design and development of the system
network, a data schema will be created for the object-
oriented system-engineered (OOSE) software component
thereof, for execution on a client-server architecture. In
general, the software component of the system network will
consist of classes, and these classes can be organized into
frameworks or libraries that support the generation of
graphical interface objects within GUI screens, control
objects within the application or middle layer of the enter-
prise-level application, and enterprise or database objects
represented within the system database (RDBMS) 12. Pref-
erably, the RDBMS will be structured according to a data-
base schema comprising enterprise objects, represented
within the system database (e.g. RDBMS), including, for
example: facilities including amusement and theme parks,
recreational parks, centers and stadiums; rental equipment
providers; vendors; service providers (e.g. instructors, train-
ers, medical personal); guest ID; facility managers; system
user ID; Site ID; Site location; mobile phone ID; guest/
visitor ID; mobile computer ID for computers deployed on
the system network; and many other objects used to model
the many different aspects of the system being developed.
These objects and the database schema will be used and
reflected in a set of object-oriented software modules devel-
oped for the system.

[0336] Each software module contains classes (written in
an object-oriented programming language) supporting the
system network of the present invention including, for
example, the user registration module, vendor registration
module, service provider registration module, mobile client
computer registration module, user account management
module, log-in module, settings module, contacts module,
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search module, data synchronization module, help module,
and many other modules supporting the selection, delivery
and monitoring of system monitoring related services sup-
ported on the system network of the present invention.

Implementing the Mobile Client Machines and Wireless
Devices on the Wireless System Network of the Present
Invention

[0337] Inone illustrative embodiment, the enterprise-level
wireless system network of the present invention is sup-
ported by a robust suite of hosted services delivered to (i)
Web-based client subsystems 130 using an application ser-
vice provider (ASP) model, and also to (ii) remote moni-
toring services deployed for various kinds of stationary
and/or mobile systems to be monitored, as described above
and below. In this embodiment, the Web-enabled mobile
clients 130 can be realized using a web-browser application
running on the operating system (OS) of a computing device
130 (e.g. Linux, Application 10S, etc.) to support online
modes of system operation. It is understood, however, that
some or all of the services provided by the system network
can be accessed using Java clients, or a native client appli-
cation running on the operating system (OS) of a client
computing device 130 to support both online and limited
off-line modes of system operation.

Specification of GPS-Tracked Wireless Networked Locker
System with QR-Code Driven Access Controlled Locker
Units According to the Present Invention

[0338] FIG. 25 shows a GPS-tracked wireless networked
(transportable/potable) locker system of the present inven-
tion fully equipped with QR code driven access control
using the GPS-tracking wireless system network of the
present invention, and supporting electronic-ink display
panels on each locker front door to display QR codes, user
instructions, messages and graphical indicia including
advertising required or suggested by the principles of the
present invention.

[0339] As shown in FIG. 25, the GPS-tracked wireless
networked (transportable/potable) locker system 150 com-
prises: a locker cabinet with a plurality of electronically-
controlled lockers 151, stored in a transportable cabinet 152
(with wheels as application requires), and electronics and
communications equipment as shown in FIG. 25. As shown,
each locker unit 151 comprises: a rugged housing for
containing objects and at least one hinged door provided
with an electronic lock unit 153; a door-level QR code 40C
physically posted or electronically displayed on the door
surface using its E-ink panel 154; an e-ink display controller
155 for the locker unit; RGY locker status LED lights 152;
a local lock controller 156 for controlling the electronic lock
control module; a keypad 159 for each lock controller
mounted on the locker door, enabling the manual entry of
digital lock code selected by the user; a network controller
159 for interfacing with the TCP/IP infrastructure 11 and
communicating each locker unit with the wireless system
network servers on the access control network system 1, as
described herein; an internal digital video camera with a
field of view (FOV) on the interior of the locker cabinet, and
an external video camera with a field of view on the exterior
of the locker facing the user to enable facial recognition as
desired or required by the application; a GPS module 158
interfaced with the lock controller and its system bus and
programmed processor, to provide real-time GPS coordinate
with each locker transaction; and a Bluetooth and WIFI
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network adapter and various antennas to support RF and
GPS communications with various systems on the wireless
system network, including a guest user’s web-enabled
mobile phone system 130.

[0340] As shown, the GPS-tracked wireless networked
(transportable/potable) locker system 151 is operably con-
nected to the Internet’s TCP/IP infrastructure 11, to which is
connected various computing resources including: elec-
tronic payment systems 13 to support e-commerce payment
transactions (e.g. ApplePay®, credit and debit card transac-
tions, PayPal®, etc.); the data centers 12 to support the
wireless system network 1 shown in FIGS. 10, 11 and 12; a
web-based networked locker directory server 160; mobile
computing devices 130 such as millions of mobile smart-
phones deployed on the wireless system network; and web,
application and database servers associated with thousands
of third-party service providers and vendors desiring to
serve the guests and visitors of the facilities served by the
system network of the present invention.

[0341] FIG. 26 shows the GPS-tracked wireless net-
worked locker system 150 with QR code driven access
controlled locker units 151, each having an electronic-ink
(E-ink) display panel 154 for displaying QR codes 40C, user
instructions, messages, as well as advertisements.

[0342] FIG. 27 shows a pair of locker units 151 in the
GPS-tracked network wireless networked locker cabinet
system 152 shown in FIG. 27, each having an electronic-ink
(E-ink) display panel 154 for displaying QR codes and user
instructions.

[0343] FIG. 27A shows the locker units 151 of FIG. 27,
with the left sided locker configured in the “locker avail-
able” state, and displaying a Door-Level QR code available
for scanning by a guest’s web-enabled mobile phone 130 to
receive the services from the system network of the present
invention.

[0344] FIG. 27B shows the locker units 151 of FIG. 27,
with the left sided locker in the “locker rented & in use”
state, displaying a user-selected message “SPARK123”;
[0345] FIG. 27C shows the locker units 151 of FIG. 27,
with the left sided locker in the “locker available” state,
displaying a Door-Level QR code 40C once again.
Specification of the Method of Managing Access Control to
a Networked Locker System by Scanning Facility-Level QR
Codes Posted at the Entrance Gate or Outside of an Amuse-
ment Park Facility Using a Mobile Smartphone Wireless
Connected to the Wireless Access Control System Network
of the Present Invention

[0346] FIGS. 28A, 28B, 28C and 28D describes the pri-
mary steps involved when carrying out the methods of
managing access control to a networked locker system 150
by scanning facility-level QR codes 40A posted at the
entrance gate or outside of an amusement park facility 800,
using a mobile smartphone 130 wireless connected to the
wireless access control system network of the present inven-
tion.

[0347] FIG. 29A shows a perspective view of an amuse-
ment park facility 800, with a sign posted at the entrance
date of the park, displaying a Facility-Level QR code 40A
as shown in FIG. 29B which, upon scanning with a web-
enabled mobile smartphone 130, is engineered to direct the
guest user to a web-based e-commerce-enabled locker rental
and access control transaction having the largest scope of
services, encapsulating the entire facility. This allows guest
users to select a Site location of choice within the amuse-
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ment park 800 for their locker rental within the amusement
park, and then allow the wireless system network to auto-
matically assign an available locker to the guest at the
selected Site.

[0348] FIG. 29B shows an enlarged view of the Facility-
Level QR Code 40A posted at the entrance gate of the
amusement park illustrated in FIG. 29A.

[0349] The method described and illustrated in FIGS. 28A
through 28D is supported by the GUI screens shown in FIG.
30A through 3017.

[0350] As indicated in Step A of FIG. 28A, and shown in
FIG. 30A, a mobile smartphone 130 deployed on the wire-
less access control system network 1 is used to practice a
facility-level access control method by (i) scanning of a
Facility-Level QR Code 40A, and (ii) automatically direct-
ing the smartphone web-browser application (e.g. Apple
Safari) to parse and analyze the scanned QR code and serve,
load and display the webpage specified by the URL encoded
in the Facility-Level QR Code, and whereupon, the appli-
cation server stores a “Rental Transaction Identifier-Facility
Entry” (RTI-FE) within the cache on the mobile smartphone.
[0351] As indicated in Step B of FIG. 28A, and shown in
FIG. 30B, the mobile smartphone 130 deployed on the
wireless access control system network is used to practice a
facility-level access control method by selecting which Site
within the Facility (e.g. Main Gate, South Entrance, or
Picnic Area) where the guest user would like to rent and
access a storage locker 151 to store personal belongings.
[0352] As indicated in Step C of FIG. 28B, and shown in
FIG. 30C, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a facility-level access control method by selecting the time/
date of the locker rental at the Site within the Facility when
would the guest user would like to rent and access to store
personal belongings.

[0353] As indicated in Step D of FIG. 28B, and shown in
FIG. 30D a mobile smartphone deployed on the wireless
access control system network 1 is used to practice a
facility-level access control method by selecting the locker
size (e.g. small, large, jumbo) at the selected Site within the
Facility which the guest user would like to rent and access
to store personal belongings.

[0354] As indicated in Step E of FIG. 28B, and shown in
FIG. 30E, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a facility-level access control method by the guest user
requesting to rent the locker previously specified by the site,
time/date, and locker size selected by the guest within the
Facility, while displaying the price of the locker rental and
availability at the time of the rental offer (prior to acceptance
and order placement).

[0355] As indicated at Step F of FIG. 28B, and shown in
FIG. 30F, the mobile smartphone 130 deployed on the
wireless access control system network is used to practice a
facility-level access control method by the user’s selection
of four-digit passcode for use in opening the rental locker,
and selecting SAVE and CONTINUE to save the request in
the RDBMS of the wireless access control system network.
[0356] As indicated in Step G of FIG. 28B, and shown in
FIG. 30G the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a facility-level access control method by displaying the
selected locker size and user passcode, and entering the
guest’s phone number to which the system network will
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transmit locker information and rental receipt via SMS/text
once the user enters the phone number information and
selects SAVE and CONTINUE, to initiate the web-based
transaction between the web-enabled mobile phone and the
system’s web-enabled e-commerce-supported locker access
control servers maintained at the data center.

[0357] As indicated in Step H of FIG. 28C, and shown in
FIG. 30H the mobile smartphone deployed on the wireless
access control system network is used to practice a facility-
level access control method by displaying the selected
locker size, entered passcode, text receipt phone number,
and total price of the locker rental (tax included), and
providing several options for the user to make payment (e.g.
using ApplePay® or using a credit card or debit card of the
user, in which case, the card number and expiration date, i.e.
month/year are requested).

[0358] As indicated in Step I of FIG. 28C, and shown in
FIG. 30I the mobile smartphone deployed on the wireless
access control system network is used to practice a facility-
level access control method by displaying, after the prior
payment transaction has been successfully completed, a
message that the locker is ready, along with the selected
location MAIN GATE, locker #and passcode, and a message
to open the locker at its location, by either scanning the
door-level QR code on the locker door, or entering the
unique passcode into the locker’s keypad where and as
provided.

[0359] As indicated in Step J of FIG. 28C, and shown in
FIG. 30J, the mobile smartphone deployed on the wireless
access control system network is used to practice a facility-
level access control method by displaying, after scanning the
door-level QR code or entering the unique passcode into the
locker’s keypad, a message that the locker is OPEN, and
upon return, unlock the locker by entering the passcode on
the keypad or rescanning the Door-Level QR Code.
Specification of Method of Managing Access Control to a
Networked Storage Locker within an Amusement Park
Enterprise by Scanning a Door-Level QR Code after Scan-
ning a Facility Level QR Code Using a Mobile Smartphone
Connected to the Wireless Access Control System Network
of the Present Invention

[0360] FIG. 28D describes the primary steps involved
when carrying out the methods of managing access control
to a networked locker system by scanning door-level QR
codes 40C posted on locker rented at an amusement park
facility, using a mobile smartphone 130 wirelessly con-
nected to the wireless access control system network of the
present invention 1.

[0361] FIG. 31 shows a Door-Level QR Code 40C (i.e. a
machine-readable code, such as an optically-readable bar
code symbol and/or RFID encoded tag component) physi-
cally posted or electrically displayed on the front door
surface of each locker unit 151 in the GPS-tracked wireless
networked locker system 150 illustrated in FIG. 26.

[0362] The method described and illustrated in FIG. 28D
is supported by the GUI screens shown in FIG. 32A through
32C.

[0363] As indicated in Step K of FIG. 28D, and shown in
FIG. 32A, a mobile smartphone 130 deployed on the wire-
less access control system network is used to scan a Door-
Level QR Code 40C after scanning a facility-level QR Code
40A, by (i) the scanning of the Door-Level QR code 40C on
the rented locker using the user’s web-enabled mobile
smartphone, (ii) automatically directing the smartphone
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web-browser application to parse and analyze the scanned
QR code and serve, load and display the webpage specified
by the URL encoded in the Door-Level QR Code 40C, and
(iii) executing the access control transaction script for the
locker rental transaction identified by the “Rental Transac-
tion Identifier-Facility Entry” stored on the phone by the
application servers, so as to determine the state of the
transaction for the Door-Level Access Control Method.
[0364] As indicated at Step L of FIG. 28D, and shown in
FIG. 32B, the mobile smartphone 130 deployed on the
wireless access control system network is used to practice a
facility-level access control method, by displaying a mes-
sage that the “Locker Is in Use” (e.g. Locker Number 154),
and requesting the user to enter his or her unique 4 digital
passcode, and the select the button “OPEN MY LOCKER”.
[0365] As indicated at Step M of FIG. 28D, and shown in
FIG. 32C, the mobile smartphone 130 deployed on the
wireless access control system network is used to practice a
facility-level access control method, by displaying, after
scanning the door-level QR code 40C or entering the unique
passcode into the locker’s keypad, a message that the locker
is OPEN, and upon return, unlock the locker by entering the
passcode on the keypad or rescanning the Door-Level QR
Code 40C, allowing the user to either (i) store personal
belongings in the storage locker or access stored personal
belongings from the accessed locker 151, as the case may be.
[0366] The above-described machine-readable code-
driven access control method of the present invention shows
how it is now possible to enable wireless rental, access and
control to a specified locker (151) in a GPS-specified
networked locker system 150 using a web-enabled smart-
phone 130, to read a Door-Level machine-readable (QR)
code symbol to automatically initiate direct communication
with the web-based communication/application/database
servers maintained with the data center 12 of the wireless
system network 1, and conduct the supporting web-based
transaction. Each time the code symbol is scanned and the
guest user seeks to open a rented locker, as well as an
unavailable locker, transaction records of such events are
recorded in the RDBMS of the data center 12.

[0367] However, during emergencies, when electrical
power and/or Internet connectivity are disrupted, the system
and method of the present invention allows the guest user to
directly enter his or her digital password (e.g. PIN) into the
keypad 158 provided on the rented locker unit 151, and
locally operate its lock controller (provided with local
battery power backup) and where the digital password (PIN)
is stored in local memory 153 of the locker unit 151, as
shown in FIG. 14, by the system network servers within the
data center 12 during the web-based rental, access and
control method of the present invention. This inventive
feature allows the guest to unlock the electronically-con-
trolled lock unit in locker unit 151, and open the locker door
and access one’s personal belongings while the locker
system is disconnected from the Internet infrastructure and/
or during local power disruptions. Details regarding this
back-up local access method are disclosed in U.S. Pat. No.
8,990,110, US Patent Application No. US2019/0035186,
incorporated herein by reference.

[0368] Also, during emergencies, when electrical power
and/or Internet connectivity are disrupted, the system and
method of the present invention also allows the guest user to
locally communicate with the locker controller, through its
network adapter and antennas (e.g. using Bluetooth and/or
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WIFI protocols), to establish a communication session
between the mobile smartphone 130 and the rented locker
unit 151, and then enter the guest’s digital locker password
(i.e. PIN) via the virtual keypad (GUI screen) on the mobile
smartphone 130, to locally operate its lock controller (pro-
vided with local battery power backup), and where the
digital password (PIN) is stored in local memory 153 of the
locker unit 151, as shown in FIG. 14, by the system network
servers within the data center 12 during the web-based
rental, access and control method of the present invention.
This inventive feature allows the guest to unlock the elec-
tronically-controlled lock unit of a rented locker unit 151,
and open the locker door and access one’s personal belong-
ings while the locker system is disconnected from the
Internet infrastructure and/or during local power disruptions.

Specification of the Method of Managing Access Control to
a Networked Locker System by Scanning Site-Level QR
Codes Posted at a Particular Site in an Amusement Park
Facility, Using a Mobile Smartphone Wireless Connected to
the Wireless Access Control System Network of the Present
Invention

[0369] FIGS. 33A, 33B, and 33C describe the primary
steps involved when carrying out the method of managing
access control to a networked locker system by scanning
site-level QR codes 40B posted at a particular Site in an
amusement park facility, using a mobile smartphone wire-
less connected to the wireless access control system network
of the present invention.

[0370] FIG. 34A illustrates an amusement park facility,
with a sign posted at a Site in the park, displaying a
Site-Level QR code 40B as shown in FIG. 34B which, upon
scanning with a web-enabled mobile smartphone 130, is
engineered to direct the guest user to a web-based e-com-
merce-enabled locker rental and access control transaction
having a narrowed scope of services within the facility. This
allows guest users to select a storage locker, mobility
solution or other service at the Site within the amusement
park, and then allow the wireless system network to auto-
matically assign an available locker, mobility solution or
service to the guest at the selected Site. FIG. 34B shows and
enlarged view of the Site-Level QR Code 40B posted at a
Site within the amusement park illustrated in FIG. 34A,
wherein at the Site Level, the user is able to scan a
Site-Level QR code 40B that is intelligently assigned to that
Site location, and users will select a size of the storage locker
(or type of mobility solution desired or required), and the
wireless system network will automatically assign an avail-
able locker to the user (or an available vehicle, wheelchair
or stroller to the user) at that Site, as the case may be.

[0371] The method described and illustrated in FIGS. 33A
through 33C is supported by the GUI screens shown in FIG.
35A through 351.

[0372] As indicated at Step A of FIG. 33A, and as shown
in FIG. 35A, a mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a site-level access control method by (i) the scanning of a
Site-Level QR Code 40B, and (ii) automatically directing
the smartphone web-browser application to parse and ana-
lyze the scanned QR code and serve, load and display the
webpage specified by the URL encoded in the Site-Level QR
Code, and whereupon, the application server stores a
“Rental Transaction Identifier-Site-Entry” (RTI-SE) within
the cache on the mobile smartphone.
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[0373] As indicated at Step B of FIG. 33A, and as shown
in FIG. 35B, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a site-level access control method by selecting the time/date
of the locker rental at the Site within the Facility when
would the guest user would like to rent and access to store
personal belongings.

[0374] As indicated at Step C of FIG. 33C, and as shown
in FIG. 35C, the mobile smartphone 130 deployed on the
wireless access control system network is used to practice a
site-level access control method by selecting the locker size
(e.g. small, large, jumbo) at the selected Site within the
Facility which the guest user would like to rent and access
to store personal belongings.

[0375] As indicated at Step D of FIG. 33A, and as shown
in FIG. 35D, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a site-level access control method by the guest user request-
ing to “Rent This Locker” previously specified by the Site,
time/date, and locker size selected by the guest at the Site,
while displaying the price of the locker rental and availabil-
ity at the time of the rental offer (prior to acceptance and
order placement).

[0376] As indicated at Step E of FIG. 33B, and as shown
in FIG. 35E, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a site-level access control method by the user’s selecting
four-digit passcode for use in opening the rental locker, and
selecting SAVE and CONTINUE to save the request in the
RDBMS of the wireless access control system network.

[0377] As indicated at Step F of FIG. 33B, and as shown
in FIG. 35F, the mobile smartphone deployed on the wireless
access control system network is used to practice a site-level
access control method by displaying the selected locker size
and user passcode, and involving entering the guest’s phone
number to which the system network will transmit locker
information and rental receipt via SMS/text once the user
enters the phone number information and selects SAVE and
CONTINUE, to initiate the web-based transaction between
the web-enabled mobile phone and the system’s web-en-
abled e-commerce-supported locker access control servers,
maintained at the data center.

[0378] As indicated at Step G of FIG. 33B, and as shown
in FIG. 35G, the mobile smartphone deployed on the wire-
less access control system network is used to practice a
site-level access control method by displaying the selected
locker size, entered passcode, text receipt phone number,
and total price of the locker rental (tax included), and
providing several options for the user to make payment (e.g.
using ApplePay® or using a credit card or debit card of the
user, in which case, the card number and expiration date i.e.
month/year are requested).

[0379] As indicated at Step H of FIG. 33B, and as shown
in FIG. 35H, a mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a site-level access control method by displaying, after the
prior payment transaction has been successfully completed,
a message that the locker is ready, along with the selected
locker #and user’s passcode, and a Button enabled to open
the locker at its location, by the user simply either scanning
the door-level QR code 40C on the locker door, or entering
the unique passcode into the locker’s keypad (where and as
provided).
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[0380] As indicated at Step 1 of FIG. 33C, and as shown
in FIG. 35I, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a site-level access control method by displaying, after scan-
ning the door-level QR code 40C or entering the unique
passcode into the locker’s keypad, a message that the locker
is OPEN, and upon return, unlock the locker by entering the
passcode on the keypad or rescanning the Door-Level QR
Code, and an END RENTAL Button for selection by the user
to the end the locker rental.

Specification of Method of Enabling Contact-Less Access
Control of Storage Locker within an Amusement Park
Enterprise by Scanning a Door-Level QR Code after Scan-
ning a Site-Level QR Code Using a Mobile Smartphone
Connected to the Wireless Access Control System Network
of the Present Invention

[0381] FIGS. 33C and 33D describe the primary steps
involved when carrying out the methods of managing access
control to a networked locker system by scanning door-level
QR codes 40C posted on locker rented at amusement park
facility after scanning a site-level QR code 40B, using a
mobile smartphone wireless connected to the wireless access
control system network of the present invention.

[0382] FIG. 36 shows a Door-Level QR Code 40C (i.e. a
machine-readable code, such as an optically-readable bar
code symbol and/or RFID encoded tag component) physi-
cally posted or electrically displayed on the front door
surface of each locker unit in the GPS-tracked wireless
networked locker system illustrated in FIG. 26.

[0383] The method described and illustrated in FIGS. 33C
and 33D is supported by the GUI screens shown in FIG. 37A
through 37D.

[0384] As indicated at Step J of FIG. 33C, and as shown
in FIG. 37A, a mobile smartphone deployed on the wireless
access control system network 1 is used to scan a Door-
Level QR Code 40C after scanning a Site-Level QR Code
40B by (i) the scanning of the Door-Level QR code on the
rented locker using the user’s web-enabled mobile smart-
phone 130, (ii) automatically directing the smartphone web-
browser application to parse and analyze the scanned QR
code and serve, load and display the webpage specified by
the URL encoded in the Door-Level QR Code, and (iii)
executing the access control transaction script for the locker
rental transaction identified by the “Rental Transaction Iden-
tifier-Site Entry” stored on the phone by the application
servers, so as to determine the state of the transaction for the
Door-Level Access Control Method.

[0385] As indicated at Step K of FIG. 33C, and as shown
in FIG. 37B, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a door-level access control method, after completing the
site-level access control method, by displaying a message
that the “Locker Is in Use” (e.g. Locker Number 154), and
requesting the user to enter his or her unique 4 digital
passcode, and the select the button “OPEN MY LOCKER”.

[0386] As indicated at Step L of FIG. 33D, and as shown
in FIG. 37C, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a door-level access control method, after completing the
site-level access control method, by displaying a message
asking the user (i) whether or not the user is “Done for the
Day?”, in which case the user will no longer have access to
the locker rental and all belongings should be removed from
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the locker before ending the locker rental, or (ii) whether or
not the user wishes to continue using the locker for storage
of personal belongings.

[0387] As indicated at Step M of FIG. 33D, and as shown
in FIG. 37D, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a door-level access control method, after completing the
site-level access control method, by scanning the door-level
QR code or entering the unique passcode into the locker’s
keypad, and displaying a message that the locker is OPEN,
and upon return, unlocking the locker by entering the
passcode on the keypad or rescanning the Door-Level QR
Code 40C, and allowing the user to either store personal
belongings in the storage locker or access stored personal
belongings from the accessed locker, as the case may be, and
an END RENTAL Button for selection by the user to the end
the locker rental.

[0388] The above-described machine-readable code-
driven access control method of the present invention shows
how it is now possible to enable wireless rental, access and
control to a specified locker (151) in a GPS-specified
networked locker system 150 using a web-enabled smart-
phone 130, to read a Door-Level machine-readable (QR)
code symbol to automatically initiate direct communication
with the web-based communication/application/database
servers maintained with the data center 12 of the wireless
system network 1, and conduct the supporting web-based
transaction. Each time the code symbol is scanned and the
guest user seeks to open a rented locker, as well as an
unavailable locker, transaction records of such events are
recorded in the RDBMS of the data center 12.

[0389] However, during emergencies, when electrical
power and/or Internet connectivity are disrupted, the system
and method of the present invention allows the guest user to
directly enter his or her digital password (e.g. PIN) into the
keypad 158 provided on the rented locker unit 151, and
locally operate its lock controller (provided with local
battery power backup) and where the digital password (PIN)
is stored in local memory 153 of the locker unit 151, as
shown in FIG. 14, by the system network servers within the
data center 12 during the web-based rental, access and
control method of the present invention. This inventive
feature allows the guest to unlock the electronically-con-
trolled lock unit in locker unit 151, and open the locker door
and access one’s personal belongings while the locker
system is disconnected from the Internet infrastructure and/
or during local power disruptions. Details regarding this
back-up local access method are disclosed in U.S. Pat. No.
8,990,110, US Patent Application No. US2019/0035186,
incorporated herein by reference.

[0390] Also, during emergencies, when electrical power
and/or Internet connectivity are disrupted, the system and
method of the present invention also allows the guest user to
locally communicate with the locker controller, through its
network adapter and antennas (e.g. using Bluetooth and/or
WIFI protocols), to establish a communication session
between the mobile smartphone 130 and the rented locker
unit 151, and then enter the guest’s digital locker password
(i.e. PIN) via the virtual keypad (GUI screen) on the mobile
smartphone 130, to locally operate its lock controller (pro-
vided with local battery power backup), and where the
digital password (PIN) is stored in local memory 153 of the
locker unit 151, as shown in FIG. 14, by the system network
servers within the data center 12 during the web-based
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rental, access and control method of the present invention.
This inventive feature allows the guest to unlock the elec-
tronically-controlled lock unit of a rented locker unit 151,
and open the locker door and access one’s personal belong-
ings while the locker system is disconnected from the
Internet infrastructure and/or during local power disruptions.
Specification of the Method of Managing Access Control to
a Networked Locker System by Scanning Door-Level QR
Codes Posted or Displayed on the Front Door of Each
Storage Locker Deployed within the Amusement Park Facil-
ity, Using a Mobile Smartphone Wireless Connected to the
Wireless Access Control System Network of the Present
Invention

[0391] FIGS. 38A and 38B describe the primary steps
involved when carrying out the method of managing access
control to a networked locker system by scanning Door-
Level QR Codes 40C posted or displayed on the front door
of each storage locker deployed within the amusement park
facility, using a mobile smartphone 130 wireless connected
to the wireless access control system network of the present
invention.

[0392] FIG. 39A showing an amusement park facility,
with a locker cabinet located at sign posted at a Site in the
park, and each locker unit 151 in the cabinet displaying a
Door-Level QR code 40C as shown in FIG. 39B, which
upon scanning with a web-enabled mobile smartphone is
engineered to direct the guest user to a web-based e-com-
merce-enabled locker rental and access control transaction
having a narrowed scope of services within the facility. This
allows guest users to rent the storage locker, at the Site
within the amusement park, and then allow the wireless
system network to automatically control access to the locker
at the Site.

[0393] FIG. 39B shows the Door-Level QR Code 40C
physically posted or electrically displayed on the front door
surface of each locker unit 151 in the GPS-tracked wireless
networked locker system 150 illustrated in FI1G. 26, wherein
at this most explicit level, Door Level, users are allowed to
directly scan the locker door they want to rent, and intelli-
gence regarding the Size, Price, Site, and Facility is effec-
tively built into the Door-Level QR Code 40C so that users
can enjoy an expedited rental experience.

[0394] The method described and illustrated in FIGS. 38A
and 38B is supported by the GUI screens shown in FIG. 40A
through 40G.

[0395] As indicated at Step A of FIG. 38A, and as shown
in FIG. 40A, a mobile smartphone 130 deployed on the
wireless access control system network is used to practice a
door-level access control method by (i) the scanning of a
Door-Level QR Code 40C, and (ii) automatically directing
the smartphone web-browser application to parse and ana-
lyze the scanned QR code and serve, load and display the
webpage specified by the URL encoded in the Site-Level QR
Code, and whereupon, the application server stores a
“Rental Transaction Identifier-Door-Entry” (RTI-DE) within
the cache on the mobile smartphone.

[0396] As indicated at Step B of FIG. 38A, and as shown
in FIG. 40B, the mobile smartphone 130 130 deployed on
the wireless access control system network is used to
practice a door-level access control method by the user
selecting the “Rent This Locker” Button to rent the scanned
and selected locker for a specific time/date (e.g. All Day
Locker Rental), given its specified size and rental price at the
Site within the Facility.
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[0397] As indicated at Step C of FIG. 38A, and as shown
in FIG. 40C, the mobile smartphone 130 deployed on the
wireless access control system network to practice a door-
level access control method by the user’s selection of
four-digit passcode for use in opening the rental locker, and
selecting SAVE and CONTINUE to save the request in the
RDBMS 12C of the wireless access control system network.

[0398] As indicated at Step D of FIG. 38B, and as shown
in FIG. 40D, the mobile smartphone 130 deployed on the
wireless access control system network is used to practice a
door-level access control method by displaying the selected
locker size and user passcode, and entering the guest’s
phone number to which the system network will transmit
locker information and rental receipt via SMS/text once the
user enters the phone number information and selects SAVE
and CONTINUE, to initiate the web-based transaction
between the web-enabled mobile phone and the system’s
web-enabled e-commerce-supported locker access control
servers, maintained at the data center 12.

[0399] As indicated at Step E of FIG. 38B and as shown
in FIG. 40E, using the mobile smartphone 130 deployed on
the wireless access control system network 1 is used to
practice a door-level access control method by displaying
the selected locker size, entered passcode, text receipt phone
number, and total price of the locker rental (tax included),
and providing several options for the user to make payment
(e.g. using ApplePay® or using a credit card or debit card of
the user, in which case, the card number and expiration date
i.e. month/year are requested).

[0400] As indicated at Step F of FIG. 38B, and as shown
in FIG. 40F, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a door-level access control method by displaying, after the
prior payment transaction has been successfully completed,
a message that the locker is ready, along with the selected
locker #and user’s passcode, and a Button enabled to “Open
My Locker” at its location by the user simply either scanning
the door-level QR code on the locker door, or entering the
unique passcode into the locker’s keypad, where and as
provided.

[0401] As indicated at Step G of FIG. 38B, and as shown
in FIG. 40G, the mobile smartphone deployed on the wire-
less access control system network 1 is used to practice a
door-level access control method by displaying, after scan-
ning the door-level QR code 40C or entering the unique
passcode into the locker’s keypad, a message that the locker
is OPEN, and upon return, unlock the locker by entering the
passcode on the keypad or rescanning the Door-Level QR
Code, and an END RENTAL Button for selection by the user
to the end the locker rental.

Specification of the Method of Managing Access Control to
a Networked Locker System by Rescanning the Door-Level
QR Code Posted or Displayed on the Front Door of the
Storage Locker Deployed within the Amusement Park Facil-
ity after the Locker has been Scanned and Rented, Using a
Mobile Smartphone Wireless Connected to the Wireless
Access Control System Network of the Present Invention

[0402] FIGS. 38C and 3D describes the primary steps
involved when carrying out the method of managing access
control to a networked locker system by rescanning Door-
Level QR Codes 40C posted or displayed on the front door
of each storage locker deployed within the amusement park
facility, after the locker has been previously scanned and
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rented, using a mobile smartphone wireless 130 connected
to the wireless access control system network of the present
invention 1.

[0403] FIG. 41 shows the Door-Level QR Code 40C
physically posted or electrically displayed on the front door
surface of each locker unit in the GPS-tracked wireless
networked locker system 150 illustrated in FI1G. 26, wherein
at this most explicit level, Door Level, users are allowed to
directly rescan the rented locker door they want to access to
remove personal belongings.

[0404] The method described and illustrated in FIGS. 38C
and 38D is supported by the GUI screens shown in FIG. 42A
through 42E.

[0405] As indicated at Step H of FIG. 38C, and as shown
in FIG. 42A, a mobile smartphone 130 deployed on the
wireless access control system network is used to rescan a
Door-Level QR Code 40C after scanning a Door-Level QR
Code 40C by (i) the scanning of the Door-Level QR code on
the rented locker 151 using the user’s web-enabled mobile
smartphone 130, (ii) automatically directing the smartphone
web-browser application to parse and analyze the scanned
QR code and serve, load and display the webpage specified
by the URL encoded in the Door-Level QR Code, and (iii)
executing the access control transaction script for the locker
rental transaction identified by the “Rental Transaction Iden-
tifier-Door Entry” stored on the phone by the application
servers, so as to determine the state of the transaction for the
Door-Level Access Control Method.

[0406] As indicated at Step I of FIG. 38C, and as shown
in FIG. 42B, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a door-level access control method, after completing the
door-level access control method, by displaying a message
that (i) the “Locker Is in Use” (e.g. Locker Number 154),
and requesting the user to enter his or her unique 4 digital
passcode, and the select the button “OPEN MY LOCKER”,
and (ii) if the scanned locker is not the guest’s rented locker,
then the user should look for a locker with a GREEN light
indicating it is available for rental.

[0407] As indicated at Step J of FIG. 38C, and as shown
in FIG. 42C, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a door-level access control method, after scanning the door-
level QR code or entering the unique passcode into the
locker’s keypad, by displaying a message indicating (i) that
the “Locker is Open”, and upon return, unlocking the locker
by entering the passcode on the keypad or rescanning the
Door-Level QR Code 40C, and allowing the user to either
store personal belongings in the storage locker or access
stored personal belongings from the accessed locker, as the
case may be, and (ii) that an END RENTAL Button is
displayed and active for selection by the user to the end the
locker rental transaction at the Site of the Facility.

[0408] As indicated at Step K of FIG. 38D, and as shown
in FIG. 42D, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a door-level access control method, after completing the
door-level access control method, by displaying a message
asking the user (i) whether or not the user is “Done for the
Day?”, in which case the user will no longer have access to
the locker rental and all belongings should be removed from
the locker before ending the locker rental, or (ii) whether or
not the user wishes to continue using the locker for storage
of personal belongings.
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[0409] As indicated at Step L of FIG. 38D, and as shown
in FIG. 42E, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a door-level access control method, after completing the
door-level access control method, by displaying a message
indicating and confirming the user ended the locker rental,
and the user should remove all belongings from the locker
before closing the locker 151. Optionally, if the internal
automated locker camera is active within the rented locker,
and the interior video camera 155A detects one or more
objects in the locker 151, then the access control system
network 1 will automatically make such determinations and
prevent the user from terminating the locker rental until all
objects have been removed from the locker as confirmed by
video camera images captured by the internal locker camera
155A.

[0410] The above-described machine-readable code-
driven access control method of the present invention shows
how it is now possible to enable wireless rental, access and
control to a specified locker (151) in a GPS-specified
networked locker system 150 using a web-enabled smart-
phone 130, to read a Door-Level machine-readable (QR)
code symbol to automatically initiate direct communication
with the web-based communication/application/database
servers maintained with the data center 12 of the wireless
system network 1, and conduct the supporting web-based
transaction. Each time the code symbol is scanned and the
guest user seeks to open a rented locker, as well as an
unavailable locker, transaction records of such events are
recorded in the RDBMS of the data center 12.

[0411] However, during emergencies, when electrical
power and/or Internet connectivity are disrupted, the system
and method of the present invention allows the guest user to
directly enter his or her digital password (e.g. PIN) into the
keypad 158 provided on the rented locker unit 151, and
locally operate its lock controller (provided with local
battery power backup) and where the digital password (PIN)
is stored in local memory 153 of the locker unit 151, as
shown in FIG. 14, by the system network servers within the
data center 12 during the web-based rental, access and
control method of the present invention. This inventive
feature allows the guest to unlock the electronically-con-
trolled lock unit in locker unit 151, and open the locker door
and access one’s personal belongings while the locker
system is disconnected from the Internet infrastructure and/
or during local power disruptions. Details regarding this
back-up local access method are disclosed in U.S. Pat. No.
8,990,110, US Patent Application No. US2019/0035186,
incorporated herein by reference.

[0412] Also, during emergencies, when electrical power
and/or Internet connectivity are disrupted, the system and
method of the present invention also allows the guest user to
locally communicate with the locker controller, through its
network adapter and antennas (e.g. using Bluetooth and/or
WIFI protocols), to establish a communication session
between the mobile smartphone 130 and the rented locker
unit 151, and then enter the guest’s digital locker password
(i.e. PIN) via the virtual keypad (GUI screen) on the mobile
smartphone 130, to locally operate its lock controller (pro-
vided with local battery power backup), and where the
digital password (PIN) is stored in local memory 153 of the
locker unit 151, as shown in FIG. 14, by the system network
servers within the data center 12 during the web-based
rental, access and control method of the present invention.
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This inventive feature allows the guest to unlock the elec-
tronically-controlled lock unit of a rented locker unit 151,
and open the locker door and access one’s personal belong-
ings while the locker system is disconnected from the
Internet infrastructure and/or during local power disruptions.
Specification of the Method of Managing Access Control to
a GPS-Tracked Wireless Networked Stroller by Scanning
Device-Level QR Codes Posted or Displayed on the Stroller
Available for Rental, Controlled Access and Use within the
Amusement Park Facility, Using a Mobile Smartphone
Wireless Connected to the Wireless Access Control System
Network of the Present Invention

[0413] As shown in FIG. 44, guest users can use their
mobile smartphone 130 to scan the Device-Level QR Code
40C posted on the GPS-tracked wireless networked stroller
90, and rent the stroller for terms that make sense. A primary
advantage of the direct scan method is that intelligence
regarding the stroller’s Model, Price, Site, and Facility are
effectively built into the Device-Level QR Code 40C so that
users can enjoy an expedited rental experience, with
involvement in minimal data entry operations. This method
will be described in detail below.

[0414] FIGS. 43A, 43B and 43C describes the primary
steps involved when carrying out the method of managing
access control to a GPS-tracked wireless networked stroller
90 by scanning the Device-Level QR Code 40C posted or
displayed on the stroller available for rental, controlled
access and use within the amusement park facility 800, using
a mobile smartphone 130 wireless connected to the wireless
access control system network of the present invention 1.
[0415] As indicated in Step A of FIG. 43 A, and as shown
in FIG. 45A, a mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a device/thing-level access control method, by (i) the scan-
ning of a Device-Level QR Code 40C on an available
GPS-tracked wireless networked stroller, and (ii) automati-
cally directing the smartphone web-browser application to
parse and analyze the scanned QR code and serve, load and
display the webpage specified by the URL encoded in the
Device-Level QR Code, and whereupon, the application
server stores a “Rental Transaction Identifier-Device-Entry”
(RTI-DE) within the cache on the mobile smartphone.
[0416] As indicated at Step B of FIG. 43A, and as shown
in FIG. 45B, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a device/thing-level access control method, by the user
selecting the “Rent This Stroller” Button to rent the scanned
and selected stroller for a specific time/date (e.g. All Day
Rental), given its specified stroller size, and rental price, at
the Site within the Facility.

[0417] As indicated at Step C of FIG. 43A, and as shown
in FIG. 45C, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a device/thing-level access control method, by the entry of
the user’s full name and phone number for use in opening
the rental locker 151, and selecting SAVE and CONTINUE
to save the request in the RDBMS of the wireless access
control system network.

[0418] As indicated at Step D of FIG. 43B, and as shown
in FIG. 45D, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a device/thing-level access control method, by displaying
the rental terms for the stroller 90 (e.g. one day rider only,
to remain seated, always keep hands and feet inside stroller,
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slow speed for turns, do not exceed stroller weight limits,
and do not leave valuable in an unintended stroller) to be
checked by the user/renter, and then selecting CONFIRM
and CONTINUE, to initiate the web-based transaction
between the web-enabled mobile phone and the system’s
web-enabled e-commerce-supported stroller access control
servers, maintained at the data center 12.

[0419] As indicated at Step E: of FIG. 43B, and as shown
in FIG. 45E, the mobile smartphone 130 1 deployed on the
wireless access control system network 1 is used to practice
a device/thing-level access control method by displaying the
selected stroller size, renter information, rental terms, and
total price of the stroller rental (tax included), and providing
several options for the user to make payment (e.g. using
ApplePay® or using a credit card or debit card of the user,
in which case, the card number and expiration date i.e.
month/year are requested).

[0420] As indicated at Step F of FIG. 43B, and as shown
in FIG. 45F, the mobile smartphone 130 deployed on the
wireless access control system network is used to practice a
device/thing-level access control method by displaying,
after the prior payment transaction has been successfully
completed, a message that the stroller is ready, along a
Button enabled to “Unlock My Stroller” by the user simply
clicking on the UNLOCK STROLLER Button, and a mes-
sage indicating to lock the stroller, press the foot brake down
92 and press down on the red handle 97B.

[0421] As indicated at Step G of FIG. 43C, and as shown
in FIG. 45G, the mobile smartphone 130 deployed on the
wireless access control system network 1 is used to practice
a device/thing-level access control method by displaying a
message that the stroller 90 is UNLOCKED, and to roll the
stroller 90, the user must lift the brake bar 92 with his or her
foot before starting to push the stroller 90.

Specification of the GPS-Tracked Wireless Networked
Amusement Park Game/Contest System Awarding Prizes to
Game Winners, and Supporting a Local GPS-Tracked Wire-
less Networked Two-Sided Locker System for Storing Won
Prizes by Guest Winners Using Door-Level QR Code Scan-
ning

[0422] FIG. 46 shows the GPS-tracked wireless net-
worked amusement park game/contest system 310, located
at its own Site within the Facility, and awarding prizes to
game winners, and supporting a local GPS-tracked wireless
networked two-sided locker system 300 that is access con-
trolled by any guest winner using a mobile phone 130 to
scan a door-level QR code 40C so as to rent and access a
storage locker 301 for the purpose of storing a prize won at
the game/contest while visiting the amusement park, and
subsequently retrieving the prize from the locker on its
retrieval side without interrupting game/contest play on the
storage side of the prize locker.

[0423] FIG. 47A shows one electronically-controlled stor-
age locker 301 contained in the two-sided locker system 300
deployed at the GPS-tracked wireless networked amusement
park game/contest system 310 illustrated in FIG. 46. As
shown, the system architecture of each electronically-con-
trolled locker is shown and described in FIG. 48, and each
GPS-tracked wireless networked locker unit 301 is access
controlled and managed using Door-Level QR Codes 40C in
a manner similar to that described herein with regard to the
other illustrative embodiments of the present invention.
[0424] FIG. 47B shows the electronically-controlled stor-
age locker 301 shown in FIG. 47A, showing its RGY status
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indicator lights, electronic-ink display panel, and Door-
Level QR Code 40C posted on the locker door surface.

[0425] FIG. 48 shows a GPS-tracked wireless network QR
code driven local access-controlled locker system present
invention, shown comprising:

[0426] As shown in FIG. 48, each wireless networked
two-sided prize locker system 301 comprises the following
components: a double-sided locker unit 301 with a hinged
locker door on the storage side, and a hinged door on the
retrieval side; a first door-level QR code 40C physically
posted or electronically displayed on the storage-side door
surface 305 using its E-ink panel 303; a second door-level
QR code 40C physically posted or electronically displayed
on the storage-side door surface using its E-ink panel 303;
RGY locker status LED lights 302; an e-ink display con-
troller 306 for the locker unit; an electronic lock module for
each door 305, controlled by a local lock controller 307; a
keypad 309 for each lock controller mounted on the locker
door, for entry of digital lock code selected by the user; a
network controller 308 for interfacing with the TCP/IP
infrastructure 11 and communicating each locker unit with
the wireless system network servers, as described herein; a
digital video camera with a field of view (FOV) and inter-
faced with the system bus; and a GPS module interfaced
with the lock controller and its system bus and programmed
processor. As shown, the double-sided locker cabinet 300 is
connected to the data center 12 via the cloud infrastructure,
along with mobile phone systems 130, prize locker directory
servers 350, prize storage locker director server 351, elec-
tronic payment systems 13, and the like.

[0427] FIG. 49 provides an illustration for the system
shown in FIGS. 46 through 47B, and a method of playing a
game at a game site using this system, and then winning a
prize and storing the prize within the double-sided wireless
networked prize locker system 300 installed at the game site,
as described in FIGS. 46, 47A, 47B and 48. This method will
be further described with referenced to FIGS. 50A and 50B
described below.

Specification of the Method of Playing a Game at a Game
Site, Winning a Prize and Storing the Prize within a Double-
Sided Wireless Networked Prize Locker System Installed at
the Game Site

[0428] FIGS. 50A and 50B describes the primary steps
carried out when practicing the method of storing a prize
won by a guest during a game or contest, within the
double-sided wireless networked prize locker system shown
in FIGS. 46, 47A, 47B and 48, in accordance with the
principles of the present invention.

[0429] As indicated at STEP A of FIG. 50A, and as shown
in FIG. 49, a Guest visits a Game Site managed by a Game
Attendant, offering a prize every game winner and the option
to store a won prize in a locker of a wireless networked
double-sided pass-through locker cabinet system 300
installed at the Game Site. As shown, the storage side of the
double-sided locker 300 is disposed on the same side of the
Game Site where the guest won the prize and can store the
won prize in a rented locker 301 rented, accessed and
controlled using a mobile smartphone 130 reading a Door-
Level QR Code 40C posted on the storage side of a locker
available for rental, whereas the retrieval side of the double-
sided pass-through locker system 300 is disposed on the
outside of the Game Site, where the winning guest can
retrieve the stored prize from a rented locker 301 using their
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mobile smartphone 130 reading the Door-level QR code
40C posted on retrieval side the rented locker 301.

[0430] As indicated at Step B of FIG. 50A, and as shown
in FIG. 49, the Guest scans a Game-Level QR Code (Player
Code) at the Game Site using his or her mobile smartphone
130, provides its SMS/Text phone number to the system
servers, pays the Game Site for the right to play a Game
according to published Game Rules, and then starts playing
the Game while the Game Management Servers at the data
center 12 (i) store a Game Transaction Identifier in local
memory of the guest’s mobile smartphone, and (ii) transmit
a Game Transaction Receipt (e.g. via email, SMS/Text
and/or native Application) to the Mobile Phone of the Game
Attendant’s operating the Game Site.

[0431] As indicated at Step C of FIG. 50A, and as shown
in FIG. 49, if the Guest Player wins a prize during Game
Play, then the Game Attendant asks the Player if he wishes
to store the won gift in a prize storage locker, and if the
Guest indicates YES, then the Guest Attendant invites the
Guest to scan a Door-Level QR Code 40C on a prize locker
that indicates availability (e.g. a GREEN LED Light is
illuminated); however, if the Guest Player does not win a
prize during Game Play, then the Game Attendant or system
will ask the Player if he wishes to play the game once again.
[0432] As indicated at Step D of FIG. 50B, and as shown
in FIG. 49, if the Guest indicates he wishes to store the won
prize in a prize locker in the double-sided prize locker
cabinet system, 300 then the Guest Attendant invites the
Guest to scan a Door-Level QR Code on any prize locker in
the cabinet that indicates availability (e.g. a GREEN LED
Light is illuminated), and once scanned, thereby commenc-
ing the Door-Level QR Driven Access Control Method to
provide rental and access control to the Guest so that he or
she may store the won prize on the storage side of the
double-sided locker cabinet system 300, and then close the
locker door and return to the amusement park 800.

[0433] As indicated at Step E of FIG. 50B, and as shown
in FIG. 49, in response to completing the prize locker rental
transaction, the system sends the Guest Player a locker rental
receipt and notification to return to locker to pick up and
retrieve the stored prize before leaving the amusement park
800.

[0434] As indicated at Step F of FIG. 50B, and as shown
in FIG. 49, after the passage of time on the same day, the
Guest returns to the retrieval side of the double-sided prize
locker system 300 to open the locker door where the prize
was stored, by rescanning the Door-Level QR Code or
entering the four-digit personal code (to the locker keypad if
available) via the keypad 309 to open the locker door and
retrieve the won prize, and thereafter closing the locker door
and terminating the rental agreement.

Specification the Method of Purchasing Products at a Retail
Store and Retrieving the Purchased Products Stored in a
Contactless Manner from within a Double-Sided Wireless
Networked Locker System Installed at the Retail Store
[0435] FIG. 51A shows a GPS-tracked double-sided wire-
less networked retail storage locker system enabling cus-
tomers to retrieve purchased items from the lockers in a
contactless manner using mobile phones and the wireless
access control system network of the present invention.
[0436] FIG. 51B shows the double-sided wireless net-
worked retail storage locker system of FIG. 51A from a
different perspective, showing its backstage loading area for
loading purchased items in the retail locker system, and its
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guest area where consumers retrieving purchased items from
specified assigned lockers containing their purchased goods,
in a contactless manner using the mobile scanning locker
access control methods of the present invention described
herein.

[0437] FIG. 52 shows the double-sided wireless net-
worked retail storage locker system of FIGS. 51A and 51B,
configured for contactless purchased item retrieval in a retail
environment, integrated within the cloud-based GPS-track-
ing wireless access control system network of the present
invention.

[0438] As shown in FIG. 52, the wireless networked
locker system illustrated in FIGS. 51A and 51B comprises:
a locker cabinet, installed in a retail or other order fulfillment
environment, and provided with a plurality of electronically-
controlled lockers, each being provided with (i) a backstage
loading area as illustrated in FIG. 51B for the loading of
specific lockers with purchased items associated with pur-
chased orders, and (ii) a guest area where consumers retrieve
purchased items from lockers containing their purchased
goods; and electronics and communications equipment
shown in FIG. 52.

[0439] As shown in FIG. 52, each locker unit 501 within
the wireless locker cabinet system 400 comprises a rugged
housing for containing objects, and a hinged front door
provided with an electronic lock unit. Preferably, each
locker unit 401 further comprises: an electronic lock module
404 mounted on the retrieval side of the locker unit and
connected to a strike plate and the like to enable an elec-
tronically-controlled door lock, and connected to a local
lock controller 406 to control its operation during the control
access methods according to the principles of the present
invention; a keypad 410 mounted one each locker door, to
allow the user to manually enter a digital password to access
and open the locker unit either locally, or via the wireless
remote methods of access control enabled by the wireless
system network of the present invention described herein; an
electronic-ink and LCD display panel 403 and controller 405
for display messages from the lock controller 406 and
network servers during the access control methods of the
present invention described herein; a Bluetooth and WIFI
network adapter and various antennas to support RF com-
munications with various systems on the wireless system
network, including the user’s mobile smartphone 130; a
network adapter/controller 407, connected to the locker
controller 406, for providing TCP/IP network access to the
wireless system network of the present invention, and all
services supported on the Internet; a Door-Level QR code
40C either printed and mounted on the front door, or
electronically displayed by the electronic ink display; Red/
Green/Yellow (RGY) LED locker status indicator lights 402
interfaced with the system bus and controlled by the locker
microcontroller; and a GPS module (e.g. UBlock® GPS/
GNSS Module); an internal digital video camera with field
of view (FOV) facing towards the customer to enable facial
recognition, and an internal video camera for automatically
detecting the presence or absence of items in each locker
unit, and assist in managing the access control process
supported within the retail locker system.

[0440] As shown in FIG. 52, the GPS-tracked wireless
networked (transportable/potable) locker system is operably
connected to the Internet’s TCP/IP infrastructure, 11 to
which is connected various computing resources including:
electronic payment systems 13 to support e-commerce pay-
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ment transactions (e.g. ApplePay®, credit and debit card
transactions, PayPal®, etc.); the data centers 12 to support
the wireless system network 1 of the present invention
shown in FIGS. 10, 11 and 12; a web-based networked
locker directory servers 450 and 451 supported by the
retailer; mobile computing devices 130 such as millions of
mobile smartphones deployed on the wireless system net-
work; and web, application and database servers 12 associ-
ated with thousands of third-party service providers and
vendors desiring to serve the guests and visitors of the
facilities served by the system network of the present
invention.

Specification of the Method of Purchasing Products at a
Retail Store and Retrieving the Purchased Products Stored in
a Contactless Manner from within a Double-Sided Wireless
Networked Locker System Installed at the Retail Store

[0441] FIG. 53 describes a method of purchasing products
at an online e-commerce and/or brick and mortar retail store,
and thereafter retrieving the purchased items in a contactless
manner from storage within a two-sided GPS-tracked wire-
less networked retail locker system 400, installed a retail
store, order fulfillment center or like center, as shown and
described in FIGS. 51A, 51B and 52 described in detail
above.

[0442] As indicated in Step A of FIG. 53, and as shown in
FIGS. 51A and 51B, a Consumer visits a Retailer’s Online
and purchases Products from the Retailer using an online
payment method, and the Retailer then stores the purchased
Products within one or more double-sided storage lockers
400 within a wireless networked double-sided locker cabinet
system 400 installed at the retailer’s store or fulfillment
center, wherein the storage side of each locker is accessible
by the Retailer and its Retail Fulfilment Clerks, and the
retrieval side of each locker is closed by an electronic lock
employed on the locker door that can be controlled and
accessed using their mobile smartphone 130 reading the
Door-level QR code 40C posted on retrieval side the storage
locker.

[0443] As indicated in Step B of FIG. 53, and as shown in
FIGS. 51A and 51B, after completing the e-commerce
product purchase transaction and its method of payment, the
Consumer receives a Message Notification from the Retailer
informing the Consumer in which storage lockers the Con-
sumer’s Purchased Products are being stored and ready for
pickup at a specified Retailer Fulfillment Center site.

[0444] As indicated in Step C of FIG. 53, and as shown in
FIGS. 51A and 51B, the Consumer visits the specified
Retailer Fulfillment Center, and opens each storage locker
401 specified in Retailer’s Message Notification by (i) using
the Consumer’s mobile smartphone to scan and read the
Door-Level QR Code 40C posted on the locker door of the
storage locker 401, (ii) unlocking and accessing control over
the locker, (iii) opening the locker and retrieving the pur-
chased goods stored in the opened locker, and (iv) then
closing the emptied locker, whereupon the wireless network
system 1 automatically sends a Pickup Receipt Message
Notification to the consumer’s mobile phone 130 indicating
that specific storage locker(s) were opened on a specified
date and time at the Retailer’s Fulfillment Center, and the
purchased goods retrieved therefrom. Once skilled in the art
will be able to readily developed GUI screens and work-
flows for the method described in FIG. 53, in view of the
direct scanning methods of wireless access controlled shown
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in FIGS. 36 through 42E, and associated GUI screens and
work flows described in detail hereinabove.

Specification of Delivering Products and Services to a Guest
Visitor Who has Rented a GPS-Tracked Thing for Use
within an Amusement Park or Recreational Environment
Using a Mobile Smartphone to Scan Device-Level QR Code
on the GPS-Tracked Thing being Tracked within a GPS-
Tracked Wireless System Network of the Present Invention
[0445] FIG. 54 describes the GPS-tracking wireless access
control system network of the present invention 1, config-
ured and arranged for supporting the offering and delivery of
goods and services to a consumer who has previously
rented/access-controlled things of value (e.g. lockers, stroll-
ers, strollers, and other gear) that is being GPS-tracked
within field of GPS tracking supported by the GPS-tracking
wireless access control system network, and many support-
ing GNSS platforms orbiting the Earth.

Specification of the Method of Delivering Products and
Services to a Guest Visitor Who has Rented a GPS-Tracked
Thing for Use within an Amusement Park or Recreational
Environment Using a Mobile Smartphone to Scan Device-
Level QR Code on the GPS-Tracked Thing being Tracked
within a GPS-Tracked Wireless System Network of the
Present Invention

[0446] FIGS. 55A and 55B describe the method of deliv-
ering products and services to a guest visitor who has rented
a GPS-tracked thing for use within an amusement park or
recreational environment using a mobile smartphone 130 to
scan device-level QR code on the GPS-tracked device being
tracked within by the GPS-tracked wireless access control
system network, as shown and described in FIGS. 10, 11, 12
and elsewhere through the present Patent Specification.
[0447] As indicated at Step A of FIG. 55A, and as shown
in FIG. 54, a Consumer rents, accesses and controls and use
of a GPS-tracked device or thing (e.g. locker, mobility
solution, rain-gear, sun-gear, scuba-gear, surf-gear, bicycle-
gear, picnic-gear, beach-gear, camping-gear, radio/stereo-
gear, etc.) for use within an amusement park or recreational
environment using a mobile smartphone 130 to scan and
read a Device-Level QR Code 40C posted on the GPS-
tracked thing being tracked within a GPS-tracking wireless
access control system network 1.

[0448] As indicated at Step B of FIG. 55A, and as shown
in FIG. 54, the GPS-tracking wireless access control system
network 1 requests the Consumer to provide permission and
authorization to vendors and service providers, registered
with the system network, to provide product and service
offers to the mobile smartphone 130 of the Consumer as the
Consumer travels within the park environment and its GPS-
tracked thing is tracked by the GPS-tracking wireless access
control system network; and Consumer provides permission
to registered vendors and service providers to send message
notifications to the smartphone of the Consumer 130.
[0449] As indicated at Step C of FIG. 55B, and as shown
in FIG. 54, as the Consumer’s GPS-tracked thing(s) is used
within the amusement or recreational park environment, the
GPS-tracking wireless access control network (i) sends
SMS/text and/or email offers to the mobile smartphone of
the consumer throughout the day, offering and suggesting
particular goods and/or services available for purchase/
rental and consumption at particular site locations in the
amusement park facility, (ii) enables e-commerce payment
transaction for such goods and/or surfaces over the Con-
sumer’s web-enabled mobile smartphone 130, and (iii) pro-
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vides messages and notification regarding the delivery of
purchased/procured goods and/or services to the Consum-
er’s at current GPS-tracked location in the amusement or
recreational park environment, including sending SMS/text
notifications, digital facility maps and directions to visitors
to facilitate product and/or service delivery to the Consumer,
to drive commerce and deliver value.

Specification of the Method of Depositing Cash or Check
into or Withdrawing Cash from GPS-Tracked ATM Systems
Displaying ATM-Level QR Codes Supporting Secure Speci-
fied Financial Transactions by Scanning the ATM-Level QR
Code Using a Mobile Smartphone Deployed on the GPS-
Tracked Wireless System Network of the Present Invention
[0450] FIG. 56 describe the method of depositing cash or
check into or withdrawing cash from GPS-tracked ATM
banking systems 500 displaying ATM-Level QR codes 40C
supporting secure specified financial transactions by scan-
ning an ATM-level QR code displayed on the ATM system
using a mobile smartphone 130 deployed on the GPS-
tracked wireless system network of the present invention 1,
as shown and described in FIGS. 10, 11, 12 and elsewhere
throughout the Patent Specification.

[0451] FIG. 57 describes the system architecture of the
GPS-tracked ATM banking system 500 displaying ATM-
Level QR codes to enable the consumer user to access and
control the GPS-specified ATM system to perform a number
of banking functions in a contactless manner (i.e. not
touching the keyboard, LCD display screen and other ele-
ments of the ATM system), namely: (i) an ATM-Level QR
code 40C posted or displayed on the ATM System to Deposit
Cash into ATM’s Cash Depositor, (ii) an ATM-Level Code
40C To Withdraw Cash From ATM’s Cash Dispenser, and/or
(iii) an ATM-Level QR Code 40C to Deposit Check into
ATM Check Depositor.

[0452] As shown in FIG. 57, the GPS-tracked ATM bank-
ing system comprises: an ATM bank system 500 having a
secure cabinet/housing installation, containing a number of
core components, namely: a bank ATM system 505 (as
generally available numerous vendors around the world); a
cash dispenser 502 integrated with the bank ATM system;
cash depositor 501 integrated with the bank ATM system; a
check depositor 502 integrated with the bank ATM system;
a receipt bank ATM system; a GPS module 506 integrated
with the bank ATM system; an electronic ink display panel
508, driven by an electronic-ink display panel controller 507
for displaying ATM-Level QR Codes 40C as required or
desired in a given application environment; a set of ATM-
level QR codes 40C programmed for initiating and conduct-
ing at least the following ATM-supported financial transac-
tions, namely, (i) an ATM-Level QR code configured to
enable Depositing Cash into ATM’s Cash Depositor, (ii) an
ATM-Level Code configured to enable Withdrawing Cash
From ATM’s Cash Dispenser, and (iii) an ATM-Level QR
Code configured to enable Depositing a Check into ATM
Check Depositor; a network controller for enabling the
GPS-tracked ATM bank system to establish and maintain
data communications with other servers and clients con-
nected to the TCP/IP infrastructure 11 of the Internet; and a
network fire device for providing network security to each
GPS-tracked ATM bank system deployed on the GPS-
tracking wireless network of the present invention, shown in
FIGS. 10, 11 and 12.

[0453] As shown, the system network 1 further comprises:
mobile phone systems 130; bank financial transaction serv-
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ers 520 that connect and transaction with the GPS-tracked
ATM bank system 500 and the customer’s mobile smart-
phones; an ATM bank system directory server 530 main-
taining a web-based directory of ATM systems; authentica-
tion servers 540; electronic payment systems 13; and the
web, application and database servers 12A, 12B, 12C sup-
ported by the data centers 12 supporting the wireless system
network of the present invention.

Method of Depositing Cash and/or Checks in or Withdraw-
ing Cash from an GPS-Tracked QR Code Driven ATM
System in a Contactless Manner Using a Mobile Smart
Phone Deployed on the Wireless Access Control System
Network of the Present Invention

[0454] FIG. 58 describes the primary steps carried out
when practicing the method of depositing cash and/or
checks in or withdrawing cash from an GPS-tracked QR
code driven ATM banking system shown in FIGS. 56 and 57,
in a contactless manner using a mobile smart phone
deployed on the wireless access control system network of
the present invention.

[0455] As indicated at Step A of FIG. 58, and as shown in
FIGS. 56 and 57, a Consumer visits a secure QR Code
Driven ATM System 500 and uses a mobile smartphone to
scan/read either (i) an ATM-Level QR Code 40C posted or
displayed on the ATM System to Deposit Cash into ATM’s
Cash Depositor 501, (ii) an ATM-Level Code To Withdraw
Cash From ATM’s Cash Dispenser 502, or (iii) an ATM-
Level QR Code to Deposit Check into ATM Check Deposi-
tor 502. Once the webpage is loaded on the mobile smart-
phone from the bank’s financial transaction servers to
support the requested financial transaction specified by the
scanned ATM-Level QR Code 40C, and authentication is
completed and a secure connection established between the
mobile smartphone and the bank’s financial transaction
servers 520 and the GPS-tracked ATM system 500, a secure
web-based financial transaction is carried out between the
ATM 500, the Mobile Phone 130 and Bank’s Financial
Server 520 over the Internet, to enable Depositing of Cash
Into ATM, Withdrawal of Cash from ATM, or Depositing
Check into ATM, as specified by scanned ATM-Level QR
Code 40C, all without contacting the ATM system 500 or
any of its surfaces. During the process, the consumer will be
instructed and requested to select features from the mobile
phone display screen, and enter cash or check or withdraw
cash as required by the transaction, and take a printed receipt
if desired from receipt printer 504. The workflows will
follow the principles described for Door-Level QR Code
Scanning described and illustrated in FIGS. 40A through
40G, but will be adapted and modified for the particular
financial transaction being engineered and executed on the
ATM-supported service platform of the present invention, in
a manner that will be generally known by those skilled in the
art, without undue experimentation, having the benefit of
disclosure and teachings of the present invention disclosed
herein.

[0456] As indicated at Step B in FIG. 58, and as shown in
FIGS. 56 and 57, the consumer’s web-enabled mobile phone
130 will display GUI screens to support the required finan-
cial transaction with the ATM, specified by the scanned
ATM-Level QR Code 40C, using the Bank’s Financial
Transaction Servers 520 and the GPS-tracked ATM Bank
System communicating with the Bank’s ATM Bank System
500 during a secure encrypted HTTP transaction.
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[0457] As indicated at Step C in FIG. 58, and as shown in
FIGS. 56 and 57, after completing the financial transaction
and either depositing cash or check into, or withdrawing
cash from the GPS-tracked ATM Bank System 500, as
specified by the scanned ATM-Level QR Code 40C, the
Bank’s Financial Transaction Server 520 sends the Consum-
er’s mobile phone 130 a receipt of the completed financial
transaction indicating the GPS-tracked and access controlled
ATM Bank System during the transaction on a specified
date, time and GPS-coordinates, matched with the GPS
coordinates collected from mobile phone 130 by the Bank’s
Financial Transaction Servers 520.

[0458] The value and benefit of the above-described GPS-
tracked ATM banking system 500 will become readily
apparent hereinafter, and further, in view of ongoing
COVID-19 pandemic impacting the entire planet and global
economy.

[0459] Also, GPS-tracked ATM banking system can be
readily modified to provide a GPS-tracked train, rail or other
admission ticket dispensing machine (TDM) system driven
by TDM-Level QR Codes posted or displayed from the
TDM System, in a way similar to the GPS-Tracked ATM
Bank System 500 for scanning by a customer’s web-enabled
mobile smartphone 130 deployed on the wireless access
control system of the present invention 1.

General Applications for Wireless System Network of the
Present Invention

[0460] In addition to serving the many functions described
herein, the GPS-tracking wireless system network of the
present invention, and various novel mobile phone based
access control methods, can also provide a complete decen-
tralized point of sale (POS) and thing delivery system, where
some things are “Internet of things” (IoT) connected, and are
provided on self-serve basis to consumers; some things are
physical items that can rented or purchased, with or without
the assistance of a human attendant, or automated robot, and
for which the guest can walk away; some things are physical
items that are tied to secure storage locations and virtually
connected to the purchaser/renter’s mobile phone for later
retrieval using cookie technologies known in the art; and
some things have an intermediary “game” aspect between
the person (e.g. player) and the item (e.g. prize) that can be
offered to the winner in a touchless two-sided locker as
described in FIGS. 46 through 50B.

Driving GPS-Driven Commerce Applications

[0461] As described and illustrated in FIGS. 54 through
55B, any guest who rents a GPS-tracked thing at a park or
other venue, or even a non-GPS-tracked item (e.g. a Zip-line
adventure trip) can request to receive SMS/text and/or email
offers and notifications throughout the day, on a specified
mobile smartphone number. Such concierge-like platform
supported services can then use GPS information collected
by the GPS-tracked thing to help locate, identify and suggest
particular and useful/valuable goods and/or services to
guests that are available for purchase/rental and consump-
tion at particular site locations in the amusement park
facility.

[0462] Also the GPS-tracking wireless platform of the
present invention described herein can also enable vendors
and service providers to provide and deliver specific goods
and/or services to the guests at their current location in the
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amusement park, and even send notifications, directions and
digital mobile facility maps on the mobile phones of guest
visitors to facilitate service delivery while guests are freely
moving around the park or other environment.

Upselling Goods and Services at Parks and Venues

[0463] As described and illustrated in FIGS. 54 through
55B, the GPS-tracking wireless system network and mobile
phone based methods of the present invention will also
enable vendors and service providers to send product/service
offers and promotions to mobile phones based on anything
of value that has been previously rented/accessed via a
transaction (e.g. locker, mobility solution, rain-gear, sun-
gear, scuba-gear, surf-gear, bicycle-gear, picnic-gear, beach-
gear, radio/stereo-gear, etc.); and then Fulfil and Deliver the
offered Goods and Services using the user’s mobile phone,
for the purpose of providing better and more economical
ways of driving commerce and delivering consumer value.

Contactless Retrieval of Purchased Goods at Retail Stores

[0464] As described and illustrated in FIGS. 51 through
52, wireless system network and mobile phone based meth-
ods will enable consumers to send goods purchased at a
retail store (in a park or anywhere outside for that matter, for
storage and contactless retrieval at pickup centers, using a
web-based mobile smartphone described herein in great
detail.

Providing GPS-Tracked ATM Systems, Deployed on the
GPS-Tracking Wireless Control Access System Network to
Support Secure ATM-Based Financial Transactions where
Individuals Wish to Securely Withdraw and/or Deposit Cash
and Deposit Checks without Touching a Public Touch-
Screen Supported on an ATM Machine

[0465] The GPS-tracked wireless and secure access con-
trol system network, and related mobile phone methods
described hereinabove, can also be readily adapted to
accessing and controlling ATM machines operated by banks
and other financial institutions around the world. In a first
illustrative embodiment, an ATM machine would be pro-
vided with (i) an electronic-ink display screen for electroni-
cally displaying ATM-level QR codes, or (ii) one or more
printed ATM-level QR codes posted on the ATM system, so
that bank customers, with a mobile phone with a web-
browser and/or appropriately developed native client appli-
cation can read the ATM-QR code and carry out a secure
web-based financial transaction involving the specific ATM
system at its specified GPS location, all in a contactless
manner, involving the depositing and/or withdrawal of cash,
and/or depositing of checks, with the GPS-tracked ATM
system, as the case may be. Proper authentication methods
will be used, in conjunction with necessary encryption
methods required by financial industry, and state and federal
laws.

Further Advantages of Provided by Various Aspects of the
Present Invention

[0466] The GPS-enabled wireless networked lockers of
the present invention shown and described in FIGS. 10, 11,
12, 13A through 14A, 25, 26, and 27 through 27C and
related methods, will provide additional insight and great
value, namely: real-time, updateable accurate database of
our rather expensive locker assets—offering with certainty
the location and count of our cabinets that have been
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distributed throughout America and the world; real-time
visibility with the push of a button; Aids in mapping
functions without the need to program/go through data entry.
[0467] The modular portable wireless networked locker
systems of the present invention provide many advantages:
they require no wires and are highly movable; they offers a
great solution to temporary or event-based locker systems,
as witnessed by the current COVID-19 pandemic, where
temporary hospitals were set up in convention centers and
lockers were added; and support large venues like stadiums
whom want lockers only for concerts; where dormant lock-
ers cannot be afforded for the 60 or 70% of days when no
event is happening. Banks of lockers can be brought in and
all typical services can be offered automatically: Inventory;
Location; and Find-my-locker (e.g. guest-facing applica-
tions)

Modifications of the Illustrative Embodiments of
the Present Invention

[0468] The present invention has been described in great
detail with reference to the above illustrative embodiments.
It is understood, however, that numerous modifications will
readily occur to those with ordinary skill in the art having
had the benefit of reading the present disclosure.

[0469] While electronic payment systems were disclosed
in the illustrative embodiments, for use in paying for rental
and purchase agreements, it is understood that non-banking
based credit/debit card payment systems, can be used,
including but not limited to reimbursement, trading and/or
barter systems. Such alternative value-based systems can
include, for example, BITCOIN, tokens, and diverse forms
of social-based value and/or economic credit in current used,
or to be devised and used among people in the future.

[0470] While electronic-ink display systems have been
disclosed herein because of their low power consumption
and excellent performance in high-brightness outdoor envi-
ronments, it is understood that any electronic visual display
technology employing any display medium, including liquid
crystal displays (LCDs), plasma, as well as electronic-ink,
display media can be used to practice the information
display aspects of the present invention.

[0471] While web-based mobile smartphones have been
the preferred technology for reading machine-readable
codes applied to the facility, site and device/thing levels, in
accordance with the principles of the present invention, it is
understood that web-enabled body-mounted computing
devices, such as Apple® and Samsung® smartwatches can
be used to practice the methods of the present invention.
Also, it is understood that these code symbol scanning
methods can involve using code reading devices that are
separate systems from the web-enabled computing systems
that support the transactions between the consumer and
vendors/service providers who provide the articles that
might be then accessed and controlled using the wireless
system network of the present invention.

[0472] While GPS-tracking has been integrated into the
core services of the wireless access and control system
network 1 of the present invention disclosed herein, for use
in GPS-tracking of articles and things that are rented, leased
or even purchased, it is understood that not all transactions
supported and services provided by the wireless system
network of the present invention (i.e. “the Platform™) will
require GPS-tracking, while employing mobile communi-
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cation devices 130 to support transactions and methods of
access and control, as taught herein.

[0473] Also, in alternative embodiments of the present
invention described hereinabove, the system can be realized
as a stand-alone application, or integrated as part of larger
system networks. Such alternative system configurations
will depend on particular end-user applications and target
markets for products and services using the principles and
technologies of the present invention.

[0474] These and all other such modifications and varia-
tions are deemed to be within the scope and spirit of the
present invention as defined by the accompanying Claims to
Invention.

1-109. (canceled)

110. A system for accessing and controlling a device for
rental and use within an environment, said system compris-
ing:

a web-enabled mobile phone device wirelessly connected
to a wireless communication network, operably con-
nected to a wireless access control system network;

a site-level machine-readable code displayed at a site in
said environment, which when scanned with said web-
enabled mobile phone is configured to automatically
direct the guest user to a first web-based e-commerce-
enabled transaction supported by said web-enabled
mobile phone and said wireless access control system
network, and allowing guest users to select and rent the
particular device at a site selected within said environ-
ment, and then allow said wireless access control
system network to automatically assign an available
device to the guest user at said selected site; and

a device-level machine-readable code displayed on each
device available for rental, and access at said site for
use in said environment, and which when scanned with
said web-enabled mobile phone, is configured to auto-
matically direct the guest user to a second web-based
e-commerce-enabled transaction supported by said
web-enabled mobile phone and said wireless access
control system network, and allowing guest users to
rent said device at the selected site within said envi-
ronment, and then allow the guest user to access the
rented device for use within said environment.

111. The system of claim 110, which further comprises:

a facility-level machine-readable code displayed at an
entrance location of said environment and/or other
locations outside the spatial boundaries said environ-
ment, which upon scanning with said web-enabled
mobile phone, said facility-level machine-readable
code is configured to automatically direct a guest user
using said web-enabled mobile phone to a third web-
based e-commerce-enabled transaction supported by
said web-enabled mobile phone and said wireless
access control system network, and allowing guest
users to select a site location of choice within said
environment for rental of a particular device for access
and use within said environment, and then allow said
wireless access control system network to assign an
available device to the guest user for access at the
selected Site and use within said environment.

112. The system of claim 110, wherein said device is
selected from the group consisting of storage lockers for
storage of personal belonging, mobility solutions for sup-
porting movement of a person or animal, rain-gear, sun-gear,
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scuba-gear, surf-gear, bicycle-gear, picnic-gear, beach-gear,
camping-gear, and radio/stereo-gear.

113. The system of claim 110, wherein said environment
is selected from the group consisting of amusement parks,
casinos, museums, national parks, amusement parks, theme
parks, sporting arenas and centers, virtual reality and aug-
mented reality adventure parks, colosseums and amphithe-
aters, music and arts festivals, water and river rafting and
outdoor activities, western activities, horseback riding, hik-
ing and mountain climbing activities, sporting and recre-
ational centers, gymnastic centers, national beaches, rodeos,
animal shows, sporting games and contests, film and per-
forming arts theaters, public parks, ice skating rinks, public
swimming pools, all-terrain vehicle (ATR) vehicles and
trailblazing, ski lodges, snowboarding, alpine sports lodges,
hunting and fishing lodges, national disaster and relief
centers, international red cross relief centers, homeless shel-
ters and centers, personal relief shelters, shared business
office space, community living environments, senior citizen
centers, and transportation centers.

114. The system of claim 1, wherein said site-level
machine-readable code is a first bar code symbol displayed
at said site; and wherein said device-level machine-readable
code is a second bar code symbol displayed on each said
device.

115. A method of accessing and controlling a device
within an environment in which multi-level machine read-
able codes are displayed and supported within a wireless
access control system network deployed within said envi-
ronment, said method comprising the steps of:

(a) using a web-enabled mobile phone for (i) scanning a
facility-level machine-readable code displayed in said
environment, and (ii) automatically directing the
mobile phone web-browser application to parse and
analyze the scanned facility-level machine-readable
code and load and display the webpage specified by the
URL encoded in said facility-level machine-readable
code;

(b) selecting a site within said environment where the
guest user would like to rent and access a particular
type of device at said site;

(c) selecting the time/date of the device rental at the site
within said environment when would the guest user
would like to rent and access and use said device;

(d) selecting said device at the selected site within said
environment which the guest user would like to rent,
access and use; and

(e) renting said device selected by the guest user within
said environment.

116. The method of claim 115, which further comprises:

(D) selecting a passcode for use in accessing and using said
device, and saving the passcode in a database main-
tained on said wireless access control system network.

117. The method of claim 115, wherein said device is
selected from the group consisting of storage lockers for
storage of personal belonging, mobility solutions for support
movement of a person or animal, rain-gear, sun-gear, scuba-
gear, surf-gear, bicycle-gear, picnic-gear, beach-gear, camp-
ing-gear, and radio/stereo-gear.

118. The method of claim 115, wherein said environment
is selected from the group consisting of amusement parks,
casinos, museums, national parks, amusement parks, theme
parks, sporting arenas and centers, virtual reality and aug-
mented reality adventure parks, colosseums and amphithe-
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aters, music and arts festivals, water and river rafting and
outdoor activities, western activities, horseback riding, hik-
ing and mountain climbing activities, sporting and recre-
ational centers, gymnastic centers, national beaches, rodeos,
animal shows, sporting games and contests, film and per-
forming arts theaters, public parks, ice skating rinks, public
swimming pools, all-terrain vehicle (ATR) vehicles and
trailblazing, ski lodges, snowboarding, alpine sports lodges,
hunting and fishing lodges, national disaster and relief
centers, international red cross relief centers, homeless shel-
ters and centers, personal relief shelters, shared business
office space, community living environments, senior citizen
centers, and transportation centers.

119. A wireless access control system network supported
within an environment in which multi-level machine-read-
able codes are displayed in said environment and scanned
using web-enabled mobile phones so as to enable guest users
to rent and access devices offered in said environment, said
wireless access control system comprising:

a plurality of information servers; and

a set of multi-level machine-readable codes having a
hierarchy for use in delivering information served from
said information servers;

wherein said set of multi-level machine-readable codes
include:

(1) device-level machine-readable codes intelligently
encoded with data attributes including said environ-
ment, site, options of devices for rental, and pricing for
said options, and URL directed to a first information
server component supported on said wireless access
control system network; and

(ii) site-level machine-readable codes intelligently
encoded with data attributes including said environ-
ment, site, said options of devices for rental, the pricing
for said options, and inventory status of each type and
option, and URL directed to a second information
server component supported on said wireless system
network.

120. The wireless access control system network of claim

119, which further comprises:

(iii) facility-Level machine-readable codes intelligently
encoded with data attributes including said environ-
ment, sites rendered as choices, types and size options
of devices for rental, and the pricing for said size and
type options, and URL directed to a third information
server component supported on said wireless system
network.

121. The wireless access control system network of claim
119, wherein said device is selected from the group consist-
ing of storage lockers for storage of personal belonging,
mobility solutions for supporting movement of a person or
animal, rain-gear, sun-gear, scuba-gear, surf-gear, bicycle-
gear, picnic-gear, beach-gear, camping-gear, and radio/ste-
reo-gear.

122. The wireless access control system network of claim
119, wherein said environment is selected from the group
consisting of amusement parks, casinos, museums, national
parks, amusement parks, theme parks, sporting arenas and
centers, virtual reality and augmented reality adventure
parks, colosseums and amphitheaters, music and arts festi-
vals, water and river rafting and outdoor activities, western
activities, horseback riding, hiking and mountain climbing
activities, sporting and recreational centers, gymnastic cen-
ters, national beaches, rodeos, animal shows, sporting games
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and contests, film and performing arts theaters, public parks,
ice skating rinks, public swimming pools, all-terrain vehicle
(ATR) vehicles and trailblazing, ski lodges, snowboarding,
alpine sports lodges, hunting and fishing lodges, national
disaster and relief centers, international red cross relief
centers, homeless shelters and centers, personal relief shel-
ters, shared business office space, community living envi-
ronments, senior citizen centers, and transportation centers.

123. A method of managing access control to devices for

rental and use in an environment by scanning multi-level
machine-readable codes displayed in said environment
using a web-enabled mobile phone wirelessly connected to
a wireless access control system network, said method
comprising the steps of:

(a) using a web-enabled mobile phone deployed on the
wireless access control system network to practice an
access control method by (i) the scanning of a facility-
level machine-readable code displayed in said environ-
ment and (ii) automatically directing the mobile phone
web-browser application to parse and analyze the
scanned machine-readable code and serve, load and
display the webpage specified by the URL encoded in
the facility-level machine-readable code, and where-
upon, the application server stores a facility entry rental
transaction identifier within the cache on the web-
enabled mobile phone;

(b) using said mobile phone for which site within said
environment where the guest user would like to rent
and access a device for usage in said environment; and

(c) using said mobile phone for selecting the device rental
at the site within said environment when would the
guest user desires to rent and access said devices.

124. The method of claim 123, wherein said devices are
selected from the group consisting of storage lockers for
storage of personal belonging, mobility solutions for sup-
porting movement of a person or animal, rain-gear, sun-gear,
scuba-gear, surf-gear, bicycle-gear, picnic-gear, beach-gear,
camping-gear, and radio/stereo-gear.

125. The method of claim 123, wherein said environment
is selected from the group consisting of amusement parks,
casinos, museums, national parks, amusement parks, theme
parks, sporting arenas and centers, virtual reality and aug-
mented reality adventure parks, colosseums and amphithe-
aters, music and arts festivals, water and river rafting and
outdoor activities, western activities, horseback riding, hik-
ing and mountain climbing activities, sporting and recre-
ational centers, gymnastic centers, national beaches, rodeos,
animal shows, sporting games and contests, film and per-
forming arts theaters, public parks, ice skating rinks, public
swimming pools, all-terrain vehicle (ATR) vehicles and
trailblazing, ski lodges, snowboarding, alpine sports lodges,
hunting and fishing lodges, national disaster and relief
centers, international red cross relief centers, homeless shel-
ters and centers, personal relief shelters, shared business
office space, community living environments, senior citizen
centers, and transportation centers.

126. The method of claim 123, wherein said device is a
storage locker, and wherein said method further comprises:

(d) selecting the storage locker at the selected site within

said environment which the guest user would like to
rent and access;

(e) renting the selected locker within said environment;

and
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() selecting a passcode for use in accessing said selected
storage locker, and saving the storing in a database on
said wireless access control system network.

127. A method of managing access control to devices for
rental and use in an environment by scanning multi-level
machine-readable codes displayed in said environment
using a web-enabled mobile phone wirelessly connected to
a wireless access control system network, said method
comprises the steps of:

(a) using a web-enabled mobile phone deployed on the
wireless access control system network to practice a
site-level access control method by (i) the scanning of
a site-level machine-readable code, and (ii) automati-
cally directing the mobile phone web-browser applica-
tion to parse and analyze the scanned machine-readable
code and serve, load and display the webpage specified
by the URL encoded in the site-level machine-readable
code, and whereupon, an application server stores a
site-entry rental transaction identifier within the cache
on the mobile phone; and

(b) using said web-enabled mobile phone for selecting the
time/date of the locker rental at the site within said
environment when would the guest user would like to
rent and access said device for use in said environment.

128. The method of claim 127, wherein said device is
selected from the group consisting of a storage locker for
storage of personal belonging, a mobility solution for sup-
port movement of a person or animal, rain-gear, sun-gear,
scuba-gear, surf-gear, bicycle-gear, picnic-gear, beach-gear,
camping-gear, and radio/stereo-gear.
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129. The method of claim 127, wherein said environment
is selected from the group consisting of amusement parks,
casinos, museums, national parks, amusement parks, theme
parks, sporting arenas and centers, virtual reality and aug-
mented reality adventure parks, colosseums and amphithe-
aters, music and arts festivals, water and river rafting and
outdoor activities, western activities, horseback riding, hik-
ing and mountain climbing activities, sporting and recre-
ational centers, gymnastic centers, national beaches, rodeos,
animal shows, sporting games and contests, film and per-
forming arts theaters, public parks, ice skating rinks, public
swimming pools, all-terrain vehicle (ATR) vehicles and
trailblazing, ski lodges, snowboarding, alpine sports lodges,
hunting and fishing lodges, national disaster and relief
centers, international red cross relief centers, homeless shel-
ters and centers, personal relief shelters, shared business
office space, community living environments, senior citizen
centers, and transportation centers.

130. The method of claim 128, wherein said device is a
storage locker, and the method further comprises:

(c) using said mobile phone for selecting the locker size
at the selected site within said environment which the
guest user would like to rent and access said storage
locker and store personal belongings;

(d) using said mobile phone for said storage locker at the
site; and

(e) using said mobile phone for selecting a passcode for
use in opening said storage locker, and saving said
passcode in a database on said wireless access control
system network.

#* #* #* #* #*



