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SYSTEM AND METHOD FOR PROVIDING
TRANSMISSION OF COMPLIANCE
REQUIREMENTS FOR CLOUD-BASED
APPLICATIONS

TECHNICAL FIELD

[0001] This disclosure is directed to mechanisms to add
compliance requirement information to the service function
chain (SFC) headers (network service headers (NSH)) on a
per-flow or per-hop basis so that an SFC Classifier or a
controller can use a rules engine to classify or manage flows
as requiring compliance, and virtual network functions
(VNFs) can leverage the concepts disclosed herein to adver-
tise their compliance capabilities to the SFC Classifier or the
controller.

BACKGROUND

[0002] In a cloud environment, a variety of compliance
regulations can apply that a variety of applications must
adhere to. These may include, but are not limited to, HIPAA,
payment card industry (PCI) security features, Sarbanes-
Oxley (SOX) requirements, Customer Data Protection
(CDP), legal requirements such as export controls, and so
forth.

[0003] Cloud providers lack the necessary mechanisms to
enforce compliance details and regulations at the network
layer. Assuring the adherence to compliance regulations is a
critical issue in cloud providers as it prevents tenants from
moving sensitive data into the cloud that could violate
certain regulations or laws. A function is needed that enables
the definition of certain compliance parameters while being
transmitted across the network to be leveraged by different
network functions.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] The disclosure will be readily understood by the
following detailed description in conjunction with the
accompanying drawings in which:

[0005] FIG. 1 illustrates the basic computing components
of a computing device according to an aspect of this dis-
closure.

[0006] FIG. 2 illustrates the general context in which the
present disclosure applies.

[0007] FIG. 3 illustrates an example method.

DESCRIPTION OF EXAMPLE EMBODIMENTS

Overview

[0008] The proposed concept allows virtualized network
functions (containerized, on a VM or on a bare-metal server)
on a Service Function Chain (SEC) to identify and commu-
nicate compliance enforcement/adherence information
using network level protocols. The identification can be
made on a per-flow basis, a per-hop basis, a per container
basis, per VNF basis, per host basis, or any other basis. The
virtualized network functions (VNFs) can even implement
proactive triggers for compliance requirements-based policy
enforcement and implement associated traffic handling
rules. The concept involves incorporating compliance regu-
lations across the service functions and network functions to
apply certain policies. Compliance bodies can provide vari-
ous standards and the particular structure of a particular
standard. Several features of how compliance information is
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communicated are that they (i.e., the reporting of compli-
ance regulations or how well an entity is complying with a
regulation as reported through a header) are flow specific
and/or hop specific. Various network functions can inspect
the reported data.

[0009] The disclosed approach can enable network func-
tions to not only leverage provided compliance information
but additionally advertise performed actions (i.e. policies
enforced). This information can then be used by the preced-
ing network function virtualizations (NFVs) to not only base
their decisions on the provided compliance requirements but
also on the previous NFVs’ action. For example, in a SFC
that consists of a storage NFV and a routing NFV, the
storage NFV, based on the compliance information received
for a specific traffic flow, defines a policy that restricts
storage to a certain geographical location. This information
could be critical for the next NFV within that SFC (here for
example a routing NFV) that would route traffic accordingly
(or apply certain routing policies to the traffic).

[0010] An example method includes receiving, at a net-
work controller, a compliance regulatory requirement asso-
ciated with a virtual network function via a network service
header field, the virtual network function being part of a
service function chain, and receiving, at the network con-
troller, a compliance regulatory status associated with the
virtual network function. Based on the compliance regula-
tory requirement and compliance regulatory status, the
method includes determining, at the network controller, that
a remedy is required for the virtual network function to
comply with the compliance regulatory requirement to yield
a determination. When the determination indicates that the
remedy is required, the method includes implementing, via
the network controller, a compliance regulator action asso-
ciated with the virtual network function as the remedy.

[0011] The method can also include receiving additional
data comprising one of (1) a geo-location associated with the
compliance regulatory requirement, (2) a cloud-identifier,
(3) a workload-identifier and (4) a tenant identifier. The
additional data can be correlated with the compliance regu-
latory requirement and the compliance regulatory status to
determine the remedy. In one example, the additional data
includes the geo-location and the remedy can relate to
maintaining application data within a country boundary, or
any other geographic boundary. One example of the com-
pliance regulatory requirement can include a length of time
data is to be maintained prior to being deleted. The com-
pliance regulatory requirement can include providing an
audit trail of all access and activity to certain information.
The remedy or solution can include a compliance regulatory
action to address the requirement that, based on the feed-
back, is not currently being met.

[0012] The network controller can include a software
defined network controller having a policy that governs
generating the remedy. The compliance regulatory action
can include, for example, one of (1) preventing data from
flowing to a virtual network function not in compliance with
the compliance regulatory requirement; and (2) implement-
ing the remedy. For example, the compliance regulatory
action can include implementing a data traffic routing policy.
The compliance regulatory requirement can be applied to the
creation of the service function chain or to the migration of
the service function chain to a new location. The compliance
regulatory requirement can be associated with a cloud
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provider. The compliance regulatory requirement can also
be applied on a per-flow or a per-hop basis between VNFs
within the SFC.

[0013] The method can also include analyzing a traffic
flow associated with a virtual network function to yield an
analysis and classifying a regulatory compliance require-
ment based on the analysis.

Description

[0014] Cloud and service providers can host and provision
numerous services and applications, and service a wide array
of customers or tenants. These providers often implement
cloud and virtualized environments, such as software-de-
fined networks (e.g., OPENFLOW, SD-WAN, etc.) and/or
overlay networks (e.g., VXLAN networks, NVGRE, SST,
etc.), to host and provision the various solutions. Software-
defined networks (SDNs) and overlay networks can imple-
ment network architectures that provide virtualization lay-
ers, and may decouple applications and services from the
underlying physical infrastructure Further, the capabilities
of overlay and SDN networks can be used to create service
chains of connected network services, such as firewall,
network address translation (NAT), or load balancing ser-
vices, which can be connected or chained together to form
a virtual chain or service function chain (SFC).

[0015] SFCs can be used by providers to setup suites or
catalogs of connected services, which may enable the use of
a single network connection for many services, often with
different characteristics. SFCs can have various advantages.
For example, SFCs can enable automation of the provision-
ing of network applications and network connections.
[0016] Specific services or functions in an SEC can be
virtualized through network function virtualization (NFV).
A virtualized function, or VNF, can include one or more
virtual machines (VMs) or software containers running
specific software and processes. Accordingly, with NFV,
custom hardware appliances are generally not necessary for
each network function. The virtualized functions can thus
provide software or virtual implementations of network
functions, which can be deployed in a virtualization infra-
structure that supports network function virtualization, such
as SDN. NFV can provide flexibility, scalability, security,
cost reduction, and other advantages.

[0017] The variety of services and associated characteris-
tics associated with the various network functions in SFCs
may also present significant challenges in adhering to com-
pliance and regulatory requirements. Indeed, as previously
explained, providers currently lack the necessary mecha-
nisms to enforce compliance details and regulations at the
network layer. This typically leads customers to avoid the
cloud for services with specific compliance or regulatory
requirements, often foregoing the numerous advantages
offered by cloud providers and forcing these customers to
create an individualized, and often costly and inefficient,
solution for such services.

[0018] The proposed concept allows VNFs on the SFC to
identify and communicate compliance enforcement adher-
ence information using network level protocols. In this
manner, VNFs can obtain information about other VNFs and
can implemented triggered actions for compliance require-
ments-based policy enforcement and implement associated
traffic handling rules. There are a number of advantages to
this approach. For example, VNFs in an SFC can he
informed of the compliance requirements for a given data
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flow without having to know how to determine the compli-
ance requirements. In another aspect, compliance informa-
tion from an entity on can be sent and centralized for
intelligent consumption by an external application/service.
Further, Compliance-based policy enforcement can be
applied intelligently and allow for automated solutions that
apply traffic handling rules based on well-defined compli-
ance-based SLAs.

[0019] Application non-compliance identification can be
simplified and automated. Remediation of application non-
compliance can be intelligently implemented to improve the
compliance offered by a cloud provider. After an introduc-
tion to the basic computing components in FIG. 1, a further
discussion of compliance requirements shall follow.

[0020] FIG. 1 discloses some basic hardware components
that can apply to system examples of the present disclosure.
Following the discussion of the basic example hardware
components, the disclosure will turn to the concept dealing
with enforcing compliance details and regulations. With
reference to FIG. 1, an exemplary system and/or computing
device 100 includes a processing unit (CPU or processor)
110 and a system bus 105 that couples various system
components including the system memory 115 such as read
only memory (ROM) 120 and random access memory
(RAM) 125 to the processor 110. The system 100 can
include a cache 112 of high-speed memory connected
directly with, in close proximity to, or integrated as part of
the processor 110. The system 100 copies data from the
memory 115, 120, and/or 125 and/or the storage device 130
to the cache 112 for quick access by the processor 110. In
this way, the cache provides a performance boost that avoids
processor 110 delays while waiting for data. These and other
modules can control or be configured to control the proces-
sor 110 to perform various operations or actions. Other
system memory 115 may be available for use as well. The
memory 115 can include multiple different types of memory
with different performance characteristics. It can be appre-
ciated that the disclosure may operate on a computing device
100 with more than one processor 110 or on a group or
cluster of computing devices networked together to provide
greater processing capability. The processor 110 can include
any general purpose processor and a hardware module or
software module, such as module 1 132, module 2 134, and
module 3 136 stored in storage device 130, configured to
control the processor 110 as well as a special-purpose
processor where software instructions are incorporated into
the processor. The processor 110 may be a self-contained
computing system, containing multiple cores or processors,
a bus, memory controller, cache, etc. A multi-core processor
may be symmetric or asymmetric. The processor 110 can
include multiple processors, such as a system having mul-
tiple, physically separate processors in different sockets, or
a system having multiple processor cores on a single physi-
cal chip. Similarly, the processor 110 can include multiple
distributed processors located in multiple separate comput-
ing devices, but working together such as via a communi-
cations network. Multiple processors or processor cores can
share resources such as memory 115 or the cache 112, or can
operate using independent resources. The processor 110 can
include one or more of a state machine, an application
specific integrated circuit (ASIC), or a programmable gate
array (PGA) including a field PGA.

[0021] The system bus 105 may be any of several types of
bus structures including a memory bus or memory control-
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ler, a peripheral bus, and a local bus using any of a variety
of bus architectures. A basic input/output system (BIOS)
stored in ROM 120 or the like, may provide the basic routine
that helps to transfer information between elements within
the computing device 100, such as during start-up. The
computing device 100 further includes storage devices 130
or computer-readable storage media such as a hard disk
drive, a magnetic disk drive, an optical disk drive, tape drive,
solid-state drive, RAM drive, removable storage devices, a
redundant array of inexpensive disks (RAID), hybrid storage
device, or the like. The storage device 130 is connected to
the system bus 105 by a drive interface. The drives and the
associated computer-readable storage devices provide non-
volatile storage of computer-readable instructions, data
structures, program modules and other data for the comput-
ing device 100. In one aspect, a hardware module that
performs a particular function includes the software com-
ponent stored in a tangible computer-readable storage device
in connection with the necessary hardware components,
such as the processor 110, bus 105, an output device such as
a display 135, and so forth, to carry out a particular function.
In another aspect, the system can use a processor and
computer-readable storage device to store instructions
which, when executed by the processor, cause the processor
to perform operations, a method or other specific actions.
The basic components and appropriate variations can be
modified depending on the type of device, such as whether
the computing device 100 is a small, handheld computing
device, a desktop computer, or a computer server. When the
processor 110 executes instructions to perform “operations”,
the processor 110 can perform the operations directly and/or
facilitate, direct, or cooperate with another device or com-
ponent to perform the operations.

[0022] Although the exemplary embodiment(s) described
herein employs a storage device such as a hard disk 130,
other types of computer-readable storage devices which can
store data that are accessible by a computer, such as mag-
netic cassettes, flash memory cards, digital versatile disks
(DVDs), cartridges, random access memories (RAMs) 125,
read only memory (ROM) 120, a cable containing a bit
stream and the like, may also be used in the exemplary
operating environment. According to this disclosure, tan-
gible computer-readable storage media, computer-readable
storage devices, computer-readable storage media, and com-
puter-readable memory devices, expressly exclude media
such as transitory waves, energy, carrier signals, electro-
magnetic waves, and signals per se.

[0023] To enable user interaction with the computing
device 100, an input device 145 represents any number of
input mechanisms, such as a microphone for speech, a
touch-sensitive screen for gesture or graphical input, key-
board, mouse, motion input, speech and so forth. An output
device 135 can also be one or more of a number of output
mechanisms known to those of skill in the art. In some
instances, multimodal systems enable a user to provide
multiple types of input to communicate with the computing
device 100. The communications interface 140 generally
governs and manages the user input and system output.
There is no restriction on operating on any particular hard-
ware arrangement and therefore the basic hardware depicted
may easily be substituted for improved hardware or firm-
ware arrangements as they are developed.

[0024] For clarity of explanation, the illustrative system
embodiment is presented as including individual functional
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blocks including functional blocks labeled as a “processor”
or processor 110. The functions these blocks represent may
be provided through the use of either shared or dedicated
hardware, including, but not limited to, hardware capable of
executing software and hardware, such as a processor 110,
that is purpose-built to operate as an equivalent to software
executing on a general purpose processor. For example the
functions of one or more processors presented in FIG. 1 can
be provided by a single shared processor or multiple pro-
cessors. (Use of the term “processor” should not be con-
strued to refer exclusively to hardware capable of executing
software.) Illustrative embodiments may include micropro-
cessor and/or digital signal processor (DSP) hardware, read-
only memory (ROM) 120 for storing software performing
the operations described below, and random access memory
(RAM) 125 for storing results. Very large scale integration
(VLSI) hardware embodiments, as well as custom VLSI
circuitry in combination with a general purpose DSP circuit,
may also be provided.

[0025] The logical operations of the various embodiments
are implemented as: (1) a sequence of computer imple-
mented steps, operations, or procedures running on a pro-
grammable circuit within a general use computer, (2) a
sequence of computer implemented steps, operations, or
procedures running on a specific-use programmable circuit;
and/or (3) interconnected machine modules or program
engines within the programmable circuits. The system 100
shown in FIG. 1 can practice all or part of the recited
methods, can be a part of the recited systems, and/or can
operate according to instructions in the recited tangible
computer-readable storage devices. Such logical operations
can be implemented as modules configured to control the
processor 110 to perform particular functions according to
the programming of the module. For example, FIG. 1
illustrates three modules Mod1 132, Mod2 134 and Mod3
136 which are modules configured to control the processor
110. These modules may be stored on the storage device 130
and loaded into RAM 125 or memory 115 at runtime or may
be stored in other computer-readable memory locations.

[0026] One or more parts of the example computing
device 100, up to and including the entire computing device
100, can be virtualized. For example, a virtual processor can
be a software object that executes according to a particular
instruction set, even when a physical processor of the same
type as the virtual processor is unavailable. A virtualization
layer or a virtual “host” can enable virtualized components
of one or more different computing devices or device types
by translating virtualized operations to actual operations.
Ultimately however, virtualized hardware of every type is
implemented or executed by some underlying physical hard-
ware. Thus, a virtualization compute layer can operate on
top of a physical compute layer. The virtualization compute
layer can include one or more of a virtual machine, an
overlay network, a hypervisor, virtual switching, and any
other virtualization application.

[0027] The processor 110 can include all types of proces-
sors disclosed herein, including a virtual processor. How-
ever, when referring to a virtual processor, the processor 110
includes the software components associated with executing
the virtual processor in a virtualization layer and underlying
hardware necessary to execute the virtualization layer. The
system 100 can include a physical or virtual processor 110
that receive instructions stored in a computer-readable stor-
age device, which cause the processor 110 to perform certain
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operations. When referring to a virtual processor 110, the
system also includes the underlying physical hardware
executing the virtual processor 110.

[0028] The concepts disclosed herein can be particularly
applicable to the use of containers and packet flows when
distributing workload across many containers. Such a dis-
tribution of workload across containers is a highly
demanded way to deploy applications. Compared to virtual
machines, containers are lightweight, quick and easy to
spawn and destroy. With the increasing interest in container-
based deployments, the network has to adapt to container-
specific traffic patterns. Container technology, such as
DOCKER and LINUX CONTAINERS (LXC), is intended
to run a single application and does not represent a full-
machine virtualization. A container can provide an entire
runtime environment: an application, plus all its dependen-
cies, libraries and other binaries, and configuration files
needed to run it, bundled into one package. By container-
izing the application platform and its dependencies, differ-
ences in operating system distributions and underlying infra-
structure are abstracted away.

[0029] With virtualization technology, the package that
can be passed around is a virtual machine and it includes an
entire operating system as well as the application. A physical
server running three virtual machines would have a hyper-
visor and three separate operating systems running on top of
it. By contrast, a server running three containerized appli-
cations, as with DOCKER, runs a single operating system,
and each container shares the operating system kernel with
the other containers. Shared parts of the operating system are
read only, while each container has its own mount (i.e., a
way to access the container) for writing. That means the
containers are much more lightweight and use far fewer
resources than virtual machines.

[0030] Other containers exist as well such as the LXC that
provide an operating-system-level virtualization method for
running multiple isolated Linux systems (containers) on a
control host using a single Linux kernel. These containers
are considered as something between a chroot (an operation
that changes the apparent root directory for a current running
process) and a full-fledged virtual machine. They seek to
create an environment that is as close as possible to a Linux
installation without the need for a separate kernel.

[0031] The disclosure now turns to the compliance aspect
and how to receive and implement compliance regulations a
network. It is noted that the principles are not limited to the
formal network layer of the OSI model. Depending on the
network function, the information used herein, the compli-
ance issue and actions taken can apply to different compo-
nents or layers of a network. The formal network layer can
operate as a transport layer for many of the functions
described herein. However, compliance can mean many
different things, such as customer data protection, cloud
compliance, security based compliance, SOX compliance,
and so forth. The compliance or reference to the “network”
can apply to any different layer and even up to an application
layer. Thus, as used herein, references to “network layer”
may not be limited to the network layer (i.e., layer 3) of the
OSI model, and may include other layers (e.g., L1-L.7) of the
OSI model as well as other model or frameworks (e,g.,
TCP/IP model or stack). For example, reference to operation
X being implemented at the “network layer” can mean that
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the operation X is implemented by the network or at the
network level, including one or more layers in a network
model such as OSI.

[0032] Numerous compliance bodies exist which enforce
rules and regulations as to how data must be handled in flight
and at rest. A cloud service provider may have many tenants
with different compliance requirements, which creates
operational complexity to configure every VNF to identify
and handle the compliance requirements for a given data
flow.

[0033] For example, a common HIPAA requirement man-
dates a record retention period of 30 years for medical
records. A healthcare company using a cloud storage solu-
tion may wish to store data in the cloud which is bound by
its retention policy as well as other, non-sensitive data.
[0034] A second example could be the SOX requirement
that collection and monitoring systems must provide an
audit trail of all access and activity to sensitive business
information. VNFs handling data flows which meet this
requirement must keep audit logs, but not all data may meet
this requirement and logging any/all interactions may not be
feasible.

[0035] A third example can be compliance to customer
data protection (CDP) requirements. Many countries have
strict CDP policies in place that only allow hosting of an
application within country borders as well as strict policies
around not allowing customer data associated with that
application to cross country borders. This frequently comes
up in situations like deploying a Cisco Unified Communi-
cations Manager (CUCM) in places like Germany, which
has strict CDP policies, and not allowing any of the asso-
ciated application data (Call Detail Records, etc.) to go
across German borders. Similarly, the United States, and
many other countries, have export control requirements that
restrict the export of technical information, which can be
found in patent applications, for example, prior to govern-
ment review and authorization via the granted of a foreign
filing license.

[0036] This is by no means an exhaustive list but should
provide insight into how prevalent these compliance issues
are, especially for large cloud providers and multi-national
enterprises with points-of-presence globally. The disclosed
idea aims to address this issue by proposing an on-network
solution whereby compliance information is communicated
by VNFs in an SFC through the use of (type 1 or 2) metadata
field in the Network Service Header (NSH).

[0037] The concept can allow VNFs to communicate their
compliance status for a variety of different compliance
standards/bodies within the NSH metadata. This metadata
can be centralized by an SDN-type controller (OpenDay-
light, etc.) to provide one-stop application compliance vis-
ibility for the Cloud environment. Additionally, the central
agent can have pre-configured triggers and SLAB regarding
compliance such that automation can be put in to proactively
trigger traffic handling policies (i.e., stop sending traffic to
non-compliant VNFs, trigger automated remediation for
non-compliant nodes, etc).

[0038] In one aspect, the usage of compliance and regu-
lation details, in correlation with other relevant information
such as geo-locations, cloud identifiers, combined with the
compliance and regulation information with geo-locations,
allows cloud providers to define location specific regulations
to enforce. For example, country laws can be enforced to
maintain data within certain geographic locations. With the
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incorporation into the NSH within a SFC, network functions
can perform very specific functions based on the regulations
defined. One example can be the use of a forwarding engine
to define flow rules to either avoid certain geographical
locations or route traffic to specific locations based on
compliance requirements. This way, the cloud provider can
assure that traffic from a specific service is handled by
network functions fulfilling the compliance and regulation
demands. In other words, a particular network function
involved with managing the storage of data that is regulated
by a law that the data must remain in a certain jurisdiction
can have the compliance information associated with the
network function, data flow, container, and/or the VNF, and
so forth. The metadata (the compliance information found in
the header) can be handled by a storage endpoint in a certain
way such that the data storage endpoint will follow the
compliance rules with respect to storage and distribution of
data.

[0039] Another embodiment includes the combination of
compliance and regulation details with cloud identification
information that would allow the service specific definition
of a compliant SEC. For example, leveraging the cloud
identifier in correlation with compliance and regulation
information a cloud provider (and/or tenant) could define
SFCs that meet the regulations specific to a certain cloud
service. With the correlation of relevant information and the
compliance details, a cloud provider could assure adherence
to regulations defined by country laws or governed by other
compliance bodies. In this regard, the concepts involve more
intelligently creating and deploying the SFC in the first
instance to incorporate compliance requirements. This can
include the selection of location data storage and data flow
paths, type of hardware or virtual compute resources that are
implemented, security or encryption services chosen, and so
forth. For example, compliance requirements in one case
may relate to data latency for say a voice-over-IP service. In
that case, the types of resources deployed may be an
important factor to insure low latency for telephone conver-
sations.

[0040] Tenant identifiers and/or workload identifiers can
also be used to aid in compliance. One or more of these
identifiers, combined with regulations/country laws, SLA
agreements, all the various information that you can get
from compliance bodies, can be used to make final decisions
on routing of data, interactions between VNFs and/or end-
points, creating and deployment of SFCs, etc.

[0041] The compliance regulations can come from any
number of sources. For example, management of medical
records would be application wide and would not different
from tenant to tenant. Countries might have different
requirements. Germany might have certain compliance
requirements (say 30 years of maintenance of records) while
other countries may not (say Italy has a 20 year require-
ment). In some cases, complying with one requirement (such
as the data must stay in Germany), can result in the system
inferring another requirement (how long to maintain medical
records.) Thus, in some cases where there is correlation
between compliance requirements, and where there might be
gaps in explicit compliance data in any particular aspect, the
system can infer unknown requirements.

[0042] The disclosure now turns to FIG. 2 which illus-
trates a general structure. Shown in FIG. 2 is a service
function chain that includes workload or packet flow 202
which is submitted to the chain. A first server 204 contains
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virtual network functions (VNFs) 1, 2 and 3. Another server
206 contains VNFs 4 and 5 and which connects to a network
208. The virtual network functions represent the SFC and
the order thereof. The network service header (NSH) 210 is
shown as being associated with each VNF and is one
example of a data field that is used as part of the operation
of containerized VNFs which can be accessed for reporting
compliance requirements and status. In some cases, the NSH
can be a header, such as a data plane header, added to
frames/packets. The NSH can contain information for ser-
vice chaining, service path information, as well as metadata
added and consumed by network nodes and service ele-
ments. The NSH can also include information about com-
pliance or regulatory requirements, such as data retention
requirements, data storage or routing requirements, data
privacy requirements, data usage requirements, performance
requirements, reporting requirements, etc.

[0043] When a network function is responsible for a
process such as storing data at a particular end point, the
kind of traffic associated with the process and storage is not
only managed by the network function, but it can also be
aware of the compliance issues associated with that data
flow and insure or report the compliance requirements.
[0044] This disclosure provides a compliance framework
that makes use of a metadata field (such as the NSH field)
to expedite knowledge of a communication about compli-
ance regulations and activities as well as provide an auto-
mated and intelligent mechanism to remediate and recover
from out of compliance activity in a cloud environment. A
mechanism is proposed herein by which a variety of com-
pliance regulations (medical compliance, data storage com-
pliance, geographic compliance, latency requirements,
bandwidth usage, data related usage or needs, etc.) can be
reported from containerized VNFs within an SFC. In one
aspect, the advertising of compliance requirements and
success in fulfilling the requirements, in addition to the
host-based compliance issues mentioned above, can provide
a complete picture of the cloud environment compliance
issues and the underlying network infrastructure.

[0045] This advertisement of host (and potentially net-
work) compliance requirements is performed, on one
example, by making use of the NSH (Type 1 or 2) metadata
fields as a means of centralizing at a controller 212 (such as
OpenDaylight, etc.) this valuable information to be con-
sumed as needed. The controller 212 can receive and process
the various pieces of data to make compliance-based deci-
sions or modifications to the SFC. Other data fields other
than the NSH could be used as well FIG. 2 illustrates
multiple VNFs 1-5 that can be hosted by a single or multiple
bare-metal servers 204, 206 this mechanism can report
host-based (as well as underlying network-based) resource
usage for the respective VNFs as well as for the hosting
bare-metal server (as a per container fraction of the total
usage, etc).

[0046] The compliance success/failure reporting can be
centralized, for example at the central software defined
network controller 212, consumed and acted upon by the
controller 212. The compliance data can be host-based,
network-based, flow-based, container-based, hop-based,
cloud-based, tenant-based, container-based, workload-
based, etc. and can be used for a number of purposes, such
as enhanced centralized visibility of data center and under-
lying network infrastructure, simplified troubleshooting of
resource compliance (i,e. data retention policies, medical
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policies, etc.) issues, and so forth. In yet another aspect, the
system can automate the fulfilment, remediation and/or
mitigation of containers due to compliance issues in a
dynamic and intelligent fashion. The NSH-based reporting
of compliance data can be centralized and consumed by the
SDN controller 212 in a manner that intelligent automation
is built in such that workload migration or flow routing is
proactively triggered based on thresholds or compliance
requirement-based policy enforcement decisions.

[0047] Imagine a server 204, 206 hosting multiple con-
tainers. Assume one container is experiencing a compliance
requirement issue (data deletion too early, problems with
geographic distribution of data, security of data becoming
too low, etc. The advertising/reporting approach enables this
information to be automatically detected based on proactive
triggers and the issue can be reported to the container
orchestration layer (DOCKER, DOCKERSWARM,
CLOUDIFY, etc) to trigger automated remedy of the out-
of-compliance container to a more suitable location able to
provide the necessary resources to run it properly.

[0048] FIG. 3 illustrates the method aspect. An example
method embodiment includes receiving, at a network con-
troller, a compliance regulatory requirement associated with
a virtual network function via a network service header field,
the virtual network function being part of a service function
chain (302), and receiving, at the network controller, a
compliance regulatory status associated with the virtual
network function (304). Based on the compliance regulatory
requirement and compliance regulatory status, the method
includes determining, at the network controller, that a rem-
edy is required for the virtual network function to comply
with the compliance regulatory requirement to yield a deter-
mination (306). When the determination indicates that the
remedy is required, the method includes implementing, via
the network controller, a compliance regulator action asso-
ciated with the virtual network function as the remedy (308).
[0049] The method can also include receiving additional
data including one of (1) a geo-location associated with the
compliance regulatory requirement, (2) a cloud-identifier,
(3) a workload-identifier and (4) a tenant identifier. The
additional data can be correlated with the compliance regu-
latory requirement and the compliance regulatory status to
determine the remedy or actions to be taken. In one example,
the additional data includes the geo-location and the remedy/
action can relate to maintaining application data within a
country boundary, or any other geographic boundary. One
example of the compliance regulatory requirement can
include a length of time data is to be maintained prior to
being deleted. The compliance regulatory requirement can
include providing an audit trail of all access and activity to
certain information. The remedy or solution can include a
compliance regulatory action to address the requirement
that, based on the feedback, is not currently being met.
[0050] The network controller can include a software
defined network controller having a policy that governs
generating the remedy. The compliance regulatory action
can include, for example, at least one of (1) preventing data
from flowing to a virtual network function not in compliance
with the compliance regulatory requirement; and (2) imple-
menting the remedy. For example, the compliance regula-
tory action can include implementing a data traffic routing
policy. The compliance regulatory requirement can be
applied to the creation of the SFC or of migrating the SFC
to a new location that is anticipated to enable the SFC to be

Feb. 1,2018

in compliance. The compliance regulatory requirement can
be associated with a cloud provider through the receipt and
use of a cloud identifier. The compliance regulatory require-
ment applies on a per-flow or a per-hop basis between virtual
network functions within the SFC.

[0051] The disclosed approach can also enable network
functions to not only leverage provided compliance infor-
mation but additionally advertise performed actions such as
enforcing policies. The information can then be used by the
preceding network function virtualizations (NFVs) to not
only base their decisions on the provided compliance
requirements but also on the previous NFV actions. For
example, in a SFC having a storage NFV and a routing NFV,
the storage NFV, based on the compliance information
received for a specific traffic flow, can identify, define or
apply a policy that restricts storage to a certain geographical
location for that specific traffic flow or some other identified
traffic flow. This information could be used by the next NFV
within that SFC (here for example a routing NFV) that
would route traffic accordingly or apply certain routing
policies to the traffic.

[0052] The method can also include analyzing a traffic
flow associated with a virtual network function to yield an
analysis and classifying a regulatory compliance require-
ment based on the analysis. An SFC classifier can perform
the classification. In a generic way, the classifier says this
type of traffic is interesting for a particular SFC. The traffic
can be classified with a 5-tuple, for example, which can
include a MAC address, IP address, destination, port num-
ber, and a protocol. That information can be used to classify
traffic associated with an SFC. Metadata for compliance
information may not be available at a starting point of the
SFC, from the SFC perspective. The compliance informa-
tion may exist after the classifier classifies the data. The
component 212 in FIG. 2 can represent the SFC classifier
that can receive traffic flows from any portion of a network
such as between VNFs.

[0053] The SFC classifier itself can be a relatively simple
component within a SFV environment. The usage of cloud
identifiers (in addition to or independent from the typical
5-Tuple flow identification) can enable a more fine-grained
classification of traffic flows. The use of cloud identifiers can
further also enable classification at a provider, service,
tenant, and workload ID level. By applying these different
classification levels, the compliance information can be
applied very specifically to flows originated or destined
to/from specific tenants/services (or even per workflow)
within a cloud environment.

[0054] The SFC classifier can perform classification and
impose an NSH, and may also create a service path. The
classification can be a locally instantiated policy and/or
customer, network, service, and/or compliance profile
matching of traffic flows for identification of appropriate
handling, including outbound forwarding actions. Classifi-
cation information can also include, for example, metadata
such as application type, compliance information, enforce-
ment information, handling information, forwarding infor-
mation, service path selection information, context informa-
tion, network information, service policy information, etc.
Moreover, classification can be performed per-service, per-
flow, per-chain, per-segment, etc. In some examples, clas-
sification can be performed at each service function inde-
pendent from previously applied service functions or
classifications.
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[0055] NSH aware nodes (e.g., classifier, controller, SFC
forwarder, NSH server, etc.) can have several header-related
actions, such as insertion/removal of NSH, service path
selection, updates to NSH, service or compliance policy
selection, NSH encapsulation, NSH usage (e.g., forwarding,
service chaining, metadata sharing, etc.), and so forth.
[0056] One aspect an also include a computer-readable
storage device which stores instructions for controlling a
processor to perform any of the steps disclosed herein. The
storage device can include any such physical devices that
store data such as ROM, RAM, hard drives of various types,
and the like.
[0057] Claim language reciting “at least one of” a set
indicates that one member of the set or multiple members of
the set satisfy the claim. For example, claim language
reciting “at least one of A and B” means A, B, or A and B.
The present examples are to be considered as illustrative and
not restrictive, and the examples is not to be limited to the
details given herein, but may be modified within the scope
of the appended claims.
What is claimed is:
1. A method comprising:
receiving, at a network controller, a compliance regula-
tory requirement associated with a virtual network
function via a network service header field, the virtual
network function being part of a service function chain;

receiving, at the network controller, a compliance regu-
latory status associated with the virtual network func-
tion;
based on the compliance regulatory requirement and
compliance regulatory status, determining, at the net-
work controller, that a remedy is required for the virtual
network function to comply with the compliance regu-
latory requirement to yield a determination; and

when the determination indicates that the remedy is
required, implementing, via the network controller, a
compliance regulator action associated with the virtual
network function as the remedy.

2. The method of claim 1, further comprising:

receiving additional data comprising one of (1) a geo-

location associated with the compliance regulatory
requirement, (2) a cloud-identifier, (3) a workload-
identifier and (4) a tenant identifier.

3. The method of claim 2, wherein the additional data is
correlated with the compliance regulatory requirement and
the compliance regulatory status to determine the remedy.

4. The method of claim 2, wherein the additional data
comprises the geo-location and wherein the remedy com-
prises maintaining application data within a country bound-
ary.

5. The method of claim 1, wherein the compliance regu-
latory requirement comprises a length of time data is to be
maintained prior to being deleted.

6. The method of claim 1, wherein the compliance regu-
latory requirement comprises providing an audit trail of all
access and activity to certain information.

7. The method of claim 1, wherein the network service
header field comprises a type 1 or type 2 metadata.

8. The method of claim 1, wherein the network controller
comprises a software defined network controller in a soft-
ware-defined network, the software defined network con-
troller having a policy that governs generating the remedy.

9. The method of claim 1, wherein the compliance regu-
latory action comprises one of (1) preventing data from

Feb. 1,2018

flowing to a virtual network function not in compliance with
the compliance regulatory requirement; and (2) implement-
ing the remedy.

10. The method of claim 1, wherein the compliance
regulatory action comprises implementing a data traffic
routing policy.

11. The method of claim 1, wherein the compliance
regulatory requirement is applied to a creation of the service
function chain.

12. The method of claim 11, wherein the compliance
regulatory requirement is associated with a cloud provider.

13. The method of claim 1, wherein the compliance
regulatory requirement applies on a per-flow or a per-hop
basis between virtual network functions within a service
function chain.

14. The method of claim 1, further comprising:

analyzing a traffic flow associated with a virtual network

function to yield an analysis; and

classifying a regulatory compliance requirement based on

the analysis.

15. A system comprising:

one or more processors; and

a computer-readable storage device storing instruction

which, when executed by the one or more processors,

cause the one or more processors to perform operations

comprising:

receiving, at a network controller, a compliance regu-
latory requirement associated with a virtual network
function via a network service header field, the
virtual network function being part of a service
function chain;

receiving, at the network controller, a compliance regu-
latory status associated with the virtual network
function;

based on the compliance regulatory requirement and
compliance regulatory status, determining, at the
network controller, that a remedy is required for the
virtual network function to comply with the compli-
ance regulatory requirement to yield a determina-
tion; and

when the determination indicates that the remedy is
required, then implementing, via the network con-
troller, a compliance regulator action associated with
the virtual network function as the remedy.

16. The system of claim 15, the computer-readable
medium storing additional instructions which, when
executed by the one or more processors, performs operations
further comprising:

receiving additional data comprising one of (1) a geo-

location associated with the compliance regulatory
requirement, (2) a cloud-identifier, (3) a workload-
identifier and (4) a tenant identifier.

17. The system of claim 16, wherein the additional data is
correlated with the compliance regulatory requirement and
the compliance regulatory status to determine the remedy.

18. The system of claim 16, wherein the additional data
comprises the geo-location and wherein the remedy com-
prises maintaining application data within a country bound-
ary.

19. The system of claim 15, wherein the compliance
regulatory requirement comprises one of (1) a length of time
data is to be maintained prior to being deleted and (2)
providing an audit trail of all access and activity to certain
information.
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20. A computer-readable storage device storing instruc-
tion which, when executed by one or more processors,
causes the one or more processors to perform operations
comprising:
receiving, at a network controller, a compliance regula-
tory requirement associated with a virtual network
function via a network service header field, the virtual
network function being part of a service function chain;

receiving, at the network controller, a compliance regu-
latory status associated with the virtual network func-
tion;
based on the compliance regulatory requirement and
compliance regulatory status, determining, at the net-
work controller, that a remedy is required for the virtual
network function to comply with the compliance regu-
latory requirement to yield a determination; and

when the determination indicates that the remedy is
required, then implementing, via the network control-
ler, a compliance regulator action associated with the
virtual network function as the remedy.

#* #* #* #* #*
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