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(57) ABSTRACT

A radio communication processor receives data to which
identification information is assigned and transmits a
response signal indicative of whether or not application
processing based on the data is normally performed. An
application controller controls the application processing on
the basis of the data and detects whether or not the appli-
cation processing is normally performed. A controller
detects on the basis of the identification information that the
same data are received in succession due to retransmission,
nullifies, when the application controller detects that the
application processing based on the data received earlier is
normally performed, control of the application processing
based on the data received later to be performed by the
application controller and instructs the radio communication
processor to transmit the response signal which indicates
that the application processing is normally performed.
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SEMICONDUCTOR MEMORY HAVING
RADIO COMMUNICATION FUNCTION AND
APPLICATION CONTROL METHOD

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application is based upon and claims the
benefit of priority of the prior Japanese Patent Application
No. 2017-146566, filed on Jul. 28, 2017, the entire contents
of which are incorporated herein by reference.

FIELD

[0002] The embodiments discussed herein are related to a
semiconductor memory having a radio communication func-
tion and an application control method.

BACKGROUND

[0003] In recent years semiconductor memories, such as
radio frequency (RF) tags (which may be referred to as radio
frequency identifiers (RFIDs)), having a radio communica-
tion function have increased in number. RF tags which
perform radio communication in an ultra-high frequency
(UHF) band are being standardized by EPCglobal (regis-
tered trademark) and are used for commodity tags and the
like. Furthermore, RF tags to which an image display device,
such as electronic paper, is connected and RF tags to which
a sensor is connected are also known.

[0004] An RF tag performs radio communication with a
reader-writer. [f the RF tag receives data for performing each
application, then the RF returns to the reader-writer a
response signal to the effect that it received the data. If the
reader-writer receives the response signal, then the reader-
writer transmits the next data. If the reader-writer does not
receive the response signal in a determined period, then the
reader-writer determines that a communication error has
occurred, and transmits the same data again. Reply strength
tends to weaken especially with a passive type RF tag which
is not equipped with a battery and which operates on the
basis of power supplied from a reader-writer. As a result, a
communication error tends to occur.

[0005] Japanese Laid-open Patent Publication No. 2011-
258070

[0006] Japanese Laid-open Patent Publication No. 2008-
135000

[0007] Japanese Laid-open Patent Publication No. 2010-
286935

[0008] Japanese Laid-open Patent Publication No. 2009-
70054

[0009] However, though application processing based on

data received the last time is normally performed in a
semiconductor memory having a radio communication func-
tion, the same data may be received again. In that case, the
same processing is repeated and abnormal operation may
occur.

[0010] With an RF tag which receives image data from a
reader-writer and which causes a display device to display
the image data, for example, the following problem may
arise if the same image data are processed more than one
time. For example, the length of a displayed image may
increase. Furthermore, with an RF tag which receives a
sensor value acquisition command from a reader-writer,
there is a case where the last command is normally pro-
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cessed and where the command is processed again. In that
case, a plurality of values may be stored in a memory as a
sensor value at a given time.

SUMMARY

[0011] According to an aspect, there is provided a semi-
conductor memory having a radio communication function,
the semiconductor memory including a radio communica-
tion processor that receives first data to which identification
information is assigned and that transmits a response signal
indicative of whether or not application processing based on
the first data is normally performed, a first controller that
controls the application processing based on the first data
and that detects whether or not the application processing is
normally performed, and a second controller that detects,
based on the identification information whether or not the
radio communication processor receives the first data in
succession due to retransmission caused by a communica-
tion error, and that nullifies, when the radio communication
processor receives the first data in succession and the first
controller detects that the application processing based on
the first data received earlier is normally performed, control
of'the application processing based on the first data received
later to be performed by the first controller and instructs the
radio communication processor to transmit the response
signal which indicates that the application processing is
normally performed.

[0012] The object and advantages of the invention will be
realized and attained by means of the elements and combi-
nations particularly pointed out in the claims.

[0013] It is to be understood that both the foregoing
general description and the following detailed description
are exemplary and explanatory and are not restrictive of the
invention.

BRIEF DESCRIPTION OF DRAWINGS

[0014] FIG. 1 illustrates an example of a radio communi-
cation system including a semiconductor memory according
to a first embodiment;

[0015] FIG. 2 is a flow chart illustrative of the flow of an
example of an application control method;

[0016] FIG. 3 illustrates an example of abnormal opera-
tion which occurs in the case of application processing being
an image data display;

[0017] FIG. 4 illustrates an example of abnormal opera-
tion which occurs in the case of application processing being
sensor value acquisition;

[0018] FIG. 5 illustrates an example of a radio communi-
cation system according to a second embodiment;

[0019] FIG. 6 illustrates an example of a reader-writer;

[0020] FIG. 7 illustrates an example of an assembled
packet;
[0021] FIG. 8 illustrates an example of a semiconductor

memory according to the second embodiment;

[0022] FIG. 9 is a view for describing data transmission
and reception between a memory control section and an
application control section; and

[0023] FIG. 10 is a timing chart illustrative of an example
of a signal or data transmitted or received at application
processing time between the application control section and
a display device.
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DESCRIPTION OF EMBODIMENTS

[0024] Embodiments will now be described with reference
to the accompanying drawings.

First Embodiment

[0025] FIG. 1 illustrates an example of a radio communi-
cation system including a semiconductor memory according
to a first embodiment.

[0026] A semiconductor memory 11 is an RF tag which
performs radio communication with, for example, a reader-
writer (not illustrated). An RFID standard, such as EPC-
global ISO (International Organization for Standardization)/
IEC (International Electrotechnical Commission) 18000-6
Type-C, is applicable in the UHF band. Furthermore, an
RFID standard, such as ISO/IEC 15693, is applicable in a
high frequency (HF) band.

[0027] The semiconductor memory 11 includes a radio
communication processor 11a, an application controller 115,
a controller 11¢, and a nonvolatile memory 11d.

[0028] The radio communication processor 11a transmits
data to and receives data from a reader-writer 10 via an
antenna (not illustrated). As illustrated in FIG. 1, the radio
communication processor 11a receives data 13, 14, and 15
to which identification information is assigned. Further-
more, the radio communication processor 11a transmits a
response signal (represented by “RESPONSE” in FIG. 1)
indicative of whether or not application processing based on
the data 13, 14, or 15 is normally performed.

[0029] In the example of FIG. 1, “A” is assigned as the
identification information to the data 13 and “B” is assigned
as the identification information to the data 14. Furthermore,
“A” is assigned again as the identification information to the
data 15 transmitted next to the data 14. That is to say, “A”
and “B” are repeated as the identification information in the
order of the transmission of continuous data to the reader-
writer 10. Accordingly, “A” and “B” may be 1-bit values,
that is to say, 0 and 1. However, unique identification
information may be assigned to different data.

[0030] The application processing is a display of image
data using a display device (such as electronic paper) as an
external device 12 connected to the semiconductor memory
11, acquisition of a sensor value (such as temperature or
humidity) using a sensor as the external device 12, or the
like.

[0031] If the semiconductor memory 11 is a passive type
RF tag, then the radio communication processor 11a gen-
erates from a radio signal including the above data an
internal voltage for causing the application controller lib, the
controller 11¢, or the like to operate.

[0032] The application controller 115 exercises control of
the above application processing and detects whether or not
the application processing is normally performed. In FIG. 1,
the application processing based on the data 13 is repre-
sented as processing a, the application processing based on
the data 14 is represented as processing b, and the applica-
tion processing based on the data 15 is represented as
processing c.

[0033] On the basis of the identification information
assigned to the data 13, 14, and 15, the controller 11¢ detects
whether or not the radio communication processor 1la
receives the same data in succession due to retransmission
caused by a communication error. If the radio communica-
tion processor 11a receives in succession data to which the
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same identification information is assigned, then the con-
troller 11¢ detects that the radio communication processor
11a receives the same data in succession. In the example of
FIG. 1, for example, a response signal does not reach the
reader-writer 10 because of a communication error and the
data 14 to which “B” is assigned as the identification
information are retransmitted. As a result, the radio com-
munication processor 11a receives the data 14 in succession.
[0034] If the radio communication processor 11a receives
the same data in succession and the application controller
115 detects that application processing based on the data
received earlier is normally performed, then the controller
11¢ performs the following process. The controller 11c
nullifies control of application processing based on the data
received later to be performed by the application controller
115 and instructs the radio communication processor 11a to
transmit a response signal which indicates that the applica-
tion processing is normally performed.

[0035] As illustrated in FIG. 1, for example, if the same
data 14 are retransmitted after the processing b based on the
data 14 is normally performed, the processing b is not
performed again by the operation of the above controller
11c. However, the response signal is transmitted. In the
example of FIG. 1, the response signal does not reach the
reader-writer 10 because of the communication error and the
data 14 to which “B” is assigned as the identification
information are retransmitted. As a result, the radio com-
munication processor 11a receives the data 14 in succession.
In this case, the processing b is not performed again by the
operation of the above controller 11¢ and a response signal
is transmitted. In the example of FIG. 1, this response signal
reaches the reader-writer 10. Accordingly, the reader-writer
10 newly transmits the data 15. The semiconductor memory
11 which receives the data 15 performs the processing ¢ and
returns a response signal.

[0036] The nonvolatile memory 114 is a flash memory, an
electrically erasable programmable read-only memory (EE-
PROM), a ferroelectric random access memory (FeRAM), a
magnetoresistive random access memory (MRAM), or the
like. The nonvolatile memory 11d stores data received by the
radio communication processor 11a, data acquired from the
external device 12, and the like.

[0037] The flow of an application control method adopted
by the semiconductor memory 11 according to the first
embodiment will now be described.

[0038] FIG. 2 is a flow chart illustrative of the flow of an
example of an application control method.

[0039] When the radio communication processor 1la
receives data (step S1), the controller 11¢ determines
whether or not identification information assigned to the
data received this time is different from identification infor-
mation assigned to data received the last time (step S2). That
is to say, the controller 11¢ detects whether or not the radio
communication processor 1la receives the same data in
succession.

[0040] If identification information assigned to the data
received this time is different from identification information
assigned to the data received the last time (YES in step S2),
then the application controller 115 exercises control of
application processing on the basis of the data received this
time. As a result, the application processing is performed
(step S3).

[0041] After that, the radio communication processor 11a
transmits to the reader-writer 10 a response signal which
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indicates whether or not the application processing is nor-
mally performed (step S4), and ends a process.

[0042] On the other hand, if identification information
assigned to the data received this time is equal to identifi-
cation information assigned to the data received the last time
(NO in step S2), then the controller 11¢ performs the
following process.

[0043] On the basis of a result of detection by the appli-
cation controller 115, the controller 11¢ determines whether
or not application processing based on the data received the
last time is normally completed (step S5).

[0044] If the application processing based on the data
received the last time is not normally completed (NO in step
S5), then step S3 is performed. If the application processing
based on the data received the last time is normally com-
pleted (YES in step S5), then the controller 11¢ nullifies
control of application processing exercised by the applica-
tion controller 115 on the basis of the data received this time.
Furthermore, the controller 11¢ instructs the radio commu-
nication processor 11a to transmit a response signal which
indicates that the application processing normally ends (step
S6). As a result, step S4 is performed.

[0045] When the semiconductor memory 11 receives in
succession the same data that is normally processed, the
above method prevents data received later from being pro-
cessed again. Accordingly, the occurrence of abnormal
operation is suppressed.

[0046] For example, abnormal operation whose occur-
rence is suppressed by the semiconductor memory according
to the first embodiment and the application control method
is as follows.

[0047] FIG. 3 illustrates an example of abnormal opera-
tion which occurs in the case of application processing being
an image data display.

[0048] If application processing is an image data display,
a display device is used as the external device 12. FIG. 3
illustrates a screen 16 including images to be displayed and
a screen 17 including images displayed as a result of
reprocessing in succession data normally 11 processed.

[0049] The screen 16 includes an image 16a of a person
and an image 165 of a vehicle. There is a case where only
image data is received after an address of a starting point at
the time of image data update is designated in a memory in
the display device, and a display position of the image data
is calculated from the amount of data which have been
received. In that case, for example, an abnormality, such as
that indicated on the screen 17, may occur. If the same image
data that are normally transferred to the display device are
retransmitted by the reader-writer 10 and are transferred
again to the display device, there may be an increase in
length. For example, the length of a face portion of an image
17a of a person increases. Furthermore, as a result of an
increase in length, there is a possibility that part of an image,
such as an image 175, is not displayed on the screen 17.

[0050] Image data which are normally processed may be
retransmitted by the reader-writer 10. According to the
semiconductor memory 11 according to the first embodi-
ment and the application control method, the controller 11¢
nullifies control of application processing based on the
image data. Therefore, the application controller 114 does
not transfer the same image data to the display device
(external device 12) and the occurrence of the above abnor-
mality is suppressed.
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[0051] FIG. 4 illustrates an example of abnormal opera-
tion which occurs in the case of application processing being
sensor value acquisition.

[0052] If application processing is sensor value acquisi-
tion, a sensor (such as a temperature sensor) is used as the
external device 12. FIG. 4 illustrates a measurement log 18
to be recorded in the nonvolatile memory 114 and a mea-
surement log 19 recorded as a result of reprocessing data
normally processed.

[0053] Inthe measurement log 18, “DATA 1,” “DATA 2,”
and “DATA 3” represent temperature acquired from the
sensor on the basis of, for example, the data 13 through 15
(such as sensor value acquisition commands transmitted
every determined period from the reader-writer 10) indi-
cated in FIG. 1. For example, if the data 14 normally
processed are retransmitted because of a communication
error and is reprocessed, a plurality of values may be stored
in the nonvolatile memory 114 as temperature at a given
time. “DATA 2” in the measurement log 19 illustrated in
FIG. 4 are taken as an example. As a result, the usage of the
nonvolatile memory 114 exceeds an estimated amount.

[0054] Data (such as a sensor value acquisition command)
which are normally processed may be retransmitted by the
reader-writer 10. According to the semiconductor memory
according to the first embodiment and the application con-
trol method, the controller 11¢ nullifies control of applica-
tion processing based on the data. Therefore, the application
controller 115 does not acquire a sensor value from the
sensor (external device 12) and the occurrence of the above
abnormality is suppressed.

Second Embodiment

[0055] FIG. 5 illustrates an example of a radio communi-
cation system according to a second embodiment.

[0056] A radio communication system includes a reader-
writer 20, a semiconductor memory 21, and a display device
22 as an example of the external device 12 illustrated in FIG.
1.

[0057] Power is supplied to the reader-writer 20 by a
battery 20a. The reader-writer 20 transmits various com-
mands, data, and the like to the semiconductor memory 21
and receives responses from the semiconductor memory 21,
via an antenna 205.

[0058] The semiconductor memory 21 receives radio sig-
nals including the various commands, the data, and the like
and returns the responses to the reader-writer 20, via an
antenna 21a. Furthermore, the semiconductor memory 21
transmits image data, various pieces of setting information,
and the like to the display device 22 and receives responses
from the display device 22.

[0059] The display device 22 is electronic paper or the like
and displays the image data transmitted from the semicon-
ductor memory 21.

[0060] In the example of FIG. 5, the semiconductor
memory 21 or the display device 22 is not equipped with a
battery. The semiconductor memory 21 generates an internal
voltage from a radio signal received via the antenna 21a and
uses the internal voltage for its communication, writing to or
reading from a nonvolatile memory, controlling the display
device 22, supplying power to the display device 22, or the
like.
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[0061] (Example of Reader-Writer 20)
[0062] FIG. 6 illustrates an example of the reader-writer.
[0063] The reader-writer 20 includes a user interface 31, a

demodulation circuit 32, an oscillation circuit 33, a modu-
lation circuit 34, and a control circuit 35.

[0064] The user interface 31 is a touch panel or the like
and accepts the type of a command, data, address informa-
tion, and the like inputted by a user. The address information
includes an address of the nonvolatile memory of the
semiconductor memory 21. The user interface 31 supplies to
the control circuit 35 information DATUII including the type
of the command, the address information, and the data. The
user interface 31 may provide the user with a packet
decoding result DATUIO described later, for example, by
receiving it from the control circuit 35 and displaying it.
[0065] The demodulation circuit 32 demodulates a signal
received via the antenna 205 and transmits it as information
DATRD to the control circuit 35.

[0066] The oscillation circuit 33 generates a clock signal
CLKRW for causing the demodulation circuit 32, the modu-
lation circuit 34, and the control circuit 35 to operate.
[0067] The modulation circuit 34 modulates a packet
DATWR generated by the control circuit 35 and transmits it
as a signal DATRF to the antenna 205.

[0068] The control circuit 35 includes a memory circuit
35a, a packet decoding circuit 355, a cyclic redundancy
check (CRC) calculation circuit 35¢, a handle register 354,
a retransmission control circuit 35e, and a packet assembling
circuit 35/

[0069] The memory circuit 35a temporarily stores the
information DATUII or a packet decoding result DATUMO
outputted by the packet decoding circuit 355. At least part of
the information DATUII is read out as information DATUMI
from the memory circuit 35a and is supplied to the packet
assembling circuit 35f. Furthermore, at least part of the
packet decoding result DATUMO may be read out as the
packet decoding result DATUIO from the memory circuit
35a and be supplied to the user interface 31.

[0070] The packet decoding circuit 355 extracts from the
information DATRD information used for calculating a CRC
value, transmits the information to the CRC calculation
circuit 35¢, and receives a CRC value CRCR from the CRC
calculation circuit 35¢. Furthermore, if the CRC value
CRCR is different from a CRC value included in the
information DATRD, then the packet decoding circuit 355
informs the retransmission control circuit 35¢ of an error
signal ERR indicative of the occurrence of an error. In
addition, for example if a command to acquire a handle
value used by the reader-writer 20 for identifying the semi-
conductor memory 21 is transmitted, a handle value
HNDLR is included in the information DATRD obtained
from a response of the semiconductor memory 21 to the
command. If the above error has not occurred, the packet
decoding circuit 355 records in the handle register 354 the
handle value HNDLR included in the information DATRD.
[0071] On the basis of information transmitted from the
packet decoding circuit 356 or the packet assembling circuit
35/, the CRC calculation circuit 35¢ calculates the CRC
value CRCR or a CRC value CRCW. Furthermore, the CRC
calculation circuit 35¢ transmits the CRC value CRCR to the
packet decoding circuit 356 and transmits the CRC value
CRCW to the packet assembling circuit 35/

[0072] The handle register 354 holds the handle value
HNDLR. The handle register 354 may hold the handle
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values of a plurality of semiconductor memories (RF tags).
Furthermore, a handle value HNDLW (if as illustrated in
FIG. 5, the number of a command transmission destination
is one, then the handle value HNDLW is equal to the handle
value HNDLR) of semiconductor memories, which is a
command transmission destination, is read out from the
handle register 354 to the packet assembling circuit 35/

[0073] When the retransmission control circuit 35e
receives the error signal ERR, the retransmission control
circuit 35¢ informs the packet assembling circuit 35/ of a
retransmission request REQRET.

[0074] The packet assembling circuit 35/ extracts from the
information DATUMI information used for calculating a
CRC value, transmits the information to the CRC calcula-
tion circuit 35¢, and receives the CRC value CRCW from the
CRC calculation circuit 35¢.

[0075] Furthermore, the packet assembling circuit 35/
assembles a packet DATWR including the handle value
HNDLW, the CRC value CRCW, an address, write data, the
size of the write data, and the like and outputs the packet
DATWR. The packet DATWR is an example of the data 13
through 15 indicated in FIG. 1. Write data written to a
memory of the display device 22 include image data, the
identification information indicated in FIG. 1, and the like.
In the following description, the identification information is
represented as a sequence number SEQNUM.

[0076] The packet assembling circuit 35/ includes a
sequence number controller 351 which assigns the sequence
number SEQNUM to the packet DATWR and a buffer 3572
which temporarily holds the assembled packet DATWR.

[0077] The sequence number controller 35f1 exercises
control so as to assign different sequence numbers SEQ-
NUM to data transmitted in succession. However, if the
packet assembling circuit 35/ receives the retransmission
request REQRET, the sequence number SEQNUM assigned
to the packet DATWR held in the buffer 3572 is not changed.
As a result, if the same data are retransmitted, the sequence
number SEQNUM is the same.

[0078] Excluding a case where the information DATUMI
includes a specific address or a specific command, there is
no need for the packet assembling circuit 35/ to assign a
sequence number SEQNUM. The specific address is, for
example, the address of the nonvolatile memory of the
semiconductor memory 21 which stores application data
(such as image data) used for application processing. Fur-
thermore, the specific command is, for example, a command
to instruct to perform a display process.

[0079] FIG. 7 illustrates an example of an assembled
packet.
[0080] FIG. 7 illustrates an example of a packet DATWR

of' a memory write command (BlockWrite) standardized by
EPCglobal.

[0081] First the packet DATWR includes “OpeCode”
(11000111) which is 8-bit command information and which
indicates a write command. Furthermore, the packet
DATWR includes “MemBank™ indicative of the address of
a write destination bank and represented by two bits and
“WordPtr” indicative of a write starting address. “WordPtr”
is designated by extensible bit vectors (EBVS). In addition,
the packet DATWR includes “WordCount” indicative of a
write word count and represented by eight bits, “DataWrite”
indicative of write data and represented by (word countx16)
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bits, “Handle” indicative of a handle value and represented
by sixteen bits, and “CRC” indicative of a CRC value and
represented by sixteen bits.

[0082] Furthermore, as illustrated in FIG. 7, write data
regarding application processing include a sequence number
SEQNUM, pointer information APPDIPTR, application
data length APPLEN, and application data APPDAT. If
application processing includes a display of image data,
application data APPDAT are the image data and the like.

[0083] By generating the above packet DATWR, the
reader-writer 20 transmits the sequence number SEQNUM
and the like by the use of the memory write command
standardized by EPCglobal.

[0084] The pointer information APPDIPTR determines
timing at which data are read out from the display device 22.
An example in which the pointer information APPDIPTR is
applied will be described later.

[0085] (Example of Semiconductor Memory 21)

[0086] FIG. 8 illustrates an example of the semiconductor
memory according to the second embodiment.

[0087] The semiconductor memory 21 includes a demodu-
lation circuit 41, a modulation circuit 42, a voltage genera-
tion circuit 43, an oscillation circuit 44, an output control
circuit 45, a command detection section 46, a state control
section 47, and a memory control section 48. Furthermore,
the semiconductor memory 21 includes a write data buffer
49, a read data buffer 50, a nonvolatile memory 51, and an
application control section 52.

[0088] The demodulation circuit 41, the modulation cir-
cuit 42, the voltage generation circuit 43, the oscillation
circuit 44, and the output control circuit 45 form an example
of a circuit element group for realizing the function of the
radio communication processor 1la included in the semi-
conductor memory 11 according to the first embodiment.
The command detection section 46, the state control section
47, and the memory control section 48 form an example of
a circuit element group for realizing the function of the
controller 11¢ included in the semiconductor memory 11
according to the first embodiment.

[0089] The demodulation circuit 41 demodulates a radio
signal received via the antenna 21a and outputs received
data DEMOUT.

[0090] The modulation circuit 42 modulates reply data
MODIN and supplies them to the antenna 21a.

[0091] The voltage generation circuit 43 generates an
internal voltage VDD by rectifying the received radio signal.
[0092] On the basis of the internal voltage VOD, the
oscillation circuit 44 a clock signal CMDCLK or a clock
signal MODCLK. The clock signal CMDCLK is supplied to
the command detection section 46 or the memory control
section 48 and the clock signal MODCILK is supplied to the
output control circuit 45.

[0093] The output control circuit 45 generates and outputs
the reply data MODIN including response data CMDDO
(such as a CRC value and a handle value) transmitted from
the command detection section 46, read data MEMRPL read
out from the read data buffer 50, and the like.

[0094] The internal voltage VDD is supplied not only to
the oscillation circuit 44 but also to each section (not
illustrated) of the semiconductor memory 21 which operates
on the basis of the internal voltage VDD.

[0095] The command detection section 46 receives a state
signal STATE, a signal MEMBUSY, or the received data
DEMOUT and exercises command control on the basis of
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the state signal STATE, the signal MEMBUSY, or the
received data DEMOUT. For example, the command detec-
tion section 46 receives as the received data DEMOUT the
same packet as the packet DATWR illustrated in FIG. 7. The
command detection section 46 detects the information
included in the packet DATWR illustrated in FIG. 7 in the
order of “OpeCode,” “MemBank,” “WordPtr,” “Word-
Count,” “DataWrite,” “Handle,” and “CRC”. Furthermore,
the command detection section 46 outputs information
CMDMEM indicative of the value of “OpeCode”. In addi-
tion, the command detection section 46 outputs information
CMDADR indicative of the values of “MemBank” and
“WordPtr,” information CMDLEN indicative of the value of
“WordCount,” and information CMDHND indicative of the
value of “Handle”. Moreover, the command detection sec-
tion 46 outputs information CMDDAT indicative of the
contents of “DataWrite”.

[0096] If the signal MEMBUSY which indicates that the
nonvolatile memory 51 is in a busy state is asserted, then the
command detection section 46 stops outputting the above
information regarding the command.

[0097] Furthermore, if “DataWrite” includes a sequence
number SEQNUM, then the command detection section 46
supplies the sequence number SEQNUM to the state control
section 47.

[0098] In addition, the command detection section 46
calculates a CRC value by the use of the received data
DEMOUT except “CRC”. The command detection section
46 compares a CRC value included in the received data
DEMOUT and the calculated CRC value to detect whether
or not there is an error. If there is an error, then the command
detection section 46 asserts a signal ISERR. If there is no
error, then the command detection section 46 asserts a signal
NOERR.

[0099] Furthermore, the command detection section 46
generates a CRC value by the use of response data including
read data read out from the nonvolatile memory 51 and
stored in the read data buffer 50, and outputs response data
CMDDO including the CRC value (details are not illus-
trated).

[0100] On the basis of a signal MEMSTAT, a signal
APPSTALT, the signal ISERR, the signal. NOERR, or the
sequence number SEQNUM, the state control section 47
outputs the state signal STATE. The signal APPSTAT is
outputted by the application control section 52 and indicates
whether or not application processing based on received data
is normally completed.

[0101] For example, the state control section 47 includes
a register (not illustrated) which holds the sequence number
SEQNUM and the value of the signal APPSTAT. The state
control section 47 determines whether or not the sequence
number SEQNUM of data received this time (received data
DEMOUT) matches a sequence number SEQNUM held in
the register of data received the last time. If they match, the
state control section 47 determines on the basis of the value
of the signal APPSTAT held in the register whether or not
application processing based on the data received the last
time normally ended. If the application processing based on
the data received the last time normally ended, then the state
control section 47 does not cause the command detection
section 46 to output the information CMDMEM, the infor-
mation CMDLEN, or the like and outputs the state signal
STATE by which the state control section 47 causes the



US 2019/0034671 Al

command detection section 46 to generate the response data
CMDDO indicative of a normal response.

[0102] In addition, if the state control section 47 is
informed by the signal MEMSTAT that reading out data
from the nonvolatile memory 51 ends, then the state control
section 47 outputs the state signal STATE by which the state
control section 47 causes the command detection section 46
to add a handle value and a CRC value as response data after
the read data.

[0103] Moreover, for example, if the signal ISERR is
asserted, then the state control section 47 outputs the state
signal STATE by which the state control section 47 causes
the command detection section 46 to generate the response
data CMDDO indicative of an error response. If the signal
NOERR is asserted, then the state control section 47 outputs
the state signal STATE by which the state control section 47
causes the command detection section 46 to generate the
response data CMDDO indicative of a normal response.

[0104] The memory control section 48 includes a control
signal generator 48a, an address controller 486, and a data
controller 48¢.

[0105] The control signal generator 48a receives the infor-
mation CMDMEM, CMDLEN;, or CMDHND, the signal
NOERR, the signal ISERR, or a signal AREAAPP. On the
basis of the information CMDMEM, CMDLEN, or
CMDHND, or the signal NOERR, ISERR, or AREAAPP,
the control signal generator 48a generates a control signal
such as a write enable signal MEMWE or a clock signal
MEMCLK. The signal AREAAPP is asserted when the
address controller 485 determines that a command to the
above specific address is received.

[0106] If the information CMDMEM indicates a write
command and the information CMDHND indicates a handle
value of the semiconductor memory 21, then the control
signal generator 48a asserts the write enable signal
MEMWE after an assertion of the signal NOERR. Further-
more, the control signal generator 48a outputs the clock
signal MEMCLK. A process performed when the signal
AREAAPP is asserted will be described later.

[0107] For example, while the write enable signal
MEMWE is being asserted, the control signal generator 48a
asserts the signal MEMBUSY which indicates that the
nonvolatile memory 51 is in a busy state.

[0108] The address controller 486 receives the informa-
tion CMDADR, generates a memory address MEMADR on
the basis of the information CMDADR, and supplies the
memory address MEMADR to the nonvolatile memory 51.
Furthermore, when the address controller 485 determines
from the information CMDADR that a command to a
specific address is received, the address controller 485
asserts the signal AREAAPP to perform an application
operation.

[0109] In addition, the address controller 485 has the
function of designating an address DBFADR of the write
data buffer 49.

[0110] The data controller 48¢ outputs data supplied from
the write data buffer 49 as write data MEMDI at the time of
writing to the nonvolatile memory 51. Furthermore, the data
controller 48¢ supplies read data MEMDO to the read data
buffer 50 under the control of the control signal generator
48a at the time of reading out from the nonvolatile memory
51.
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[0111] In addition, the memory control section 48 trans-
mits to or receives from the application control section 52
various pieces of information or image data. This will be
described later.

[0112] The write data buffer 49 is a volatile storage circuit
which temporarily stores the information CMDDAT.

[0113] The read data buffer 50 is a volatile storage circuit
which temporarily stores the read data MEMDO read out by
the data controller 48c.

[0114] The nonvolatile memory 51 is a flash memory, an
EEPROM, an FeRAM, an MRAM, or the like.

[0115] On the basis of the various pieces of information or
the image data received from the memory control section 48,
the application control section 52 outputs a chip select
signal, a clock signal, or data. The chip select signal, the
clock signal, or the data are supplied to the display device 22
via a terminal XCS, SCK, or DO. Furthermore, the appli-
cation control section 52 receives via a terminal DI data
outputted by the display device 22.

[0116] In addition, the application control section 52 out-
puts the signal APPSTAT which indicates whether or not
application processing based on received data is normally
completed.

[0117] FIG. 9 is a view for describing data transmission
and reception between the memory control section and the
application control section.

[0118] It is assumed that a command identified from the
information CMDMEM is a command to supply data (such
as image data or setting information) to the display device
22. When the signal AREAAPP is asserted, the control
signal generator 48a outputs the application data length
APPLEN. Furthermore, it is assumed that a command
identified from the information CMDMEM is a command to
read out data, such as a parameter, from the display device
22. The control signal generator 48a outputs the pointer
information APPDIPTR which determines timing at which
the data is read out from the display device 22.

[0119] The application data length APPLEN or the pointer
information APPDIPTR is included in the information
CMDDAT. For example, the application data length
APPLEN or the pointer information APPDIPTR is written to
the nonvolatile memory 51. After that the application data
length APPLEN or the pointer information APPDIPTR is
read out and used when the signal AREAAPP is asserted. In
FIG. 9, a path along which the application data length
APPLEN or the pointer information APPDIPTR is read out
is not illustrated. The application data length APPLEN or the
pointer information APPDIPTR may be extracted from the
information CMDDAT before it is written to the nonvolatile
memory S1.

[0120] If a command identified from the information
CMDMEM is a command to cause the display device 22 to
display an image, then the data controller 48¢ extracts from
the read data MEMDO the application data APPDAT includ-
ing image data. The data controller 48¢ then supplies the
extracted application data APPDAT to the application con-
trol section 52.

[0121] Under the control of the control signal generator
48a, the data controller 48¢ does not write the information
CMDDAT to the nonvolatile memory 51 but may supply the
information CMDDAT to the application control section 52
as the application data APPDAT.
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[0122] FIG. 10 is a timing chart illustrative of an example
of a signal or data transmitted or received at application
processing time between the application control section and
the display device.

[0123] The logic level of the chip select signal supplied
from the terminal XCS to the display device 22 is low (L)
level for a period indicated by the application data length
APPLEN. After that its logic level becomes a high (H) level.
For the period for which the logic level of the chip select
signal is the L level, the clock signal is supplied from the
terminal SCK to the display device 22 and the application
data APPDAT such as image data are supplied from the
terminal DO to the display device 22.

[0124] Furthermore, in the example of FIG. 10, timing at
which read data APPRPL are read out from the display
device 22 is also indicated. The read data APPRPL are read
out via the terminal DI after the elapse of a period indicated
by the pointer information APPDIPTR from the time when
the logic level of the chip select signal becomes the L level.
[0125] As illustrated in FIG. 9, for example, the read data
APPRPL are supplied to the write data buffer 49 via the
application control section 52. After that the read data
APPRPL are written to the nonvolatile memory 51. The read
data APPRPL may be supplied to the read data buffer 50 via
the application control section 52 and then be transmitted to
the reader-writer 20.

[0126] When the supply of the above application data
APPDAT to the display device 22 normally ends, the appli-
cation control section 52 informs the state control section 47
by the signal APPSTAT that application processing based on
received data is normally completed.

[0127] At this time the state control section 47 outputs the
state signal STATE by which the state control section 47
causes the command detection section 46 to generate the
response data CMDDO indicative of a normal response. The
command detection section 46 outputs the response data
CMDDO indicative of a normal response. As a result, a
normal response is given to the reader-writer 20.

[0128] If the reader-writer 20 does not normally receive
the normal response because of a communication error
which occurs by the influence of noise or the like, then the
reader-writer 20 retransmits data to which the same
sequence number SEQNUM is assigned.

[0129] In this case, the command detection section 46 of
the semiconductor memory 21 supplies the sequence num-
ber SEQNUM included in “DataWrite” to the state control
section 47. The state control section 47 detects that the
sequence number SEQNUM supplied the last time matches
the sequence number SEQNUM supplied this time and
detects by the signal APPSTAT held in the register that
application processing based on the data received the last
time is normally completed. Accordingly, the state control
section 47 does not cause the command detection section 46
to output information CMDMEM, CMDLEN, CMDHND,
CMDADR, or CMDDAT, and outputs again a state signal
STATE by which the state control section 47 causes the
command detection section 46 to generate response data
CMDDO indicative of a normal response.

[0130] Ifthe sequence number SEQNUM supplied the last
time is different from the sequence number SEQNUM
supplied this time or if the application processing based on
the data received the last time is not normally completed,
then the state control section 47 outputs a state signal STATE
by which the state control section 47 allows the command
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detection section 46 to output the above information. As a
result, application processing in which the signals and data
illustrated in FIG. 10 are supplied 26 from the application
control section 52 to the display device 22 is performed
again. A result (response indicative of whether or not the
application processing is normally completed) is returned to
the reader-writer 20.

[0131] As has been described, there is a case where the
semiconductor memory 21 according to the second embodi-
ment detects by sequence numbers SEQNUM that the same
data are received in succession. If the data received the last
time are normally processed, then the semiconductor
memory 21 according to the second embodiment prevents
the data received this time from being processed again. This
suppresses the occurrence of abnormal operation such as an
increase in the length of the image illustrated in FIG. 3.
[0132] An example in which the display device 22 is used
as an external device connected to the semiconductor
memory 21 has been described. However, an external device
connected to the semiconductor memory 21 is not limited to
a display device and may be a sensor or the like.

[0133] An aspect of a semiconductor memory having a
radio communication function and an application control
method according to the present disclosure has been
described on the basis of the embodiments. However, these
are simple examples and the present disclosure is not limited
to the above description.

[0134] According to an aspect, the present disclosure
suppresses the occurrence of abnormal operation.

[0135] All examples and conditional language provided
herein are intended for the pedagogical purposes of aiding
the reader in understanding the invention and the concepts
contributed by the inventor to further the art, and are not to
be construed as limitations to such specifically recited
examples and conditions, nor does the organization of such
examples in the specification relate to a showing of the
superiority and inferiority of the invention. Although one or
more embodiments of the present invention have been
described in detail, it should be understood that various
changes, substitutions, and alterations could be made hereto
without departing from the spirit and scope of the invention.

What is claimed is:

1. A semiconductor memory having a radio communica-

tion function, the semiconductor memory comprising:

a radio communication processor that receives first data to
which identification information is assigned and that
transmits a response signal indicative of whether or not
application processing based on the first data is nor-
mally performed;

a first controller that controls the application processing
based on the first data and that detects whether or not
the application processing is normally performed; and

a second controller that detects, based on the identifica-
tion information whether or not the radio communica-
tion processor receives the first data in succession due
to retransmission caused by a communication error, and
that nullifies, when the radio communication processor
receives the first data in succession and the first con-
troller detects that the application processing based on
the first data received earlier is normally performed,
control of the application processing based on the first
data received later to be performed by the first control-
ler and instructs the radio communication processor to
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transmit the response signal which indicates that the
application processing is normally performed.

2. The semiconductor memory according to claim 1,
further comprising a nonvolatile memory,

wherein:

the first data includes command information indicative of

a write command, write data, and an address of the
nonvolatile memory indicative of a write destination of
the write data; and

the write data includes the identification information,

application data used for the application processing,
and a data length of the application data.
3. The semiconductor memory according to claim 2,
wherein:
when the address is a first address of the nonvolatile
memory determined in advance, the second controller
extracts the application data from the first data and
supplies the application data to the first controller; and

when the address is a second address different from the
first address, the second controller writes the first data
to the second address of the nonvolatile memory.

4. The semiconductor memory according to claim 1,
wherein:

the identification information is a 1-bit value; and

different 1-bit values are assigned to the first data and

second data that is received next to the first data by the
radio communication processor and different from the
first data.

5. The semiconductor memory according to claim 1,
wherein the radio communication processor generates from
a radio signal including the first data an internal voltage
which causes the first controller and the second controller to
operate.

6. An application control method comprising:

receiving, by a radio communication processor, first data

to which identification information is assigned and
transmitting, by the radio communication processor, a
response signal indicative of whether or not application
processing based on the first data is normally per-
formed;

controlling, by a first controller, the application process-

ing based on the first data and detecting, by the first
controller, whether or not the application processing is
normally performed; and

detecting, by a second controller, based on the identifi-

cation information whether or not the radio communi-
cation processor receives the first data in succession
due to retransmission caused by a communication error,
and nullifying, by the second controller when the radio
communication processor receives the first data in
succession and the first controller detects that the
application processing based on the first data received
earlier is normally performed, control of the application
processing based on the first data received later to be
performed by the first controller and instructing, by the
second controller, the radio communication processor
to transmit the response signal which indicates that the
application processing is normally performed.

7. The application control method according to claim 6,
wherein:

the first data includes command information indicative of

a write command, write data, and an address of a
nonvolatile memory indicative of a write destination of
the write data; and
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the write data includes the identification information,

application data used for the application processing,

and a data length of the application data.

8. The application control method according to claim 7,
wherein:

when the address is a first address of the nonvolatile

memory determined in advance, the second controller

extracts the application data from the first data and
supplies the application data to the first controller; and

when the address is a second address different from the
first address, the second controller writes the first data
to the second address of the nonvolatile memory.

9. The application control method according to claim 6,
wherein:

the identification information is a 1-bit value; and

different 1-bit values are assigned to the first data and

second data received next to the first data by the radio
communication processor and different from the first
data.

10. The application control method according to claim 6,
wherein the radio communication processor generates from
a radio signal including the first data an internal voltage
which causes the first controller and the second controller to
operate.

11. A radio communication system comprising:

a semiconductor memory including:

aradio communication processor that receives first data
to which identification information is assigned and
that transmits a response signal indicative of whether
or not application processing based on the first data
is normally performed;

a first controller that controls the application processing
based on the first data and that detects whether or not
the application processing is normally performed;
and

a second controller that detects, based on the identifi-
cation information whether or not the radio commu-
nication processor receives the first data in succes-
sion due to retransmission caused by a
communication error, and that nullifies, when the
radio communication processor receives the first
data in succession and the first controller detects that
the application processing based on the first data
received earlier is normally performed, control of the
application processing based on the first data
received later to be performed by the first controller
and instructs the radio communication processor to
transmit the response signal which indicates that the
application processing is normally performed; and

a reader-writer that transmits the first data to the semi-

conductor memory.

12. The radio communication system according to claim
11, wherein the reader-writer generates the first data includ-
ing write data including the identification information, appli-
cation data used for the application processing, and a data
length of the application data, command information indica-
tive of a write command, and an address of a nonvolatile
memory of the semiconductor memory indicative of a write
destination of the write data.

13. The radio communication system according to claim
11, wherein the reader-writer assigns, when retransmitting
the first data, the same identification information as the first
data transmitted earlier to the first data to be retransmitted.
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14. The radio communication system according to claim
11, wherein the reader-writer assigns different 1-bit values as
the identification information to the first data and second
data that is transmitted next to the first data and different
from the first data.
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