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INFORMATION PROCESSING DEVICE,
EXTERNAL STORAGE DEVICE, HOST
DEVICE, RELAY DEVICE, CONTROL
PROGRAM, AND CONTROL METHOD OF
INFORMATION PROCESSING DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. applica-
tion Ser. No. 13/848,550 filed on Mar. 21, 2013, which is a
continuation of U.S. application Ser. No. 13/551,060, filed on
Jul. 17, 2012, which is a continuation of PCT international
application Ser. No. PCT/JP2011/072693 filed on Sep. 26,
2011 which designates the United States and claims the ben-
efit of priority from Japanese Patent Application No. 2011-
053228 filed on Mar. 10, 2011 and Japanese Patent Applica-
tion No. 2011-162330 filed on Jul. 25, 2011; the entire
contents of which are incorporated herein by reference.

FIELD

[0002] Embodiments described herein relate generally to
an information processing device, an external storage device,
ahost device, a relay device, a control program, and a control
method of information processing device.

BACKGROUND

[0003] As an external storage device used in a computer
system, an SSD (Solid State Drive) mounted with a nonvola-
tile semiconductor memory such as a NAND-type flash
memory attracts attention. The flash memory has advantages
such as high speed and light weight compared with a mag-
netic disk device. The SSD includes a plurality of flash
memory chips, a controller that performs read/write control
for the respective flash memory chips in response to a request
from a host apparatus, a buffer memory for performing data
transfer between the respective flash memory chips and the
host apparatus, a power supply circuit, and a connection
interface to the host apparatus.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] FIG. 1 is a block diagram illustrating a function
configuration example of a computer system of a first
embodiment.

[0005] FIG. 2 is a block diagram illustrating an internal
configuration example of a NAND memory chip.

[0006] FIG. 3 is a circuit diagram illustrating a configura-
tion example of one plane contained in the NAND memory
chip.

[0007] FIG. 4 is a view illustrating a threshold value distri-
bution in a four value data storage method.

[0008] FIG. 5 is a block diagram illustrating a function
configuration example of a computer system of when saving
a SSD control tool in an SSD.

[0009] FIG. 6 is a block diagram illustrating a function
configuration example of a computer system of when saving
the SSD control tool in another external storage device.
[0010] FIG. 7 is a block diagram illustrating a function
configuration example of a computer system of when install-
ing the SSD control tool from the WEB.

[0011] FIG. 8 is a block diagram illustrating a function
configuration example of a computer system of when install-
ing the SSD control tool from an optical driver.

Feb. 11, 2016

[0012] FIG. 9 is a block diagram illustrating a function
configuration example of a computer system of when install-
ing the SSD control tool from USB memory.

[0013] FIG. 10 is a view illustrating an outer appearance
configuration of the computer system.

[0014] FIG. 11 is a block diagram illustrating a function
configuration example of the host.

[0015] FIG.12isablock diagram illustrating a hierarchical
function configuration example of the host.

[0016] FIG. 13 is a view illustrating management informa-
tion of the SSD.

[0017] FIG. 14 is a flowchart illustrating the write operation
example of the SSD.

[0018] FIG. 15 is a flowchart illustrating the operation
example of garbage collection of the NAND memory of the
SSD.

[0019] FIG. 16 is a flowchart illustrating the read operation
example of the SSD.

[0020] FIG. 17 is a flowchart illustrating the operation
example at the time of error occurrence of the SSD.

[0021] FIG. 18 is a flowchart illustrating the operation
example of when the read only mode shift condition is met in
the SSD.

[0022] FIG. 19 is a graph illustrating the relationship of the
raw data of the statistical information and the defect rate of
the SSD.

[0023] FIG. 20 is a graph illustrating the relationship of the
raw data of the statistical information and the performance of
the SSD.

[0024] FIG. 21 is a flowchart illustrating the operation
example at the time of startup of the SSD.

[0025] FIG. 22 is a flowchart illustrating an operation
example at the time of startup of the host.

[0026] FIG. 23 is a flowchart illustrating an operation
example during the operation of the host.

[0027] FIGS. 24A and 24B are views illustrating a drive
display screen example in the host.

[0028] FIG. 25 is a flowchart illustrating another operation
example at the time of startup of the host.

[0029] FIG. 26 is a view illustrating one example of a
management table of the statistical information X01 to X19,
X23,X24.

[0030] FIG. 27 is a flowchart illustrating another operation
example at the time of startup of the host.

[0031] FIG. 28 is a block diagram illustrating another con-
figuration example of the host.

[0032] FIG. 29 is a flowchart illustrating an operation
example at the time of startup of the host when the host
illustrated in FIG. 28 is adopted.

[0033] FIG. 30 is a block diagram illustrating a function
configuration example of a computer system of a second
embodiment.

[0034] FIG. 31 is a block diagram illustrating a function
configuration example of a computer system of a third
embodiment.

[0035] FIG. 32 is a view illustrating an outer appearance
configuration example of a computer system of a fourth
embodiment.

[0036] FIG. 33 is a block diagram illustrating a function
configuration example of a computer system of the fourth
embodiment.
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DETAILED DESCRIPTION

[0037] In general, according to one embodiment, an infor-
mation processing device includes a host device and an exter-
nal storage device. The external storage device includes non-
volatile memory that enables read and write, an interface
controller to be connected to the host device, and a first
control unit. The interface controller determines whether or
not a shift condition for shifting to the read only mode for
causing the nonvolatile memory to perform only the read
operation is met, and when the shift condition is met, the first
control unit switches the interface controller from a first inter-
face controller to a second interface controller. The host
device includes an interface driver for operating the external
storage device, and a second control unit. The second control
unit determines whether or not to recognize the nonvolatile
memory as read only memory in which only the read opera-
tion can be carried out based on the information acquired
from the external storage device, and switches the interface
driver from a first interface driver to a second interface driver
when determined to recognize as the read only memory.
When the external storage device determined to be recog-
nized as read only memory is connected to the host device, the
host device selects the second interface driver; and the exter-
nal storage device selects the second interface controller,
whereby the host device recognizes the external storage
device as a read only memory without issuing a write request
to the external storage device.

[0038] When data is stored in a nonvolatile semiconductor
storage element such as a NAND-type flash memory, writing
is performed after once erasing data in units of block, reading/
writing is performed in units of page, or a unit of erasing/
reading/writing is fixed. On the other hand, a unit for a host
apparatus such as a personal computer to write data in and
read out the data from a secondary storage device such as a
hard disk is called sector. The sector is set independently from
a unit of erasing, writing, and readout of a semiconductor
storage device. For instance, the unit of erase/write/read of
the nonvolatile semiconductor memory may be greater than
the unit of write/read of the host device.

[0039] When configuring the secondary storage device of
the personal computer using the flash memory, a block (de-
fective block, bad block) that cannot be used as a storage
region due to reasons of many errors, and a region (defective
region) that cannot be read may generate. If the number of
defective blocks or the number of defective regions exceed
the upper limit value, a new defective block or a defective
region cannot be registered and both the data stored in the
buffer memory (cache memory) and the data to which the
write request is made cannot be guaranteed to be written to the
flash memory. Thus, when the number of defective blocks or
the number of defective regions exceed a predetermined
value, the write of data may suddenly become disabled
although there is free space in the flash memory.

[0040] As asolution thereto, there is a method of managing
the number of bad clusters and the number of bad blocks
generated in the NAND type flash memory, and switching the
operation mode of when writing the data from the host device
to the NAND type flash memory according to the number of
bad clusters and the number of bad blocks. The cluster is a
management unit serving as a logical address in the SSD. The
cluster size is a natural number multiples of two or greater of
the sector size, and the cluster address is configured by a bit
sequence of high order from a predetermined bit of an LBA.
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[0041] In this method, the operation mode of the SSD is
divided into the following three modes.

[0042] WB mode (Write Back Mode): normal operation of
once writing data to the cache memory, and removing the
same to the NAND type flash memory based on a predeter-
mined condition.

[0043] WT mode (Write Through Mode): operation mode
of writing data written to the cache memory to the NAND
type flash memory each time with one write request. The data
written from the host is guaranteed as much as possible by
writing to the NAND type flash memory each time. The SSD
transitions to the WT mode when the number of remaining
entries of the bad cluster table or the bad block table becomes
smaller than or equal to a predetermined number.

[0044] RO mode (Read Only Mode): mode of prohibiting
all processes involving write to the NAND type flash memory.
The data already written from the host is guaranteed as much
as possible when the SSD comes close to the end of its
lifespan by returning an error respect to all the write requests
from the host so as not to perform write. The SSD transitions
to the RO mode when the number of remaining entries of the
bad cluster table or the bad block table becomes smaller than
or equal to a predetermined number or when the free block is
insufficient.

[0045] Inthe WB mode and the WT mode, the SSD accepts
both the read request and the write request from the host, and
processes the same. In the RO mode, the SSD accepts the read
request from the host and processes the same, but does not
process the write request from the host and returns an error.
[0046] The host transmits the write request to the SSD
when the SSD is connected to the host mounted with the
operating system (OS) such as Windows (registered trade-
mark), and the host recognizes the SSD as an available exter-
nal storage device when the write request is normally pro-
cessed.

[0047] If the host transmits the write request to the SSD
when the SSD that transitioned to the RO mode is connected
to the host mounted with the Windows (registered trademark),
the SSD returns an error to the host and hence the host may not
recognize the SSD as an available external storage device.
Therefore, the data recorded in the past may not be read from
the SSD even if the SSD in the RO mode in which read is
enabled is connected to the host.

[0048] In the present embodiment, the SSD that shifted to
the RO mode can be normally recognized by the host as a
device in which only the read operation can be carried out.
[0049] Exemplary embodiments of an information pro-
cessing device, an external storage device, a host device, a
relay device, and a control method of the information pro-
cessing device will be explained below in detail with refer-
ence to the accompanying drawings. The present invention is
not limited to the following embodiments.

First Embodiment

[0050] FIG. 1 illustrates a configuration of a first embodi-
ment of a computer system. The computer system 1 is con-
figured by an SSD 10 serving as an external storage device, a
host 100, and an ATA interface 90 serving as a memory
interface connecting the SSD 10 and the host 100. The exter-
nal storage device may be other readable and writable non-
volatile storage device other than the SSD 10 such as a hard
disc drive, a hybrid hard disc drive, USB memory, or an SD
card. The host 100 may be a personal computer, may be an
imaging device such as a still camera or a video camera, or
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may be a tablet computer, a smart phone, a game machine, a
car navigation system, or the like.

[0051] Asillustrated in FIG. 1, the SSD 10 includes NAND
type flash memory (hereinafter abbreviated as NAND
memory) 20 serving as nonvolatile semiconductor memory,
an interface controller 30 for transmitting and receiving sig-
nals with the host 100 through the ATA interface 90, RAM
(Random Access Memory) 40 serving as volatile semicon-
ductor memory including cache memory (CM) 40q function-
ing as an intermediate buffer of the interface controller 30 and
the NAND memory 20, a memory controller 50 responsible
for the management and control of the NAND memory 20 and
the RAM 40, and the control of the interface controller 30, an
IPL (Initial Program Loader) 55 serving as a boot loader for
performing various types of startup process including initial-
ization atthe time of startup ofthe SSD 10, an ECC correction
circuit 58 for executing an error correction process of the data
read out from the NAND memory 20, and a bus 57 for con-
necting all the constituent elements. The IPL. 55 may be
arranged in the memory controller 50. In this embodiment,
the ATA interface is configured as a Serial ATA (SATA) inter-
face. Other interfaces such as the Parallel ATA (PATA) inter-
face may be used in place of the SATA interface 90. Other
interfaces such as the USB (Universal Serial Bus) interface,
the PCI Express interface, the Thunderbolt (registered trade-
mark) interface, or the Serial Attached SCSI (SAS) interface
may be used in place of the ATA interface 90.

[0052] DRAM (Dynamic Random Access Memory),
SRAM (Static Random Access Memory), FeRAM (Ferro-
electric Random Access Memory), MRAM (Magnetoresis-
tive Random Access Memory), PRAM (Phase Change Ran-
dom Access Memory), or the like may be adopted for the
RAM 40. The RAM 40 may be arranged in the memory
controller 50.

[0053] The NAND memory 20 stores therein user data
specified by the host 100, stores the management table in
which the user data is managed, and stores the management
information managed in the RAM 40 for backup. The NAND
memory 20 includes a memory cell array in which a plurality
of memory cells is arrayed in a matrix form, where each
memory cell can store multiple values using an upper page
and a lower page. The NAND memory 20 is configured by a
plurality of memory chips, and each memory chip is config-
ured by arraying a block or a unit of data erasing in plurals. In
the NAND memory 20, writing and reading of data is per-
formed in page units. The block consists of a plurality of
pages.

[0054] FIG. 2 illustrates an internal configuration example
of the NAND memory chip configuring the NAND memory
20. The NAND memory 20 includes one or more NAND
memory chips 20080. The NAND memory chip 20080
includes a memory cell array in which a plurality of memory
cells is arrayed in a matrix form. The memory cell transistor
configuring the memory cell array is configured by a MOS-
FET (Metal Oxide Semiconductor Field Effect Transistor)
having a stacked gate structure formed on a semiconductor
substrate. The stacked gate structure includes a charge accu-
mulating layer (floating gate electrode) formed on the semi-
conductor substrate with a gate insulating film interposed,
and a control gate electrode formed on the floating gate elec-
trode with an inter-gate insulating film interposed. The
memory cell transistor has the threshold value voltage
changed according to the number of electrons accumulated in
the floating gate electrode, and stores the data according to the
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difference in the threshold value voltage. In the present
embodiment, a case in which the individual memory cell is
the write method of the four-value storage method of 2 bit/cell
using the upper page and the lower page has been described,
but the essence of the present invention is not changed even in
a case in which the individual memory cell is the write
method of the two-value storage method of 1 bit/cell using a
single page or the write method of the eight-value storage
method of 3 bit/cell using the upper page, the middle page,
and the lower page. The memory cell transistor is not limited
to the structure including the floating gate electrode, and may
be a structure in which the threshold value voltage can be
adjusted by trapping the electrons at the nitride interface
serving as the charge accumulating layer such as MONOS
(Metal-Oxide-Nitride-Oxide-Silicon). The MONOS type
memory cell transistor may be similarly configured to store
one bit or may be configured to store multiple values. Fur-
thermore, a semiconductor storage medium in which the
memory cell is arranged three-dimensionally as described in
U.S. Patent Application Publication No. 2010 0172189 and
U.S. Patent Application Publication No. 2010 0254191 may
be adopted for the nonvolatile storage medium.

[0055] As illustrated in FIG. 2, the NAND memory chip
20080 includes a memory cell array 20082 in which a
memory cell for storing data is arranged in a matrix form. The
memory cell array 20082 includes a plurality of bit lines, a
plurality of word lines, and a common source line, where the
memory cell in which data is electrically rewritable is
arranged in a matrix form at the intersection of the bit line and
the word line. A bit control circuit 20083 for controlling the
bit line and a word line control circuit 20085 for controlling
the word line voltage are connected to the memory cell array
20082. In other words, the bit line control circuit 20083 reads
out the data of the memory cell in the memory cell array
20082 through the bit line, and applies a write control voltage
to the memory cell in the memory cell array 20082 through
the bit line to carry out write to the memory cell.

[0056] A column decoder 20084, a data input/output buffer
20089 and a data input/output terminal 20088 are connected
to the bit line control circuit 20083. The data of the memory
cell read out from the memory cell array 20082 is output to the
outside from the data input/output terminal 20088 through the
bit line control circuit 20083 and the data input/output buffer
20089. The write data externally input to the data input/output
terminal 20088 is input to the bit line control circuit 20083 by
the column decoder 20084 through the data input/output
buffer 20089, and the write to the specified memory cell is
carried out.

[0057] The memory cell array 20082, the bit line control
circuit 20083, the column decoder 20084, the data input/
output buffer 20089, and the word line control circuit 20085
are connected to a control circuit 20086. The control circuit
20086 generates a control signal and a control voltage for
controlling the memory cell array 20082, the bit line control
circuit 20083, the column decoder 20084, the data input/
output buffer 20089, and the word line control circuit 20085
according to the control signal input to the control signal input
terminal 20087. The circuit portion other than the memory
cell array 20082 of the NAND memory chip 20080 is called
the NAND controller (NANDC) 20081.

[0058] FIG. 3 illustrates a configuration of the memory cell
array 20082 illustrated in FIG. 2. The memory cell array
20082 is an NAND cell type memory cell array, and is con-
figured to include a plurality of NAND cells. One NAND cell
is configured by a memory string MS including memory cells
connected in series, and selection gates S1, S2 connected to
both ends thereof. The selection gate S1 is connected to the bit
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line BL, and the selection gate S2 is connected to the source
line SRC. The control gate of the memory cell MC arranged
in the same row is commonly connected to the word lines
WLO0 to WL, ;. The first selection gate S1 is commonly
connected to the select line SGD, and the second selection
gate S2 is commonly connected to the select line SGS.
[0059] The memory cell array 20082 includes one or a
plurality of planes, and the plane includes a plurality of
blocks. Each block is configured by a plurality of NAND
cells, and the data is erased in units of blocks.

[0060] The plurality of memory cells connected to one
word line configure one physical sector. The data is written
and read out for every physical sector (physical sector is
irrelevant to the logical sector of the LBA to be described
later). The data worth two pages is stored in one physical
sector in the case of the 2 bit/cell write method (four value).
The data worth one page is stored in one physical sector in the
case of the 1 bit/cell write method (two value), and the data
worth three pages is stored in one physical sector in the case
of the 3 bit/cell write method (eight value).

[0061] At the time of read operation, the program verify
operation, and the program operation, one word line is
selected and one physical sector is selected according to the
physical address received from the memory controller 50.
The switching of the page in the physical sector is carried out
by the physical address. In the present embodiment, the
NAND memory 20 is a 2 bit/cell write method, and the
memory controller 50 handles assuming that two pages, the
upper page and the lower page, are assigned as physical pages
to the physical sector, where the physical address is assigned
to all pages.

[0062] The four value NAND memory of 2 bit/cell is con-
figured such that the threshold value voltage in one memory
cell has four ways of distribution. FIG. 4 illustrates the rela-
tionship between the four value data (data “11”, <017, “10”,
“00”) of two bits stored in the memory cell of the four value
NAND cell flash memory and the threshold value voltage
distribution of the memory cell. In FIG. 4,V , is the voltage
applied to the selected word line when reading out two data
with respect to the physical sector in which only the lower
page is written and the upper page is not yet written,and V ;-
indicates the verity voltage applied to verify whether or not
the write is completed when carrying out write to the Al.
[0063] V,,, V5, V, are voltages applied on the selected
word line when reading out four data with respect to the
physical sector in which the lower page and the upper page are
written, and V 55, Vg, Vo) indicate the verify voltage
applied to verify whether or not the write is completed when
carrying out write to each threshold value voltage distribu-
tion. Vreadl, Vread2 indicate read voltages applied to the
non-selected memory cell in the NAND cell to conduct the
relevant non-selected memory cell regardless of the held data
when carrying out readout of the data. Furthermore, Vevl,
Vev2 indicate erase verify voltages applied to the memory cell
to verify whether or not the erasure is completed when erasing
the data of the memory cell, and have a negative value. The
magnitude is determined in view of the influence of the inter-
ference of the adjacent memory cell. The magnitude relation-
ship of each voltage is,

Vev1<V 4<V 4 p<Vreadl

Vev2<V 1<V 55V 5oV o 1<V o<V o p<Vread2.

[0064] The erase verify voltages Vevl, Vev2, Vev3 take
negative values, as described above, but the voltage actually
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applied to the control gate of the memory cell MC in the erase
verify operation is not a negative value, and is zero or a
positive value. That is, in the actual erase verify operation, a
positive voltage is applied on the back gate of the memory cell
MC, and a voltage having a value of zero or a positive value
smaller than the back gate voltage is applied on the control
gate of the memory cell MC. In other words, the erase verify
voltages Vevl, Vev2, Vev3 are voltages that equivalently have
a negative value.

[0065] The threshold value voltage distribution ER of the
memory cell after the block erasure has an upper limit value
of a negative value, and is assigned with data “11”. The
memory cell of the data “01”, “10”, and “00” in a state the
lower page and upper page are written each has a positive
threshold value voltage distribution A2, B2, C2 (lower limit
value of A2, B2, C2 is also a positive value), where the
threshold value voltage distribution A2 of data “01” has the
lowest voltage value, the threshold value voltage distribution
C2 of data “00” has the highest voltage value, and the voltage
values of various types of threshold value voltage distribu-
tions have a relationship of A2<B2<C2. The memory cell of
data “10” in a state the lower page is written and the upper
page is not written has a positive threshold value voltage
distribution A1 (lower limit value of Al is also a positive
value). The threshold value voltage distribution illustrated in
FIG. 4 is merely an example, and the present invention is not
to be limited thereby. For instance, the threshold value voltage
distributions A2, B2, C2 are all explained to be positive
threshold value voltage distributions in FIG. 4, but a case in
which the threshold value voltage distribution A2 is a distri-
bution of negative voltage and the threshold value voltage
distributions B2, C2 are distributions of positive voltages is
also encompassed within the scope of the invention. Even if
the threshold value voltage distributions ER1, ER2 are posi-
tive values, the present invention is not to be limited thereby.
In the present embodiment, the correspondence relationship
of the data of ER2, A2, B2, C2 is described as <117, “01”,
“107, “00”, but may be other correspondence relationships
such as “117, “017, <007, “10”.

[0066] The two bit data of one memory cell includes the
lower page data and the upper page data, where the lower
page data and the upper page data are written to the memory
cell through different write operations, that is, two write
operations. Notating the data as “*@”, * represents the upper
page data and @ represents the lower page data.

[0067] First, the write of the lower page data will be
described with reference to the first stage to the second stage
of FIG. 4. All the memory cells are assumed to have the
threshold value voltage distribution ER in the erasure state,
and store the data “11”. As illustrated in FIG. 14, when the
write of the lower page data is carried out, the threshold value
voltage distribution ER ofthe memory cell is divided into two
threshold value voltage distributions (ER1, A1) according to
thevalue (“1” or “0”") of the lower page data. [fthe value of the
lower page data is “1”, the threshold value voltage distribu-
tion ER of'the erasure state is maintained and hence ER1=ER,
but may be ER1>ER.

[0068] If the value of the lower page data is “0”, high
electric field is applied on the tunnel oxide film of the memory
cell, electrons are injected to the floating gate electrode, and
the threshold value voltage Vth of the memory cell is raised by
a predetermined amount. Specifically, the verify potential
VA1V is set, and the write operation is repeated until reaching
the threshold value voltage of greater than or equal to the
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verify voltage VA1V. As a result, the memory cell changes to
the write state (data “10”). Ifthe threshold value voltage is not
reached even if the write operation is repeated for a predeter-
mined number of times (or if number of memory cells that has
not reached the threshold value voltage is greater than or
equal to a predetermined value), the write status with respect
to the physical page becomes “write error”.

[0069] The write of the upper page data will now be
described with reference to the second stage to the third stage
of FIG. 4. The write of the upper page datais carried out based
on the write data (upper page data) input from the exterior of
the chip, and the lower page data already written to the
memory cell.

[0070] In other words, as illustrated in the second stage to
the third stage of FIG. 4, if the value of the upper page data is
“17, the high electric field is prevented from being applied to
the tunnel oxide film of the memory cell thus preventing the
rise of the threshold value voltage Vth of the memory cell. As
aresult, the memory cell of data “11” (threshold value voltage
distribution ER1 of erasure state) maintains the data “11” as is
(ER2), and the memory cell of the data “10” (threshold value
voltage distribution A1) maintains the data “10” as is (B2).
However, it is desirable to adjust the lower limit value of the
threshold value voltage distribution using the positive verify
voltage V5, ;- greater than the verify voltage V ,, ;- thus form-
ing the threshold value voltage distribution B2 in which the
width of the threshold value voltage distribution is narrowed
from the standpoint of ensuring the voltage margin between
each distribution. If the threshold value voltage is not reached
even if the lower limit value adjustment is repeated for a
predetermined number of times (or if number of memory
cells that has not reached the threshold value voltage is greater
than or equal to a predetermined value), the write status with
respect to the physical page becomes “write error”.

[0071] If the value of the upper page data is “0”, the high
electric field is applied to the tunnel oxide film of the memory
cell, the electrons are injected to the floating gate electrode,
and the threshold value voltage Vth of the memory cell is
raised by a predetermined amount. Specifically, the verify
potentials V ,,,, V- are set, and the write operation is
repeated until reaching the threshold value voltage of greater
than or equal to the verify voltage V,,,. As a result, the
memory cell of the data “11” (threshold value voltage distri-
bution ER1 of erasure state) changes to the data “01” of the
threshold value voltage distribution A2, and the memory cell
of'data “10” (A1) changes to data “00” of the threshold value
voltage distribution C2. In this case, the lower limit value of
the threshold value voltage distributions A2, C2 is adjusted
using the verify voltages V ,,;, V 5y If the threshold value
voltage is not reached even if the write operation is repeated
for a predetermined number of times (or if number of memory
cells that has not reached the threshold value voltage is greater
than or equal to a predetermined value), the write with respect
to the physical page becomes “write error”.

[0072] In the erasure operation, the erase verify potential
Vev is set, and the erasure operation is repeated until the
threshold value voltage of smaller than or equal to the verify
voltage Vev. As a result, the memory cell changes to the
erasure state (data “11”). If the threshold value voltage is not
reached even if the erasure operation is repeated for a prede-
termined number of times (or if number of memory cells that
has not reached the threshold value voltage is greater than or
equal to a predetermined value), the erase status with respect
to the physical page becomes “erase error”.
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[0073] One example of the data write method in the typical
four value storage method is as described above. The basic
operation is similar in the multi-bit storage method of three or
more bits as the operation of dividing the threshold value
voltage distribution in eight or more ways according to the
upper page data is simply added with respect to the operation
described above.

[0074] The RAM 40 includes cache memory (CM) 40a
functioning as a data transfer cache between the host 100 and
the NAND memory 20. The RAM 40 functions as manage-
ment information storage memory and work region memory.
The management table managed by the RAM 40 is realized
by extracting various types of management tables stored in
the NAND memory 20 at the time of startup, and is evacuated
and saved inthe NAND memory 20 periodically or at the time
of power disconnection.

[0075] The memory controller 50 has the function thereof
realized by a processor for executing a system program (firm-
ware) stored in the NAND memory 20, various types of
hardware circuits, and the like, and executes the data transfer
control between the host 100 and the NAND memory 20 with
respect to various types of commands such as the write
request, the cache flash request, and the read request from the
host 100, the update and management of various types of
management tables stored in the RAM 40 and the NAND
memory 20.

[0076] When issuing the read request or the write request,
the host 100 outputs LBA (Logical Block Addressing) serv-
ing as a logical address to the SSD 10 through the ATA
interface 90. LBA is a logical address in which serial numbers
from zero are attached to logical sectors (size: e.g., 512 B).
When using the read request or the write request, the host 100
outputs the sector size corresponding to the target of read
request or the write request along with the LBA to the SSD 10.
[0077] The interface controller 30 includes a read/write
mode interface controller (hereinafter abbreviated as RWIF
controller) 31 such as the ATA controller used in the normal
operation mode in which read/write are enabled, a read only
mode interface controller (hereinafter abbreviated as ROIF
controller) 32 such as the ATAPI (ATA Packet Interface)
controller or a controller of the read only media standard used
in the read only mode in which only data reading of data
reading and data writing is permitted, and selection switches
33, 34 capable of selecting either one of the RWIF controller
31 or the ROIF controller 32.

[0078] The selection switch 33 exclusively selects either
one of the RWIF controller 31 or the ROIF controller 32 and
connects the same to the ATA interface 90, and the selection
switch 34 exclusively selects either one of the RWIF control-
ler 31 or the ROIF controller 32 and connects the same to the
bus 57. In the selection state of the RWIF controller 31, the
selection switch 33 causes the ATA interface 90 and the RWIF
controller 31 to be in an electrically connected state, and the
switch 34 causes the bus 57 and the RWIF controller 31 to be
in an electrically connected state. In the selection state of the
ROIF controller 32, the selection switch 33 causes the ATA
interface 90 and the ROIF controller 32 to be in an electrically
connected state, and the switch 34 causes the bus 57 and the
ROIF controller 32 to be in an electrically connected state.
[0079] The RWIF controller 31 is desirably configured to
explicitly indicate to the host 100 that the SSD 10 is the ATA
device. For instance, in the Device Signature described in
ATA/ATAPI Command Set-2 (ACS-2), LBA(7:0) is output to
01h, LBA(15:8) to 00h, and LBA(23:16) to the host 100 as
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00h, so that notification can be made to the host 100 that the
SSD 10 is the ATA device. The ROIF controller 32 is desirably
configured to explicitly indicate to the host 100 that the SSD
10 is the ATAPI device. For instance, in the Device Signature
described in ACS-2, LBA(7:0) is output to 01h, LBA(15:8) to
14h, and LBA(23:16) to the host 100 as EBh, so that notifi-
cation can be made to the host 100 that the SSD 10 is the
ATAPI device.

[0080] The ROIF controller 32 is configured to notify the
host 100 that the SSD 10 does not support the write command
and is read only. For instance, when receiving the command
GET CONFIGURATION (46h) adopted in the INCITS
Multi-Media Commands-6 (MMC-6) from the host 100
through the ATA interface 90, the ROIF controller 32 returns
to the host 100 that all the write functions are non-supportive
in the features such as Random Writable (Feature
Number=0020h), Incremental Streaming Writable (Feature
Number=0021h), Write Once (Feature Number=0025h), and
the like. Therefore, the SSD 10 can be recognized as a read-
able device even if the host 100 side is using the Windows
(registered trademark) and the like for the OS. On the other
hand, the ROIF controller 32 may be configured to explicitly
indicate to the host 100 that the SSD 10 is the ATA device,
similar to the RWIF controller 31, and may be configured to
return to the host 100 that all the write functions are non-
supportive when receiving the device identification informa-
tion such as the command ECh IDENTIFY DEVICE
described in ACS-2 from the host 100 through the ATA inter-
face 90. The method of notifying whether or not the SSD 10
is a read only device may take various other forms.

[0081] The functions of the interface controller 30 and the
various controllers included therein may all be mounted as
hardware such as L.SI, or may have one part or all mounted as
software such as firmware. The firmware is saved in the
NAND memory 20 when the power supply of the SSD is
turned OFF, but is read out by the IPL 55 to the RAM 40 or the
memory controller 50 at the startup of the power supply of the
SSD when being mounted as the firmware.

[0082] The RWIF controller 31 has a function of receiving
the read request, the write request, and other requests and data
from the host 100, transmitting the received requests and data
to the memory controller 50, and transmitting the data to the
RAM 40 by the control of the memory controller 50. The
RWIF controller 31 also transmits identification information
that it is a readable and writable device to the host 100 when
receiving a transmission request for device identification
information from the host 100.

[0083] The ROIF controller 32 has a function of receiving
the read request, other requests excluding the write request,
and data from the host 100, transmitting the received requests
and data to the memory controller 50, and transmitting the
data to the RAM 40 by the control of the memory controller
50. The ROIF controller 21 also transmits device identifica-
tion information that it does not support write to the host 100
when receiving a transmission request for device identifica-
tion information from the host 100. Thus, the host 100 rec-
ognizes that the SSD 10 does not support write, and hence the
write request will not be transmitted from the host 100 to the
SSD 10. When the write request is transmitted from the host
100 to the SSD 10 after transmitting the device identification
information that it does not support write to the host 100, the
ROIF controller 32 may return an error to the host 100. The
ROIF controller 32 carries out processes similar to the RWIF
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controller 31 with respect to the command that does not
involve the write operation of the NAND memory 20.
[0084] The IPL 55 is started when the power of the SSD 10
is turned ON and performs the initialization process of the
NAND memory 20, the RAM 40, the memory controller 50,
and the interface controller 30. In this case, the IPL 55 reads
out the management information of the NAND memory 20
from the NAND memory 20 or the RAM 40. The IPL 55
determines whether or not the read only mode shift condition
is met based on the read management information, that is,
whether or not the SSD 10 is in a state to be used in the normal
operation mode or in a state to be used in the read only mode.
If determined as the normal mode, as a result of the determi-
nation, the IPL 55 sets the selection switches 33, 34 to select
the RWIF controller 31, and causes the ROIF controller 32 to
be in a non-selected state. If determined that the SSD 10 is in
a state to be used in the read only mode based on the read
management information, the IPL. 55 sets the selection
switches 33, 34 to select the ROIF controller 32, and causes
the RWIF controller 31 to be in a non-selected state. The read
only mode shift condition will be described in detail later.

[0085] The memory controller 50 desirably determines
whether or not the read only mode shift condition for shifting
to the read only mode state is met even while the SSD 10 is
operating in the normal readable/writable state, and executes
the read only mode shift process, to be described later, when
the read only mode shift condition is met while the SSD 10 is
operating in the normal state. The interface controller 30
consequently switches to the ROIF controller 32 according to
the read only mode shift process.

[0086] The configuration of the host 100 will now be
described. The host 100 includes an operating system (OS)
150, an SSD control tool 110, and an interface driver 120 for
the SSD 10. The interface driver 120 includes a read/write
mode interface driver (hereinafter abbreviated as RWIF
driver) 121 such as the ATA driver used when the SSD 10 is in
the normal operation mode in which read/write are enabled, a
read only mode interface driver (hereinafter abbreviated as
ROIF driver) 122 such as the read only driver of the ATAPI
driver used when the SSD 10 is in the read only mode, and
selection switches 123, 124 for selecting the driver to be
applied on the SSD 10 by the RWIF driver 121 and the ROIF
driver 122. The SSD control tool 110 can select the driver to
be applied on the SSD 10 from either one of the RWIF driver
121 or the ROIF driver 122 or may have both drivers in the
non-selected state through the selection switches 123, 124.
The software 140 is software other than the SSD control tool
110, and is software that uses the SSD 10.

[0087] Asillustrated in FIG. 5, the SSD control tool 110 is
stored as the SSD control tool 110A in the region of the
NAND memory 20 of the SSD 10 when the power supply of
the host 100 is turned OFF, but is loaded from the NAND
memory 20 to main memory 202 at the startup of the host 100
or the startup of the program. As illustrated in FIG. 6, if a
plurality of external storage devices is connected to the host
100, the SSD control tool 110 may be stored in a region of the
external storage device 300 different from the SSD 10 as a
SSD control tool 100B, and may be loaded from the external
storage device 300 to the main memory 202 at the startup of
the host 100 or the startup of the program. In particular, if the
external storage device 300 is used as a system drive for
storing the OS 150, and the SSD 10 is used as a data drive for
storing user data such as documents, still image data, and
moving image data, it is desirable to store the SSD control
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tool 110 in the external storage device 300 serving as the
system drive from the standpoint of clearly separating the
roles of the drive 10 and the drive 300 such as using the
external storage device 300 serving as the system drive as a
drive for mainly storing the OS and the application program
and using the SSD 10 serving as the data drive as a drive for
storing the user data.

[0088] Asillustrated in FIG. 5 and FIG. 6, it is desirable for
the computer system 1 to be shipped with the SSD control tool
110 stored in the SSD 10 or the external storage device 300,
put on the shelves, and provided to the user from the stand-
point of saving the effort of the user in carrying out the setup
of'the SSD control tool 110. From the standpoint of enabling
the user to select whether or not to install the SSD control tool
and from the standpoint of providing the most recent SSD
control tool to the user, the SSD control tool is desirably
stored in the SSD 10 or the external storage device 300 by
being downloaded from the WEB or installed from an exter-
nal storage medium such as a DVD-ROM, USB memory, or
the like.

[0089] FIG. 7 illustrates one example of a case of down-
loading the SSD control tool from the WEB. InFIG. 7,a SSD
controltool 110C is stored in a storage medium 400 ina WEB
server, and the SSD control tool 110C is downloaded to the
SSD 10 or the external storage device 300 through the LAN
controller 208 or the like via a network such as the Internet,
local network, and wireless LAN.

[0090] FIG. 8 illustrates one example of a case of installing
the SSD control tool from an optical medium such as a DVD-
ROM or a CD-ROM. An SSD control tool 110D is stored in
the optical medium 500 such as the DVD-ROM or the CD-
ROM, and the optical medium 500 is set in the optical drive
206, so that the SSD control tool 110D is installed in the SSD
10 or the external storage device 300 through the optical drive
206.

[0091] FIG.9 illustrates one example of a case of installing
the SSD control tool from the USB memory. An SSD control
tool 110E is stored in USB memory 600, where the SSD
control tool 110E is installed in the SSD 10 or the external
storage device 300 through the USB controller 209 by con-
necting the USB memory 600 to the USB controller 209.
Other external memories such as an SD card may, of course,
be used instead of the USB memory 600. The optical medium
500 and the USB memory 600 are desirably packaged with
the SSD 10 as accessories at the time of shipment of the SSD
10 from the standpoint of facilitated availability by the user.
The optical medium 500 or the USB memory 600 may be sold
alone as software product or may be attached as a supplement
to magazines and books.

[0092] The selection switch 124 exclusively selects either
one of the RWIF driver 121 or the ROIF driver 122 and
connects the same to the ATA interface 90, and the selection
switch 123 exclusively selects either one of the RWIF driver
121 or the ROIF driver 122 and connects the same to the
software 140. In the selection state of the RWIF driver 121,
the selection switch 124 causes the ATA interface 90 and the
RWIF driver 121 to be in a connected state, and the switch 123
causes the software 140 and the RWIF driver 121 to be in a
connected state. In the selection state of the ROIF driver 122,
the selection switch 124 causes the ATA interface 90 and the
ROIF driver 122 to be in a connected state, and the switch 123
causes the software and the ROIF driver 122 to be in a con-
nected state.
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[0093] FIG. 10 illustrates an outer appearance configura-
tion of the computer system 1. FIG. 10 illustrates a configu-
ration of a general desk top type personal computer. The SSD
10 is physically connected to the motherboard 130 through an
SATA cable serving as the ATA interface 90, and electrically
connected to the CPU (not illustrated) attached on the moth-
erboard 130 through the south bridge mounted on the moth-
erboard 130. The SSD 10 is connected to a power supply
circuit 132 through a power supply cable 131. A display 133,
akeyboard 134, amouse 135, and the like are connected to the
motherboard 130. The computer system is not limited to a
desk top type, and is applicable to a laptop type of a notebook
type personal computer.

[0094] FIG. 11 illustrates a system configuration example
of the host 100 mounted with the SSD 10. The host 100
includes a CPU 200, a north bridge 201, main memory 202
such as DRAM, a display controller 203, a display 133, a
south bridge 205, an optical drive 205, BIOS-ROM 207, a
LAN controller 208, a USB controller 209, a keyboard 134, a
mouse 135, and the like.

[0095] The CPU 200 is a processor arranged to control the
operation of the computer system, and executes the operating
system (OS) loaded from the SSD 10 to the main memory
202. Furthermore, when the optical drive 206 enables the
execution of at least one process of the read process and the
write process with respect to the loaded optical disc, the CPU
200 executes such processes.

[0096] The CPU 200 also executes system BIOS (Basic
Input Output System) stored in the BIOS-ROM 207. The
system BIOS is a program for hardware control in the com-
puter system.

[0097] The north bridge 201 is a bridge device connected to
the local bus of the CPU 200. The north bridge 201 incorpo-
rates a memory controller for access controlling the main
memory 202. The north bridge 201 also has a function of
executing communication and the like with the display con-
troller 203.

[0098] The main memory 202 temporarily stores programs
and data, and functions as a work area of the CPU 200. The
main memory 202 is configured by DRAM and the like,
[0099] The video controller 203 is a video reproduction
controller for controlling the display 133 of the computer
system.

[0100] The south bridge 205 is a bridge device connected to
the local bus of the CPU 200. The south bridge 205 controls
the SSD 10 or the storage device for storing various types of
software and data through the ATA interface 90.

[0101] Inthe computer system, the access to the SSD 10 is
made in units of logical sectors. The write command (write
request), the read command (read request), the flash com-
mand, and the like are input to the SSD 10 through the ATA
interface 90.

[0102] The south bridge 205 also has a function for access
controlling the BIOS-ROM 207, the optical drive 206, the
LAN controller 208, and the USB controller 209. The key-
board 134 and the mouse 135 are connected to the USE
controller 209.

[0103] InFIG.11,the OS 150, the SSD controltool 110, the
interface driver 120 including the RWIF driver 121, the ROIF
driver 122 and the like, and the software 140 are saved in the
SSD 10 when the power supply of the computer system is
turned OFF, and loaded from the SSD 10 to the main memory
202 when the power supply of the host is turned ON or when
such functions are called out. The interface driver 120 loaded
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on the main memory 202 is read to the CPU 200 through the
north bridge 201, and the CPU 200 performs the control of the
SSD 10 through the south bridge 205 based on the informa-
tion of the read interface driver.

[0104] FIG.12illustrates a hierarchical structure of various
types of elements of the computer system. The SSD control
tool 110 and the software 140 normally do not directly com-
municate with the SSD 10, and communicate with the SSD 10
through the OS 150 and the interface driver 120. If a need for
the SSD control tool 110 and the software 140 to transmit a
command such as the read request and the write request to the
SSD 10 arises, the SSD control tool 110 and the software 140
transmit the access request in units of files to the OS 150. The
OS 150 references the file management table or metadata
included in the OS 150, specifies the logical address (LBA) of
the SSD 10 corresponding to the file to which the access
request is made, and transmits the command including the
corresponding LBA to the interface driver 120. The interface
driver 120 converts the command from the OS 150 to a
command unique to the relevant interface, and transmits the
same to the SSD.

[0105] Ifaresponse is returned from the SSD 10, the inter-
face driver 120 converts the response unique to the relevant
interface to the command of the OS 150, and transmits the
same to the OS 150. The OS 150 specifies to which response
on which software the response after the conversion corre-
sponds, and returns the response to the specified software.
[0106] The SSD control tool 110 can directly access the
interface driver 120 without interposing the OS 150. The SSD
control tool 110 can exclusively select which of the RWIF
driver 121 or the ROIF driver 122 of the interface driver is
valid by directly accessing the interface driver. If the RWIF
driver 121 is valid, the RWIF driver 121 relays the OS 150 and
the SSD 10, and the ROIF driver 122 does not perform any-
thing. If the ROIF driver 122 is valid, the ROIF driver 122
relays the OS 150 and the SSD 10, and the RWIF driver 121
does not perform anything. The SSD control tool 110 may
alternatively select the RWIF driver 121 and the ROIF driver
122 through the OS 150.

[0107] The SSD control tool 110 acquires the device iden-
tification information of the SSD from the SSD 110 at the
time of startup of the host or at the time of the SSD connec-
tion. Whether the SSD 10 is a readable and writable device or
a write non-supporting device is determined based on the
device identification information, and the switching setting of
the interface driver 120 is carried out based on the determi-
nation result. The RWIF driver 121 is made valid if deter-
mined that the SSD 10 is the readable and writable device, and
the ROIF driver 122 is made valid if determined that the SSD
10 is the write non-supporting device. The SSD control tool
110 determines that the SSD 10 switched to the read only
mode if the response from the SSD 10 with respect to the
write request is an error, and restarts the SSD 10 and switches
the interface driver 120 from the RWIF driver 121 to the ROIF
driver 122.

[0108] The ROIF driver 122 is desirably configured to not
transmit the write command with respect to the SSD 10 at all
from the standpoint of preventing the loss of user data caused
by data breakage or damage of the SSD 10. However, if there
is a need to write the data of one part such as the system
information of the operating system in the SSD 10, the ROIF
driver 122 may permit the write of the relevant data to the SSD
10 as an exception but the data amount of the relevant data is
desirably sufficiently small compared with the capacity of the
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NAND memory 20. More desirably, in order to prevent the
user from transmitting the write command by mistake and
writing the data to the SSD 10, the ROIF driver 122 does not
transmit the normal write command with respect to the SSD
10 at all such as 35h WRITE DMA EXT and 61h WRITE
FPDMA QUEUED described in ACS-2, and the write with
respect to the SSD 10 is desirably permitted by only the
command using a special command such as the SCT Com-
mand Transport described in INCITS ACS-2 and other com-
mands unique to the vendor if there is an exceptional need to
write the data to the SSD 10. If the write using a special
command can be exceptionally carried out even at the time of
the application of the ROIF driver 122 (time of RO mode), the
memory controller 50 and the ROIF controller 32 need to be
configured to receive the special command from the host 100
and perform the data write process normally even if the SSD
10 is the RO mode.

[0109] FIG. 13 illustrates a configuration of management
information used in the SSD 10. The management informa-
tion is stored in a non-volatile manner in the NAND memory
20, as described above. The management information stored
in the NAND memory 20 is extracted in the RAM 40 at the
startup of the SSD 10 for use. The management information
onthe RAM 40 is evacuated and saved in the NAND memory
20 periodically or at the time of power disconnection. If the
RAM 40 is nonvolatile RAM such as MRAM or FeRAM, the
management information may be stored only in the RAM 40,
in which case the management information is not stored in the
NAND memory 20.

[0110] As illustrated in FIG. 13, the management informa-
tion includes a free block table 21, a bad block table 22, an
active block table 23, an active page table 24, a read only (RO)
mode flag 25, and statistical information 26.

[0111] Thefree block table (FB table) 21 manages the ID of
the physical block (free block: FE) of the NAND memory that
can be newly assigned for write when carrying out write to the
NAND memory 20. The FB table also manages the number of
times of erasing for every physical block ID.

[0112] Thebadblock table (BB table)22 manages the ID of
the bad block (BB) serving as a physical block that cannot be
used as a storage region due to too much error etc.

[0113] The active block table (AB table) 23 manages the
active block (AB) or the physical block assigned with appli-
cation. In the AB table 23, the correspondence relationship of
the LBA and the ID of the active block (AB) is managed. The
number of times of erasing is also managed for every physical
block ID.

[0114] The active page table (AP table) 24 manages the
correspondence relationship of the LBA and the physical
block ID and the physical page 1D assigned with application.
[0115] The RO mode flag 25 is written with O at the time of
shipment and at normal times, and is written with 1 when the
SSD operates as the RO mode.

[0116] The statistical information 26 stores various param-
eters (X01 to X24) related to the reliability of the SSD 10.
[0117] The statistical information includes total number of
bad blocks (statistical information X01), total number of
times of erasing (statistical information X02), average value
of number of times of erasing (statistical information X03),
cumulative value of number of times of write error occur-
rences of the NAND memory (statistical information X04),
cumulative value of number of times of erase error occur-
rences of the NAND memory (statistical information X05),
total number of readout logical sectors (statistical informa-
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tion X06), total number of write logical sectors (statistical
information X07), total number of uncorrectable ECC error
count (statistical information X08), total number of n bits to
m bits ECC correction units (statistical information X09),
number of times of R error occurrences of SATA communi-
cation (statistical information X10), number of times of error
occurrences of SATA communication (statistical information
X11), number of times of error occurrences of RAM 40
(statistical information X12), total number of used time of
SSD 10 (statistical information X13), time total in which
temperature is higher than highest value of recommended
operation temperature (statistical information X14), time
total in which temperature is lower than lowest value of
recommended operation temperature (statistical information
X15), maximum value of response time of command (statis-
tical information X16), average value of response time of
command (statistical information X17), maximum value of
response time of NAND memory (statistical information
X18), average value of response time of NAND memory
(statistical information X19), current temperature (statistical
information X20), highest temperature (statistical informa-
tion X21), lowest temperature (statistical information X22),
increase rate of statistical information (statistical information
X23), NAND GC failure flag (statistical information X24),
and the like.

[0118] The total number of bad blocks (statistical informa-
tion X01) will be described. The statistical information X01 is
incremented by one every time one physical block of the
NAND memory 20 in the SSD 10 is added as the bad block.
The statistical information X01 is desirably reset to zero at the
time of manufacturing (before test process) of the SSD 10,
where the block in which error occurred in the test process or
in which the inter-distribution voltage margin of the threshold
value distribution is small is more desirably added to the bad
block in advance. The statistical information X01 may be
directly calculated from the BE table 22 without being stored
in the statistical information 26. The more the statistical infor-
mation X01 increases, it shows that the more the reliability
degrades.

[0119] The total number of times of erasing (statistical
information X02) will be described. The statistical informa-
tion X02 indicates the cumulative value of the number of
times of erasing of all the blocks of the NAND memory 20 in
the SSD 10. The statistical information X02 is incremented
by one every time one physical block of the NAND memory
20 of the SSD 10 is erased. The statistical information X02 is
desirably reset to zero at the time of manufacturing (before
test process) of the SSD 10. The statistical information X02
may be directly calculated from the FB table 21, the BB table
22, and the AB table 23 without being stored in the SSD
statistical information 26. The more the statistical informa-
tion X02 increases, it shows that the more the reliability
degrades.

[0120] The average value of number of times of erasing
(statistical information X03) will be described. The statistical
information X03 indicates an average value per one block of
the number of times of erasing of all the blocks of the NAND
memory 20 in the SSD 10. The block of one part such as the
block storing the management information may be excluded
from the target of counting of the statistical information X03.
The statistical information X03 is desirably reset to zero at the
time of manufacturing (before test process) of the SSD 10.
The statistical information X03 may be directly calculated
from the FB table 21, the BB table 22, and the AB table 23
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without being stored in the statistical information 26. The
more the statistical information X03 increases, it shows that
the more the reliability degrades.

[0121] The cumulative value of number of times of write
error occurrences of the NAND memory (statistical informa-
tion X04) will be described below. The statistical information
X04 is added by one every time the write error occurs in units
of one write in the NAND memory 20 of the SSD 10 (may be
added in units of blocks). The statistical information X04 is
desirably reset to zero at the time of manufacturing (before
test process) of the SSD 10. The more the statistical informa-
tion X04 increases, it shows that the more the reliability
degrades.

[0122] The cumulative value of number of times of erase
error occurrences of the NAND memory (statistical informa-
tion X05) will be described. The statistical information X 05 is
desirably reset to zero at the time of manufacturing (before
test process) of the SSD 10. The statistical information X05 is
added by one every time the erase error occurs in one block in
the NAND memory 20 of the SSD 10. With a plurality of
blocks collectively assumed as an erase unit, the statistical
information X05 may be added by one every time the erase
error occurs in one such erase unit. The more the statistical
information X05 increases, it shows that the more the reli-
ability degrades.

[0123] The total number of read logical sectors (statistical
information X06) will now be described. The statistical infor-
mation X06 is the total number of logical sectors of the data
transmitted to the host device 100 as read data by the interface
controller 30. The statistical information X06 is desirably
reset to zero at the time of manufacturing (before test process)
of the SSD 10. The more the statistical information X06
increases, it shows that the more the reliability degrades.
[0124] The total number of write logical sectors (statistical
information X07) will now be described. The statistical infor-
mation X07 is the total number of logical sectors of the data
received from the host device 100 as write data by the RWIF
controller 31. The statistical information X07 is desirably
reset to zero at the time of manufacturing (before test process)
of the SSD 10. The more the statistical information X07
increases, it shows that the more the reliability degrades.
[0125] The total number of uncorrectable ECC error count
(statistical information X08) will now be described. The sta-
tistical information X08 is incremented by one for every one
readout unit when the error bit cannot be restored by the ECC
correction carried out by the ECC correction circuit 58. When
the memory controller 50 reads out the data from the NAND
memory 20, the memory controller 50 transmits the read data
to the ECC correction circuit 58, and performs the ECC
correction if there is data error and transmits the corrected
data to the host through the interface controller 30. If the data
error is not corrected by the ECC correction circuit 58, the
memory controller counts up the statistical information X08
orincrements the statistical information X08 with the amount
of data error that cannot be corrected. The estimated value of
the number of error bits that cannot be error corrected may be
added, or the number of blocks that cannot be error corrected
may be added. The statistical information X08 is desirably
reset to zero at the time of manufacturing (before test process)
of the SSD 10. The more the statistical information X08
increases, it shows that the more the reliability degrades.
[0126] The total number of n bits to m bits ECC correction
units (statistical information X09) will be described. Here, n,
m are natural numbers, where Osnsms=maximum correctable
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number of bits. When the ECC correction circuit 58 performs
the ECC correction on the ECC correction unit (e.g., physical
page), if all error bits are normally restored and the restored
number of error bits is greater than or equal to n and smaller
than or equal to m, “total number of n bits to m bits ECC
correction units” is added by one for one ECC correction unit.
In the case of a maximum of 64 bits can be corrected for one
correction unit by the ECC correction, eight parameters such
as “total number of 1 bits to 8 bits ECC correction units”,
“total number of 9 bits to 16 bits ECC correction units”, “total
number of 17 bits to 24 bits ECC correction units”, “total
number of 25 bits to 32 bits ECC correction units”, “total
number of 33 bits to 40 bits ECC correction units”, “total
number of 41 bits to 48 bits ECC correction units”, “total
number of 49 bits to 56 bits ECC correction units”, “total
number of 57 bits to 64 bits ECC correction units” may be
prepared, where one of the eight parameters is incremented
by one (or may be incremented with corrected amount of data
error) for the ECC correction of one ECC correction unit
when the ECC correction is normally carried out. The statis-
tical information X09 is desirably reset to zero at the time of
manufacturing (before test process) of the SSD 10. The more
the statistical information X09 increases, it shows that the
more the reliability degrades.

[0127] The number of times of R error occurrences of
SATA communication (statistical information X10) will be
described. The statistical information X10 is incremented by
one every time the R error (Reception Error, R_ERR) in the
SATA standard occurs once. If some kind of error such as
CRC error exists in a frame transmitted and received between
the host and the SSD, it is counted as an R error. One of the
counters of the Phy Event Counters of the SATA standard may
be adopted for the statistical information X10. The statistical
information X10 is desirably reset to zero at the time of
manufacturing (before test process) of the SSD 10. The more
the statistical information X10 increases, it shows that the
more the reliability degrades.

[0128] The number of times of error occurrences of SATA
communication (statistical information X11) will be
described. The statistical information X11 is incremented by
one every time other abnormalities (other than R error) in the
SATA communication occur once. For instance, if the com-
munication standard actually negotiated between the SSD 10
and the host device 100 is a communication standard of lower
speed than Generation 3 such as Generation 2 although the
ATA interface 90, the interface controller 30, and the memory
controller 50 are designed as SATA Generation 3, it is
assumed as an error in the SATA communication, and the
statistical information X11 is incremented by one. The statis-
tical information X11 is desirably reset to zero at the time of
manufacturing (before test process) of the SSD 10. The more
the statistical information X11 increases, it shows that the
more the reliability degrades.

[0129] The number of times of error occurrences of RAM
40 (statistical information X12) will be described. For
instance, if the ECC circuit or the error detection circuit is
mounted on the RAM 40, the statistical information X12 is
incremented by one when the memory controller 50 receives
from the RAM 40 a signal notifying that ECC correction
cannot be made or a signal notifying the error detection. The
statistical information X12 is desirably reset to zero at the
time of manufacturing (before test process) of the SSD 10.
The more the statistical information X12 increases, it shows
that the more the reliability degrades.
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[0130] The total number of used time of SSD 10 (statistical
information X13) will be described. The memory controller
50 counts the clock or receives the time information from an
internal clock circuit to increment the elapsed time while the
power supply of the SSD 10 is turned ON. Alternatively, the
memory controller 50 periodically may receive the time
information of the host device 100 from the host device 100,
and the difference in the time information may be incre-
mented. The statistical information X13 is desirably reset to
zero at the time of manufacturing (before test process) of the
SSD 10. The more the statistical information X13 increases,
it shows that the more the reliability degrades.

[0131] The time total in which temperature is higher than
highest value of recommended operation temperature (statis-
tical information X14) will be described. If a thermometer is
mounted in the SSD 10 such as on the substrate ofthe SSD 10,
in the memory controller 50, and the NAND memory 20, the
memory controller 50 periodically receives the temperature
information from the thermometer. If the received tempera-
ture is higher than the recommended operation temperature
(e.g., 100° C.), the memory controller 50 increments the time
total operating at higher than or equal to the recommended
operation temperature based on the time information
acquired from the clock, the internal clock, or the host device
100. The statistical information X14 is desirably reset to zero
at the time of manufacturing (before test process) of the SSD
10. The more the statistical information X14 increases, it
shows that the more the reliability degrades.

[0132] The time total in which temperature is lower than
lowest value of recommended operation temperature (statis-
tical information X15) will be described. If a thermometer is
mounted in the SSD 10, the memory controller 50 periodi-
cally receives the temperature information from the ther-
mometer. If the received temperature is lower than the rec-
ommended operation temperature (e.g., -40° C.), the
memory controller 50 increments the time total operating at
higher than or equal to the recommended operation tempera-
ture based on the time information acquired from the clock,
the internal clock, or the host device 100. The statistical
information X15 is desirably reset to zero at the time of
manufacturing (before test process) of the SSD 10. The more
the statistical information X15 increases, it shows that the
more the reliability degrades.

[0133] The maximum value of response time of command
(statistical information X16) will be described. The statistical
information X16 is a maximum value of a time (or number of
clocks) required from when receiving the command from the
host device 100 until responding to the host device 100 (or
until the command execution is completed). If the response
time greater than X16 occurs, X16 is overwritten by such
response time. The statistical information X16 may be held
with respect to each command. The statistical information
X16 is desirably reset to zero at the time of manufacturing
(before test process) of the SSD 10 or at the time of the SSD
10 shipment. The more the statistical information X16
increases, it shows that the more the reliability degrades. For
instance, the response time of the command may be,

[0134] readout response time of SSD 10: time from when
the SSD 10 receives the readout request from the host 100
until completing the transmission of the read data to the host
100.

[0135] write response time of SSD 10: time from when the
SSD 10 receives the write request from the host 100 until
returning a write complete notification to the host 100. Alter-
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natively, a time from when the SSD 10 receives the write
request from the host 100 until completing the reception of
the write data by the host 100.

[0136] The response time may be timed by counting the
internal clock of the memory controller 50.

[0137] The average value of response time of command
(statistical information X17) will be described. The statistical
information X17 is an average value of a time (or number of
clocks) required from when receiving the command from the
host device 100 until responding to the host device 100 (or
until the command execution is completed). A constant num-
ber of response time lists may be held in the RAM 40, and it
may be obtained by calculating the average value of the
response time list. The statistical information X17 may be
held with respect to each command. The statistical informa-
tion X17 is desirably reset to zero at the time of manufactur-
ing (before test process) of the SSD 10 or at the time of the
SSD 10 shipment. The more the statistical information X17
increases, it shows that the more the reliability degrades.

[0138] The maximum value of response time of NAND
memory (statistical information X18) will be described. The
statistical information X18 is a maximum value of the time
(or number of clocks) required until the memory controller 50
obtains the response (or receives command execution com-
plete notification) after issuing a command to the NAND
memory 20. Ifthe response time greater than the X18 occurs,
X18 is overwritten by such response time. The statistical
information X18 may be held with respect to each command.
The statistical information X18 is desirably reset to zero at the
time of manufacturing (before test process) of the SSD 10 or
at the time of the SSD 10 shipment. The more the statistical
information X18 increases, it shows that the more the reli-
ability degrades. For instance, the response time of the NAND
memory may be,

[0139] readout response time of NAND memory 20: time
from when the memory controller 50 issues the read request
to the NAND memory 20 until the data readout from the
NAND memory 20 is completed.

[0140] write response time of NAND memory 20: time
from when the memory controller 50 issues the write request
to the NAND memory 20 until the data write to the NAND
memory 20 is completed.

[0141] erase response time of NAND memory 20: time
from when the memory controller 50 issues the erase com-
mand to the NAND memory 20 until the erase of the NAND
memory 20 is completed.

[0142] The response time may be timed by counting the
internal clock of the memory controller 50.

[0143] The average value of response time of NAND
memory (statistical information X19) will be described. The
statistical information X19 is an average value of a time (or
number of clocks) required until the memory controller 50
obtains the response (or receives command execution com-
plete notification) after issuing a command to the NAND
memory 20. A constant number of response time lists may be
held in the RAM 40, and it may be obtained by calculating the
average value of the response time list. The statistical infor-
mation X19 may be held with respect to each command. The
statistical information X19 is desirably reset to zero at the
time of manufacturing (before test process) of the SSD 10 or
at the time of the SSD 10 shipment. The more the statistical
information X19 increases, it shows that the more the reli-
ability degrades.
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[0144] The current temperature (statistical information
X20) will be described. If a thermometer is mounted in the
SSD 10, the memory controller 50 periodically receives the
temperature information from the thermometer. The memory
controller 50 holds the temperature received last from the
thermometer in the statistical information X20 as a current
temperature. Determination is made that the reliability of the
SSD 10 is adversely affected if such value is extremely high
(e.g., higher than or equal to 85° C.), and the reliability of the
SSD 10 is adversely affected if the temperature is extremely
low (e.g., lower than or equal to -10° C.)

[0145] The highest temperature (statistical information
X21) will be described. The memory controller 50 holds a
maximum value of the current temperature X20 in the statis-
tical information X21 as a highest temperature. Determina-
tion is made that the reliability of the SSD 10 is adversely
affected if such value is extremely high (e.g., higher than or
equal to 85° C.). When receiving the current temperature
higher than X21 from the thermometer, the memory control-
ler 50 rewrites the X21 to the current temperature. The X21 is
desirably reset to a temperature (e.g., —40° C.) sufficiently
small compared to the operation temperature of the SSD 10 at
the time of manufacturing (before test process) of the SSD 10
or at the time of the SSD 10 shipment. The more the statistical
information X21 increases, it shows that the more the reli-
ability degrades.

[0146] The lowest temperature (statistical information
X22) will be described. The memory controller 50 holds a
minimum value of the current temperature X20 in the statis-
tical information X22 as a lowest temperature. Determination
is made that the reliability of the SSD 10 is adversely affected
if such value is extremely small (e.g., higher than or equal to
-40° C.). When receiving the current temperature lower than
X22 from the thermometer, the memory controller 50
rewrites the X22 to the current temperature. The X22 is desir-
ably reset to a temperature (e.g., 120° C.) sufficiently large
compared to the operation temperature of the SSD 10 at the
time of manufacturing (before test process) of the SSD 10 or
at the time of the SSD 10 shipment. The more the statistical
information X22 decreases, it shows that the more the reli-
ability degrades.

[0147] The increase rate of statistical information (statisti-
cal information X23) will be described. The non-recent infor-
mation of the statistical information X01 to X19 (e.g., values
constant time before or when the power of the SSD 10 is
turned ON, values of when the power of the SSD 10 is down
the previous time, etc.) are separately held. The statistical
information X23 is defined as one of the followings.

Increase rate of statistical information=(most recent
statistical information)-(old information)

Increase rate of statistical information=((most recent
statistical information)—(old information))/
(elapsed time from when acquiring the old infor-
mation)

Increase rate of statistical information=((most recent
statistical information)-(old information))/(num-
ber of NAND accesses from when acquiring the
old information)

[0148] It is desirably reset to zero at the time of manufac-
turing (before test process) of the SSD 10. The more the
statistical information X23 increases, it shows that the more
the reliability degrades.
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[0149] The NAND GC failure flag (statistical information
X24) will be described. If the statistical information X24 is 1,
the sufficient number of free blocks for the operation cannot
be ensured by the NAND garbage collection (NAND GC). It
is desirably reset to zero at the time of manufacturing (before
test process) of the SSD 10. The more the statistical informa-
tion X24 increases, it shows that the more the reliability
degrades.

[0150] For the statistical information 26, all the parameters
described above may be stored, or some or only one of the
parameters may be stored. The statistical information 26
desirably holds the most recent information on the RAM 40,
and periodically takes a backup in the NAND memory 20. It
may be saved only in either one of the RAM 40 or the NAND
memory 20, or the relevant statistical information may be
transmitted to the host device 100, and saved in the host
device 100 or the storage device connected to the host device
100.

[0151] The write operation in the SSD 10 will now be
described using FIG. 14. When the SSD 10 receives the write
request from the host 100 (step S100), the memory controller
50 searches the free block table 21 of the RAM 40 (step
S101), and acquires the current number of free blocks. The
memory controller 50 performs the “NAND garbage collec-
tion” (“NAND GC”), to be described later, (step S120) if the
number of free blocks is less than a predetermined threshold
value (step S102), and newly obtains the free block from the
free block table 21 and acquires the physical ID of the
obtained free block if the number of free blocks is greater than
the predetermine threshold value (step S102).

[0152] The memory controller 50 then performs the write
operation to the acquired free block (step S103), adds the
LBA, the physical block ID, and the number of times of
erasing of the relevant physical block received from the host
100 in the active block table 23, and also adds the LBA, the
physical block ID, and the physical page ID to the active page
table 24 (step S104), and removes the physical block sub-
jected to the write from the free block table 21 (step S105).
The memory controller 50 reflects the content of the above
write process in the statistical information 26.

[0153] The operation example of the NAND GC (FIG. 14:
step S120) inthe SSD 10 will now be described using FIG. 15.
The page (valid page) registered in the active page table 24 of
all the pages contained in the physical block is corresponded
to the LBA. Not all the pages contained in the physical block
may be valid pages, and the page not corresponding to the
valid page (invalid page) is not corresponded to the LBA. The
valid page is the page storing the most recent data, and the
invalid page is the page where the data of the same LBA is
written in another place and thus is no longer referenced. The
physical block has availability in data by the amount of
invalid pages, and hence the free block can be ensured by
executing the NAND GC of collecting the data of the valid
pages and rewriting to different blocks.

[0154] First, assume the row number i=0, and the cumula-
tive number of free spaces S=0 (step S121). The memory
controller 50 reads out the head row (i=0) of the active block
table 23, and acquires the physical block ID (current physical
block ID) of the head row (step S122). The active page table
24 is then read out, and all the IDs of the valid pages corre-
sponding to the current physical block ID in the active page
table 24 are acquired (step S123). The memory controller 50
subtracts the size for the number of acquired valid page IDs
from the size of the physical block to obtain the size v of the
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invalid page of the current physical blocks (step S124), where
the current physical block is added to the NAND GC target
block list (step S127) if v>0 (step S125). Furthermore, the
memory controller 50 adds the size v of the invalid page of the
current physical block to the cumulative number of free
spaces S and updates the cumulative number of free spaces S
(step S128).

[0155] Ifv=0 in step S125, or if the cumulative number of
free spaces S has not reached the physical block size in step
S125, the memory controller 50 increments the column num-
berito 1 (step S126), reads out the next row (i=1) of the active
block table 23, and acquires the physical block ID (current
physical block ID) of the next row (step S122). Thereafter, the
procedures of steps S123 to S128 are similarly executed. The
procedures of steps S122 to S129 are similarly repeated until
the cumulative number of free spaces S reaches the physical
block size in step S129.

[0156] If the total amount of size S of the invalid pages
acquired up to now becomes greater than the size of the
physical block in step S129, the memory controller 50 reads
out the data of all the valid pages on the NAND GC target
block list from the NAND memory 20 and writes the same in
the RAM 40 (step S130), and also performs the erase process
on all the physical blocks on the NAND GC target block list
(step S131), removes all the physical blocks subjected to the
erase process from the active block table 23 and adds the same
to the free block table 21 (in this case, number of times of
erasing is incremented), and removes all the pages that are
read out from the active page table 24 (step S132). The
memory controller 50 then acquires the new free block from
the free block table 21, writes the data written to the RAM 40
into the acquired free block (step S133), adds the physical
block ID of the free block in which the data is written, the
corresponding LBA and the number of times of erasing of the
relevant block to the active block table 23, adds the page ID in
which the data is written and the corresponding [.BA to the
active page table 24 (step S134), and removes the block ID of
the block in which the data is written from the free block table
21 (step S135). The memory controller 50 reflects the pro-
cessing content of the NAND GC on the statistical informa-
tion 26. The erase process of step S131 does always not have
to be carried out in the NAND GC of the step S120, and may
be carried out immediately before the write operation of step
S103 and increment the number of times of erasing.

[0157] A sufficient number of free blocks can be usually
ensured with respect to the write by such NAND GC. If a
sufficient number of free blocks cannot be ensured with
respect to the write even by the NAND GC (step S136), the
“RO mode shift process”, to be described later, is carried out
(step S137).

[0158] The NAND GC is not limited to being executed
when receiving the write request from the host 100, and may
be executed when a predetermined time has elapsed from
when receiving the command the last from the host or when
receiving a command for shifting to the standby or idle state
from the host 100.

[0159] The readout process in the SSD 10 will now be
described using FIG. 16. When the SSD 10 receives the read
request from the host 100 (step S140), the memory controller
50 searches the active block table 23 (step S141), and inves-
tigates whether or not the physical block ID corresponding to
the LBA received from the host 100 exists in the active block
table 23 (step S142). If the physical block ID exists in the
active block table 23, the memory controller 50 acquires the
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physical page 1D contained in the physical block ID of the
active page table 24 (step S144), reads out the data from the
physical page corresponding to the acquired physical page ID
(step S145), and transmits the read data to the host 100
through the RAM 40 (step S146). The memory controller 50
reflects the content of the above readout process on the sta-
tistical information 26.

[0160] If the physical block ID corresponding to the LEA
received from the host 100 does not exist on the active block
table 23 in step S142, the memory controller 50 may transmit
the data in which all the bits are 0’ to the host 100 by the data
length corresponding to the request from the host 100 without
performing the readout operation from the NAND memory
20 (step S143).

[0161] The error process in the SSD 10 will now be
described using FIG. 17. The processes with respect to the
write request and the read request from the host 100 are
usually carried out in the above manner, but a write error may
occur in the write operation (program operation) to the
NAND memory 20, an erase error may occur in the erase
operation with respect to the NAND memory 20, an uncor-
rectable ECC (Error Correcting Code) error (failure in error
correcting process) may occur in the readout operation with
respect to the NAND memory 20, and the like, in which case
an exceptional process therefor becomes necessary.

[0162] The memory controller 50 adds the physical block
in which the error occurred to the bad block table 22 (Step
S151) when one of the above error occurred (step S150), and
removes the physical block in which the error occurred from
the active block table 23 and the free block table 21 (step
S152), so that the physical block in which the error occurred
is not accessed thereafter. In this case, the data of the physical
block in which the error occurred may be copied to a different
physical block. The memory controller 50 reflects the content
of the error process on the statistical information 26. One
example of such error process has been introduced in the
description of the readout process, the write process, and the
NAND GC process, but the error process is not limited to such
examples, and it should be recognized that it can be applied
with respect to all the readout process, the write process, the
erase process, and other kind of operations on the NAND
memory 20.

[0163] The reliability of each block of the NAND memory
20 degrades, the number of bad blocks increases, and the sum
of the number of free blocks and the number of active blocks
decreases through the use of the SSD 10. Furthermore, if the
SSD 10 is used, the number of free blocks sufficient to per-
form the write process cannot be ensured even if the NAND
GC is performed, which is the lifespan of the SSD 10. In such
a case, determination is made that the RO mode shift condi-
tion is met and the RO mode shift process is carried out.
[0164] The RO mode shift process in the SSD 10 will now
be described using FIG. 18. While the SSD 10 is operating,
the memory controller 50 determines whether or not the RO
mode shift condition is met by monitoring the statistical infor-
mation 26 (step S160). RMAX serving as criteria of the RO
mode shift may be RMAX=upper limit value of a value of
statistical information that guarantees reliability.

[0165] The RMAX may adopt different values for each
statistical information X01 to X19, X23, X24. As illustrated
in FIG. 19, the RMAX derives the relationship of the raw
value (raw data) of the statistical information and the defect
rate of the SSD 10 at the development stage, and desirably
adopts the raw data of the statistical information of when the
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defect rate exceeds an acceptable value (e.g., 100 ppm) for the
RMAX. For the defect rate, other defect rates such as the
defect rate of the data written to the SSD 10, the defect rate of
the NAND memory 20, or the defect rate of the memory cell
of the NAND memory 20 may be adopted instead of the
defect rate of the SSD 10. For instance, at the development
stage of the SSD 10, a wear test of verifying whether the
written data is correctly stored continuously for a constant
time or longer is carried out while repeating the write opera-
tion at high temperature with respect to a great number (e.g.,
100) of test SSD 10 groups, and at the same time, the statis-
tical information is continued to be monitored and the raw
data of the statistical information at the time point the defect
rate reaches a constant percentage may be adopted for the
RMAX. For instance, if the data (e.g., random data) is written
with the high temperature state (e.g., 75° C.) as an initial
condition with respect to the entire region of the LBA of the
worn SSD 10, left untouched for a certain time or longer in the
high temperature state (e.g., 85° C.), and thereafter, the tem-
perature of the SSD 10 is lowered (e.g., 25° C.) and the
readout operation is carried out on the entire region of the
LBA of the SSD 10 and the read data is not ECC correctable
(or if there is a constant number of more data that is not ECC
correctable, or if the read data and the data written in the
initial condition do not match or cannot be read out), this is
defined as the defect of the SSD 10, and a value obtained by
dividing the number of defected SSD 10 by the number of
SSD 10 performed with the test is adopted for the defect rate.
The raw data of the statistical information in which such
defect rate is statistically and significantly lower than the
acceptable defect rate may be adopted for the RMAX. A
margin of a certain extent may be given to the RMAX, and
RMAX' obtained by

RMAX'=RMAX-margin

may be adopted for the RMAX.

[0166] The RMAX may be obtained by the design simula-
tion at the time of the development. For instance, the value of
the statistical information in which the defect rate such as the
defect rate of the SSD 10 becomes greater than or equal to a
constant value may be obtained by the design simulation, and
such value may be adopted for the RMAX.

[0167] Asillustrated in FIG. 20, for the RMAX, the value of
the statistical information in which the performance (readout
performance, write performance, etc.) of the SSD 10 becomes
smaller than or equal to a predetermined value may be speci-
fied by measurement or simulation of the SSD 10, and this
may be adopted for the RMAX. For instance, since the prob-
ability the data read from the memory cell of the NAND
memory is wrong increases as the reliability of the NAND
memory degrades, the time required for the ECC correction at
the time of the data readout increases, and there is a possibility
of a strong correlation between the reliability of the SSD 10
and the readout performance of the SSD 10. For instance, the
following performance measurement is carried out for the
measurement of a sequential readout performance.

[0168] 1.F4h SECURITY ERASE UNIT (Normal Erase)
of ACS-2 is carried out with respect to the SSD 10.

[0169] 2. Data (e.g., random data) is sequentially written
onto the entire region of the LBA of the SSD 10.

[0170] 3. The readout is sequentially carried out on all the
LBA, and the average value of the read amount of data (unit
MiB/s) is obtained per unit time (readout speed). The mea-
surement may be carried out according to the standard
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described in non-patent document (SNIA, Solid State Storage
Performance Test Specification Version 0.9 http://www.snia.
org/) for the measurement of the performance information
(e.g., performance speed).

[0171] As illustrated in FIG. 20, the statistical information
dependency of the performance information is obtained, for
instance, when the sequential readout speed expected value at
the time of shipment of the SSD 10 is 400 MiB/s and the
lowest performance that can be allowed by the standard of the
publicized specification is 300 MiB, the value of the statisti-
cal information in which the readout speed expected value
becomes 300 MiB is obtained and is adopted for the RMAX.
[0172] Thus, the RMAX can be arbitrarily defined by the
developer, and can also be defined by methods and references
other than the above.

[0173] Thememory controller 50 compares the RMAX and
the value of the statistical information (one of X01 to X19,
X23,X24), and determines that the SSD 10 reached the end of
the lifespan and the mode is to be shifted to the RO mode (step
S160: Yes) when value of statistical information>RMAX or
value of statistical information=RMAX. For instance, in the
case of the NAND GC failure flag (statistical information
X24), determination is made that the SSD 10 reached the end
of'the lifespan and the mode is to be shifted to the ROM mode
when it is 1. In the case of the total number of bad blocks
(statistical information X01), determination is made that the
SSD 10 reached the end of the lifespan and the mode is to be
shifted to the ROM mode when it becomes greater than a
predetermined value.

[0174] Thememory controller 50 compares each a plurality
of'the values of the statistical information (one of X01 to X19,
X23, X24) with the RMAX and determines to shift to the
ROM mode when one of them is greater than or equal to
RMAX.

[0175] The memory controller 50 determines whether or
notthe SSD 10 reached the end of the lifespan (whether or not
SSD 10 is in abnormal state) in the above manner, and per-
forms the RO mode shift process, to be described later, (step
S160: Yes) when determined that the SSD 10 reached the end
of' the lifespan (when determined that SSD 10 is in abnormal
state).

[0176] When adopting the current temperature X20 and the
highest temperature X21 for the statistical information such
as adopting RMAX=85° C. for the RMAX, determination is
made that the SSD 10 is in an abnormal state and to be shift to
the RO mode at the temperature outside the guarantee of the
operation such as value of statistical information>RMAX or
value of statistical informationzRMAX (step S160: Yes), and
thereafter, determination is desirably made to shift from the
RO mode to the normal mode since the SSD 10 returned to the
normal state when returned to the normal temperature with
value of statistical informationsRMAX-MAX margin or
value of statistical information<RMAX-MAX margin (step
S160: No). The MAX margin is a value greater than or equal
to zero, but MAX margin is desirably a value greater than zero
to prevent the switching of the RO mode and the normal mode
from frequently occurring (e.g., MAX margin=5° C.).
[0177] The statistical information may take various modes
other than the statistical information X01 to X19, X23, X24
introduced in the present embodiment, but the present inven-
tion is also applicable thereto. A positive correlation exists in
arelationship of the X01 to X19, X23, and X24 and the defect
rate, but the present invention is also applicable to the statis-
tical information in which a negative correlation exists with
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the defect rate (e.g., lowest temperature experienced by the
SSD 10 after shipment, etc.). In this case, the lower limit value
RMIN that can guarantee reliability is adopted in place of the
RMAX, where determination is made that the SSD 10
reached the end of the lifespan when the statistical informa-
tion becomes smaller than RMIN and shift is made to the RO
mode.

[0178] Inparticular, when adopting the current temperature
X20 and the lowest temperature X22 for the statistical infor-
mation such as adopting RMIN=-10° C. for the RMIN, deter-
mination is made that the SSD 10 is in an abnormal state and
to be shifted to the RO mode at the temperature outside the
guarantee of the operation such as value of statistical
information<RMIN or value of statistical
information=RMIN (step S160: Yes), and thereafter, determi-
nation is desirably made to shift from the RO mode to the
normal mode since the SSD 10 returned to the normal state
when returned to the normal temperature with value of sta-
tistical information=RMIN+MIN margin or value of statisti-
cal information>RMIN+MAX margin (step S160: No). The
MIN margin is a value greater than or equal to zero, but MIN
margin is desirably a value greater than zero to prevent the
switching of the RO mode and the normal mode from fre-
quently occurring (e.g., MIN margin=5° C.).

[0179] The RO mode shift process is desirably carried out
even if the SSD 10 has not reached the end of the lifespan
when the statistical information becomes greater than the
predefined RMAX or shows an abnormal value that is not
possible in the normal operation.

[0180] When the RO mode shift condition is met (step
S160: Yes), the following RO mode shift process is started.
First, the memory controller 50 desirably cancels all the write
processes on the NAND memory 20 currently being per-
formed (step S161), returns an error with respect to all the
write requests received from the host 100, and deletes all the
queues of the write request received from the host 100 (step
S162). The memory controller 50 then writes 1 to the RO
mode flag 25 in the management information of the NAND
memory 20 (step S163). In this case, all the tables other than
the RO mode flag 25 of the management information of the
RAM 40 may be reflected on the management information of
the NAND memory. The SSD 10 thereafter returns an error to
all the write requests received from the host 100 until the
power is cut off or reset (steps S164, S165).

[0181] The startup process of the SSD 10 will now be
described using FIG. 21. When the SSD 10 is started, the IPL.
55 reads out the RO mode flag 25 in the management infor-
mation of the NAND memory 20 (step S170), and discrimi-
nates the RO mode flag 25 (step S171). If the RO mode flag 25
is O (step S171), the IPL 55 validates the RWIF controller 31
of the interface controller 30 (step S172) to be in the normal
mode, and then reads out the management information of the
NAND memory 20 to the RAM 40 (step S173).

[0182] Ifthe RO mode flag25is 1, the IPL 55 validates the
ROIF controller 32 to be in the RO mode (step S174), and then
reads out the management information of the NAND memory
20 on the RAM 40 (step S175). In the RO mode, the SSD 10
acts as a read only device that does not support the write. After
the shift to the RO mode, the SSD 10 merely needs to carry out
only the read operation of the read operation and the write
operation, and hence the information of the management
table may be rearranged such that the speed of the readout
operation becomes faster.
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[0183] The operation on the host 100 side will now be
described. First, the operation at the time of startup of the host
100 will be described using FIG. 22. When the host 100 is
started, the host 100 starts the SSD control tool 110 (step
S201). If the OS 150 is Windows (registered trademark), the
SSD control tool 110 is desirably startup registered or service
program registered so that the SSD control tool 110 is set as
a resident program at the time of the startup, and the SSD
control tool 110 can be automatically started. The system disc
used in the startup of the host 100 may be the SSD 10, the SSD
orahard disc drive (HDD) prepared separate from the SSD 10
in which the system is installed in advance, or the DVD-
ROM, the CD-ROM, or the USB memory in which the boot
program is installed.

[0184] When the SSD control tool 110 is started, the SSD
control tool transmits a transmission request of the device
information to the SSD 100 to acquire the device information
of the SSD 10. As described above, if the RWIF controller 31
is valid inthe SSD 10, the SSD control tool 110 recognizes the
that SSD 10 is the ATA device through the LBA(7:0) and
LBA(15:8) in the Device Signature described in ACS-2, and
the RWIF controller 31 transmits identification information
that it is a readable and writable device to the host 100 when
receiving a transmission request of the device identification
information such as the ECh IDENTIFY DEVICE or the like
described in ACS-2 from the host 100. If the ROIF controller
32 is valid in the SSD 10, the SSD control tool 110 recognizes
that the SSD 10 is the ATAPI device through the LBA(7:0)
and LBA(15:8) in the Device Signature described in ACS-2,
and the ROIF controller 32 transmits device identification
information that it does not support write when receiving a
transmission request of the device identification information
such as the 46h GET CONFIGURATION or the like
described in MMC-6 from the host 100. Therefore, the SSD
control tool 110 acquires the device identification informa-
tion from the SSD 10 in such manner (step S202). The method
of notifying whether or not the SSD 10 is a read only device
may take various forms other than the above.

[0185] If the information returned from the SSD 10 is the
write non-supporting device (step S203), the SSD control tool
110 switches and sets the selection switches 123, 124 to
invalidate the RWIF driver 121 (step S206) and validate the
ROIF driver 122 (step S207) to operate the SSD 10 in the RO
mode. If the information returned from the SSD 10 is not the
write non-supporting device (step S203), the SSD control tool
110 switches and sets the selection switches 123, 124 to
invalidate the ROIF driver 122 (step S204) and validate the
RWIF driver 121 (step S205) to operate the SSD 10 in the
normal mode.

[0186] The operation of the SSD control tool 110 while the
host 100 is operating will now be illustrated using FIG. 23. In
order to rapidly detect that the SSD 10 shifted to the RO
mode, the SSD control tool 110 desirably continues to moni-
tor the response from the SSD 10 with respect to the write
request from the host 100 if the SSD 10 is in the normal mode
(step S210). Ifthe SSD 10 is in the RO mode, the write request
is not transmitted to the SSD 10, and hence the SSD control
tool 110 may not monitor the response of the SSD 10.
[0187] If an error is returned with respect to the write
request transmitted to the SSD 10 in the normal mode (may be
error of one time or may be an error of plural times), the SSD
control tool 110 determines as a state in which the SSD 10
started the RO mode shift process illustrated in FIG. 18 and
returned an error with respect to all the write requests, and
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invalidates the RWIF driver 121 (step S211). The SSD control
tool 110 desirably re-start the SSD 10 by sending a reset
command to the SSD 10 and the like (step S212) using the
COMPRESET of the SATA standard, the command unique to
the vendor of SCT Command Transport described in ACS-2,
and the other command unique to the vendor, from the stand-
point of rapidly recognizing the SSD 10 as the write only
device. Such re-start process of the re-start of the computer
system 1 by the user is carried out by OFF/ON of power
supply of the SSD 10, and the SSD 10 shifts to the RO mode
by performing the process illustrated in FIG. 21. The SSD
control tool 110 validates the ROIF driver 122 (step S213).

[0188] Therefore, the host 100 can reliably perform the
readout process with respect to the SSD 10 without mistak-
enly recognizing the SSD 10 as the non-available external
storage device while the SSD 10 is immediately after the start
of'the RO mode shift process and the during the RO mode.

[0189] FIG. 24 illustrates the example of the drive display
of when the Windows (registered trademark) is used for the
OS in the host 100, and assumes that the SSD is connected for
the drive D. If the SSD is in a normal readable and writable
state, the type of drive D is displayed as “local disc”, as
illustrated in FIG. 24(a). However, after the SSD control tool
110 recognizes that the drive D is the write non-supporting
device by the processes of FIG. 22 and FIG. 23, the type of the
drive D is displayed as “CD-ROM”, “DVD-ROM”; or “ROM
drive”, as illustrated in FIG. 24(5).

[0190] In the above description, the statistical information
X01 to X19, X23, X24 are adopted for the statistical infor-
mation used in the RO mode shift condition in FIG. 18 in the
SSD 10, but other statistical information may be used to
determine whether the RO mode shift condition is met.

[0191] For instance, if a management unit called a cluster
described in U.S. Patent Application Publication No. 2009
0222617 is introduced in the SSD 10, the number of bad
clusters may be adopted for the RO mode shift condition. The
cluster size is a natural number multiples of two or greater of
the sector size, and the cluster address is configured by a
higher bit sequence from a predetermined bit of the LBA. In
the SSD 10, a bad cluster table for managing the cluster
address (cluster ID) of the bad cluster is held as the manage-
ment information. When the ECC correction error occurs in
the ECC process by the ECC correction circuit 58 when
readout is carried out from the NAND memory 20, the
memory controller 50 may register the cluster in which the
ECC correction error occurred in the bad cluster table. The
number of bad clusters can be acquired based on the regis-
tered content of the bad cluster table. Therefore, if the SSD 10
is operating in the normal mode, the memory controller 50
acquires the current number of bad clusters based on the
number of entries of the bad cluster table in the management
information stored in the RAM 40, compares the acquired
number of bad clusters with a threshold value, and determines
that the RO mode shift condition is met when the number of
bad clusters is greater than or equal to the threshold value.

[0192] In the flowcharts of FIG. 18 and FIG. 21, whether
the read only mode shift condition is met is determined at the
startup of the SSD by interposing the RO mode flag 25 in the
SSD 10, but whether or not to shift to the read only mode may
be determined by directly determining whether or not at least
one of various types of management information used in the
RO mode shift condition meets the RO mode shift condition
at the time of startup instead of using the RO mode flag 25.
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[0193] A variant of the process of the SSD control tool 110
mounted on the host 100 will now be described. For instance,
the operation procedure illustrated in FIG. 25 may be adopted
in place of the operation procedure illustrated in FIG. 23. In
FIG. 25, when the SSD 10 is operating in the normal mode,
the SSD control tool 110 issues a command for periodically
acquiring the statistical information of the SSD 10 to the SSD
10 (step S220). This command may be SMART READ DATA
(BOh(DOh)) or a command of SSM.AR.T (Self-Monitoring
Analysis and Reporting Technology), which is a self-diag-
nostic function of the memory, SCT Command Transport
described in ACS-2, or a command unique to the vendor. In
the SSD 10 that received the information of the SM.AR.T,
the memory controller 50 acquires one of, one part of, or all of
the statistical information X 01 to X19, X23, X24 and returns
the acquired statistical information to the host 100. The SSD
control tool 110 acquires the statistical information by receiv-
ing the statistical information returned from the SSD 10 (step
S221).

[0194] FIG. 26 illustrates a management table regarding the
statistical information X01 to X19, X23,X24. For instance, as
illustrated in FIG. 26, when using BOh/DOh SMART READ
DATA, an attribute ID is assigned with respect to each of the
constituent elements (X01 to X19, X23, X24, etc.) of the
statistical information but the attribute ID may, of course, be
assigned only to some of the constituent elements. With
regards to the constituent element of the statistical informa-
tion 26, SMARB is adopted as a best value after standardiza-
tion, and SMAL defined such as: SMAL=SMAB*AMALR
(0=sAMALR<1) (SMAL is an integer, and is converted to an
integer from a decimal by either rounding, rounding up after
the decimal point or rounding up after the decimal point) is
adopted for the reliability guaranteeing lower limit value after
standardization. Attribute value is defined as:

attribute value=SMAL+SMABx(1-AMALR)x
(RMAX-raw data))RMAX

[0195] attribute Threshold=30 (fixed value)

[0196] (raw data)=raw data of statistical information

so that the memory controller 50 calculates the attribute value
(“Value” in FIG. 26) of the S.M.A.R.T information and trans-
mits the same to the SSD control tool 110. The attribute
Threshold is “Threshold” in FIG. 26, and the raw data is “Raw
Data” in FIG. 26.

[0197] The best value SMAB after the standardization
merely needs to be an arbitrary natural number, and
SMAB=100 may be adopted. The AMALR merely needs to
be an arbitrary number that meets 0<AMALR<I1, and
AMALR=0.3 may be adopted. Furthermore, the AMALR
and the SMAB can adopt different values with respect to each
X01 to X19,X23,X24. If SMAB=100 and AMALR=0.3, the
best value of the attribute value is 100 (e.g., 100 immediately
after shipment) with respect to the statistical information to
be adopted and gradually decreases as the reliability
degrades, where the attribute value 30 reaches a value smaller
than or equal to 30 when the SSD can no longer guarantee
reliability (when raw data of statistical information becomes
greater than or equal to RMAX). BOh/DAh SMART
RETURN STATUS, which is a command described in ACS-
2, is used as a means for detecting whether or not the attribute
value exceeds the Threshold, and whether or not the Attribute
Value exceeds the Threshold value may be determined from
the Output of the relevant command.

[0198] “Worst” of FIG. 26 may be adopted as the specifi-
cation for the SSD control tool 110 to diagnose the lifespan of
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the SSD 10. “Worst” is calculated by the memory controller
50 as a worst value of the attribute value. In the case 0of X01 to
X19, X23, X24, Worst is a minimum value of the attribute
value after the shipment (or after manufacturing) of the SSD
10. Alternatively, with respect to the Worst, a minimum value
of the attribute value within a constant time range in the past
may be adopted as the Worst Value, or a minimum value from
the past until the present may be adopted as the worst value
going back to the past in which the communication or process
is carried out for a certain number of times (certain amount of
data).

[0199] “Raw Data” (Raw Value) in FIG. 26 may be adopted
as a specification for the SSD control tool 110 to diagnose the
lifespan of the SSD 10. The raw data of the statistical infor-
mation (e.g., X01 to X19, X23, X24) is transmitted from the
SSD 10 to the SSD control tool 110 as Raw Data. In this case,
the SSD control tool 110 may already hold the RMAX or the
SSD control tool 110 may acquire the RMAX by separately
reading out from the SSD 10 or reading from another storage
device, compare the RMAX and the Raw Data, and determine
that the SSD 10 reached the end of the lifespan when Raw
Data>RMAX or Raw DatazRMAX. For instance, in the case
of'the NAND GC failure flag, determination is made that the
SSD 10 reached the end of the lifespan when it is 1. In the case
of the total number of bad blocks, determination is made that
the SSD 10 reached the lifespan when it becomes greater than
apredetermined value. With respect to the Raw Data, the raw
data of the statistical information does not necessarily need to
be output, and the memory controller 50 may transmit to the
SSD control tool 110 a value obtained by performing four
arithmetic operations on the raw data of the statistical infor-
mation as the Raw Data, and compare the RMAX with the
value obtained through the four arithmetic operations to make
the determination. The memory controller 50 may transmit to
the SSD control tool 110 data obtained by encrypting the raw
data of the statistical information as the Raw Data, and the
memory controller 50 may decode the same and compare the
decoded data with the RMAX to make the determination.

[0200] The SSD control tool 110 compares the acquired
statistical information with a predetermined threshold value
such as RMAX and RMIN (step S222), and invalidates the
RWIF driver 121 (step S223), similar to FIG. 23, when deter-
mined that the SSD 10 reaches the end of the lifespan (or right
before the end of lifespan, or in abnormal state) (step S222:
Yes) such as when the statistical information of the SSD 10
becomes greater than RMAX (or X24=1, or when the statis-
tical information becomes smaller than RMIN). The SSD
control tool 110 may re-start the SSD 10 (step S224). After
the re-start of the SSD 10, the SSD control tool 110 validates
the ROIF driver 122 (step S225).

[0201] The operation in the host 100 when the SSD 10 is in
the normal mode may be the operation procedure illustrated
in FIG. 27. In such operation procedure, the SSD control tool
110 periodically issues a SMART READ DATA or a com-
mand of the SSM.AR.T or a vendor unique command to the
SSD 10 (step S240). In the SSD 10 receiving the information
of the SM.A.R.T, the memory controller 50 acquires the
current number of bad clusters based on the number of entries
of'the bad cluster table in the management information stored
in the RAM 40, and returns the acquired number of bad
clusters to the host 100. The SSD control tool 110 acquires the
number of bad clusters by receiving the number of bad clus-
ters returned from the SSD 10 (step S241).
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[0202] The SSD control tool 110 compares the acquired
number of bad clusters with a predetermined threshold value
(step S242), and invalidates the RWIF driver 121 (step S243),
re-starts the SSD 10 (step S244), and validates the ROIF
driver 122 (step S245), similar to FIG. 13, when the number
of bad clusters of the SSD 10 is greater than or equal to a
threshold value.

[0203] The backup function may be loaded in the SSD
control tool 110. In a state the SSD 10 is shifting to the read
only mode, the data retention properties of the SSD 10 are
assumed to be degrading, and thus the user data of the SSD
needs to be evacuated to another secondary storage device as
fast as possible. FIG. 28 is a view illustrating a configuration
of the host 100 of when the SSD control tool 110 is loaded
with the backup function. The secondary storage device
(other SSD, hard disc drive, portable disc storage medium,
etc.) 400 is connected to the host 100, and the OS of the host
100 and the secondary storage device 400 communicate
through a secondary storage device driver 401.

[0204] FIG. 29 illustrates an operation example of the SSD
control tool 110 when taking a backup. In FIG. 29, step S208
is added to the operation procedure of the SSD control tool
110 illustrated in FIG. 22. In the backup in step S208, the SSD
control tool 110 displays a message such as “SSD is shifting
to read only mode. Need backup of data of SSD?”, and an
“OK”button and a “Cancel” button for selecting the necessity
of'backup. The backup starts when the “OK” button is clicked
with the mouse 135, and the display of the message disap-
pears without carrying out the backup when the “Cancel”
button is clicked with the mouse 135. A command to read out
the data of all LBA of the SSD 10 is sent to the ROIF driver
122. The SSD control tool 110 sends a command to the
secondary storage device driver 401 to write the data read out
from the SSD 10 to the LBA (LBA of secondary storage
device 400) same as the LBA (LBA of SSD) of the data read
out from the SSD 10. For instance, the data of LBA=0h of the
SSD 10 is copied to the LBA=0h of the secondary storage
device 400. The data of LBA=234c5h of the SSD 10 is copied
to the LBA=234c5h of the secondary storage device 400.
[0205] Inthebackup process, the SSD control tool 110 may
send a command to the OS of the host 100 to copy all the files
of the SSD 10 to the secondary storage device 400. In this
case, the OS references the file management table or metadata
contained in the OS, acquires all the LBAs of all the files of
the SSD 10, reads out all the data of the acquired LBAs, writes
the read data in the secondary storage device 400, and updates
the file management table or metadata such that the written
LBA and the index of the file are corresponded. The informa-
tion of the partition including the Master Boot Record (MBR)
information of the SSD 10 and the file system management
region may be accessed to acquire the information of the
region being used and the file, the ROM image on the data of
the SSD 10 is created based on the acquired information, and
the created ROM image may be saved in another storage
device.

[0206] In the present embodiment, the physical address of
the NAND memory 20 is directly associated to the LBA in the
management information for simplicity, but the LBA may be
managed using the management unit of a natural number
multiples of two or greater of the sector size as in U.S. Patent
Application Publication No. 2009 0222617, and the corre-
spondence relationship of the management unit and the
physical address of the NAND memory 20 may be described
in the management information instead of the LBA. The
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management information describing the correspondence
relationship of the physical address of the NAND memory 20
and the LBA may take various forms, and the form taken by
the table (logical—physical conversion table) describing the
correspondence relationship of the physical address and the
LBA does not influence the essence of the present invention.
With respect to the nonvolatile memory other than the NAND
type flash memory as well, the management information
describing the correspondence relationship of the physical
address and the nonvolatile memory and the LBA may take
various forms but the form taken by the table (logical—
physical conversion table) describing the correspondence
relationship of the physical address and the LBA does not
influence the essence of the present invention.

[0207] The information not related to the reliability infor-
mation used in the management information section does not
influence the essence of the present invention. The require-
ments for the reliability information can also be applied in
embodiments after the second embodiment.

[0208] Therefore, according to the first embodiment,
whether or not the read only mode shift condition is met is
determined in the SSD 10, where if the read only mode shift
condition is met, the interface controller is switched to that
dedicated for reading, and whether or not to recognize the
SSD 10 as the read only memory in which only the read
operation of the read operation and the write operation is
enabled is determined based on the information acquired
from the SSD 10 in the host 100, and the interface driver for
the SSD control is switched to that dedicated for reading if
determined to be recognized as the read only memory, and
hence the host can normally recognize the SSD that shifted to
the read only mode as a device in which only the read opera-
tion is enabled.

Second Embodiment

[0209] In the first embodiment, the function mounting to
the SSD 10 and the function mounting to the host 100 are both
used. In the second embodiment, a case in which only the
function mounting to the SSD 10 is applied is illustrated. It is
most effective if the function is mounted on both the SSD 10
and the host 100, but sufficient effect can be exhibited even by
mounting the function only on the SSD 10.

[0210] FIG. 30 illustrates a configuration of the second
embodiment of the computer system. In the second embodi-
ment, the SSD 10 is mounted with the interface controller 30
described in the first embodiment, and the SSD control tool
110 for switching the interface driver 120 for the SSD 10 is
not mounted on the host 100 side. In FIG. 30, the same
reference numerals are denoted on the constituent elements
having the same function as the constituent elements illus-
trated in FIG. 1, and redundant description will be omitted. In
the second embodiment, for example, the function of the IPL,
55 is mounted on the controller 50. In the SSD 10 of the
second embodiment as well, the functions of the SSD 10
described in the first embodiment above all can be mounted.
[0211] In the second embodiment, the memory controller
50 determines whether or not the read only mode shift con-
dition described above for shifting the SSD 10 from the
normal readable/writable state to the read only mode state is
met using the management information described above at
the startup of the SSD or during the operation of the SSD,
where the interface controller 30 is switched from the RWIF
controller 31 to the ROIF controller 32 if the read only mode
shift condition is met. The RWIF controller 31 transmits the



US 2016/0041858 Al

device identification information indicating that the relevant
drive is a readable/writeable drive to the host when a request
is made from the host 100. The ROIF controller 32 transmits
the device identification information indicating that the rel-
evant drive is a reading dedicated drive to the host when a
request is made from the host 100.

[0212] The RWIF controller 31 is desirably configured to
explicitly indicate to the host 100 that the SSD 10 is the ATA
device. For instance, in the Device Signature described in
ATA/ATAPI Command Set-2 (ACS-2), LBA(7:0) is output to
01h, LBA(15:8) to 00h, and LBA(23:16) to the host 100 as
00h, so that notification can be made to the host 100 that the
SSD 10 is the ATA device. The ROIF controller 32 is desirably
configured to explicitly indicate to the host 100 that the SSD
10 is the ATAPI device. For instance, in the Device Signature
described in ACS-2, LBA(7:0) is output to 01h, LBA(15:8) to
14h, and LBA(23:16) to the host 100 as EBh, so that notifi-
cation can be made to the host 100 that the SSD 10 is the
ATAPI device.

[0213] The ROIF controller 32 is configured to notify the
host 100 that the SSD 10 does not support the write command
and is read only. For instance, when receiving the command
GET CONFIGURATION (46h) adopted in the INCITS
Multi-Media Commands-6 (MMC-6) from the host 100
through the ATA interface 90, the ROIF controller 32 returns
to the host 100 that all the write functions are non-supportive
in the features such as Random Writable (Feature
Number=0020h), Incremental Streaming Writable (Feature
Number=0021h), Write Once(Feature Number=0025h), and
the like. On the other hand, the ROIF controller 32 may be
configured to explicitly indicate to the host 100 that the SSD
10 is the ATA device, similar to the RWIF controller 31, and
may be configured to return to the host 100 that all the write
functions are non-supportive when receiving the device iden-
tification information from the host 100 through the ATA
interface 90 such as the command ECh IDENTIFY DEVICE
described in ACS-2. The method of notifying whether or not
the SSD 10 is a read only device may take various other forms.
[0214] For instance, with reference to FIG. 18 used in the
first embodiment, the memory controller 50 determines
whether or not the RO mode shift condition is met is deter-
mined while the SSD 10 is operating (FIG. 18: step S160). A
specific example of when the RO mode shift condition is met
including a condition such as when determined that the SSD
10 reached the end of the lifespan (or right before reaching the
end of the lifespan, or in abnormal state) such as when at least
one of the statistical information X01 to X19, X23, X24 is
greater than RMAX, when X24=1, or when the statistical
information is smaller than RMIN.

[0215] When the RO mode shift condition is met, the
memory controller 50 desirably cancels all the write pro-
cesses on the NAND memory 20 currently being performed
(step S161), returns an error with respect to all the write
requests received from the host 100, and deletes all the queues
of the write request received from the host 100 (step S162).
The memory controller 50 then writes 1 to the RO mode flag
25 in the management information of the NAND memory 20
(step S163). The SSD 10 thereafter returns an error to all the
write requests received from the host 100 until the power is
cut off or reset (steps S164, S165).

[0216] Atthe startup of the SSD 10, the operation similar to
FIG. 21 used in the first embodiment is executed. In other
words, when the SSD 10 is started, the IPL 55 in the memory
controller 50 reads out the RO mode flag 25 in the manage-
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ment information of the NAND memory 20 (step S170), and
read the RO mode flag 25 (step S171). If the RO mode flag 25
is O (step S171), the IPL 55 validates the RWIF controller 31
of the interface controller 30 (step S172) to be in the normal
mode, and then reads out the management information of the
NAND memory 20 to the RAM 40 (step S173).

[0217] Ifthe RO mode flag 25 is 1, the IPL 55 validates the
ROIF controller 32 to be in the RO mode (step S174), and then
reads out the management information of the NAND memory
20 on the RAM 40 (step S175). In the RO mode, the SSD 10
acts as a read only device that does not support the write.
[0218] Thehost100 requests for the identification informa-
tion to the connected device at the startup of the host 100 or at
the connection of the device. In the normal mode, the SSD 10
has the RWIF controller 31 return device identification infor-
mation indicating that the SSD 10 is readable and writable
with respect to the host 100 to the host, and hence the host 100
recognizes the SSD 10 as a readable and writable device. In
the RO mode, the SSD 10 has the ROIF controller 32 return
device identification information indicating that the SSD 10
is a write non-supporting read only drive to the host 100, and
hence the host 100 recognizes the SSD 10 as the write non-
supporting device. Therefore, at the time of the RO mode, the
write request is not sent from the host 100 to the SSD 10.
Thus, in the RO mode, the SSD 10 acts as a read only device
that does not support the write, so that accesses other than the
write can be made from the host 100. The SSD 10 can be
recognized as a readable device even if Windows (registered
trademark) is mounted on the host 100 for the OS.

[0219] When the identification information that the SSD 10
is a write non-supporting external storage device is notified
from the SSD 10 to the host 100 when the reliability of the
SSD 10 is degraded, it appears to the host 100 as if the SSD 10
switched from the readable and writable external storage
device to the write non-supporting external storage device.
Therefore, the SSD 10 with degraded reliability acts as a read
only device to the host 100, so that the host 100 can handle the
SSD 10 as a general read only external storage device such as
the CD-ROM or the DVD-ROM.

Third Embodiment

[0220] In the third embodiment, a case in which only the
function mounting to the host 100 is applied is shown. It is
most effective if the function is mounted on both the SSD 10
and the host 100, but sufficient effect can be exhibited even by
mounting the function only on the host 100.

[0221] FIG. 31 illustrates a configuration of the third
embodiment of the computer system. In the third embodi-
ment, the interface driver 120 and the SSD control tool 110
described in the first embodiment are mounted on the host
100, and the interface controller 30 in which the RWIF con-
trol 31 and the ROIF controller 32 can be switched is not
mounted on the SSD 10 side. In FIG. 31, the same reference
numerals are denoted on the constituent elements having the
same function as the constituent elements illustrated in FIG.
1, and redundant description will be omitted. An interface
controller 38 mounted with only the RWIF controller 31 is
mounted in place of the interface controller 30. In the host 100
of'the third embodiment as well, the functions of the host 100
described in the first embodiment above all can be mounted.
In the third embodiment, SSD 10 itself does not necessarily
need to be able to be shifted to RO mode.

[0222] In the third embodiment, the SSD control tool 110
executes operations similar to the operations described in
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FIG. 25 and FIG. 27 of the first embodiment. When the host
100 is started, the host 100 starts the SSD control tool 110.
The SSD control tool is desirably automatically started with
the startup of the host 100 by registering the startup menu, the
service, or the registry in the Windows (trademark). The SSD
control tool may be arbitrarily started by the user with the
keyboard 134, the mouse 135, and the like. When the SSD
control tool 110 is started, the SSD control tool 110 transmits
a transmission request of the statistical information to the
SSD 100 to acquire at least one of the statistical information
X01 to X19, X23, X24 of the SSD 10 in the case of FIG. 25
(FIG. 25: step S220). The transmission request may be
SMART READ DATA or acommand of S M.A.R.T, which is
a self-diagnostic function of the memory, a SCT Command
Transport described in ACS-2, or a command unique to the
vendor, as described above.

[0223] The SSD control tool 110 acquires the statistical
information (step S221) in such manner. The SSD control tool
110 compares the statistical information returned from the
SSD with a threshold value (e.g., RMAX or RMIN described
in first embodiment) (step S222). When using the BO/DOh
SMART READ DATA described in the ACS-2 to acquire the
statistical information, the SSD control tool 110 acquires at
least one statistical information of the constituent elements
(X01 to X19, X23, X24) of the statistical information 26 in
the form of Attribute Value, Threshold, Worst Value, and Raw
Data (Raw Value) illustrated in FIG. 26. The calculation
method of'the Attribute Value, the Threshold, the Worst Value,
and the Raw Data (Raw Value) by the memory controller 50
is the same as the first embodiment, and the information
calculated in such manner is transmitted from the SSD 10 to
the control tool 110 as the read data with respect to the
BOl/DOh SMART READ DATA.

[0224] Forinstance, when using the Attribute Value and the
Threshold of the SMART as comparison data for diagnosing
the lifespan (or abnormal state) of the SSD 10, the SSD
control tool 110 carries out the comparison of the Attribute
Value and the Threshold, and the SSD control tool determines
that the SSD 10 reached the end of the lifespan (or abnormal
event) when Attribute Value<Threshold (or Attribute
Value<Threshold). If SMAB=100 and AMALR=0.3 as in the
first embodiment, the best value of the attribute value with
respect to the statistical information to be adoptedis 100 (e.g.,
100 immediately after shipment), and gradually decreases as
the reliability degrades, where the attribute value 30 reaches
a value smaller than or equal to 30 when the SSD 10 can no
longer guarantee reliability (when raw data of statistical
information becomes greater than or equal to RMAX), and
the SSD control tool 110 determines that the SSD 10 is to be
recognized as the read only memory (step S222: Yes). BOh/
DAh SMART RETURN STATUS, which is a command
described in ACS-2, is used as a means for detecting whether
or not the Attribute Value exceeds the Threshold, and whether
or not the Attribute Value exceeds the Threshold value may be
determined from the Output of the relevant command.

[0225] For instance, when using the Worst Value and the
Threshold of the SMART as comparison data for diagnosing
the lifespan (or abnormal state) of the SSD 10, the SSD
controltool 110 carries out the comparison of the Worst Value
and the Threshold, and the SSD control tool determines that
the SSD 10 reached the end of the lifespan (or abnormal
event) when Worst Value<Threshold (or Worst
Value<Threshold). If SMAB=100 and AMALR=0.3 as in the
first embodiment, the best value of the worst value with
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respect to the statistical information to be adoptedis 100 (e.g.,
100 immediately after shipment), and gradually decreases as
the reliability degrades, where the worst value 30 reaches a
value smaller than or equal to 30 when the SSD 10 can no
longer guarantee reliability (when raw data of statistical
information becomes greater than or equal to RMAX), and
the SSD control tool 110 determines that the SSD 10 is to be
recognized as the read only memory (step S222: Yes).
[0226] Forinstance, when using the Raw Data (Raw Value)
of'the SMART that increases with degradation in the reliabil-
ity of the SSD 10 for the comparison data for diagnosing the
lifespan (or abnormal state) of the SSD 10, the SSD control
tool 110 carries out the comparison of the Raw Value and the
RMAX, and the SSD control tool determines that the SSD 10
reached the end of the lifespan (or abnormal state) when Raw
ValuezRMAX (or Raw Value>RMAX). The RMAX is a
parameter held on the main memory 202 such as the SSD
controltool 110. The RMAX is desirably stored in the SSD 10
as nonvolatile information when the power supply of the
computer system 1 is turned OFF, and loaded to the main
memory 202 when the SSD control tool is loaded to the main
memory 202 as illustrated in FIG. 5 and FIG. 6 when the
power supply is turned ON. The RMAX is desirably deter-
mined at the development of the SSD 10 as in the first embodi-
ment, and is stored in a region to become the install source of
the SSD control tool such as the region of the storage medium
400 of the WEB server, the storage region of the optical
storage medium 500, or the region of the USB memory 600.
[0227] The Raw Value gradually increases as the reliability
of'the SSD 10 degrades, where the Raw Value reaches a value
greater than or equal to the RMAX when the SSD 10 can no
longer guarantee reliability, and the SSD control tool 110
determines that the SSD 10 is to be recognized as the read
only memory (step S222: Yes). The RMAX may adopt dif-
ferent values with respect to each constituent element such as
the statistical information X01 to X19, S23, and the like.
[0228] Forinstance, when using the Raw Data (Raw Value)
of'the SMART that decreases with degradation in the reliabil-
ity of the SSD 10 as the comparison data for diagnosing the
lifespan (or abnormal state) of the SSD 10, the SSD control
tool 110 carries out the comparison of the Raw Value and the
RMIN, where the SSD control tool determines that the SSD
10 reached the end of the lifespan (or abnormal state) when
Raw Value<sRMIN (or Raw Value<RMIN). The RMIN is a
parameter held on the main memory 202 such as the SSD
control tool 110. The RMIN is desirably stored in the SSD 10
as nonvolatile information when the power supply of the
computer system 1 is turned OFF, and loaded to the main
memory 202 when the SSD control tool is loaded to the main
memory 202 as illustrated in FIG. 5 and FIG. 6 when the
power supply is turned ON. The RMIN is desirably deter-
mined at the development of the SSD 10 as in the first embodi-
ment, and is stored in a region to become the install source of
the SSD control tool such as the region of the storage medium
400 of the WEB server, the storage region of the optical
storage medium 500, or the region of the USB memory 600.
[0229] The Raw Value gradually decreases as the reliability
of'the SSD 10 degrades, where the Raw Value reaches a value
smaller than or equal to the RMIN when the SSD 10 can no
longer guarantee reliability, and the SSD control tool 110
determines that the SSD 10 is to be recognized as the read
only memory (step S222: Yes). The RMIN may adopt difter-
ent values with respect to each constituent element such as the
statistical information X01 to X19, S23, and the like.
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[0230] Forinstance, when receiving the statistical informa-
tion X24 as the RAW Data (Raw Value) of the SMART, and
using the same as comparison data for diagnosing the lifespan
(or abnormal state) of the SSD 10, the SSD control tool 110
carries out the determination on whether or not the Raw Value
is 1, and determines that the SSD 10 reached the end of her
lifespan when Raw Value=1. If the reliability of the SSD 10
degrades and sufficient number of free blocks cannot be
ensured by the memory controller 50 even by NAND GC, the
Raw Value is set to 1 by the memory controller 50, and the
SSD control tool 110 determines to recognize the SSD 10 as
a read only memory (step S222: Yes).

[0231] If determined that the RO mode shift condition is
met in the SSD 10 as a result of the comparison of step S222,
that is, if determined that the SSD 10 is to be recognized as the
read only memory (step S222: Yes), the ROIF driver 122 is
validated (step S225). The SSD control tool 110 may cause
the operating system 150 to recognize the SSD 10 as the read
only memory by operating the system parameter of the oper-
ating system 150 in FIG. 12. The SSD control tool 110 desir-
ably transmits a reset command, or the like and re-starts the
SSD 10 before the step S225 (S224).

[0232] Itis desirable that the SSD control tool 110 periodi-
cally carries out the procedures of steps S220, step S221, and
step S222 (in the case of FIG. 25) illustrated in FIG. 25, FIG.
27 and the like, that is, the transmission request of the statis-
tical information to the SSD 10 and the determination to
recognize the SSD 10 as the read only memory even while the
host 100 is operating. For instance, the SMART READ DATA
may be issued every constant time, and whether or not to
recognize the SSD 10 as the read only memory may be deter-
mined. The request and the determination may be carried out
at the startup of the host 100, or the request and the determi-
nation may be carried out only after the startup ofthe host 100
to reduce the number of interrupt processing of the SSD
control tool 110. If determined to recognize the SSD 10 as the
read only memory, the ROIF driver 122 of the interface driver
120 is validated. After recognizing the SSD 10 as the read
only memory to reduce the number of interrupt processing of
the SSD control tool 110, the transmission request of the
statistical information and the RO mode shift determination
are desirably not carried out.

[0233] The SSD control tool 110 may carry out the request
and the determination when recognizing the startup or the
connection of the SSD 10. For instance, if the interface 90 is
the SATA interface, determination is made that the SSD 10 is
started or connected when the status register related to the
SSD 10 ofthe host 100 becomes from 7Fh to 50h, and then the
request and the determination may be carried out.

[0234] The determination to recognize as the read only
memory may be carried out by the memory controller 50, and
the SSD control tool 110 may receive only the determination
result through the SMART READ DATA, the SCT Command
Transport, or the command unique to the vendor. For
instance, the SSD control tool 110 receives the numerical
value 0 as the Attribute Value from the SSD 10 by the SMART
READ DATA if determined to be recognized as the read only
memory by the memory controller 50 at the criterion similar
to the first embodiment, and receives the numerical value 100
in other times (normal time), where the numerical value 70 is
received as the Threshold for both cases of recognizing and
not recognizing as the read only memory, and determination
is made to recognize as the read only memory if Attribute
Value<Threshold (step S222: Yes) and to not recognize as the
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read only memory if Attribute Value>Threshold (step S222:
No). It should be apparent that the Worst Value and the Raw
Value may be used for the reception of the determination
result.

[0235] When adopting the current temperature X20, the
highest temperature X21, and the lowest temperature X22 for
the statistical information, the temperature abnormality has a
possibility of being temporary, and hence the ROIF driver is
invalidated and the RWIF driver is validated after the SSD
control tool 110 validates the ROIF driver in step S225 when
Attribute Value Threshold (or Attribute Value>Threshold)
and determination is made that the normal state is returned.
[0236] The ROIF driver 122 is desirably configured to not
transmit the write command with respect to the SSD 10 at all
from the standpoint of preventing the loss of user data caused
by data breakage or damage of the SSD 10. However, if there
is a need to write the data of one part such as the system
information of the operating system in the SSD 10, the ROIF
driver 122 may permit the write of the relevant data to the SSD
10 as an exception but the data amount of the relevant data is
desirably sufficiently small with respect to the capacity of the
NAND memory 20. More desirably, in order to prevent the
user from transmitting the write command by mistake and
writing the data to the SSD 10, the ROIF driver 122 does not
transmit the normal write command with respect to the SSD
10 at all such as 35h WRITE DMA EXT and 61h WRITE
FPDMA QUEUED described in ACS-2, and the write with
respect to the SSD 10 is desirably permitted by only the
command using a special command such as the SCT Com-
mand Transport described in INCITS ACS-2 and other com-
mands unique to the vendor if there is an exceptional need to
write the data to the SSD 10.

[0237] In the third embodiment as well, as illustrated in
FIG. 5, the SSD control tool 110 is stored in the region 110A
of the NAND memory 20 of the SSD 10 when the power
supply of the host device 100 is turned OFF, but is loaded
from the region 110A to the region 110 at the startup of the
host device 100 or the startup of the program. As illustrated in
FIG. 6, if a plurality of external storage devices is connected
to the host device, the SSD control tool may be stored in a
region 110B of the nonvolatile storage device 300 different
from the SSD 10 as the SSD 10, and may be loaded from the
region 110B to the region 110 at the startup of the host device
100 or the startup of the program. In particular, if the non-
volatile storage device 300 is used as a system drive for
storing the OS, and the SSD 10 is used as a data drive for
storing user data such as documents, still image data, and
moving image data, it is desirable to store the control tool in
the nonvolatile storage device 300 serving as the system drive
from the standpoint of clearly separating the roles of the drive
10 and the drive 300 such as using the system drive 300 as a
drive for mainly storing the OS and the application program
and using the data drive 10 as a drive for storing the user data.
[0238] In the third embodiment as well, as illustrated in
FIG. 5 and FIG. 6, it is desirable for the computer system 1 to
be shipped with the SSD control tool stored in the SSD 10 or
the nonvolatile storage device 300, put on the shelves, and
provided to the user from the standpoint of saving the effort of
the user in carrying out the setup of the control tool. From the
standpoint of enabling the user to select whether or not to
install the SSD control tool and from the standpoint of pro-
viding the most recent control tool to the user, the control tool
is desirably stored in the SSD 10 or the nonvolatile storage
device 300 by being downloaded from the WEB illustrated in
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FIG. 7, installed from the DVD-ROM illustrated in FIG. 8,
and installed from an external storage medium such as USB
memory illustrated in FIG. 9. In the third embodiment as well,
the optical medium 500 and the USB memory 600 are desir-
ably packaged and sold with the SSD 10 as accessories at the
time of shipment of the SSD 10 from the standpoint of facili-
tated availability by the user. The optical medium 500 or the
USB memory 600 may be sold alone as software product or
may be attached as a supplement to magazines and books.
[0239] Therefore, the SSD control tool 110 mounted on the
host 100 determines the reliability state (statistical informa-
tion) of the SSD 10, and selects the interface driver for the
SSD based on the determination result, and hence it appears
to the OS and other software as if the SSD 10 switched from
the readable and writable external storage device to the write
non-supporting external storage device when the reliability of
the SSD 10 is degraded (when the end of lifespan is reached,
in abnormal state). Therefore, the SSD 10 with degraded
reliability acts as a read only device to the OS and the soft-
ware, so that the host 100 can handle the SSD 10 as a general
read only external storage device such as the CD-ROM or the
DVD-ROM.

Fourth Embodiment

[0240] In the first and second embodiments, the SSD 10
transmits the information that the SSD 10 is a read only
device to the host 100. Using an interface relay device 700
prepared separate from the SSD 10, the interface relay device
700 may transmit to the host 100 information that the SSD 10
is a read only device. The interface relay device 700 is called
a read only bridge. In the fourth embodiment, SSD 10 itself
does not necessarily need to be able to be shifted to RO mode.
[0241] FIG. 32 illustrates a state in which the read only
bridge 700 is connected to the computer system illustrated in
FIG. 10. FIG. 33 is a block diagram illustrating a computer
system of a fourth embodiment in which the read only bridge
is connected. The read only bridge 700 is configured to trans-
mit the information of being the read only device to the host
100. The information of being the read only device may be the
command GET CONFIGURATION (46h) described above
that is adopted in the MMC-6, or may be other commands.
Furthermore, the read only bridge 700 is configured to play
the role of a relay of the host side interface and the SSD side
interface such as transmit various commands and responses
received from the host 100 to the SSD 10 and transmit various
commands and responses received from the SSD 10 to the
host 100. If the interface standards of the host side interface
and the SSD side interface differ, the read only bridge 700
converts the received command and response to comply with
the transmission side interface, and then transmits the same. If
the host side interface is the SATA interface, the read only
bridge 700 may be configured to explicitly indicate to the host
100 that the SSD 10 is the ATAPI device. For instance, in the
Device Signature described in ACS-2, LBA(7:0) is output to
01h, LBA(15:8) to 14h, and LBA(23:16) to the host 100 as
EBh, so that notification can be made to the host 100 that the
SSD 10 is the ATAPI device.

[0242] During the normal use of the host 100, the SSD 10 is
connected to the motherboard 130 of the host 100 by the
SATA cable serving as the ATA interface 90 or the USB cable,
as illustrated in FIG. 10. When the SSD control tool 110
mounted on the host 100 acquires the statistical information
by the SM.AR.T information described in the ACS-2
described above, and determines that the reliability of the
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SSD 10 is degrading when the condition of statistical
information>RMAX, statistical information<RMIN, or
X24=1 is met by the comparison of the management infor-
mation and the threshold value, the SSD control tool 110
displays a warning window (or warning dialogue) including a
message such as “lifespan of SSD coming to end. Connect
device side terminal of read only bridge to SSD, connect host
side terminal of read only bridge to personal computer, and
backup data of SSD” on the display 133. The threshold value
(RMAX, RMIN, etc.) to be compared with the management
information may be held in the host 100 so that the SSD
control tool 110 can carry out the determination on the deg-
radation of the reliability or the threshold value may be held
in the SSD 10 so that the memory controller 50 of the SSD 10
can carry out the determination on the degradation of the
reliability and the memory controller 50 may transmit only
the information that the management information exceeded
the threshold value to the host 100.

[0243] As illustrated in FIG. 32, the user connects the SSD
10 and the read only bridge 700 with the SATA cable, the USB
cable, or the like, and connects the read only bridge 700 and
the motherboard 130 with the SATA cable, the USB cable, or
the like according to the warning message displayed on the
display 133.

[0244] Whenthehost 100 is thereafter started, the read only
bridge 700 transmits information that the SSD 10 is the read
only device to the host 100. The host 100 then applies the read
only driver of the read only ATAPI driver as the interface
driver 170 of the read only bridge 700, and the SSD 10 is
recognized as the read only device such as the CD-ROM and
the DVD-ROM on the host. On the other hand, the read only
bridge 700 may be configured to explicitly indicate to the host
100 that the SSD 10 is the ATA device, and may be configured
to return to the host 100 that all write functions are non-
supportive when receiving the device identification informa-
tion such as the command ECh IDENTIFY DEVICE
described in the ACS-2 from the host 100 through the ATA
interface. The method of notifying whether or not the SSD 10
is a read only device may take various other forms.

[0245] Inthe embodiment, when the write is disabled with
respectto the SSD or when the write operation with respect to
the SSD is not guaranteed. The host can carry out the readout
operation on the SSD 10 by simply connecting the read only
bridge 700 between the host 100 and the SSD even under
situations where the write operation with respect to the SSD
may lead to defect in data of the SSD or failure of the SSD.

[0246] The system disc used to start up the host under the
situation in which the read only bridge 700 is connected may
be the SSD 10, or may be an SSD or a hard disc drive (HDD)
prepared separate from the SSD 10 pre-installed with the
system, or may be a DVD-ROM, a CD-ROM, or USB
memory installed with a boot program.

[0247] Even when the read only bridge 700 is connected,
the host 100 may hold the SSD control tool 110 having the
function of backing up the data of the SSD or other software.
When detecting that the read only bridge 700 is connected,
the software having the backup function displays a message
such as “read only bridge is connected. Back up data of
SSD?” as well as the “OK” button and the “Cancel” button for
selecting the necessity of backup in the window of the soft-
ware. The backup starts when the “OK” button is clicked with
the mouse 135, and the display of the message disappears
without carrying out the backup when the “Cancel” button is
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clicked with the mouse 135. The backup can be carried out
later even if the “Cancel” button is pushed with the mouse
135.

[0248] In the first to fourth embodiments, a case in which
the NAND memory is adopted for the nonvolatile memory
has been described, but the first to fourth embodiments may
be applied to nonvolatile memory other than the NAND
memory such as the hard disc drive (HDD) for the nonvolatile
memory. The nonvolatile memory may be a semiconductor
storage medium in which the memory cells are arranged
three-dimensionally as shown in U.S. Patent Application
Publication No. 2010 0172189 and U.S. Patent Application
Publication No. 2010 0254191.

[0249] While certain embodiments have been described,
these embodiments have been presented by way of example
only, and are not intended to limit the scope of the inventions.
Indeed, the novel embodiments described herein may be
embodied in a variety of other forms; furthermore, various
omissions, substitutions and changes in the form of the
embodiments described herein may be made without depart-
ing from the spirit of the inventions. The accompanying
claims and their equivalents are intended to cover such forms
or modifications as would fall within the scope and spirit of
the inventions.

1. (canceled)

2. A host device, capable of being coupled with a storage
device including a nonvolatile memory, the host device com-
prising:

a display; and

a controller configured to

measure a link speed between the host device and the
storage device,

increment an error count when the link speed falls below
an expected transfer speed specified in a communica-
tion standard, and

when the error count exceeds a first threshold value,
cause the display to show a warning message indicat-
ing that the storage device will reach an end of its
lifetime.

3. The host device according to claim 2, wherein the warn-
ing message includes a message asking whether to back up
user data stored in the storage device to another storage
medium, and the controller is configured, if approved, to back
up the user data stored in the storage device to another storage
medium.

4. The host device according to claim 2, wherein the con-
troller increments the error count when a transfer speed nego-
tiated between the storage device and the host device while
establishing a communication link does not comply with the
expected transfer speed specified in the communication stan-
dard.

5. The host device according to claim 4, further comprising
an interface driver for operating the storage device, the inter-
face driver being operable in a first mode for supporting read
and write operations of the nonvolatile memory in the storage
device and in a second mode for supporting only the read
operation of the read and write operations of the nonvolatile
memory in the storage device, wherein

the controller is configured to

determine, based on the error count, whether an opera-
tion mode of the storage device is to be recognized as
a normal mode in which read and write operations of
the nonvolatile memory is possible or a read only
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mode in which only the read operation of the read and
write operations of the nonvolatile memory is pos-
sible,

determine the operation mode is to be recognized as the
read only mode when the error count exceeds the first
threshold value, and

cause the interface driver to switch from the first mode to
the second mode when determining the operation
mode is to be recognized as the read only mode.

6. The host device according to claim 5, wherein, when the
controller causes the interface driver to switch from the first
mode to the second mode the host device recognizes the
storage device as a read only optical medium.

7. The host device according to claim 5, wherein the con-
troller is configured to restart the storage device when the
error count exceeds the first threshold value.

8. The host device according to claim 7, wherein the con-
troller is configured to cause the interface driver to switch
front the first mode to the second mode after restarting the
storage device.

9. The host device according to claim 5, wherein the con-
troller is further configured to:

require the storage device to send statistical information to

the host device;

compare the statistical information from the storage device

with a second threshold value; and

determine that the operation mode is to be recognized as

the read only mode when the statistical information
exceeds the second threshold value.

10. The host device according to claim 5, wherein, when
the controller receives identification information indicating
that the storage device operates in the read only mode from
the storage device, the controller is further configured to
cause the interface driver to switch from the first mode to the
second mode based on the identification information.

11. The host device according to claim 10, wherein the
controller is further configured to require the identification
information of the storage device at any time during a startup
period of the host device.

12. A method of controlling a host device, the host device
being capable of being coupled with a storage device includ-
ing a nonvolatile memory, the host device comprising a dis-
play, the method comprising:

measuring a link speed between the host device and the

storage device;

incrementing an error count when the link speed falls

below an expected transfer speed specified in a commu-
nication standard; and

when the error count exceeds a first threshold value, caus-

ing the display to show a warning message indicating
that the storage device will reach an end of its lifetime.

13. The method according to claim 12, wherein the warn-
ing message includes a message asking whether to back up
user data stored in the storage device to another storage
medium, and the method further comprising

if approved, backing up the user data stored in the storage

device to another storage medium.

14. The method according to claim 12, further comprising

incrementing the error count when a transfer speed nego-

tiated between the storage device and the host device
while establishing a communication link does not com-
ply with the expected transfer speed specified in the
communication standard.
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15. The method according to claim 14, the host device
further comprising an interface driver for operating the stor-
age device, the interface driver being operable in a first mode
for supporting read and write operations of the nonvolatile
memory in the storage device and in a second mode for
supporting only the read operation of the read and write
operations of the nonvolatile memory in the storage device,
and the method further comprising:
determining, based on the error count, whether an opera-
tion mode of the storage device is to be recognized as a
normal mode in which read and write operations of the
nonvolatile memory is possible or a read only mode in
which only the read operation of the read and write
operations of the nonvolatile memory is possible;

determining the operation mode is to be recognized as the
read only mode when the error count exceeds the first
threshold value; and

causing the interface driver to switch from the first mode to

the second mode when determining the operation mode
is to be recognized as the read only mode.

16. The method according to claim 15, further comprising

when causing the interface driver to switch from the first

mode to the second mode, recognizing the storage
device as a read only optical medium.

17. The method according to claim 15, further comprising

restarting the storage device when the error count exceeds

the first threshold value.
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18. The method according to claim 17, further comprising
causing the interface driver to switch from the first mode to
the second mode after restarting the storage device.
19. The method device according to claim 15, further com-
prising:
requiring the storage device to send statistical information
to the host device;
comparing the statistical information from the storage
device with a second threshold value; and
determining that the operation mode is to be recognized as
the read only mode when the statistical information
exceeds the second threshold value.
20. The method device according to claim 15, further com-
prising
when receiving identification information indicating that
the storage device operates in the read only mode from
the storage device, causing the interface driver to switch
from the first mode to the second mode based on the
identification information.
21. The method device according to claim 20, further com-
prising
requiring the identification information of the storage
device at any time during a startup period of the host
device.



