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(57) ABSTRACT

An interference detection methods and receivers for receiv-
ing an RF signal including a desired RF signal and an
intermittent interference signal, estimating thermal noise of
the receiver by statistically analyzing a plurality of time
intervals of data of the received RF signal, including at least
one data interval not including the interferer, estimating an
intermittent-interference-plus-noise level by statistically
analyzing an extended time interval of the data, determining
an interference metric based on a ratio of the estimates, and
evaluating the interference metric against one or more

(2006.01) thresholds to detect the presence or absence of degrading RF
(2006.01) interference. The statistical analysis may include application
(2006.01) of order statistic filtering.
RF Signal
{301 118, Interferer 118}
j,m Signal Processing 108
{
Transceiver Digital /\ . CPU/Controfler Interferance
?»41:{1!6 ’ Front o0 —7 —112 Alert
Array £nd < — (external}
104 106 Interference
- o Detector




US 2019/0041492 A1

Feb. 7,2019 Sheet 1 of 19

Patent Application Publication

JOY38IB(

(euips) mOPMmkWﬁmwcm
uely L 4 i T L

¥

A

B0UBIBLBILY IBIOAUCD/ND

A sad =
Qon TN

801 Buissanoid jpubig

{811 sempi GET 108}
jeubis 4u

801

pug
UG
feubicy

F-

¥

01
Reiry

AN
JBABOBUES |

¥

[

L

&

zi/\im&
ainpedy

// 004




Patent Application Publication  Feb. 7,2019 Sheet 2 of 19 US 2019/0041492 A1

200 "\\

Receive RF Signal

A4

Estimate Thermal Noise 205

Noise Level 207

¥

Determine Interference Metric
208

¥

206 1 !
Estimate Interference plus

Compare Metric to
Threshold(s) 211

l

Alert or Control Signal 212




US 2019/0041492 A1

Feb. 7,2019 Sheet 3 of 19

Patent Application Publication

B R e

Loy
SoUBIaUoI

mwmx\

HO
21607

use
souJBLIaA
wesg-junbg

A% \

J010818()
S0USIo Lo
weag

\

A

01—

use
souBILIBI
LIRSC-EULION

806 —"

(sejdwes urewop-awy 957)
juinbg
908 —

— GZ0E
018180
80UBIBBIU| ’
wiesg
N\
- veoe

{sajdwes uewop-awy ggz)
/ [EULON
vog /

00



US 2019/0041492 A1

Feb. 7,2019 Sheet 4 of 19

Patent Application Publication

gip
- /134
ewibis ﬂ ¢
g ewhs
95|0U-8n|d-20UBIRURIUL  pgioy-snid-ooUsIepGILI 80F
pauoiipuos B q
- {uongisip
14 4 J PEP — gev JQUORIDUDT 1, ybioiey)
; \ 0RINSRY Sémtmg =14 S0 o
e o 9607 | | aboru | SUIB ~— pi¥ )
A0USIBLIBIY yely ongsia(] Thiatitrg! {uonnonsip
§ BUORIPUOD |, uBleikes) e [RAOLLIAI
oty — UODBIep  (MNNI “@') 3810N A old
S e SujoL pwbis it
/ , N asiou {seydwes
uonosIep asIou /
92y , iy T ' ufeLiop-su} 967)
J AUCHIPUD N pop " ejep weaq
44 4 \ 80¥ /
gty - 90¢ ‘08
00p



US 2019/0041492 A1

Feb. 7,2019 Sheet 5 of 19

Patent Application Publication

PP B - T PE— a0AL mOpUifn
NODUINL b JETEIITETER]
MOPLIM N 1144
a|IusI0d I
O 945 ¥
aueey 0es WLLS) L ybust 144
4 ‘ apnpubepny - IDRURIE]
10)2WnST 14apJo WLojsURS| LG~
MeY «— ISjoUBIEd e mmmﬁ%cmﬂwmm,ﬁ.a " Jauno (sajdwes
ybiaiiey =~ yiBue . {N= JUWI-HOUS e N 158} ing
vmm\ ; W mwmw ) HOG wbusy) | Buiddepsao sojdwes e pieasip “a'1) ﬂ_
825 {20888 ™ 7 Bep -LON LieLsop ieyuelg 508
\ PeS _ U N
paLoS . 288 — NL4LS \ = ﬂ L
92§ ] N—z16 o - 808
28§ - gppusoiad g _ N
N anjep s FETETEIE
005 — ¢ > ¢ 0 805
/
AN A
.f TN \
N|su |/ T
SN Frid o 05
9L \\
AN 2/9°0
uotingiysig ybiajey



US 2019/0041492 A1

Feb. 7,2019 Sheet 6 of 19

Patent Application Publication

91g — yous| |44 — 4§
ww opuh SEETIEIER
L I |0 doewdo apusoiag S 5%
m sszhjeuy ! m SSIBAUL | SIRjeUIEIE ]
M MOPUIAR ; ; “
| ) ey | : . 9ty
' gge J LORO8LOD M ! M
: ssopasiou s ! | JBUBAUOD
“ ! » : : : opsfels <
ewbs © \_*J o | euibis ybialfey Moo
e L oessdo : nmﬁomc: .
: A o
pes e poaJ N AN 058 109188 leoee
UGHRZHBULION MOPUIAL UDREZIRWION | 44 sjussiad
\ \ FEIETEIEN
N \ $
¥S8 ~—— 7E
(N = ubusy)
BIRP S A
82s jeaoeds  9¢8
PBLIOS



US 2019/0041492 A1

Feb. 7,2019 Sheet 7 of 19

Patent Application Publication

7 oppensed

66
3G pINoYs

anjea
ewbisg o'l
{6608 =
\_N pajsnfpe

8njea
subisg jo
WU [eniog
= § puid

B

Gre

r_ L+ J2IUNCO _ R

= JBJIN0D

ON

LE=<
JBIN0Y

N
pasnipe/n)

695 -

~

X BjaUa0I8d
= spusniad
pajsnipe

JeAoiusy seig

&85 \

afuasied
pejsnipe
Buisn

I0J08] X OU51ES 18P0 ~ euwillis

BjUdIag

00t G6 08 €2 09 09 Ov 0 02 81 O
-

! T~

M ////

{uoynqsig ybisdey) J0j0e4 ewibig-o1-aiuas

BJUR0IO

eiubis
ajeunsy

ajuensad

pajsnipe

o=

A2UNGo

ivs -

/ 985

(e N I T~ S L O S e o]

£

d

Jojae4



US 2019/0041492 A1

Feb. 7,2019 Sheet 8 of 19

Patent Application Publication

puibis
9s10U-SNjd-20UBIBLOIY
DOUOINPUCD

4
8Ly

gwubis ssiou
PALIOHIPUCD

| |
W | ‘\
M « USS pauii] | (2pho Asene
i {sajofo g Aisrs %SG m ATRA BUO0)
M anjeA auo) M ewbis 810U
; 2GS UBBW-PBLUILILY FTF M -snjd-8aUsI8LRIUl ME
L |
JBUCIIPUCT 80U
o o o o e e e i e e
| M
M m
|
M . leroway B sindu | j s0v
m Selg U (sepho g hisas | B0 WNUWIUIA | (epho Auens
W ShjEA BUO) I anjea suo)
L p0g — BLubis 9SIoU UL 209 _ 715 M BlUbiS 9si0U Ml
E |
JBUOIHPUC?) ISION



- {8p6 = "08) 4O ploysedy |
P08 Amugwnrm.mchn_Oxwméw

-

708 — TN

.M.i:i,i,,i‘m

US 2019/0041492 A1

| pUS |
CINI = SIBIS UOND8ISp Mmel m
o @Mmew@maw_ wa M aspe m
NO 81 . OB

- omneep m 440 = SJEIS LOROBIBP e “loioejep
- 0% 1O PIOYSBIYL > LI UOORISP i asfe _
3 h | N = SJEIS UORO8Iap My | \
2 { gzp | U0 PIOUSBIYL < DUIBW UORISIBD | 244

L e e e et e o e e o e e s e st st e o s o st s e m
(=)
e
(=]
(o]
=
=
2 LT TN —— -

ewbis asiou
-snjd-aousiapeul
mz%mwww R /// Biy
oUjBUl ewbis asiou
oIR8 PBUDHIPUCD
220 \ jojelede  soemdo  Joeisdo iojEsRdo jesado %4

| Adnnw %60y XBL A ssiBAYl

10je[noaes) SO uonoaleg

Patent Application Publication



(8="6'8) INNOD 440
{y = "Be) INNOONO

oy %

US 2019/0041492 A1

FETENYEE]
doUIOL]
adURILSI ON 8[GIsS0d

2 (usje /A 4 JEUNGY
s ouBIBLIsUl 440 =} uoiosiep mel juelasp
= ) {Li9je sounlapaiU
3 L = 1nding LNNOD 440 = Jojunod “a1) | = nding
7 & / 440 = UO&ep mel -
= 929
- NG = UOIII8Jep Mmel 440 = UoRIBIep Mel
= pue pue
m {0 = Jepunos { = JBJUNoo

N ¥ 706
s JONNOD
E UetieLsp NO) =] UOHOBIBR ME (Loje
w {Uafe ou "1 . ou 't
= 0 =1dino ) INAODTNG = Jejunos | 0 =nding
= aguaeMA| NG = UOBISISp MEJ a5iarepiau) oN
= 2jqISs0d
= .
<
£ N 8zp
=
[~™



Patent Application Publication  Feb. 7,2019 Sheet 11 of 19  US 2019/0041492 A1

15
/,M-m
Pein) 'EO = s/ -t
£ N\ P L ~TN R
"ﬁ - N L - B e
K 5 < K 7/’ = ¥ _.,\«'}'I' {2’; ISE N\
k*] 2 * ¥ \71\ % \'L\
g < B < ot = '\ .
= G\ " yia ‘\ /5 FEY %
g \‘“ S ~ \‘) \'!i /:4\\ \\\\‘:’/ \ ‘ %\-
E 5/ AN N W AR A
o ’(\»\ X\\ // 5 \\/‘/ \ Ag\ 3y
I Y ) Y/ gt
So ) i NN \
ﬁ ~’¥Q £ 3 \\i
/ i

2 N
@ {

~157 128-point FET {for interierence estim.)

20 AN RN | R VN RN [N 18 16-point FFT {for noise astim.}

-50 -10 4 10 20 3¢ 40 50

Doppler {m/s

el
BN

i

mmesncneenncs 0311}, intETfEENCE DlUs NoISEe estimate
~~~~~~ cond, noise estimate

i ‘
h .
i —

-
s

—y
N

e
i

1%

b

t
z

;
z
! v
Iy o1l
i
|

y
i

noise std {linear scale)

0.9% | TR R R L] B
o b
0.8 - ,
! i; 3 > >
0.7 ¢ €
, 10042 | 10022
0 20 40 60 80 100 120 140
time {sec)




Patent Application Publication  Feb. 7,2019 Sheet 12 of 19  US 2019/0041492 A1

1010
10 /"

) |
conditioned detection metric
2% SNSRI SN EE———— S N on detection threshold =
e 4092 | mmmmmee off detection threshold

8 /

4
% g 1008

! 5

1/

0 20 40 60 80 100 120 140
time {sec)




Patent Application Publication  Feb. 7,2019 Sheet 13 of 19  US 2019/0041492 A1

14 ‘ . ,
cond. interference plus noise estimate
13 - o0, 10188 astimate =
ET 1004b
41
&
= 11
g P
= 10
5 i
? 9
2
16 8
&
7
6
0 20 40 60 80 100 120 140
time {sec}
10 ) s i
conditioned detection meiric
R s» a0 00 0N detection threshold
~~~~~~~ off detection threshold
8
m 4
&
2
0 |
-2 ¥
4
0 20 44 80 80 100 120 140

time (sec)

. 1(




Patent Application Publication  Feb. 7,2019 Sheet 14 of 19  US 2019/0041492 A1

14 : ; :
cond. interference plus noise estimate

1.3 e gond, noise estimate
o 1
L] i
7 4 "
&2 ]
@ 11 s
g H
e’
= OO T R P
@ 0.8 t
2 |
8 07 |

0.8

o 1004¢ i

0 20 4% 60 80 100 120 140
time {sec)
10 P I i
condifioned detection metric
»uo0saox ON detaction threshold
~~~~~~~ off detection threshold
5 E

0 20 40 66 80 100 ?é@ 140
time {sec)




Patent Application Publication  Feb. 7,2019 Sheet 15 of 19  US 2019/0041492 A1

15 ; ; : .
1002d e 0NN, [fRIFRTENCE PlUS NOISE BStimals
1.4 04 ‘) mmmmmm cond. noise estimate
o o0
2 13— / Il ;
2 12 LNy | i ; E; by
5 i il i pe |
£t A LA R
Bl 1 i i | ]
] i & Pyl
% B L LR 2l A X
@ DO 5 TR ET
8 ol e SRR ;
S ML A !
0.7t
3
¢ 20 40 60 80 100 120 140
time {sec)
conditioned detection metric
8 =s 00 xs 00 O delection threshold -
~~~~~~~ off detection threshold
6

80 80 100
time (sec}




Patent Application Publication  Feb. 7,2019 Sheet 16 of 19  US 2019/0041492 A1

noise std {linear scale)

dB

12 cond, interfarance plus noise estimate
g mmmmmmm cond. noise estimate
10 ; ¥
1&929
8 .38 B B R & 8 F8 Bl 3 B WM 8 8 98 M s 8
g2 B " .............
} i ‘§
4 % ! § ég i | i {
f H ‘
g i ! i 3 1004e
o Lt §§§ ;f{g fxig; g é;éi; ?ﬁiiﬁ ;{%siﬁ?‘ ,g‘f fig; L
l{‘,ﬁ y! }j?gwff“ﬁ\uw‘\w’§ ‘g{‘\,,wﬁ{g;ﬁ? gﬁ«t Wi U ’?‘;‘I‘J\’!j‘ ‘U%gi\fﬁl‘ g?ﬂ‘ -
]
0 20 40 60 80 100 120 140
time {sec)
20 ; .
conditioned detection melric
18 oo nxaooe ON detection threshold i
16 off detection threshold
B0y R i RN TR R IRE LR I RER R BRI T | pm—
“32 ............................
10 —
8HH
3]
4 j
, (q012
{ 20 40 80 80 100 120 140

time (sec)




Patent Application Publication  Feb. 7,2019 Sheet 17 of 19  US 2019/0041492 A1

2. : :
6 cond, interference plus noise estimate

2 e cond. noise estimate -
=52 5
Q 5 1002 ™ i
§ 13 \éi {
E 1.6 Y (I T PRE
"m «
I 1L A iﬁ;z Wi D ! g
@ 14 R T* ARUTEEY U4 U LA T
SO R P B LA 1Tl o R A O
g2 12 § 2l N e gné I § §a

g 1 3
318 ' L\ qo04r
0 20 40 60 80 100 120 140
time {sec)
10 . v o :
\m_ 1010 conditioned detection metric
8 + 0098500 0N detection threshold K
off dataction threshold

0 20 40 80 80 00 120 140
time {sec)




Patent Application Publication

Feb. 7,2019 Sheet 18 of 19

US 2019/0041492 A1

0.5 ; ; ;
................................................ cond. interference plus noise estimale
109\2g mmmmmmm cond. noise estimate
.75;0.45 s
8 04 Q N T
s e
© g R P B ) 1% I TRy
£ 1LY L BURIY N oo
Sossyrl LAY ,
% § i b Biz ! ]
| - BOE R WL BRI L1 | -
2 L
0.25 e
\004g
0.2
¢ 20 40 60 80 100 120 140
time {sec)
P L 1]
10 ¢ 1 / |
conditioned detection metric
s 00w s»ue O detection threshold
------- off detection threshold
5
\.,.. 1012

60

80

time {sec)

100 120 140



Patent Application Publication

Feb.7,2019 Sheet 19 of 19  US 2019/0041492 A1l

15 : : : ,
| 1004k cond. interference plus noise estimate
14 e e cond. noise estimate )
B 13 ki)
[ $
2 12l ifkifi it )
§ gfﬁl(g iigg §3§;§ § 53
.g 1.? T AN ! 2
=
B
as 0.9
8
g 0.8
0.7 ?
1002h -
¢ 20 40 80 20 100 120 140
time {sec)
......... y s
. 101
L 1010
i VA .
conditionad detection metric
»xeeonxe ON detaction threshold
~~~~~~~ off detaction threshold
5

k““ 1012

60 80
time {sec)

100 120 140




US 2019/0041492 Al

SYSTEM AND METHOD FOR
INTERFERENCE DETECTION IN A RF
RECEIVER

TECHNICAL FIELD

[0001] The present disclosure relates generally to the
detection of the presence of radio frequency (RF) interfer-
ence, and more specifically, to the detection of RF interfer-
ence being experienced by a radar receiver.

BACKGROUND

[0002] As uses of RF transceiving technologies prolifer-
ate, so does the likelihood of potentially performance
degrading interference being received by a RF transceiver,
such as an automotive radar system. Possible effects include
reduced ability of the RF receiver to detect objects of interest
and/or to estimate relevant parameter values of those
detected objects, such as object range, object bearing, and/or
object Doppler. The reliable detection of degrading interfer-
ence becomes especially important for safety-critical appli-
cations. For example, a radar mounted in the front bumper
of a vehicle may be relied upon to detect objects in the path
of the host vehicle. If the radar cannot perform its function
within specifications due to the presence of interference,
then it must notify the controlling system of this situation so
that it can recover to a safe state.

[0003] Interference may be categorized in several ways,
such as continuous versus intermittent, narrowband versus
wideband, etc. Narrowband interferers may include AM
radio broadcasts and amateur radio signals. Wideband noise
that extends across a large portion of the RF spectrum may
also interfere. Wideband noise can be caused, for example,
by electrical machinery, internal combustion engines (e.g.,
lawn mowers), fluorescent lights, and other sensors. Wide-
band interferers can be somewhat random, and may be more
difficult to avoid. The bandwidth of a RF receiver can be
approximated by the inverse of its receiver gate. For
example, the bandwidth of a radar receiver having receiver
gate of 400 ns is 2.5 MHz. An example of a wideband
interference source is the RF transmission of a narrow pulse,
such as having a duration of 10 ns, which would have a
bandwidth of 100 MHz. Another example of a wideband
interference source is a fast frequency chirp, such as con-
tinuous wave (CW) transmission that changes frequency in
steps or continuously over a span of 200 MHz over a
duration of 10 psec.

[0004] All RF receivers experience electrical fluctuations
produced by internal components, which is known as ther-
mal noise. The thermal noise and a desired signal of interest
(SOI), such as a reflection from a target object of a RF signal
transmitted by the sensor, undergo subsequent amplification.
The thermal noise may change with temperature, component
aging and/or be inherently distinct for different radar sys-
tems.

[0005] A significant challenge is to distinguish between
the presence of degrading interference and ordinary changes
in thermal noise contributions. The latter may be caused by
changes in receiver-chain amplification, which affects the
signal and noise equally, thereby not presenting a significant
change in receiver functionality. The former, however,
causes a significant increase in receiver noise levels without
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the corresponding improvement in signal quality, therefore
degrading the ability of the receiver to perform its intended
function.

[0006] Current technologies might attempt to solve this
interference differentiation problem by estimating the ther-
mal noise level of the receiver. The presence of interference
would be declared when the receiver noise level exceeds
some threshold above the estimated thermal noise level. For
example, interference might be declared when the receiver
noise consistently exceeds 10 dB above the estimated ther-
mal noise level. This technique, however, does not always
provide good results, due to the challenge of accurately
estimating the thermal noise level of the receiver. In prac-
tical receivers, there can be significant variability in
receiver-chain gain due to changes in temperature, compo-
nent aging and/or between different instances of manufac-
tured radars. It is often beyond state-of-the-art and/or avail-
able resources to adequately characterize and model the gain
in order to adequately predict thermal noise levels.

[0007] The direct measurement of thermal noise level by
the receiver is another possible technique. The implemen-
tation of this technique, however, may require the presence
of additional and costly receiver circuitry. It may also
require the interruption of normal radar functionality in
order to perform this measurement, which might be unde-
sirable.

[0008] Poor estimation of thermal noise levels can cause
excessive false detections of interference. This might be
remedied by raising the detection threshold, for example,
from 10 dB to 25 dB. A higher threshold, however, degrades
the ability to detect the presence of lower, yet still signifi-
cantly degrading, levels of interference in the radar receiver.
To achieve very low false-detection rates, the threshold
might even need to be increased to such a high level that
degrading interference can usually not be discriminated.
[0009] Therefore, there is a need for a RF interference
detector and method with improved identification of system
performance degrading interference.

SUMMARY

[0010] The present disclosure describes embodiments of
improved apparatus (e.g., a detector, receiver, etc.) and
methods to detect narrowband and/or wideband interference
present with a SOI in RF signal received by a RF receiver.
The embodiments utilize automated real-time signal analy-
sis characterizing changing densities and distributions of
signal features with order statistical filtering.

[0011] Accurate detection of interference is important to
ensure proper operation of the RF receiver. For example, it
can permit the generation of notification signals such as
alerts or control signals for deployment of counter measures
to mitigate the harmful effects of the interference. One
example of a counter measure would be to adjust the RF
transceiver’s transmission frequency plan in order to avoid
or to reduce the interference. Another example is to activate
a special operating mode that might degrade performance
during normal operation, but provide a net improvement in
functionality during the presence of degrading interference.
[0012] In one embodiment, the detected objects from an
automotive radar may be used to implement an application.
For the example of an automotive radar installed in the
corner of the rear bumper, an application might be blindspot
detection. Such applications provide an audio, visual, and/or
haptic warning to alert the driver to the presence of another
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vehicle in the blindspot region of the driver’s vehicle.
Depending on details of the radar design and the interfer-
ence, the presence of interference could cause false alerts to
the driver and/or missed alerts for actual vehicles in the
blindspot region. In such cases, interference detection can
alternatively be used to determine when to disable the
blindspot application and to inform the driver that the
application is unavailable. Alternatively, interference detec-
tion could also be used to improve performance by, for
example, activating alternative algorithms to improve appli-
cation performance in the presence of interference. In certain
embodiments, an interference alert is issued, or an interfer-
ence suppression or avoidance application invoked, if an
interference metric determined by the methods or apparatus
described herein exceeds an alert threshold for a predeter-
mined number of sampling cycles. The alert or invoked
application may then be ceased if the interference metric
falls below the alert threshold (e.g., immediately, or after a
predetermined time, number of cycles, etc.).

[0013] Any of the aspects and/or embodiments described
herein can include one or more of the following embodi-
ments. In one embodiment, a method is provided wherein an
RF signal is detected at a receiver. The received RF signal
may include an RF SOI and potentially an intermittent
interference signal occupying an interference bandwidth.
Thermal noise of the receiver may be estimated by statisti-
cally analyzing a plurality of time intervals of spectral
magnitude data of the received RF signal, including at least
one spectral magnitude data interval not including the inter-
mittent interference signal. Order statistics may be applied
to the spectral magnitude data to estimate the thermal noise,
and to estimate an intermittent-interference-plus-noise level
by statistically analyzing an extended time interval of the
spectral magnitude data so that the degrading interference, if
present, is included in the analyzed spectral magnitude data.
An interference metric may then be determined based on a
ratio of the estimated intermittent-interference-plus-noise
level to the estimated thermal noise. The interference metric
may then be evaluated against one or more thresholds to
detect the presence or absence of degrading RF interference.

[0014] In one embodiment, estimating the thermal noise
comprises obtaining a frequency domain representation of
the plurality of time intervals, wherein the frequency domain
representation includes a magnitude level for each of a
plurality of frequencies sorted in an order statistic (e.g.,
Rayleigh or other) distribution. A value may be determined
associated with a thermal-noise reference percentile relative
to the distribution as a raw thermal noise estimate, and the
raw thermal noise estimate may be conditioned to compen-
sate for estimation bias in order to obtain the thermal noise
estimate. Estimating the intermittent-interference-plus-noise
level may include obtaining a frequency domain represen-
tation of the extended time interval, wherein the frequency
domain representation includes a magnitude level for each
of a plurality of frequencies sorted in an order statistic
Rayleigh distribution. Then a value may be determined
associated with the reference percentile relative to the Ray-
leigh distribution as a raw intermittent-interference-plus-
noise level estimate, and the raw intermittent-interference-
plus-noise level estimate may be conditioned to compensate
for estimation bias to obtain the intermittent-interference-
plus-noise level estimate.

[0015] A selected number of samples of the extended time
interval may be discarded prior to obtaining the frequency
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domain representations. The thermal-noise reference per-
centile may comprise a standard deviation percentile along
the Rayleigh distribution selected to be lower than repre-
sentations of RF object reflections and degrading interfer-
ence in the Rayleigh distribution.

[0016] In one aspect, estimate conditioning may comprise
eliminating outlier and averaging remaining thermal noise or
intermittent-interference-plus-noise level estimates, respec-
tively, over several sampling cycles. Obtaining the fre-
quency domain representations may further comprise
respectively reducing sidelobe energies of the frequency
domain representations through application of a window
approximation (e.g., a Kaiser window, etc.).

[0017] In another embodiment, normalization techniques
may be applied in order to compensate for time domain
attenuation underestimations of the thermal noise and inter-
mittent-interference-plus-noise level estimates resulting
from the window approximation.

[0018] In another aspect, obtaining the frequency domain
representations may comprise applying a FFT of respective
lengths. Whereas an FFT length associated with the thermal
noise estimation may comprise a fraction of the number of
time intervals in the plurality of time intervals, the FFT
length associated with the intermittent-interference-plus-
noise level estimation may be equal to a number of time
domain samples of the extended time interval. The use of
distinct FFT lengths may result in scaling changes in the
thermal noise and intermittent-interference-plus-noise level
estimates. Normalization may be utilized to compensate for
such operations.

[0019] One or more parameters may be received by the RF
receiver (or a detector or controller of the receiver) speci-
fying at least one of the number of time intervals in the
plurality, a number of time intervals to be discarded prior to
estimating the thermal noise, an FFT length to be used in
estimating the thermal noise, an FFT length to be used in
estimating the interference plus noise level, and a percentile
for identifying a reference percentile relative to an order
statistic Rayleigh distribution of the spectral magnitude data.
[0020] In another aspect, present disclosure provides an
interference detector for use with an RF receiver configured
to receive an RF signal including a SOI and potentially an
intermittent interference signal occupying an interference
bandwidth. The detector may include a controller and/or
processor configured to operate in accordance with any of
the above method embodiments. In one embodiment, the RF
receiver comprises an automotive radar receiver.

[0021] In another embodiment, the disclosure provides an
RF receiver configured to detect RF interference that
includes a front end configured to receive an RF signal
including a SOI and potentially an intermittent interference
signal occupying an interference bandwidth, and an inter-
ference detection controller and/or processor configured to
operate in accordance with any of the above method
embodiments.

[0022] The foregoing and other features and advantages of
the embodiments will be apparent from the following more
particular description, as illustrated in the accompanying
drawing.

BRIEF DESCRIPTION OF THE FIGURES

[0023] The present disclosure is further described in the
detailed description which follows, in reference to the noted
plurality of drawings by way of non-limiting examples of



US 2019/0041492 Al

embodiments of the present disclosure, in which like refer-
ence numerals represent similar parts throughout the several
views of the drawings.

[0024] FIG. 1 is a schematic functional block diagram
illustrating a RF sensor system in accordance with various
embodiments.

[0025] FIG. 2 is a flow diagram illustrating a method of
interference detection in accordance with an embodiment of
the disclosure.

[0026] FIG. 3 is a schematic functional block diagram
illustrating an embodiment of an interference detector.
[0027] FIG. 4 is a schematic functional block diagram
illustrating another perspective of an embodiment of an
interference detector.

[0028] FIGS. 5A-5C are schematic functional block dia-
grams illustrating components of an embodiment of an order
statistic filter.

[0029] FIGS. 6A and 6B are schematic functional block
diagrams illustrating embodiments of noise conditioners.
[0030] FIG. 7 is a schematic functional block diagram
illustrating an embodiment of an interference detection
metric calculator.

[0031] FIG. 8 is a schematic functional block diagram
illustrating an embodiment of interference detection logic.
[0032] FIG. 9 is a schematic functional block diagram
illustrating an embodiment of alert logic.

[0033] FIGS. 10A-10Q are signal plots of thermal noise,
interference-plus-noise and detection metrics resulting from
numerous simulation testing scenarios.

DETAILED DESCRIPTION

[0034] The details described and illustrated herein are by
way of example and for purposes of illustrative description
of the exemplary embodiments only and are presented in the
case of providing what is believed to be the most useful and
readily understood description of the principles and concep-
tual aspects of the disclosure. In this regard, no attempt is
made to show structural details of the subject matter in more
detail than is necessary for the fundamental understanding of
the disclosure, the description taken with the drawings
making apparent to those skilled in that how the several
forms of the present disclosure may be embodied in practice.
Further, like reference numbers and designations in the
various drawings indicate like elements.

[0035] The embodiments described herein are directed to
interference detection methods and detectors, and RF receiv-
ers employing them. FIG. 1 illustrates an exemplary radar
sensor (radar system) 100, the sensor having two receiver
channels and one transmitter channel. Radar sensor 100 may
be configured with conventional RF components and assem-
blies, such as an antenna array 102, analog front end
electronics 104, a digital front end module 106, and a signal
processing module 108. Signal processing module 108 may
be configured with a processor or controller 110 and an
interference detector 112 that operates on a received RF
signal 114 in accordance with the disclosed embodiments.

[0036] FIG. 2 illustrates multiple steps of an interference
detection method 200 in accordance with an embodiment.
Once the distribution of the thermal noise and interference
is known, the statistical model can be used to set thresholds
for satistying interference alert and/or countermeasure ini-
tiation or cessation. Method 200 will be described in detail
with example functional block diagrams shown in additional
figures. In general, however, exemplary method 200 begins
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by receiving (step 202) the received RF signal 114 detected
by radar sensor 100. Received signal 114 includes an RF
signal of interest (SOI) 116, such as a reflected wave of a
transmitted signal emitted by a transmitter of radar sensor
100, and potentially an intermittent interference signal 118
occupying an interference bandwidth. In step 204, thermal
noise 205 is estimated by the interference detector 112 by
statistically analyzing a plurality of short time intervals of
spectral magnitude data of the received RF signal 114,
including at least one spectral magnitude data interval not
including the intermittent interference signal 118. The inter-
ference source cannot be continuously present during opera-
tion of the sensor 100. In an exemplary embodiment, “pres-
ent” may mean detectable for at least a determined time,
such as 6 ms. So, not continuously present would mean that
there must be some time gaps in the presence and/or effects
of the interfering source. For example, an interfering source
might have a repeating transmission cycle, where each cycle
has example duration of 30 ms. A first segment of the
interferer cycle might comprise 20 ms of fast frequency
sweeping that causes interference to the sensor 100. A
second segment, however, might comprise a pulsed segment
at a single carrier frequency lasting 6 ms, which does not
cause degrading interference to sensor 100. Finally, a last
example segment might consist of a 4 ms period of no RF
transmissions.

[0037] An interference-plus-noise level 207 may be esti-
mated (step 206) by detector 112 by statistically analyzing
an extended time interval of the data of received RF signal
114, so that the degrading interference, if present, will be
included in the extended time interval. In step 208, an
interference metric 209 may be determined by detector 112
based on a ratio of the estimated interference-plus-noise
level 207 to the estimated thermal noise 205. In step 210, the
interference metric 209 may be evaluated against one or
more thresholds 211 to detect the presence or absence of
degrading RF interference in received RF signal 114. If the
interference metric 209 exceeds the one or more thresholds
211 under conditions defined by logic of the detector 112, an
alert or other countermeasure control signal 212 may be
issued by the detector 112.

[0038] FIG. 3 is a block diagram representation of an
embodiment of an interference detector 300 (which may be
very similar or identical to detector 112). As shown, inter-
ference detector 300 may be configured with two data flow
channels, one of which may receive a first input data stream
304, for example a stream of 256 time-domain samples of
the received RF signal 114 received at a normal angle to an
antenna array of the sensor 100. A second time-domain data
stream 306 corresponding to the received RF signal 114
received at a squint angle with respect to the sensor 100
antenna array may be received as input to the second data
flow channel. The time-domain data streams 304, 306
(which in other embodiments are not limited to normal and
squint angle data streams) are each fed into respective beam
interference detectors 302A, 302B, which in turn generate,
respectively, normal-beam interference alert 308 and squint-
beam interference alert 312 signals. Alerts signals 308, 312
may be received by logic module 310, which uses indication
(s) of the presence of a degrading interference signal
reflected in the values of the alert signals 308, 312 to
determine whether to issue an interference alert 312 (or
other counter measure control signal).
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[0039] FIG. 4 is a block diagram showing in more detail
functional components of an embodiment of an interference
detector 400, i.e., implementing 302A and/or 302B. The
time-domain data samples 304, 306 are received at DC
removal module 402 where average values of any DC
signals present in the samples are removed. The output from
DC removal module 402 is split into separate noise and
interference-plus-noise signal processing data flows. As will
be described in detail below, the signal processing channels
employ order statistics (OS) in OS filters 404, 406 to
respectively generate raw noise estimate o,, 408 and raw
interference plus noise estimate o,,,,, 410, and conditioning
(at conditioners 412, 414) to generate conditioned noise
estimate o, 416 and conditioned interference plus noise
estimates o,,,,, 418 that are used by detection metric calcu-
lator 420 to determine an interference-plus-noise to noise
ratio 422. OS are advantageous because they are directly
related to the underlying distribution and are robust in the
presence of outliers. Detection logic 424 then uses the
detection metric 422 to determine whether a degrading
interfering signal has been detected; i.e., a raw detection
signal 426 is output from detection logic 424. Additional
alert logic 428 then determines whether alert conditions
have been met, and if so, an interference alert 430 (or
countermeasure control signal) is output.

[0040] FIG. 5A illustrates in more detail the operation of
an OS filter 500, such as OS filter 404 which is used to
estimate thermal noise 205 and OS filter 406 used to
estimate interference plus noise in received RF signal 114.
OS filter 500 utilizes Rayleigh probability distribution 502
and a number of process control parameters whose values
depend upon whether thermal noise 205 or interference plus
noise level 207 is being estimated. The significance of the
example parameter values shown in Table One will be
described below.

TABLE ONE

OS Filter Process Parameter Values

Thermal Noise Interference
Parameter Estimator Estimator
N 256 128
FFT Length 16 128
Window Type Kaiser12 Kaiserl2
Percentile 5% 5%
[0041] On each radar cycle, a number (e.g., 256) of

time-domain data samples 504 of received RF signal 114 are
received by OS filter 500 (after DC components have been
removed by DC removal module 402). To achieve reason-
able accuracy in determining the noise estimates and detec-
tion metric, a large enough sample set must be used to
reduce the expected uncertainty to a reasonably small value.
Blanker 506 discards all but N samples of the data 504,
wherein parameter N 508 is selected based on whether
thermal noise 205 or interference 207 is being estimated. In
the exemplary embodiment, if thermal noise 205 is to be
estimated, all 256 data samples are utilized. If interference
level 207 is to be estimated, half (e.g., 128) of the data
samples may be discarded. A goal of using a larger N time
interval sample set for estimating thermal noise 205 is to
include for analysis at least one time interval in which the
intermittent interference signal is not present, so that the
interfering signal and the RF SOI do not mask one another
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at identical or overlapping frequencies. Blanker 506 then
output N time-domain samples 510 to STFTM module 512.
STFTM module 512 performs a non-overlapping short-time
Fourier transform magnitude operation on the N time-
domain samples 510, resulting in a frequency domain rep-
resentation of the time interval data including a magnitude
level for each of a plurality of frequencies at which signals
are present in the received RF signal 114. STFTM module
512 utilizes two additional inputs, a FFT length parameter
514 and a window function 516. FFT length parameter 514
may be selected to be short for thermal noise estimation, to
increase the number of transform operations and the prob-
ability that no interfering signal is present in the analyzed
time interval data. In contrast, in estimating interference,
FFT length parameter 514 may be selected to be an extended
time interval, e.g., equal to the number N of the time domain
samples 510. Window function 516 is generated by window
module 518, which accepts as an input the FFT length
parameter 514 and window type parameter 520 (e.g., a
Kaiser window, etc.). Window function 516 operates to
reduce sidelobe energies of the frequency domain represen-
tations of the spectral data resulting from the STFTM
window approximation operation.

[0042] STFTM spectral output data 522 is then sorted by
magnitude in ascending order by sorting function 524.
Sorted spectral magnitude data 526 is then passed from
sorting function 524 to Rayleigh parameter estimator 528.
The Rayleigh parameter estimator 528 operates (as
described in detail below) to generate a raw sigma estimate
a. 534, which could comprise raw noise o,, 408 or raw
interference plus noise o,,,,, 410 of FIG. 4, depending upon
which variance is being estimated in the particular embodi-
ment of OS filter 500.

[0043] The operation of Rayleigh parameter estimator 528
will now be described with additional reference to FIGS. 5B
and 5C. In order to generate raw sigma estimate o,,,,, 534,
parameter estimator 528 first iteratively generates an
unscaled estimate O,,,..... 350 at Rayleigh statistic con-
verter 536, and then performs FFT normalization 552 and
window normalization 554 on unscaled estimate O,,,...;.0
550 to obtain the raw sigma estimate o,,,, 534. Rayleigh
parameter estimator 528 estimates the raw sigma estimate
O, 534 under which the assumption that the sorted spectral
data 526 is a random variable having a Rayleigh distribution
(as shown in FIG. 5A). The Rayleigh distribution has one
parameter, o, which is the same as being estimated by the
Rayleigh parameter estimator 528, i.e., raw sigma estimate
534. The sorted spectral data 526, however, may include
signal components that disturb the Rayleigh distribution.
Non-arithmetic estimates are plotted against distribution 502
to illustrate different “modes” in the spectrum. Each mode
corresponds to a single component in the receive RF signal,
including the desired RF SOI 116 and the degrading inter-
ference signal 118. An advantageous operating principle of
the order statistics analyses utilized in the embodiments is
the data populating the left-most portion of the probability
distribution plot 502 comprises predominantly, if not exclu-
sively, thermal noise 205 or interference plus noise data.
Data representing the RF SOI 116 and degrading RF inter-
ference signal 118 end up plotted towards the far right
portion of the distribution 502, as shown for explanatory
purposes only. As shown in FIG. 5B, Rayleigh statistic
converter 536 receives as an initial input the reference
percentile parameter 532 (e.g., 5% of the probability distri-
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bution) and the sorted spectral magnitude data 526. Rayleigh
statistic converter 536 represents a function that generates
and iteratively refines the accuracy of unscaled estimate
O,uscatea 330 based on these inputs and measures of bias
present in the instant estimate. As shown in FIG. 5C,
Rayleigh statistic converter 536 initializes (block 541) a
counter and initializes (block 542) an adjusted percentile
raw estimate to the input reference percentile parameter 532.
An iterative process (blocks 538 and 544) is then performed
to remove any corruption bias that may be present in the raw
estimate a. 534 due to the presence of outliers (e.g., from
reflected target objects signals, interference, etc.) in the
Rayleigh distribution 502. For example, if half of the sorted
spectral magnitude data 526 are corrupted by outliers, this
could cause roughly a 10% error in the raw estimate o,,,,
534. In order to remove the corruption bias, the raw estimate
O, 334 is recalculated (in block 538) iteratively with
adjustments in an adjusted reference percentile 532'.

[0044] On each iteration, an iteration counter is checked
(block 540), and if the counter has not exceeded a defined
threshold (e.g., 3 iterations), a current bias is determined
(block 545) by investigating the actual rank of a three
standard deviation (36)value in the sorted and plotted spec-
tral magnitude plot 502 and adjusting (blocks 546 and 548)
the adjusted reference percentile 532' such that the 36 value
represents a 99 percentile in the sorted spectral magnitude
plot 502. The iterative loop counter is also incremented in
block 547. When the counter is determined (block 540) to
meet or exceed the iterative loop count, the bias removal
process ceases and Rayleigh statistic converter 536 outputs
the current unscaled estimate o, .., 550, whereupon it
undergoes FFT normalization 552 and window normaliza-
tion 554. FFT normalization 552 compensates for scaling
introduced by using different FFT lengths in STFTM mod-
ule 512. The unscaled a estimate 550 is multiplied by a
correction factor comprising the inverse square root of the
FFT length parameter 514. Window normalization 554
applies a noise-loss correction factor to compensate for
underestimation error introduced in the time domain by the
application of window function 516. The output of window
normalization is a compensated raw noise estimate arm 534.

[0045] With reference again to FIG. 4, OS filters 404, 406
output respectively raw noise estimate am 408 and raw
interference plus noise estimate O,,,,, 410. The raw noise
estimate o,, 408 is output on each cycle of the RF receiver
to noise conditioner 412, details of which are shown in FIG.
6A. In the embodiment shown, noise conditioner 412 gath-
ers raw noise estimates o,, 408 (block 602) over a predefined
number (e.g., 8) of RF receiver cycles, and selects for output
the minimum value of the collected set, i.e., the noise a least
corrupted by noise of interference. The selected minimum
noise a has corrupting bias removed (block 604), and the
conditioned noise estimate o, 416 is then output from noise
conditioner 412. FIG. 6B shows details of the operation of
an embodiment of interference conditioner 414, which
receives raw interference plus noise estimate o,,,,, 410 over
a similar number of RF receiver cycles and performs a 25%
trimmed mean operation thereupon. That is, from the (exem-
plary) 8 samples received, interference conditioner 414
discards the largest two values and the two smallest values,
and outputs as the conditioned interference plus noise esti-
mate O,,,,, 418 the average of the remaining input samples.
[0046] With reference again to FIG. 4, conditioned noise
estimate a. 416 and conditioned interference plus noise
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estimate o,,,, 418 are passed to detection metric calculator
420, exemplary functions of an embodiment of which are
shown in FIG. 7. DMC 420 computes (blocks 702, 704) a
ratio of the two values, applies a maximum operator (block
706) to reduce fluctuations in the ratio, and converts (block
708) the ratio in decibel (dB) units. DMC 420 outputs the
detection metric 422. The detection metric 422 is then
passed to detection logic 424 of the interference detector
400. An example embodiment of detection logic 424 is
shown in FIG. 8, wherein detection logic 424 compares the
detection metric 422 to respective values of an “On” thresh-
old 802 and an “Off” threshold 804, and outputs raw
detection state signal 426 that indicates the current state (i.e.,
On, Off] or indeterminate state where no changes to current
actions is to be taken.) The detection state signal 426 may be
passed to alert logic 428 of the interference detector 400, as
shown in FIG. 4. Alternatively, the detection state signal 426
may immediately trigger or cease an alert or an invoked
countermeasure application.

[0047] An example embodiment of Alert logic 428 is
shown in FIG. 9, wherein the raw detection signal 426 and
a counter 902 may be utilized to introduce RF receiver
cycle-based delays by only taking actions, such as turning on
or off alerts or countermeasures, after a predefined number
of cycles in which a change in the raw detection signal 426
has been encountered.

Experimental Results

[0048] Interference detectors in accordance with the
embodiments provide reliable detection of degrading inter-
ference in mild (e.g., receiver noise floor increases of 12-24
dB) to severe (e.g., 36 dB or greater increases) interference
conditions. The incidences of false alarms given during
conditions of no interference are extremely low.

[0049] Numerous Monte-Carlo simulations were per-
formed to demonstrate the robustness of the degrading
interference detection methods and detectors. Variables
introduced into the simulations included RF detection sce-
nario parameters such as numbers of target objects super-
posed in a region of interest being sensed by the sensor 100,
object radar cross section, object ranges (from the sensor
100), object velocities, no interference conditions, and con-
ditions of intermittent interference comprising an interfer-
ence model including a repeating pattern of transmission
followed by radio silence formed by adding a complex
Gaussian random variable to each time-domain sample
collected during any transmission period. Variations in
receiver parameters were also employed, such as thermal
noise standard deviations, 1Q balance, and ADC quantiza-
tion. Consistent transmission waveforms from the sensor
100 and interference control parameters (i.e., numbers of
spectral data samples, noise and interference FFT lengths,
noise percentile, window type, and detection thresholds,
etc.) were utilized.

[0050] FIG. 10A shows an example of spectral magnitude
values 1000 from which a 5% thermal noise reference
percentile parameter was collected. The x-axis indicates
frequency translated to Doppler in units of meters/second for
a particular radar sensor. The y-axis provides spectral mag-
nitude in decibels. FIG. 10A shows 17 separate spectra, one
corresponding to a 128-point FFT used for interference
estimation, and the remaining corresponding to the 16-point
FFTs used for estimating thermal noise. These spectral
values correspond to FFT normalization 522 of FIG. 5A.
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FIG. 10B shows, for a scenario of low thermal noise
(stdev=1) and no interference, values over time of condi-
tioned interference-plus-noise estimate 1002 (such as pre-
viously described o,,,, 418) and conditioned noise estimate
1004 (such as previously described o,,, 416). The estimated
noise levels 1002a, 1004q are consistent with the scenario
parameters. FIG. 10C shows, for the same scenario, a
detection metric 10064 (such as previously described metric
422) over time. The small variation of the metric 10064 from
0 dB level 1008, and significant value below both On
detection threshold 1010 (e.g., threshold 802) and Off detec-
tion threshold 1012 (e.g., threshold 804) indicates that no
interference energy is present.

[0051] FIGS. 10D and 10E show, for a scenario of higher
thermal noise (i.e., std dev of 10, versus 1 in the previous
scenario) and no interference, the resulting noise levels
10025, 10045 (e.g., corresponding to estimates 418 and 416
respectively) are correspondingly higher, but the detection
metric 10065 is not disturbed by the higher noise level.

[0052] FIGS. 10F and 10G show resulting signals for a
scenario of low thermal noise (std dev 1), and no interfer-
ence, but in the presence of a single 10 m? target object at
4.5 m range and moving at 2.6 m/s. The noise levels 1002c,
1004c¢ are centered about the stdev 1 axis, and the detection
metric 1006¢ remains undisturbed by the presence of the
target object.

[0053] FIGS. 10H and 10I shown resulting signals for a
scenario of low thermal noise and no interference, but in the
presence of sixteen (16) 10 m? target objects. Again, the
noise level 10024, 1004d are commensurate with input
noise, and the detection metric 10064 remains undisturbed
by the presence of numerous target objects.

[0054] FIGS. 10J and 10K show resulting signals for a
scenario of low thermal noise and no target objects, but with
the model interference signal (stdev=10; interference-to-
noise ratio=20 dB) applied. A higher conditioned interfer-
ence plus noise estimate 1002¢ is shown, separate from the
conditioned noise estimate 1004e. The interference detec-
tion metric 1006e now indicates the presence of the inter-
fering signal, rising above both the On detection threshold
1010 and Off detection threshold 1012.

[0055] FIGS. 10L and 10M show resulting signals for a
scenario of low thermal noise and no interference, in the
presence of 16 target objects, and with a severe 1Q imbal-
ance (i.e., IQ amplitude balance=2; IQ phase balance=120°.
The detection metric 1006fis not disturbed by the severe 1Q
imbalance. False alarms are not generated, as the detection
metric 10061 is well below the On threshold 1010 and only
exceeds the Off threshold 1012 briefly.

[0056] FIGS. 10N and 100 show resulting signals for a
scenario of the thermal noise floor being below an ADC
quantization bit of the simulated RF receiver, for example
where the thermal noise stdev=0.128, is 3 bits below the
quantization bit, in the presence of no interference and 16
target objects. In this scenario, the noise levels 1002g, 1004g
are increased equally, the detection metric 1006g is not
disturbed, and no false alarms are generated.

[0057] FIGS. 10P and 10Q show resulting signals for a
scenario of low thermal noise, in the presence of no inter-
ference, but in the presence of a massively large (1000 m?)
target object, at close range (0.5 m) and impossibly fast
acceleration (1000 m/s?). There is a slight separation
between the lower conditioned interference plus noise esti-
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mate 1002/ and the conditioned noise estimate 1004/, but
the detection metric 1006/ is not significantly disturbed, and
no false alarms are issued.

[0058] Various embodiments of the above-described RF
receivers, detectors and methods may be implemented in
digital electronic circuitry, in computer hardware, firmware,
and/or software. The implementation can be as a computer
program product (i.e., a computer program tangibly embod-
ied in an information carrier). The implementation can, for
example, be in a machine-readable storage device and/or in
a propagated signal, for execution by, or to control the
operation of, data processing apparatus. The implementation
can, for example, be a programmable processor, a computer,
and/or multiple computers.

[0059] A computer program can be written in any form of
programming language, including compiled and/or inter-
preted languages, and the computer program can be
deployed in any form, including as a stand-alone program or
as a subroutine, element, and/or other unit suitable for use in
a computing environment. A computer program can be
deployed to be executed on one computer or on multiple
computers at one site.

[0060] Method steps can be performed by one or more
programmable processors and/or controllers executing a
computer program to perform functions of the invention by
operating on input data and generating output. Method steps
can also be performed by, and an apparatus can be imple-
mented as, special purpose logic circuitry. The circuitry can,
for example, be a FPGA (field programmable gate array)
and/or an ASIC (application-specific integrated circuit).
Modules, subroutines, and software agents can refer to
portions of the computer program, the processor, the special
circuitry, software, and/or hardware, e.g., a controller such
as a microcontroller, which implements that functionality.
[0061] Processors suitable for the execution of a computer
program include, by way of example, both general and
special purpose microprocessors, and any one or more
processors of any kind of digital computer. Generally, a
processor receives instructions and data from a read-only
memory or a random access memory or both. The essential
elements of a computer are a processor for executing
instructions and one or more memory devices for storing
instructions and data. Generally, a computer can be opera-
tively coupled to receive data from and/or transfer data to
one or more mass storage devices for storing data, e.g.,
magnetic, magneto-optical disks, or optical disks.

[0062] Data transmission and instructions (e.g., for pro-
cess control parameter selection, etc.) can also occur over a
communications network. Information carriers suitable for
embodying computer program instructions and data include
all forms of non-volatile memory, including by way of
example semiconductor memory devices. The information
carriers can, for example, be EPROM, EEPROM, flash
memory devices, magnetic disks, internal hard disks, remov-
able disks, magneto-optical disks, CD-ROM, and/or DVD-
ROM disks. The processor and the memory can be supple-
mented by and/or incorporated in special purpose logic
circuitry.

[0063] To provide for interaction with a user, the above
described techniques can be implemented on a computer
having a display device. The display device can, for
example, be a cathode ray tube (CRT) and/or a liquid crystal
display (LCD) monitor. The interaction with a user can, for
example, be a display of information to the user and a
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keyboard and a pointing device, e.g., a mouse or a trackball,
by which the user can provide input to the computer, e.g.,
interact with a user interface element. Other kinds of devices
can be used to provide for interaction with a user. Other
devices can, for example, be feedback provided to the user
in any form of sensory feedback, e.g., visual feedback,
auditory feedback, or tactile feedback. Input from the user
can, for example, be received in any form, including acous-
tic, speech, and/or tactile input.

[0064] The above described techniques can be imple-
mented in a distributed computing system that includes a
back-end component. The back-end component can, for
example, be a data server, a middleware component, and/or
an application server. The above described techniques can be
implemented in a distributing computing system that
includes a front-end component. The front-end component
can, for example, be a client computer having a graphical
user interface, a Web browser through which a user can
interact with an example implementation, and/or other
graphical user interfaces for a transmitting device. The
components of the system can be interconnected by any
form or medium of digital data communication, e.g., a
communication network. Examples of communication net-
works include a local area network (LAN), a wide area
network (WAN), the Internet, wired networks, and/or wire-
less networks.

[0065] The system can include clients and servers. A client
and a server are generally remote from each other and
typically interact through a communication network. The
relationship of client and server arises by virtue of computer
programs running on the respective computers and having a
client-server relationship to each other.

[0066] Packet-based networks can include, for example,
the Internet, a carrier internet protocol (IP) network, e.g.,
local area network (LLAN), wide area network (WAN),
campus area network (CAN), metropolitan area network
(MAN), home area network (HAN)), a private IP network,
an IP private branch exchange (IPBX), a wireless network,
e.g., radio access network (RAN), 802.11 network, 802.16
network, general packet radio service (GPRS) network,
HiperLAN), and/or other packet-based networks. Circuit-
based networks can include, for example, the public
switched telephone network (PSTN), a private branch
exchange (PBX), a wireless network, e.g., RAN, Bluetooth,
code-division multiple access (CDMA) network, time divi-
sion multiple access (TDMA) network, global system for
mobile communications (GSM) network), and/or other cir-
cuit-based networks.

[0067] The computing system can also include one or
more computing devices. A computing device can include,
for example, a computer, a computer with a browser device,
a telephone, an IP phone, a mobile device, e.g., cellular
phone, personal digital assistant (PDA) device, laptop com-
puter, electronic mail device, and/or other communication
devices. The browser device includes, for example, a com-
puter, e.g., desktop computer, laptop computer, with a World
Wide Web browser, e.g., Microsoft® Internet Explorer®
available from Microsoft Corporation, Mozilla® Firefox
available from Mozilla Corporation. The mobile computing
device includes, for example, a Blackberry®, iPAD®,
iPhone® or other smartphone device.

[0068] Whereas many alterations and modifications of the
disclosure will no doubt become apparent to a person of
ordinary skill in the art after having read the foregoing
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description, it is to be understood that the particular embodi-
ments shown and described by way of illustration are in no
way intended to be considered limiting. Further, the subject
matter has been described with reference to particular
embodiments, but variations within the spirit and scope of
the disclosure will occur to those skilled in the art. It is noted
that the foregoing examples have been provided merely for
the purpose of explanation and are in no way to be construed
as limiting of the present disclosure.
[0069] While the present disclosure has been described
with reference to example embodiments, it is understood
that the words that have been used herein, are words of
description and illustration, rather than words of limitation.
Changes may be made, within the purview of the appended
claims, as presently stated and as amended, without depart-
ing from the scope and spirit of the present disclosure in its
aspects.
[0070] Although the present disclosure has been described
herein with reference to particular means, materials and
embodiments, the present disclosure is not intended to be
limited to the particulars disclosed herein; rather, the present
disclosure extends to all functionally equivalent structures,
methods and uses, such as are within the scope of the
appended claims.
What is claimed is:
1. A method of detecting RF interference, comprising the
steps of:
receiving an RF signal detected at a receiver, the received
RF signal including a desired RF signal and potentially
an intermittent interference signal occupying an inter-
ference bandwidth;
estimating thermal noise of the receiver by statistically
analyzing a plurality of time intervals of data of the
received RF signal, including at least one data interval
not including the intermittent interference signal;
estimating an intermittent-interference-plus-noise level
by statistically analyzing an extended time interval of
the data;
determining an interference metric based on a ratio of the
estimated intermittent-interference-plus-noise level to
the estimated thermal noise; and
evaluating the interference metric against one or more
thresholds to detect the presence or absence of degrad-
ing RF interference.
2. The method of claim 1, wherein statistically analyzing
comprises application of order statistic filtering.
3. The method of claim 1, wherein:
estimating the thermal noise of the receiver further com-
prises
obtaining a frequency domain representation of the
plurality of time intervals, the frequency domain
representation including a magnitude level for each
of a plurality of frequencies sorted in an order
statistic distribution,
determining a value associated with a thermal-noise
reference percentile relative to the distribution as a
raw thermal noise estimate, and
conditioning the raw thermal noise estimate to com-
pensate for estimation bias in order to obtain the
thermal noise estimate; and
estimating the intermittent-interference-plus-noise level
further comprises
obtaining a frequency domain representation of the
extended time interval, the frequency domain repre-
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sentation including a magnitude level for each of a
plurality of frequencies sorted in an order statistic
distribution,

determining a value associated with the reference per-
centile relative to the distribution as a raw intermit-
tent-interference-plus-noise level estimate, and

conditioning the raw intermittent-interference-plus-
noise level estimate to compensate for estimation
bias to obtain the intermittent-interference-plus-
noise level estimate.

4. The method of claim 3, further comprising discarding
a selected number of samples of the extended time interval
prior to obtaining the frequency domain representation.

5. The method of claim 3, wherein the thermal-noise
reference percentile comprises a standard deviation percen-
tile along a Rayleigh distribution selected to be lower than
representations of RF object reflections and degrading inter-
ference in the Rayleigh distribution.

6. The method of claim 3, wherein conditioning further
comprises eliminating outlier and averaging remaining ther-
mal noise or intermittent-interference-plus-noise level esti-
mates, respectively, over several sampling cycles.

7. The method of claim 3, wherein obtaining the fre-
quency domain representations further comprise respec-
tively reducing sidelobe energies of the frequency domain
representations through application of a window approxi-
mation.

8. The method of claim 7, further comprising respectively
normalizing to compensate for time domain attenuation
underestimations of the thermal noise and intermittent-
interference-plus-noise level estimates resulting from the
window approximation.

9. The method of claim 3, wherein:

obtaining the frequency domain representations further

comprises applying a FFT of respective lengths;

the FFT length associated with the thermal noise estima-

tion is a fraction of the number of time intervals in the
plurality of time intervals; and

the FFT length associated with the intermittent-interfer-

ence-plus-noise level estimation is equal to a number of
time domain samples of the extended time interval.

10. The method of claim 9, further comprising normaliz-
ing to compensate for scaling changes in the thermal noise
and intermittent-interference-plus-noise level estimates
resulting from use of distinct FFT length.

11. The method of claim 1, further comprising receiving
one or more parameters specifying at least one of the number
of time intervals in the plurality, a number of time intervals
to be discarded prior to estimating the thermal noise, an FFT
length to be used in estimating the thermal noise, an FFT
length to be used in estimating the interference plus noise
level, and a percentile for identifying a reference percentile
relative to an order statistic distribution of the spectral
magnitude data.

12. The method of claim 1, further comprising issuing an
interference alert or invoking an interference suppression or
avoidance application if the interference metric exceeds an
alert threshold for a predetermined number of sampling
cycles.

13. The method of claim 1, wherein the desired RF signal
comprises an automotive radar signal and the receiver
comprises an automotive radar receiver.

14. An interference detector for use with an RF receiver
configured to receive an RF signal including a desired RF
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signal and potentially an intermittent interference signal
occupying an interference bandwidth, comprising;

an interference detection controller and/or processor

operative to:
estimate thermal noise of the receiver by statistically
analyzing a plurality of time intervals of data of the
received RF signal, including at least one data interval
not including the intermittent interference signal;

estimate an intermittent-interference-plus-noise level by
statistically analyzing an extended time interval of the
data;

determine an interference metric based on a ratio of the

estimated intermittent-interference-plus-noise level to
thermal noise; and

evaluate the interference metric against one or more

thresholds to detect the presence or absence of degrad-
ing RF interference.

15. The detector of claim 14, wherein statistically ana-
lyzing comprises application of order statistic filtering.

16. The detector of claim 14, wherein the controller and/or
processor is further operative to estimate the thermal noise
of the receiver by:

obtaining a frequency domain representation of the plu-

rality of time intervals, the frequency domain repre-
sentation including a magnitude level for each of a
plurality of frequencies sorted in an order statistic
distribution,

determining a value associated with a thermal-noise ref-

erence percentile relative to the distribution as a raw
thermal noise estimate, and

conditioning the raw thermal noise estimate to compen-

sate for estimation bias in order to obtain the thermal
noise estimate; and

estimating the intermittent-interference-plus-noise level

further comprises

obtaining a frequency domain representation of the
extended time interval, the frequency domain repre-
sentation including a magnitude level for each of a
plurality of frequencies sorted in an order statistic
distribution,

determining a value associated with the reference per-
centile relative to the distribution as a raw intermit-
tent-interference-plus-noise level estimate, and

conditioning the raw intermittent-interference-plus-
noise level estimate to compensate for estimation
bias to obtain the intermittent-interference-plus-
noise level estimate.

17. The detector of claim 16, wherein the thermal-noise
reference percentile comprises a standard deviation percen-
tile along the distribution selected to be lower than repre-
sentations of RF object reflections and degrading interfer-
ence in the distribution.

18. The detector of claim 16, wherein the controller and/or
processor is further operative to obtain the frequency
domain representations by:

respectively reducing sidelobe energies of the frequency

domain representations through application of a win-
dow approximation; and

respectively normalizing to compensate for time domain

attenuation underestimations of the thermal noise and
intermittent-interference-plus-noise  level estimates
resulting from a window approximation.
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19. The detector of claim 16, wherein: 23. An RF receiver configured to detect RF interference,
the controller and/or processor is further operative to comprising: ) ) ) )
obtain the frequency domain representations by apply- a front end configured to receive an RF signal including
ing a FFT of respective lengths; a desired RF signal and potentially an intermittent
the FFT length associated with the thermal noise estima- alitggfrsgge signal occupying an interference band-
tion s a fract.lon qf the number of time intervals in the an inter,ference detection controller and/or processor
plurality of time intervals; and operative to:
the FFT length associated with the intermittent-interfer- estimate thermal noise of the receiver by statistically
ence-plus-noise level estimation is equal to a number of analyzing a plurality of time intervals of data of the
time domain samples of the extended time interval. received RF signal, including at least one data inter-
20. The detector of claim 14, wherein the controller and/or val not including the intermittent interference signal;
processor is further operative to issue an interference alert or estimate an intermittent-interference-plus-noise level
invoke an interference suppression or avoidance application by statistically analyzing an extended time interval
if the interference metric exceeds an alert threshold for a of the data;
predetermined number of sampling cycles. determine an interference metric based on a ratio of the
21. The detector of claim 20, wherein the controller and/or estimated inte.:rmittent-interfer ence-plus-noise level
processor is further operative to cease an alert or an invoked to thermal noise; and ) )
interference application if the interference metric falls below evaluate the interference metric against one or more
an alert off threshold. thresholds to detect the presence or absence of

22. The detector of claim 14, wherein the RF receiver degrading RF interference.

comprises an automotive radar receiver. k% & %



