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action is performed with the same portion of the user's body 
that was scanned for the biometric characteristic . The scan 
ner determines if the portion of the user's body leaves the 
scanning area and monitors the scanning area for extraneous 
objects . The method provides more resistance against a 
replay attack . 
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CHALLENGE - RESPONSE METHOD FOR the like . The scanner scans a predetermined part of a user's 
BIOMETRIC AUTHENTICATION body for the biometric characteristic . If the user's identifi 

cation corresponds to the scanned biometric characteristic , 
BACKGROUND then a challenge - response exchange between the user and 

5 the scanner begins . As the challenge , the scanner requests 
Field the user to perform a predetermined action of a portion of the 

user's body . The predetermined action may be , for example , 
This disclosure relates generally to access control , and a hand gesture . As a response to the challenge , the user 

more particularly , to a challenge - response method for bio provides the portion of the user's body within view of the 
metric authentication . 10 scanner while the predetermined action is performed . To 

provide resistance to a replay attack , the biometric charac 
Related Art teristic is monitored while the predetermined action is being 

scanned . The scanner checks that the predetermined action 
A system that grants access , such as for example , to a is being performed with the same portion of the user's body 

location , information , resources , or goods , may be protected 15 that was scanned for the biometric characteristic . Also , the 
from unauthorized access using an authentication mecha scanner determines if the portion of the user's body leaves 
nism . Biometrics can be used for authenticating the identity the scanning area and monitors the scanning area for extra 
of a person . Biometrics include characteristics about the neous objects . In this way , the method provides more 
person such as fingerprints , palm prints , facial features , resistance to a replay attack . 
voice , etc. Biometric authentication may be useful for pay In one embodiment , there is provided , a method for 
ment applications , unlocking devices such as smartphones biometric authentication , the method including : receiving , 
and unlocking doors . There are many types of attacks by an authenticating device , identification information about 
against biometric authentication systems . The replay attack a user ; scanning the user for a biometric characteristic of a 
is one type of attack that is used . During a replay attack , an portion of the user's body using the authenticating device ; 
attacker intercepts and records exchanged information 25 using the identification information , determining that the 
between an authenticating user and a system to which the biometric characteristic belongs to the user ; while the user's 
user is authenticating . The attacker can then “ replay ” the biometric characteristic is still being scanned by the authen 
intercepted information to impersonate the user and gain ticating device , requesting the user to display a predeter 
access to the system . There are many types of attacks against mined action by the portion of the user's body to the 
biometric authentication systems . The replay attack is one 30 authenticating device ; analyzing a response action by the 
type of attack that is used . As an example , when a user's user to the predetermined action to determine that the 
voice is used to authenticate a person , the voice can be response action favorably compares to the predetermined 
recorded and played back very easily . As another example , action requested by the authenticating devi and determin 
the attacker may create a fake fingerprint or an entire fake ing that the portion of the user's body remained within view 
hand and present the fake hand for authentication . In yet 35 of the authenticating device while the response action was 
another example , the user's body may be manipulated while being displayed and analyzed . The method may further 
unconscious , asleep , paralyzed or otherwise forced to include receiving , by the authenticating device , the identi 
authenticate . fication information and the user's biometric characteristic 
What is needed is a biometric authentication method that during an enrollment phase . The portion of the user's body 

is more resistant to a replay attack . 40 may be a hand and the response action is a hand gesture . The 
hand gesture may be either a static gesture or a dynamic 

BRIEF DESCRIPTION OF THE DRAWINGS gesture . The method may further include determining that no 
other objects entered within view of the authenticating 

The present invention is illustrated by way of example device while the response action was being performed . 
and is not limited by the accompanying figures , in which like 45 Requesting the user to display a predetermined action by the 
references indicate similar elements . Elements in the figures portion of the user's body may further include the authen 
are illustrated for simplicity and clarity and have not nec- ticating device randomly selecting the predetermined action . 
essarily been drawn to scale . Analyzing the response action may further include deter 
FIG . 1 illustrates a simplified flat one - dimensional scan- mining that the response action is performed by the portion 

50 of the user's body . The authenticating device may be a 
FIG . 2 illustrates a simplified multi - dimensional scanner . scanner having at least one optical sensor . The method may 
FIG . 3 illustrates challenge - response exchange between a further include determining that the response action is 

user and a scanner in accordance with an embodiment . performed by the user . Determining that the response action 
FIG . 4 illustrates a method for biometric authentication in is performed by the user may further include determining 

accordance with an embodiment . 55 that the predetermined action is performed by the user and 
FIG . 5 illustrates a data processing system for use with a not by an attacker manipulating the user . 

In another embodiment , there is provided , a method for 
biometric authentication , the method including : receiving , 

DETAILED DESCRIPTION by an authenticating device , identification information about 
60 a user ; scanning the user for a biometric characteristic of a 

Generally , there is provided , a biometric authentication portion of the user's body using the authenticating device ; 
method in accordance with an embodiment . Initially , iden- using the identification information , determining that the 
tification information is collected from a user . The identifi- biometric characteristic belongs to the user ; while the user's 
cation information may be provided to a scanner using a biometric characteristic is still being scanned by the authen 
keypad , smartcard , smartphone or other mechanism . The 65 ticating device , requesting the user to display a predeter 
identification information may include a predetermined bio- mined action by the portion of the user's body to the 
metric characteristic such as a fingerprint , vein pattern , or authenticating device ; analyzing a response action by the 

a 

ner . 

scanner . 

a 
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user to the predetermined action to determine that the The hand position and configuration can be deduced based 
response action favorably compares to the predetermined on reflections of radio waves as well as absorptions of radio 
action requested by the authenticating device ; determining waves and their modifications . As described below in accor 
that the portion of the user's body remained within view of dance with one embodiment , scanners 11 and 14 are used to 
the authenticating device while the response action was 5 identify and authenticate a person using a biometric char 
being displayed and analyzed ; and determining that no other acteristic of the user's hand ( s ) , such as hand geometry , vein 
objects entered within view of the authenticating device pattern , or fingerprints . 
while the response action was being performed . The portion FIG . 3 illustrates a challenge - response exchange between 
of the user's body may be a hand and the response action a user and a scanner in accordance with an embodiment . 
may be a hand gesture . The hand gesture may be either a 10 Using a biometric characteristic of a user's hand as an 
static gesture or a dynamic gesture . Requesting the user to example , at step 1 , a user may enter identification ( ID ) 
display a predetermined action by the portion of the user's information and put a hand within view of a scanner , such 
body may further include the scanner randomly selecting the as one of scanners 11 and 14. The scanner may request the 
predetermined action . Analyzing the response action may hand be positioned in a particular way and may specify 
further include determining that the response action is 15 either the left or right hand be inserted in the scanner . The 
performed by the portion of the user's body . The authenti- ID information may have been entered previously during , 
cating device performing the method may be a scanner for example , an enrollment phase , or may be implicit 
having at least one optical sensor . because the device can only authenticate a single user . For 

In yet another embodiment , there is provided , a method example , a smartphone belongs to one person and only the 
for biometric authentication , the method including : receiv- 20 one person can unlock the smartphone . At step 2 , the scanner 
ing , by a scanner , identification information about a user ; scans the hand and using the ID information and a biometric 
scanning the user for a biometric characteristic of a hand of characteristic , identifies the hand . If the ID information and 
the user using the scanner ; using the identification informa- biometric characteristic do not agree , then the exchange 
tion , determining that the hand belongs to the user ; while the ends , and access is denied . If the ID information and 
user's hand is still being scanned by the scanner , requesting 25 biometric characteristic favorably compare , then the chal 
the user to display a particular hand gesture to the scanner ; lenge - response proceeds to step 3 to make sure a replay 
analyzing a response hand gesture by the user to the prede- attack is not underway . To do that , the scanner checks that 
termined action to determine that the response hand gesture the hand has been in view of the scanner continuously and 
favorably compares to the predetermined action requested was not removed before making the gesture . The scanner 
by the scanner ; determining that the hand remained within 30 also makes sure the hand responding to the challenge gesture 
view of the scanner while the hand gesture was being is the same hand that was identified at step 2. At step 3 , the 
displayed and analyzed ; and determining that no other scanner generates a challenge hand gesture for the user to 
objects entered within view of the scanner while the hand perform . The challenge gesture may be chosen randomly . 
gesture was being performed . The biometric characteristic There are various ways the challenge can be issued . For 
of the user may include one or more of a fingerprint , a 35 example , a message or a picture may be displayed on a 
palmprint , a vein pattern , and hand geometry . The hand screen coupled to the scanner or an audio message may be 
gesture may be either a static gesture or a dynamic gesture . provided . At step 4 , the user responds to the challenge by 
Requesting the user display a particular hand gesture to the repeating the hand gesture within view of the scanner . The 
scanner may further include the scanner randomly selecting gesture may be a static gesture where the user configures the 
the particular hand gesture is to be displayed . 40 hand and then displays the gesture in view of the scanner 
FIG . 1 illustrates a highly simplified flat ( one - dimen- without movement . An example static gesture may be , e.g. , 

sional ) biometric scanner 11. FIG . 2 illustrates a highly a fist , an “ OK ” sign , or various letters of the sign alphabet . 
simplified box - like , multi - dimensional , biometric scanner The gesture may be a dynamic gesture that includes move 
14. Scanners 11 and 14 are used to scan a biometric ment of the hand . Also , the gesture may involve both hands . 
characteristic of a user's body such as hand or face . Bio- 45 At step 5 , the scanner checks that the response to the 
metric scanner 11 can scan an object or portion of person's challenge is correct . This may be done by periodically or 
body , e.g. , a hand ) from one direction . Biometric scanner 14 continuously authenticating the hand . Also , as an another 
can scan from multiple directions at the same time . For measure to prevent the replay attack , the scanner may ensure 
convenience , a user's hand 12 is shown being scanned in that additional objects did not enter within view of the 
FIG . 1 and FIG . 2. Other embodiments may apply the 50 scanner that may manipulate the hand to make the gesture . 
described method using other biometric characteristics for If these checks are passed , the scanner considers the user to 
other parts of a user's body . be authenticated and conscious while being scanned , and no 

User's hand 12 may be placed above a scanning area of replay attack is underway . 
flat scanner 11 as shown in FIG . 1 and inside box - like FIG . 4 illustrates method 30 for biometric authentication 
scanner 14 as shown in FIG . 2. Other scanners may be 55 in accordance with an embodiment . As before , method 30 is 
different . Also , the scanner may be part of another device , discussed using a hand of a user's body as an example . In 
such as a smartphone . The scanners may include one or more another embodiment , another part or biometric characteristic 
different types of scanning devices such as a touch screen , of the user may be used for authentication . Method 30 
infrared detector , an optical scanner such as a video camera , begins at step 32. At step 32 , a user that wants to be 
or other scanner types . The scanners may be connected to a 60 authenticated by a device capable of biometric authentica 
user input device such as one or more of a keypad , smartcard tion provides their ID information to the device . In one 
reader , display , or touch screen . A fingerprint scanner can be embodiment , the ID information is provided during an 
equipped with a camera so that a hand gesture may be enrollment phase . In response to the ID information , an 
performed after the fingerprint scan . For voice authentica- authenticating device , such as a biometric scanner as illus 
tion and identification , a recording device may be equipped 65 trated in FIG . 1 or FIG . 2 , requests the user to make their 
with a detection mechanism for radio waves ( including hand available to be scanned at step 34. Different techniques 
Wi - Fi , Bluetooth , and ultra - wideband ( UWB ) frequencies ) . can be used to ask the user to make a gesture . For example , 

a 

a 
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the scanner may show a picture of the gesture to be per- knowing whether the authentication failed , or whether their 
formed . Alternatively , a verbal description of the gesture performance of a gesture failed . This may be relevant in a 
may be provided . A list of gestures to choose from may be case where the gesture is only known to the user . 
provided by the user . The user can also provide the names FIG . 5 illustrates data processing system 60 for use with 
for the scanner to use for the gestures . The correct name of 5 the scanners of FIG . 1 and FIG . 2. Data processing system 
a gesture may only be known by the user . At decision step 60 may be implemented on one or more integrated circuits 
36 , the scanner determines if the scanned biometric of the and may be used in an implementation of the described 
hand compares favorably with the ID information . If not , embodiments . Data processing system 60 includes bus 62 . 
then the NO path is taken to step 38 , and the biometric Connected to bus 62 is one or more processor ( s ) 64 , system 
authentication fails , method 30 ends without performing a 10 memory 66 , scanner interface 68 , other memory 80 , and 
replay attack hand gesture check , and access is not granted co - processor 82. The one or more processor ( s ) 64 may 
to the user . However , if the ID information and the scanned include any hardware device capable of executing instruc 
biometric characteristic compare favorably , then the YES tions stored in memory 66 or other memory 80. For example , 
path is taken to step 40 to begin checking for a replay attack . processor ( s ) 64 may be used in a security application used 
At step 40 , a hand gesture is randomly chosen from a list . In 15 for authentication . Processor ( s ) 64 may be , for example , a 
other embodiments , the hand gesture may be chosen a microprocessor , field programmable gate array ( FPGA ) , 
different way . The requested hand gesture may be static or application - specific integrated circuit ( ASIC ) , or similar 
dynamic . If the hand gesture is static , then no movement of device . The guest OS ( s ) and hypervisor may be imple 
the hand is involved , and the hand is held stationary in view mented in code on processor ( s ) 64 . 
of the scanner . Note that as a precaution against a replay 20 System memory 66 may be any kind of memory , such as 
attack , the hand is not to leave the viewing area of the for example , L1 , L2 , or L3 cache or system memory . System 
scanner while the hand gesture is being performed . Also , the memory 66 may include one of more of volatile memories 
ID of the user may be continually confirmed while the hand such as static random - access memory ( SRAM ) or dynamic 
is in view of the scanner and the hand gesture is being RAM ( DRAM ) , or may include non - volatile memory such 
authenticated . Also , some biometrics can be accompanied by 25 as flash memory , read only memory ( ROM ) , or other volatile 
sound , e.g. , clapping , snapping fingers for gestures , and or non - volatile memory . Also , system memory 66 may be 
speech for facial recognition . In such case , the scanner may implemented in a secure hardware element . Alternately , 
include a microphone and audio circuits to check a sound for system memory 66 may be a hard drive implemented 
loudness , frequency , duration and other properties . Also , externally to data processing system 60 . 
synchronization of the sound with the gesture may provide 30 Scanner interface 68 may be used to connect data pro 
an additional verification . Similarly , a biometric can be cessing system 60 to one or more scanners . Data processing 
double - checked . For gesturing , both hands can be used system 60 may provide the processing power necessary to 
simultaneously . Both hands can make the same gesture or run the authentication method of FIG . 4. Also , scanner 
different gestures at the same time . This approach can interface 68 may be enabled for coupling to a display , a 
increase the security level of the authentication . Moreover , 35 mouse , a keyboard , or other input / output device for operat 
two hands can perform a gesture together , e.g. , locking ing data processing system 60 and for entering ID informa 
together or clapping . For facial recognition , two cameras can tion or other information for use in the described authenti 
be checked to provide verification using different lighting . cation method . Various other hardware or configurations for 
At decision step 44 , it is determined if the hand gesture was interfacing with a scanner are available . 
performed by the same hand that was authenticated at 40 Co - processor 82 is bi - directionally connected to bus 62 . 
decision step 36. If not , the NO path is taken to step 38 , the Co - processor 82 may be a special type of one or more 
authentication fails and method 30 ends . If the hand is same co - processors optimized for running encryption / decryption 
hand , the YES path is taken to step 46. At decision step 46 , security software according to AES , DES , or other type of 
it is determined if the hand remained in view of the scanner encryption algorithm . An algorithm executed on co - proces 
continuously . If the hand went out of view while being 45 sor 82 may be used in the analysis of scanned information 
scanned , the YES path is taken back to step 38 where the received for the scanner and used in method 30. Alterna 
authentication fails and method 30 ends . The risk being tively , co - processor 82 be used for another purpose , such as 
mitigated is that the hand was replaced with another hand graphics processing . 
during the scan . The hand may have been removed from the Other memory 80 may include any other memory type in 
scanner's viewing area by an attacker . If the hand did not 50 data processing system 60. For example , other memory 80 
leave the viewing area , the NO path is taken to decision step may include one or more machine - readable storage media 
48. At decision step 48 , it is determined if any extraneous for storing program code or instructions for execution by 
objects were detected near the hand . Checking the back- processor ( s ) 64 or co - processor 82. Also , other memory 80 
ground area around the hand may be viewed as a form of may be one of more of a hard drive , a solid - state drive ( SSD ) 
anomaly detection . For example , the area can be checked for 55 or other memory type connected to data processing system 
additional hands or other objects that can be used to manipu- 60. Both memories 66 and 80 may store data upon which 
late the hand . If extraneous objects are detected , it may be processor ( s ) 64 may operate . Memories 66 and 80 may also 
an attempt by an attacker to manipulate or configure the store , for example , encryption , decryption , authentication 
hand to perform the hand gesture . If extraneous objects are and verification applications . Memories 66 and 80 may be 
detected , the YES path is taken to step 38 where authenti- 60 implemented in a secure hardware element and may be 
cation fails and method 30 ends . If extraneous objects are tamper resistant . Other memory 80 may be a part of system 
not detected , the NO path is taken to step 50 and authenti- memory 66 or may be separate or even external to data 
cation was determined to be successful . Access is then processing system 60 . 
granted to the user . Note that in another embodiment , to Various embodiments , or portions of the embodiments , 
increase security it may be desirable to perform the hand 65 may be implemented in hardware or as instructions on a 
gesture replay check even when the authentication initially non - transitory machine - readable storage medium including 
fails at decision step 38. This may prevent an attacker from any mechanism for storing information in a form readable 
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by a machine , such as a personal computer , laptop computer , 5. The method of claim 1 further comprising determining 
file server , smart phone , or other computing device . The that no other objects entered within view of the authenti 
non - transitory machine - readable storage medium may cating device while the response action was being per 
include volatile and non - volatile memories such as read only formed . 
memory ( ROM ) , random access memory ( RAM ) , magnetic 5 6. The method of claim 1 , wherein requesting the user to 
disk storage media , optical storage medium , flash memory , display a predetermined action by the portion of the user's 
and the like . The non - transitory machine - readable storage body further comprises the authenticating device randomly 
medium excludes transitory signals . selecting the predetermined action . Although the invention is described herein with reference 7. The method of claim 1 , wherein analyzing the response to specific embodiments , various modifications and changes 10 action further comprises determining that the response can be made without departing from the scope of the present action is performed by the portion of the user's body . invention as set forth in the claims below . Accordingly , the 8. The method of claim 1 , wherein the authenticating specification and figures are to be regarded in an illustrative 
rather than a restrictive sense , and all such modifications are device is a scanner having at least one optical sensor . 
intended to be included within the scope of the present 15 9. The method of claim 1 , further comprising determining 
invention . Any benefits , advantages , or solutions to prob that the response action is performed by the user . 
lems that are described herein with regard to specific 10. The method of claim 9 , wherein determining that the 
embodiments are not intended to be construed as a critical , response action is performed by the user further comprises 
required , or essential feature or element of any or all the determining that the predetermined action is performed by 
claims . 20 the user and not by an attacker manipulating the user . 

Furthermore , the terms “ a ” or “ an , " as used herein , are 11. A method for biometric authentication , the method 
defined as one or more than one . Also , the use of introduc- comprising : 
tory phrases such as “ at least one ” and “ one or more ” in the receiving , by an authenticating device , identification 
claims should not be construed to imply that the introduction information about a user ; 
of another claim element by the indefinite articles “ a ” or 25 scanning the user for a biometric characteristic of a 
“ an ” limits any particular claim containing such introduced portion of the user's body using the authenticating 
claim element to inventions containing only one such ele device : 
ment , even when the same claim includes the introductory using the identification information , determining that the 
phrases “ one or more ” or “ at least one ” and indefinite biometric characteristic belongs to the user ; 
articles such as “ a ” or “ an . ” The same holds true for the use 30 while the user's biometric characteristic is still being 
of definite articles . scanned by the authenticating device , requesting the 

Unless stated otherwise , terms such as " first ” and “ sec user to display a predetermined action by the portion of 
ond ” are used to arbitrarily distinguish between the elements the user's body to the authenticating device ; 
such terms describe . Thus , these terms are not necessarily analyzing a response action by the user to the predeter 
intended to indicate temporal or other prioritization of such 35 mined action to determine that the response action 
elements . favorably compares to the predetermined action 

requested by the authenticating device ; 
What is claimed is : determining that the portion of the user's body remained 
1. A method for biometric authentication , the method within view of the authenticating device while the 

comprising : response action was being displayed and analyzed ; and 
receiving , by an authenticating device , identification determining that no other objects entered within view of 

information about a user ; the authenticating device while the response action was 
scanning the user for a biometric characteristic of a being performed . 

portion of the user's body using the authenticating 12. The method of claim 11 , wherein the portion of the 
device ; 45 user's body is a hand and the response action is a hand 

using the identification information , determining that the gesture . 
biometric characteristic belongs to the user ; 13. The method of claim 12 , wherein the hand gesture is 

while the user's biometric characteristic is still being either a static gesture or a dynamic gesture . 
scanned by the authenticating device , requesting the 14. The method of claim 11 , wherein requesting the user 
user to display a predetermined action by the portion of 50 to display a predetermined action by the portion of the user's 
the user's body to the authenticating device ; body further comprises the scanner randomly selecting the 

analyzing a response action by the user to the predeter- predetermined action . 
mined action to determine that the response action 15. The method of claim 11 , wherein analyzing the 
favorably compares to the predetermined action response action further comprises determining that the 
requested by the authenticating device ; and 55 response action is performed by the portion of the user's 

determining that the portion of the user's body remained body . 
within view of the authenticating device while the 16. The method of claim 11 , wherein the authenticating 
response action was being displayed and analyzed . device performing the method is a scanner having at least 

2. The method of claim 1 , further comprising receiving , one optical sensor . 
by the authenticating device , the identification information 60 17. A method for biometric authentication , the method 
and the user's biometric characteristic during an enrollment comprising : 
phase . receiving , by a scanner , identification information about a 

3. The method of claim 1 , wherein the portion of the user ; 
user's body is a hand and the response action is a hand scanning the user for a biometric characteristic of a hand 
gesture . of the user using the scanner ; 

4. The method of claim 3 , wherein the hand gesture is using the identification information , determining that the 
either a static gesture or a dynamic gesture . hand belongs to the user ; 
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while the user's hand is still being scanned by the scanner , 

requesting the user to display a particular hand gesture 
to the scanner ; 

analyzing a response hand gesture by the user to the 
predetermined action to determine that the response 5 
hand gesture favorably compares to the predetermined 
action requested by the scanner ; 

determining that the hand remained within view of the 
scanner while the hand gesture was being displayed and 
analyzed ; and 

determining that no other objects entered within view of 
the scanner while the hand gesture was being per 
formed . 

18. The method of claim 17 , wherein the biometric 
characteristic of the user comprises one or more of a 15 
fingerprint , a palmprint , a vein pattern , and hand geometry . 

19. The method of claim 17 , wherein the hand gesture is 
either a static gesture or a dynamic gesture . 

20. The method of claim 17 , wherein requesting the user 
display a particular hand gesture to the scanner further 20 
comprises the scanner randomly selecting the particular 
hand gesture is to be displayed . 
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