US 20180047008A1

a9y United States

a2y Patent Application Publication o) Pub. No.: US 2018/0047008 A1

Ayyagari et al.

43) Pub. Date: Feb. 15, 2018

(54)

(71)

(72)

@
(22)

(63)

(1)

SMART MOBILE APPLICATION FOR
E-COMMERCE APPLICATIONS

Applicant: International Business Machines
Corporation, Armonk, NY (US)

Inventors: Phani Kumar V U Ayyagari,
Hyderabad (IN); Manish A. Bhide,
Hyderabad (IN); Purnachandra R.
Jasti, Hyderabad (IN)

Appl. No.: 15/413,595
Filed: Jan. 24, 2017

Related U.S. Application Data

Continuation of application No. 15/235,452, filed on
Aug. 12, 2016.

Publication Classification

HO4W 8/30 (2006.01)
GO6Q 20/40 (2006.01)
(52) US.CL
CPC ... G06Q 20/322 (2013.01); GO6Q 20/40

(2013.01); GO6Q 20/027 (2013.01); GO6Q
20/325 (2013.01); HO4W 8/30 (2013.01)

(57) ABSTRACT

An approach using one or more computer processors to send
a request from a user for a mobile payment to a payment
gateway and to determine that an event has occurred on a
mobile computing device of a user, wherein the event is an
interruption to processing of a request for the mobile pay-
ment selected from a group consisting of: a fluctuating
wireless signal for an internet connection, a low wireless
signal for the internet connection, an incoming phone call,
an incoming message, or a low battery power. The approach
includes sending a request for additional transaction time for
the mobile payment and determining whether additional
transaction time for the mobile payment is received, and if

Int. CL so, configuring an alert to the user to complete the mobile
G06Q 20/32 (2006.01) payment, and alerting the user to complete the mobile
G06Q 20/02 (2006.01) payment.
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SMART MOBILE APPLICATION FOR
E-COMMERCE APPLICATIONS

BACKGROUND OF THE INVENTION

[0001] The present invention relates generally to the field
of e-commerce and more particularly to smart mobile appli-
cations for e-commerce applications and transactions.
[0002] Mobile applications or mobile apps are evolving
daily. Mobile apps exist for all types of e-commerce appli-
cations including payments, ticket booking, on-line shop-
ping, mobile banking, and so on. Most of these mobile apps
are internet based and require an internet connection to
function. Disruptions of an internet connection between a
mobile device and a financial institution may occur due to a
number of reasons. For example, a wireless signal to the
mobile computer or smart phone may fluctuate or be lost; a
mobile computer battery power may be depleted or con-
sumed causing a temporary loss of the ability of the mobile
computer to connect with the internet.

[0003] Most mobile apps for e-commerce utilize a pay-
ment gateway or service that integrates information such as
amount of purchase from a shopping cart or other merchant
or retailer order summary program with user provided
payment information (e.g., credit card information, personal
identification number (PIN), passwords, etc. for user vali-
dation). The payment gateway encrypts data and transmits
the provided data to the associated financial institution (e.g.,
the issuing bank for the credit card) for authorization of the
transaction. The payment gateway provides the authoriza-
tion response to the merchant and in some cases, the
purchasing user (e.g., cardholder).

[0004] Many e-commerce transactions or payment meth-
ods use one-time passwords with a short activation period or
a maximum time allowed for completion of mobile payment
authorizations. Most e-commerce transactions require the
user to input all required identifications, passwords, answer
pre-determined security questions, or other security checks
in a timely manner to ensure the secure completion of the
transaction. If a user does not complete an entry or input of
required information or passwords for an e-commerce trans-
action in the time allotted by the financial institutions or
banks, then the transaction times out and terminates.

SUMMARY

[0005] Embodiments of the present invention disclose a
method, a computer program product, and a system for one
or more computer processors to send a request from a user
for a mobile payment to a payment gateway and to deter-
mine that an event has occurred on a mobile computing
device of a user, wherein the event is an interruption to
processing of a request for the mobile payment selected
from a group consisting of: a fluctuating wireless signal for
an internet connection, a low wireless signal for the internet
connection, an incoming phone call, an incoming message,
or a low battery power, and wherein determining an event
has occurred includes requesting monitoring of the mobile
computing device of the user and receiving a notification
that the event has occurred on the mobile computing device
of the user. The method includes the one or computer
processors sending a request for additional transaction time
for the mobile payment and determining whether additional
transaction time for the mobile payment is received.
Responsive to determining the additional transaction time is
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received, configuring an alert to the user to complete the
mobile payment, and responsive to determining a time for
the alert has occurred, alerting, by the one or more computer
processors, the user to complete the mobile payment.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] FIG. 1 is a functional block diagram illustrating a
distributed data processing environment, in accordance with
an embodiment of the present invention;

[0007] FIG. 2 is a flowchart depicting operational steps of
one example of a method to request an authorization for an
e-commerce transaction or mobile payment using an event
plug-in, in accordance with an embodiment of the present
invention;

[0008] FIG. 3 is an illustration of an example of a process
for requesting a mobile payment authorization with an
e-commerce mobile app using an event plug-in, in accor-
dance with an embodiment of the present invention; and
[0009] FIG. 4 is a block diagram depicting components of
a computer system, in accordance with at least one embodi-
ment of the present invention.

DETAILED DESCRIPTION

[0010] Embodiments of the present invention recognize
that during processing of an authorization in an e-commerce
payment system utilizing a mobile app, the mobile app may
receive an incoming call or other event interrupting a user
input such as inputting a password, security code, or other
secure user validation input required for an e-commerce
transaction. Events such as an incoming call, a low battery,
or a loss of internet connection for a computing device or
smart phone may cause the processing of the authorization
for the mobile payment to timeout or expire before comple-
tion. Embodiments of the present invention recognize that
the data input by a user to request processing of an autho-
rization of a mobile payment or a mobile banking request
from a mobile app (e.g., a mobile app for on-line shopping
or an app for access to a goods or service provider website)
generally needs to be completed in a timely manner.

[0011] Embodiments of the present invention recognize
that when requests for authorization of a mobile payment or
of'a mobile banking transaction do not occur within a pre-set
time determined by a financial institution or institutions
authorizing the mobile payment or the mobile banking
transaction then, the transaction times out and the requesting
user needs to re-initiate the mobile payment or banking
transaction request (e.g., re-enter required information such
as user identification and passwords). Embodiments of the
present invention recognize that re-entry of required infor-
mation for mobile payment, mobile banking, or other similar
financial mobile transaction is time consuming for the user.
[0012] Embodiments of the present invention provide a
method to reduce incomplete processing of a mobile pay-
ment authorization due the occurrence of a timeout when the
user does not complete inputting and transmission of
required mobile payment information in the required amount
of time. Embodiments of the present invention provide a
mobile application with the ability to receive a notification
when specific events occur that may cause an interruption or
disruption to the entry of required data for an authorization
request such as security codes, passwords, and the like.
Embodiments of the present invention provide a mobile
application with the ability to use an event plug-in that
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receives a notification of the occurrence of specific events
that are potential disruptions to the timely entry of required
information for a mobile payment authorization. Embodi-
ments of the present invention provide a method to com-
municate a request for additional time for a user to complete
data entry for a mobile payment authorization request to the
associated financial institutions or banks based, at least in
part, on receiving from a computing device’s mobile OS a
notification of the occurrence of one or more potentially
disruptive events during user input of required information
for a mobile payment or mobile banking transaction.
Embodiments for the present invention improve a comput-
er’s or mobile device’s ability to complete a mobile payment
by providing a method to identify potential events that
extend the time a user needs to input required information to
complete a request for a mobile payment and providing a
method to receive additional time for required user inputs.
Embodiments of the present invention provide a method to
reduce a user’s need to re-access and re-authorize the mobile
payment request due to insufficient time for data entry.

[0013] FIG. 1 is a functional block diagram illustrating a
distributed data processing environment, generally desig-
nated 100, in accordance with an embodiment of the present
invention. FIG. 1 provides only an illustration of one imple-
mentation and does not imply any limitations with regard to
the environments in which different embodiments may be
implemented. Many modifications to the depicted environ-
ment may be made by those skilled in the art without
departing from the scope of the invention as recited by the
claims.

[0014] As depicted, distributed data processing environ-
ment 100 includes computer 130, payment gateway 140, and
server 160 all interconnected over network 110. Network
110 can include, for example, a telecommunications net-
work, a local area network (LAN), a virtual LAN (VLAN),
a wide area network (WAN), such as the Internet, or a
combination of the these, and can include wired or wireless
connections. Network 110 can include one or more wired
and/or wireless networks that are capable of receiving and
transmitting data including optical signals, radio wave sig-
nals, voice, and/or video signals, including multimedia
signals. In general, network 110 can be any combination of
connections and protocols that will support communications
between computer 130, payment gateway 140, server 160,
and other computing devices (not shown) within distributed
data processing environment 100.

[0015] Computer 130 may be a smart phone, a tablet, a
wearable computer (e.g., a smart watch), a laptop computer,
a notebook computer, a desktop computer, or any program-
mable electronic device capable of communicating with
various components and devices within distributed data
processing environment 100, via network 110. In various
embodiments, computer 130 is a mobile computing device
such as a smart phone, a smart watch or a tablet computer.
In an embodiment, computer 130 is one or more computing
devices (e.g., a user’s smart phone and a laptop) that are
connected via a shared network connection and working in
a coordinated manner (e.g., sharing data). In general, com-
puter 130 represents any programmable electronic device or
combination of programmable electronic devices capable of
executing machine readable program instructions and com-
municating with other computing devices (not shown)
within distributed data processing environment 100 via a
network, such as network 110. Computer 130 may include
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internal and external hardware components, as depicted and
described in further detail with respect to FIG. 4.

[0016] As depicted in FIG. 1, computer 130 includes retail
app 131 with event plug-in 132, mobile operating system
(OS) 133, and a user interface (UI) 135. Computer 130 is
depicted as an example of one embodiment of the present
invention, but embodiments of the present invention are not
limited to the types of programs or specific app (i.e., retail
app 131) depicted in FIG. 1.

[0017] Retail app 131 is an application or program on
computer 130. In various embodiments, retail app 131 is a
mobile application or “app” for connecting computer 130 to
a retail internet site, a merchant website, a company website,
or the like for on-line shopping. Mobile application soft-
ware, or an “app,” is a computer program designed to run on
smart phones, tablet computers and other mobile devices.
Retail app 131 may provide access to a merchant website or
other on-line shopping website, allowing browsing and the
selection of products for purchase. While connected via
network 110 to a retail or merchant website, retail app 131
with event plug-in 132 enables mobile payments or trans-
actions for e-commerce using a mobile payment process. In
various embodiments, retail app 131 is any mobile applica-
tion or app configured with event plug-in 132 used for
mobile payments, e-commerce transactions, mobile or
online banking, or other similar app use for executing
financial transaction using computer 130. Retail app 131
using event plug-in 132 initiates and provides the ability to
execute e-commerce transactions such as mobile payments.
In an embodiment, retail app 131 is a mobile banking app,
a mobile wallet app, a direct payment app, or the like for
mobile banking and/or mobile financial transactions. Retail
app 131 may use payment gateway 140 to access server 160
for authorization and the completion of mobile payments or
online financial transactions requested by a user on UI 135.
Payment gateway 140 may be invoked directly by retail app
131 using event plug-in 132 or retail app 131 using event
plug-in 132 may invoke another app on computer 130 (e.g.,
a smart phone or a laptop computer) which can communi-
cate with payment gateway 140.

[0018] Event plug-in 132 is a software extension to retail
app 131. In various embodiments, an event plug-in perform-
ing the operations and function of event plug-in 132 is
included in other mobile applications (e.g., in mobile bank-
ing apps, mobile wallet apps, net banking apps, and the like)
that provide the ability to perform mobile financial transac-
tions or mobile payments requiring an internet connection
and using a time limit for required user input(s)). Event
plug-in 132 requests mobile OS 133 to monitor the opera-
tions of computer 130 for various events significant to the
ability to complete a desired e-commerce transaction such as
a mobile payment in a timely manner. In an embodiment,
event plug-in 132 is configured to monitor for events. The
various events may include an incoming call or an intermit-
tent wireless signal that may disrupt or interrupt a user’s
ability to input a required password for example, in a request
for mobile payment authorization. Upon receiving a notifi-
cation of an occurrence of one or more of the various events
from mobile OS 133, event plug-in 133 requests additional
time to complete one or more required user inputs (e.g.,
security codes) from the associated financial institutions.
Event plug-in 132 may request server 160 for additional
time to complete a request for payment authorization for a
mobile payment for the purchase of goods or services. In
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various embodiments, upon receiving a notification of addi-
tional time for the mobile payment authorization from the
financial institution or institutions involved in the authori-
zation process, event plug-in 132 is configured to create an
alert or update an existing alert to inform the user of an
impending timeout for the mobile payment authorization or
user input required for authorization.

[0019] Mobile OS 133 is an operating system for a mobile
computing device (e.g., computer 130). Mobile OS 133 is
any known mobile operating system compatible with com-
puter 130. In various embodiments, mobile OS 133 is
configured to identify and notify event plug-in 132 of
specific events occurring on computer 130. In various
embodiments, mobile OS 133, when monitoring for events,
notifies event plug-in 132 of the occurrence of events in near
real-time and/or in real-time. The specific events monitored
by mobile OS 133 upon receiving a request from event
plug-in 132 are events that may cause a potential disruption
of internet connection for computer 130 or may be a
potential user distraction or disruption to user attention
delaying a required user input or inputs in retail app 131
(e.g., a security code or password for mobile payment
completion). In an embodiment, mobile OS 133 is config-
ured to notify each computing device accessed or registered
to a user. Events configured in mobile OS 133 for monitor-
ing include but are not limited to events occurring on
computer 130 such as an intermittent wireless signal
received by computer 130, a low battery, or other situation
in computer 130 indicating a potential internet connection
disruption. Events included for monitoring on computer 130
by mobile OS 133 may also include an incoming call, a
message, an urgent e-mail, or other potential disruption or
user distraction preventing or delaying a required user input
(e.g., a password) required for mobile payment authoriza-
tion. Monitoring of events by mobile OS 133 terminates
when retail app 131 with event plug-in 132 is closed.

[0020] User interface 135 provides an interface for com-
puter 130 with payment gateway 140, server 160, and other
computing devices in distributed data processing environ-
ment 100 (not shown). In various embodiments, user inter-
face 135 is mobile application software that provides an
interface between the users of computer 130, payment
gateway 140 and server 160. In one embodiment, user
interface 135 is a graphical user interface (GUI) or a web
user interface (WUI) and can display text, documents, web
browser windows, user options, application interfaces, and
instructions for operation, and include the information (such
as graphic, text, and sound) that a program presents to a user
and the control sequences the user employs to control the
program. User interface 135 enables computer 130 to
receive a user input such as a password, security code, or the
like to initiate and process a mobile payment request to
server 160.

[0021] Payment gateway 140 is a known e-commerce
application that provides authorization for e-commerce pay-
ments, transactions, or mobile app purchases. Payment
gateway 140 may be used with mobile payments performed
with retail app 131 using event plug-in 132. Upon comple-
tion of a user’s selection of products or services for pur-
chase, for example using a shopping cart in retail app 131,
a user inputs payment information and required user vali-
dation information in retail app 131 using event plug-in 132.
Required payment information for requesting a mobile pay-
ment authorization may include payment method, required
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payment passwords, PIN, security codes, security questions,
and the like which are collected along with purchase infor-
mation such as the purchase amount provided at customer
checkout (e.g., from the shopping cart or the like). The
purchase amount and payment information (e.g., accounts,
passwords, etc.) are collected and managed (e.g., encrypted
for security) by payment gateway 140 using known meth-
ods. Payment gateway 140 provides the collected and
encrypted information for payment authorization to the
associated financial institution or institutions (e.g., directly
to the purchasing user’s bank, to multiple financial institu-
tions such as through an acquiring and issuing bank, or other
group of financial institutions) using known methods.

[0022] Server 160 can be a standalone computing device,
an application server, a web server, a management server, a
database server, or any other electronic device or computing
system capable of receiving, sending, and processing data
with computer 130, payment gateway 140, and other com-
puting devices (not shown) within distributed data process-
ing environment 100 via network 110. In another embodi-
ment, server 160 can be a laptop computer, a tablet
computer, a netbook computer, a personal computer (PC), a
desktop computer, a personal digital assistant (PDA), a
smart phone, or any programmable electronic device
capable of communicating with computer 130, and payment
gateway 140. In various embodiments, server 160 represents
a computing system utilizing clustered computers and com-
ponents (e.g., database server computers, application server
computers, etc.) that act as a single pool of seamless
resources such as used in a cloud-computing environment
when accessed within distributed data processing environ-
ment 100.

[0023] Server 160 includes transaction program 162. In
various embodiments, server 160 is a server used in a
financial institution or a financial services system such as a
bank or a credit card corporation. Server 160 sends and
receives data from computer 130 and payment gateway 140
such as requests for additional transaction time generated by
event plug-in 132 on computer 130 and requests for mobile
payment authorization in support of a product or service
purchase generated by a user. Server 160 may include
internal and external hardware components, as depicted and
described in further detail with respect to FIG. 4.

[0024] Transaction program 162 is utilized to receive
transaction requests, authorize transactions such as mobile
payments for e-commerce applications, complete the mon-
etary or currency exchanges required to complete a trans-
action using known methods, and to approve requests for
additional transaction time from event plug-in 132. If trans-
action program 162 in server 160 approves a request for
additional time for the user to input required information
from event plug-in 132, then the program using server 160
may send a notification of the additional time to event
plug-in 132 on computer 130.

[0025] FIG. 2 is a flowchart 200 depicting operational
steps of one example of a method to request an authorization
for an e-commerce transaction or mobile payment using an
event plug-in 132, in accordance with an embodiment of the
present invention.

[0026] In step 202, event plug-in 132 requests event
monitoring. When a user initiates event plug-in 132 by
opening retail app 131, then event plug-in 132 sends a
request to mobile OS 133 to begin monitoring specific
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events. In an embodiment, event plug-in 132 is configured to
monitor computer 130 for events (e.g., incoming calls or
alerts/urgent messages).

[0027] The specific events monitored by mobile OS 133
for event plug-in 132 include any event that may cause a
change or interruption in data transmission or receipt of new
data (e.g., an incoming call or an urgent message), any event
indicating a detected, potential change in internet connec-
tion, or other potential disruption to user input activities on
computer 130, for example, required user data entry for
authorization of a mobile payment in retail app 131 using
event plug-in 132. In particular, event plug-in 132 requests
monitoring of the specific events that relate to a potential
temporary disruption of a user’s ability to provide required
inputs such as passwords including one-time use passwords
with limited validity time, personal identification numbers
(PIN), security codes, answering security questions, or other
known user validation methods in a timely manner. The
input of information such as passwords or security codes
may have a time limit for completion (e.g., have an associ-
ated timeout period that is applied by server 160). Financial
institutions or banks typically have a threshold or an allow-
able period of time that limits the amount of time allotted for
a user to input required information such as passwords,
security codes, and the like for submission to server 160.
When the allowable period of time occurs or is passing,
server 160 will timeout or terminate the transaction.
[0028] For example, the specific events requested for
monitoring by mobile OS 133 in a mobile payment or by
event plug-in 132 are events that may affect a user’s ability
to input information required for requesting an authorization
for e-commerce transactions such as mobile payments for
online purchases in a timely manner (e.g., before a timeout).
[0029] In various embodiments, event plug-in 132 sends
notification of event occurrences to multiple computing
devices accessed by a user. Event plug-in 132 includes
addresses or locations input by the user for the various
computing devices commonly accessed by the user. The
specific events requested for monitoring by mobile OS 133
include events that may create a temporary disruption to
either the internet connection of computer 130 or a disrup-
tion of a user’s attention when inputting required informa-
tion such as a password, a security code, or the like.
[0030] Specific events monitored that indicate a potential
disruption to the interconnection of computer 130 include
but, are not limited to an intermittent or low wireless signal
detected by mobile OS 133 or a low battery power indication
for computer 130. In an embodiment, an event notification
received by event plug-in 132 is generated by mobile OS
133 in response to a glitch in computer 130's connection to
retail app 131 or a non-user initiated disrupting of an internet
connection for retail app 131 using event plug-in 132
identified by mobile OS 133 or by event plug-in 132 in an
embodiment. Specific events requested by event plug-in 132
for monitoring by mobile OS 133 include events that may
disrupt or interrupt a user’s input for a mobile payment
authorization include, but are not limited to incoming calls,
incoming notifications from other programs, incoming mes-
sages or urgent e-mails.

[0031] In various embodiments, the specific events for
monitoring by mobile OS 133 are included in the request
sent from event plug-in 132. In an embodiment, event
plug-in 132 requests mobile OS 133 to configure the events
for monitoring upon first use of retail app 131 with event
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plug-in 133. In one embodiment, mobile OS 133 is pre-
configured with the specific events to monitor for event
plug-in 132.

[0032] In step 204, event plug-in 132 receives a mobile
payment request. In various embodiments, event plug-in 132
receives an input from a user (e.g., a user input on UI 135
in computer 130 in FIG. 1) initiating a mobile payment
authorization request for an online transaction or purchase.
In an embodiment, event plug-in 132 receives a user input
initiating an online banking request (e.g., a transfer of
funds). In an embodiment, retail app 131 receives the
authorization request to process an e-commerce transaction
(e.g., a mobile payment or online banking request) and
notifies event plug-in 132 of the request.

[0033] The completion of the authorization request may
include a number of user validation steps. For example, a
mobile payment authorization request may be initiated upon
selecting “payment” or “place order” from a shopping cart
in a mobile app such as retail app 131. In this example, the
information required to complete a mobile payment request
for authorization by one or more financial institutions or
banks may include a user identification, a user password
entry, a user PIN or security code, or other user provided
inputs required by server 160 (e.g., required by a bank or
financial services system). Once event plug-in 132 receives
the initiation of an authorization request, the user may
require some time to input the required information for user
validation to request an authorization. Event plug-in 132
may send an initial authorization request using known
methods to receive a one-time use password for authoriza-
tion request completion to payment gateway 140 and server
160.

[0034] In decision step 208, event plug-in 132 determines
whether an event has occurred. If event plug-in 132 has
received a notification that an event has occurred (yes
branch, decision step 208) from mobile OS 133, then event
plug-in 132 sends a request for additional input time (step
210) to server 160 using payment gateway 140. Upon
receiving, for example, an incoming phone call, a notifica-
tion from another program, an urgent message, a notification
of low battery, or a notification of a fluctuating wireless
signal or poor wireless connection from computer 130's
operating system (e.g., mobile OS 133) or a notice of
another similar event occurring on computer 130 that may
interrupt a user’s required inputs for a mobile payment or
financial transaction, event plug-in 132 sends a request to
payment gateway 140 for server 160 to approve additional
time for the user to complete the required inputs. The
additional time can be an increase to the timeout or increase
the validity period for a one-time password for the transac-
tion. For example, if mobile OS 133 in computer 130 detects
an intermittent wireless signal or a wireless signal of varying
signal strength then, mobile OS 133 notifies event plug-in
132 of the event, which may affect a user’s ability to provide
inputs for a mobile payment in a timely manner. In response
to receiving the notification from mobile OS 133, event
plug-in 132 sends a request to payment gateway 140 for
server 160 (e.g., to a bank or banks) to allow more time for
the user to provide necessary inputs. In an embodiment,
event plug-in 132 requests from server 160 more time for a
user to complete a request for an online banking.

[0035] In an embodiment, event plug-in 132 shares infor-
mation or notifications of occurring events with the multiple
computing devices accessed or registered to the user. In an
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embodiment, a request for monitoring of events generated
by event plug-in 132 and sent to mobile OS 133 may include
addresses for multiple computing devices such as a smart
phone, a tablet, a notebook, desktop computer, or other
computing device accessed by the user. For example, a user
is performing a transaction, such as a purchase on a store
website via a store mobile app, from a laptop or desktop
computer and inputting required mobile payment informa-
tion (e.g., identification and passwords). During the input,
the user is interrupted by an incoming call on the user’s
smart phone. If an instance of the same store mobile app is
present on both the smart phone and the laptop, and the
devices are connected via a shared connection, then either
event plug-in 132 can send a notification to the desktop
computer or mobile OS 133 can send a notification to the
app on the smart phone and to the desktop computer,
providing a notification of the interruption to the user
inputting time sensitive information on the laptop required
for an e-transaction. In this example, either the app on the
smart phone, or an application or program on the desktop
configured with an event plug-in can send a request for
additional time (i.e., due to the incoming call) to server 160
at the associated financial institution providing mobile pay-
ment authorization.

[0036] Event plug-in 132 may include the information
such as IP addresses or other computer device identification
in a request for event notification. In an embodiment, an
event plug-in can be included in applications or programs
used to access a retail or banking website on any of the
computing devices commonly accessed or registered to a
user. With this configuration of event plug-in 132, a notifi-
cation of an incoming call, message or text may be received
by each computing device accessed or registered to a user.
For example, the user is doing an e-commerce transaction on
his or her notebook computer via a retail website app. When
mobile OS 133 or event plug-in 132 identifies a fluctuating
wireless signal to the smart phone, notifications may be sent
to any open apps with an event plug-in and to the notebook
computer registered with event plug-in 132, an event plug-in
for the app sends a request for additional user input time to
server 160.

[0037] If granted (e.g., server 160 increases in the timeout
period for the transaction), the additional time requested by
event plug-in 132 from server 160 from a financial institu-
tion provides the user with more time to enter a password
when an interruption or a potential interruption is detected,
for example, due to an intermittent wireless connection or an
incoming call. The additional time to complete a request for
mobile payment or a mobile banking transaction may
include extending the validation time allowed for a one-time
password provided by server 160 in a financial institution. In
various embodiments, event plug-in 132 includes in the
request for additional time information on the event driving
the request. For example, the request for additional time
includes a software code, a metadata identification, or a
written description of the type of event occurring (e.g., a
potential temporary loss of internet connection due to a poor
wireless signal to computer 130).

[0038] However, if event plug-in 132 has not received a
notification of an event (no branch of decision step 208),
then event plug-in 132 determines whether the transaction
time has expired (decision step 216).

[0039] Upon sending the request for additional input time
to server 160 in the respective financial institutions via
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payment gateway 140, in decision step 212, event plug-in
132 determines whether additional input time is received for
the transaction in decision step 212. Event plug-in 132
determines if a notification of additional time is received
from server 160 via payment gateway 140 to increase the
time allowed for required user inputs (e.g., an increase in a
timeout period for the transaction). The additional time, if
granted by server 160, may allow completion of the required
user inputs for a mobile payment request before a timeout
occurs in an e-commerce transaction or mobile payment. For
example, after receiving a request for additional time due to
an intermittent wireless signal from event plug-in 132,
server 160 determines that additional time (e.g., one minute)
may be added to the timeout period (e.g. one minute is added
to the time allowed for a user to input required information
for an online purchase). In another example, event plug-in
132 receives from payment gateway 140 a notification of an
increase of two minutes to the validity period for a one-time
use password from server 160 after requesting additional
time due to a received incoming call received on computer
130. The additional time may be either or both an increase
in the timeout period or a longer validity time for a one-time
password providing the user with more time to input
required information to complete a request for an authori-
zation of an e-commerce transaction such as a mobile
payment.

[0040] When event plug-in 132 determines that a notifi-
cation of additional input time has been received (yes branch
of decision 212) for an authorization request, then event
plug-in 132 may configure or update an alert to the user in
step 214. In various embodiments, event plug-in 132 upon
receiving a notification of additional time for an authoriza-
tion request input includes creating, re-setting, or updating
an alert to warn a user of impending timeout when the
request for additional time by event plug-in 132 is granted
(e.g., the timeout period is extended) by server 160. For
example, the alert configured by event plug-in 132 could be
a beep, a sound, a vibration, a message, or other known alert
method that is initiated ten or fifteen seconds before a new
timeout for a e-commerce transaction.

[0041] However, if event plug-in 132 does not receive a
notification that additional authorization input time is
received (no branch of decision 212), then event plug-in 132
determines whether a transaction time has expired (decision
216). If event plug-in 132 determines that a transaction time
has expired or a timeout occurs (yes branch of decision 216),
then the mobile payment request ends and in various
embodiments, in step 220, event plug-in 132 receives a
notification to close.

[0042] However, if event plug-in 132 determines that the
transaction time has not expired (no branch of decision step
216), then event plug-in 132 completes the transaction in
step 218. Using known methods, the transaction is com-
pleted and an authorization request is sent to payment
gateway 140. In step 220, event plug-in 132 receives noti-
fication to close. In various embodiments, a user inputs on
UT 135 in computer 130 a command to close retail app 131
and event plug-in 132. In various embodiments, when retail
app 131 using event plug-in 132 receives a user input to
close the application, mobile OS 133 determines that event
plug-in 132 is closed and ceases event monitoring.

[0043] FIG. 3 is an illustration 300 of an example of a
process for requesting a mobile payment authorization with
a mobile app using an event plug-in 310, in accordance with
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an embodiment of the present invention. As depicted, FIG.
3 includes mobile app using event plug-in 310, mobile OS
320, payment gateway 330, and financial institution 340
utilized in the method to request additional time for an
e-commerce transaction such as a mobile payment.

[0044] Mobile app using an event plug-in 310 provides the
functionality of event plug-in 132 discussed previously in
FIGS. 1 and 2 with respect to retail app 131 using event
plug-in 132. As depicted in FIG. 3, mobile app using event
plug-in 310 sends a request for event monitoring 301 to
mobile OS 320. Mobile OS 320 provides the same func-
tionality previously discussed in FIGS. 1 and 2 with regard
to mobile OS 133. Mobile OS 320 identifies the occurrence
of an event and sends a notification of event occurrence 302
to mobile app using event plug-in 310. Mobile app using
event plug-in 310 sends a request for additional time 303 for
a user to complete inputs (e.g., passwords) when an event
occurs to payment gateway 330. Payment gateway 330
provides the same functionality payment gateway 140 pre-
viously discussed. Payment gateway 330, in turn, sends the
request for additional time 303 to financial institution 340
that provides the same functionality as server 160 previously
discussed in FIGS. 1 and 2.

[0045] As depicted in FIG. 3, financial institution 340
approves the request and sends a notification of the approval
for additional time 304 to financial institution 340. Payment
gateway 330 sends the notification of approval of the
additional time 305 back to mobile app using event plug-in
310.

[0046] FIG. 4 is block diagram 400 depicting components
of a computer system in accordance with at least one
embodiment of the present invention. As depicted, FIG. 4
depicts the components of a computer system, which is an
example of a system such as computer 130 or a system such
as server 160, within distributed data processing environ-
ment 100, in accordance with an embodiment of the present
invention. It should be appreciated that FIG. 4 provides only
an illustration of one implementation and does not imply any
limitations with regard to the environments in which differ-
ent embodiments can be implemented. Many modifications
to the depicted environment can be made.

[0047] Computer 130 and server 160 can include proces-
sor(s) 404, cache 414, memory 406, persistent storage 408,
communications unit 410, input/output (I/O) interface(s)
412, and communications fabric 402. Communications fab-
ric 402 provides communications between cache 414,
memory 406, persistent storage 408, communications unit
410, and input/output (I/O) interface(s) 412. Communica-
tions fabric 402 can be implemented with any architecture
designed for passing data and/or control information
between processors (such as microprocessors, communica-
tions and network processors, etc.), system memory, periph-
eral devices, and any other hardware components within a
system. For example, communications fabric 402 can be
implemented with one or more buses.

[0048] Memory 406 and persistent storage 408 are com-
puter readable storage media. In this embodiment, memory
406 includes random access memory (RAM). In general,
memory 406 can include any suitable volatile or non-volatile
computer readable storage media. Cache 414 is a fast
memory that enhances the performance of processor(s) 404
by holding recently accessed data, and data near recently
accessed data, from memory 406.
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[0049] Program instructions and data used to practice
embodiments of the present invention are stored in persistent
storage 408 for execution and/or access by one or more of
the respective processor(s) 404 via cache 414. In this
embodiment, persistent storage 408 includes a magnetic
hard disk drive. Alternatively, or in addition to a magnetic
hard disk drive, persistent storage 408 can include a solid-
state hard drive, a semiconductor storage device, a read-only
memory (ROM), an erasable programmable read-only
memory (EPROM), a flash memory, or any other computer
readable storage media that is capable of storing program
instructions or digital information.

[0050] The media used by persistent storage 408 may also
be removable. For example, a removable hard drive may be
used for persistent storage 408. Other examples include
optical and magnetic disks, thumb drives, and smart cards
that are inserted into a drive for transfer onto another
computer readable storage medium that is part of persistent
storage 408.

[0051] Communications unit 410, in these examples, pro-
vides for communications with other data processing sys-
tems or devices, including resources, computer 130, pay-
ment gateway 140, server 160, and other computing devices
not shown in FIG. 1. In these examples, communications
unit 410 includes one or more network interface cards.
Communications unit 410 may provide communications
with either or both physical and wireless communications
links. Program instructions and data used to practice
embodiments of the present invention may be downloaded
to persistent storage 408 through communications unit 410.
[0052] 1/O interface(s) 412 allows for input and output of
data with other devices that may be connected to computer
130 or server 160. For example, /O interface(s) 412 may
provide a connection to external device(s) 416 such as a
keyboard, a keypad, a touch screen, a microphone, a digital
camera, and/or some other suitable input device. External
device(s) 416 can also include portable computer readable
storage media, for example, devices such as thumb drives,
portable optical or magnetic disks, and memory cards.
Software and data used to practice embodiments of the
present invention can be stored on such portable computer
readable storage media and can be loaded onto persistent
storage 408 via [/O interface(s) 412. /O interface(s) 412
also connect to a display 418.

[0053] Display 418 provides a mechanism to display data
to a user and may be, for example, a computer monitor.
Display 418 can also function as a touchscreen, such as a
display of a tablet computer.

[0054] The programs described herein are identified based
upon the application for which they are implemented in a
specific embodiment of the invention. However, it should be
appreciated that any particular program nomenclature herein
is used merely for convenience, and thus the invention
should not be limited to use solely in any specific application
identified and/or implied by such nomenclature.

[0055] The present invention may be a system, a method,
and/or a computer program product. The computer program
product may include a computer readable storage medium
(or media) having computer readable program instructions
thereon for causing a processor to carry out aspects of the
present invention.

[0056] The computer readable storage medium can be any
tangible device that can retain and store instructions for use
by an instruction execution device. The computer readable
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storage medium may be, for example, but is not limited to,
an electronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium includes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
is not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

[0057] Computer readable program instructions described
herein can be downloaded to respective computing/process-
ing devices from a computer readable storage medium or to
an external computer or external storage device via a net-
work, for example, the Internet, a local area network, a wide
area network and/or a wireless network. The network may
comprise copper transmission cables, optical transmission
fibers, wireless transmission, routers, firewalls, switches,
gateway computers, and/or edge servers. A network adapter
card or network interface in each computing/processing
device receives computer readable program instructions
from the network and forwards the computer readable
program instructions for storage in a computer readable
storage medium within the respective computing/processing
device.

[0058] Computer readable program instructions for carry-
ing out operations of the present invention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, or
either source code or object code written in any combination
of one or more programming languages, including an object
oriented programming language such as Smalltalk, C++ or
the like, and conventional procedural programming lan-
guages, such as the “C” programming language or similar
programming languages. The computer readable program
instructions may execute entirely on the user’s computer,
partly on the user’s computer, as a stand-alone software
package, partly on the user’s computer and partly on a
remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be
connected to the user’s computer through any type of
network, including a local area network (LAN) or a wide
area network (WAN), or the connection may be made to an
external computer (for example, through the Internet using
an Internet Service Provider). In some embodiments, elec-
tronic circuitry including, for example, programmable logic
circuitry, field-programmable gate arrays (FPGA), or pro-
grammable logic arrays (PLA) may execute the computer
readable program instructions by utilizing state information
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of'the computer readable program instructions to personalize
the electronic circuitry, in order to perform aspects of the
present invention.

[0059] Aspects of the present invention are described
herein with reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems), and computer
program products according to embodiments of the inven-
tion. It will be understood that each block of the flowchart
illustrations and/or block diagrams, and combinations of
blocks in the flowchart illustrations and/or block diagrams,
can be implemented by computer readable program instruc-
tions.

[0060] These computer readable program instructions may
be provided to a processor of a general purpose computer, a
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function in a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified in the flowchart and/or block diagram block or
blocks.

[0061] The computer readable program instructions may
also be loaded onto a computer, other programmable data
processing apparatus, or other device to cause a series of
operational steps to be performed on the computer, other
programmable apparatus or other device to produce a com-
puter implemented process, such that the instructions which
execute on the computer, other programmable apparatus, or
other device implement the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0062] The flowchart and block diagrams in the Figures
illustrate the architecture, functionality, and operation of
possible implementations of systems, methods, and com-
puter program products according to various embodiments
of the present invention. In this regard, each block in the
flowchart or block diagrams may represent a module, a
segment, or a portion of instructions, which comprises one
or more executable instructions for implementing the speci-
fied logical function(s). In some alternative implementa-
tions, the functions noted in the blocks may occur out of the
order noted in the Figures. For example, two blocks shown
in succession may, in fact, be executed substantially con-
currently, or the blocks may sometimes be executed in the
reverse order, depending upon the functionality involved. It
will also be noted that each block of the block diagrams
and/or flowchart illustration, and combinations of blocks in
the block diagrams and/or flowchart illustration, can be
implemented by special purpose hardware-based systems
that perform the specified functions or acts or carry out
combinations of special purpose hardware and computer
instructions.

[0063] The descriptions of the various embodiments of the
present invention have been presented for purposes of
illustration, but are not intended to be exhaustive or limited
to the embodiments disclosed. Many modifications and
variations will be apparent to those of ordinary skill in the
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art without departing from the scope and spirit of the
invention. The terminology used herein was chosen to best
explain the principles of the embodiment, the practical
application, or technical improvement over technologies
found in the marketplace, or to enable others of ordinary
skill in the art to understand the embodiments disclosed
herein.

1. A method comprising:

sending, by one or more computer processors, a request
from a user for a mobile payment to a payment gate-
way;

in response to identifying that the user is requesting the
mobile payment utilizing a mobile application on a
mobile computing device of the user, initiating, by one
or more computer processors, monitoring of the mobile
computing device of the user utilizing a mobile oper-
ating system on the mobile computing device, the
monitoring comprising monitoring the mobile comput-
ing device for information indicating events that cause
a disruption in user input capabilities of the mobile
computing device;

determining, by the one or more computer processors, an
event has occurred on the mobile computing device of
a user, wherein the event is an interruption to process-
ing of a request for the mobile payment selected from
a group consisting of: a fluctuating wireless signal for
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an internet connection, a low wireless signal for the
internet connection, an incoming phone call, an incom-
ing message, or a low battery power, and wherein
determining an event has occurred includes receiving a
notification, from the mobile operating system, that the
event has occurred on the mobile computing device of
the user;

sending, by the one or more computer processors, a

request for additional transaction time for the mobile
payment;

determining, by the one or more computer processors,

whether additional transaction time for the mobile
payment is received;

responsive to determining the additional transaction time

is received, configuring, by the one or more computer
processors, an alert to the user to complete the mobile
payment, wherein configuring the alert includes updat-
ing parameters of an impending timeout associated
with completing the transaction based on data of the
received additional transaction time; and

responsive to determining a time for the alert has occurred

initiating, by the one or more computer processors, the
configured alert on a user interface on the mobile
computing device of the user to complete the mobile
payment.



