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CLOUD-BASED SERVICES FOR
MANAGEMENT OF CELL-BASED TEST
SYSTEMS

RELATED U.S. APPLICATIONS

[0001] This application is related to the following U.S.
patent applications, all of which are hereby incorporated by
reference in their entirety: Attorney Docket No. W2BI-
0004-01.01US, “Local Portable Test Systems and Methods,”
by D. Doshi et al.; Attorney Docket No. W2BI-0005-01.
01US, “Automated Configurable Portable Test Systems and
Methods,” by D. Doshi et al.; Attorney Docket No. W2BI-
0006-01.01US, “Automated Validation and Calibration Por-
table Test Systems and Methods,” by D. Doshi et al.; and
Attorney Docket No. W2BI-0008-01.01US, “Device Pro-
file-Driven Automation for Cell-Based Test Systems,” by D.
Doshi et al.

BACKGROUND

[0002] Intelecommunication applications, user equipment
(UE) typically refers to devices such as smartphones, tablets,
laptops, and other types of devices that provide end users
with many different capabilities including the capability to
communicate and exchange content with each other and
with Web servers over a network. The definition of user
equipment can be expanded to also include the Internet-of-
things (IoT), which are devices that provide the capability to
collect and exchange data amongst themselves and with
servers over a network. User equipment can communicate
over networks through a wired or wireless medium using
different types of network protocols such as but not limited
to the 3rd Generation Partnership Project (3GPP) Long-
Term Evolution (LTE) standard.

[0003] The number of UE devices is growing rapidly. New
types of devices and new versions of existing types of
devices, with diverse capabilities, are continuously and
rapidly being introduced. Thorough testing of the devices
under many different scenarios is essential to verify that the
devices will function correctly.

[0004] Automated testing is usually relied upon because it
is scalable to large numbers of devices and can be accom-
plished quicker, more systematically, and at less expense
than, for example, manual testing. This is turn can increase
test coverage and reduce time-to-market, increasing reliabil-
ity while reducing the cost to both manufacturers and
consumers.

[0005] However, there are aspects of conventional auto-
mated testing paradigms that are costly. Automated testing is
currently performed in large-scale, centralized laboratories
that include a shielded room that prevents radio frequency
(RF) signals that might interfere with the testing from
entering or escaping. Devices to be tested are shipped in
quantity to the laboratories, which can contribute to the cost
of testing. While automated to a large degree, aspects of the
testing still require significant manual support, such as
equipment maintenance, test case delivery, device profile
delivery, test data collection, data analytics and reporting,
and consulting, for example. These factors contribute sig-
nificantly to the cost of testing.

SUMMARY

[0006] Instead of large-scale, centralized laboratories,
embodiments according to the present invention introduce
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smaller, cell-based test systems that can be deployed at many
different locations such as original equipment manufacturer
(OEM) sites and operator laboratories. Each test system
includes one or more portable test units (e.g., shielded
boxes) that can be communicatively coupled to a local
control component (e.g., a computer system). To test some
types of devices such as smartphones, the cell-based test
systems can each also include one or more local test user
equipment interface components (e.g., base stations). The
user equipment to be tested can be placed inside a portable
test unit, and automated testing is performed under control
of software that executes on the computer system.

[0007] The computer system that executes the testing, or
another computer system communicatively coupled to the
first computer system, can upload and download information
to a centralized server via a network (e.g., the Internet). In
other words, embodiments according to the invention utilize
cloud-based services to manage the cell-based test systems
individually and collectively.

[0008] Relative to conventional test laboratories, the por-
tability of the cell-based test systems means that they are less
costly, more scalable, more quickly deployed and updated,
and allow more flexible test coverage. The use of cloud-
based services to manage the cell-based test systems
increases the degree of test automation and decreases the
amount of manual support needed. Testing can be performed
at manufacturing sites, so that devices to be tested do not
have to be shipped to testing laboratories. Overall, the
cell-based test systems can reduce time-to-market and over-
all cost without affecting test coverage and product reliabil-
ity.

[0009] In an embodiment, at a server that is communica-
tively coupled to a cell-based test system via a network (that
is, at a server in the cloud), a test case from a test case library
is selected and accessed. The test case is selected according
to profile information about user equipment to be tested at
the cell-based test system (e.g., the type, make, model,
and/or features of the user equipment).

[0010] The test case is sent from the server over the
network to the cell-based test system. The cell-based test
system can automatically perform the test case on the user
equipment. Results from performing the test case on the user
equipment can then be stored in the cloud; that is, the test
results can be received at the server from the cell-based test
system over the network and stored at the server. A report
based on the test results can be prepared and stored on the
server (in the cloud), and can be accessed and downloaded.
Such a process can be performed for multiple, different test
cases at each of the cell-based test systems.

[0011] In an embodiment, results from performing test
cases on different types, makes, models, and features of user
equipment at multiple cell-based test systems are received at
the server from the various test systems over the network. In
such an embodiment, the results for the different types and
models of user equipment can be compared and summa-
rized. In other words, test results from different cell-based
test systems can be uploaded to the cloud and compared, and
the results of the comparison can be downloaded from the
cloud.

[0012] Embodiments according to the invention can per-
form other cloud-based services to manage the cell-based
test systems. In an embodiment, at the server (in the cloud),
a device profile from a device profile library is selected and
accessed. The selected device profile corresponds to the
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profile information about the user equipment to be tested at
the cell-based test system. The device profile is sent from the
server to the cell-based test system over the network (the test
system downloads the device profile from the cloud).
[0013] In an embodiment, reference user equipment is
used to calibrate the cell-based test system. In such an
embodiment, information about characteristic(s) of the cell-
based test system measured using the reference user equip-
ment is received and stored at the server from the cell-based
test system over the network (the information about the
characteristic(s) is uploaded to and stored in the cloud by the
cell-based test system). Prior to the cell-based test system
performing the test case on the user equipment, that infor-
mation is sent from the server over the network to the
cell-based test system (the information is downloaded from
the cloud by the cell-based test system) and can be used to
calibrate the cell-based test system.

[0014] In an embodiment, software and software updates
that can be used by the computer system to perform auto-
mated testing are sent from the server over the network to
the cell-based test system (the software is downloaded from
the cloud by the cell-based test system).

[0015] In an embodiment, licensing information for the
cell-based test system is stored at the server (in the cloud)
and can be accessed and downloaded.

[0016] In an embodiment, access information that is used
to control access to, for example, the test results stored at the
server is also stored at the server.

[0017] Cloud-based services in embodiments according to
the invention provide a number of benefits and advantages.
Test results can be quickly and securely stored and accessed.
Test cases can be quickly delivered on demand. The correct
device profiles can be quickly identified and delivered.
Software updates and new device profiles can be developed
and quickly distributed. License agreements can be prepared
and quickly implemented. Testing can be made more robust
and feature-rich.

[0018] These and other objects and advantages of the
various embodiments according to the present invention will
be recognized by those of ordinary skill in the art after
reading the following detailed description of the embodi-
ments that are illustrated in the various drawing figures.

BRIEF DESCRIPTION OF DRAWINGS

[0019] The accompanying drawings, which are incorpo-
rated in and form a part of this specification and in which
like numerals depict like elements, illustrate embodiments
of the present disclosure and, together with the detailed
description, serve to explain the principles of the disclosure.
[0020] FIG.1is ablock diagram illustrating an example of
a network or system that can be used to implement cloud-
based services for managing cell-based test systems in an
embodiment according to the invention.

[0021] FIG. 2 illustrates elements of a cell-based test
system in an embodiment according to the invention.
[0022] FIG. 3Ais a block diagram illustrating elements of
a server that provides cloud-based services for managing
cell-based test systems in an embodiment according to the
invention.

[0023] FIG. 3B illustrates examples of the types of infor-
mation that are exchanged between authorized users, a
server in the network (cloud), and a cell-based test system in
an embodiment according to the invention.
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[0024] FIG. 4 is a diagram illustrating an example of
certification testing performed using a cell-based test sys-
tem.

[0025] FIG. 5 is a diagram illustrating another example of
a test using a cell-based test system.

[0026] FIG. 6 is a flowchart of a computer-controlled
method of managing cell-based test systems in an embodi-
ment according to the present invention.

[0027] FIG. 7 is a flowchart of a computer-controlled
method of testing user equipment at a cell-based test system
in an embodiment according to the present invention.
[0028] FIG. 8 is a block diagram illustrating elements of
a computer system in an embodiment according to the
present invention.

DETAILED DESCRIPTION

[0029] Reference will now be made in detail to the various
embodiments of the present disclosure, examples of which
are illustrated in the accompanying drawings. While
described in conjunction with these embodiments, it will be
understood that they are not intended to limit the disclosure
to these embodiments. On the contrary, the disclosure is
intended to cover alternatives, modifications and equiva-
lents, which may be included within the spirit and scope of
the disclosure as defined by the appended claims. Further-
more, in the following detailed description of the present
disclosure, numerous specific details are set forth in order to
provide a thorough understanding of the present disclosure.
However, it will be understood that the present disclosure
may be practiced without these specific details. In other
instances, well-known methods, procedures, components,
and circuits have not been described in detail so as not to
unnecessarily obscure aspects of the present disclosure.
[0030] Some portions of the detailed descriptions that
follow are presented in terms of procedures, logic blocks,
processing, and other symbolic representations of operations
on data bits within a computer memory. These descriptions
and representations are the means used by those skilled in
the data processing arts to most effectively convey the
substance of their work to others skilled in the art. In the
present application, a procedure, logic block, process, or the
like, is conceived to be a self-consistent sequence of steps or
instructions leading to a desired result. The steps are those
utilizing physical manipulations of physical quantities. Usu-
ally, although not necessarily, these quantities take the form
of electrical or magnetic signals capable of being stored,
transferred, combined, compared, and otherwise manipu-
lated in a computer system. It has proven convenient at
times, principally for reasons of common usage, to refer to
these signals as transactions, bits, values, elements, symbols,
characters, samples, pixels, or the like.

[0031] It should be borne in mind, however, that all of
these and similar terms are to be associated with the appro-
priate physical quantities and are merely convenient labels
applied to these quantities. Unless specifically stated other-
wise as apparent from the following discussions, it is appre-
ciated that throughout the present disclosure, discussions

utilizing terms such as “receiving,” “storing,” “sending,”
“selecting,” “accessing,” “comparing,” “using,” “determin-
ing,” “generating,” “performing,” “controlling,” “execut-
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ing,” “using,” “installing,” “initializing,” “configuring,” or
the like, refer to actions and processes (e.g., flowcharts 600
and 700 of FIGS. 6 and 7, respectively) of an apparatus or
computer system or similar electronic computing device or
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processor (e.g., the computer system 800 of FIG. 8). A
computer system or similar electronic computing device
manipulates and transforms data represented as physical
(electronic) quantities within memories, registers or other
such information storage, transmission or display devices.

[0032] Embodiments described herein may be discussed
in the general context of computer-executable instructions
residing on some form of computer-readable storage
medium, such as program modules, executed by one or more
computers or other devices. By way of example, and not
limitation, computer-readable storage media may comprise
non-transitory computer storage media and communication
media. Generally, program modules include routines, pro-
grams, objects, components, data structures, etc., that per-
form particular tasks or implement particular abstract data
types. The functionality of the program modules may be
combined or distributed as desired in various embodiments.

[0033] Computer storage media includes volatile and non-
volatile, removable and non-removable media implemented
in any method or technology for storage of information such
as computer-readable instructions, data structures, program
modules or other data. Computer storage media includes, but
is not limited to, random access memory (RAM), read only
memory (ROM), electrically erasable programmable ROM
(EEPROM), flash memory (e.g., an SSD) or other memory
technology, compact disk ROM (CD-ROM), digital versa-
tile disks (DVDs) or other optical storage, magnetic cas-
settes, magnetic tape, magnetic disk storage or other mag-
netic storage devices, or any other medium that can be used
to store the desired information and that can accessed to
retrieve that information.

[0034] Communication media can embody computer-ex-
ecutable instructions, data structures, and program modules,
and includes any information delivery media. By way of
example, and not limitation, communication media includes
wired media such as a wired network or direct-wired con-
nection, and wireless media such as acoustic, radio fre-
quency (RF), infrared and other wireless media. Combina-
tions of any of the above can also be included within the
scope of computer-readable media.

[0035] FIG.1is ablock diagram illustrating an example of
a network or system 100 that can be used to implement
cloud-based services for managing cell-based test systems in
an embodiment according to the invention. In the example
of FIG. 1, the system 100 includes a remote management
environment that includes a number of servers 102a-102z,
and also includes a local test environment that includes a
number of cell-based test systems 104a-104m. For simplic-
ity, the following discussion may refer to a single server
102a and a single cell-based test system 104aq, but that
discussion can be readily extrapolated to the use of multiple
servers and multiple cell-based test systems. The servers
102a-1027 and the cell-based test systems 104a-104m are
communicatively coupled (wired or wirelessly) via a net-
work 110 (e.g., the public Internet, but not so limited). The
network 110 may be a cloud-enabled network or a cloud-
based network.

[0036] FIG. 2 illustrates elements of a cell-based test
system 104a in an embodiment according to the invention.
The cell-based test system 1044 includes one or more local
test control components, one or more local test user equip-
ment interface components, and one or more portable test
units.
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[0037] In an embodiment, each local test control compo-
nent is implemented on a computer system 210. In an
embodiment, the local test control component is imple-
mented as a virtual machine on the computer system 210.
The computer system 210 can communicate with (is com-
municatively coupled to) the network (cloud) 110 to enable
and facilitate the use of cloud-based services to manage the
cell-based test system 104a, as will be described more fully
below.

[0038] In general, a local test control component is con-
figured to direct the local test user equipment interface
component(s) and to control test interactions with the user
equipment 230a-230% to be or being tested, and a local test
user equipment interface component is operable for com-
municating with the user equipment during testing. The local
test control component on the computer system 210 is used
for test automation, including test case execution automa-
tion, user equipment automation, and test equipment auto-
mation. The local control component on the computer sys-
tem 210 is also used for collecting and reporting test results
to the server 102a¢, and may analyze and present (e.g.,
display) the test results. In an embodiment, the computer
system 210 is or emulates an Internet Protocol (IP) Multi-
media Subsystem or IP Multimedia Core Network Subsys-
tem (IMS) server as described by 3GPP. These and other
functions of the computer system 210 are presented further
below.

[0039] In an embodiment, a second computer system 212
(e.g., a laptop) is used to implement and execute a network
control plane simulator or test executive. In an embodiment,
the test executive is an Evolved Packet Core (EPC), also
known as a System Architecture Evolution (SAE) Core. The
EPC can be used for testing voice-and-data devices (e.g.,
smartphones) and operates in accordance with contemporary
standard(s) appropriate for the type of user equipment being
tested, such as the 3rd Generation Partnership Project
(3GPP) Long-Term Evolution (LTE) standard. A test execu-
tive or network control plane simulator for other, non-3GPP
systems such as WiFi™, WIMAX (Worldwide Interoper-
ability for Microwave Access), and CDMA2000 can also be
implemented on the computer system 212.

[0040] In an embodiment, the computer system 210 and
the computer system 212 communicate over an Ethernet
connection. In another embodiment, the test executive (e.g.,
the EPC) is implemented on the computer system 210
instead of the second computer system 212. For example,
the test executive (e.g., the EPC) can be executed as a virtual
machine on the computer system 210.

[0041] In an embodiment, each local test user equipment
interface component is a network access point simulation
component implemented as, for example, a base station 220.
In one such embodiment, a base station 220 is or simulates
an LTE Evolved Node B (eNodeB). In general, a base station
220 is implemented as a small cell or femtocell. A base
station 220 can have both wired and wireless connections to
connect to the user equipment 230a-230%.

[0042] As noted above, each cell-based test system can
include one or more local test user equipment interface
components (one or more base stations). Test configurations
in which multiple base stations are connected to one test
executive (e.g., EPC) and in which one base station is
connected to one test executive (e.g., EPC) are supported.
[0043] In an embodiment, the base station 220 communi-
cates with the test executive (e.g., the EPC) via an Ethernet
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connection. The base station 220 and the test executive (e.g.,
the EPC) can be operated in a normal mode (e.g., to support
a normal call flow) or error conditions may be injected,
depending on the requirements of the test cases.

[0044] One or more items of user equipment (UEs) 230a-
230k can be communicatively coupled (wired or wirelessly)
to each base station in the cell-based test system 104a. In an
embodiment, there are 32 UEs coupled to each base station,
although the invention is not so limited. The UEs (which
also may be referred to as devices under test) can be, but are
not limited to, telecommunication devices (e.g., smart-
phones) and Internet-of-things (IoT) devices (e.g., sensors
and meters).

[0045] In an embodiment, the user equipment to be tested
is placed inside a portable test unit. In an embodiment, the
portable test unit is implemented as a shielded box 240. Like
the other elements of the cell-based test system 104a, the
shielded box 240 is portable. For example, the shielded box
240 can be about 24 by 24 by 24 inches in size.

[0046] The shielded box 240 illustrated in FIG. 2 has an
open front to show the UEs 2304-230% that are inside.
However, during testing, the opening is closed by a cover or
door (not shown). The shielded box 240 allows radio fre-
quency (RF) signals to pass back-and-forth between the base
station 220 and the user equipment 230a-230% inside the
shielded box. The shielded box 240 can also include pass-
through connectors (e.g., Universal Serial Bus connectors)
that allow the base station 220 to communicate with the user
equipment 2300-230% in the shielded box using cables.
Similar connectors on the shielded box 240 can also be used
to connect power cables to the user equipment 230a-230%
inside the shielded box.

[0047] FIG. 3Ais a block diagram illustrating elements of
a server 102a that provides cloud-based services for man-
aging cell-based test systems in an embodiment according to
the invention. The server 1024 can be communicatively
coupled to the cell-based test systems 104a-104m over the
public Internet (the network 110, or cloud).

[0048] In the example of FIG. 3A, the server 102a
includes the following modules: a test case library 302, a
device profile library 304, a test equipment manager 306, a
test user manager 308, a test data repository 310, a report
and analytics module 312, and a subject matter expert
(SME) library 314. The functions associated with each of
these modules are presented below. While these elements
and their functionality are described as separate modules, the
modules can be combined in any manner.

[0049] The test case library 302 includes a library of
different test cases that can be executed using the cell-based
test systems 104a-104m. Test cases may also be known as
user equipment conformance tests. A test case may specify
the purpose of the test, the standards-based requirement
being tested, a procedure for performing the test, starting
conditions, and pass criteria. As new test cases are devel-
oped, they can be readily added to the cloud-based test case
library 302. Standard industry test cases are specified by
organizations such as 3GPP. Customized test cases may be
specified by users (e.g., manufacturers or operators) or
developed for users based on their test requirements and
specifically for their products.

[0050] The cell-based test system 104aq, for example, can
send profile information to the server 1024 that identifies, for
example, the type, make, model, and/or features of user
equipment to be tested. Based on the profile information, the
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server 102a selects one or more test cases appropriate to the
user equipment to be tested. The server 102a can then access
the selected tests cases in the test case library 302 and send
them over the network 110 to the cell-based test system
104a. That is, the selected test case or test cases are
downloaded from the cloud to the cell-based test system
104a. The cell-based test system 104a can then automati-
cally perform the test case(s) on the user equipment. Test
results can be stored by the cell-based test system 104a (at
least temporarily), then securely uploaded via the cloud
(over the network 110) to the server 1024 and stored in the
test data repository 310.

[0051] The device profile library 304 includes a library of
different device profiles that can be executed on the cell-
based test systems 104a-104m. Device profiles are devel-
oped and validated and then stored in the cloud (in the
device profile library 304 on the server 1024), and then
downloaded for testing.

[0052] More specifically, the cell-based test system 104a
can send profile information to the server 102a that identi-
fies, for example, the type, make, model, and/or features of
the user equipment to be tested. In response, the device
profile corresponding to the profile information (that is,
appropriate for the, e.g., type, make, model, and/or features
of the user equipment to be tested) is selected and accessed
in the device profile library 304 (FIG. 3A) and sent from the
server 102a over the network 110 to the cell-based test
system 104qa. That is, the selected device profile is down-
loaded from the cloud to the cell-based test system 104a.
The cell-based test system 1044 can then automatically use
the device profile to perform the test case(s) on the user
equipment.

[0053] A device profile has the intelligence that is required
to control a given type of user equipment being tested. A
device profile may be a standard application program inter-
face (API) or an API adapted by an original equipment
manufacturer (OEM). In essence, a device profile is or
includes a test script that adapts the generalized software
(test code) executed by the computer system 210 to the
specific type, make, model, and/or features of the user
equipment being tested.

[0054] More specifically, at the cell-based test system
104a, the device profile (e.g., API) is downloaded to the
computer system 210, receives a command from the server,
adapts the command to the user equipment 230a-230% being
tested, executes the command on the user equipment, and
responds to the computer system 210 with the result of the
command execution. The device profile has the intelligence
to automatically switch from a first automation mode that
uses commands for a first operating system (e.g., Android™)
to a second automation mode that uses commands for a
second, different operating system (e.g., i0S). For example,
one automation mode may use the ADB command, while
another automation mode may use the AT command, in
which case the device profile has the intelligence to deter-
mine which command to use and then to properly adapt the
command from the computer system 210 according to the
type of command used by the automation mode.

[0055] As new types, makes, models and/or features of
devices are introduced, new device profiles can be written,
validated, and added to the device profile library 304. Users
can also modify a device profile and upload the modification
and/or the modified device profile to the server 102a. Once
validated, the modified device profile can be added to the
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device profile library 304 and shared with other users to
improve the test process for the other users. In this manner,
the cloud-based device profile library 304 acts like a mar-
ketplace for new and improved automation details. Alterna-
tively, the modified device profile can be kept private to the
user that developed it.

[0056] The test equipment manager 306 stores, issues, and
transmits test software (e.g., the test executive (e.g., the
EPC)) to the cell-based test systems 104a-104m (specifi-
cally, to the computer system 210). That is, the software is
downloaded from the cloud to the cell-based test systems
104a-104m. The test equipment manager 306 can also store,
issue, and transmit (download) test configuration informa-
tion, which can include user equipment control configura-
tion information, to the cell-based test systems 104a-104m.
[0057] The test equipment manager 306 can also deliver
(download) updates to the software (e.g., the test executive
(e.g., the EPC)) already present at the cell-based test systems
104a-104m. Updates can be downloaded to each of the
cell-based test systems 104a-104m. In an embodiment,
information about which updates to download and apply is
embedded in the software applications, so that the applica-
tions and/or an authorized user can determine which updates
to apply and when to apply them. In another embodiment,
the server 102a accesses the cell-based test systems 104a-
104m to determine, for example, what software and software
version is present on each test system, then determines what
additional software, or what software updates, need to sent
to each test system, and then automatically downloads the
appropriate software and/or software updates to the respec-
tive test systems. In an embodiment, the server 102a (e.g.,
the test equipment manager 306) maintains a record or log
of'the software present on each of the cell-based test systems
1044-104m and uses that information to determine whether
and what type of software and/or software update is needed.
Also, software updates (such as a patch) that are appropriate
across all of the cell-based test systems 104a-104m can be
automatically downloaded to the test systems.

[0058] In an embodiment, configuration of the local test
control component and local test user equipment interface
on the cell-based test systems 104q is automated using the
information downloaded from the test equipment manager
306. Software and software updates—including the test
executive (e.g., the EPC), test cases, device profiles, etc.—
are automatically installed and initialized. Software and
software updates for configuring the computer system 210
and/or the computer system 212 according to the given
configuration can also be automatically installed, config-
ured, and initialized. Calibration can then be automatically
performed, and test cases can be executed to verify success-
ful installation and operation.

[0059] In an embodiment, reference user equipment (a
reference component) is used to calibrate the cell-based test
system 104a. The reference user equipment is a trusted
component with reliable and known communication char-
acteristics and features. The reference user equipment can be
configured to simulate at least a portion of the functionality
of the user equipment 230a4-230% to be tested. In such an
embodiment, information about characteristic(s) of the cell-
based test system 104a measured using the reference user
equipment is received and stored by the test equipment
manager 306. That is, the information about the character-
istic(s) of the cell-based test system 104a is uploaded to and
stored in the cloud. Prior to the cell-based test system 104a
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performing a test case or test cases on the user equipment
2304a-230% to be tested, that information is sent from the
server 102a over the network 110 to the cell-based test
system (the information is downloaded from the cloud to the
cell-based test system) and used before and during testing
for calibration purposes, for example.

[0060] For example, signal loss between the base station
220 and the reference user equipment can be measured, then
uploaded to and stored in the cloud. Prior to testing, the
signal loss information can be downloaded to the cell-based
test system 104a. During testing, the cell-based test system
104a can be calibrated to properly compensate for the signal
loss by appropriately varying the signal strength between the
base station 220 and the user equipment 230a-230% being
tested. Other characteristics besides signal loss can be mea-
sured and uploaded to the cloud (e.g., the server 102a).
Those characteristics can be generally referred to as physical
layer characteristics, protocol characteristics, and data char-
acteristics. In addition to signal loss, physical layer charac-
teristics include, but are not limited to, RF signal power, RF
signal frequency, and bandwidth. Protocol characteristics
include, but are not limited to, scheduling and security
aspects. Data characteristics include, but are not limited to,
data throughput. In general, these characteristics can be
measured, the measurement results can be uploaded to and
stored in the cloud, and the results can be subsequently
downloaded to calibrate the cell-based test system 104a
prior to and during testing.

[0061] The test user manager 308 can manage account
information for each of the users of the cell-based test
system 104a. A “user” may be, for example, an entity that
has purchased, licensed, or leased a cell-based test system or
an authorized representative of such an entity. The test user
manager 308 can store and enforce access information (e.g.,
user identifiers and passwords) that is used to control access
to the account information. The account information may
include licensing information, test data/results and reports
(stored in the test data repository 310), and other informa-
tion. The account information, in addition to being accessed
on the on the server 102a (via the cloud), can be downloaded
to the cell-based test systems 104a-104m and/or to a com-
puter system or server designated by the user. For example,
if a user purchases a time-based extension to their current
license, such a purchase can be made online via the test user
manager 308, and the user can then download a new license
file from the test user manager.

[0062] Results from performing the test case(s) on the user
equipment are stored in the cloud in the test data repository
310 on the server 102a. That is, test results are received at
the server 1024 from the cell-based test system 104a over
the network 110 and stored at the server. The test results
stored in the test data repository 310 can be accessed by
authorized users as noted, and can also be downloaded to
any computer system or server designated by the user. A
report based on the test results can be prepared and stored in
the test data repository 310 on the server 102a (in the cloud)
and subsequently accessed and downloaded by authorized
users.

[0063] In an embodiment, results from performing test
cases on different types, makes, models, and features of user
equipment at multiple cell-based test systems are received at
the server 102a from those test systems over the network
110. In such an embodiment, the report and analytics module
312 compares and summarizes the results for the different



US 2018/0049054 Al

user equipment. Thus, test results from different cell-based
test systems can be uploaded to the cloud and compared, and
the results of the comparisons can be subsequently accessed
and downloaded by authorized users.

[0064] In an embodiment, the SME library 314 is avail-
able to be readily accessed for consultation by authorized
users via the cloud (over the network 110) and downloaded.
Authorized users can also add new information to the SME
library 314 and update existing information.

[0065] FIG. 3B illustrates examples of the types of infor-
mation that are exchanged between authorized users, a
server 1024 in the network (cloud) 110 (FIG. 1), and a
cell-based test system 104q in an embodiment according to
the invention.

[0066] Forexample, the cell-based test system 1044 sends
profile information for the UEs 2304a-230% to be tested to the
server 102a. In response, based on the profile information,
the server 102a sends test case(s) to the cell-based test
system 104q. In an embodiment, the server 1024 also sends
device profile(s) to the cell-based test system 104a. Also, an
authorized user can add device profile(s) to the server 102a
and/or update existing device profile(s).

[0067] The server 102a can send test software and soft-
ware updates to the cell-based test system 104a.

[0068] After operation of the cell-based test system 104a
with a reference UE (after characteristics of the test system
are measured using the reference UE), the test system can
send information about the characteristics (the results of the
measurements) to the server 102a. The server 102a can
subsequently send the information about the characteristics
of the cell-based test system 104a to the test system when
testing is to be performed.

[0069] The server 102a can establish accounts with autho-
rized users and issue access information (e.g., passwords) to
users. Users use the access information to log into the server
1024, and can access and download account information
including, but not limited to, licenses and licensing infor-
mation, test results, analytics, and reports, and can also
access the SME library. Also, an authorized user can add
device profile(s) to the server 102a and/or update existing
device profile(s).

[0070] FIG. 4 is a diagram illustrating an example of
certification testing performed using the cell-based test
system 104a. In this example, the UE 230q is a smartphone.
[0071] At operation 1, the computer system 210 sends a
“turn airplane mode on” command to the UE 230q. At
operation 2, the computer system 210 sends a “turn airplane
mode off”” command to the UE 230a.

[0072] At operation 3, the UE 230a accomplishes LTE
detach followed by LTE attach. At operation 4, the computer
system 210 instructs the base station 220 to verify successful
LTE attach.

[0073] At operation 5, the UE 230a registers with an IMS
server 402 (which may be simulated by the computer system
210). At operation 6, the computer system 210 instructs the
base station to verify successful IMS registration.

[0074] At operation 7 of FIG. 4, the computer system 210
sends an AT command (plus COPN) to the UE 230a to get
operator names. At operation 8, the computer system 210
sends, for example, an AT command (plus CGPIAF) to the
UE 230a to print the IP address format. At operation 9, the
computer system 210 sends, for example, an AT command
(plus CGPIAF) to the UE 230a to modify the IP address
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format. Other types of commands, such as ADB commands,
can be used instead of AT commands.

[0075] FIG. 5 is a diagram illustrating an example of a test
for application retry using the cell-based test system 104a.
In this example, the UE 2304 is an IoT device.

[0076] At operation 1, the computer system 210 instructs
the base station 220 to configure an LTE band. At operation
2, the computer system 210 instructs the base station 220 to
configure an Internet path.

[0077] At operation 3, the UE 2304 is powered on by the
computer system 210.

[0078] At operation 4, if applicable, the UE 230a accom-
plishes LTE attach and registration with an IMS server (not
shown).

[0079] At operation 5, a path to the [oT server 502 (which
may be simulated by the computer system 210) is estab-
lished by the UE 230a. At operation 6, the computer system
210 instructs the base station 220 to monitor IP connectivity
and pattern.

[0080] At operation 7 of FIG. 5, the UE 230a auto-
registers with the IoT server 502. At operation 8, the
computer system 210 instructs the base station 220 to
monitor registration activity and pattern.

[0081] FIG. 6 is a flowchart 600 of a method of managing
the cell-based test systems 104a-104m of FIG. 1 in an
embodiment according to the present invention. All or some
of the operations represented by the blocks in the flowchart
600 can be implemented as computer-executable instruc-
tions residing on some form of non-transitory computer-
readable storage medium, and performed by a computer
system such as the server 102a of FIG. 1.

[0082] FIG. 6 is described with reference also to FIG. 3A.
Where certain elements are described in the singular in the
following discussion, such discussion can be readily
extended to the plural. While the blocks in the flowchart 600
are presented in a certain order, the operations described by
those blocks may be performed in a different order.

[0083] In block 602, at the server 102a, a test case from a
test case library 302 is selected and accessed. The test case
is selected according to profile information (e.g., type, make,
model, and/or features) about the user equipment 230a-230%
to be tested at a cell-based test system 104a. The profile
information can be sent from the cell-based test system 104a
to the server 102a over the network 110.

[0084] In block 604, the selected test case is sent from the
server 102a over the network 110 to the cell-based test
system 104a.

[0085] In block 606, at the server 102a, a device profile
from a device profile library 304 is selected and accessed.
The selected device profile corresponds to the profile infor-
mation about the user equipment 230a-230% to be tested at
the cell-based test system 104a.

[0086] In block 608, the device profile is sent from the
server 1024 to the cell-based test system 104a over the
network 110.

[0087] In an embodiment, reference user equipment is
used to calibrate the cell-based test system 104a. In such an
embodiment, in block 610, information about characteristics
(e.g., the physical, protocol, and data characteristics men-
tioned above) of the cell-based test system 104aq is received
from the cell-based test system over the network 110 and
stored by the test equipment manager 306 at the server 102a4.
Prior to the cell-based test system 104a performing the test
case on the user equipment 230a-230%, that information is



US 2018/0049054 Al

sent from the server 102a over the network 110 to the
cell-based test system, in block 612. That information can be
used to calibrate the cell-based test system 104a prior to and
during testing of the user equipment 230a-230%.

[0088] In block 614, in an embodiment, software and/or
software updates that can be used by the cell-based test
system 104q to perform automated testing are sent from the
server 102a (specifically, the test equipment manager 306)
over the network 110 to the cell-based test system.

[0089] The cell-based test system 104a can then automati-
cally perform the test case on the user equipment 230a-230%.
[0090] Inblock 616, results from performing the test case
on the user equipment 230a-230% are received at the server
102a from the cell-based test system 104a over the network
110 and stored at the server in the test data repository 310.
A report based on the test results can be prepared and stored
on the server 102¢ in the test data repository 310, and can
be accessed by authorized users. In an embodiment, access
information that is used to control access to, for example, the
test results stored at the server 102a is also stored at the
server by the test user manager 308.

[0091] In an embodiment, in block 618, results from
performing test cases on different types, makes, models, and
features of user equipment at multiple cell-based test sys-
tems are received at the server 1024 from those systems over
the network 110. In such an embodiment, the results for the
different types and models of user equipment can be com-
pared and summarized in a report that is prepared and stored
on the server 102 by the report and analytics module 312.
The report is accessible to authorized users under control of
the test user manager 308.

[0092] FIG. 7 is a flowchart 700 of a method of testing
user equipment (e.g., the user equipment 2304-230% of FIG.
2) at a cell-based test system (e.g., the cell-based test system
104a of FIG. 2) in an embodiment according to the present
invention. All or some of the operations represented by the
blocks in the flowchart 700 can be implemented as com-
puter-executable instructions residing on some form of
non-transitory computer-readable storage medium, and per-
formed by a computer system such as the computer system
210 and test executive (e.g., the EPC) of FIG. 2.

[0093] FIG. 7 is described with reference also to FIG. 3A.
Where certain elements are described in the singular in the
following discussion, such discussion can be readily
extended to the plural. While the blocks in the flowchart 700
are presented in a certain order, the operations described by
those blocks may be performed in a different order.

[0094] In block 702, the user equipment 230a-230% to be
tested is connected to the cell-based test system 104a. The
cell-based test system 104q is then configured and initial-
ized. In an embodiment, before the user equipment 230a-
230k is connected to the cell-based test system 104a, char-
acteristics of the cell-based test system are measured and
sent to the server 102a over the network 110.

[0095] In block 704, profile information (e.g., type, make,
model, and/or features) for the user equipment 230a-230% is
detected/determined.

[0096] In block 706, the profile information is sent to the
server 102a over the network 110.

[0097] In block 708, a device profile that is selected
according to the profile information is received from the
server 102qa over the network 110. A user (e.g., test operator)
can confirm usage of the selected device profile for test
automation.
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[0098] Inblock 710, a test case is received from the server
1024 over the network 110. The test case is selected based
on the profile information sent to the server 102a.

[0099] In block 712, in an embodiment, the information
about the characteristics of the cell-based test system 104a
is received from the server 102a over the network 110.
[0100] Inblock 714, the test case is performed on the user
equipment 230a-230%. During performance of the test case,
in an embodiment, the information about the characteristics
of the cell-based test system 104q that is received from the
server 102a can be used to calibrate the cell-based test
system 104a. During performance of the test case, the user
equipment 230a-230% is controlled according to the device
profile in response to the software executing on the com-
puter system 210. Thus, the information from the down-
loaded test profile is used by the cell-based test system 104a
to perform appropriate test automation during execution of
the test case.

[0101] Inblock 716, results from performing the test case
on the user equipment 230a-230% are sent to the server 102a
over the network 110.

[0102] In block 718, in an embodiment, a modification to
the device profile is received from a user. The modification
can be sent to the server 102a over the network 110.
[0103] Embodiments according to the invention utilize
cloud-based services to manage cell-based test systems
individually and collectively. The use of cloud-based ser-
vices increases the degree of test automation and decreases
the amount of manual support needed. Testing can be
performed at manufacturing sites, so that devices to be tested
do not have to be shipped to testing laboratories.

[0104] Test results can be quickly and securely stored and
accessed. Test cases can be quickly delivered on demand.
The correct device profiles can be quickly identified and
delivered. Software updates and new device profiles can be
developed and quickly distributed. License agreements can
be prepared and quickly implemented. Testing can be made
more robust and feature-rich.

[0105] Overall, time-to-market and overall cost are
reduced without affecting test coverage and product reliabil-
ity.

[0106] FIG. 8 is a block diagram illustrating elements of
a computer system 800 in an embodiment according to the
present invention. In an embodiment, the computer system
800 represents a platform for implementing the server 102a
of FIG. 1, and the computer system 210 and computer
system 212 of FIG. 2.

[0107] The computer system 800 broadly includes any
single or multi-processor computing device or system
capable of executing computer-readable instructions. In its
most basic configuration, the computer system 800 may
include at least one processing circuit (processor) 802 and at
least one storage medium 804. The processor 802 generally
represents any type or form of processing unit or circuit
capable of processing data or interpreting and executing
instructions. In an embodiment, the processor 802 receives
instructions from a software application or module. The
storage medium 804 generally represents any type or form
of volatile or non-volatile storage device or medium capable
of storing data and/or other computer-readable instructions.
[0108] The computer system 800 may also include one or
more components or elements in addition to the processor
802 and storage medium 804. For example, the computer
system 800 may include an input/output (I/O) device 806,
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such as a keyboard and mouse, and a communication
interface 808, each of which may be interconnected via a
communication infrastructure (e.g., a bus 810). The com-
puter system 800 may also include a display device 812.

[0109] The communication interface 808 may be any type
or form of communication device or adapter capable of
facilitating communication between the computer system
800 and one or more other devices including a network of
other devices. The communication interface 808 can
include, for example, a receiver and a transmitter that can be
used to receive and transmit information (wired or wire-
lessly).

[0110] While the foregoing disclosure sets forth various
embodiments using specific block diagrams, flowcharts, and
examples, each block diagram component, flowchart step,
operation, and/or component described and/or illustrated
herein may be implemented, individually and/or collec-
tively, using a wide range of hardware, software, or firmware
(or any combination thereof) configurations. In addition, any
disclosure of components contained within other compo-
nents should be considered as examples because many other
architectures can be implemented to achieve the same func-
tionality.

[0111] The process parameters and sequence of steps
described and/or illustrated herein are given by way of
example only and can be varied as desired. As mentioned
above, while the steps illustrated and/or described herein
may be shown or discussed in a particular order, these steps
do not necessarily need to be performed in the order illus-
trated or discussed. Also, the various example methods
described and/or illustrated herein may also omit one or
more of the steps described or illustrated herein or include
additional steps in addition to those disclosed.

[0112] While various embodiments have been described
and/or illustrated herein in the context of fully functional
computing systems, one or more of these example embodi-
ments may be distributed as a program product in a variety
of forms, regardless of the particular type of computer-
readable media used to actually carry out the distribution.
The embodiments disclosed herein may also be imple-
mented using software modules that perform certain tasks.
These software modules may include script, batch, or other
executable files that may be stored on a computer-readable
storage medium or in a computing system. These software
modules may configure a computing system to perform one
or more of the example embodiments disclosed herein. One
or more of the software modules disclosed herein may be
implemented in a cloud computing environment. Cloud
computing environments may provide various services and
applications via the Internet. These cloud-based services
(e.g., software as a service, platform as a service, infrastruc-
ture as a service, etc.) may be accessible through a Web
browser or other remote interface. Various functions
described herein may be provided through a remote desktop
environment or any other cloud-based computing environ-
ment.

[0113] Although the subject matter has been described in
language specific to structural features and/or methodologi-
cal acts, it is to be understood that the subject matter defined
in the disclosure is not necessarily limited to the specific
features or acts described above. Rather, the specific features
and acts described above are disclosed as example forms of
implementing the disclosure.
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[0114] Embodiments according to the invention are thus
described. While the present disclosure has been described
in particular embodiments, it should be appreciated that the
invention should not be construed as limited by such
embodiments, but rather construed according to the follow-
ing claims.

What is claimed is:

1. A method of managing a plurality of cell-based test
systems, the method comprising:

selecting and accessing, at a server communicatively

coupled to the plurality of cell-based test systems via a
network, a test case from a test case library, wherein the
test case is selected according to profile information
about user equipment to be tested at a cell-based test
system of the plurality of cell-based test systems,
wherein the cell-based test system comprises a portable
test unit and a computer system coupled to the portable
test unit;

sending the test case, from the server over the network, to

the cell-based test system, wherein the cell-based test
system is operable for automatically performing the test
case on the user equipment;

receiving, at the server from the cell-based test system

over the network, results from performing the test case
on the user equipment coupled to the cell-based test
system; and
storing the results at the server.
2. The method of claim 1, further comprising:
selecting and accessing, at the server, a device profile
from a device profile library, wherein the device profile
corresponds to the profile information about the user
equipment and comprises an application program inter-
face operable for controlling the user equipment; and

sending the device profile from the server to the cell-
based test system over the network.

3. The method of claim 2, wherein the user equipment
comprises reference user equipment that is operable for
calibrating the cell-based test system.

4. The method of claim 3, further comprising:

receiving, at the server from the cell-based test system

over the network, information about a characteristic of
the cell-based test system measured using the reference
user equipment;

storing the information about the characteristic at the

server; and

prior to the cell-based test system performing the test case

on the user equipment, sending the information about
the characteristic from the server over the network to
the cell-based test system.

5. The method of claim 1, further comprising sending
software executable by the computer system from the server
over the network to the cell-based test system.

6. The method of claim 1, further comprising storing, at
the server, licensing information for the cell-based test
system, wherein the licensing information is accessible and
downloadable by an authorized user.

7. The method of claim 1, further comprising storing, at
the server, access information configured to control access to
the results stored at the server.

8. The method of claim 1, further comprising generating
a report based on the results from performing the test case
on the user equipment, wherein the report is accessible and
downloadable by an authorized user.



US 2018/0049054 Al

9. The method of claim 1, further comprising:

receiving, at the server from the plurality of cell-based test
systems over the network, results from performing test
cases on different types, makes, and models of user
equipment coupled to the cell-based test systems,
wherein the results for the different types, makes, and
models of user equipment are accessible and down-
loadable by an authorized user; and

performing a comparison of the results for the different
types, makes, and models of user equipment and pro-
viding a summary of the comparison, wherein the
summary is accessible and downloadable by an autho-
rized user.

10. A system comprising a server in a network, the system

comprising:
a processor;
a communication interface coupled to the processor and
operable for communicating with a plurality of cell-
based test systems over the network; and
a memory coupled to the processor, wherein the memory
has stored therein a plurality of modules that, when
executed, perform operations for managing the plural-
ity of cell-based test systems, the modules comprising:
a test case library comprising a plurality of test cases
for different types of user equipment, wherein a test
case is selected and accessed from the test case
library according to profile information for user
equipment to be tested at a cell-based test system of
the plurality of cell-based test systems and sent to the
cell-based test system over the network, wherein the
cell-based test system comprises a portable test unit
and a computer system coupled to the portable test
unit, and wherein the cell-based test system is oper-
able for automatically performing the test case on the
user equipment; and

a test data repository operable for storing results from
performing the test case on the user equipment
coupled to the cell-based test system, wherein the
results are received at the server from the cell-based
test system over the network, wherein the results are
accessible and downloadable by an authorized user.

11. The system of claim 10, wherein the plurality of
modules further comprise a device profile library, wherein a
device profile is selected and accessed from the device
profile library according to the profile information about the
user equipment and sent to the cell-based test system over
the network, and wherein the device profile comprises a test
script operable for controlling the user equipment.

12. The system of claim 10, wherein the plurality of
modules further comprise a test equipment manager com-
prising software executable by the computer system,
wherein further the server is operable for sending the soft-
ware over the network to the cell-based test system and for
sending updates to the software over the network to the
cell-based test system.

13. The system of claim 10, wherein the plurality of
modules further comprise a test user manager comprising
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licensing information for the cell-based test system, wherein
the licensing information is accessible and downloadable by
an authorized user.

14. The system of claim 13, wherein the test user manager
further comprises test user account information for control-
ling access to information on the server.

15. The system of claim 10, wherein the plurality of
modules further comprise a report and analytics module
operable for generating a report based on the results from
performing the test case on the user equipment, wherein the
report is accessible and downloadable by an authorized user.

16. The system of claim 15, wherein the results in the test
data repository comprise results from performing test cases
on different types, makes, and models of user equipment
coupled to the plurality of cell-based test systems, wherein
the report and analytics module is further operable for
performing a comparison of the results for the different
types, makes, and models of user equipment and providing
a summary of the comparison, wherein the summary is
accessible and downloadable by an authorized user.

17. A system comprising a cell-based test system, the
system comprising:

a portable test unit; and

a computer system coupled to the portable test unit and

operable for communicating with a server over a net-

work, wherein the computer system is further operable

for performing operations comprising:

sending, to the server over the network, profile infor-
mation describing user equipment to be tested at the
cell-based test system;

receiving a test case from the server over the network,
wherein the test case is selected according to the
profile information; and

sending, to the server over the network, results from
performing the test case on the user equipment
coupled to the cell-based test system.

18. The system of claim 17, wherein the computer system
is further operable for performing operations comprising
receiving, from the server over the network, a device profile
for the user equipment, wherein the device profile comprises
an application program interface selected according to the
profile information and operable for controlling the user
equipment.

19. The system of claim 17, wherein the computer system
is further operable for performing operations comprising:

sending, to the server over the network, information about

a characteristic of the cell-based test system measured
using reference user equipment; and

prior to the cell-based test system performing the test case

on the user equipment, receiving the information about
the characteristic from the server over the network.

20. The system of claim 17, wherein the computer system
is further operable for receiving software executable by the
computer system from the server over the network.
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