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FIG. 4
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METHOD AND APPARATUS FOR RESILIENT

END-TO-END MESSAGE PROTECTION FOR

LARGE-SCALE CYBER-PHYSICAL SYSTEM
COMMUNICATIONS

TECHNICAL FIELD

[0001] This invention relates generally to machine-to-ma-
chine communications systems and more particularly to
group data collection systems for cyber-physical systems,
such as a smart electrical grid.

BACKGROUND OF THE INVENTION

[0002] Conventional point-to-point schemes such as [IPSec
(IP Security), TLS (Transport Layer Security), or SRTP (Se-
cure Real-time Transport Protocol) are widely employed for
secure protection of Internet traffic. However, the point-to-
point schemes are inappropriate for a large-scale CPS where
centralized computation servers continuously collect fixed-
size data from a massive number of embedded devices
attached to the CPS infrastructure, perform real-time data
analysis, and, if necessary, send control commands to embed-
ded devices.

[0003] First, due to their stateful property, centralized com-
putation servers have to maintain security state per their asso-
ciated embedded devices. i.e., each server needs O(NL)—
memory space where N is the number of devices associated
with the server and L is the size of security state. This raises
server-side scalability issues for association management,
performance, and restoration from failures. Next, the servers
have a dependency on certificates or public-key operations
for node authentication and key distribution. However, pub-
lic-key based operations incur almost a hundred times more
computing resources than symmetric-key operations and the
size of the certificate chains is typically greater than 2K bytes.
Therefore, it is difficult to implement these protocols on end
devices with constrained computing power or bandwidth.

[0004] By contrast, conventional group security schemes
which address the limitations of the point-to-point schemes
have the following limitations. First, legitimate publishers in
a group can listen to messages from other publishers in the
group (privacy violation). i.e., conventional group security
schemes cannot be used for privacy-conserving infrastruc-
tures such as smart metering. Second, compromised subscrib-
ers in a group can send messages to other subscribers since
they can disguise as legitimate publishers (message authen-
tication problem). This is a well-known open problem in
group communications. Third, accidental or incidental expo-
sure of a group encryption key to attackers may result in
whole system failures (key exposure resilience problem).
Lastly, group encryption keys must be updated to ensure
forward-backward secrecy whenever a member joins or
leaves the group (key refreshment problem). For a group with
N members, refreshing a key needs O(N) message exchanges
in a brute-force fashion and O(log N) in tree-based
approaches such as LKH (Logical Key Hierarchy). However
both O(N) message exchanges and key tree managements are
costly for a CPS communication network that consists of a
large number of embedded devices and is likely to be built
over multiple access technologies including PL.Cs (Power
Line Communications) and IEEE 802.15.4. Accordingly,
there is a need for an improved group security communica-
tions scheme.
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SUMMARY OF THE INVENTION

[0005] An advance is made over the prior art in accordance
with the principles of the present invention that is directed to
a new approach for an end-to-end (E2E) message protection
scheme for large-scale CPS s. Certain embodiments of the
invention include a notion and use of the long-term key that is
given on per node basis; this long term key is assigned during
the node authentication phase and is subsequently used to
derive encryption keys from a random number per-message
sent. Certain embodiments include a notion and use of E2E
authenticators. For a message sent, its E2E authenticator con-
sists of the sender’s identity and a MAC (e.g., HMAC) of the
message. Certain embodiments also include a notion and use
of message brokers (trusted intermediate parties placed in
protected network locations) that multicast messages from
publishers in a group to subscribers in the group. The use of
trusted message brokers allows us to drastically reduce the
overheads of secure group communication.

[0006] Certain embodiments of the invention achieve pri-
vacy, message authentication, and key exposure, without
compromising scalability and end-to-end security, compared
with existing security solutions. Certain embodiments
include the design of a novel strong E2E message protection
scheme for large-scale CPSs. Our scheme eliminates the need
for supporting costly solutions such as [Psec, TLS, or SRTP.
In certain embodiments a security extension addresses mes-
sage authentication problems that are known to be hard. One
important performance benefit of the O(1)-state concept is
that message flooding from a massive number of embedded
devices during session reestablishment following server
restarts or failures can be avoided.

[0007] To address the security requirements for cyber-
physical systems, embodiments of the present invention
include a resilient end-to-end message protection framework,
termed Resilient End-to End Message Protection or REMP,
exploiting the notion of the long-term key that is given on per
node basis. This long term key is assigned during the node
authentication phase and is subsequently used to derive
encryption keys from a random number per-message sent.
Compared with conventional schemes, REMP improves pri-
vacy, message authentication, and key exposure, and without
compromising scalability and end-to-end security. The
tradeoff is a slight increase in computation time for message
decryption and message authentication.

BRIEF DESCRIPTION OF THE DRAWING

[0008] Theteachings ofthe present invention canbe readily
understood by considering the following detailed description
in conjunction with the accompanying drawings, in which:
[0009] FIG. 1 shows an exemplary embodiment of a sim-
plified model for a large-scale Cyber-Physical System (CPS);
[0010] FIG. 2 shows an exemplary configuration of IPsec
tunnels in an exemplary CPS;

[0011] FIG. 3 shows an exemplary representation of link-
by-link secure sessions in an exemplary CPS;

[0012] FIG. 4 shows an exemplary representation for pub-
lisher-subscriber (pub-sub) group communications in an
exemplary CPS;

[0013] FIG. 5 shows an exemplary embodiment for a sys-
tem model of pub-sub group communications for an exem-
plary CPS according to the present invention;

[0014] FIG. 6 shows an exemplary embodiment for a mes-
sage confidentiality scheme of REMP;
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[0015] FIG. 7 shows one exemplary embodiment for mes-
sage authentication in a CPS leveraging message brokers; and
[0016] FIG. 8 shows one exemplary embodiment of a high
level block diagram of a sensor and server for use in accor-
dance with the methodology of the present invention.

DETAILED DESCRIPTION

[0017] Today many countries, cities, and utilities are
deploying nationwide or statewide critical infrastructures that
incorporate Cyber-Physical Systems (CPS). Examples of
such critical cyber-physical infrastructures are national disas-
ter control systems, transportation networks, gas and water
networks, and power grids. Using cyber-physical systems is
expected to significantly improve safety, reliability, and effi-
ciency in operating critical infrastructures. Aligned with this
increasing deployment of CPS, US government research
agencies have identified CPS as a key area of research since
late 2006. By definition a full-fledged CPS integrates com-
puting and communication capabilities with the monitoring
and control of physical entities in real world. The CPS for the
critical infrastructures (hereafter called large scale CPS) must
be secure, reliable, and operated in real-time,1 otherwise it
can present serious economic and safety hazards.

[0018] Referring to FIG. 1, there is shown a simplified
representation of a system model for exemplary large scale
CPS 100. Unlike standalone embedded systems, a large-scale
CPS can be modeled as a machine-to-machine communica-
tion system that combines a central control facility 102 to
provide intelligence, sensors 104 as physical inputs, and
actuators 106 for implementing the control operation. The
central control facility includes operation and control appli-
cations 108 and data collection/analysis functions 110,
wherein the central control facility is coupled to the sensors
and actuators through a communications network 112. In a
large-scale CPS, the massive number of embedded sensors
continuously publishes data; their associated control facility
collects the generated data for performing real-time data
analysis and if necessary sends control messages to the actua-
tors where physical actions will be executed. An example of
CPS systems is the power grid where through the use of smart
meters a utility can cost-effectively maintain the balance
between power load and supply through accurate and timely
reporting of power loads; real-time analysis of data collected
from embedded sensors and resulting closed loop controls
that can effectively respond to contingencies such as grid
faults or outages without immediate human intervention.
[0019] Compared with standalone embedded systems, such
large scale CPS require trustworthy communications as their
elements are geographically distributed in a field area net-
work and thus can be exposed to adversaries who are external
to the CPS. The communication network for the CPS must be
physically or virtually isolated from public networks due to
the significant security and performance issues that are
encountered if mission critical messages are multiplexed with
public data traffic. However, just network isolation alone is
not sufficient to ensure trustworthy communications since
adversaries can easily exploit security holes in control facili-
ties or intermediate nodes such as routers, base stations,
relays, aggregators, etc. For example, consider security
threats in a typical control facility that computing machines in
acontrol facility communicate with end devices through gate-
way routers in the subnet where the computing machines are
located. Assume that messages between end devices and their
associated control facility are protected by IPsec tunnels. As
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illustrated in FIG. 2, by typical security operation practices,
each IPsec tunnel 200 is likely to be terminated at a gateway
202 rather than the computing server 204 at the control facil-
ity 205 which is the expected destination for messages from
an end device 206. In addition, a message may also pass
through a number of other nodes, such as relays, base stations,
routers or proxies 208, for example. The reason for termina-
tion of IPsec tunnels at the gateway is primarily due to per-
formance and management issues. In such cases, messages
between the computing server 204 and the gateway 202 are
unprotected unless there are other security solutions that pro-
tect the confidentiality and integrity of the messages. The
corruption of the messages could be caused by internal adver-
saries including compromised employees and computer mal-
wares. In addition, in some critical infrastructures for smart
metering or synchophasor data sharing across multiple utili-
ties, protecting privacy among electric consumers or utilities
is identified as a nonnegotiable security requirement for
large-scale CPS communications.

[0020] We emphasize from the above scenarios that large-
scale CPSs must strongly protect messages against cyber
attacks on an end-to-end (E2E) (versus link-by-link) aspect
irrespective of whether the network is isolated from public
networks. Without the E2E security, the credibility of the CPS
is questionable and could lead to safety hazards or privacy
violations. Thus, the challenge is to design E2E security for
large-scale CPS communications that are scalable on aspects
of message decryption and integrity. Conventional group
security schemes which have scalability advantages reveal
weak security strength on aspects of privacy, message authen-
tication, and key exposure resilience. It is in this context that
we consider the specific problem of designing scalable mes-
sage protection schemes that ensure strong E2E confidenti-
ality and integrity. We also consider computational overheads
to understand the impact of security on resource-constrained
access networks and computing devices. Exemplary embodi-
ments of the present invention set forth a resilient E2E mes-
sage protection (REMP) framework for CPS communica-
tions that addresses the above requirements. An exemplary
aspect of REMP is that, for a communication group exchang-
ing similar messages, receivers do not need to keep any state
for security per-sender. Some other exemplary aspect of the
invention include: design of a novel and strong E2E message
protection scheme for large-scale CPSs. The proposed
scheme eliminates the need for supporting costly solutions
such as IPsec, TLS, or SRTP, In addition embodiments of the
present invention including a security extension address a
message authentication problem that is known to be hard, see,
for example, A. Perrig, R. Canetti, D. Song, and J. D. Tygar,
“Efficient and Secure Source Authentication for Multicast”,
Internet Society NDSS, February 2001. One important per-
formance benefit of the O(1)-state concept of REMP is that
message flooding from a massive number of embedded
devices during session reestablishment following server
restarts or failures can be avoided.

Properties of Large-Scale CPS Communications

[0021] In the following, some of the characteristic proper-
ties of CPS communications that are relevant for designing
the REMP are described. First, communications between
machines that publish and consume data are governed by a
single pre-assigned administration, e.g., smart metering or
distribution automation are typically operated by a single
utility; wide-area situation monitoring that spans across mul-
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tiple utilities can be operated by a single independent orga-
nization. Second, in a typical CPS, fixed-size messages are
published by a large number of embedded devices and this
data publishing dominates the communication network, e.g.,
inthe UK’s Smart Metering project approximately 53 million
smart meters will be rolled out to cover all households and
most businesses. Third, CPS communication sessions for safe
delivery of data and control messages need to be persistently-
lived. The persistent association is necessary for minimizing
message delivery delay and for avoiding computing and com-
munication overheads required per session establishment
procedure. Fourth, embedded devices are typically purpose-
built machines with constrained computing resources. Con-
trol facilities on the other hand are made up of high-perfor-
mance machines since the high volume of data that is
collected from the massive number of sensors should be pro-
cessed in a timely fashion. Note that this asymmetry in the
availability of computing resources must be taken into
account when designing security schemes. Scalability is a
major consideration for control center entities that have suf-
ficient computational power while for computing constrained
entities light-weight computation is critical. Resilience to
attacks is however an essential requirement for all devices.
Lastly, large-scale CPS communications could be deployed
over multiple access technologies such as IEEE 802.15.4/
802.11mesh, power-line communications (PLC), Long Term
Evolution (LTE), or optics. Each access technology has its
own authentication and confidentiality schemes. However,
link-level security schemes provided by access technologies
are limited in terms of ensuring E2E message protection as
they cannot guarantee confidential communications among
end-point devices through intermediate communication
devices such as relays, base stations, or routers. Consider the
scenario shown in FIG. 3 that a message from an end device
306 encrypted by IEEE 802.1X (used for mesh network secu-
rity) is securely delivered over a radio mesh network 310
where the message is destined for the control facility 305 and
a computation server 304. The message is then decrypted at a
gateway router 308 and transmitted over a backhaul network
312 using the encryption scheme of the backhaul network. It
is possible that the gateway router can be exploited as a
security hole through mechanisms such as hidden backdoors
or a virus. Therefore, it is critical that CPS supports security
technologies that ensure E2E security. It becomes a manda-
tory requirement for eliminating possible security holes
among end-point devices.

Message Protection Schemes

[0022] To the best of the inventors” knowledge, none of the
existing well-known security schemes meets the require-
ments for large-scale CPSs. Currently there are four point-to-
point security protocols that are widely used for Internet
communications and are possible candidates for CPS com-
munications—Ipsec, see, for example, S. Kent, “IP Encapsu-
lating Security Payload,” IETF RFC 4301, December, 2005,
TLS, see, for example, T. Dierks and E. Rescorla, “The Trans-
port Layer Security (TLS) Protocol,” IETF RFC 5246,
August, 2008, DTLS, see, for example, N. Modadugu and E.
Rescorla, “The design and implementation of datagram
TLS,” Network and Distributed System Security Sympo-
sium, February, 2004, and SRTP, see, for example, M.
Baugher, D. McGrew, M. Naslund, E. Carrara, and K. Nor-
rman, “The Secure Real-time Transport Protocol (SRTP)”,
IETF 3711, March 2004. These security protocols have no
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serious weakness since each secure session is protected using
a secure key. The strength of these security schemes relies on
strong ciphers such as AES, see, for example, NIST,
“Announcing the advanced encryption standard (AES),”
2001. However, the management of their session keys
reduces the scalability and extensibility required to support
large-scale CPS communications from on E2FE aspects.
[0023] IPsec (IP Security) is a protocol suite to protect
messages for virtual private networks or remote user access,
using message authentication and encryption in an IP-layer
session. [Psec performs mutual-authentication between two
communicating parties at the beginning of a session and then
distributes keys to be used for the session. This is accom-
plished through external protocols such as IKE, see, for
example, C. Kaufman, P. Hoffman, Y. Nir, P. Eronen, “Inter-
net Key Exchange Protocol Version 2 (IKEv2),” IETF RFC
5996, September 2010 that require certificates and public-key
cryptography, and are therefore computation-intensive.
[0024] TLS (Transport Layer Security) and DTLS (Data-
gram TLS) protect application protocols such as HTTPS or
SNMP above the transport-layer (TCP for the former and
UDRP for the latter), using symmetric key encryption for con-
fidentiality, and message authentication codes for integrity.
These inherently support node authentication and key distri-
bution using certificates and public key cryptography. Hence,
they are also computation-intensive.

[0025] SRTP (Secure Real-time Transport Protocol) safely
protects the RTP designed for supporting real-time and jitter-
sensitive applications such as [P-telephony. For communica-
tion resource constrained environments, SRTP has advan-
tages over IPSec, TLS, or DTLS4. It relies on external key
management protocols such as ZRTP, see, for example, P.
Zimmermann, A. Johnston, Ed., J. Callas, “ZRTP: Media
Path Key Agreement for Unicast Secure RTP,” IETF RFC
6189, April 2011, to setup one master key for deriving session
key. However, it needs time-synchronization for key deriva-
tion.

[0026] Limited scalability: All the above protocols have
one limiting property for application to large-scale CPS com-
munications: a sender must know its intended receiver’s con-
tact information before initiating communications and a
receiver must maintain one security association per-sender
during communications. For example, consider the scenario
of sensor data collection. For ensuring E2E secure commu-
nications, computation servers in a control facility must
maintain O(N) secure sessions where N is the number of end
devices embedded in the CPS. However, if N is large (e.g., in
the order of millions in smart metering), due to hardware
limitations secure sessions will be terminated at gateway
routers or proxy servers in the control facility rather than
computation servers. Further, in computation servers, if a big
chunk of memory is occupied by security tasks assigned to
messages from O(N) end embedded devices, computation
intensive activities such as real-time data analysis and closed
loop control algorithms may face a temporary shortage of
runtime memory during their computation which could result
in missed deadlines. Also exposing computation servers to a
large number of end devices must be avoided since adversar-
ies can easily develop cyber attacks via end devices. In short,
enforcing E2E message protection to eliminate security holes
necessarily involves deploying cost effective scalability in the
system. All of the above referred protocols can also incur
control message flooding when either non-end point or end
point servers managing a large number of secure sessions are
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restarted for upgrading or has abruptly failed. End devices
associated with these servers will simultaneously send thou-
sands of control messages to reestablish their secure sessions
as soon as possible.

[0027] Overhead and extensibility requirements: As
described above, all protocols except for SRTP have a depen-
dency on certificates or public-key operations for node
authentication and key distribution. However, public-key
based operations incur almost a hundred times more comput-
ing resources than symmetric-key operations and the size of
the certificates is typically greater than 2K bytes. Therefore, it
is difficult to implement these protocols on end devices with
constrained computing power or bandwidth, e.g., sensors
with 16-bit 8 MHz processors and PL.C or IEEE 802.15.4
modules.

[0028] In alarge-scale CPS, for extensible deployments, a
newly installed or rebooted embedded device must have
knowledge of the name of its pre-assigned control facility
rather than the IP address of an end-point server. This is
necessary to establish the necessary security associations
with the CPS. Otherwise, large scale distributed embedded
devices must perform the address resolution for multiple
end-point servers. This poses a challenge for the seamless
replacement of end-point servers. Using point-to-point secu-
rity for CPS communications needs a secure name resolution
system such as DNSSEC, see, for example, R. Arends, R.
Austein, M. Larson, D. Massey, S. Rose, “DNS Security
Introduction and Requirements,” IETF RFC 4033, March
2005. However, DNSSEC relies on certificates and public-
key cryptography for ensuring message authentication and
furthermore does not support confidentiality for DNSSEC
messages.

Group Communication Security

[0029] In the context of publish-subscribe (hereafter caller
pub-sub) communications, communication security has dif-
ferent pros and cons in terms of message protection. Unlike
general group communications such as multimedia bulletin
boards or video conferences, each member in a pub-sub group
either sends messages (as a publisher) or receives messages
(as a subscriber). i.e., pub-sub communications refer to uni-
directional many-to-many communications among publish-
ers and subscribers. See, for example, FIG. 4 which illustrates
a communications network 400 where a number of end point
devices 406 can communicate with a number of end point
computing servers 404 at control facility 405. Message bro-
ker 408 is included in the network at a point between the end
point devices 406 and the servers 404 as will be discussed.
Consider the incorporation of pub-sub communications into a
CPS where all embedded devices are divided into a small
number of groups, and end-point servers participate in all the
groups. We can find significant improvements in scalability,
extensibility and overhead on aspects of E2E message pro-
tection since, for a group, all members share one symmetric
group key for message encryption, or share public keys. Pub-
sub communications inherently protect end-point servers in a
control facility against attacks that can be launched from
embedded devices since the devices have no knowledge of the
end-point servers and the end-point servers do not setup asso-
ciations with the devices themselves due to the time and space
decoupling between publishers and subscribers. Further-
more, pub-sub systems can be designed with no dependency
on name resolution systems such as DNSSEC. However,
conventional security schemes for pub-sub communications
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introduce other limitations on message protection due to the
use of either one single symmetric key per group or public
keys despite ensuring member authentication at group join
time. For the use of one symmetric key per group, we identify
the following four limitations. First, legitimate publishers in a
group can listen to messages from other publishers in the
group (privacy violation). i.e., conventional group security
schemes cannot be used for privacy-conserving infrastruc-
tures such as smart metering. Second, compromised subscrib-
ers in a group can send messages to other subscribers since
they can disguise themselves as legitimate publishers (mes-
sage authentication problem). This is a well-known open
problem in group communications. Third, accidental or inci-
dental exposure of a group encryption key to attackers may
result in whole system failures (key exposure resilience prob-
lem). Lastly, group encryption keys must be updated to ensure
forward-backward secrecy whenever a member joins or
leaves the group (key refreshment problem) see, for example,
C. K. Wong, M. Gouda, and S. S. Lam, “Secure group com-
munications using key graphs”, IEEE/ACM Trans. Network-
ing., vol. 8, no. 1, February, 2000). For a group with N
members, refreshing a key needs O(N) message exchanges in
a brute-force fashion and O(log N) in tree-based approaches
such as LKH. However both O(N) message exchanges and
key tree managements are costly for a CPS communication
network that consists of a large number of embedded devices
and is likely to be built over multiple access technologies
including PL.Cs and IEEE 802.15.4. For the use of public
keys, the following two limitations are identified. First, pub-
lic-key encryptions are difficult to implement on low-pow-
ered embedded devices due to their intensive computation.
Second, public-key encryptions waste limited communica-
tion resources. Consider two end-point servers that are inter-
ested in data from embedded devices (See FIG. 4). Public
keys of the end-point servers are likely to be distributed to
embedded devices since the number of end-point servers is
typically much less than the number of embedded devices. An
embedded device must twice encrypt the same data using the
two public keys and send the twice encrypted data for both the
servers to decrypt the data.

Design Of REMP

[0030] We present the design of REMP in a top-down
modular manner for simplicity of presentation and under-
standing. The design goals of REMP are to improve message
protection strength in terms of privacy, origin authentication,
key exposure resilience, and key refreshment, and to accom-
modate resource constrained environments, while preserving
the scalability and extensibility inherited from pub-sub group
communications?.

[0031] Symmetric-key only approach for lightweight con-
siderations: As discussed, in CPS communications, end
devices communicate with end servers under a single admin-
istrative domain. Thus, one pre-shared key (PSK), see, for
example, P. Eronen and H. Tschofenig, “Pre-Shared Key
Cipher suites for Transport Layer Security (TLS),” IETF
RFC4279,December, 2005 per end device and symmetric
ciphers such as AES, see, for example, NIST, “Announcing
the advanced encryption standard (AES),” 2001 or 3DES,
see, for example, W. Barker, “Recommendation for the Triple
Data Encryption Algorithm Block Cipher,” NIST special
publication 800-67, May 2008 will suffice. In this setting,
using costly public-key credentials has no benefit of system-
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wide reduction in the number of keys. REMP uses only sym-
metric-key operations for all security extensions.

[0032] One encryption key per-message: Each publisher
executes encryption using a separate key per message sent.
This approach addresses privacy among publishers in a
group. Further, since it provides forward-backward secrecy,
key update caused by new member joins can be avoided and
key exposure resilience is inherently improved. Furthermore,
it prevents attackers from collecting and replaying large
amounts of cipher text encrypted with one single session key
on a per-group basis.

[0033] Subscriber’s state independent of the number of
publishers: Our basic idea is that subscribers compute the
decryption key whenever they receive a message. This capa-
bility is enabled by the use of a long-term master key. In this
way, a subscriber does not need to keep security state per-
publisher. Additionally, this idea helps avoid extreme over-
loading in the face of subscriber restarts or failures.

[0034] Message origin authentication extension: Referring
to FIG. 5, to tackle message origin authentication that is
known to be a hard problem, we exploit the notion of an E2E
authenticator 502 and message brokers 504 that multicast
messages from publishers in a group 506 to subscribers in the
group 508. For a message sent, its E2E authenticator consists
of the sender’s identity and a MAC message authentication
code (e.g., HMAC [20]) of the message.

Architecture Overview

[0035] We begin with the discussion of our pub-sub com-
munication framework that is leveraged by REMP. Consider
FIG. 5. For all pub-sub groups, authentication servers 502 are
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Design Details

[0036] PSK-based member authentication: For participat-
ing in a certain group, each member must be authenticated by
an authentication sever under the same administrative
domain. Conventional approaches that use certificates and
public-key ciphers or require many message exchanges, are
not suitable for CPS communications where end devices or
access networks can be resource-constrained. By contrast,
PSK-based approaches are appropriate for CPS communica-
tions, by virtue of the properties previously described. See,
for example, Y.-J. Kim, V. Kolesnikov, H. Kim, and M. Thot-
tan, “SSTP: a scalable and secure transport protocol for smart
grid data collection,” IEEE Smart Grid Comm., October 2011
for details. An authenticated member can safely receive infor-
mation over a secure channel with its associated authentica-
tion server.

[0037] Long-term key assignment and access-ticket: Refer-
ring to FIG. 5, in combination with Table I, for a group,
authentication servers 502 create and distribute four kinds of
long term keys: a single publishing master key, a publishing
key per publisher, a single access-ticket key, and an authen-
tication key per member, as shown. For a group m, given a
single publishing master key pm, a publisher 506 with iden-
tity 1 is assigned a publishing key p_i=AES, , (i). Security
properties of Advanced Encryption Standard (AES) function
guarantee that none of the publishing keys can be distin-
guished from a random string, even if the adversary obtains
publishing keys of all other publishers. Thus, these keys are
safe to use. On the other hand, the publishing master pm is
given to all subscribers. p_i and pm are subsequently used to
compute keys for message encryption and decryption respec-
tively.

TABLE 1

Terminologies used for explaining REMP.

A group identity tk A single access-ticket key of m
Publisher with identity i pm A single publishing master key of m
Subscriber with identity j p_i A publishing key of Pub_i
Concatenate al An authentication key of Pub_i
Encryption using key x aj An authentication key of Sub_j
Decryption using key x T, i’s access-ticket, E; (i | a_i| “W”).
The k-th message of Pub_i T J’s access-ticket, E; (j [[a_j || ‘R).
The k-th random number H, Cryptographic hashing using key x
A session key for M ts; Time stamp of Sub j

{Ecu(My), mmy, m} A B Glts | s address)

responsible for member authentication and key distribution to
members. In a group, each member (publisher, subscriber, or
message broker) must be authenticated and then assigned
keys. A message broker 504 authenticated for a group main-
tains security state for subscribers 508 authenticated for that
group. Whenever a message broker receives a message, it
verifies if the source of the message is a publisher 506 per-
mitted to access the group and so filters out any unauthenti-
cated message. We emphasize that one of our design prin-
ciples is to improve E2E confidentiality and integrity in pub-
sub communications. Thus, in a group, messages encrypted
and hashed by publishers can be decrypted and hashed by
only subscribers. Message brokers in the group are not
allowed or able to decrypt the message. Each end node can
participate in more than one group but can only act either as a
publisher or subscriber in each group.

[0038] For message authentication and group access con-
trol, we use the notion of “access-ticket” borrowed from
Kerberos, see, for example, C. Neuman, T. Yu, S. Hartman,
and K. Raeburn, “The Kerberos Network Authentication Ser-
vice (V5)”, IETF RFC 4556, July, 2005 that is widely used in
MS Windows. An authenticated member with identity i is
given access-ticket T, and authentication key a_i, as shown in
FIG. 5. T, is a cipher text that contains identity i, authentica-
tion key a_i, and access-right, and whose encryption is done
by a single access-ticket key tk assigned to group m.

[0039] E2E message confidentiality for privacy awareness:
We compute encryption keys using a key derivation function
for message encryption and decryption. A key is pseudo-
randomly generated from a publishing key and a random
number. As illustrated in FIG. 6, given a publishing key p_i,
for a random number rn,, a publisher 1 602 computes the key
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s_k=AES, , (rn;). On receiving an encrypted message from
publisher i, a subscriber 604 first computes the publishing key
p_i using the publishing master key pm he was given by
applying the AES function; from p_i he computes the decryp-
tion key s_k. Thus, it need not store this session key, since he
can readily compute it given a publishing key and a random
number. In addition to session key derivation, publishing keys
support E2E message integrity using MAC functions such as
HMAC, as shown in FIG. 7. Using key derivation functions
over publishing keys and random numbers improves privacy
among publishers in a group. Message authentication exten-
sion: We now describe a security extension for addressing
sender authentication: a compromised subscriber in a group
can disguise itself as a legitimate publisher in the group since
it has a publishing master key for the group. For a subscriber
with identity j of group m, given a message broker B (where
details of message broker selection would be understood by
those skilled in the art [16]), we first establish one security
association between B and j. Then, whenever B receives a
message, it verifies whether the message comes from a pub-
lisher permitted for group m. If so, it sends the message over
the security association between B and j. Thus, subscriber j
can ensure that any message received really comes from its
associated message broker.

[0040] Consider FIG. 7. After it is authenticated, subscriber
1702 generates encryption A, which contains identity j, time
stamp ts,, and j’s address. A, is encrypted with j’s authentica-
tion key a_j. Subscriber j sends a control message containing
A, and j’s access-ticket T, (given by auth. server) to message
broker B 704, who holds an access-ticket key tk given by an
authentication server (see FIG. 5). When the message reaches
message broker B, it can compute both the authentication key
a_j and access right of subscriber j from T, using tk, and then
verify A; using a_j. Upon verification, message broker B can
establish a security association with subscriber j.

[0041] For a given authentication key a_i and an encrypted
message X, ={E, ,(M,), M, m}, publisher i 706 creates an
E2E authenticator that contains identity i and a cryptographic
hash of X, using its publishing key p_i, i||H,, ,(X,), and then
encrypts the authenticator using a_i. (A weak form of non-
malleability of the latter encryption is needed and so adver-
saries can’t meaningfully modify a message under encryp-
tion. The use of AES as the encryption scheme is sufficient.)
X, the encrypted authenticator, and access-ticket T, are
together sent to message broker B, as shown in FIG. 7. Upon
reaching B, we first extract identity i and authentication a_i
from Ti using the access-ticket key tk, and then identity i from
E, ., (lH, (X)) vsinga_i. If the two identities are equal, B
newly encrypts the E2E authenticator {i|[H, ,(X,)} using the
authentication key a_j of subscriber j where X, will be sent.
When subscriber jreceives B, (i[lH,_,(X,))together with X,
it extracts {il[H, (X,)} using its authentication key a_j. We
can finally verify H, ,(X,) using the publishing key p_i that
can be extracted as shown in FIG. 6.

Replay Attacks

[0042] The message broker of REMP is essentially state-
less for publishers. We provide a mechanism to protect the
broker from replay attacks. First, we note that a publisher’s
authentication key is unforgeable and with proper formatting
and care we can prevent adversaries from presenting an E2E
authenticator generated for a publisher id1 as an E2E authen-
ticator for publisher id2. Further, re-encrypting an E2E
authenticator without knowledge of an authentication key is
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not possible either. Hence, the only venue of the replay attack
is the verbatim replay of one of the previously encrypted E2E
authenticators with a possibly different session message.
Recall that each session message is cryptographically hashed
with its publisher’s publishing key and so is implicitly tied
with an E2E authenticator. As a result, such a replay attack
can always be detected in subscribers. Thus, the only replay
attack that remains to be considered is the verbatim replay of
the entire publisher’s message. And indeed, our presentation
so far is potentially vulnerable to this attack. In our protection
method firstly, in typical CPS settings the number of mes-
sages that can arrive in a time period of tens of seconds is not
very large, and so we can afford to keep the history of their
hashes. Thus, for each new message, we will check it against
the small recent history of hashes, and reject it if it is found in
the history; if not found, we proceed as before. This will
protect our systems against accidental replay. As described,
we cannot eliminate malicious replay attacks at a protocol
level due to our state restriction. Recall, however, that for our
application scenarios, data from embedded devices in a criti-
cal infrastructure are time stamped. We thus delegate the final
timestamp and duplication checks to the application layer,
where this can be done much more efficiently.

Security Strength

[0043] We now recap the security strength of REMP. First,
the long term key generation in REMP is secure due to the
properties of the AES function. The follow-up message
encryption, based on symmetric ciphers [8] [19] chosen from
the standards, is also secure. Next, the derivation of short-
term session keys from long-term keys and random numbers
results in the following benefits: It prevents attackers from
developing attacks by passively collecting large amounts of
cipher text encrypted with one long-term session key. Fur-
thermore, it provides forward backward secrecy in the sense
that a compromised session key does not compromise other
session keys derived from the same long-term key. Another
possible scenario is to compromise a subscriber having a
single publishing master key for a group. However, this is also
practically hard as subscribers are typically located within a
security perimeter. Even if such an attack is realized, message
integrity of the group is still safe due to our message authen-
tication extension. One remaining potential attack is to com-
promise each publisher. However, we can confine the effect of
such an attack to only the publisher.

Scalability, Extensibility, and Availability

[0044] Due to the property that subscribers in a group do
not directly communicate with publishers in the group,
REMP outperforms most known point-to-point security pro-
tocols except for SSTP on aspects of scalability, extensibility,
and availability, as shown in Table 2.

TABLE 2

Comparison of REMP against alternatives

Point-to-Point Group Security REMP

Memory scale ON)ina o) o(1)
receiver

Restart of Control message  Zero control Zero control

receivers flooding message message

Seamless No Inherently Inherently

deployment support support
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TABLE 2-continued

Comparison of REMP against alternatives

Point-to-Point Group Security REMP

Privacy-aware- Inherently- No Support

ness support

Message Authen. Support No® Support
Authentication External Inherent but Inherent and

and Key protocols or public key simple symmetric
distribution complex proc. operations key ops

No. of message Typically O(log N) per Zero

needed for key unnecessary join or leave

update

Communication Overhead and Computation Time

[0045] In terms of communication overhead for message
protection, REMP is comparable to alternatives. For a given
message, REMP consumes additional bandwidth for three
extra fields, 2-bytes for random number, 2-bytes for group
identity, and 12-bytes for access-ticket. Note that alternatives
except for DTLS run over IP tunnel, TCP, or RTP whose
header size is more than 16 bytes. DTLS has 8 bytes extra
overhead, compared with TLS. Table 3 shows the extra com-
putations of REMP against alternatives for a given sent mes-
sage Mk. We note that encryption and decryption for confi-
dentiality and cryptographic hashing for integrity are
common across all alternatives. The additional computational
burden for REMP stems mostly from processing message
authentication. In fact, the performance degradation intro-
duced by REMP is negligible as the speed of symmetric
ciphers used for encryption and decryption is in the order of
microseconds for small-size data such as i||H, ,(X;) whose
typical size is 20 bytes. E.g., the computation time of 20-bytes
data is about one microsecond over a 1 GHz processor and
one hundred microseconds even over a 10 MHz processor
since the symmetric cipher AES is known to spend about 50
clock cycles for encrypting or decrypting one-byte data.

TABLE 3

Additional Computations of REMP against alternatives

Publisher Message broker Subscribers
Confiden- 1 AES run to None 2 AES runs to
tiality compute s k. compute s k &
pki.
Integrity None None None
Authenti- Encrypt Decrypt T, and Decrypt
cation i, (X, B, 050 By GlH, ,06)
Encrypt i[|H,, (Xz)
[0046] Referring to FIG. 8, there is shown one exemplary

embodiment of a sensor 800 and a server 820 as may be used
in connection with certain embodiments of the present inven-
tion. As shown, the sensor 800 includes a processor 806 and
memory 808 (for example, a suitable amount of read only
memory (ROM) and random access memory (RAM). As
described earlier, the processor and memory may take the
form of a microcontroller, for example, one of the TT (Texas
Instruments) MSP 830 series microcontrollers. As would be
understood, the sensor memory 808 may be programmed
with executable code for carrying out the methodology of the
present invention as described. The processor 806 is coupled
to a metering interface 804 that may include circuitry for
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interfacing with existing metering equipment. In addition, the
processor also couples to a communications interface that in
turn couples to a communications network 812. In this man-
ner, metering data from metering equipment 802 may be
obtained and transmitted via the communications network to
a corresponding server 820 of the respective utility. As would
be understood by a person skilled in the art, the sensor may
separately couple to the metering equipment as shown, or
may be integrated with the metering equipment itself. In
addition, other varying embodiments of sensor design and
functionality may also be utilized as would be readily under-
stood.

[0047] As illustrated, server 820 also includes a processor
822 and associated memory 824. The memory is programmed
with executable code in order for the server to carry out the
methodology of the present invention as well as other well
understood server tasks for a server of this type. The server
820, in addition, includes a communications interface 826 to
the communications network 812. The communications
interface may include multiple ports and suitable buffering
capability, as would be understood by those skilled in the art.
Other servers described in connection with the description of
the present invention, for example, the authentication and
message broker servers and gateways may have a similar
structure to the server 420.

Related Work

[0048] Some work on message confidentiality can be found
in PGP Donnerhacke, H. Finney, D. Shaw, and R. Thayer,
“Open PGP (Pretty Good Privacy) Message Format”, IETF
RFC 4880, November, 2007, and SRTP M. Baugher, D.
McGrew, M. Naslund, E. Carrara, and K. Norrman, “The
Secure Real-time Transport Protocol (SRTP)”, IETF 3711,
March 2004. In PGP, each short-term key is encrypted using
a receiver’s public key and sent together with the message
encrypted by the key. So, PGP is inappropriate for multicast-
ing or end devices with restricted computing powers. In
SRTP, communicating parties share a master key and extract
each short-term key using a key derivation function, the mas-
ter key, and a sequence number. However, establishing the
master key relies on extra protocols such as ZRTP, see, for
example, P. Zimmermann, A. Johnston, Ed., J. Callas,
“ZRTP: Media Path Key Agreement for Unicast Secure RTP,”
IETF RFC 6189, April 2011. that need a non-negligible num-
ber of control message exchanges. Importantly, the exposure
of the master key or out-of-ordered sequencing can result in
security failures. In addition, SRTP supports only RTP.

Conclusion

[0049] In this work, we show that conventional security
approaches do not meet the security requirements of large-
scale CPSs. Therefore we design the REMP framework that
achieves scalability, and overhead reduction, without com-
promising on the E2E message protection strength.

[0050] All of the references cited in the application are
incorporated by reference herein to the extent allowable.
[0051] The foregoing description merely illustrates the
principles of the invention. It will thus be appreciated that
those skilled in the art will be able to devise various arrange-
ments, which, although not explicitly described or shown
herein, embody the principles of the invention, and are
included within its spirit and scope. Furthermore, all
examples and conditional language recited are principally
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intended expressly to be only for instructive purposes to aid
the reader in understanding the principles of the invention and
the concepts contributed by the inventor to furthering the art,
and are to be construed as being without limitation to such
specifically recited examples and conditions. Moreover, all
statements herein reciting principles, aspects, and embodi-
ments of the invention, as well as specific examples thereof,
are intended to encompass both structural and functional
equivalents thereof. Additionally, it is intended that such
equivalents include both currently known equivalents as well
as equivalents developed in the future, i.e., any elements
developed that perform the same function, regardless of struc-
ture. Many other modifications and applications of the prin-
ciples of the invention will be apparent to those skilled in the
art and are contemplated by the teachings herein. Accord-
ingly, the scope of the invention is limited only by the claims.

What is claimed is:

1. A method of secure communication between a group of
publishers and a group of subscribers in a network, said
method comprising the steps of:

assigning a long-term key on per node basis to said pub-

lishers and subscribers during a node authentication
phase; and

using said long term key to derive encryption keys from a

random number per-message sent, wherein a publisher
executes encryption using a separate key per message
sent, and wherein a subscriber computes a decryption
key when a message is received, computation of said
decryption key being enabled by said long-term key that
was assigned.

2. The method of claim 1, wherein message brokers mul-
ticast messages from publishers in a group to subscribers in
the group, wherein for publisher subscriber groups, authen-
tication servers are responsible for member authentication
and key distribution to publisher, subscriber, or message bro-
ker members, wherein in a group, a member is authenticated
and then assigned keys; and

a message broker authenticated for a group maintaining

security state for subscribers authenticated for that
group and when a message broker receives a message, it
verifies if the source of the message is a publisher per-
mitted to access the group.

3. The method of claim 2, wherein for a group, authentica-
tion servers distribute four kinds of long term keys: a single
publishing master key, a publishing key per publisher, a single
access-ticket key, and an authentication key per member and
for a group m, given a single publishing master key pm, a
publisher with identity i is assigned a publishing key
p_i=AES,,, ().

4. The method of claim 3, wherein a publishing master pm
is given to all subscribers and p_i and pm are subsequently
used to compute keys for message encryption and decryption
respectively.

5. The method of claim 1, wherein encryption keys are
computed using a key derivation function for message
encryption and decryption, a key being pseudo-randomly
generated from a publishing key and a random number.

6. The method of claim 5, wherein given a publishing key
p_i, for a random number rn,, a publisher i computes a key
s_k=AES, (m,), further including the steps of:

upon receiving an encrypted message from publisher 1, a

subscriber computes a publishing key p_i using a pub-
lishing master key pm;
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from p_i a decryption key s_k is computed, a session key
being able to be computed given a publishing key and a
random number.

7. The method of claim 6, wherein for a subscriber with
identity j of group m, given a message broker B, a security
association is established between B and j; and

when B receives a message, B verifies whether the message
comes from a publisher permitted for group m.

8. The method of claim 7, wherein after it is authenticated,
subscriber j generates encryption A, which contains identity
J, time stamp ts, and j’s address, wherein A, is encrypted with
j’s authentication key a_j and subscriber j sends a control
message containing A, and j’s access-ticket T, to message
broker B who holds an access-ticket key tk given by an
authentication server and when the message reaches message
broker B, it can compute both the authentication key a_j and
access right of subscriber j from T, using tk, and then verify A,
using a_j and upon verification, message broker B can estab-
lish a security association with subscriber j.

9. The method of claim 8, wherein for a given authentica-
tion key a_i and an encrypted message X,:={E, (M), m,,
m}, publisher i creates an E2E authenticator that contains
identity i and a cryptographic hash of X, using its publishing
key p_i,il|H, .(X,), and then encrypts the authenticator using
a_i;

wherein X, the encrypted authenticator, and access-ticket

T, are together sent to message broker B, and upon
reaching B, identity i and authentication a_i are
extracted from Ti using the access-ticket key tk, and then
identity i from E,_,(i|[H,_,(X;)) using a_i, wherein if the
two identities are equal, B newly encrypts the E2E
authenticator {il[H, (X,)} using the authentication key
a_j of subscriber j where X, will be sent.

10. The method of claim 9, wherein when subscriber j
receives B, 1z, (X3)) together with X, it extracts {i|[H,
AX;)} using its authentication key a_j wherein H, , (X,) is
verified using the publishing key p_i.

11. An apparatus for providing secure communication
between a group of publishers and a group of subscribers in a
network, said apparatus comprising:

a communications interface for enabling communications

over a network; and

a processor which when programmed with executable pro-

gram code is operable to:

assign a long-term key on per node basis to said publishers

and subscribers during a node authentication phase; and

use said long term key to derive encryption keys from a

random number per-message sent, wherein a publisher
executes encryption using a separate key per message
sent, and wherein a subscriber computes a decryption
key when a message is received, computation of said
decryption key being enabled by said long-term key that
was assigned.

12. The apparatus of claim 11, wherein message brokers
multicast messages from publishers in a group to subscribers
in the group, wherein for publisher subscriber groups, authen-
tication servers are responsible for member authentication
and key distribution to publisher, subscriber, or message bro-
ker members, wherein in a group, a member is authenticated
and then assigned keys; and

a message broker authenticated for a group maintaining

security state for subscribers authenticated for that
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group and when a message broker receives a message, it
verifies if the source of the message is a publisher per-
mitted to access the group.

13. The apparatus of claim 12, wherein for a group, authen-
tication servers distribute four kinds of long term keys: a
single publishing master key, a publishing key per publisher,
asingle access-ticket key, and an authentication key per mem-
ber and for a group m, given a single publishing master key
pm, a publisher with identity i is assigned a publishing key
p_i=AES,, ().

14. The apparatus of claim 13, wherein a publishing master
pm is given to all subscribers and p_i and pm are subsequently
used to compute keys for message encryption and decryption
respectively.

15. The apparatus of claim 11, wherein encryption keys are
computed using a key derivation function for message
encryption and decryption, a key being pseudo-randomly
generated from a publishing key and a random number.

16. The apparatus of claim 15, wherein given a publishing
key p_i, for a random number rn,, a publisher i computes a
key s_k=AES,, , (m,), further including the steps of:

upon receiving an encrypted message from publisher 1, a

subscriber computes a publishing key p_i using a pub-
lishing master key pm;

from p_i a decryption key s_k is computed, a session key

being able to be computed given a publishing key and a
random number.

17. The apparatus of claim 16, wherein for a subscriber
with identity j of group m, given a message broker B, a
security association is established between B and j; and

when B receives a message, B verifies whether the message

comes from a publisher permitted for group m.
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18. The apparatus of claim 17, wherein after it is authenti-
cated, subscriber j generates encryption A, which contains
identity j, time stamp ts;, and j’s address, wherein A; is
encrypted with j’s authentication key a_j and subscriber j
sends a control message containing A; and j’s access-ticket T,
to message broker B who holds an access-ticket key tk given
by an authentication server and when the message reaches
message broker B, it can compute both the authentication key
a_j and access right of subscriber j from T, using tk, and then
verify A, using a_j and upon verification, message broker B
can establish a security association with subscriber j.

19. The apparatus of claim 18, wherein for a given authen-
tication key a_i and an encrypted message X, :={E, .(M,),
rn,, m}, publisher i creates an E2E authenticator that contains
identity 1 and a cryptographic hash of X, using its publishing
key p_i,il|H, .(X,), and then encrypts the authenticator using
a_i;

wherein X, the encrypted authenticator, and access-ticket
T, are together sent to message broker B, and upon
reaching B, identity i and authentication a_i are
extracted from Ti using the access-ticket key tk, and then
identity i from B, (il[H,_ (X)) usinga_i, wherein if the
two identities are equal, B newly encrypts the E2E
authenticator {illf, (X,)} using the authentication key
a_j of subscriber j where X, will be sent.

20. The apparatus of claim 19, wherein when subscriber j
receives B, (il|H, ,(X,))together with X,, it extracts {i[H,
AX;)} using its authentication key a_j wherein H, , (X,) is
verified using the publishing key p_i.

#* #* #* #* #*



