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tem enabling indirect access to a second file system in a data
storage system comprising a plurality of client computers 100
and a second file system managing unit 410 for managing the
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METHOD AND APPARATUS FOR
VIRTUALIZATION OF A FILE SYSTEM,
DATA STORAGE SYSTEM FOR
VIRTUALIZATION OF A FILE SYSTEM, AND
FILE SERVER FOR USE IN A DATA
STORAGE SYSTEM

[0001] The present invention relates to a method, and appa-
ratus and a data storage system for virtualization of a file
system, and a file server for use in such data storage system.

BACKGROUND

[0002] Inthe priorart, there are known data storage systems
such as e.g. described in connection with FIG. 1A below, in
which multiple client computers are connected via a commu-
nication network with one or more file server systems man-
aging one or more file systems for /O access by the client
computers.

[0003] Atcertain times, it may be desirable to exchange the
one or more (legacy) file servers with new file servers in order
to improve performance of the whole data storage system,
e.g., because the newer file servers may be adapted to manage
more file systems or larger file systems (including enabling
more data storage space and/or larger number of file system
objects), enable more efficient input/output (I/O) perfor-
mance, enable use of larger storage units or storage units
containing more efficient storage device technologies. Still, it
may be desirable to keep the already existing file system(s)
including file system structure (such as an existing file tree
structure) and user data (file content) thereof, while it is, in
principle, desirable to enable the users to access the existing
file system(s) without interruption or at least with only a
single interruption that is as short as possible. An example of
an apparatus and a method for a hard-ware based file system
is described in U.S. Pat. No. 7,457,822 B1, which is herein
incorporated by reference.

SUMMARY

[0004] As described in more detail below, embodiments of
the invention may be related to a data storage system, and
parts thereof, in which a (new) first file system managing unit
is interconnected between one or more client computers and
a (legacy) second file system managing unit which manages
one or more file systems accessible by the one or more client
computers.

[0005] After interconnecting the (new) first file system
managing unit, I/O access by the one or more client comput-
ers to the one or more file systems of the (legacy) second file
system managing unit may be achieved through the (new) first
file system managing unit. In a first phase referred to as
virtualization, the one or more file systems of the (legacy)
second file system managing unit may be represented by one
or more virtualized file systems of the (new) first file system
managing unit, the virtualized file systems being built incre-
mentally during the virtualization phase. In a second phase
(which may overlap with the virtualization phase), referred to
migration, user data of the one or more file systems of the
(legacy) second file system managing unit may be migrated to
the (new) first file system managing unit.

[0006] According to some embodiments of the invention, it
is an object to provide a method, and apparatus, a data storage
system and a file server for building and providing a virtual-
ized file system enabling indirect access to a second file
system and enabling client access to the second file system.
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[0007] According to some embodiments, there may be pro-
vided an apparatus for providing a virtualized file system
enabling indirect access to a second file system in a data
storage system comprising a plurality of client computers, a
second file system managing unit for managing the second
file system and enabling client access to the second file sys-
tem, and a first file system managing unit interconnected
between the plurality of client computers and the second file
system managing unit.

[0008] Insome embodiments, the apparatus may comprise
the first file system managing unit adapted to create a first
directory in a first file system managed by the first file system
managing unit; associate a first directory of the second file
system with the first directory of the first file system; enable
on-demand virtualization of the second file system by the first
file system managing unit based on client requests received
from the client computers at the first file system managing
unitand based on the association between the first directory of
the first file system and the first directory of the second file
system; and/or enable indirect client access to the second file
system through the first file system. This has the advantage
that the client access to the second file system can be enabled
basically immediately after interconnecting the first file sys-
tem managing unit indirectly through the first file system
management unit.

[0009] In some embodiments, for executing on-demand
virtualization, the first file system managing unit may be
adapted to receive, from a client computer, an access request
directed to a second directory of the second file system in a
second path location with respect to the first directory of the
second file system; create, upon receiving the access request
directed to the second directory of the second file system, a
second directory in the first file system in the second path
location with respect to the first directory of the first file
system; and/or store metadata of the second directory of the
second file system in the first file system as metadata of the
second directory of the first file system.

[0010] In some embodiments, the first file system manag-
ing unit may be adapted to, when the access request is a
request for modifying the second directory of the second file
system, modify the second directory of the first file system in
accordance with the received access request, and send the
access request to the second file system managing unit for
modifying the second directory of the second file system in
accordance with the received access request by the second file
system managing unit; and/or, when the access request is a
request for reading attributes of the second directory of the
second file system, return requested attributes of the second
directory of the second file system based on metadata of the
second directory of the first file system.

[0011] In some embodiments, for executing on-demand
virtualization, the first file system managing unit may be
adapted to receive, from a client computer, an access request
directed to a first file of the second file system in a first path
location with respect to the first directory of the second file
system; create, upon receiving the access request directed to
the first file of the second file system, a first external link
object in the first file system in the first path location with
respect to the first directory of the first file system; and/or
store metadata of the first file of the second file system in the
first file system as metadata of the first file together with the
first external link object of the first file system.

[0012] Insome embodiments, the external link object may
be afile system object of the first file system representing the
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first file of the second file system in the first file system and
enabling access to the first file of the second file system, the
first external link object including link data indicative at least
of'a unique object ID of the first file in the second file system
and the first path location with respect to the first directory of
the second file system.

[0013] In some embodiments, the first file system manag-
ing unit may be adapted to, when the access request is a
request for modifying the first file of the second file system,
send the access request to the second file system managing
uniton the basis of the link data of the first external link object
for modifying the first file of the second file system in accor-
dance with the received access request by the second file
system managing unit; and/or, when the access request is a
request for reading attributes of the first file of the second file
system, return requested attributes of the first file of the sec-
ond file system based on metadata of the first external link
object.

[0014] In some embodiments, the first file system manag-
ing unit may be adapted to enable automatic virtualization of
the second file system by the first file system managing unit
independent of client requests received from the client com-
puters at the first file system managing unit and based on
virtualization management information managed by the first
file system managing unit and based on the association
between the first directory of the first file system and the first
directory of the second file system, the virtualization man-
agement information being at least indicative of the first
directory existing in the second file system.

[0015] Insome embodiments, for executing automatic vir-
tualization, the first file system managing unit may be adapted
to send, to the second file system managing unit, a directory
information request directed to a target directory of the sec-
ond file system indicated in the virtualization management
information for requesting information indicative of child
objects existing in the target directory of the second file
system; receive, from the second file system managing unit,
information indicative of child objects existing in the target
directory of the second file system in response to the directory
information request; and/or update the virtualization manage-
ment information based on the received information indica-
tive of child objects existing in the target directory of the
second file system.

[0016] Insome embodiments, for executing automatic vir-
tualization, the first file system managing unit may be adapted
to create, for each child object existing in the target directory
of the second file system as indicated in the virtualization
management information, an associated file system object in
the first file system in a path location with respect to the first
directory of the first file system corresponding to the path
location of the associated child object with respect to the first
directory of the second file system.

[0017] In some embodiments, said sending the directory
information request is automatically repeated by the first file
system management unit for a plurality of target directories of
the second file system, and/or said creating, for each child
object existing in the target directory of the second file system
as indicated in the virtualization management information,
the associated file system object in the first file system may be
repeated by the first file system management unit for each of
the plurality of target directories.

[0018] In some embodiments, said repeatedly sending the
directory information request for a plurality of target direc-
tories of the second file system and said repeatedly creating
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the associated file system object in the first file system for
each of the child directories of the plural target directories
may be performed in parallel by the first file system manage-
ment unit.

[0019] In some embodiments, an execution rate per unit
time of said repeatedly sending the directory information
request for a plurality of target directories of the second file
system may be controlled by the first file system management
unit based on a storage occupancy of a buffer unit of the first
file system managing unit.

[0020] In some embodiments, an execution rate per unit
time of said repeatedly sending the directory information
request for a plurality of target directories of the second file
system may be controlled by the first file system management
unit based on a rate of availability rate of communication
channels between the first and second file system managing
units.

[0021] Insomeembodiments, the created file system object
may be a third directory of the first file system when the
associated child object is a third directory of the second file
system.

[0022] Insome embodiments, for executing automatic vir-
tualization, the first file system managing unit may be further
adapted to create a self-reference link in the created third
directory of the first file system, calculate and/or determine a
fake link count for the created third directory of the first file
system based on the number of child directories of the asso-
ciated third directory in the second file system, and/or store
the calculated/determined fake link count in the metadata of
the created third directory of the first file system.

[0023] Insome embodiments, the first file system manage-
ment unit may be adapted to decrement the fake link count
stored in the metadata of the third directory of the first file
system associated with the third directory in the second file
system, when automatically creating a child directory in the
third directory of the first file system being associated with a
child directory of the third directory of the second file system.
[0024] Insome embodiments, the first file system manage-
ment unit may be further adapted to receive, from one of the
client computers, a request for reading a link count of the third
directory of the second file system; calculate and/or deter-
mine the link count of the third directory of the second file
system by adding the fake link count of the third directory of
the first file system and a real link count of the third directory
of'the first file system; and/or send the calculated/determined
link count to the client computer in response to the request.
[0025] Insomeembodiments, the created file system object
may be asecond external link object when the respective child
object is a second file of the second file system, the second
external link object representing the second file of the second
file system in the first file system and enabling access to the
second file of the second file system, the second external link
object including link data indicative at least of a unique object
ID of the second file in the second file system and a path
location of the second file with respect to the first directory of
the second file system.

[0026] Insomeembodiments, the first file system manage-
ment unit may be further adapted to divide the virtualization
management information into a plurality of data blocks, and/
or repeatedly generate, for each data block, a backup copy of
each of the data blocks of the virtualization management
information.

[0027] Insome embodiments, a first data block of the plu-
rality of data blocks may include management data associated
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with a fourth directory of the second file system, and one or
more second data blocks may include management data asso-
ciated with child directories of the fourth directory of the
second file system, wherein the first file system management
unit may be adapted to generate a backup copy of each of the
one or more second data blocks before generating a backup
copy of the first data block.

[0028] According to some embodiments of another aspect,
there may be provided a method for providing a virtualized
file system enabling indirect access to a second file system in
a data storage system comprising a plurality of client com-
puters and a second file system managing unit for managing
the second file system and enabling client access to the second
file system.

[0029] The method may comprise interconnecting a first
file system managing unit between the plurality of client
computers and the second file system managing unit; creating
a first directory in a first file system managed by the first file
system managing unit; associating a first directory of the
second file system with the first directory of the first file
system; enabling on-demand virtualization of the second file
system by the first file system managing unit based on client
requests received from the client computers at the first file
system managing unit and based on the association between
the first directory of the first file system and the first directory
of the second file system; and/or enabling indirect client
access to the second file system through the first file system.
[0030] On-demand virtualization in some embodiments
may comprise receiving, at the first file system managing unit,
an access request directed to a second directory of the second
file system in a second path location with respect to the first
directory of the second file system; creating, upon receiving
the access request directed to the second directory of the
second file system, a second directory in the first file system
in the second path location with respect to the first directory of
the first file system; and/or storing metadata of the second
directory of the second file system in the first file system as
metadata of the second directory of the first file system.
[0031] Insome embodiments, when the access request is a
request for modifying the second directory of the second file
system, the method may further comprise modifying the sec-
ond directory of the first file system in accordance with the
received access request, sending the access request to the
second file system managing unit, and modifying the second
directory of the second file system in accordance with the
received access request.

[0032] Insome embodiments, when the access request is a
request for reading attributes of the second directory of the
second file system, the method may further comprise return-
ing requested attributes of the second directory of the second
file system based on metadata of the second directory of the
first file system.

[0033] On-demand virtualization in some embodiments
may comprise receiving, at the first file system managing unit,
an access request directed to a first file of the second file
system in a first path location with respect to the first directory
of'the second file system; creating, upon receiving the access
request directed to the first file of the second file system, a first
external link object in the first file system in the first path
location with respect to the first directory of the first file
system; and/or storing metadata of the first file of the second
file system in the first file system as metadata of the first file
together with the first external link object of the first file
system.
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[0034] The external link object may be a file system object
of'the first file system representing the first file of the second
file system in the first file system and enabling access to the
first file of the second file system, the first external link object
preferably including link data indicative at least of a unique
object ID of the first file in the second file system and the first
path location with respect to the first directory of the second
file system.

[0035] Insome embodiments, when the access request is a
request for modifying the first file of the second file system,
the method may further comprise sending the access request
to the second file system managing unit on the basis of the link
data of the first external link object, and modifying the first
file of the second file system in accordance with the received
access request.

[0036] Insome embodiments, when the access request is a
request for reading attributes of the first file of the second file
system, the method may further comprise returning requested
attributes of the first file of the second file system based on
metadata of the first external link object.

[0037] In some embodiments, the method may further
comprise enabling automatic virtualization of the second file
system by the first file system managing unit independent of
client requests received from the client computers at the first
file system managing unit and/or based on virtualization man-
agement information managed by the first file system man-
aging unit and based on the association between the first
directory of the first file system and the first directory of the
second file system, the virtualization management informa-
tion being preferably at least indicative of the first directory
existing in the second file system.

[0038] Automatic virtualizationin some embodiments may
comprise sending, from the first file system managing unit to
the second file system managing unit, a directory information
request directed to a target directory of the second file system
indicated in the virtualization management information for
requesting information indicative of child objects existing in
the target directory of the second file system; receiving, at the
first file system managing unit from the second file system
managing unit, information indicative of child objects exist-
ing in the target directory of the second file system in response
to the directory information request; and/or updating the vir-
tualization management information based on the received
information indicative of child objects existing in the target
directory of the second file system.

[0039] Automatic virtualization in some embodiments may
further comprise creating, for each child object existing in the
target directory of the second file system as indicated in the
virtualization management information, an associated file
system object in the first file system in a path location with
respect to the first directory of the first file system correspond-
ing to the path location of the associated child object with
respect to the first directory of the second file system.
[0040] In some embodiments, said sending the directory
information request is automatically repeated for a plurality
of target directories of the second file system, and/or said
creating, for each child object existing in the target directory
of the second file system as indicated in the virtualization
management information, the associated file system object in
the first file system is repeated for each of the plurality of
target directories.

[0041] In some embodiments, said repeatedly sending the
directory information request for a plurality of target direc-
tories of the second file system and said repeatedly creating
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the associated file system object in the first file system for
each of the child directories of the plural target directories
may be performed in parallel.

[0042] In some embodiments, an execution rate per unit
time of said repeatedly sending the directory information
request for a plurality of target directories of the second file
system may be controlled based on a storage occupancy of a
buffer unit of the first file system managing unit.

[0043] In some embodiments, an execution rate per unit
time of said repeatedly sending the directory information
request for a plurality of target directories of the second file
system may be controlled based on a rate of availability rate of
communication channels between the first and second file
system managing units.

[0044] Insomeembodiments, the created file system object
may be a third directory of the first file system when the
associated child object is a third directory of the second file
system.

[0045] Automatic virtualization in some embodiments may
further comprise creating a self-reference link in the created
third directory of the first file system, calculating a fake link
count for the created third directory of the first file system
based on the number of child directories of the associated
third directory in the second file system, and/or storing the
calculated/determined fake link count in the metadata of the
created third directory of the first file system.

[0046] In some embodiments, the method may further
comprise decrementing the fake link count stored in the meta-
data of the third directory of the first file system associated
with the third directory in the second file system, when auto-
matically creating a child directory in the third directory of
the first file system being associated with a child directory of
the third directory of the second file system.

[0047] In some embodiments, the method may further
comprise receiving, at the first file system managing unit from
one of the client computers, a request for reading a link count
of'the third directory of the second file system; calculating, at
the first file system managing unit, the link count of the third
directory of the second file system by adding the fake link
count of the third directory of the first file system and a real
link count of the third directory of the first file system; and/or
sending the calculated/determined link count to the client
computer in response to the request.

[0048] Insomeembodiments, the created file system object
may be a second external link object when the respective child
object is a second file of the second file system, the second
external link object preferably representing the second file of
the second file system in the first file system and enabling
access to the second file of the second file system, the second
external link object preferably including link data indicative
at least of a unique object ID of the second file in the second
file system and a path location of the second file with respect
to the first directory of the second file system.

[0049] In some embodiments, the method may further
comprise dividing the virtualization management informa-
tion into a plurality of data blocks, and repeatedly generating,
for each data block, a backup copy of each of the data blocks
of the virtualization management information.

[0050] In some embodiments, a first data block of the plu-
rality of data blocks includes management data associated
with a fourth directory of the second file system, and one or
more second data blocks include management data associated
with child directories of the fourth directory of the second file
system, wherein the method preferably further includes gen-
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erating a backup copy of each of the one or more second data
blocks before generating a backup copy of the first data block.
[0051] According to another aspect, there may be provided
an apparatus for providing a virtualized file system enabling
indirect access to a second file system in a data storage system
comprising a plurality of client computers, a second file sys-
tem managing unit for managing the second file system and
enabling client access to the second file system, and a first file
system managing unit interconnected between the plurality of
client computers and the second file system managing unit.
[0052] The apparatus may comprising the first file system
managing unit being adapted to create a first directory in a
first file system managed by the first file system managing
unit; associate a first directory of the second file system with
the first directory of the first file system; enable on-demand
virtualization of the second file system by the first file system
managing unit based on client requests received from the
client computers at the first file system managing unit and
based on the association between the first directory of the first
file system and the first directory of the second file system;
and/or enable indirect client access to the second file system
through the first file system.

[0053] In some embodiments, the first file system manag-
ing unit of the apparatus may be further adapted to execute
steps of one or more of the aspects described above in con-
nection with some embodiments.

[0054] According to another aspect, there may be provided
a data storage system for providing a virtualized file system
enabling indirect access to a second file system in a data
storage system comprising a plurality of client computers, a
second file system managing unit for managing the second
file system and enabling client access to the second file sys-
tem, and a first file system managing unit interconnected
between the plurality of client computers and the second file
system managing unit, the first file system managing unit
being preferably adapted to create a first directory in a first file
system managed by the first file system managing unit; asso-
ciate a first directory of the second file system with the first
directory of the first file system; enable on-demand virtual-
ization of the second file system by the first file system man-
aging unit based on client requests received from the client
computers at the first file system managing unit and based on
the association between the first directory of the first file
system and the first directory of the second file system; and/or
enable indirect client access to the second file system through
the first file system.

[0055] In some embodiments, the first file system manag-
ing unit of the data storage system may be further adapted to
execute steps of one or more of the aspects described above in
connection with some embodiments.

[0056] According to another aspect, there may be provided
a file system server for use in a data storage system according
as described above, preferably comprising a first file system
managing unit as described above in connection with some
embodiments.

[0057] According to another aspect, there may be provided
a computer program product comprising computer program
code means being configured to cause a processing unit of a
file system management unit in a data storage system to
execute the steps of one or more of the aspects described
above in connection with some embodiments.

BRIEF DESCRIPTION OF DRAWINGS

[0058] FIG. 1A shows an example of a data storage system.
[0059] FIG. 1B shows an example of the data storage sys-
tem of FIG. 1A having interconnected an additional storage
apparatus.
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[0060]
system.
[0061]
system.
[0062] FIG. 2 exemplarily shows a schematic view of the
structure of a file system management unit.

[0063] FIG. 3 exemplarily shows a schematic functional
view of a virtualization and migration unit.

FIG. 1C shows another example of a data storage

FIG. 1D shows another example of a data storage

[0064] FIG. 4 shows an example of a file system tree struc-
ture.
[0065] FIG.5A shows an example of a virtualized file sys-

tem tree structure based on the tree structure of FIG. 4.
[0066] FIGS. 5B and 5C show examples of other virtual-
ized file system tree structures based on the tree structure of
FIG. 4.

[0067] FIG. 6A shows an exemplary flow chart of a method
for virtualization initialization, and

[0068] FIG. 6B shows another exemplary flow chart of a
method for virtualization initialization.

[0069] FIG. 7 shows an illustration of information
exchange for automatic background virtualization.

[0070] FIG. 8 shows an example of a virtualization man-
agement information table at a first point of time during
virtualization.

[0071] FIG. 9 shows an example of a partially virtualized
file system tree structure.

[0072] FIG. 10 shows an example of the virtualization man-
agement information table at a second point of time during
virtualization.

[0073] FIG. 11 shows another illustration of information
exchange for automatic background virtualization.

[0074] FIG. 12 shows an example of the virtualization man-
agement information table at a third point of time during
virtualization.

[0075] FIG. 13 shows an example of a partially virtualized
file system tree structure.

[0076] FIG. 14 shows an exemplary flow chart of automatic
background virtualization management.

[0077] FIG. 15 shows an exemplary flow chart of automatic
background virtualization.

[0078] FIG. 16 shows another exemplary flow chart of
automatic background migration.

[0079] FIG.17A shows an exemplary schematic data struc-
ture of an external link object for a virtualized file.

[0080] FIG.17B shows an exemplary schematic data struc-
ture of metadata for a virtualized directory.

[0081] FIG. 18A shows an exemplary illustration of infor-
mation exchange for on-demand virtualization, and

[0082] FIG. 18B shows another exemplary illustration of
information exchange for on-demand virtualization.

[0083] FIG. 19A shows an example of a partially virtual-
ized file system tree structure after on-demand virtualization
according to FIG. 18A, and

[0084] FIG.19B illustrates an example of building partially
virtualized file system tree structure during and after on-
demand virtualization according to FIG. 18B.

[0085] FIG. 20A shows an exemplary flow chart of a
method for enabling user file access during virtualization, and
[0086] FIG. 20B shows an exemplary flow chart of a
method for enabling user file access during virtualization.
[0087] FIG. 21 shows an exemplary flow chart of a method
for enabling attributes access during virtualization.
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[0088] FIG. 22A shows an exemplary flow chart of a
method for enabling user directory access during virtualiza-
tion.

[0089] FIG. 22B shows an exemplary flow chart of a
method for enabling user directory access during virtualiza-
tion.

[0090] FIG. 22C shows an exemplary flow chart of a
method for enabling user directory access during virtualiza-
tion.

[0091] FIG. 22D shows an exemplary flow chart of a
method for enabling user directory access during virtualiza-
tion.

[0092] FIG. 23 shows an exemplary flow chart of a method
for virtualization management table backup.

[0093] FIG. 24 shows an example of the virtualization man-
agement information table upon completion of virtualization
of' the file system tree of FIG. 4.

[0094] FIG. 25A shows an illustration of information
exchange for write access to a virtualized file.

[0095] FIG. 25B shows an illustration of information
exchange for read access to a virtualized file.

[0096] FIG. 25C shows an illustration of information
exchange for attribute access to a virtualized file or directory.
[0097] FIG. 25D shows an exemplary illustration of infor-
mation exchange for deleting a virtualized file.

[0098] FIG. 25E shows an exemplary illustration of infor-
mation exchange for file creation.

[0099] FIG. 25F shows an exemplary illustration of infor-
mation exchange for changing attributes.

[0100] FIG. 25G shows an exemplary illustration of infor-
mation exchange for directory creation.

[0101] FIG. 25H shows an exemplary illustration of infor-
mation exchange for directory renaming.

[0102] FIG. 26A shows another exemplary illustration of
information exchange for write access to a virtualized file.
[0103] FIG. 26B shows another exemplary illustration of
information exchange for read access to a virtualized file.
[0104] FIG. 26C shows another exemplary illustration of
information exchange for attribute access to a virtualized file
or directory.

[0105] FIG. 26D shows another exemplary illustration of
information exchange for deleting a virtualized file.

[0106] FIG. 26E shows another exemplary illustration of
information exchange for file creation.

[0107] FIG. 26F shows another exemplary illustration of
information exchange for changing attributes.

[0108] FIG. 26G shows another exemplary illustration of
information exchange for directory creation.

[0109] FIG. 26H shows another exemplary illustration of
information exchange for directory renaming.

DETAILED DESCRIPTION

[0110] In the following, preferred aspects and embodi-
ments of the present invention will be described in more detail
with reference to the accompanying figures. Same or similar
features in different drawings and embodiments are referred
to by similar reference numerals. It is to be understood that the
detailed description below relating to various preferred
aspects and preferred embodiments are not to be meant as
limiting the scope of the present invention.

[0111] FIG. 1A shows an example of a data storage system
comprising a plurality of client computers 100 (clients) con-
nected via a communication network 200 to a second storage
apparatus 400. The second storage apparatus 400 comprises a
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file system management unit 410 for managing one or more
file systems, a storage unit 420 for storing user data and
metadata of user data of the one or more file systems managed
by the storage unit 420, and a backup storage unit 430 for
performing backup of data stored in the storage unit 420 upon
backup request or automatically such as e.g. periodically. The
second storage apparatus 400 can be realized as a single
computing device or as a system of plural devices connected
to each other. For example, the file system management unit
410 can be realized as a system of one or more file system
server computers connected to one or more storage devices as
storage units 420 and 430 of a network attached storage
(NAS).

[0112] The communication network 200 (as well as com-
munication networks 500, 600, and 800 discussed below)
may be realized as a wired communication network (such as
WAN, LAN, local Fibre channel network, an Internet based
network, an Ethernet communication network or the like) or
a wireless communication network (such as WLAN), or any
combination thereof. An underlying communication protocol
may be a Fibre Channel protocol or file based protocols such
as NFS-based protocols or SMB/CIFS-based protocols.
[0113] The clients 100 are adapted to access user data of the
one or more file systems managed by the file system manage-
ment unit 410 of the second storage apparatus 400 via the
communication network 200. Specifically, users can write
data to the file system, read data from the file system, create
files and directories in the file system, set or read attributes of
file system objects such as files and directories, modify data
of'the file system, delete objects of the file system and move
file system objects, via each of the clients 100 connected via
the network 200 to the second storage apparatus 400 depend-
ing on user individual or user group individual access policies
(e.g. user access rights, user group access rights, file system
permissions etc.).

[0114] Atcertain times, it may be desirable to exchange the
second storage apparatus 400 with another newer file system
managing storage apparatus in order to improve performance
of'the whole data storage system, e.g., because the newer file
system managing storage apparatus may be adapted to man-
age more file systems or larger file systems (including
enabling more data storage space and/or larger number of file
system objects), enable more efficient input/output (I/O) per-
formance, enable use of larger storage units or storage units
containing more efficient storage device technologies. Still, it
may be desirable to keep the already existing file system(s)
including file system structure (such as an existing file tree
structure) and user data (file content) thereof, while it is, in
principle, desirable to enable the users to access the existing
file system(s) without interruption or at least with only a
single interruption that is as short as possible.

[0115] According to some preferred aspects of the inven-
tion, it is an underlying idea that a newer first storage appa-
ratus 300, which shall be used instead of the older legacy
second storage apparatus 400 for managing the existing file
system(s), is interconnected between the accessing clients
100 and the legacy second storage apparatus 400 as exem-
plarily illustrated in FIG. 1B, with only a single brief service
interruption.

[0116] FIG. 1B shows an example of the data storage sys-
tem of FIG. 1A having interconnected the additional first
storage apparatus 300 in between the communication net-
work 200 and the second storage apparatus 400 according to
preferred aspects of the invention. The first storage apparatus
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300 comprises a file system management unit 310 for man-
aging one or more file systems, a storage unit 320 for storing
user data and metadata of user data of the one or more file
systems managed by the storage unit 320, and a backup
storage unit 330 for performing backup of data stored in the
storage unit 320 upon backup request or automatically such
as e.g. periodically. The first storage apparatus 300 can be
realized as a single computing device or as a system of plural
devices connected to each other. For example, the file system
management unit 310 can be realized as a system of one or
more file system server computers connected to one or more
storage devices as storage units 320 and 330 of a network
attached storage (NAS).

[0117] Interconnecting the first storage apparatus 300 in
between the communication network 200 and the second
storage apparatus 400 requires only a single short interruption
of file system services, during which interruption the clients
100 are disconnected and cannot access the existing file sys-
tem(s) forashort period, i.e. clients 100 cannot read user data,
write user data, create new file system objects such as files and
directories or access file system object attributes.

[0118] Afterinterconnecting the first storage apparatus 300
in between the communication network 200 and the second
storage apparatus 400, the clients 100 remain disconnected
from the second storage system 400 and can, therefore, not
directly access the file system(s) managed by the second file
storage apparatus 400 but only can access the file system(s)
managed by the second storage apparatus 400 indirectly
through the first storage apparatus 300. According to pre-
ferred aspects, it is desirable that all user access will only be
addressed to the first storage apparatus 300 and no direct
connections to the second storage apparatus 400 exist.

[0119] First, after interconnecting the first storage appara-
tus 300, the one or more file systems to be accessed by the
users via the clients 100 are still held on the second storage
apparatus 400 (including the user data of files and directories
for organizing the files, and including metadata of the file
system objects) and the first storage apparatus 300 does not
hold any data of the existing file system(s).

[0120] Inorderto be able to handle all user access requests
to the file system(s) locally on the first storage apparatus 300
and disconnect the second storage apparatus 400, all file
system data (including user data and file system metadata)
may eventually need to be migrated from the second storage
apparatus 400 to the first storage apparatus 300. However, for
large file systems containing a large number of directories and
files, such data migration may take very long, and if user
access were disabled during migration of data until all file
system data (including user data and file system metadata)
would exist on the first storage apparatus 300, this would lead
to disadvantageously long periods of undesirable non-acces-
sibility of the file system(s) by the clients 100.

[0121] For minimizing the period of undesirable non-ac-
cessibility of the file system(s), the first storage system 300 is
adapted to enable indirect user access to the file system(s)
managed by the second storage apparatus 400 immediately
after interconnecting the first storage apparatus 300.

[0122] Then, in a first phase after interconnecting the first
storage apparatus 300, referred to as “Virtualization” in the
following, the first storage apparatus 300 performs virtual-
ization of the file system tree(s) of the file system(s) in which
the file system tree(s) of the file system(s) which exist on the
second storage system 400 is/are virtually created on the first
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storage apparatus 300 without actually migrating user data
stored on the storage unit 420 of the second storage apparatus.
[0123] In a second phase, referred to “Migration” in the
following, the actual user data including the actual data con-
tents of files and the like will be transferred from the second
storage apparatus 400 to the first storage apparatus 300.
[0124] Upon completion of both of the virtualization phase
and the migration phase, the first storage apparatus 300 will
be able to handle locally the existing file system(s), which
may very likely have been changed in the meantime due to
ongoing user access to the file system(s) during the virtual-
ization and migration phases, and the second storage appara-
tus 400 can be disconnected completely thereafter.

[0125] During both of the virtualization phase and the
migration phase, however, the second storage apparatus 400
will need to remain accessible by the first storage apparatus
300.

[0126] While the virtualization phase and the migration
phase will be described in more detail below with respect to
some preferred aspects as distinct phases, in which data
migration is not started until completion of the virtualization
phase, it is to be understood that the present invention is not
limited to such configuration, and that these phases can also
overlap in a timely manner in that migration of file data
content of files of already virtualized portions of the file
system(s) may be performed already while virtualization is
still ongoing for other portions of the file system(s).

[0127] When exemplarily considering the virtualization
phase and the migration phase as distinct subsequently per-
formed operational phases, no user data (i.e. contents of files)
will exist on the first storage system 300 (e.g. stored in the
storage unit 320) because during the virtualization phase, the
first file system management unit 310 will build a virtualized
file tree structure of the file system(s) managed by the second
file system management unit 410 in that the first file system
management unit 310 will create an external link object
stored by the storage unit 320 for each file that exists in the file
system(s) of the second storage apparatus 400.

[0128] The external link objects will be file system objects
of'the file system(s) managed by the first file system manage-
ment unit 310, each external link object enabling access to the
corresponding file of the file system(s) managed by the sec-
ond file system management unit 410 as long as the actual
user data of the file (i.e. the file content itself) has not been
migrated to the storage unit 320 of the first storage apparatus
300.

[0129] Thedetails of user access to files of the file system(s)
existing on the second storage apparatus 400 through external
link objects existing on the first storage apparatus 300 will be
described below.

[0130] While the connection of the first and second storage
apparatuses 300 and 400 in all of the configurations of FIGS.
1B to 1D below may be realized in various ways, e.g. similar
to the communication network 200 discussed above, and it
may be particularly desirable to provide a Fibre channel con-
nection having plural Fibre channels allowing parallel com-
munication in the different plural Fibre channels. Further-
more, it may be desirable to use a file-based communication
protocol such as e.g. FTP-based protocols, NFS-based pro-
tocols (e.g. NFSv3 or NFSv4) or SMB/CIFS-based protocols,
or the like.

[0131] FIG. 1C shows another example of a data storage
system having interconnected an additional first storage
apparatus 300 in between the communication network 200
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and another communication network 500, which is connected
to plural second storage apparatuses 400. That is, the differ-
ence to the data storage system as shown in FIG. 1B is that the
first storage apparatus 300 can be used to be exchanged with
a plurality of previously existing legacy storage apparatuses
400, each managing one or more file system(s) to be accessed
by the clients 100. The first storage apparatus 300 is adapted
to perform virtualization and migration of the file systems
managed by the plural legacy storage apparatuses 400.

[0132] Upon completion of both of the virtualization phase
and the migration phase, the first storage apparatus 300 will
be able to handle locally the existing file systems, which may
very likely have been changed in the meantime due to ongo-
ing user access to the file system(s) during the virtualization
and migration phases, and one or more or all of the second
storage apparatuses 400 can be disconnected completely
thereafter. During both of the virtualization phase and the
migration phase, however, the second storage apparatuses
400 will need to remain accessible by the first storage appa-
ratus 300.

[0133] Inthe example of FIG. 1C, it becomes apparent that
it may even be advantageous in some cases to only perform
virtualization of file systems by the first storage apparatus 300
without any subsequent migration phase. For example, after
completion of the virtualization of all file systems managed
by the legacy storage apparatuses 400, while the actual user
data (file content) of the file systems will remain to be stored
only on the storage units of the legacy storage apparatuses
400, all file systems of the plural legacy storage apparatuses
400 can be accessed by the clients 100 through the virtualized
file systems managed by the first storage apparatus 300 as a
single access point.

[0134] FIG. 1D shows another example of a data storage
system. Again, clients 100 are connected via a communica-
tion network 200 to the first storage apparatus 300, and the
first storage apparatus 300 is connected via another commu-
nication network 500 to the second (legacy) storage apparatus
300. In addition, the first storage apparatus 300 is connected
via yet another communication network 800 to a remote
storage apparatus 900 while the second storage apparatus 400
is connected via yet another communication network 600 to
another remote storage apparatus 700.

[0135] Such configuration also allows remote data replica-
tion, in which user data stored on the storage unit 320 of the
first storage apparatus 300 can be remote replicated via the
communication network 800 to a storage unit of the first
remote storage apparatus 900 and user data stored on the
storage unit 420 of the second storage apparatus 400 can be
remote replicated via the communication network 600 to a
storage unit of the second remote storage apparatus 700. Of
course, remote replication of data via the networks 800 and
600 can be performed synchronously or asynchronously.

[0136] In principle, for a large number of legacy data stor-
age systems, there will exist a configuration having a second
storage apparatus 400 at a first site and a remote storage
apparatus 700 for synchronous or asynchronous remote rep-
lication of user data of the file system(s) managed by the
second storage apparatus 400. After interconnecting the first
storage apparatus 300 as described above in connection with
FIG. 1B, the first storage apparatus 300 will perform virtual-
ization of the file system(s) managed by the second storage
apparatus 400 but will not actually migrate user data until the
start of the migration phase.
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[0137] According to an exemplary embodiment, during vir-
tualization phase without migration, all user access to the file
system(s) by the clients 100 will be passed through to the
second storage apparatus 400, including all data modifying
user requests such as write access, attribute changing user
access, creation of new file and directories, renaming opera-
tions etc., and the second storage system 400 will continue to
manage the current (canonical) version of the file system(s).
In such embodiments, it will not be necessary to perform data
replication from the first storage apparatus 300 to the remote
storage apparatus 900 as long as all data modifying user
access to the file system(s) by the clients 100 will be passed
through to the second storage apparatus 400, because the
canonical data version of the file system(s) will be held com-
pletely on the second storage apparatus 400 and be replicated
synchronously or asynchronously to the storage apparatus
900, and the remote storage apparatus 900 can be connected
later.

[0138] However, in some other embodiments in which
migration is started already during (or after virtualization),
and modifying user access is not passed through anymore to
the second storage apparatus 400 for file system objects
which have been fully migrated and are fully held on the first
storage apparatus 300, and/or for creation of new files and/or
new directories being only performed in the file system(s)
being managed by the first storage apparatus 300, i.e. when
the file systems may start to differ, additional data replication
to the remote storage apparatus 900 may become desirable at
least for file system objects which have been fully migrated
and are fully held on the first storage apparatus 300 and/or for
newly created files and/or newly created directories.

[0139] Similarly, in all of the above configurations, for
backup of data, it will not be necessary to perform data
backup from the storage unit 320 of the first storage apparatus
300 to the backup storage unit 330 as long as all data modi-
fying user access to the file system(s) by the clients 100 will
be passed through to the second storage apparatus 400, when
the still canonical version of the file system(s) will be held
still on the second storage apparatus 400, and backup of the
canonical version will be performed from the storage unit 420
of'the second storage apparatus 400 to the backup storage unit
430.

[0140] However, in some other embodiments in which
migration is started already during (or after virtualization),
and modifying user access is not passed through anymore to
the second storage apparatus 400 for file system objects
which have been fully migrated and are fully held on the first
storage apparatus 300, and/or for creation of new files and/or
new directories being only performed in the file system(s)
being managed by the first storage apparatus 300, i.e. when
the file systems may start to differ, additional data backup to
the remote storage unit 330 may become desirable at least for
file system objects which have been fully migrated and are
fully held on the first storage apparatus 300 and/or for newly
created files and/or newly created directories.

[0141] FIG. 2 exemplarily shows a schematic view of the
structure of the file system management unit 310. The file
system management unit 310 comprises a host interface unit
311 comprising a plurality of host interfaces 311a to 311g for
connection to plural host devices (such as client computers
100) via the network 200 and a storage interface unit 312
comprising a plurality of storage interfaces 312a to 312¢g for
connection to plural storage devices of the storage units 320
and 330. In addition, the file system management unit 310
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comprises a processing unit 313 comprising one or more
central processing units, a memory unit 314 for temporarily
storing data used for processing including management data,
and a storage device 315 for storing application data and
management data.

[0142] FIG. 3 exemplarily shows a schematic functional
view of a virtualization and migration unit 340 of the file
system management unit 310, which can be realized by hard-
ware, software, or a combination thereof.

[0143] The virtualization and migration unit 340 comprises
a virtualization management information table 341 for man-
aging virtualization management data and migration manage-
ment data (stored in the memory unit 314 and/or the storage
device 315) and a virtualization management information
backup unit 342 for performing backup of virtualization man-
agement data and migration management data (to the storage
device 315 and/or to storage units 320 and/or 330).

[0144] For communication purposes, the virtualization and
migration unit 340 comprises a communication unit 348 hav-
ing a client communication unit 348A for receiving access
requests from clients 100 and for responding to access
requests from clients 100 and a file system communication
unit 348B for issuing access requests to the file system man-
agement unit 410 of the second storage apparatus 400 and for
receiving responses from the file system management unit
410 of the second storage apparatus 400.

[0145] Forperforming virtualization and migration, the vir-
tualization and migration unit 340 comprises a crawling unit
343 for automatically crawling (observing) the file tree struc-
ture of the file system(s) managed by the file system manage-
ment unit 410 of the second storage apparatus 400, and for
creating virtualization jobs for instructing virtualization of
file system objects discovered in the file system(s) managed
by the file system management unit 410 of the second storage
apparatus 400.

[0146] The virtualization and migration unit 340 further
comprises a virtualization unit 344 for executing virtualiza-
tion jobs for virtualizing file system objects discovered by the
crawling unit 343, and for creating migration jobs for
instructing migration of virtualized file system objects, and a
migration unit 345 for executing migration jobs for migrating
file system objects virtualized by the virtualization unit 344.

[0147] The virtualization and migration unit 340 further
comprises a plurality of job queues 346 A, 3468 and 346C for
subsequently storing jobs for file system crawling, file system
object virtualization, and for file system object migration.

[0148] For example, the first job queue 346A may hold
directory information jobs, the second job queue 346B may
hold virtualization jobs and the third job queue 346C may
hold migration jobs. That is, the virtualization and migration
may be performed in a multi-threaded and/or parallelized
manner in that different units are provided for file system
crawling (crawling unit 343) based on jobs held in the job
queue 346 A, for file system object virtualization (virtualiza-
tion unit 344) based on jobs held in the job queue 346B, and
for file system object migration (migration unit 345) based on
jobs held in the job queue 346C.

[0149] The above-mentioned units may be multi-threaded
in that the crawling unit 343 may be adapted to execute plural
crawling jobs (e.g. directory information jobs as discussed
further below) taken from the job queue 346A in parallel, the
virtualization unit 344 may be adapted to execute plural vir-
tualization jobs taken from the job queue 346B in parallel,
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and the migration unit 345 may be adapted to execute plural
migration jobs taken from the job queue 346C in parallel.
[0150] The present invention is, however, not limited to the
use of three queues as described above, and there may be
provided plural job queues for each of directory information
jobs, virtualization jobs and migration jobs, or less than three
queues, e.g. in that one queue is provided for all of directory
information jobs, virtualization jobs and migration jobs. In
the latter case of only one queue, the crawling unit 343, the
virtualization unit 344, and the migration unit 345 may be
realized as a single multi-threaded unit being adapted to
execute a plurality of jobs taken from the single job queue,
and adding all newly created jobs (including directory infor-
mation jobs, virtualization jobs and migration jobs to the
same queue).

[0151] A “directory information job” is a job associated
with a certain directory of the file system(s) managed by the
file system management unit 410 of the second storage appa-
ratus 400 which has been discovered by the crawling unit 343,
the “directory information job” instructing the crawling unit
343 to observe the file system objects (including subdirecto-
ries and files) in the certain directory of the file system(s)
managed by the file system management unit 410 of the
second storage apparatus 400.

[0152] A “virtualization job” is a job associated with a
certain file system object (such as a file or directory) of the file
system(s) managed by the file system management unit 410
of the second storage apparatus 400 which has been discov-
ered by the crawling unit 343, the “virtualization job”
instructing the virtualization unit 344 to virtualize the certain
file system object on the first storage apparatus 300.

[0153] Basically, virtualization of a directory discovered by
the crawling unit 343 means that a corresponding directory
(having the same name) will be created in the file system(s)
managed by the first file system management unit 310, while
virtualization of a file or similar object (such as a hard linked
file) discovered by the crawling unit 343 means that a virtual
object, referred to as external link object (abbreviated as XL.O
in the following), will be created in the directory of the file
system(s) managed by the first file system management unit
310 corresponding to the directory of the file system(s) man-
aged by the second file system management unit 410 having
the corresponding file.

[0154] An “external link object” is an object existing in the
file system(s) managed by the first file system management
unit 310 being associated with a file or similar object (such as
ahard linked file). An “external link object” does not store any
actual user data of the corresponding file but includes an
external reference to the corresponding file in the file system
(s) managed by the second file system management unit 410
such that the “external link object” of the file system(s) man-
aged by the first file system management unit 310 represents
the corresponding file of the file system(s) managed by sec-
ond file system management unit 410 in the file system(s)
managed by the first file system management unit 310 and
allows access to the corresponding file.

[0155] An “external link object” may at least comprise
information on a remote object ID used for the corresponding
file in the file system(s) managed by the second file system
management unit 410 and information on a remote path of the
file in the file system(s) managed by the second file system
management unit 410.

[0156] A “migration job” is a job associated with a certain
file or similar object (such as a hard linked file) of the file
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system(s) managed by the file system management unit 410
of the second storage apparatus 400 which has been virtual-
ized by the virtualization unit 344, the “migration job”
instructing the migration unit 345 to migrate the certain file or
similar object to the first storage apparatus 300. That is, by
executing the migration job” instructing the migration unit
345 to migrate the certain file, the actual user data as content
of'the file is transtferred to the first storage apparatus 300 to be
stored in the storage unit 320.

[0157] Incasejobs are created while the job queues become
occupied with jobs, there is provided a buffer unit 347 for
temporarily storing directory information jobs, virtualization
jobs and migration jobs when one or more of the job queues
346 A to 346C are occupied. When jobs are held by the buffer
unit 347, the jobs will be added to the respective job queues
once another job is executed and removed from the job
queues.

[0158] Further exemplary details in connection with terms
“virtualization”, “migration”, “external link object”, “direc-
tory information job”, “virtualization job”, and “migration
job” will become apparent in the discussion of the more
detailed description and examples below.

[0159] FIG. 4 shows an example of a file system tree struc-
ture of a file system as exemplarily managed by the second file
system management unit 410 of FIGS. 1A and 1B. Specifi-
cally, it is exemplarily assumed that the file system managed
by the second file system management unit 410 and stored on
the storage unit 420 of FIG. 1A has the structure of FIG. 4 at
the time of disconnecting the second storage apparatus 400
and interconnecting the first storage apparatus 300 before
start of virtualization of the file system on the first storage
apparatus 300 to be managed by the first file system manage-
ment unit 310.

[0160] The exemplary file system of FIG. 4 has a highest
order directory /root and plural subdirectories. Specifically,
the child directories /dir1 and /dir2 exist in the /root directory
in addition to files “file1” and “file2”. That is, the /root direc-
tory represents the parent directory of the child directories
/dir1 and /dir2. The directory /dir] has child directories /dir11
and /dirl12 and the directory /dir2 has one child directory
/dir21 and the file “file3”. In the child directory /dirl11 of
directory /dirl1, there exist files “file9” and “file10”. Further,
a file “file4” is stored in directory /dirl1, while files “file5”
and “file6” exist in the directory /dir12. Finally, the directory
/dir21 has files “file7” and “file8”.

[0161] Once the first storage apparatus 300 is intercon-
nected between the clients 100 and the second storage appa-
ratus 400 as e.g. shown in FIG. 1B, 1C or 1D, virtualization of
the file system managed by the second file system manage-
ment unit 410 and stored on the storage unit 420 of FIG. 1A
can be initiated as soon as an initial virtualization path is
created, which virtualization path associates one newly cre-
ated directory in the file system managed by the first file
system management unit 310 of the first storage apparatus
300 (e.g. a highest order directory) with a highest order direc-
tory of the portion of the file system managed by the second
file system management unit 410 of the second storage appa-
ratus 400 to be virtualized and/or migrated.

[0162] For example, in case no previous file system exists
on the first storage apparatus 300, a new highest order direc-
tory /root can be created in the file system managed by the first
file system management unit 310 of the first storage apparatus
300 and be associated by a newly established virtualization
path with the highest order directory /root of the file system
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managed by the second file system management unit 410 of
the second storage apparatus 400, resulting in virtualization
of the tree structure of all file system objects having a lower
order than the /root directory.

[0163] FIG.5A shows an example of a virtualized file sys-
tem tree structure based on the tree structure of FIG. 4 in
which the highest order directory /root of the file system
managed by the first file system management unit 310 is
associated with the highest order directory /root of the file
system managed by the second file system management unit
410 according to a first virtualization path <storage apparatus
300>:/root-><storage apparatus 400>:/root.

[0164] After complete virtualization of the file system of
the second file system management unit 410 according to the
first virtualization path, the first file system management unit
410 will manage a file system having a tree structure accord-
ing to FIG. 5A in which each of the directories /dirl, /dir2,
/dirl1, /dir12, /dir21 and /dir111 of the file system managed
by the second file system management unit 410 will have
been created also in the file system as managed by the first file
system management unit 310, having the same tree structure
in that directories /dir]l and /dir2 are created as child directo-
ries of the highest order directory /root, directories /dir11 and
/dir12 are created as child directories of the directory /dirl
and so on.

[0165] However, regarding the files (and similar objects
such as hard linked files), the file system managed by the first
file system management unit 310 in the first storage apparatus
300 will not have the actual files after virtualization but have
a respective external link object XLO for each file of the file
system managed by the second file system management unit
410 in the second storage apparatus 300.

[0166] Accordingly, after virtualization being completed,
the external link objects X101, X102, XI.03, X1.04, X105,
XL06, X107, X108, X109, and XI.010 will exist in the file
system managed by the first file system management unit 310
in the first storage apparatus 300 instead of the respective files
filel, file2, file3, filed, file5, file6, file7, file8, file9, and file10
of the file system managed by the second file system man-
agement unit 410 in the second storage apparatus 400. It is to
be noted that the external link objects in the first file system
will be presented as files to the clients, i.e. the clients will not
be able to see the external link objects in the first file system
but will see the actual file names, e.g., “filel”, “file2”, “file3”,
“filed”, “file5”, “file6”, “file7”, “file8”, “file9”, and “file10”.
Each of the respective external link objects will exist in the
directory of the file system managed by the first file system
management unit 310 in the first storage apparatus 300 that
corresponds to the respective directory of the file system
managed by the second file system management unit 410 in
the second storage apparatus 400 having the respective file.

[0167] For example, while file10 exists in the remote path
/root/dir1/dir11/dir111/file10 in the file system managed by
the second file system management unit 410 in the second
storage apparatus 400, the corresponding external link object
XL.010 exists in the corresponding local path /root/dir1/dir11/
dir111/X1.010 in the first file system management unit 310 of
the first storage apparatus 300, and XI[.010 represents file10
and allows external access to filel0 when a user attempts to
access file 10 in the file system at the first storage apparatus
300 by means of an access request. That is, preferably, the
local paths names will be the same as the remote paths, and
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from the viewpoint of the clients, the virtualized first file
system will be appearing to the clients undistinguishable
from the second file system.

[0168] FIG. 5B shows an example of another virtualized
file system tree structure based on the tree structure of FIG. 4
in accordance with another possible virtualization path. For
example, in a situation in which current users only access files
and directories existing below /dirl while filel, file2 and all
objects existing below directory /dir2 are not accessed any-
more, another virtualization path may be set such as <storage
apparatus 300>:/root-><storage apparatus 400>:/root/dirl
resulting in the virtualized tree structure of FIG. 5A in which
only objects below directory /dirl can be accessed after vir-
tualization.

[0169] FIG. 5C shows an example of a corresponding vir-
tualized tree structure according to a virtualization path <stor-
age apparatus 300>:/root-><storage apparatus 400>:/root/
dir2. Further, it is possible to divide the one single file system
of FIG. 4 into two separate file systems according to FIGS. 5B
and 5C in case the contents of /dirl and /dir2 shall be orga-
nized in separate file systems managed by the file system
management unit 310.

[0170] In the above example, the second file system is
virtualized in that it is identically rebuilt in the first file system
in that each directory of the second file system is created
under the similar path in the first file system and each file of
the second file system is associated with a respective external
link object under the similar path in the first file system.
However, in some embodiments, there may be provided addi-
tionally implemented mechanisms to ensure that directories
and files related to user data in the second file system are
virtualized in the first file system, while other file system
objects of the second file system, such as for example tem-
porary directories, snapshot directories or other file system
objects that behave differently than user-data related file sys-
tem objects, are not virtualized in the first file system. For
example, directories such as temporary directories or snap-
shot directories of the second file system may not be created
in the first file system in such embodiments.

[0171] FIG. 6 A shows an exemplary flow chart of a method
for virtualization initialization. The method comprises a step
S1 of blocking all user/client access from clients 100 to the
second storage apparatus 300 (in a situation similar to e.g.
FIG. 1A) and a step S2 of interconnecting the first storage
apparatus 300 between the second storage apparatus 400 and
the clients 100.

[0172] Furthermore, the method for virtualization initial-
ization comprises a step S3 of creating a highest order direc-
tory in the file system managed by the first file system man-
agement unit 310 and a step S4 of creating (setting) a
virtualization path associating the highest order directory
created in step S3 with a highest order directory of the portion
of the file system managed by the second file system man-
agement unit 410 that is to be virtualized (e.g. the highest
order directory or one of the lower directories as illustrated in
connection with FIGS. 5A to 5C).

[0173] Furthermore, the method for virtualization initial-
ization comprises a step S5 of creating a directory informa-
tion job for the highest order directory set in step S3. The
method further comprises a step S6 of enabling automatic
background virtualization and another step S7 of enabling
user access dependent on-demand virtualization before
directly enabling client access to the first storage apparatus
300 in step S8. It is to be noted that the order of steps S1 to S7
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can be interchanged in plural different manners, with the
conditions that step S1 is performed before step2, steps S4
and S5 are performed after step S3, steps S6 and S7 are
performed after step S4, and step S8 is performed after step
S7.

[0174] Most importantly, user access to the file system can
be enabled (step S8) immediately as soon as the second stor-
age apparatus is interconnected (step S2), a virtualization
path is set (step S4) and on-demand virtualization is enabled
(step S7). Specifically, as soon as a user tries to access a
not-yet-virtualized file system object in the file system, the
respective file system object will be virtualized by means of
the enabled on-demand virtualization (as exemplarily
described in more detail below) so as to allow access to the file
system object via the virtualized file system object, and in
case the user tries to access an already virtualized file system
object, the respective file system object can be accessed via
the respective virtualized file system object.

[0175] Accordingly, a data storage system according to the
above aspect can immediately enable user access to the file
system very shortly after interconnecting the first storage
apparatus 300 under the condition that a virtualization path
has been created and on-demand virtualization has been
enabled independent of whether automatic background vir-
tualization (as exemplarily described in more detail below)
has yet begun and independent of the status of automatic
background virtualization. That is, access to the file system by
clients 100 can be enabled again advantageously very shortly
after the single interruption for interconnecting the first stor-
age apparatus 300 in between the clients 100 and the second
storage apparatus 400.

[0176] In the following description, exemplary aspects of
automatic background virtualization (enabled in step S6
above) will be described in more detail below. The automatic
background virtualization is performed automatically and
will lead to a result that the complete file tree structure of the
file system(s) managed by the second file system manage-
ment unit 410 of the second storage apparatus 400 will be
virtualized completely (i.e. will be reconstructed completely
in the virtualized manner as described in connection with
FIGS. 5A to 5C above) on the first storage apparatus 400.
[0177] The principle exemplary aspects of automatic back-
ground virtualization will be first described in connection
with automatically background virtualizing the file tree of
FIG. 4. The automatic background virtualization can be per-
formed by the crawling unit 343 and the virtualization unit
344 of FIG. 3 above. And first, the crawling unit 343 will
execute the directory information job created in the step S5
above. Specifically, upon execution of step S5, the job queue
346A will contain the directory information job for the high-
est order directory in the file system managed by the file
system management unit 310 according to the virtualization
path set in step S4 (e.g. the two respective /root directories in
the above example of FIGS. 4 and 5A).

[0178] FIG. 6B shows another exemplary flow chart of a
method for virtualization initialization.

[0179] In FIG. 6B, it is exemplarily assumed that step S2
does not interconnect the first storage apparatus between the
second storage apparatus and the clients to temporarily dis-
connect the connection after the step S1 of blocking user
access. Instead, according to some embodiments, it is
assumed that the second storage apparatus and the clients
remain connected at first for a limited period of time while the
first storage apparatus is set up (including steps S2, S3, S4
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and/or S5) and interconnected in parallel, but the second
storage apparatus still solely stays responsible to handle the
access requests (while the access via the first storage appara-
tus is not yet enabled). That is, in the exemplary method of
FIG. 6B the process starts with step S2 of connecting the first
storage apparatus to the second storage apparatus (directly or
indirectly via a network) and to the clients (directly or indi-
rectly via a network), while the clients are still only enabled to
directly access the live file system as managed by the second
storage apparatus through the second storage apparatus.
[0180] Similar to the method of FIG. 6A, the method of
FIG. 6B continues with the steps S3, S4, and S5 of creating
the highest order directory (e.g. /root) at the file system of the
first storage apparatus (S3), creating the virtualization path
which associates the created highest order directory with a
selected directory at the file system of the second storage
apparatus (S4), and creating the first directory information
job for the created highest order directory (S5). It is to be
noted that the steps S3, S4 and S5 can be performed in
multiple orders or even within a simultaneous operation, and
until execution of step S1 of blocking the access to the second
storage apparatus, the first storage apparatus does not handle
any file system requests because step S8 has not yet been
executed. In all preferred embodiments, the step S8 is
executed after step S1 in order to prohibit a situation in which
clients could access the file system on the second storage
apparatus directly and indirectly at the same time. In particu-
lar, until step S1 the client access is only possible directly to
the second storage apparatus, in between steps S1 and S8 the
client access to the file system is not possible and interrupted,
and as soon as step S8 is executed (after or simultaneously
with one or both of steps S6 and S7) the client access becomes
possible and enabled indirectly through the first storage appa-
ratus.

[0181] Then, in steps S7 and S6, on-demand virtualization
and automatic background virtualization are enabled.

[0182] It is to be noted that, in order to be able to enable
automatic background virtualization, steps S4 and S5 are
required, wherein to be able to enable on-demand virtualiza-
tion, only step S5 would required and step S5 is optional
(because otherwise a first access request of a user would lead
to on-demand virtualization of the highest order directory and
its child objects).

[0183] Inthe example of FIG. 6B, the access to the second
storage apparatus is blocked after steps S3 to S5 are per-
formed, and simultaneously or shortly thereafter the access to
the first storage apparatus (to indirectly access the file system
managed by the second storage apparatus through the build-
ing virtualized file system of the first storage apparatus) can
be enabled by steps S6 to S8. Here, the access can be enabled
even more quickly than in the exemplary embodiment of FIG.
6A.

[0184] In the above, it is to be noted that steps S6 and S7
may be interpreted in some embodiments also as receiving
one instruction to virtualize or plural instructions to virtual-
ize, e.g. step S6 may be interpreted in some embodiments as
receiving an instruction to start automatic background virtu-
alization, and step S7 may be interpreted in some embodi-
ments as receiving an instruction to start on-demand virtual-
ization.

[0185] FIG. 7 shows an illustration of information
exchange between the first and second file system servers
(embodying the first and second file system management
units 310 and 410) for automatic background virtualization.
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[0186] Upon executing the directory information job for
the /root directory by the crawling unit 343, the first file
system management unit 310 will issue a request for /root
directory information (“request /root information™) in con-
nection with the /root directory of the file system of FIG. 4
(the highest order directory of the file system managed by the
second file system management unit 410 as indicated by the
set virtualization path, i.e. for the virtualization paths of
FIGS. 5B and 5C, the first issued directory information
request would already directed to /dirl and /dir2, respec-
tively) to the second file system management unit 410.
[0187] In response to the request for /root directory infor-
mation, the second file system management unit 410 responds
by providing/root directory information including informa-
tion on the child directories /dirl and /dir2 and the files “file1”
and “file2”. Specifically, the response will indicate at least
that directories /dirl and /dir2 and the files “file1” and “file2”
exist in the /root directory of the file system managed by the
second file system management unit 410.

[0188] Upon receipt of the response indicating that direc-
tories /dir] and /dir2 and the files “filel” and “file2” exist in
the /root directory of the file system managed by the second
file system management unit 410 at the first file system man-
agement unit 310, the crawling unit 343 will update the vir-
tualization management information table 341 for registering
that it was discovered that directories /dirl and /dir2 and the
files “file1” and “file2” exist in the /root directory of the file
system managed by the second file system management unit
410, and that these directories /dirl and /dir2 and the files
“file1” and “file2” need virtualization by the virtualization
unit 344.

[0189] FIG. 8 shows an example of a virtualization man-
agement information table at a first point of time during
virtualization after receiving the response of FIG. 7.

[0190] Exemplarily, the virtualization management infor-
mation table includes various information about each file
system object which has been discovered by the crawling unit
343 including a name of the file system object as used by the
client 100 and the second file system management unit 410,
an object type thereof (e.g. indicating whether the file system
object is a directory or a file), an object ID thereof as used by
the second management file system management unit 410, a
virtualization status of the file system object, and an object
status of the file system object.

[0191] In addition to the above, the virtualization manage-
ment information table may store further information such as
parent directory of the respective file system object, remote
path location of the respective file system object, one or more
attributes of the respective file system object and so on.
[0192] As an “object ID”, the virtualization management
information table preferably stores an object ID that uniquely
identifies the respective file system object in the file system as
managed by the second management file system management
unit 410. Such object IDs may be represented by or include
information on IDs such as file handles, Inode numbers,
server identifiers, device numbers and the like, and identity
uniquely the respective file system object independent of
name and remote path location. Such object IDs typically
exist in file systems managed by known file system servers
because any object needs to be uniquely identified indepen-
dent of the name and path location (e.g. in case a file is
renamed and/or moved from one particular path location to
another path location, the object ID may remain the same
while name and/or path location thereof ma change).
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[0193] Under “virtualization status”, the current status of
virtualization of the discovered file system object may be
indicated, and a newly discovered file system object will be
labeled as “needs virtualization” so as to indicate that the file
system object needs to be virtualized, i.e. that a corresponding
directory needs to be created for a discovered directory and
that a corresponding external link object needs to be created
for a discovered file.

[0194] Once the respective file system object has been vir-
tualized, i.e. when a corresponding directory has been created
for a discovered directory or a corresponding external link
objecthas been created for a discovered file, the virtualization
status in the virtualization management information table is
updated to “virtualized”.

[0195] In FIG. 8, the /root directory has been created
already in step S3 of FIG. 6A above, and is labeled as “vir-
tualized” already with respect to its virtualization status. On
the other hand all other discovered file system objects, i.e.
directories /dirl and /dir2 and files “filel” and “file2” have
just been discovered and no corresponding virtualized file
objects yet exist in the file system as managed by the first file
system management unit 310 so that the objects are referred
to as having the virtualization status “needs migration”.
[0196] Under “object status™, the current status of the dis-
covered file system object may be indicated, and a newly
discovered file is labeled as “needs migration” indicating that
no user data (file content) corresponding to the respective file
yet exists on the storage units 320 and 330 of the first storage
apparatus 300 and that the file needs to be migrated to the first
storage apparatus 300 (after migration will be enabled), and a
newly discovered directory is labeled as “Incomplete” indi-
cating that not all of the file system objects existing directly
below the respective directory have been virtualized yet. It is
to be noted that all file system objects (/dirl, /dir2, filel and
file2) that exist in the /root directory according to the tree
structure of FIG. 4 have been discovered already, but since
these objects have not been virtualized yet, the /root directory
remains to be labeled as having the object status “Incom-
plete”.

[0197] Once the directories /dirl and /dir2 have been cre-
ated in the /root directory of the file system managed by the
first file system management unit 310 and the external link
objects XLLO1 and X1.O2 have been created in the /root direc-
tory of the file system managed by the first file system man-
agement unit 310, the /root directory can be updated to have
the object status “Complete” (see below).

[0198] It is to be noted that in addition to updating the
virtualization management information table as described
above after receiving the response of FIG. 7, the crawling unit
343 of the first file system management unit 310 will auto-
matically create virtualization jobs for each of the newly
discovered file system objects which can be added to the
virtualization job queue 346B to be executed by the virtual-
ization unit 344 (e.g. a virtualization job for /dirl, a virtual-
ization job for /dir2, a virtualization job for filel, and a vir-
tualization job for file2), and will automatically create
directory information jobs for each of the newly discovered
child directories which can be added to the crawler job queue
346 A to be executed by the crawling unit 343 (e.g. a directory
information job for /dirl and a directory information job for
/dir2).

[0199] Accordingly, virtualization of already discovered
file system objects and discovering new file system objects
can be performed in a highly efficient manner in parallel to
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each other in that existing virtualization jobs can be executed
by the virtualization unit 344 while further directory infor-
mation jobs can be executed, in parallel, by the crawling unit
343 for discovering new file system objects and for creating
new virtualization jobs and/or directory information jobs for
these newly discovered objects.

[0200] FIG. 9 shows an example of a partially virtualized
file system tree structure. Specifically, once the directories
/dirl and /dir2 have been created in the /root directory of the
file system managed by the first file system management unit
310 and the external link objects XL.LO1 and X[.O2 have been
created in the /root directory of the file system managed by the
first file system management unit 310 by executing all four
virtualization jobs created by the crawling unit 343, the tree
structure of the file system being managed by the first file
system management unit 310 will be as shown in FIG. 9.
Because each of the file system objects /dirl, /dir2, filel and
file2 that directly exists below the /root directory as a parent
directory have been virtualized according to FIG. 9, the object
status of the /root directory can be updated as being “Com-
plete” as indicated in FIG. 10.

[0201] In the above example, the number of file system
objects existing below the/root directory as a parent directory
is rather low, and, in principle, it must be assumed that a large
number of file system objects may exist below a certain parent
directory, e.g. in some file systems, millions of files and child
directories may exist below a certain parent directory. In
typical file system communication protocols, standard
requests for receiving directory information (such as e.g.
READDIR or READDIRPLUS in NFS-based file system
communication protocols), the number of entries to be
returned in the response may be limited to a maximum num-
ber so that not all entries may be known already after issuing
a single directory information request. In such scenarios, the
crawling unit 343 may repeatedly issue directory information
requests to the same parent directory of the file system until
all file system objects thereof (child entries including files and
child directories) have been returned.

[0202] Preferably, in such scenarios as discussed in the
above paragraph, the crawling unit 343 may further update
the virtualization management information table after each
response before issuing the next directory information
request in connection with the same parent directory, and/or
the crawling unit 343 may already create directory informa-
tion jobs for each of the child directories discovered so far
and/or virtualization jobs for all file system objects discov-
ered in the respective parent directory so far after each
response before issuing the next directory information
request in connection with the same parent directory.

[0203] Furthermore, in order to be able to restart the direc-
tory crawling by the crawling unit 343 at a correct crawling
start position after an undesirable interruption of the crawling
process, the crawling unit 343 preferably further updates the
object status of the respective parent directory upon receipt of
each response so as to add information indicating the entry
position up to which the respective parent directory has been
read (which may correspond to a position indicating data item
provided by the last response, such as a position indicating
cookie).

[0204] FIG. 11 shows another illustration of information
exchange between the first and second file system manage-
ment units 310 and 410 for automatic background virtualiza-
tion. Specifically, as discussed already above, it is assumed
that the crawling unit 343 has created a respective directory
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information job for each of the child directories /dir1 and /dir2
upon receipt of the response of FIG. 7 and upon updating the
virtualization management information table as shown in
FIG. 8). Next, when returning to the next job in the directory
information job queue 346A, the crawling unit 343 will be
able to obtain the directory information job for directory
/dir1, and will then issue a request for directory information
with regard to the /dir1 directory.

[0205] Specifically, upon executing the directory informa-
tion job for the /dirl directory by the crawling unit 343, the
first file system management unit 310 will issue the request
for /dirl directory information (“request /dirl information™)
in connection with the /dirl directory of the file system of
FIG. 4 as managed by the second file system management
unit 410. In response to the request for /dir1 directory infor-
mation, the second file system management unit 410 responds
by providing /dirl directory information including informa-
tion on the child directories /dirl1 and /dir12. The response
may indicate at least that directories /dir11 and /dir12 exist in
the /dirl directory of the file system managed by the second
file system management unit 410.

[0206] Upon receipt of the response indicating that direc-
tories /dirl1 and /dir12 exist in the /dir] directory of the file
system managed by the second file system management unit
410 at the first file system management unit 310, the crawling
unit 343 will update the virtualization management informa-
tion table 341 for registering that it was discovered that direc-
tories /dirl1 and /dir12 exist in the /dir] directory of the file
system managed by the second file system management unit
410, and that these directories /dirl1 and /dir12 need virtual-
ization by the virtualization unit 344, please see the corre-
spondingly updated virtualization management information
table as shown in FIG. 12.

[0207] AsshowninFIG. 12, all directories for which not all
child entries have been discovered and virtualized are labeled
as having the object status “Incomplete”, and all non-virtual-
ized file system objects are referred to as having the virtual-
ization status “needs virtualization”. Accordingly, in case of
interruption of the virtualization procedure, file system virtu-
alization can be reliably and efficiently started at a convenient
starting point and does not need to be reset completely, even
in the worst case in which all or at least some existing jobs in
the job queues may be lost, in that the virtualization procedure
may continue, after the undesirable interruption, easily by
creating a virtualization job for each file system object indi-
cated as “needs virtualization” in the virtualization manage-
ment information table 341, and by creating a directory infor-
mation job for each directory indicated as being “Incomplete”
in the virtualization management information table 341.
[0208] As exemplarily shown in FIG. 12, the virtualization
management information table 341 can be stored in blocks
341a and 3415 (which also can be referred to as chunks) ofa
pre-determined number of file system object entries. In the
example of FIG. 12 there are only 5 entry lines per block 341a
and 34154 but it is to be noted that this is only for explanatory
reasons, and the entry number per block may much larger for
an actual implementation.

[0209] Storing the virtualization management information
in blocks (chunks), however, provides the advantage that the
separate blocks can be conveniently written from the memory
314 (where the data contents of the virtualization manage-
ment information table 341 may be stored for purposes of
ongoing virtualization processing and updating by the crawl-
ing unit 343, the virtualization unit 344 and the migration
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means 345) to the storage device 315 for backup purposes by
the virtualization management information backup unit 342.

[0210] Specifically, backup can be performed more effi-
ciently without significantly affecting the ongoing crawling
and virtualization or migration processing by the crawling
unit 343, the virtualization unit 344 and the migration means
345, in that only the one block to be currently backup-copied
to the storage device 315 needs to be temporarily blocked by
the virtualization management information backup unit 342,
while all other blocks of the virtualization management infor-
mation table 341 will be read- and write-accessible by the
crawling unit 343, the virtualization unit 344 and the migra-
tion means 345.

[0211] Preferred aspects in connection with backup pro-
cessing for backup of the virtualization management infor-
mation table 341 in backup blocks 341a and 3415 will be
described in more detail further below.

[0212] Inadditiontothe above, uponreceiving the response
of FIG. 11, the crawling unit 343 creates directory informa-
tion jobs for each of the directories /dirl1 and /dirl2 to be
added to the queue 346 A and virtualization jobs for each of
the directories /dirl1 and /dir12 to be added to the queue
346B. Once the virtualization jobs for the directories /dirl1
and /dir12 will have been executed by the virtualization unit
344, the directories /dir11 and /dir12 will exist directly below
the respective parent directory /dirl in the file system man-
aged by the first file system management unit 310 under the
similar local path corresponding to the respective remote path
in the file system managed by the second file system manage-
ment unit 410.

[0213] FIG. 13 shows an example of the respective partially
virtualized file system tree structure in which the child direc-
tories /dirll and /dir12 of parent directory /dirl have been
created for virtualization.

[0214] Complete and reliable automatic background virtu-
alization may be achieved efficiently and reliably by being
continued according to the above aspects including parallel
loops of executing directory information jobs by the crawling
unit 343, updating of the virtualization management informa-
tiontable 341 by the crawling unit 343, creating new directory
information jobs and virtualization jobs by the crawling unit
343, executing virtualization jobs by the virtualization unit
344 and so on, until the complete tree structure of the file
system managed by the second file system management unit
410 is virtually reconstructed completely in the file system
managed by the first file system management unit 310.

[0215] Thatis, the complete tree structure of the file system
managed by the second file system management unit 410 is
virtually reconstructed completely in the file system managed
by the first file system management unit 310, when there
exists a corresponding directory in the file system managed
by the first file system management unit 310 for each direc-
tory of the file system managed by the second file system
management unit 410 and when there exists a corresponding
external link object in the file system managed by the first file
system management unit 310 for each file (or similar object
such as hard linked files) of the file system managed by the
second file system management unit 410.

[0216] While the above description was made with refer-
ence to a specific example of a file tree structure as shown in
FIG. 4, a more general aspects of a virtualization procedure
will be given in connection with the below flow charts.
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[0217] FIG. 14 shows an exemplary flow chart of automatic
background virtualization management as may be performed
by the crawling unit 343.

[0218] The automatic background virtualization manage-
ment method of FIG. 14 comprises a step S1001 of checking
for a next job in the job queue. Specifically, in case multiple
job queues are provided as exemplarily shown in FIG. 3, the
crawling unit 343 may search for a next directory information
job in the job queue 346 A. In the next step S1002, the crawl-
ing unit 343 can observe a new directory information job for
a certain previously discovered directory existing in the file
system as managed by the second file system management
unit 410 (or in case no child directories have been discovered
yet, e.g. at the beginning of the virtualization phase, the
crawling unit 343 will at least observe the directory informa-
tion job created in step S5 of FIG. 6A above).

[0219] In the step S1003, the crawling unit 343 checks the
virtualization management information table 341 for the tar-
get directory of the directory information job obtained in step
S1002. Specifically, when the target directory is already
present in the virtualization management information table
341, the crawling unit 343 checks the object status of the
target directory in the virtualization management information
table 341 as to whether the target directory is indicated as
being Complete or Incomplete.

[0220] If the target directory exists in the virtualization
management information table 341 and is already indicated
as being Complete (i.e. all child entries have been virtualized
already), i.e. when step S1004 returns NO, the crawling unit
343 will check the job queue for a next job in step S1005.

[0221] On the other hand, if the target directory is not yet
complete (or does not exist yet in the virtualization manage-
ment information table 341), i.e. when step S1004 returns
YES, the crawling unit 343 requests directory information for
the target directory in a next step S1006 in that it issues one or
more directory information requests in connection with the
target directory to the second file system management unit
410 of the second storage apparatus 400.

[0222] In step S1007, the corresponding one or more
responses from the second file system management unit 410
of the second storage apparatus 400 are received, providing
the directory information indicating all or at least of some of
the child entries of the target directory.

[0223] In the next step S1008, the crawling unit 343
updates the virtualization management information table 341
and writes the received directory information for the target
directory to the virtualization management information table
341. Specifically, for each child entry (e.g. an entry indicating
a file existing in the target directory or an entry indicating a
child directory existing in the target directory) included in the
information received in step S1007, a corresponding entry
will be added to the virtualization management information
table 341 as discussed above, the object status and the virtu-
alization status being indicated according to the type of file
system object, i.e. virtualization status “needs virtualization”
for each file system object and object status “incomplete” for
discovered child directories or object status “needs migra-
tion” for discovered files or similar objects such as hard
linked files.

[0224] Furthermore, the crawling unit 343 creates a respec-
tive virtualization job for each of the newly discovered child
objects in step S1009 and further creates a respective direc-
tory information job for each newly discovered child direc-
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tory in step S1010, and adds the newly created jobs to the
respective job queue or job queues.

[0225] If all child objects of the target directory up to the
last child object have been observed in step S1007 (step
S1011 returns YES), the crawling unit 343 will continue with
the next job in the job queue (step S1005), and otherwise steps
S1006 to S1010 will be repeated until all child objects of the
target directory have been observed. Alternatively to the loop
of steps S1006 to S1010, the crawling unit 343 may also just
create a new directory information job for the same target
directory when step S1011 returns NO and then continue with
step S1005, allowing for further parallelization of job execu-
tion.

[0226] As previously discussed further above, in case the
crawling unit 343 did already previously receive directory
information for some of the child entries of the respective
target directory, e.g. in connection with previous jobs for the
same target directory or when repeating steps S1006 to S1010
in aloop after step S1011 returned NO (e.g. due to a limitation
in the number of returned child entries according to the used
file system communication protocol), the crawling unit 343
may further repeatedly update a start position (e.g. basedon a
position indicated in the response of step S1007 or by using,
for example, a cookie) for the request for directory informa-
tion for the target directory in the virtualization management
information table 341 in step S1008, allowing to request
directory information for the next not-yet-discovered child
entries by using the start position in the request of step S1006.
[0227] Due to new directory information job creation in
step S1010, the automatic background virtualization will be
performed continuously until all directory information jobs
are executed and no further directory information jobs exist,
indicating that all directories of the file system have been
observed, and all child entries (files and further child direc-
tories) have been discovered, so that a respective virtualiza-
tion job as created in step S1009 exists (or has been already
executed) for each of the discovered file system objects.
[0228] In parallel to the above procedure, the virtualization
unit 344 will automatically execute virtualization jobs cre-
ated by the crawling unit 343 as discussed further below.
However, for very large directories, there may occur a prob-
lem when the crawling unit 343 creates a very large number of
virtualization jobs in the loop of steps S1006 to S1010, in
particular in the repeating of step S1009 for all of the various
child objects. It may, therefore, be desirable that the crawling
speed of the crawling unit 343 is variable and can be auto-
matically (and/or manually) decreased depending on the con-
ditions.

[0229] For example, when it is detected that the data buffer
unit 347 for temporarily storing jobs as soon as one or more of
the job queues are occupied, becomes occupied itself (e.g.
when the number of jobs held in the data buffer unit 347
exceeds a threshold, when the available storage space in the
data buffer unit 347 falls below a threshold, or when the ratio
of available buffer storage space to the buffer capacity
exceeds a threshold, or the like), the processing speed of the
crawling unit 343 may be decreased, and the crawling unit
343 may even be stopped until the data buffer unit 347
becomes less occupied (e.g. when the number of jobs held in
the data buffer unit 347 falls below another threshold, when
the available storage space in the data buffer unit 347 exceeds
another threshold, or when the ratio of available buffer stor-
age space to the buffer capacity falls below another threshold,
or the like).
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[0230] Also, when the communication between the storage
apparatus 300 and the storage apparatus 400 is realized by a
Fibre channel connection having a plurality of parallel Fibre
channels, it may be desirable to control the processing speed
of the crawling unit 343 based on Fibre channel availability,
in that the processing speed of the crawling unit 343 is
increased for increasing Fibre channel availability and in that
the processing speed of the crawling unit 343 is decreased for
decreasing Fibre channel availability (allowing for more effi-
cient connections for communications due to actual user
access and on-demand virtualization, and for more efficient
connections for communications in connection with virtual-
ization jobs and/or migration jobs). Also, in order to allow for
efficient user access, the processing of the crawling unit 343
may be paused in case the Fibre channel availability falls
below a threshold in order to avoid delays in user access
communications due to limited Fibre channel availability.
[0231] FIG. 15 shows an exemplary flow chart of automatic
background virtualization as performed by the virtualization
unit 344. In a first step S1101, the virtualization unit 344
checks the job queue for a next job, and obtains a virtualiza-
tion job for a certain file system object in step S1102. If the
target file system object of the respective virtualization job is
a directory (step S1103 returns directory), the method con-
tinues with step S1104, and, if the target file system object of
the respective virtualization job is a file (step S1103 returns
file), the method continues with step S1112.

[0232] For a directory of the file system managed by the
second file system management unit 410 to be virtualized, the
virtualization unit 344 creates a new directory in the file
system managed by the first file system management unit 310
in a local path location within the parent directory, which
corresponds to the respective parent directory of the directory
to be virtualized within the file system managed by the second
file system management unit 410.

[0233] The new directory is created with the same name as
the directory to be virtualized so as to be able to present the
same file tree structure to clients 100. Not creating a virtual
directory but already creating true directories even during the
virtualization phase has the advantage that a directory corre-
sponding directory can be created in the file system of the first
storage apparatus 300 having the identical path tree structure
than the file system of the second storage apparatus 400 to be
virtualized, and all external link objects of the file system in
the first storage apparatus 300 can be stored already in the
correct directory tree structure, so that both file systems will
have the identical tree structure after virtualization. Also,
creating the directories allows to additionally store directory
metadata and file metadata already in association with the
created directory.

[0234] When creating the directory in step S1104 (or
already before-hand during steps S1006 and S1007), all
directory attributes of the directory to be virtualized are trans-
ferred from the second storage apparatus 400 to the first
storage apparatus 300, and are stored in association with the
newly created directory in the file system as managed by the
first file system management unit 310. This has the advantage
that user requests directed to attributes of the respective direc-
tory can be handled locally by the first file system manage-
ment unit 310 and do not necessarily require communication
with the second storage apparatus 400.

[0235] According to some aspects of the invention, it may
be desirable to be able to locally return user requests which
inquire about the link count of the respective directory after
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virtualization thereof even during ongoing virtualization. In
principle, the real underlying link count of any directory in a
typical file system can be calculated/determined as N+2,
wherein N is the total number of child directories of the
particular directory (the number N can be retrieved from the
second file system management unit). The reason is that the
parent directory of the particular directory includes, of
course, a link to the particular directory and the particular
directory itself includes a child entry which represents a self-
reference link to the particular directory (sometimes referred
to as the on-dot-link or/.), and each of the child directories of
the particular directory includes a link to their respective
parent directory (sometimes referred to as the double-dot-link
or/.).

[0236] However, during virtualization phase, when a par-
ticular directory is created in the file system managed by the
first file system management unit 310, the corresponding
child directories in the file system managed by the second file
system management unit 410, may not be discovered com-
pletely yet by the crawling unit 343 or, if discovered, may not
be virtualized yet, so that no corresponding child directories
or at least not all of the corresponding child directories may
exist yet in the file system managed by the first file system
management unit 310.

[0237] In order to be able to reliably, efficiently and cor-
rectly handle attribute request relating to the link count of a
virtualized directory locally on the first storage apparatus
300, when creating a directory during virtualization thereofin
step S1104, the method continues (in any possible order) with
the optional steps S1105 of creating a self-reference link in
the respective directory, S1106 of calculating a fake link
count, S1107 of writing directory metadata, S1108 of creat-
ing a parent directory link, and S1109 of decrement the fake
link count in the metadata of the parent directory by one.
[0238] Accordingly, when creating the particular directory
in step S1104 in its respective parent directory, the link to the
particular directory inside of the parent directory will be
automatically created by way of directory creation, and the
self-reference link (such as the single-dot-link or /.) will be
created in step S1105, leading to a real link count of 2 (be-
cause no child directories with parent directory links /.. have
been created yet), while the underlying actual link count of
the corresponding directory in the file system as managed by
the second file system management unit 410 is N+2, N being
the number of child directories of the particular directory.
[0239] Therefore, a fake link count will be calculated in
step S1106 based on the number N of child directories of the
particular directory in the file system as managed by the
second file system management unit 410, e.g. by requesting
the real link count of the particular directory from the second
file system management unit 410 and subtracting 2, and is
written to the directory metadata in step S1107. Then, when a
user requests the link number of the particular directory, the
first file system management unit 310 can efficiently handle
the request locally without requiring further communication
with the second storage apparatus 400 by just adding the real
link count as observed on the file system as managed by the
first file system management unit 310 and the fake link count
as stored in the directory metadata, and by returning the sum
of the real link count and the fake link count.

[0240] For the above procedure, the fake link count stored
in the metadata of a virtualized directory needs to be updated
whenever child directories thereof are created for purposes of
their own virtualization. That is, in the method of FIG. 15, the
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virtualization of a directory further includes the steps S1108
of creating the parent directory link in the particular directory
(i.e. the double-dot link or/..) and S1109 of decrementing the
fake link count as stored in the metadata of the parent direc-
tory by one.

[0241] For example, in the FIG. 9 above, directory /dir has
already been created in the virtualized file system tree struc-
ture, and its real link count is 2 (for the self-reference link in
/dir1 and the /dirl link in the /root directory) but the actual
link count that needs to be returned to a user inquiring about
the link count of directory /dirl is 4 because the directory /dir
in FIG. 4 additionally has two more links, namely, one addi-
tional parent directory link /.. from each of the child directo-
ries /dirl1 and /dir12. Therefore, in FIG. 9, the fake link count
of directory /dirl will be calculated as 2. Once directory
/dir11 and the parent directory link /.. therein will be created
upon execution of a virtualization job for directory /dir11, the
real link count will be 3 and, thus, the fake link count will be
decremented by one resulting in 1. Still, the sum of real link
count and the fake link count is 4 and returns the correct true
link count of the directory /dirl in FIG. 4.

[0242] Once all child directories of a particular directory
have been virtualized, the fake link count of the particular
directory should have become 0, and if the fake link count of
a directory for which no further virtualization jobs exist or a
directory which is indicated to have the object status “Com-
plete” is still larger than zero, such situation may indicate
about a problem that not all child directories have been dis-
covered, and a directory information job can be created again
forthe particular directory in order to guarantee the complete-
ness of the virtualized directory.

[0243] Vice versa, it is possible to detect whether a direc-
tory is complete in that it is checked whether the fake link
count of the parent directory of the particular directory as
created in step S1104 has become 0, and if step S1110 returns
YES, when the parent directory is indicated as being “Incom-
plete”, the virtualization management information table 341
is updated in that the object status of the parent directory is
updated to “Complete” (step S1111). Thereafter (or directly
after step S1110 returns NO), the virtualization status of the
particular directory is updated to “virtualized” in step S1114,
and the virtualization unit 344 checks the job queue for the
next job (step S1115, corresponding to step S1101).

[0244] On the other hand, when step S1103 returns “file”
when the object to be virtualized according to the virtualiza-
tion job of S1102 is a certain file, the virtualization unit 344
creates a respective external link object, referred to as XL.O,
representing the certain file and allowing access to the certain
file of the file system managed by the second file system
management unit 410, in the local path location correspond-
ing to the remote path location of the file, i.e. in the virtualized
directory that corresponds to the directory of the file system
managed by the second file system management unit 410 in
which the certain file exists.

[0245] Ontheotherhand, instead of steps S1112 and S1113
of FIG. 14 as described above, a more detailed method as
described exemplarily with reference to FIG. 16 below may
optionally be implemented for file virtualization so as to be
ableto enable more efficient handling ofhard linked files, also
referred to as hard links. It is to be noted that “hard links” may
refer to a group of files which are associated with the same
actual user data.

[0246] That is, while each hard link of a group of hard links
from the view point of the user(s) has the appearance of an



US 2016/0055173 Al

independent file, the hard links potentially having different
names and/or different path locations, each hard link points to
the same actual user data stored on the storage unit 410. And,
if that user data were to be modified, e.g. by writing data to
one of the hard linked files, the underlying data were to be
modified for all hard links, and, if one or more of the hard
links were to be renamed and/or moved to different path
locations, other hard links would not recognize such moving
or renaming of hard links (which is different for so-called soft
links).

[0247] When the crawling unit 343 discovers a file which
represents one hard link of a group of hard links pointing to
the same file data content, the crawling unit 343 still cannot
easily discover the other hard links of the group of hard links,
but the crawling unit 343 or the virtualization unit 344 can
determine the total number of hard links by reading the link
count from the file attributes in the metadata for the discov-
ered hard link. Similar to the situation in connection with link
counts of directories, it is desirable that the first file system
management unit 310 can return link counts of hard links
locally upon virtualization of only one of the link counts, and
it is desirable to efficiently handle virtualization of hard links.
[0248] FIG. 16 shows another exemplary flow chart of
automatic background migration for more efficiently and reli-
ably handling hard linked files (hard links). Steps S1101,
S1102, S1112, S1113, S1114 and S1115 are similar to the
steps of the same reference numeral in FIG. 15 as described
above.

[0249] Upon obtaining the virtualization job for a certain
file, the link count N of the file is determined in step S1120
(e.g. by requesting the link count information for the respec-
tive file from the second file system management unit 410 or
by receiving metadata indicating the link counts of files
already with the responses of step S1007 of FIG. 14), and it is
checked whether the link count is larger than one (step
S1121). When step S1121 returns NO, the method continues
similar to the file virtualization of FIG. 15 (i.e. steps S1112,
S1113, S1114 and S1115/S1101).

[0250] However, when the link count N of the particular file
to be virtualized is larger than one (i.e. when there exists at
least one other hard link) and step S1121 returns YES, the
object ID of the file is determined (step S1122) and a hidden
index directory, which has been created previously in the file
system managed by the first file system management unit 310,
is checked for the existence of a subdirectory which is asso-
ciated with the object ID of the hard link/file (step S1123).
[0251] As will become apparent in the following, the exist-
ence of the subdirectory, which is associated with the object
ID of the hard link/file in the hidden index directory, would
indicate that another hard link of the same group ot hard links
(having the same object ID but differing names and/or remote
path locations) was already discovered previously by the
crawling unit 343. On the other hand, if no such associated
subdirectory exists in the hidden index directory, this indi-
cates that no other hard link of the same group of hard links
was previously discovered.

[0252] Accordingly, if no associated subdirectory exists in
the hidden index directory, indicating that no other hard link
of'the same group of hard links was previously discovered, an
index subdirectory being associated with the object ID of the
discovered hard link (i.e. of the particular file) is created in the
hidden index directory in step S1125 and within the created
associated index subdirectory, N-1 hard links are created
within the associated index subdirectory in step S1126, and
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the external link object that is created in the local path loca-
tion corresponding to the remote path location of the file/hard
link to be virtualized in step S1112 is created as another hard
link of the group of hard links as created in step S1126.
Therefore, the actual link count of the external link object
created in step S1112 is N-1+1=N and corresponds identi-
cally to the underlying actual link count N of'the file/hard link
to be virtualized.

[0253] On the other hand, if it is determined in step S1124
that an index subdirectory being associated with the object ID
of the file/hard link to be virtualized already exists in the
hidden index directory (step S1124 returns YES), one of the
hard links existing in the associated index subdirectory is
removed in step S1127 and a corresponding hard linked exter-
nal link object is created in the local path location correspond-
ing to the remote path location of the file/hard link to be
virtualized in step S1112, the hard linked external link object
being created as another hard link of the group ot hard links of
the associated index subdirectory.

[0254] By steps S1127 and S1112, the underlying true total
link number remains the same in the file system of the first
storage apparatus 300, namely, the hard link number N of the
corresponding hard link group in the second storage system
400, independent of whether all other hard links have been
discovered yet or not.

[0255] Instead of separately performing steps S1127 and
S1112, the similar effect may be achieved even more effi-
ciently by providing only one single step of a renaming opera-
tion in connection with one of the hard links stored in the
associated index subdirectory (the renaming operation
including changing the name of one hard link and/or moving
that hard link from the index subdirectory to the local target
path location of the file to be virtualized according to the job
of step S1102).

[0256] Finally, if no further hard links remain in the index
subdirectory after step S1127 or after a renaming operation as
discussed above (step S1128 returns NO), the associated
index subdirectory may be removed (e.g. deleted) in step
S1129.

[0257] FIG. 17A shows an exemplary schematic data struc-
ture of an external link object 1100 for a file (or hard linked
file). The external link object 1100 exemplarily includes a
first information section 1110 having metadata on the file
regarding the external file system as managed by the second
file system management unit 410 including a name as used in
the external file system, a remote path location of the file in
the external file system, a remote object ID as used in the
external file system, a remote Inode number as used in the
external file system, a remote file system ID of the external
file system (e.g. in case plural file systems are handled by the
second file system management unit 410), and a remote
device ID indicating the device of the storage unit 420 in
which the file data content is stored.

[0258] By referencing the name and the remote path loca-
tion and/or the remote object ID, the external link object
allows access to the file in the external file system, when auser
tries to access the file by access request referring to the name
and the remote path location and/or the remote object ID as
used in the external file system.

[0259] The external link object 1100 exemplarily further
includes a second information section 1120 having metadata
on the file regarding the internal (local) file system as man-
aged by the first file system management unit 310 including a
name as used in the local file system, a local path location of
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the external file object in the internal file system, a local object
1D as used in the internal file system, a local Inode number as
used in the internal file system, a local file system ID of the
internal file system (e.g. in case plural file systems are
handled by the first file system management unit 310), and a
local device ID indicating the device of the storage unit 320 in
which the file data content is stored or in which data blocks
may be allocated already for later migration of data.

[0260] In addition, the second information section 1120
may indicate an object store length corresponding to the size
of file content data already stored in the storage unit 420 (i.e.
when the object store length of the file corresponds to the
length of the file on the external file system, this means that all
data ofthe actual file content has been fully migrated). Before
initiating migration, since no actual file content data will be
transferred, the object store length will remain to be zero
during virtualization.

[0261] The external link object 1100 exemplarily further
includes a third information section 1130 having metadata on
attributes of the file including a current time stamp (indicating
time of last modifying access to the file), a link count of the
file, alength of'the file (in the external file system), and further
file attributes. Since file attributes are stored with the external
link object in the third information section 1130, attribute
requests sent from the users via clients 100 can be conve-
niently and efficiently handled locally by the first file system
management unit 310 as soon as the external link object is
created, i.e. as soon as the file is virtualized.

[0262] FIG.17B shows an exemplary schematic data struc-
ture 1200 of metadata for a virtualized directory. The direc-
tory metadata 1200 exemplarily includes a first information
section 1210 having metadata on the directory regarding the
external file system including a name as used in the external
file system, a remote path location of the directory in the
external file system, a remote object ID as used in the external
file system, a remote Inode number as used in the external file
system, a remote file system ID of the external file system
(e.g. in case plural file systems are handled by the second file
system management unit 410), and a remote device ID indi-
cating the device of the storage unit 420 in which the directory
is stored.

[0263] The directory metadata 1200 exemplarily further
includes a second information section 1220 having metadata
on the directory regarding the internal (local) file system as
managed by the first file system management unit 310 includ-
ing a name as used in the local file system, a local path
location of the directory in the internal file system, a local
object ID as used in the internal file system, a local Inode
number as used in the internal file system, a local file system
1D of the internal file system (e.g. in case plural file systems
are handled by the first file system management unit 310), and
a local device ID indicating the device of the storage unit 320
in which the directory is stored.

[0264] The directory metadata 1200 exemplarily further
includes a third information section 1230 having metadata on
attributes of the directory including a current time stamp
(indicating time of last modifying access to the directory), a
real link count of the directory, a fake link count of the
directory, and further directory attributes. Since directory
attributes are stored with the directory metadata in the third
information section 1230, attribute requests sent from the
users via clients 100 can be conveniently and efficiently
handled locally by the first file system management unit 310
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as soon as the directory and its metadata are created, i.e. as
soon as the directory is virtualized.

[0265] While the above description related to the automatic
background virtualization, further preferable aspects of the
present invention may relate to automatic on-demand virtu-
alization as described below which may be triggered by
receiving access request from a client 100 directed to a certain
file system object.

[0266] FIG. 18A shows an illustration of information
exchange between the first and second file system manage-
ment units 310 and 410 for on-demand virtualization. For
example, when a request is received from a client 100 directed
to file8 in a situation of virtualization according to FIG. 13,
neither file8 nor the corresponding virtualized external link
object XLLO8 will exist in the directory /dir21 and /dir21 will
not exist either. Therefore, when receiving the access request
to file 8, which was not yet virtualized by automatic back-
ground virtualization, the first file system management unit
310 will block access to file8 for the client 100 and issue a
request for looking up the remote path as indicated by the user
(e.g. /root/dir2/dir21/file8).

[0267] Since /dir2 was previously discovered and virtual-
ized already during automatic background virtualization, the
first file system management unit 310 will issue subsequently
requests to the second file system management unit 410 for
looking up (e.g. a LOOKUP request in NFS-based file system
communication protocols) all remaining unknown file system
objects in the remote path of the target file “file8”, i.e. it will
issue look up requests with respect to directory /dir21 in /dir2
and file8 in /dir21 and wait for the respective responses. Then,
once the existence of /dir21 and file8 are confirmed by
responses from the second file system management unit 410,
the first file system management unit 310 performs user-
triggered on-demand virtualization of /dir21 and file8 in that
it locally creates /dir21 in the previously virtualized /dir2 and
an external link object XLLO8 in the newly created /dir21.
Thereafter, user access to file8 is enabled immediately via the
newly created external link object XLO8, before virtualizing
all other remaining file system objects in /dir2 and /dir21.
[0268] FIG. 19A shows an example of a partially virtual-
ized file system tree structure after on-demand virtualization
according to FIG. 18A. Accordingly, the directory /dir21 and
the external file system object X[LO8 exist in the file system
locally managed by the first file system management unit 310.
[0269] In the above FIG. 18A, it was exemplarily assumed
that the user directly tried to access a remote path (e.g. by
typing the exact path \dir2\dir21\file8). However, in Window-
based click-control file system management applications
(such as e.g. Microsoft Windows or others), the user will
rather click on a directory icon (e.g. an icon of /dir2) to see the
contents of the directory and then click on a subdirectory icon
(e.g. anicon of/dir21) to then see the file8 and click on the file
to open the file or the like.

[0270] FIG. 18B exemplarily shows a flow of operations in
such scenario, in which the user does not actually access the
full remote path but accesses the remote path layer by layer,
e.g. by clicking on the respective icons. FIG. 19B illustrates
an example of building partially virtualized file system tree
structure during and after on-demand virtualization accord-
ing to FIG. 18B.

[0271] InFIG. 18B, it is exemplarily assumed that the user
tries to access, at the end, the file8 in the remote path
\dir2\dir21\file8 (similar to FIG. 18 A), and at the beginning of
the operation, it is assumed that only the /root directory exists
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in the file system at the first file server (please see the upper
situation in FIG. 19B), i.e. no background virtualization has
been executed yet. At first, the user mounts the file system and
the first file system management unit 310 returns the file
handle of the /root directory (referred to as FH(/root)). Since
the /root directory has been virtualized already, it already has
the metadata indicating its child objects, even though none of
the child objects are virtualized yet (i.e. the /root directory is
actually empty).

[0272] Theuser therefore can see all the child objects of the
/root directory and can issue a LOOKUP request directed to
the child directory /dir2.

[0273] Inresponse to the LOOKUP request directed to the
child directory /dir2, since the child objects of the /root direc-
tory including /dir2 are not yet virtualized, the on-demand
virtualization activates to virtualize the child objects of the
/root directory (e.g. similar to a directory information job of
the automatic background virtualization), and one or more
READDDIR requests (or READDIRplus requests) directed
to the /root directory ofthe file system managed by the second
file system management unit 410 are issued from the first file
system management unit 310 to the second file system man-
agement unit 410, which returns the corresponding metadata.

[0274] Then, the on-demand virtualization process creates
the child objects of the /root directory at the file system
managed by the first file system management unit 310, i.e. in
the present example the directories /dirl and /dir2 are created
and the eXternal Link Objects XLO1 and XL.O2 for files 1
and 2 are created (see e.g. second row of FIG. 19B). During
this time, the access from the client is held off, but as soon as
the directory /dir2 is created, the first file system management
unit 310 is enabled to respond to the LOOKUP request
directed to directory /dir2 and returns the file handle of direc-
tory /dir2 to the client (referred to as FH(/dir2)).

[0275] The user therefore can see the child objects of the
/dir2 directory and can issue a LOOKUP request directed to
the child directory /dir21.

[0276] Inresponse to the LOOKUP request directed to the
child directory /dir21, since the child objects of the /dir2
directory including /dir21 are not yet virtualized, the on-
demand virtualization activates to virtualize the child objects
of the /dir2 directory (e.g. similar to a directory information
job of the automatic background virtualization), and one or
more READDDIR requests (or READDIRplus requests)
directed to the /dir2 directory of the file system managed by
the second file system management unit 410 are issued from
the first file system management unit 310 to the second file
system management unit 410, which returns the correspond-
ing metadata.

[0277] Then, the on-demand virtualization process creates
the child objects of the /dir2 directory at the file system
managed by the first file system management unit 310, i.e. in
the present example the directory /dir21 and the eXternal
Link Object XLLO3 and for file3 is created (see e.g. third row
of FIG. 19B). During this time, the access from the client is
held off, but as soon as the directory /dir21 is created, the first
file system management unit 310 is enabled to respond to the
LOOKUP request directed to directory /dir21 and returns the
file handle of directory /dir21 to the client (referred to as
FH(/dir21)).

[0278] The user therefore can see the child objects of the
/dir21 directory and can issue a LOOKUP request directed to
the file8 that is desired to be accessed.
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[0279] Inresponse to the LOOKUP request directed to the
file8, since the child objects of the /dir21 directory including
file8/X1.O8 are not yet virtualized, the on-demand virtualiza-
tion activates to virtualize the child objects of the /dir21
directory (e.g. similar to a directory information job of the
automatic background virtualization), and one or more
READDDIR requests (or READDIRplus requests) directed
to the /dir21 directory of the file system managed by the
second file system management unit 410 are issued from the
first file system management unit 310 to the second file sys-
tem management unit 410, which returns the corresponding
metadata.

[0280] Then, the on-demand virtualization process creates
the child objects of the /dir21 directory at the file system
managed by the first file system management unit 310, i.e. in
the present example the eXternal Link Objects XLO7 and
XLO8 for files 7 and 8 are created (see e.g. fourth row of FIG.
19B). During this time, the access from the client is held off,
but as soon as the XLLO8 is created, the first file system
management unit 310 is enabled to respond to the LOOKUP
request directed to file8 and returns the file handle of file8 to
the client (referred to as FH(file8)).

[0281] Then, based on the retrieved file handle FH(file8),
the client can access file 8, e.g. by issuing a read request
directed to file 8, which is passed through by XL.LO8 from the
first file system management unit 310 as a request to read file
8 to the second file system management unit 410, which
returns the data. The first file system management unit 310
then returns the received data and sends it to the client in
response to the read request. In addition, the first file system
management unit 310 may update the metadata of XL.O8 (e.g.
update the last access time thereof). Other access requests
may be handled as discussed in connection with the multiple
FIGS. 25 and 26 further below.

[0282] FIG. 20A shows an exemplary flow chart of a
method for enabling user file access during virtualization
(including on-demand virtualization, if the target file has not
yet been virtualized).

[0283] When an access request is received from a user via a
client 100 directed to a particular target file in the file system
in step S2001, the first file system management unit 310
checks the virtualization management information table 341
as to whether the target file has been virtualized yet (step
S2002). If step S2002 returns YES, user access to the target
file in the file system is immediately enabled through the
external link object corresponding to the target file (step
S2008). On the other hand, in case the target file has not yet
been virtualized (step S2002 returns NO), the first file system
management unit 310 will look up the target file in the remote
path of the target file as indicated in the access request
received in step S2001. If the existence of the target file (or
any of the directories of the remote path) is not confirmed by
the second file system management unit 410 (e.g. when the
user has provided an incorrect remote path) and step S2004
returns NO, an I/O error is returned to the client 100 which
sent the access request.

[0284] Ifthe existence of the target file is confirmed by the
second file system management unit 410 by response to the
look up request(s) of step S2003 (step S2004 returns YES),
the first file system management unit 310 will create virtual-
ization jobs for each of the non-virtualized objects of the
remote path (i.e. for all non-virtualized directories in the
remote path and for the target file) in step S2006. In further
preferred aspects, the first file system management unit 310
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may additionally create directory information jobs for each of
the non-virtualized directories of the remote path. And the
above-mentioned jobs may be added ad-hoc to the same job
queue(s) as used for the automatic background virtualization
as mentioned above.

[0285] Once all previously non-virtualized objects of the
remote path, including the target file, have been virtualized
(step S2007 returns YES), the user access to the target file in
the file system is enabled through the external link object
corresponding to the target file (step S2008).

[0286] Exemplarily, there may occur a situation in which a
delete request is received which is directed to a file (or to a
directory) that has not yet been virtualized. In exemplary
embodiments, the delete request may just be passed through
to be performed only at the file system as managed by the
second file system management unit 410. However, in pre-
ferred embodiments, such delete request directed to a file (or
directory) which has not yet been virtualized is still executed
at both systems in that the file (or directory) is first virtualized
by creating the corresponding X1.O (or virtualized directory)
in the file system as managed by the first file system manage-
ment unit 310, and then deleting the file (or directory) in the
file system as managed by the second file system manage-
ment unit 410 before finally deleting the XL.O (or virtual
directory) in the file system as managed by the first file system
management unit 310.

[0287] FIG. 20B shows an exemplary flow chart of a
method for enabling user file access during virtualization
(including on-demand virtualization, if the target file has not
yet been virtualized), however in connection with a “lookup
request” similar to FIG. 18B above. It is assumed that the
parent directory of the file has been virtualized already by
on-demand virtualization or automatic background virtual-
ization.

[0288] When a lookup request is received from a user via a
client 100 directed to a particular target file in the parent
directory in the file system in step S2001', the first file system
management unit 310 checks the virtualization management
information table 341 as to whether the target file has been
virtualized yet (step S2002). If step S2002 returns YES, the
file handle of the target file in the file system is immediately
returned in response to the lookup request by using the meta-
data stored in the external link object corresponding to the
target file (step S2008").

[0289] On the other hand, in case the target file has not yet
been virtualized (step S2002 returns NO), the first file system
management unit 310 will issue a READDIR request (or
READDIRplus request) directed to the parent directory of the
target file. If the existence of the target file (or any of the
directories of the remote path) is not confirmed by the second
file system management unit 410 (e.g. when the target file
does not exist in the parent directory) and step S2004 returns
NO, an I/O error is returned to the client 100 which sent the
lookup request.

[0290] If the existence of the target file can be confirmed,
(step S2004 returns YES), the first file system management
unit 310 will create virtualization jobs for each of the non-
virtualized objects of the parent directory (i.e. for all non-
virtualized object in the parent directory including the target
file) in step S2006. Alternatively, in some embodiments, the
first file system management unit 310 will create virtualiza-
tion jobs for each of the non-virtualized objects of the parent
directory (i.e. for all non-virtualized object in the parent
directory), even if step S2004 returns NO. In further preferred
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aspects, the first file system management unit 310 may addi-
tionally create directory information jobs for each of the
non-virtualized child directories of the parent directory. And
the above-mentioned jobs may be added ad-hoc to the same
job queue(s) as used for the automatic background virtualiza-
tion as mentioned above.

[0291] Once all previously non-virtualized child objects of
the parent directory, including the target file, have been vir-
tualized (step S2007 returns YES), the file handle of the target
file is returned in response to the lookup request based on
metadata retrieved from the external link object correspond-
ing to the target file (step S2008").

[0292] FIG. 21 shows an exemplary flow chart of a method
for enabling attributes access during virtualization (including
on-demand virtualization, if the target object has not yet been
virtualized).

[0293] When an attribute information request is received
from a user via a client 100 directed to a particular file system
object in the file system in step S2101, the first file system
management unit 310 checks the virtualization management
information table 341 as to whether the target object has been
virtualized yet (step S2102). If step S2102 returns YES, the
request is handled locally and the requested attribute infor-
mation is returned based on attribute information stored in
connection with the external link object or the directory meta-
data (step S2108).

[0294] On the other hand, in case the target object has not
yet been virtualized (step S2102 returns NO), the first file
system management unit 310 will look up the target object in
the remote path of the target object as indicated in the attribute
information request received in step S2101. If the existence of
the target object (or any of the directories of the remote path)
is not confirmed by the second file system management unit
410 (e.g. when the user has provided an incorrect remote
path) and step S2104 returns NO, an error is returned to the
client 100 which sent the request.

[0295] Ifthe existence of the target object is confirmed by
the second file system management unit 410 by response to
the look up request(s) of step S2103 (step S2104 returns
YES), the first file system management unit 310 will create
virtualization jobs for each of the non-virtualized objects of
the remote path in step S2106. In further preferred aspects, the
first file system management unit 310 may additionally create
directory information jobs for each of the non-virtualized
directories of the remote path. And the above-mentioned jobs
may be added ad-hoc to the same job queue(s) as used for the
automatic background virtualization as mentioned above.

[0296] Once all previously non-virtualized objects of the
remote path, including the target object, have been virtualized
(step S2107 returns YES), the request is handled locally and
the requested attribute information is returned based on
attribute information stored in connection with the external
link object or the directory metadata (step S2108).

[0297] FIG. 22A shows an exemplary flow chart of a
method for enabling user directory access during virtualiza-
tion (including on-demand virtualization, if the target direc-
tory has not yet been virtualized).

[0298] When an access request is received from a user via a
client 100 directed to a particular target directory in the file
system in step S2201, the first file system management unit
310 checks the virtualization management information table
341 as to whether the target directory has been virtualized yet
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(step S2202). If step S2202 returns YES, the method contin-
ues with step S2209 according to this exemplary aspect (de-
scribed further below).

[0299] On the other hand, in case the target directory has
not yet been virtualized (step S2202 returns NO), the first file
system management unit 310 will look up the target directory
in the remote path of the target directory as indicated in the
access request received in step S2201. If the existence of the
target directory (or any of the directories of the remote path)
is not confirmed by the second file system management unit
410 (e.g. when the user has provided an incorrect remote
path) and step S2204 returns NO, an /O error is returned to
the client 100 which sent the access request.

[0300] If the existence of the target directory is confirmed
by the second file system management unit 410 by response to
the look up request(s) of step S2203 (step S2204 returns
YES), the first file system management unit 310 will create
virtualization jobs for each of the non-virtualized objects of
the remote path (i.e. for all non-virtualized directories in the
remote path) in step S2206. According to this exemplary
aspect, the method continues with step S2207 of additionally
create virtualization jobs for each of the child objects of the
target directory (including all child directories of the target
directory and all files contained in the target directory).
[0301] In further preferred aspects, the first file system
management unit 310 may additionally create directory infor-
mation jobs for each of the non-virtualized directories of the
remote path and/or directory information jobs for each of the
child directories of the target directory. And the above-men-
tioned jobs may be added ad-hoc to the same job queue(s) as
used for the automatic background virtualization as men-
tioned above.

[0302] Once all previously non-virtualized objects of the
remote path, including the target directory, have been virtu-
alized (step S2208 returns YES), and all child directories of
the target directory have been virtualized (step S2209 returns
YES), the method goes to step S2210 and updates the object
status of the target directory to “Complete”. Thereafter, client
access to the target directory is enabled in step S2211.
[0303] However, if step S2209 returns NO (e.g. when not
all jobs created in step S2207 have been yet executed, or in
case the method went from step S2202 to S2209), the method
waits or may even return to step S2207 for precautionary
reasons. On the other hand, in some embodiments, if step
S2209 returns NO, the method may just wait because the
virtualization jobs have been previously created in step S2209
orupon virtualization of the target directory according to step
S1009 of the automatic background migration, when step
S2202 returns YES.

[0304] In the above, while it may be desirable to have
virtualized all child directories of the target directory before
enabling user access to the target directory (because all
lookup and directory information requests from the user can
be conveniently handled locally), such method may lead to
undesirable delays for target directories having a large num-
ber of child entries.

[0305] In order to avoid such undesirable delays for target
directories having a large number of child entries, another
alternative method may be provided in which the child direc-
tories of the target directory are not necessarily virtualized
before enabling user access to the target directory. Accord-
ingly, FIG. 22B shows an alternative exemplary flow chart of
a method for enabling user directory access during virtual-
ization. Steps S2201, S2202, S2203, S2204, S2205, S2206,
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S2207, S2208, and S2211 are the same as in FIG. 22A
described above, however, steps S2209 and S2210 are omit-
ted.

[0306] Accordingly, even for target directories having a
large number of child entries (such as millions of entries),
user access to the target directory can be enabled without any
undesirable delays due to virtualization of the large number of
child entries immediately upon virtualization of the target
directory. Still, due to step S2207, background migration of
the child entries will be ongoing.

[0307] Regarding directory information requests sent from
the user, it needs to be determined whether the request can be
handled locally or needs to be passed through to the second
storage apparatus 300. For example, when a file system com-
munication protocol used does limit the number of child
entries that are returned in response to a directory information
request to a maximum number M so that a list of M child
entries is typically returned in response to a directory infor-
mation request, and the request does not indicate any start
position, the request needs to respond by a list of the first M
child entries, and it can be handled locally if already at least
the first M child objects have been virtualized yet.

[0308] If less than M child objects of the target directory
have been virtualized yet, the request must be passed through
to the second file system management unit 410, and the
response of the second file system management unit 410 is
returned to the requesting client 100. Similarly, when the
directory information request indicates a start position (e.g.
indicating that the list of returned entries shall start with a P-th
child entry), and the request can be handled locally if already
at least the first M+P child objects have been virtualized yet,
and otherwise the request needs to be passed through.
[0309] FIG. 22C shows an exemplary flow chart of a
method for enabling user directory access during virtualiza-
tion in embodiments similar to FIG. 22A, however (in con-
trast to FIG. 22A) exemplarily in connection with a lookup
request directed to a target directory (similar to the situation
in FIG. 18B above) which is located in a parent directory that
has been virtualized already.

[0310] When an lookup request is received from a user via
a client 100 directed to a particular target directory as a child
directory in a virtualized parent directory of'the file system in
step S2201', the first file system management unit 310 checks
the virtualization management information table 341 as to
whether the target directory has been virtualized yet (step
S2202). If step S2202 returns YES, the method continues with
step S2209 according to this exemplary aspect (described
further below).

[0311] On the other hand, in case the target directory has
not yet been virtualized (step S2202 returns NO), the first file
system management unit 310 will exemplarily issue one or
more READDIR requests (or one or more READDIRplus)
requests directed to the parent directory of the target directory
as indicated in the lookup request received in step S2201'. If
the existence of the target directory cannot be confirmed on
the basis of the metadata returned from the second file system
management unit 410 and step S2204 returns NO, an /O error
is returned to the client 100 which sent the access request
(step S2205).

[0312] If the existence of the target directory can be con-
firmed on the basis of the metadata returned from the second
file system management unit 410 in response to the READ-
DIR request(s) of step S2203' (step S2204 returns YES), the
first file system management unit 310 will create virtualiza-
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tion jobs for each of the non-virtualized child objects of
parent directory in step S2206'. In some embodiments, the
first file system management unit 310 can create virtualiza-
tion jobs for each of the non-virtualized child objects of
parent directory in step S2206' even if step S2204 returns NO.
[0313] According to this exemplary aspect, the method
continues with step S2207 of additionally creating virtualiza-
tion jobs for each of the child objects of the target directory
(including all child directories of the target directory and all
files contained in the target directory).

[0314] In further preferred aspects, the first file system
management unit 310 may additionally create directory infor-
mation jobs for each of the non-virtualized child directories
of the parent directory and/or directory information jobs for
each of the child directories of the target directory. And the
above-mentioned jobs may be added ad-hoc to the same job
queue(s) as used for the automatic background virtualization
as mentioned above.

[0315] Once all previously non-virtualized child objects of
the parent directory, including the target directory, have been
virtualized (step S2208' returns YES), and all child directories
of the target directory have been virtualized (step S2209
returns YES), the method goes to step S2210 and updates the
object status of the target directory to “Complete”. Thereafter,
the file handle of the target directory is returned to the client
in step S2211' in response to the lookup request of step
S2201".

[0316] However, if step S2209 returns NO (e.g. when not
all jobs created in step S2207 have been yet executed, or in
case the method went from step S2202 to S2209), the method
waits or may even return to step S2207 for precautionary
reasons. On the other hand, if step S2209 returns NO, the
method may just wait because the virtualization jobs have
been previously created in step S2209 or upon virtualization
of the target directory according to step S1009 of the auto-
matic background migration, when step S2202 returns YES.
[0317] FIG. 22D shows an exemplary flow chart of a
method for enabling user directory access during virtualiza-
tion in embodiments similar to FIG. 22B, however (in con-
trast to FIG. 22B) exemplarily in connection with a lookup
request directed to a target directory (similar to the situation
in FIG. 18B above) which is located in a parent directory that
has been virtualized already. Steps S2201', S2202, S2203',
S2204, S2205, S2206', S2207, S2208', and S2211' are the
same as in FIG. 22C described above, however, steps 52209
and S2210 are omitted.

[0318] FIG. 23 shows an exemplary flow chart of a method
for virtualization management table backup. As described
above, the virtualization management information table 341
is stored in blocks (chunks) 341a to 341d of a predetermined
size (i.e. having a certain number of entry lines).

[0319] During virtualization (and/or migration) process-
ing, the virtualization management information table 341 will
be held in the memory 314, but the virtualization manage-
ment information backup unit 342 is adapted to repeatedly or
even periodically perform creating backup copies of the vir-
tualization management information table 341 and copying
the created backup copies to the storage device 315.

[0320] However, since plural threads of the multi-threaded
crawling unit 343, virtualization unit 344, and migration unit
345 may very often access the virtualization management
information table 341 for updating the same, and since the
total number of entries in the virtualization management
information table 341 may become very large for file systems
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having millions to milliards (thousands of millions) of file
system objects, backup execution can be made more efficient
when the virtualization management information table 341 is
not backup-copied as a whole but in units of the blocks 341a
to 341d, wherein when access to a certain one block, which is
currently backed up, is blocked, the crawling unit 343, virtu-
alization unit 344, and migration unit 345 may still efficiently
read-write-access all other blocks.

[0321] According to backup processing according to FIG.
23, virtualization management information table backup is
enabled in step S2301 and the backup processing performed
by the virtualization management information backup unit
342 goes to the next (or first) virtualization management
information table block in step S2302.

[0322] Instep S2302, it is checked whether that virtualiza-
tion management information table block contains any direc-
tory that is indicated as having the object status “Complete”.
It no such directory exists (e.g. in case all entries in the block
relate to files or file-like objects such as hard links or in case
all directories indicated in the block have the object status
“Incomplete”) and step S2303 returns NO, the backup
method immediately continues with step S2308 of creating a
backup copy of the current virtualization management infor-
mation block and storing the copy to the storage device 315
(and/or to a remote backup storage device). Then, the method
continues with the next block in step S2302.

[0323] On the other hand, if step S2303 returns YES, it is
checked whether there does exist a previous backup version
of the respective block, and if it exists, the previous backup
version is checked for each directory being indicated as
“Complete” in the current block as to whether the same direc-
tory was previously indicated as “Incomplete” in the previous
backup version of that particular block (step S2305). If step
S2305 returns NO, i.e. if all directories indicated as being
Complete in the current block have been indicated as being
Complete already in the previous backup version of that par-
ticular block, the method continues with step S2308 of cre-
ating a backup copy of the current virtualization management
information block and storing the copy to the storage device
315 (and/or to a remote backup storage device). Then, the
method continues with the next block in step S2302.

[0324] However, if step S2305 returns YES, i.e. when at
least one directory that has been indicated as being “Incom-
plete” in the previous backup version of that particular block
but is now indicated as being “Complete” in the current ver-
sion of the particular block, then the backup processing per-
formed by the virtualization management information
backup unit 342 first determines, in step S2306, all other table
blocks of the virtualization management information table
341 which do contain at least one entry relating to a child
directories of the directory (or directories) determined in step
S2305, and performs backup of all the other table blocks as
determined in step S2307 before performing backup of the
current table block in step S2308.

[0325] Accordingly, even in case of interruption of the vir-
tualization and loss of the data in the memory 314 including
the data of the virtualization management information table
341 and data in the job queues 346 A to 346C, the virtualiza-
tion (and migration) could be restarted reliably in that the
virtualization management information table 341 could be
restored from the backup copies and a respective virtualiza-
tion job could be created for all objects indicated as “needs
virtualization” and a respective directory information job
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could be created for each directory having the object status
“Incomplete”, without the requirement of restarting the com-
plete virtualization.

[0326] However, if blocks containing information of just
completed directories were used for backup without also
performing preliminary backup of the blocks having infor-
mation on the child directories, objects being contained in the
child directories could be missed. Specifically, when a direc-
tory is indicated as being COMPLETE, it means that all child
objects have been virtualized, and all child directories do
actually already exist (in the file system as well as in the
virtualization management table), however, when data loss in
the job queues leads to the situation in which the directory
information request directed to one or more of these child
directories are lost and their table blocks were not yet backed
up since they were added to the table blocks, child entries of
these child directories might never be virtualized by auto-
matic background virtualization.

[0327] On the other hand, by performing backup of table
blocks of completed directories not before performing also
backup in connection with each further table block that con-
tains at least on child directory entry, such undesirable situa-
tions can be reliably avoided even in worst case scenarios of
virtualization interruption and data loss in the job queues and
the virtualization management information table.

[0328] FIG. 24 shows an example of the virtualization man-
agement information table 341 upon completion of virtual-
ization of the file system tree of FIG. 4. The table is exem-
plarily divided into four data blocks 341a to 341d, and
contains one entry for each of the file system objects of the file
system tree structure of FIG. 4. Each of the file objects indi-
cated in the table 341 of FIG. 24 has the virtualization status
“virtualized” indicating that a respective external link object
exists for each of the files of the file system as managed by the
second file system management unit 410 according to the
structure of FIG. 5A, and each file object has the object status
“needs migration” indicating that none of the actual file con-
tent data has been yet migrated from the storage unit 420 of
the second storage apparatus 400 to the storage unit 320 of the
first storage apparatus 300.

[0329] Each of the directory objects indicated in the table
341 of FIG. 24 has the virtualization status “virtualized”
indicating that a respective directory of the same name exists
for each of the directories of the file system as managed by the
second file system management unit 410 according to the tree
structures of both of FIGS. 4 and 5A, and each directory
object has the object status “Complete” indicating that all
child objects thereof have been virtualized as well.

[0330] In a second phase of migration, the crawling unit
343 may then re-walk the whole virtualization management
information table 341 in order to create a respective migration
job for each file object indicated as “needs migration” to be
added to the job queue 346C, so that the migration unit 345
may successively execute one or more migration (e.g. in
parallel as a multi-threaded migration unit 345) and migrate
actual file content data to the storage unit 320 of the first
storage apparatus 300.

[0331] Alternatively, it is of course possible to initiate the
migration phase even before the completion of the virtualiza-
tion phase. Then, the crawling unit 343 or also the virtualiza-
tion unit 344 may create migration jobs already during virtu-
alization, e.g. together with or after one of steps S1007,
S1008, S1009, S1010, S1112, S1113, or S1114 discussed
above.
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[0332] As described above in connection with FIG. 6A,
user access to the file system(s) handled by the second storage
apparatus 400 will be indirectly enabled through the first
storage apparatus 300 (step S8) almost immediately after
interconnecting the second storage apparatus 400 (step S2)
and enabling on-demand virtualization (step S7), wherein
on-demand virtualization may be performed according to
FIGS. 20 to 22B.

[0333] Then, in some embodiments, user access to virtual-
ized objects may be enabled as discussed in the following in
connection with FIGS. 25A to 25H. Itis to be noted that FIGS.
25A to 25H relate to communication between a client com-
puter (host) and the first file system managing unit (e.g. being
at least a part of a first file server), and to communication
between the first file system managing unit and the second file
system managing unit (e.g. being part of at least a second file
server). Plural different communication protocols may be
used in these communications, even combinations of proto-
cols (e.g. by using a standard protocol externally between
apparatuses, e.g. between different interface ports of appara-
tuses, and internal standard or non-standard protocols
between units of the same apparatus, e.g. between an inter-
face of afile server and the file system management unit of the
same file server). In particular, the same or different protocols
or different combinations of protocols may be used between
the client and the first file system management unit and
between the first and second file system management units.
Underlying communication protocol may be a Fibre Channel
protocol or file based protocols, e.g. a file-based communi-
cation protocol such as e.g. FTP-based protocols, NFS-based
protocols (e.g. NFSv3 or NFSv4) or SMB/CIFS-based pro-
tocols, or the like.

[0334] FIG. 25A shows an illustration of information
exchange between a client 100, the first and second file sys-
tem management units 310 and 410 for write access to a
virtualized file. If a write access request to a non-virtualized
file is received, the file is first virtualized (on-demand virtu-
alization), and then the write access is executed as shown in
FIG. 25A in some embodiments.

[0335] When awriterequestis received for a target file (e.g.
file8 of FIG. 4) at the first file system management unit 310,
the write request is passed through via the corresponding
external link object (e.g. XLO08 of FIG. 5A) by issuing a
corresponding write request for the target file from the first
file system management unit 310 to the second file system
management unit 410.

[0336] Upon receipt of the write acknowledgement from
the second file system management unit 410 at the first file
system management unit 310, the metadata of the corre-
sponding external link object is updated (e.g. by updating the
length of the file, the time stamp or other file attributes that
changed by the write operation), and then the write is
acknowledged to the client 100.

[0337] FIG. 25B shows an illustration of information
exchange between a client 100, the first and second file sys-
tem management units 310 and 410 for read access to a
virtualized file. If a read access request to a non-virtualized
file is received, the file is first virtualized (on-demand virtu-
alization), and then the read access is executed as shown in
FIG. 25B in some embodiments.

[0338] When a read request is received for a target file (e.g.
file8 of FIG. 4) at the first file system management unit 310,
the read request is passed through via the corresponding
external link object (e.g. XLO08 of FIG. 5A) by issuing a
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corresponding read request for the target file from the first file
system management unit 310 to the second file system man-
agement unit 410.

[0339] Upon receipt of the read response (including the
read data) from the second file system management unit 410
at the first file system management unit 310, the received read
data is transferred to the client 100 in response to the read
request.

[0340] FIG. 25C shows an illustration of information
exchange between a client 100, the first and second file sys-
tem management units 310 and 410 for attribute access to a
virtualized file or directory. If a read attribute access request
to a non-virtualized file is received, the file is first virtualized
(on-demand virtualization), and then the attribute access is
executed as shown in FIG. 25C in some embodiments.

[0341] When aread attribute request is received for a target
file (e.g. file8 of FIG. 4) at the first file system management
unit 310, the corresponding attributes are read locally from
the corresponding external link object (e.g. X108 of FIG.
5A), and the requested attributes are efficiently and conve-
niently returned to the client 100 in response to the client’s
read attributes request without any delays from communica-
tion with the second file system management unit 410.

[0342] For directories, read attribute requests are similarly
handled locally at the first file system management unit 310
by reading the corresponding attributes from the directory
metadata, and the read attributes are efficiently and conve-
niently returned to the client 100 in response to the client’s
read attributes request without any delays from communica-
tion with the second file system management unit 410.

[0343] In case of an inquiry on the link count of the direc-
tory, the first file system management unit 310 does not return
the actual link count of the corresponding directory on the file
system as managed by the first file system management unit
310 but returns the actual link count of the corresponding
directory on the file system as managed by the second file
system management unit 410 by returning the sum of the real
link count and the fake link count as described above.

[0344] FIG. 25D shows an illustration of information
exchange between a client 100, the first and second file sys-
tem management units 310 and 410 for deleting a virtualized
file. If a delete request to a non-virtualized file is received, the
file is first virtualized (on-demand virtualization), and then
the delete request is executed as shown in FIG. 25D in some
embodiments. In some other embodiments the file may only
be deleted on the second file system without being virtual-
ized.

[0345] When a delete request is received for a target file
(e.g. file8 of FIG. 4) at the first file system management unit
310, the delete request is passed through via the correspond-
ing external link object (e.g. XL08 of FIG. 5A) by issuing a
corresponding delete request for the target file from the first
file system management unit 310 to the second file system
management unit 410.

[0346] Upon deletion of the target file (e.g. file8) by the
second file system management unit 410 and receipt of the
deletion acknowledgement from the second file system man-
agement unit 410 at the first file system management unit 310,
the corresponding external link object (e.g. X1.08) is deleted
and the corresponding entry in the virtualization management
information table 341 is removed in order to avoid creation of
amigration job for the deleted file, and then the deletion of the
target file is acknowledged to the client 100.
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[0347] Similar to the file deletion, a virtualized directory
can be deleted by passing through the delete request to delete
the target directory of the delete request at the file system as
managed by the second file system management unit 410, and
then deleting the “virtualized” target directory corresponding
to the delete request at the file system as managed by the first
file system management unit 310 and removing the corre-
sponding entry in the virtualization management information
table 341.

[0348] FIG. 25E shows an illustration of information
exchange between a client 100, the first and second file sys-
tem management units 310 and 410 for file creation. When a
file creation request is received at the first file system man-
agement unit 310 for creating a new file in a target path
location, a corresponding new external link object is created
in the local path corresponding to the target path location, and
the file creation request is passed through by issuing a corre-
sponding file creation request for the target file in the target
path location from the first file system management unit 310
to the second file system management unit 410.

[0349] Upon creation of the new file in the remote path
corresponding to the target path location and receipt of the file
creation acknowledgement from the second file system man-
agement unit 410 at the first file system management unit 310
(and potentially after updating the metadata of the corre-
sponding external link object), the file creation of the target
file is acknowledged to the client 100.

[0350] FIG. 25F shows an illustration of information
exchange between a client 100, the first and second file sys-
tem management units 310 and 410 for changing attributes. If
a change attributes request to a non-virtualized file is
received, the file is first virtualized (on-demand virtualiza-
tion), and then the change attributes access is executed as
shown in FIG. 25F in some embodiments.

[0351] When a change attribute request is received for a
target file (e.g. file8 of FIG. 4) at the first file system manage-
ment unit 310, the change attribute request is first executed in
that the attributes in the corresponding external link object
(e.g. X108 of FIG. 5A) are changed according to the change
attribute request, and the change attribute request is then
passed through via the corresponding external link object
(e.g. XL08) by issuing the corresponding change attribute
request for the target file from the first file system manage-
ment unit 310 to the second file system management unit 410.
[0352] Upon change of'the attributes of the target file by the
second file system management unit 410 and receipt of the
attribute change acknowledgement from the second file sys-
tem management unit 410 at the first file system management
unit 310, the attribute change is acknowledged to the client
100.

[0353] Similarly, when receiving a change attribute request
for a target directory at the first file system management unit
310, the directory metadata of the virtualized directory is
updated for changing the attributes according to the request,
and then the change attribute request is transferred to the
second file system management unit 410.

[0354] FIG. 25G shows an illustration of information
exchange between a client 100, the first and second file sys-
tem management units 310 and 410 for directory creation.
When a directory creation request is received at the first file
system management unit 310 for creating a new empty direc-
tory in a target path location, a corresponding new empty
directory and its directory metadata is created in the local path
corresponding to the target path location and the new direc-
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tory is indicated as being COMPLETE, and the directory
creation request is passed through by issuing a corresponding
directory creation request for the target directory in the target
path location from the first file system management unit 310
to the second file system management unit 410.

[0355] Upon creation of the new empty directory in the
remote path of the file system managed by the second file
system management unit 410 corresponding to the target path
location and receipt of the directory creation acknowledge-
ment from the second file system management unit 410 at the
first file system management unit 310 (and potentially after
updating the metadata of the corresponding directory meta-
data), the directory creation of the target directory is acknowl-
edged to the client 100.

[0356] FIG. 25H shows an illustration of information
exchange between a client 100, the first and second file sys-
tem management units 310 and 410 for directory renaming. If
a rename request to a non-virtualized directory is received,
the directory is first virtualized (on-demand virtualization),
and then the rename access is executed as shown in FIG. 25H
in some embodiments.

[0357] When a directory rename request (changing name
and/or path location of the directory) is received at the first file
system management unit 310 for renaming an existing direc-
tory, the corresponding directory is renamed in accordance
with the directory rename request in the file system as man-
aged by the first file system management unit 310, and the
directory rename request is passed through by issuing a cor-
responding directory rename request for the target directory
from the first file system management unit 310 to the second
file system management unit 410.

[0358] Upon renaming the target directory in accordance
with the directory rename request in the file system as man-
aged by the second file system management unit 410 and
upon receipt of the rename acknowledgement at the first file
system management unit 310 from the second file system
management unit 410, the directory renaming of the target
directory is acknowledged to the client 100. Renaming of files
may be executed similarly.

[0359] Also, in other embodiments, user access to virtual-
ized objects may be enabled as discussed in the following in
connection with FIGS. 26 A to 26H. Here, it is to be noted that
operations at the side of the second file system management
unit 410 are performed first.

[0360] FIG. 26A shows an illustration of information
exchange between a client 100, the first and second file sys-
tem management units 310 and 410 for write access to a
virtualized file. If a write access request to a non-virtualized
file is received, the file is first virtualized (on-demand virtu-
alization), and then the write access is executed as shown in
FIG. 26A in some embodiments.

[0361] Whenawriterequest is received for atarget file (e.g.
file8 of FIG. 4) at the first file system management unit 310,
the write request is passed through via the corresponding
external link object (e.g. XLO8 of FIG. 5A) by issuing a
corresponding write request for the target file from the first
file system management unit 310 to the second file system
management unit 410.

[0362] Upon receipt of the write acknowledgement from
the second file system management unit 410 at the first file
system management unit 310, the metadata of the corre-
sponding external link object is updated (e.g. by updating the
length of the file, the time stamp or other file attributes that
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changed by the write operation), and then the write is
acknowledged to the client 100.

[0363] FIG. 26B shows an illustration of information
exchange between a client 100, the first and second file sys-
tem management units 310 and 410 for read access to a
virtualized file. If a read access request to a non-virtualized
file is received, the file is first virtualized (on-demand virtu-
alization), and then the read access is executed as shown in
FIG. 26B in some embodiments.

[0364] When a read request is received for a target file (e.g.
file8 of FIG. 4) at the first file system management unit 310,
the read request is passed through via the corresponding
external link object (e.g. XLO8 of FIG. 5A) by issuing a
corresponding read request for the target file from the first file
system management unit 310 to the second file system man-
agement unit 410.

[0365] Upon receipt of the read response (including the
read data) from the second file system management unit 410
at the first file system management unit 310, the first file
system management unit 310 updates the metadata of the
corresponding eXternal Link Object XLLO, here exemplarily
XLO8 (e.g. by updating the last access time), and the received
read data is transferred to the client 100 in response to the read
request.

[0366] FIG. 26C shows an illustration of information
exchange between a client 100, the first and second file sys-
tem management units 310 and 410 for attribute access to a
virtualized file or directory. If a read attribute access request
to a non-virtualized file is received, the file is first virtualized
(on-demand virtualization), and then the attribute access is
executed as shown in FIG. 26C in some embodiments.

[0367] When aread attribute request is received for a target
file (e.g. file8 of FIG. 4) at the first file system management
unit 310, the corresponding attributes are read locally from
the corresponding external link object (e.g. XLO8 of FIG.
5A), and the requested attributes are efficiently and conve-
niently returned to the client 100 in response to the client’s
read attributes request without any delays from communica-
tion with the second file system management unit 410.

[0368] For directories, read attribute requests are similarly
handled locally at the first file system management unit 310
by reading the corresponding attributes from the directory
metadata, and the read attributes are efficiently and conve-
niently returned to the client 100 in response to the client’s
read attributes request without any delays from communica-
tion with the second file system management unit 410.

[0369] In case of an inquiry on the link count of the direc-
tory, the first file system management unit 310 does not return
the actual link count of the corresponding directory on the file
system as managed by the first file system management unit
310 but returns the actual link count of the corresponding
directory on the file system as managed by the second file
system management unit 410 by returning the sum of the real
link count and the fake link count as described above.

[0370] FIG. 26D shows an illustration of information
exchange between a client 100, the first and second file sys-
tem management units 310 and 410 for deleting a virtualized
file. If a delete request to a non-virtualized file is received, the
file is first virtualized (on-demand virtualization), and then
the delete request is executed as shown in FIG. 26D in some
embodiments. In some other embodiments the file may only
be deleted on the second file system without being virtual-
ized.
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[0371] When a delete request is received for a target file
(e.g. file8 of FIG. 4) at the first file system management unit
310, the delete request is passed through via the correspond-
ing external link object (e.g. XL08 of FIG. 5A) by issuing a
corresponding delete request for the target file from the first
file system management unit 310 to the second file system
management unit 410.

[0372] Upon deletion of the target file (e.g. file8) by the
second file system management unit 410 and receipt of the
deletion acknowledgement from the second file system man-
agement unit 410 at the first file system management unit 310,
the corresponding external link object (e.g. X1.08) is deleted
and the corresponding entry in the virtualization management
information table 341 is removed in order to avoid creation of
amigration job for the deleted file, and then the deletion of the
target file is acknowledged to the client 100.

[0373] Similar to the file deletion, a virtualized directory
can be deleted by passing through the delete request to delete
the target directory of the delete request at the file system as
managed by the second file system management unit 410, and
then deleting the “virtualized” target directory corresponding
to the delete request at the file system as managed by the first
file system management unit 310 and removing the corre-
sponding entry in the virtualization management information
table 341.

[0374] FIG. 26E shows an illustration of information
exchange between a client 100, the first and second file sys-
tem management units 310 and 410 for file creation. When a
file creation request is received at the first file system man-
agement unit 310 for creating a new file in a target path
location, the file creation request is passed through by issuing
a corresponding file creation request for the target file in the
target path location from the first file system management unit
310 to the second file system management unit 410.

[0375] Upon creation of the new file in the remote path
corresponding to the target path location and receipt of the file
creation acknowledgement from the second file system man-
agement unit 410 at the first file system management unit 310,
the first file system management unit 310 creates a corre-
sponding new external link object in the local path corre-
sponding to the target path location, and, then the file creation
of the target file is acknowledged to the client 100.

[0376] FIG. 26F shows an illustration of information
exchange between a client 100, the first and second file sys-
tem management units 310 and 410 for changing attributes. If
a change attributes request to a non-virtualized file is
received, the file is first virtualized (on-demand virtualiza-
tion), and then the change attributes access is executed as
shown in FIG. 26F in some embodiments.

[0377] When a change attribute request is received for a
target file (e.g. file8 of FIG. 4) at the first file system manage-
ment unit 310, the change attribute request is passed through
via the corresponding external link object (e.g. XLO8) by
issuing the corresponding change attribute request for the
target file from the first file system management unit 310 to
the second file system management unit 410.

[0378] Upon change ofthe attributes of the target file by the
second file system management unit 410 and receipt of the
attribute change acknowledgement from the second file sys-
tem management unit 410 at the first file system management
unit 310, the change attribute request is then executed at the
file system managed by the first file system management unit
310 in that the attributes in the corresponding external link
object (e.g. XLO8 of FIG. 5A) are changed according to the
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change attribute request, and then the attribute change is
acknowledged to the client 100.

[0379] Similarly, when receiving a change attribute request
for a target directory at the first file system management unit
310, the change attribute request is transferred to the second
file system management unit 410, and upon receiving the
acknowledgment from the second file system management
unit 410 at the first file system management unit 310, the
directory metadata of the virtualized directory is updated for
changing the attributes according to the request.

[0380] FIG. 26G shows an illustration of information
exchange between a client 100, the first and second file sys-
tem management units 310 and 410 for directory creation.
When a directory creation request is received at the first file
system management unit 310 for creating a new empty direc-
tory in a target path location, the directory creation request is
passed through by issuing a corresponding directory creation
request for the target directory in the target path location from
the first file system management unit 310 to the second file
system management unit 410.

[0381] Upon creation of the new empty directory in the
remote path of the file system managed by the second file
system management unit 410 corresponding to the target path
location and receipt of the directory creation acknowledge-
ment from the second file system management unit 410 at the
first file system management unit 310, a corresponding new
empty directory and its directory metadata is created in the
local path corresponding to the target path location and the
new directory is indicated as being COMPLETE by the first
file system management unit 310, and then the directory
creation of the target directory is acknowledged to the client
100.

[0382] FIG. 26H shows an illustration of information
exchange between a client 100, the first and second file sys-
tem management units 310 and 410 for directory renaming. If
a rename request to a non-virtualized directory is received,
the directory is first virtualized (on-demand virtualization),
and then the rename access is executed as shown in FIG. 26H
in some embodiments.

[0383] When a directory rename request (changing name
and/or path location of the directory) is received at the first file
system management unit 310 for renaming an existing direc-
tory, the directory rename request is passed through by issu-
ing a corresponding directory rename request for the target
directory from the first file system management unit 310 to
the second file system management unit 410.

[0384] Upon renaming the target directory in accordance
with the directory rename request in the file system as man-
aged by the second file system management unit 410 and
upon receipt of the rename acknowledgement at the first file
system management unit 310 from the second file system
management unit 410, the corresponding directory is
renamed in accordance with the directory rename request in
the file system as managed by the first file system manage-
ment unit 310, and then the directory renaming of the target
directory is acknowledged to the client 100.

[0385] Renaming of files may be executed similarly.
[0386] In the above, the specification and some embodi-
ments relate to providing and building a virtualized file sys-
tem on a first storage apparatus (e.g. first file server) virtual-
izing one or more file systems of one or more second storage
apparatuses (e.g. second file server(s)), and after or during the
virtualization, also an additional migration of actual file con-
tent data from the second to the first apparatus may be per-
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formed. However, in some embodiments, migration of actual
file content data does not have to be performed.

[0387] Such embodiments may have plural benefits. For
example, after the virtualized file system tree structure has
been build completely in the first storage apparatus 300, the
canonical version of the file system may still be kept on the
second storage apparatus 400, wherein the first storage appa-
ratus 300 allows indirect access via the respective virtualized
file system objects. Then, the operation and robustness of the
management by the first apparatus may be tested (avoiding
migration at first for test purposes) for a certain period of time,
and if the reliable and robust operation of the first storage
apparatus is confirmed by testing, the migration may be ini-
tiated, and otherwise, the first storage apparatus could be
removed at any time during virtualization since the canonical
file system is still kept on the second storage apparatus, even
in case of failure of the first storage apparatus. It may also be
possible, as an additional benefit, to manage an old file system
of the second storage apparatus indirectly through a virtual-
ized file system at the first storage apparatus, while establish-
ing another one or more new file systems only on the first
storage apparatus (advantageously providing better storage
efficiency). Also, such scenarios may be used to provide a
single first storage apparatus as a single access points to plural
file systems on plural connected second storage apparatuses
in order to make the access more convenient without actually
migrating the data of the plural second storage apparatuses,
e.g. merging plural file systems to one virtualized file system.
Overall, management of file systems may be simplified and
management efficiency may be improved.

[0388] As will be appreciated by one of skill in the art, the
present invention, as described hereinabove and the accom-
panying figures, may be embodied as a method (e.g., a com-
puter-implemented process, a business process, or any other
process), apparatus (including a device, machine, system,
computer program product, and/or any other apparatus), or a
combination of the foregoing.

[0389] Accordingly, embodiments of the present invention
may take the form of an entirely hardware embodiment, an
entirely software embodiment (including firmware, resident
software, micro-code, etc.), or an embodiment combining
software and hardware aspects that may generally be referred
to herein as a “system” Furthermore, embodiments of the
present invention may take the form of a computer program
product on a computer-readable medium having computer-
executable program code embodied in the medium.

[0390] It should be noted that arrows may be used in draw-
ings to represent communication, transfer, or other activity
involving two or more entities. Double-ended arrows gener-
ally indicate that activity may occur in both directions (e.g., a
command/request in one direction with a corresponding reply
back in the other direction, or peer-to-peer communications
initiated by either entity), although in some situations, activ-
ity may not necessarily occur in both directions.

[0391] Single-ended arrows generally indicate activity
exclusively or predominantly in one direction, although it
should be noted that, in certain situations, such directional
activity actually may involve activities in both directions
(e.g., a message from a sender to a receiver and an acknowl-
edgement back from the receiver to the sender, or establish-
ment of a connection prior to a transfer and termination of the
connection following the transfer). Thus, the type of arrow
used in a particular drawing to represent a particular activity
is exemplary and should not be seen as limiting.
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[0392] Embodiments of the present invention are described
hereinabove with reference to flowchart illustrations and/or
block diagrams of methods and apparatuses, and with refer-
ence to anumber of sample views of a graphical user interface
generated by the methods and/or apparatuses. It will be
understood that each block of the flowchart illustrations and/
or block diagrams, and/or combinations of blocks in the flow-
chart illustrations and/or block diagrams, as well as the
graphical user interface, can be implemented by computer-
executable program code.

[0393] The computer-executable program code may be
provided to a processor of a general purpose computer, spe-
cial purpose computer, or other programmable data process-
ing apparatus to produce a particular machine, such that the
program code, which executes via the processor of the com-
puter or other programmable data processing apparatus, cre-
ate means for implementing the functions/acts/outputs speci-
fied in the flowchart, block diagram block or blocks, figures,
and/or written description.

[0394] These computer-executable program code may also
be stored in a computer-readable memory that can direct a
computer or other programmable data processing apparatus
to function in a particular manner, such that the program code
stored in the computer readable memory produce an article of
manufacture including instruction means which implement
the function/act/output specified in the flowchart, block dia-
gram block(s), figures, and/or written description.

[0395] The computer-executable program code may also
be loaded onto a computer or other programmable data pro-
cessing apparatus to cause a series of operational steps to be
performed on the computer or other programmable apparatus
to produce a computer-implemented process such that the
program code which executes on the computer or other pro-
grammable apparatus provides steps for implementing the
functions/acts/outputs specified in the flowchart, block dia-
gram block(s), figures, and/or written description. Alterna-
tively, computer program implemented steps or acts may be
combined with operator or human implemented steps or acts
in order to carry out an embodiment of the invention.

[0396] It should be noted that terms such as “server” and
“processor” may be used herein to describe devices that may
be used in certain embodiments of the present invention and
should not be construed to limit the present invention to any
particular device type unless the context otherwise requires.
Thus, a device may include, without limitation, a bridge,
router, bridge-router (brouter), switch, node, server, com-
puter, appliance, or other type of device. Such devices typi-
cally include one or more network interfaces for communi-
cating over a communication network and a processor (e.g., a
microprocessor with memory and other peripherals and/or
application-specific hardware) configured accordingly to per-
form device functions.

[0397] Communication networks generally may include
public and/or private networks; may include local-area, wide-
area, metropolitan-area, storage, and/or other types of net-
works; and may employ communication technologies includ-
ing, but in no way limited to, analog technologies, digital
technologies, optical technologies, wireless technologies
(e.g., Bluetooth), networking technologies, and internet-
working technologies.

[0398] It should also be noted that devices may use com-
munication protocols and messages (e.g., messages created,
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transmitted, received, stored, and/or processed by the device),
and such messages may be conveyed by a communication
network or medium.

[0399] Unless the context otherwise requires, the present
invention should not be construed as being limited to any
particular communication message type, communication
message format, or communication protocol. Thus, a com-
munication message generally may include, without limita-
tion, a frame, packet, datagram, user datagram, cell, or other
type of communication message.

[0400] Unless the context requires otherwise, references to
specific communication protocols are exemplary, and it
should be understood that alternative embodiments may, as
appropriate, employ variations of such communication pro-
tocols (e.g., modifications or extensions of the protocol that
may be made from time-to-time) or other protocols either
known or developed in the future.

[0401] It should also be noted that logic flows may be
described herein to demonstrate various aspects of the inven-
tion, and should not be construed to limit the present inven-
tion to any particular logic flow or logic implementation. The
described logic may be partitioned into different logic blocks
(e.g., programs, modules, functions, or subroutines) without
changing the overall results or otherwise departing from the
true scope of the invention.

[0402] Often times, logic elements may be added, modi-
fied, omitted, performed in a different order, or implemented
using different logic constructs (e.g., logic gates, looping
primitives, conditional logic, and other logic constructs)
without changing the overall results or otherwise departing
from the true scope of the invention.

[0403] The present invention may be embodied in many
different forms, including, but in no way limited to, computer
program logic for use with a processor (e.g., a microproces-
sor, microcontroller, digital signal processor, or general pur-
pose computer), programmable logic for use with a program-
mable logic device (e.g., a Field Programmable Gate Array
(FPGA) or other PLD), discrete components, integrated cir-
cuitry (e.g., an Application Specific Integrated Circuit
(ASIC)), or any other means including any combination
thereof Computer program logic implementing some or all of
the described functionality is typically implemented as a set
of computer program instructions that is converted into a
computer executable form, stored as such in a computer read-
able medium, and executed by a microprocessor under the
control of an operating system. Hardware-based logic imple-
menting some or all of the described functionality may be
implemented using one or more appropriately configured
FPGAs.

[0404] Computer program logic implementing all or part of
the functionality previously described herein may be embod-
ied in various forms, including, but in no way limited to, a
source code form, a computer executable form, and various
intermediate forms (e.g., forms generated by an assembler,
compiler, linker, or locator).

[0405] Source code may include a series of computer pro-
gram instructions implemented in any of various program-
ming languages (e.g., an object code, an assembly language,
or a high-level language such as Fortran, C, C++, JAVA, or
HTML) for use with various operating systems or operating
environments. The source code may define and use various
data structures and communication messages. The source
code may be in a computer executable form (e.g., via an
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interpreter), or the source code maybe converted (e.g., via a
translator, assembler, or compiler) into a computer executable
form.

[0406] Computer-executable program code for carrying
out operations of embodiments of the present invention may
be written in an object oriented, scripted or unscripted pro-
gramming language such as Java, Perl, Smalltalk, C++, or the
like. However, the computer program code for carrying out
operations of embodiments of the present invention may also
be written in conventional procedural programming lan-
guages, such as the “C” programming language or similar
programming languages.

[0407] Computer program logic implementing all or part of
the functionality previously described herein may be
executed at different times on a single processor (e.g., con-
currently) or may be executed at the same or different times
on multiple processors and may run under a single operating
system process/thread or under different operating system
processes/threads.

[0408] Thus, the term “computer process” refers generally
to the execution of a set of computer program instructions
regardless of whether different computer processes are
executed on the same or different processors and regardless of
whether different computer processes run under the same
operating system process/thread or different operating sys-
tem processes/threads.

[0409] The computer program may be fixed in any form
(e.g., source code form, computer executable form, or an
intermediate form) either permanently or transitorily in a
tangible storage medium, such as a semiconductor memory
device (e.g., a RAM, ROM, PROM, EEPROM, or Flash-
Programmable RAM), a magnetic memory device (e.g., a
diskette or fixed disk), an optical memory device (e.g., a
CD-ROM), a PC card (e.g., PCMCIA card), or other memory
device.

[0410] The computer program may be fixed in any form in
a signal that is transmittable to a computer using any of
various communication technologies, including, but in no
way limited to, analog technologies, digital technologies,
optical technologies, wireless technologies (e.g., Bluetooth),
networking technologies, and internetworking technologies.
[0411] The computer program may be distributed in any
form as a removable storage medium with accompanying
printed or electronic documentation (e.g., shrink wrapped
software), preloaded with a computer system (e.g., on system
ROM or fixed disk), or distributed from a server or electronic
bulletin board over the communication system (e.g., the Inter-
net or World Wide Web).

[0412] Hardware logic (including programmable logic for
use with a programmable logic device) implementing all or
part of the functionality previously described herein may be
designed using traditional manual methods, or may be
designed, captured, simulated, or documented electronically
using various tools, such as Computer Aided Design (CAD),
ahardware description language (e.g., VHDL or AHDL), or a
PLD programming language (e.g., PALASM, ABEL, or
CUPL).

[0413] Any suitable computer readable medium may be
utilized. The computer readable medium may be, for example
but not limited to, an electronic, magnetic, optical, electro-
magnetic, infrared, or semiconductor system, apparatus,
device, or medium.

[0414] More specific examples of the computer readable
medium include, but are not limited to, an electrical connec-
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tion having one or more wires or other tangible storage
medium such as a portable computer diskette, a hard disk, a
random access memory (RAM), aread-only memory (ROM),
an erasable programmable read-only memory (EPROM or
Flash memory), a compact disc read-only memory (CD-
ROM), or other optical or magnetic storage device.

[0415] Programmable logic may be fixed either perma-
nently or transitorily in a tangible storage medium, such as a
semiconductor memory device (e.g., a RAM, ROM, PROM,
EEPROM, or Flash-Programmable RAM), a magnetic
memory device (e.g., a diskette or fixed disk), an optical
memory device (e.g., a CD-ROM), or other memory device.
[0416] The programmable logic may be fixed in a signal
that is transmittable to a computer using any of various com-
munication technologies, including, but in no way limited to,
analog technologies, digital technologies, optical technolo-
gies, wireless technologies (e.g., Bluetooth), networking
technologies, and internetworking technologies.

[0417] The programmable logic may be distributed as a
removable storage medium with accompanying printed or
electronic documentation (e.g., shrink wrapped software),
preloaded with a computer system (e.g., on system ROM or
fixed disk), or distributed from a server or electronic bulletin
board over the communication system (e.g., the Internet or
World Wide Web). Of course, some embodiments of the
invention may be implemented as a combination of both
software (e.g., a computer program product) and hardware.
Still other embodiments of the invention are implemented as
entirely hardware, or entirely software.

[0418] While certain exemplary embodiments have been
described and shown in the accompanying drawings, it is to
be understood that such embodiments are merely illustrative
of and are not restrictive on the broad invention, and that the
embodiments of invention are not limited to the specific con-
structions and arrangements shown and described, since vari-
ous other changes, combinations, omissions, modifications
and substitutions, in addition to those set forth in the above
paragraphs, are possible.

[0419] Those skilled in the art will appreciate that various
adaptations, modifications, and/or combination of the just
described embodiments can be configured without departing
from the scope and spirit of the invention. Therefore, itis to be
understood that, within the scope of the appended claims, the
invention may be practiced other than as specifically
described herein. For example, unless expressly stated other-
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wise, the steps of processes described herein may be per-
formed in orders different from those described herein and
one or more steps may be combined, split, or performed
simultaneously.

[0420] Those skilled in the art will also appreciate, in view
of'this disclosure, that different embodiments of the invention
described herein may be combined to form other embodi-
ments of the invention.

[0421] Features, components and specific details of the
structures of the above-described embodiments may be
exchanged or combined to form further embodiments opti-
mized for the respective application. As far as those modifi-
cations are readily apparent for an expert skilled in the art they
shall be disclosed implicitly by the above description without
specifying explicitly every possible combination, for the sake
of conciseness of the present description.

1. An apparatus being connectable to a computer and
another apparatus managing a second file system, the appa-
ratus comprising:

a memory device configured to store a computer program,
the computer program being configured to manage a first
file system and to create a first structure information of
the first file system based on a second structure informa-
tion of the second file system received from the other
apparatus, the second structure information linking
among a plurality of file system objects existing in the
second file system, the first structure information linking
among a plurality of file system objects virtualizing the
plurality of file system objects existing in the second file
system,

wherein, after starting the creating of the first structure
information of the first file system and before complet-
ing the creating of the first structure information of the
first file system, the apparatus is further configured,
when receiving a request to modify a file system object
at the first file system from the computer, to communi-
cate with the other apparatus to update a file system
object of the second structure information correspond-
ing to the requested file system object and to update at
least metadata of a file system object of the first structure
information corresponding to the requested file system
object, the file system object of the second structure
information corresponding to the file system object of
the first structure information.
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