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ABSTRACT

A system for securely providing a mobile device application on a mobile device access to a
fleet operator datacenter for the mobile device application to obtain fleet data therefrom for
use by a mobile device user. A verification server facilitates one or more fleet operator
datacenters to authenticate a mobile device user, via configurable authentication
requirements, before a mobile device user is able to communicate directly with the fleet

operator datacenter.
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SYSTEM AND METHOD FOR VERIFYING MOBILE APPLICATIONS

COPYRIGHT NOTICE

[0001] A portion of the disclosure of this patent document contains material which is
subject to copyright protection. The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent disclosure, as it appears in the
Patent and Trademark Office patent files or records, but otherwise reserves all copyright

rights whatsoever.
TECHNICAL FIELD

[0002] The invention relates generally to mobile applications. More specifically it
relates to a method and system to authenticate and redirect a mobile application through a

verification server.
BACKGROUND

[0003] Fleet operators must manage a large number of vehicles and drivers that are
constantly spread out across a wide geographic area. With the rise in smart phone
technology, many fleet operators want to take advantage of the benefits of mobile phones,
and are now using targeted, line-of-business applications (“apps’) that help their employees

gain access to information quickly and efficiently.

[0004] Rather than develop their own software, some fleet operators purchase third
party mobile applications, to help manage their fleets. Fleet operators require specific

software to manage their fleet operations such as FleetFocus™ by Assetworks.

[0005] Even though the mobile application is developed by a third party, it is
desirable for fleet operators to host their data it in their own data centers. This poses a
challenge when a fleet employee needs to connect a mobile application, which was
downloaded from a central app store, to data that lives in the fleet operator’s data center. For
obvious security reasons, it is important to restrict access to this data to authorized

individuals only.
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[0006] Most mobile phone applications are available for download from large,
popular sources such as an app store like Google Play® or the Apple® app store (10S). A
typical experience for the ordinary mobile user after downloading an app, is to enter some

form of login credentials (or something creates new credentials) prior to the first use.

[0007] Currently, to access software and data located within a fleet operator data
center using an app downloaded from an app store, a fleet employee needs to access a
settings screen and configure the location of the fleet operator data, as well as perform other
configuration steps before the app can be used. It is desirable to allow fleet employees using
mobile apps a simple and efficient way to gain access to the fleet operator data center, such
as a one-time verification using a username and password or a personal identification number

(“PIN”).

SUMMARY OF THE INVENTION

[0008] There is a system for securely providing a mobile device application on a
mobile device access to a fleet operator datacenter for the mobile device application to obtain
fleet data therefrom for use by a mobile device user, the system comprising:

a verification server, comprising a verification server uniform resource locator to facilitate
communication therewith, the verification server configured to: obtain a selected fleet
operator, from a mobile device user selection on the mobile device; get a credential
information request from the fleet operator server of the selected fleet operator; send the
credential information request to the mobile device; communicate the credential information
received from the mobile device to the fleet operator server to authenticate the mobile device
user; and if the mobile device user is authenticated then: transmitting a fleet operator uniform
resource locator (URL) of the fleet operator server of the selected fleet operator to the mobile
device application to be a mobile device fleet operator URL to which the mobile device

application communicates to receive fleet data.

[0009] The request may be provided by the mobile device to a verification uniform
resource locator configured in the mobile device application before the mobile device

application was downloaded from an app store and installed on the mobile device.
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[0010] The credential information request may comprise a set of credential
information that the selected fleet operator has configured to be required for authenticating a

mobile device user.

[0011] The verification server may further be configured to receive a first public
encryption key from the mobile device and the communicated credential information request
may be encrypted by the fleet operator server using the first public encryption key before it is

received from the fleet operator server.

[0012] The credential information request may further comprise a second public
encryption key and the communicated credential information may be encrypted by the
mobile device using the second public encryption key before it is received from the mobile

device.

[0013] The communicated credential information received from the mobile device to
the fleet operator server may be embedded within a signature, and the signature may
comprise a hash value of the credential information, date and time information and session

information.

[0014] The verification server may be further configured to provide a fleet operator
list to a mobile device application on a mobile device in response to a request from the

mobile device application for a fleet operator list.

[0015] The fleet operator list may be a list of all fleet operators known by the
verification server or a subset of all fleet operators known by the verification server, such

subset comprising fleet operators associated with the mobile device application.

[0016] There is also a system for securely providing a mobile device application on a
mobile device access to a fleet operator datacenter for the mobile device application to obtain
fleet data therefrom for use by a mobile device user, the system comprising: a wireless device
having computer-executable instructions implementing software for: selecting a fleet
operator and communicating the selected fleet operator to a verification server via a
verification server uniform resource locator; receiving, from the verification server, a

credential information request obtained by the verification server from a fleet operator server

_3-
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of the selected fleet operator; enabling inputting and sending of credential information, from
a mobile device user, responsive to the credential information request, to a verification server
via a verification server uniform resource locator to send to the fleet operator server of the
selected fleet operator to authenticate the mobile device user; and if the mobile device user is
authenticated then: obtaining, from the fleet operator server via the verification server, a
uniform resource locator (URL) of the fleet operator server of the selected fleet operator to
be a mobile device fleet operator URL to which the mobile device application communicates

to receive fleet data.

[0017] The mobile device may further comprise a verification server uniform
resource locator, to facilitate communication with the verification server, configured in the
mobile device application before the mobile device application was downloaded from an app

store and installed on the mobile device.

[0018] The credential information request may comprise a set of credential
information that the selected fleet operator has configured to be required for authenticating a

mobile device user.

[0019] The credential information request may further comprise a public encryption
key and the communicated credential information is encrypted by the mobile device using

the public encryption key before it is sent by the mobile device.

[0020] The credential information sent by the mobile device may be embedded
within a signature, and the signature may comprises a hash value of the credential

information, date and time information and session information.

[0021] The credential information request may be encrypted and may only be

decrypted by the mobile device application.

[0022] The system may further comprise getting a fleet operator list from verification

server in response to a request from the mobile device application for a fleet operator list.
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[0023] The fleet operator list may be a list of all fleet operators known by the
verification server or a subset of all fleet operators known by the verification server, such

subset comprising fleet operators associated with the mobile device application.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] The invention is illustrated in the figures of the accompanying drawings
which are meant to be exemplary and not limiting, in which like references are intended to

refer to like or corresponding parts, and in which:

Figure 1 is a diagram of a system for verifying a mobile application for use on a fleet
operator data center, through a verification server according to a non-limiting

embodiment of the present invention; and

Figure 2a is a flowchart showing the method for the mobile verification system

according to a non-limiting embodiment of the present invention.

Figure 2b is a diagram showing the direction of data transfer during the mobile

verification process according to a non-limiting embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[0025] This system provides a way for individuals to download a mobile application
to a mobile device from a common app store and access a desired data center using a secure
and simple verification system. This may be a particularly useful application for employees
who drive fleet vehicles and require access to their employer’s database using mobile
devices. Fleet employees may be spread out across a wide geographic area while the
employer database may be in one central location. Verification is done through the software
provider’s verification server. There is the option that all data passed between the fleet
employee’s mobile device and his employer’s data center be encrypted. After downloading
the app, the fleet employee may choose his employer from a list of fleet operators, then may
use a username and password or PIN provided by the employer for the verification. This is a
one-time verification. Subsequent uses may not require any further submission of username

and password or PIN.
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[0026] Figure 1 is a diagram of a system 100 for verifying a fleet software mobile
application comprising a mobile application store (“app store”) 102, a user with a mobile
computing device (“mobile user’) 104, verification server 106, fleet operator server 108,

fleet operator data center 110, and communication network 112.

[0027] To stay competitive, fleet operators must take advantage of existing software
and technology such as smart phones and mobile apps to manage both their fleet employees
and vehicles. Mobile applications on smart phones are an ideal solution because a fleet may
be spread out across a wide geographic area but may require access to data and functionality
from the “back office” (such as fleet tracking, management, scheduling, and the like) that
may be accessed via a fleet software mobile application. For ease of use, these targeted fleet
specific apps can be downloaded from common app stores. But in order to ensure only

authorized personnel access the fleet information, some kind of verification system is needed.

[0028] App store 102 may be a commonly known app store such as Google Play or
the App Store (i0S) that may allow the mobile user 104 to download one or more software

applications to a mobile computing device.

[0029] Mobile user 104 may be any person who requires access to the fleet operator
data center, for example an employee of a fleet operator, possibly driving a fleet vehicle, who
may be using any mobile computing device, including tablets, smart phones, or laptops, that
may allow the user to interface with the fleet operator data center through one or more
mobile applications (such as to access functionality of the fleet operator data operator and/or
fleet data such as vehicle identifiers, odometer values, vehicle locations and the like). The
mobile application may use one or more URLs. One URL may be used for verification and
redirecting to the fleet data center (“Verification URL”). The Verification URL may initially
be preconfigured with the URL of the verification server. A second one or more URLs may
be to one or more fleet operator’s data center — where mobile user 104 will obtain the data
they need (“Data Center URL” or “mobile device fleet operator URL”), which may be stored
in the mobile device application storage once it is received via verification server 106. The
user may require mobile access to any number of data records stored on the fleet operator’s

data center. For the purposes of this application, because the mobile application must be used
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by mobile user 104 using a mobile computing device, “mobile user 104” and “mobile
application” may be used interchangeably for greater clarity throughout, as will be obvious to

those skilled in the art.

[0030] The verification server 106 may comprise one or more hardware components
including computers, data storage, processors and the like (“Computer Hardware™) and one
or more software components including applications and database components (“Computer
Software”). It may be controlled by the software provider and may be located within the
software provider’s place of business. The verification server may be capable of network
communication with the mobile user 104 and the fleet operator server 108 through the
communication network 112. It may be capable of sending encrypted data between the fleet

operator server 108 and the mobile user 104.

[0031] The fleet operator server 108 may comprise or include Computer Hardware
and Computer Software. It may be controlled by the fleet operator and may be located within
the fleet operator data center 110. The fleet operator server may be capable of
communicating with the verification server 106 through the communication network 112. It
may be capable of sending and receiving data used to verify the mobile user 104’s credentials
and may make a determination whether to grant access to the fleet operator data center based

on the credential data.

[0032] The fleet operator data center 110 may be the central hub for a fleet operator’s
computer system. It may contain the software and data specific to an individual fleet operator
on Computer Hardware and Computer Software, for example FleetFocus™ Fleet
Management Software by Assetworks . The fleet operator may use the data center to
manage vehicles and employees and to keep track of a large quantity business-related data
such as schedules, operating expenses, work orders, etc. Fleet software mobile application

may communicate with the operator data center 110.

[0033] Communication network 112 may be substantially any public or private
network, wired or wireless, and may be substantially comprised of one or more networks that

may be able to facilitate communication between the various elements of system 100.
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[0034] Figure 2 illustrates method 200 for verification of a mobile user for access to a
fleet operator data center, using a third party software verification server. The mobile
application is downloaded onto a mobile device from a common app store. The mobile user
selects a unique fleet operator and a request is sent to the verification server. The verification
server sends a request to the fleet operator and the fleet operator server responds with a
credential format. The verification server passes the credential format to the mobile user. The
user enters credentials, obtained in advance from the fleet operator, which pass through the
verification server to the fleet operator server where they may be verified. If authenticated,
the fleet operator server responds with a uniform resource locator for the fleet operator server

with which the user will have gained access to the fleet operator data center.

[0035] At step 202, mobile user 104 retrieves a desired mobile application from the
app store 102, appropriate to the fleet software of his employer the fleet operator. The app
store may be a common app store such as Google Play® or Apple® App Store (i0S). The
fleet operator employer may tell the mobile user employee which app to download, or the
mobile application may contain the name of the fleet operator or some other identifier that
may enable the mobile user to find the appropriate app. The mobile application may initially
be unaware of the URL of the fleet operator data center 110. The Verification URL may be
the URL of the verification server 106 and may be preconfigured with the mobile
application. The verification server 106 may be aware of all fleet operator data centers 110
using a variety of mobile applications and may know each data center’s URL (or may
generate such information in response to a request for verification, for example).
Alternatively, the mobile user 104 may enter the URL of the fleet’s data center manually for

example on a mobile application settings page.

[0036] At step 204, mobile user 104 may install and activate the mobile application.
The mobile application may use the Verification URL (or “verification server URL”) to
communicate with verification server 106. In one embodiment of the invention, the mobile
application may send to the verification server 106 a mobile application identifier and a
request for a list of fleet operator identifiers. Sending the mobile application identifier and

the request may be done automatically upon activation of the mobile application..
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[0037] At step 206, the verification server 106 may generate and send a prompt to the
mobile user 104 with a list of fleet operators that corresponds to the mobile software
application identifier. The list (“Fleet Operator List”) may be generated instantaneously when
requested by the mobile user 104 and may change over time depending on the number of
fleet operators using that particular mobile application. To generate the Fleet Operator List
the verification server 106 may perform a search of fleet operator servers using the applicable
mobile application. The Fleet Operator List may be modified by the verification server 106
before returning it to mobile user 104, creating a subset of the total fleet operators, that may
be associated with the mobile device application, such as if a geographic location of mobile
user 104 is sent with the request and indicates that one or more particular fleet operators do
not apply, or some other form of filtering (that may include information stored in the
application when it was downloaded from a particular app store or via a particular link). The
prompt may ask the mobile user 104 to select a particular fleet operator for which the mobile
user 104 would like to gain access to. The mobile user 104 may select the desired fleet
operator from a number of fleet operator identifiers displayed in a list on the mobile

computing device.

[0038] Steps 204 and 206 may be performed automatically by the mobile application
and the verification server 106 so that they appear seamless to the mobile user 104, i.e.:
mobile user 104 sees a list of potential fleet operators to choose from upon activation of the
mobile application but is not otherwise aware of the communication between the mobile

device and verification server 106.

[0039] In another embodiment of the invention, to address privacy concerns, one or
all fleet operators appearing on the list may be configured in a way so that they remain
anonymous, for example via a list of codes. In that case, mobile user 104 would have to
know the desired code. The entire list may be encoded, or it may be limited to certain
operators that wish to remain anonymous. The mobile user 104 may select the corresponding
code of the desired fleet operator from a number of encoded fleet operator identifiers

displayed in a list on the mobile computing device.
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[0040] In another embodiment, the mobile user 104 may enter a code instead or some
other identifier that identifies the fleet operator he needs to access to maintain privacy. Such

a code would need to be provided to the user in advance and/or separately.

[0041] In another embodiment, the mobile user 104 may perform a search for a fleet
operator by entering text into a field on the mobile device screen. The mobile application
may auto-complete part of the entry or perform a search based on the text entered (and
possibly the location of mobile user 104) and present the user 104 with one or more fleet

operator data centers.

[0042] In another embodiment, the mobile user 104 may manually enter a URL of the

fleet operator server 108 if it is known by the mobile user 104.

[0043] At step 208, the mobile user 104 may select a fleet operator identifier (a
selected fleet operator) and a request may be sent to verification server 106 to obtain the
required verification details. The mobile application may also send a public encryption key

along with the request.

[0044] At step 210, using the selected fleet operator identifier, the verification server
106 may notify the specific fleet operator server 108 that a request has been made for access
to the affiliated fleet operator data center 110. The verification server 106 may also send the
public encryption key to the fleet operator server 108. The verification server 106 may then
make a request to the fleet operator server 108 for unique authentication parameters in a
specified, pre-determined form (“Credential Format™), such as a username and password or a
PIN. The fleet operator may configure the form of the Credential Format, and the form may
be different for different mobile applications. The fleet operator may have the ability to

configure the Credential Format for each individual user 104, or a class of users.

[0045] At step 212, the fleet operator server 108 may encrypt the Credential Format
using the public encryption key sent by the mobile application. The fleet operator server 108
may then send encrypted Credential Format along with a second public encryption key that
may be used to encrypt the mobile user 104’s inputs to the mobile application. Both sets of

public encryption keys may ensure no data exchanged between the mobile user 104 and fleet

- 10 -
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operator server 108 may be visible to the verification server 106. The verification server 106
may then send the Credential Format to the mobile user 104 and request that the mobile user
104 enter the specific parameters that will be used for verification. If Credential Information
is encrypted by fleet operator server 108 then verification server 106 need not know what

such fleet operator requires for verification, which may make the system more secure.

[0046] At step 214, the Credential Format challenge may be decrypted on the mobile
device (for example using private/public key encryption), and the mobile user 104 may enter
alphanumeric inputs (“Credential Information”) and press a submit button. The Credential
Information entered by the mobile user 104 may be encrypted using the second public
encryption key provided by the fleet operator server in step 212. The mobile application may
then take the entered alphanumeric inputs and generate a cryptographic signature
(“Signature”) that may be a hash of: (i) date and time details, (ii) URL, (iii) session ID, (iv)
all data in the http packet (such as the Credential Information). The hash may be the result of
an HMAC (Hashed Message Authentication Code) function. The user inputs and Signature

may be sent to the verification server 106.

[0047] The fleet operator may have given the mobile user 104 the Credential
Information, such as a username and password or a PIN, in advance. Credential Information
may be any pre-defined hard-coded parameters used to verify user 104 and/or dynamic
parameters that may pre-exist for the fleet operator. Credential Information may be unique to
each user 104 depending on the configurations chosen by the fleet operator. The fleet
operator may also configure the Credential Information so that multiple mobile users 104
may be authenticated using the same Credential Information. Mobile user 104 may have a
predetermined number of attempts to enter Credential Information before being locked out of
the of the verification system. The mobile application may then encrypt the Credential
Information using a public encryption key before it is sent to the verification server 106, so
that the verification server 106 may not be able to decipher the data. The public encryption
key may be provided by the fleet operator data server 108. The fleet operator server 108 (or
optionally verification server 106) may verify the Signature by attempting to reproduce the
signature that was sent by the mobile application. The reproduction may be done by

attempting to cryptographically sign the data that came from mobile user 104 using the same

-11 -
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Credential Information that was used in the initial challenge. The verification server 106 may

send the encrypted Credential Information to the fleet operator server 108.

[0048] At step 216, the fleet operator server 108 may then decrypt the credential
information using a private encryption key and authenticate the Credential Information
provided by the mobile user 104. The fleet operator server 108 may be the only entity with
the private key that can decrypt the Credential Information. If authenticated, the fleet
operator server 108 may send the appropriate fleet operator data center URL in an encrypted
form to the mobile user 104 through the verification server 106. Once decrypted by the
mobile application, the fleet operator data center URL may allow the mobile user 104 to
communicate with the fleet operator data center 110. The fleet operator data center URL
(Data Center URL) may replace the verification server URL (Verification URL), so that each
time the mobile application is activated from that point on, the mobile application

communicates directly with the fleet operator data center 110 using the Verification URL.

[0049] If the Credential Information is invalid, the fleet operator server 108 may not
supply the necessary fleet operator data center URL, and the mobile user 104 may be
informed that the Credential Information is invalid via a message sent by the fleet operator
data server 108, for example a text message reading “Access Denied: Invalid Credentials.

Two login attempts remaining”.

[0050] At step 218, if the mobile application receives the fleet operator data center
URL, the mobile application may automatically redirect to the fleet operator data center 110
using the Verification URL, where the Verification URL now points to the fleet operator data
center URL (so that, potentially, verification server 106 does not even know the ending URL
where the data is housed). The mobile application may automatically log into the fleet
operator systems with the same credential information used during the verification process.
The fleet operator data center URL may be securely cached for subsequent uses, i.e. the
mobile user 104 may not need to go through the above verification process involving
inputting Credential Information unless the mobile device was reset back to factory default
settings and the mobile application was reinstalled. The mobile user 104 may now use the

mobile application with access to the fleet operator data.

S12-
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[0051] At any time the fleet operator may invalidate any Credential Information or
set of Credential Information, either for an individual mobile user 104 or a class or users,
which may then block the mobile user’s 104 access to the fleet operator data center 110

despite any cached fleet operator data center URL.

[0052] It will be apparent to one of skill in the art that other configurations, hardware
etc may be used in any of the foregoing embodiments of the products, methods, and systems
of this invention. It will be understood that the specification is illustrative of the present
invention and that other embodiments within the spirit and scope of the invention will
suggest themselves to those skilled in the art. All references cited herein are incorporated by

reference.

- 13-
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What is claimed 1is:

1. A system for securely providing a mobile device application on a mobile device
access to a fleet operator datacenter for the mobile device application to obtain fleet
data therefrom for use by a mobile device user, the system comprising:

a verification server, comprising a verification server uniform resource locator (URL)
to facilitate communication therewith, the verification server configured to:
obtain a selected fleet operator from a plurality of fleet operators, from a
mobile device user selection on the mobile device;
get a credential information request from the fleet operator server of the
selected fleet operator;
send the credential information request to the mobile device;
communicate the credential information received from the mobile device to
the fleet operator server to authenticate the mobile device user; and
if the mobile device user is authenticated then:
transmitting a fleet operator URL of the fleet operator server of the
selected fleet operator to the mobile device application to be a mobile
device fleet operator URL to which the mobile device application

communicates to receive fleet data.

2. The system of claim 1 wherein the request was provided by the mobile device to a
verification server URL configured in the mobile device application before the
mobile device application was downloaded from an app store and installed on the
mobile device.

3. The system of claim 1 wherein the credential information request comprises a set of
credential information that the selected fleet operator has configured to be required
for authenticating a mobile device user.

4. The system of claim 3 wherein the verification server is further configured to receive

a first public encryption key from the mobile device and the communicated credential

_14 -
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10.

information request is encrypted by the fleet operator server using the first public
encryption key before it is received from the fleet operator server.
The system of claim 4 wherein the credential information request further comprises a
second public encryption key and the communicated credential information is
encrypted by the mobile device using the second public encryption key before it is
received from the mobile device.
The system of claim 5 wherein the communicated credential information received
from the mobile device to the fleet operator server is embedded within a signature,
and the signature comprises a hash value of the credential information, date and time
information and session information.
The system of claim 1 wherein the verification server is further configured to provide
a fleet operator list to a mobile device application on a mobile device in response to a
request from the mobile device application for the fleet operator list.
The system of claim 7 wherein the fleet operator list is a list of all fleet operators
known by the verification server.
The system of claim 8 wherein the fleet operator list is a subset of all fleet operators
known by the verification server, such subset comprising fleet operators associated
with the mobile device application.
A system for securely providing a mobile device application on a mobile device
access to a fleet operator datacenter for the mobile device application to obtain fleet
data therefrom for use by a mobile device user, the system comprising:
a wireless device having computer-executable instructions implementing software
for:
selecting a fleet operator from a plurality of fleet operators and
communicating the selected fleet operator to a verification server via a

verification server uniform resource locator;
receiving, from the verification server, a credential information request

obtained by the verification server from a fleet operator server of the selected

fleet operator;

- 15 -
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I1.

12.

13.

14.

15.

16.

enabling inputting and sending of credential information, from a mobile
device user, responsive to the credential information request, to a verification
server via a verification server uniform resource locator (URL) to send to the
fleet operator server of the selected fleet operator to authenticate the mobile

device user; and

if the mobile device user is authenticated then:
obtaining, from the fleet operator server via the verification server, a
uniform resource locator of the fleet operator server of the selected
fleet operator to be a mobile device fleet operator URL to which the

mobile device application communicates to receive fleet data.

The system of claim 10 wherein the mobile device further comprises a verification
server URL, to facilitate communication with the verification server, configured in
the mobile device application before the mobile device application was downloaded
from an app store and installed on the mobile device.

The system of claim 10 wherein the credential information request comprises a set of
credential information that the selected fleet operator has configured to be required
for authenticating a mobile device user.

The system of claim 12 wherein the credential information request further comprises
a public encryption key and the communicated credential information is encrypted by
the mobile device using the public encryption key before it is sent by the mobile
device.

The system of claim 13 wherein the credential information sent by the mobile device
is embedded within a signature, and the signature comprises a hash value of the
credential information, date and time information and session information.

The system of claim 12 wherein the credential information request is encrypted and
can only be decrypted by the mobile device application.

The system of claim 10 further comprising getting a fleet operator list from
verification server in response to a request from the mobile device application for a

fleet operator list.

- 16 -
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17. The system of claim 16 wherein the fleet operator list is a list of all fleet operators
known by the verification server.

18. The system of claim 17 wherein the fleet operator list is a subset of all fleet operators
known by the verification server, such subset comprising fleet operators associated

with the mobile device application.

- 17 -
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