US 20200052973A1

a2y Patent Application Publication o) Pub. No.: US 2020/0052973 A1l

a9y United States

Forte et al.

43) Pub. Date: Feb. 13, 2020

(54) CYBERSECURITY INCIDENT RESPONSE
AND SECURITY OPERATION SYSTEM
EMPLOYING PLAYBOOK GENERATION
THROUGH CUSTOM MACHINE LEARNING

(71) Applicants:Dario Valentino Forte, Torre de’
Picenardi (IT); Michele Zambelli,
Cremona (IT); Vojtech Letal, Pardubice
(€2)

(72) Inventors: Dario Valentino Forte, Torre de’
Picenardi (IT); Michele Zambelli,
Cremona (IT); Vojtech Letal, Pardubice
(€2)

(73) Assignee: DFLabs S.p.A., Milano (IT)
(21) Appl. No.: 16/594,538
(22) Filed: Oct. 7, 2019

Related U.S. Application Data

(63) Continuation of application No. 15/620,439, filed on
Jun. 12, 2017, now Pat. No. 10,439,884.

(60) Provisional application No. 62/490,817, filed on Apr.
27, 2017.

Publication Classification

(52) US.CL
CPC ... HO4L 41/12 (2013.01); HO4L 63/061
(2013.01); GOGF 3/0482 (2013.01); HO4L
41/0654 (2013.01); GOGF 21/62 (2013.01):
HO4L 63/20 (2013.01)

(57) ABSTRACT

A new cybersecurity incident is registered at a security
incident response platform. At a playbook generation sys-
tem, details are received of the new cybersecurity incident
from the security incident response platform. At least some
of the details correspond to a set of features of the new
cybersecurity incident. A set or subset of nearest neighbors
of the new cybersecurity incident is localized in a feature
space. The nearest neighbors of the new cybersecurity
incident are other cybersecurity incidents having a distance
from the new cybersecurity incident within the feature space
that is defined by differences in features of the nearest
neighbors with respect to the set of features of the new
cybersecurity incident. A custom playbook is created for
responding to the new cybersecurity incident. The custom
playbook has one or more prescriptive procedures, for
responding to the new cybersecurity incident registered by
the security incident response platform, that are based on
occurrences of prescriptive procedures previously employed
in response to the nearest neighbor cybersecurity incidents,
and on distances of the nearest neighbors of the new
cybersecurity incident in the feature space. A user of the
security incident response platform is presented with the
custom playbook containing the one or more prescriptive
procedures for responding to the new cybersecurity incident.

(51) Int. CL The user of the security incident response platform initiates
HO4L 12/24 (2006.01) the one or more prescriptive procedures contained in the
HO4L 29/06 (2006.01) custom playbook to respond to the new cybersecurity inci-
GO6F 21/62 (2006.01) dent.

!
calic Playboeok
TUILURLS D > Genaratoy
A
) \};:v:':.:s rodet
L /
“».w..-*v/
MongoDB3 W by
| 14
CREPS
27 -
i >
) Lis‘;r.:igiu‘
o

Connector




Patent Application Publication  Feb. 13,2020 Sheet 1 of 11 US 2020/0052973 A1

/.

AT PO T .
/ ARPI Coptrelliern

EESY calls

Playbook
L PR Generator

}r‘ Lata moael
e 20
/ A
A Mong
¥ Conneator s
CEES /‘ ®
» Feature
Transformeyr
“ Incideént .
¥

Fig. 1



Patent Application Publication  Feb. 13,2020 Sheet 2 of 11 US 2020/0052973 A1

©Enum

| EnumSet

! None
| None

i Present

None
resent
! Present

Crasent

: Present

: None




Patent Application Publication  Feb. 13,2020 Sheet 3 of 11 US 2020/0052973 A1

a3
w4

. / /

Fig. 3



Patent Application Publication  Feb. 13,2020 Sheet 4 of 11 US 2020/0052973 A1

Fig. 4



Patent Application Publication  Feb. 13,2020 Sheet 5 of 11 US 2020/0052973 A1

Fig. 5



Patent Application Publication  Feb. 13,2020 Sheet 6 of 11 US 2020/0052973 A1

S J500 J0U00 UV SRR SO DUUUL SUUOL SUUOR JUUR JUUUE SN N SUUS SSUU5 U000 U0 JUUE SUNL JNL SOSC JUUL JUUUR JUUUE-JUUE SN NS JUUS SUUY. SUUY. VUU. VUUE SRNE JE SO0 3

e AN any nA EOeTE ) 7680
106 20 30 400 634 &G0 {0

Fig. ©



Sheet 7 of 11

Patent Application Publication  Feb. 13,2020

Play book for an 40

incident ({efgum*ﬁ*

GG

}w

AN

an o@mﬁ“aa
insidend?

e the identical
ingident

Find K closetingident
{by refevancs;

:

HERE

“«J\«

g" T
|

}f 404

iissters }‘f ’

r

Fifter lar

(¢

b acion a,? sach irncident
/’"ﬂ‘.(\ 4132
Some T " )
actions already N Send actions 416

racommendad’ with score

& {'z\g
l HAL

z ’é%*’tf“civ

-

US 2020/0052973 Al

422

/

Rt eror
!?E\}Sag;{%

)




Patent Application Publication  Feb. 13,2020 Sheet 8 of 11 US 2020/0052973 A1

LN

b3 e e s ey e o e o o i o e o e e o e
Y] s emrred y

= 4 5

fl

osed pla

4,
5/
§

10

™~
¥

4 L
b I e

e




Patent Application Publication  Feb. 13,2020 Sheet 9 of 11 US 2020/0052973 A1

L

ey

=

L2

o o
3 13
52
S
Eete3
B2

V]
—

&3

%

Qv

2585 Manag

P

§




US 2020/0052973 Al

Feb. 13,2020 Sheet 10 of 11

Patent Application Publication

32
il

i v
: 2i0)8a) LiglSAS Dapially

s RS LUBISAS PR

o A A R R R R S R R N IR AR IR R IN,

m ¢ 0D heas

e e cxn ccn o e o e s s s e e s s

G000C000

., mm Qm,ﬁwmmﬂd GHHCINY :
Z N @ |




US 2020/0052973 Al

13,2020 Sheet 11 of 11

Feb

Patent Application Publication

5 s Dubbo pazjesusne ane « w
g 1 SO 1921000 @B OSJE 0} 3105 Sy ¢ ®
: 1 DNODIVOAS]  woneedeld g

1
yiiy

§eoute)




US 2020/0052973 Al

CYBERSECURITY INCIDENT RESPONSE
AND SECURITY OPERATION SYSTEM
EMPLOYING PLAYBOOK GENERATION
THROUGH CUSTOM MACHINE LEARNING

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This patent application is a continuation of U.S.
application Ser. No. 15/620,439, filed Jun. 12, 2017, which
claims the benefit of U.S. provisional patent application Ser.
No. 62/490,817, filed Apr. 27, 2017, which is hereby incor-
porated herein by reference.

TECHNICAL FIELD

[0002] The field of this invention generally relates to
cybersecurity incident response and security operation sys-
tems, and more particularly to such systems employing
playbooks containing sets of “plays” or prescriptive proce-
dures for responding to cybersecurity incidents.

BACKGROUND

[0003] Certain cybersecurity incident response and secu-
rity operation systems, such as the IncMan incident response
platform available from DFLabs, incorporate the use of
playbooks to assist a user in responding to a cybersecurity
incident.

[0004] Playbooks are collections of manual and automated
actions designed to resolve an incident or complete an
investigation. For example, in the IncMan platform, sets of
predefined playbooks can be provided based on different
industry standards. Each incident is categorized according to
one or more type values, and these type values are used to
match related playbooks to an incident. Each playbook is
described by some properties including type, category and
actions that can be grouped in subcategories. Multiple
playbooks can be linked to the same incident. Actions to be
assigned to users can be defined into a playbook. Addition-
ally, automatic actions for enrichment and containment of
the incident can be assigned as part of each playbook.
[0005] In the IncMan platform, the user can select from a
number of pre-constructed playbooks and later customize
the playbooks. The playbooks are proposed based only on
the category of the incident in a log record (so no other
incident fields of the log record are taken into account) and
any subsequent user customization (i.e., addition and
removal of actions) is not taken into account in the propos-
ing of pre-constructed playbooks.

[0006] Previous patent applications by the inventor of the
present application pertaining to cybersecurity incident
response systems and digital evidence control systems
include U.S. patent application Ser. No. 11/784,794, filed
Apr. 10, 2007 and published as U.S. Patent Publication
2008/0098219, and U.S. patent application Ser. No. 14/521,
328, filed Oct. 22, 2014 and published as U.S. Patent
Publication 2016/0044061. The entire disclosure of both of
these previous patent applications by the inventor of the
present application is hereby incorporated herein by refer-
ence. It is contemplated that the system described herein
may be used in connection with cybersecurity incident
response and security operation systems employing the
subject matter described in the above-referenced previous
patent applications by the inventor.
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[0007] In certain platforms, it is known to provide play-
books that, once created, can be improved in a democratic
fashion by team members over the course of time.

SUMMARY

[0008] It is an object of the invention to enhance selection
of an appropriate playbook for a new incident.

[0009] According to the apparatus and method of respond-
ing to cybersecurity incidents of one aspect of the invention,
a new cybersecurity incident is registered at a security
incident response platform. At a playbook generation sys-
tem, details are received of the new cybersecurity incident
from the security incident response platform. At least some
of the details correspond to a set of features of the new
cybersecurity incident. A set or subset of nearest neighbors
of the new cybersecurity incident is localized in a feature
space. The nearest neighbors of the new cybersecurity
incident are other cybersecurity incidents having a distance
from the new cybersecurity incident within the feature space
that is defined by differences in features of the nearest
neighbors with respect to the set of features of the new
cybersecurity incident. A custom playbook is created for
responding to the new cybersecurity incident. The custom
playbook has one or more prescriptive procedures, for
responding to the new cybersecurity incident registered by
the security incident response platform, that are based on
occurrences of prescriptive procedures previously employed
in response to the nearest neighbor cybersecurity incidents,
and on distances of the nearest neighbors of the new
cybersecurity incident in the feature space. A user of the
security incident response platform is presented with the
custom playbook containing the one or more prescriptive
procedures for responding to the new cybersecurity incident.
The user of the security incident response platform initiates
the one or more prescriptive procedures contained in the
custom playbook to respond to the new cybersecurity inci-
dent.

[0010] This aspect of the invention makes it possible to
employ a custom machine learning system to propose a
playbook tailor-made for the new incident based on all data
available at any time about the incident and similar incidents
(including all relevant fields of the new incident and all past
pairings of similar incidents with playbooks), or based on at
least some of the available data. The custom machine
learning system is able to learn a model based on historical
data. This model can integrate past decisions (i.e., past
selections of playbooks playbook customizations) of the
users and for each new incident, it can provide a number of
playbooks based on the model.

[0011] According to the apparatus and method of another
aspect of the invention, the user of the security incident
response platform responds to the cybersecurity incident by
initiating a set of one or more prescriptive procedures that
differs from the set of the one or more prescriptive proce-
dures contained in the playbook. At the playbook generation
system, the new cybersecurity incident is recorded in the
feature space, and the new cybersecurity incident is auto-
matically tied to the one or more prescriptive procedures
actually initiated by the user in responding to the new
cybersecurity incident, thereby automatically altering sub-
sequent recommendations of playbooks for responding to
cybersecurity incidents having features similar or identical
to the set of features of the new cybersecurity incident.
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[0012] This aspect of the invention makes it possible to
integrate user customization, as well as user removal or
addition of actions after playbook selection, as an automatic
feedback into the system such that the system knows which
actions of the playbook were correctly proposed and which
were not.

[0013] The details of various embodiments of the inven-
tion are set forth in the accompanying drawings and the
description below. Numerous other features and advantages
of the invention will be apparent from the description, the
drawings, and the claims.

DESCRIPTION OF THE DRAWINGS

[0014] FIG. 1 is a block diagram of the architecture of a
playbook generation system according to the invention
interfacing with a cybersecurity incident response system.
[0015] FIG. 2 is a table of fields of a log record of an
incident, along with their associated feature types and the
encoding employed for each feature type in order to trans-
form the incident into a set of features in a feature space.
[0016] FIG. 3 is a two-dimensional representation of a set
of incidents in a many-dimensional feature space.

[0017] FIG. 4 is the two-dimensional representation of
FIG. 3, with concentric circles illustrating distances within
the feature space with respect to a particular new incident.
[0018] FIG. 5 is the two-dimensional representation of
FIG. 4, together with representations of playbooks for K
nearest neighbors of the particular new incident.

[0019] FIG. 6 is a plot of an age function used in accor-
dance with the invention as part of the process of determin-
ing relevance of a prior incident with respect to a new
incident.

[0020] FIG. 7 is a flowchart detailing the steps corre-
sponding to identifying K nearest neighbors and then apply-
ing the different machine learning steps to the K nearest
neighbors.

[0021] FIG. 8 is a diagram illustrating the exchange of
information between a user, a cybersecurity incident
response platform, a playbook generation system according
to the invention, and a database.

[0022] FIG. 9is a screen display through which a user can
notify a cybersecurity incident response system of the cre-
ation of an incident.

[0023] FIG. 10 is a screen display through which a custom
playbook is presented to a user.

[0024] FIG. 11 is a screen display through which a dif-
ferent custom playbook is presented to a user.

DETAILED DESCRIPTION

[0025] The present invention provides a system designed
to stand independently on a platform of a cybersecurity
incident response system, such as, for example, the IncMan
incident response platform available from DFLabs.

[0026] The principal capabilities of the custom machine
learning system provided by the invention can include the
following:

[0027] 1) Ability to provide a playbook (i.e., a set of
actions) based on all relevant fields of the new incident
and based on all past pairings of incident with playbook
();

[0028] 2) Ability to integrate user feedback, i.e.,
removal or addition of actions after playbook selection;
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[0029] 3) Ability to respond in real time, i.e., provide
playbook for a new incident almost instantly;
[0030] 4) Ability to work with sparse or limited amount
of data; and
[0031] 5) Ability to consider Common Event Format
(CEF) fields for playbook recommendation.
[0032] The machine learning concept is based on the
principle of looking of past incidents that are similar to a
new incident. Once such similar incidents are found, their
playbooks are collected as relevant ones and reasoned over.
The playbooks can be also represented as sets of actions.
Then the frequency with which specific actions are included
in all playbooks is considered. Based on the frequency of
action presence and distance of relevant playbooks, a weight
between 0 and 1 is assigned to all actions present in the
platform of a cybersecurity incident response system.
[0033] Subsequently, user feedback is integrated: actions
that were previously rejected by the user are less likely to be
proposed and actions that were previously manually added
(so-called custom actions) are considered for addition.
[0034] Finally, given a threshold (i.e., a number between
0 and 1), a playbook is proposed with all actions with weight
above the threshold. By giving (or predefining) multiple
thresholds, the system can propose multiple playbooks
simultaneously.
[0035] With reference to FIG. 1, one embodiment of a
playbook generation system 10 according to the invention is
accessed by a cybersecurity incident response system 12
through a predefined application program interface (API)
under the control of API controller 14, and responds to a
number of requests generated by cybersecurity incident
response system 12. For example, cybersecurity incident
response system 12 makes REST calls to API controller 14
to notify playbook generation system 10 of incidents cre-
ated, updated, or closed, customizations of source incidents,
use of generated playbooks, and additions or removals of
actions from playbooks; and, API controller 14 makes REST
calls to cybersecurity incident response system 12 to notify
it of proposed playbook actions. The playbook generation
system 10 is able to autonomously construct and update the
model independently of the platform of cybersecurity inci-
dent response system 10.
[0036] The playbook generation system 10 accesses the
data in databases 16 and 18 through its connectors 20 and 22
and gets all relevant data for building the model from the
databases (both MongoDB database 16 and PostgreSQL
database 18—the two databases utilized by the cybersecurity
incident response system 12). Mongo connector 20 defines
how data is either read from or stored to MongoDB database
16. Incident connector 22 defines how data is either read
from or stored to PostgreSQL database 18. An incident is
represented as a row in an incidents table in the PostgresSQL
database. To be able to convert the columns of the table to
features in feature transformer 24 we first need to know the
types of the columns. These types are fetched from an
ims_fields table. Also, some of the columns of the table are
encrypted. This information is obtained from an information
schema table. Information from all these three tables com-
bined allows us to load the stored data to playbook genera-
tion system 10 and further parse the data.
[0037] Feature transformer 24 encapsulates all of a set of
feature generators, details of which are described below.
Feature transformer 24 provides an application program
interface that, given the parsed data from the incidents table
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described above, produces a Boolean matrix of extracted
features. Each feature generator is a transformation that for
a given value from an incident and its type produces one or
more features. The following feature generators are imple-
mented: Boolean feature generator, present feature genera-
tor, enum feature generator, and enum set feature generator.
The operation of these feature generators is described below
in connection with FIG. 2.

[0038] The playbook generation system 10 saves its model
and performance measurements into several MongoDB Col-
lections. The playbook generation system itself is exposed
through a web server providing REST implementation of the
APL

[0039] The playbook generation system follows the stan-
dard machine learning approach: model construction, model
query and model update. In the first stage a model is
constructed based on the historical data. In a query stage the
model is queried for an output (i.e., a recommended play-
book). In the update stage, the model is updated with new
information.

[0040] The machine learning technique is based on the
concept of fuzzy nearest neighbor search and subsequent
data fusion. An example of fuzzy nearest neighbor search is
described in Keller, James M., Michael R. Gray, and James
A. Givens, “A fuzzy k-nearest neighbor algorithm,” IEEE
transactions on systems, man, and cybernetics 4 (1985):
580-585 (ieeexplore.iece.org/document/6313426), which is
hereby incorporated herein by reference.

Model Construction

[0041] The main steps of the model construction stage are
as follows:
[0042] 1) Extraction of relevant attributes and transla-
tion into features; and
[0043] 2) Transformation of historical (closed) inci-
dents into the feature space; and

[0044] 3) Storage of the populated feature space; and
[0045] 4) Storage of custom actions played for each
incident.

The transformation of features of an incident into a feature
space (by feature transformer 24 in FIG. 1) involves creation
of a feature vector, which is an n-dimensional vector of
numerical features that represent the incident. The feature
space is the vector space associated with the feature vectors.

Model Query

[0046] The model is queried by requesting playbook for a
new incident. The main steps are the following:

[0047] 1) Transformation of the new incident into the
features;
[0048] 2) Localization of K nearest neighbors (special

cases for highly irregular feature spaces are described
below);

[0049] 3) Fusion of: frequencies of action played, dis-
tance of neighbors from the incident, age of closed
incidents, and user feedback; and

[0050] 4) Thresholding of the action set to get the
playbook.

Model Update

[0051] The model is updated once a particular new inci-
dent is closed. This means that the following steps (similar
to the model construction stage) are performed:
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[0052] 1) Transformation of the closed incident into the
feature space;

[0053]
[0054]

2) Update of the stored feature space; and
3) Update of the custom action storage.

Feature Extraction and Feature Space Representation

[0055] With reference to FIG. 2, the features for an
incident are generated from fields, each of which has a
certain type. Depending on the type, a specific transforma-
tion is called.

[0056] The schema of the incidents table allows values in
the columns to be null. Feature “present” is true if the value
is not null, which is particularly useful for rich fields, such
as texts or URLs. It would not be possible to create a feature
for all possible URLs, because there are too many of them.
But it might be interesting to know whether an investigator
had to deal with any URL, because consequently the inves-
tigator might take some action based on this fact. On the
other hand, “checkbox” is a very simple type, which is either
checked or unchecked. A checkbox cannot have a missing
value. Thus the “Boolean” feature directly reflects the Bool-
ean state of the checkbox.

[0057] The table of FIG. 2 illustrates the transformation of
different types of fields into features:

[0058] Basically, all different types are separated into
four groups:
[0059] 1) Untranslatable into the feature space

(Feature=None). For example, the “text” type is too
rich to translate, and it is difficult to extract meaningful
representative features out of it. Other features might
just not be robust, as, for example, date and time. Since
it is not possible to know the context, it is not possible
to guess that a particular hour of a day of an incident is
going to be representative when comparing incidents.

[0060] 2) Boolean encoding—i.e., types that are either
Boolean by nature or have information that is tested for
presence—i.e., present or missing. The test on presence
is reduced to Boolean representation as well. For
example, the types IP, HASH, EMAIL, URL, and
FILENAME are too rich for one-hot or many-hot
encoding, and yet it might be useful to know that an
investigator had to deal with fields of these particular
types.

[0061] 3) One-hot encoding—a special type of encod-
ing for types that contain a finite set of possible values.
For example, for type “timezone,” it might be interest-
ing to know that the problem being solved occurred in
a specific part of the world. Given a field that can have
only one of three values: {A, B, C}, we can encode the
values into binary vectors 001, 010, and 100 (i.e., only
one bit from the binary encoding is 1, thus one-hot
encoding). These binary vectors are then added into the
feature space. Thus, for types with, e.g., three values,
the feature space will be extended by 3 dimensions.

[0062] 4) Many-hot encoding—a generalization of one-
hot encoding is many-hot encoding, which allows
multiple positions of a vector to be true. Many-hot
encoding is a generalization of a one-hot encoding to
represent subsets of elements.

[0063] For Boolean encoding, a Boolean feature generator
of feature transformer 24 of FIG. 1 extracts a Boolean value
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from a given input as implemented by the python’s bool._
call_function. For example:

[0064] “True”->True
[0065] “False”->False
[0066] < ”->False
[0067] O->False
[0068] 1->True
[0069]

A present feature generator of the feature transformer pro-
duces feature “True” if the underlying value is present (is not
null or is not an empty string, and produces feature “False”
otherwise.

[0070] An enum feature generator of the feature trans-
former encapsulates one-hot encoding. To encode a variable
having one of N possible values, a Boolean vector of length
N is produced. Each position of the vector represents exactly
one value from the original set of N values. Only one value
of the vector is allowed to be “True.” Also, the value being
“True” signifies that the element represented by the particu-
lar position of the vector is the one assigned to the variable.
A generalization of one-hot encoding is many-hot encoding,
which allows multiple positions of a vector to be true. Thus,
the vector can be represented as a subset of the original N
elements. An enum set feature generator of the feature
transformer encapsulates many-hot encoding.

[0071] With reference to FIG. 3, there is shown a repre-
sentation of incidents 300 in a two-dimensional representa-
tion of what is actually a many-dimensioned feature space
302. A two-dimensional projection of a multi-dimensional
space is chosen only for ease of illustration. In particular, a
number of historical incidents 300 are defined by their
attributes. These incidents are represented as samples in a
so-called feature space 302. The features are constructed
from the attributes of the incident. The representation of
FIG. 3 will evolve in the next sections to explain steps of the
nearest neighbor search.

Nearest Neighbor Search

[0072] With reference to FIG. 4, the feature space 302 is
a space over which a distance metric can be defined. With
the metric, one can measure the distance between any two
points on the feature space. Given two incidents with
different attributes, they can be transformed into the feature
space (through the encoding explained above) and subse-
quently, a metric can be called. This metric measures the
distance in the feature space, and thus we can compare
distance between any two incidents. Using this approach, we
can find K nearest neighbors (with asymptotically linear
complexity). In FIG. 4, the nearest neighbors of incident 304
are those other incidents whose distance in the feature space
as measured by the metric is shortest with respect to incident
304. The concentric circles in FIG. 4 represent different
distances from incident 304 as measured by the metric.

Data Fusion

[0073] With reference to FIG. 5, given K nearest neigh-
bors of incident 304 (the neighbors within the outermost
circle in FIG. 5), it is possible can get all playbooks 306
played for each incident. The existing incidents in the
feature space 302 have been resolved previously and thus
have one or more playbooks 306 with actions assigned. The
rectangles of playbooks 306 correspond to actions. In reality,
the set of rectangles correspond to all actions every played.
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Those actions that were committed are colored dark. In other
words, for each incident, the committed actions from the
complete action set are listed. The playbooks in general
differ in some actions, and some actions are identical for
various playbooks. In FIG. 5, playbooks are represented by
rectangles correspond to Boolean representations of eight
different actions that may or may not have been called for in
different playbooks. As the incidents are closed, we expect
that the committed and completed actions are those that
should be recommended. For each incident, we collect all
committed actions. These committed actions are considered
to be ideal playbooks for each incident.

[0074] The formulas set forth below, which culminate in a
score calculation for a particular action, are iterated over all
actions in the action set, and for each action, there is a
Boolean value of 0 or 1 depending on whether the action was
committed are not in connection with a particular incident.
The actions themselves are not Boolean, however, because
they are prescriptions for the operator of what to do.
[0075] Having the set of actions to be recommended for
each past incident, we consider each action separately. For
each action, we compute a score from the interval [0,1] that
translates into the certainty of recommending this action.
The following partial computations are used for the com-
putation of the score:

relevance (i bren)= V(0 dist( ey, Lrort(1-0)-age
(Grep+1)

Le., first, the relevance of an incident with respect to another
one is defined by the equations above. The relevance is given
by the distance between the incidents in the feature space
and by the age of the reference incident (given that the new
incident has age 0). To find K neighbors, the relevance of
each incident is measured as defined by the above equation.
Using the relevance equation, it is possible to find K nearest
incidents according to a weighted metric, which is influ-
enced by the user’s setting of the parameter a, discussed
below.

[0076] The distance between two incidents is computed as
the average of weighted feature values:

disty(iy, i) =

> wiellalf1-alfl,

|features|
fe features

[0077] The weights are set by the users in the user inter-
face and are set to “ignore,” “low,” “medium,” and “high”
corresponding to values 0, 0.25, 0.5, 1 respectively. lLe.,
ignored fields are not considered, low weight fields are half
as important as the default medium fields, and high weight
fields are twice as important as default medium fields and
four times as important as low weight fields.

[0078] The age(i,. function is defined as:

age(i,.p=min(1;days(i, J/v

Le., itis a normalized thresholded age, where days(i,.) is the
incident age in days and r is a threshold with a default value
set to 365. The plot of FIG. 6 shows the behavior of the
age(i,,) function for the default values.

[0079] The a parameter is from the range [0,1] and it
specifies the weight that is given to similarity and weight
that is given to age (either the similarity of incidents is more
important and the age is less important or vice versa). By
default, the recommended value is 0.5.
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[0080] Finally, the score of an action is computed as an
average relevance weighted by the commitment frequency
of the action:

score(a;, inew) =
1
||

irgf€ relevant

committed(i,es, a;) -relevance (iney bref)V aj € A

The score is computed over all relevant incidents (denoted
as “relevant” in the sum subscript) by the multiplication of
action presence (denoted by function “committed(i,,, a,)”
which returns 1 if the action a, was committed in the incident
i,.5 O otherwise) with incident relevance. There are K
nearest incidents (determined according to the relevance
distance discussed above) that are members of the “relevant”
set. The action set “A” is the complete set of actions in the
security incident response platform. The set “A” can be
optimized (its size minimized) by defining A as a union of
committed actions over all relevant incidents. Computation-
ally, however, the mathematical operations over the action
set are very fast, and the asymptotical complexity is linear,
and so the size of the action set should not matter.

[0081] The fuzziness of the approach described above lies
in the computation of an action score; i.e., the relevance is
used to weigh the score of the action. In other words, the
fuzzy set membership is defined by the relevance and it is
used to “merge” information from the K nearest neighbors
together. In contrast, a classical non-fuzzy K nearest neigh-
bor technique might omit the relevance in a score compu-
tation and the score would be given only as the number of
times the action was committed divided by K.

Playbook Generation Process

[0082] Once all actions have a score assigned, we can
choose a threshold. All actions with a score above the
threshold will be recommended to be played. For multiple
thresholds, multiple playbooks can be generated automati-
cally as well.

Handling Special Cases

[0083] The spatial distribution of incidents within the
feature space can vary widely from client to client. The
following sections describe special cases and describes, how
the system handles these cases.

Few Data Available/Sparse Data

[0084] If only a minimal amount of data is available (i.e.,
the platform is installed freshly at the customer’s premises),
it is possible that the technique described above cannot find
K nearest incidents, as they are simply not yet present in the
system. In such cases, a fallback mechanism kicks in: for
cases where an incident identical in the feature space is
found, its playbook is used for the recommendation of
actions. If multiple identical incidents are found, their play-
books are fused by the mechanism described above.

Large Clusters of Identical Incidents

[0085] In cases in which a tool is generating incidents
automatically, it is possible that hundreds or thousands of
identical incidents (identical in the position in the feature
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space, not necessarily in all data) are generated in the
lifetime of the platform. In such cases, these identical
incidents form a cluster in the space that overweighs all
other incidents in the vicinity. If we pick K nearest incidents
for a new incident that is near this cluster, all K incidents fall
into the cluster, and thus there is no required variety of
playbooks. In such cases, we take from the cluster only a
subset, which have unique playbooks (i.e., playbooks with
different sets of actions). The remaining incidents from the
cluster (with playbooks also identical to the others in the
cluster) are ignored and other, more distant neighbors are
searched for. In other words, if there are more than (or equal
to) K incidents in the cluster, no additional incidents are
searched for. If there are fewer than K incidents in the
cluster, additional incidents are searched for.

[0086] FIG. 7 is a flowchart detailing the steps corre-
sponding to identifying K nearest neighbors and then apply-
ing the different steps described above to the K nearest
neighbors. In step 400, a playbook for an incident is
requested. If there are K incidents of the same type (step
402), the K closest incidents are found, by relevance (step
404), and any large clusters are filtered (step 406) according
to the technique described above, until enough relevant
incidents are found or there are no more incidents (step 408).
The score of each action of each incident is calculated using
the techniques described above (step 410). If some actions
have already been recommended (step 412) the already-
recommended actions are filtered out (step 414); otherwise
the actions with their scores are sent for comparison with a
threshold (step 416).

[0087] Ifthere were not K incidents of the same type (step
402), but there is an identical incident (step 418), the
identical incident is used (step 420) for computation of the
score of each action in the incident (step 410); otherwise an
error message is returned (step 422).

User Feedback Integration

[0088] The user feedback to playbook recommendation is
integrated in the following way:

[0089] 1) If the user does not pick the recommended
playbook at all and picks a different playbook, the
feature space with the incidents is enriched by this
selection. In other words, the selected playbook will be
tied to the incident and the recommended playbook will
not be used. In subsequent cases in which the technique
is employed, the selection of the different playbook will
be seen in the database and the actions of the different
playbook will be considered according to the technique
described above in connection with similar incidents,
thus adapting to the selection of the different playbook.

[0090] 2) If the user picks a recommended playbook
and removes some actions, the playbook is tied to the
incident, which is, once closed, recorded in the feature
space. In subsequent recommendations, the removed
actions have a lower probability of being recom-
mended. In other words, the feedback concerning a user
removing an action is inherently reflected in playbooks
generated in the future. In the technique described
above, it can be seen that the relevance of an action
depends on the relative number of incidents in which
the action was assigned to someone. Thus, since the
action was removed from an incident’s playbook, when
in the future actions of this particular incident are used
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to synthesize a new playbook the score of the action is
affected by the fact that it was removed in the first
place.

[0091] 3) If the user picks a recommended playbook
and adds some actions, these actions are custom: They
are thus treated with a special flag and for the subse-
quent recommendations, these actions are shown irre-
spectively of their score (and by default selected to be
played). The user will have all manually added actions
present in the recommended playbook. More precisely:
When a custom action is manually added by a user, the
security incident response platform notifies the play-
book generation system. Because custom actions are
uniquely identified, they have one undesired property:
they can never occur in more than one playbook, and
thus even though they are included in the final list of
recommended actions for an incident they could seem
almost irrelevant because they always occur only once.
To solve this problem, a list of manually added actions
are tracked and labelled as custom (treated with the
above-described special flag), thereby making it pos-
sible as a practical matter to present the custom actions
in the final recommendation in the user interface in a
special fashion. However, the user can also remove the
recommended actions from the playbook if he wishes
so, and the deleted custom actions do not need to be
addressed in a special way because ordinary usage of
the above-described machine learning technique aug-
ments the data such that the removed or unused actions
tend to stop appearing.

Performance

[0092] The performance of the technique described above
has to be high enough to allow real-time playbook assembly.
The complexity of the technique is linear in the number of
incidents and linear in the number of actions. The transfor-
mation of the incident into the feature space is straightfor-
ward—the asymptotic complexity is of O(t*n) where t is the
number of fields of the incidents and n is the number of
unique values in case of cardinal types (such as enums).

[0093] The custom machine learning technique is compu-
tationally fast (i.e., linear in the number of incidents and the
number of actions), and thus there should be no need to
increase the performance. If needed, however, performance
can be increased by reducing the number of potentially
relevant incidents and the number of relevant actions. If, for
some reason, it becomes desirable to reduce the size of the
sets, the solution would be simple: 1) to optimize (minimize
the size of) action set A, it can be defined as a union of
committed actions over all relevant incidents; and 2) to
optimize (minimize the size of) the set of potentially rel-
evant incidents (not to iterate over all of them, however, only
over a subset), the incidents can be arranged in a quadtree to
have a spatial sorting mechanism in place and iterate by
distance.
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Communication API

[0094] With reference to FIG. 8, the communication API
allows the cybersecurity incident response system 700 to
communicate with the playbook generation system 702 in a
straightforward way. The user 704 has no means to com-
municate directly with playbook generation system 702.
Rather, the user interacts with the system through a web
interface, which is connected to the cybersecurity incident
response platform. The platform subsequently calls the
playbook generation system, which runs as an independent
microservice on the very same virtual machine. The play-
book generation system returns results to the cybersecurity
incident response platform, which returns results to the user.
[0095] Some commands from user 704 trigger actions in
cybersecurity incident response system 700 that call play-
book generation system 702, which in turn fetches data from
database 706 and stores used playbook actions and playbook
customizations in database 706. The diagram of FIG. 8
captures all relevant exchange of information. Playbook
generation system 702 is a daemon that exposes a webser-
vice that cybersecurity incident response system 700 uses, in
order to propose actions compatible with a newly created
incident. The webservice exposes some REST methods to
cybersecurity incident response system 700 but does not
expose anything to user 704.

[0096] There are two distinct activities by which the user
can modify the attributes of an incident (thus the features of
the incident): (1) by creating a new incident, or (2) by
updating one or more of the attributes (for example, some
attributes might be missing at the beginning and during the
incident response, new facts are discovered and added as
attributes to the incident). The second activity arises in
situations in which the user learns a new fact about the
incident and updates the incident. For example, imagine that
the user finds out from which IP the incident arose, and adds
the IP into one of the CEF fields, which are transformed by
the playbook generation system into features. In this case,
the playbook generation system has to update feature values
of the incident, after which the playbook generation system
can potentially present a new set of actions to be played.
[0097] The playbook generation system communicates
proposed playbook actions to the cybersecurity incident
response platform using JSON (JavaScript Object Notation),
which is de facto a standard data format for information
exchange via the REST application program interface.
[0098] During the playbook recommendation phase, the
user is presented with a list of recommended actions
together with the relevant incidents (determined using the K
nearest neighbor technique describe above) from which the
actions were taken. The user can then remove or acid some
of the incidents (if, for example, the user does not consider
them relevant or knows about an incident that might be
important). The playbook generation system reflects the
user’s actions by recomputing the proposed playbook based
on the updated set of incidents, according to a process
described above.

[0099] The REST application program interface is defined
as follows:

Info
GET

Init
POST
Playbook
POST

GET

/
Returns simple “hello world” message.

/init/
Initializes playbook generation system, call this endpoint after
startup

/generated_ pb/
Generates playbook from given features
/incidents/{incident__id}/generated__pb/
Generates playbook using features from referred incident
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POST /incidents/{incident__id}/generated_ pb/{generated_ playbook__id}/

Acknowledges using the generated playbook
PUT /incidents/{incident__id}/closed/
Triggers recomputing model after closing an Incident

Actions
DELETE /playbooks/{playbooks__incidents_id}/actions/{action__id}/
Notify about action removed from a playbook
POST /playbooks/{playbooks__incidents_ id}/actions/{action_id}/
Notify about action added to a playbook
Blacklist
GET /blacklist/
Returns list of blacklisted actions
DELETE /blacklist/{action__id}/

Removes given action from blacklist
POST /blacklist/{action__id}/
Adds given action to blacklist
Projected data
GET /incidents/{incident__id}/actions/

Returns actions from playbooks on an incident used by playbook

generation system

GET /incidents/{incident__id}/features/
Returns features of an incident used by playbook generation
system
Settings
GET /settings/nearest_ neighbour_ count/
Returns number of nearest neighbours used to generate a new
playbook
POST /settings/playbook__neighbours/
Sets number of nearest neighbours used to generate a new
playbook
GET /settings/relevant incident age/
Returns the age in months after which a playbook is considered to
be less relevant
POST /settings/relevant__incident_ age/
Sets the age in months after which a playbook is considered to be
less relevant
GET /settings/weights/
Returns weights of individual features used by playbook generation
system
POST /settings/weights/
Sets weights of individual features used by playbook generation
system
Stats
GET /stats/
Returns statistics of the playbook generation system machine
learning
Availability
GET /types/
Dictionary which shows the how many incidents of each individual
type the playbook generation system currently takes into account
GET Jtypes/{incident__type}/available/
Returns True if we have enough incidents of given type, False
otherwise.
[0100] With reference to FIGS. 9-11, there are shown

examples of displays through which the user interfaces with
the playbook generation system through the cybersecurity
incident response system. FIG. 9 shows a screen display
through which the user can notify the cybersecurity incident
response system of the creation of an incident. FIGS. 10 and
11 show screen displays through which details of a proposed
playbook are displayed to a user. In the specific example of
FIG. 19, the playbook generation system according to the
invention has recommended a custom playbook for a denial
of service incident that includes prescriptive procedures for
restoring the affected system to its uninfected state. In the
specific example of FIG. 11, the playbook generation system
according to the invention has recommended a custom
playbook for an insider abuse incident that includes pre-
scriptive procedures for dealing with internal information
disclosed intentionally. In each instance, the custom play-

book is produced by the playbook generation system accord-
ing to the techniques described herein, and the user may
choose to use the custom playbook, or use a different
playbook, or remove an action to the custom playbook, or
add an action to the custom playbook, and the playbook
generation system records the user actions according to the
techniques described herein, so to affect future custom
playbook recommendations.

[0101] There has been described a cybersecurity incident
response and security operation system and method employ-
ing playbook generation through custom machine learning.
While several particular forms of the invention have been
illustrated and described, it will be apparent that various
modifications and combinations of the invention detailed in
the text and drawings can be made without departing form
the spirit and scope of the invention. Accordingly, it is not
intended that the invention be limited, except as by the
appended claims.
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What is claimed is:

1. A method of responding to cybersecurity incidents,
comprising:

at a security incident response platform, registering a new

cybersecurity incident;

at a playbook generation system:

receiving details of the new cybersecurity incident from
the security incident response platform, at least some
of the details corresponding to a set of features of the
new cybersecurity incident;

localizing a set or subset of nearest neighbors of the
new cybersecurity incident in a feature space, the
nearest neighbors of the new cybersecurity incident
being other cybersecurity incidents having a distance
from the new cybersecurity incident within the fea-
ture space that is defined by differences in features of
the nearest neighbors with respect to the set of
features of the new cybersecurity incident; and

creating a custom playbook for responding to the new
cybersecurity incident, the custom playbook having
one or more prescriptive procedures, for responding
to the new cybersecurity incident registered by the
security incident response platform, that are based on
occurrences of prescriptive procedures previously
employed in response to the nearest neighbor cyber-
security incidents, and on distances of the nearest
neighbors of the new cybersecurity incident in the
feature space;

presenting to a user of the security incident response

platform the custom playbook containing the one or
more prescriptive procedures for responding to the new
cybersecurity incident; and

the user of the security incident response platform initi-

ating the one or more prescriptive procedures contained
in the custom playbook to respond to the new cyber-
security incident.

2. A method in accordance with claim 1, wherein the
details of the new cybersecurity incident are contained in
fields of a log record, and the playbook generation system
transforms the details contained in at least some of the fields
into the set of features.

3. A method in accordance with claim 2, wherein the at
least some of the fields includes a field defining a category
of the new cybersecurity incident and at last one filed
containing details other than a category of the new cyber-
security incident.

4. A method in accordance with claim 2, wherein the fields
are Common Event Format fields.

5. A method in accordance with claim 2, wherein the
playbook generation system transforms the details into fea-
tures using Boolean encoding for fields having a type that is
Boolean by nature or that represents presence verses
absence, and using one hot encoding for fields having a type
that contains a finite set of possible values.

6. A method in accordance with claim 1, wherein the
playbook generation system localizes the set or subset of
nearest neighbors of the new cybersecurity incident by
measuring the distance of the other cybersecurity incidents
from the new cybersecurity incident according to a metric
applied to the set of features of the other cybersecurity
incidents.

7. A method in accordance with claim 6, wherein the
metric applied to the set of features is computed as an
average of weighted feature values.
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8. A method in accordance with claim 7, wherein the
feature values are weighted according to user-settable
weights having a numerical value corresponding to relative
importance of each feature in the set of features.

9. A method in accordance with claim 1, wherein the set
or subset of nearest neighbors of the new cybersecurity
incident has a predefined cardinality K and the playbook
generation system localizes K nearest neighbors of the new
cybersecurity incident.

10. A method in accordance with claim 1, wherein the set
or subset of nearest neighbors of the new cybersecurity
incident has a predefined cardinality K, and if the playbook
generation system cannot localize K nearest neighbors of the
new cybersecurity incident, but one or more incidents in the
feature space are identical to the new cybersecurity incident,
then the playbook generation system localizes the one or
more identical incidents as the set or subset of nearest
neighbors.

11. A method in accordance with claim 1, wherein the set
or subset of nearest neighbors of the new cybersecurity
incident has a predefined cardinality K, and if the playbook
generation system localizes K nearest neighbors of the new
cybersecurity incident that are identical to the new cyber-
security incident, the playbook generation system localizes
as the set or subset of nearest neighbors a subset of the K
nearest neighbors that are identical to the new cybersecurity
incident, each nearest neighbor in the subset of the K nearest
neighbors having a unique playbook, and the playbook
generation system searches for more distant neighbors of the
new cybersecurity incident for inclusion in the set or subset
of nearest neighbors.

12. A method in accordance with claim 1, wherein the
playbook generation system selects the one or more pre-
scriptive procedures for responding to the new cybersecurity
incident based on a relevance of each of the nearest neigh-
bors with respect to the new cybersecurity incident, the
relevance being dependent upon the distances of the nearest
neighbors from the new cybersecurity incident and the ages
of the nearest neighbors.

13. A method in accordance with claim 12, wherein the
relevance of each of the nearest neighbors depends upon the
distances and the ages according to a user-settable parameter
that specifies relative weight given to distance and to age.

14. A method in accordance with claim 1, wherein the
playbook generation system selects the one or more pre-
scriptive procedures in accordance with a score based upon
a relevance of each of the nearest neighbors with respect to
the new cybersecurity incident, the relevance being depen-
dent upon the distances of the nearest neighbors from the
new cybersecurity incident, and based on whether each of
the one or more prescriptive procedures was committed in
response to each of the nearest neighbors.

15. A method in accordance with claim 14, wherein the
playbook generation system generates a plurality of custom
playbooks, which are presented to the user of the security
incident response platform, the plurality of custom play-
books corresponding to a respective plurality of score
thresholds and each of the custom playbooks having one or
more prescriptive procedures selected in accordance with
whether the score associated with each prescriptive proce-
dure exceeds one of the score thresholds corresponding to
the custom playbook.

16. A method in accordance with claim 1, further com-
prising, at the playbook generation system, recording the
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new cybersecurity incident in the feature space and auto-
matically tying to the new cybersecurity incident the one or
more prescriptive procedures initiated by the user in
responding to the new cybersecurity incident, thereby auto-
matically affecting subsequent recommendations of play-
books for responding to cybersecurity incidents having

dents recorded in a feature space having features
similar or identical to the set of features of the new
cybersecurity incident;
presenting to a user of the security incident response
platform the playbook containing a set of the one or
more prescriptive procedures for responding to the

features similar or identical to the set of features of the new
cybersecurity incident.

17. A method in accordance with claim 1, wherein the set
or subset of nearest neighbors comprises a set all neighbors
nearest to the new cybersecurity incident in the feature
space.

18. A computer-readable, non-transitory, tangible medium
comprising software that, when executed by a processor,
causes the processor to perform a method of responding to
cybersecurity incidents, comprising:

at a security incident response platform, registering a new

cybersecurity incident;

at a playbook generation system:

receiving details of the new cybersecurity incident from
the security incident response platform, at least some
of the details corresponding to a set of features of the
new cybersecurity incident;

localizing a set or subset of nearest neighbors of the
new cybersecurity incident in a feature space, the
nearest neighbors of the new cybersecurity incident
being other cybersecurity incidents having a distance
from the new cybersecurity incident within the fea-
ture space that is defined by differences in features of
the nearest neighbors with respect to the set of
features of the new cybersecurity incident; and

creating a custom playbook for responding to the new
cybersecurity incident, the custom playbook having
one or more prescriptive procedures, for responding
to the new cybersecurity incident registered by the
security incident response platform, that are based on
occurrences of prescriptive procedures previously
employed in response to the nearest neighbor cyber-
security incidents, and on distances of the nearest
neighbors of the new cybersecurity incident in the
feature space;

presenting to a user of the security incident response

platform the custom playbook containing the one or
more prescriptive procedures for responding to the new
cybersecurity incident; and

permitting the user of the security incident response

platform to initiate the one or more prescriptive pro-
cedures contained in the custom playbook to respond to
the new cybersecurity incident.

19. A method of responding to cybersecurity incidents,
comprising:

at a security incident response platform, registering a new

cybersecurity incident;

at a playbook generation system:

receiving details of the new cybersecurity incident from
the security incident response platform, at least some
of the details corresponding to a set of features of the
new cybersecurity incident; and

producing a playbook for responding to the new cyber-
security incident, the playbook having one or more
prescriptive procedures, for responding to the new
cybersecurity incident, that are based on occurrences
of one or more prescriptive procedures previously
employed in response to previous cybersecurity inci-

cybersecurity incident;

the user of the security incident response platform
responding to the cybersecurity incident by initiating a
set of one or more prescriptive procedures that differs
from the set of the one or more prescriptive procedures
contained in the playbook; and

at the playbook generation system, recording the new

cybersecurity incident in the feature space and auto-
matically tying to the new cybersecurity incident the
one or more prescriptive procedures actually initiated
by the user in responding to the new cybersecurity
incident, thereby automatically altering subsequent rec-
ommendations of playbooks for responding to cyber-
security incidents having features similar or identical to
the set of features of the new cybersecurity incident.

20. A method in accordance with claim 19, wherein the set
of one or more prescriptive procedures actually initiated by
the user differs from the set of the one or more prescriptive
procedures contained in the playbook presented to the user
in that the one or more prescriptive procedures actually
initiated by the user are picked by the user from a playbook
different from the playbook presented to the user.

21. A method in accordance with claim 19, wherein the set
of one or more prescriptive procedures actually initiated by
the user differs from the set of the one or more prescriptive
procedures contained in the playbook presented to the user
in that the set of one or more prescriptive procedures
actually initiated by the user removes one or more of the
prescriptive procedures contained in the playbook presented
to the user.

22. A method in accordance with claim 19, wherein

the set of one or more prescriptive procedures actually

initiated by the user differs from the set of the one or
more prescriptive procedures contained in the playbook
presented to the user in that the set of one or more
prescriptive procedures actually initiated by the user
adds one or more additional prescriptive procedures;
and

the playbook generation system causes the one or more

additional prescriptive procedures to be flagged so that
the additional prescriptive procedures will always be
included in the subsequent recommendations of play-
books for responding to cybersecurity incidents having
features similar or identical to the set of features of the
new cybersecurity incident.

23. A computer-readable, non-transitory, tangible medium
comprising software that, when executed by a processor,
causes the processor to perform a method of responding to
cybersecurity incidents, comprising:

at a security incident response platform, registering a new

cybersecurity incident;

at a playbook generation system:

receiving details of the new cybersecurity incident from
the security incident response platform, at least some
of the details corresponding to a set of features of the
new cybersecurity incident; and

producing a playbook for responding to the new cyber-
security incident, the playbook having one or more
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prescriptive procedures, for responding to the new
cybersecurity incident, that are based on occurrences
of one or more prescriptive procedures previously
employed in response to previous cybersecurity inci-
dents recorded in a feature space having features
similar or identical to the set of features of the new
cybersecurity incident;
presenting to a user of the security incident response
platform the playbook containing a set of the one or
more prescriptive procedures for responding to the
cybersecurity incident;
permitting the user of the security incident response
platform to respond to the cybersecurity incident by
initiating a set of one or more prescriptive procedures
that differs from the set of the one or more prescriptive
procedures contained in the playbook; and
at the playbook generation system, recording the new
cybersecurity incident in the feature space and auto-
matically tying to the new cybersecurity incident the
one or more prescriptive procedures actually initiated
by the user in responding to the new cybersecurity
incident, thereby automatically altering subsequent rec-
ommendations of playbooks for responding to cyber-
security incidents having features similar or identical to
the set of features of the new cybersecurity incident.
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