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Aspects of the present disclosure relate to providing secure
access to resources of a private network. For example, a client
device may transmit a request identifying the protected
resource to an authentication server. The authentication
server queries a network address lookup table to identify a
network address of the protected resource based on the iden-
tifying information of the request. If the network address
denotes a network location that is not generally accessible,
the authentication server generates a resource record that
identifies a bastion host, a port, and a connection method for
accessing the protected resource. The resource record and the
network address may then be transmitted to the client device.
In response, the client device may use the information in the
resource record to establish a tunnel connection with the
bastion host, and the client device uses the tunnel connection
to access the protected resource via the bastion host.
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DISTRIBUTING OVERLAY NETWORK
INGRESS INFORMATION

BACKGROUND OF THE INVENTION

[0001] The present application is a divisional of U.S. patent
application Ser. No. 13/297,626, filed Nov. 16, 2011, the
disclosure of which is incorporated herein by reference.
[0002] A typical Virtual Private Network (“VPN™) con-
nects client devices to a particular tunnel end point within a
private or internal network and from this end point provides
general access to the resources available within that network.
For example, VPN networks typically provide a single tunnel
end point per client device. This end point may be configured
when the VPN connection is initially opened. Once the tunnel
between the internal network and the client device has been
successfully connected, the client device may access the
internal network’s resources (data, applications, etc.) a an
internal view of any split domain name server (“DNS”).
[0003] These VPN connections may be somewhat limited
in that they require the VPN to be connected prior to accessing
the resources or data hosted within the internal network. In
some examples, the user may experience various failures such
as when a DNS name resolution results in a negative result
(NXDOMALIN) because the name is not made known on that
side of the split DNS and the application reports “host
unreachable” or “service unavailable.” This may occur where
the DNS information has been cached but the resource is not
reachable prior to the VPN being up. Such failures may com-
monly require direct user intervention. In addition, the con-
figuration method may also significantly limit the granularity
of the security or require additional configuration by the
administrator of the internal network in order to limit reach-
ability after the client devices have sent and received infor-
mation by way of the tunnel. In other examples, where these
additional configurations have been achieved (for example,
by assigning different VPN users to different VLAN5s), these
configurations may be per client device or user rather than for
a specific application.

SUMMARY

[0004] Aspects of the disclosure relate generally to distrib-
uting network ingress information. More specifically, one
aspect of the disclosure describes a computer-implemented
method for accessing a protected resource of a first network.
The method includes transmitting, over a second network, a
request identifying the protected resource. A resource record
is received from an authentication server. The resource record
identifies a bastion host, a port, and a connection method. A
request is transmitted to the port based on the connection
method. A processor establishes a tunnel connection with the
bastion host. The protected resource is accessed via the tunnel
connection and the bastion host.

[0005] In one example, the first network is a private net-
work and the second network is a public network. In another
example, the authentication server is a DNS server that pro-
vides network addresses in response to queries from client
devices. In another example, the protected resource is
accessed without allowing access to another resource of the
private network. In another example, the first network
includes shared network space.

[0006] Another aspect of the disclosure provides a com-
puter-implemented method for providing a resource record
for reaching a protected resource of a first network. The
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method includes receiving, over a second network from a
client device, a request identifying the protected resource.
Memory is queried in order to identify a network address of
the protected resource. A processor determines whether the
protected resource is generally accessible based on the iden-
tified network address, wherein a resource is generally acces-
sible if it does not in shared address space. If the protected
resource is not generally accessible, reachability information
for the protected resource is identified. Additional is gener-
ated based on the reachability information. The additional
information and the network address are transmitted to the
client device.

[0007] Inoneexample, the additional information includes
a resource record identifying a computer, a port for the com-
puter, and a connection method. In this example, the connec-
tion method identifies a method the client device uses to
access the protected resource.

[0008] A further aspect of the disclosure provides a com-
puter-implemented method for accessing a publically avail-
able resource of a first, public network. The method includes
transmitting, over a second, private network, a request iden-
tifying the public resource. Information identifying a bastion
host, a port, and a connection method is received from an
authentication server. A processor generates a request to
access the public resource based on the connection method.
The request is transmitted to the port in order to establish a
tunnel connection between the bastion host and the public
resource. The public resource is accessed via the tunnel con-
nection and the bastion host. In one example, the authentica-
tion server is a DNS server that provides network addresses in
response to queries from client devices associated with net-
work locations within the first, private network. In another
example, the second network includes shared network space.
In another example, the method also includes, before trans-
mitting the additional information, encrypting the additional
information to obtain encrypted additional information, and
wherein transmitting the additional information includes
transmitting the encrypted additional information.

[0009] Still another aspect of the disclosure provides a
computer-implemented method for providing a resource
record for reaching a private resource of a first network. The
method includes receiving, over a second network from a
client device, a request identifying the public resource.
Memory is queried to identify a network address of the pro-
tected resource. A processor determines whether the pro-
tected resource is within the second network based on the
identified network address. If the protected resource is not
within the second network, reachability information for the
protected resource is identified. Additional data is generated
based on the reachability information. The additional infor-
mation and the network address is transmitted to the client
device.

[0010] Inoneexample, the additional information includes
a resource record identifying a computer, a port for the com-
puter, and a connection method. In another example, the
connection method identifies a method the client device uses
to access the protected resource. In another example, the first
network is a private network and the second network is a
public network.

[0011] Yetanother aspect of the disclosure provides a com-
puter. The computer includes memory storing network
addresses of resources and associated reachability informa-
tion. The computer also includes a processor coupled to the
memory. The processor is configured to receive, over a sec-
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ond network from a client device, a request identifying a
protected resource of a first network; querying the memory to
identify a network address of the protected resource; deter-
mine whether the protected resource is generally accessible
based on the identified network address, wherein aresource is
generally accessible if it does not in shared address space; if
the protected resource is not generally accessible, identify
from the memory reachability information for the protected
resource; generate additional information based on the reach-
ability information; and transmit the additional information
and the network address to the client device.

[0012] In one example, the processor is also configured to
generate the additional information that includes a resource
record identifying a computer, a port for the computer, and a
connection method. In this example, the connection method
identifies a method the client device uses to access the pro-
tected resource. In another example, the processor is also
configured to, before transmitting the additional information,
encrypt the additional information to obtain encrypted addi-
tional information, and wherein the processor is configured to
transmit the additional information by transmitting the
encrypted additional information.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] FIG.1 is a functional diagram of a system in accor-
dance with aspects of the disclosure.

[0014] FIG.21is apictorial diagram of the system of FIG. 1.
[0015] FIG. 3 is another diagram of the system of FIG. 1.

[0016] FIG. 4 is a further diagram of the system of FIG. 1.
[0017] FIG.5 is yet another diagram of the system of FIG.
1.

[0018] FIG. 6 is a further diagram of the system of FIG. 1.
[0019] FIG. 7 is a flow diagram in accordance with aspects

of the disclosure.

[0020] FIG. 8 is another pictorial diagram of a system in
accordance with aspects of the disclosure.

[0021] FIG. 9 is another flow diagram in accordance with
aspects of the disclosure.

DETAILED DESCRIPTION

[0022] In one example, a client device may transmit a
request including information identifying a protected
resource. An authentication server may then receive and
authenticate the request. The authentication server queries a
network address lookup table to identify a set of one or more
network addresses for the protected resource based on the
identifying information of the request. The authentication
server may determine whether the set of one or more network
addresses denotes a network location or locations that are
generally accessible. For each address of the set of one or
more networks addresses that is not generally accessible, the
authentication server identifies reachability information that
identifies a computer such as a bastion host, a port, and a
connection method for accessing the protected resource. The
reachability information may be used to generate a resource
record. The resource record or records and the set of one or
more network addresses may then be transmitted to the client
device.

[0023] The client device may receive the resource record or
records and the set of one or more network addresses. In
response, the client device may transmit a request to access
the protected resource based on the information of each of the
resource records. These requests may be received by other
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computers such as bastion hosts (identified in the resource
record) and verified. The bastion host and client device then
establish a tunnel connection (or multiple tunnel connections
depending upon), and the client device may use the tunnel
connection to access the protected resource via the bastion
host.

[0024] As shown in FIGS. 1-2, an exemplary system 100
may include computers 110,120, 130 and 140. Computer 110
may contain a processor 112, memory 114 and other compo-
nents typically present in general purpose computers.
Memory 114 of computer 110 may store information acces-
sible by processor 112, including instructions 116 that may be
executed by the processor 112.

[0025] Memory may also include data 118 that may be
retrieved, manipulated or stored by the processor. The
memory may be of any type capable of storing information
accessible by the processor, such as a hard-drive, memory
card, ROM, RAM, DVD, CD-ROM, write-capable, and read-
only memories.

[0026] The instructions 116 may be any set of instructions
to be executed directly (such as machine code) or indirectly
(such as scripts) by the processor. In that regard, the terms
“instructions,” “application,” “steps” and “programs” may be
used interchangeably herein. The instructions may be stored
in object code format for direct processing by the processor,
or in any other computer language including scripts or col-
lections of independent source code modules that are inter-
preted on demand or compiled in advance. Functions, meth-
ods and routines of the instructions are explained in more
detail below.

[0027] Data 118 may be retrieved, stored or modified by
processor 112 in accordance with the instructions 116. For
instance, although the system and method is not limited by
any particular data structure, the data may be stored in com-
puter registers, in a relational database as a table having a
plurality of different fields and records, or XML documents.
The data may also be formatted in any computer-readable
format such as, but not limited to, binary values, ASCII or
Unicode. Moreover, the data may comprise any information
sufficient to identify the relevant information, such as num-
bers, descriptive text, proprietary codes, pointers, references
to data stored in other memories (including other network
locations) or information that is used by a function to calcu-
late the relevant data.

[0028] The processor 112 may be any conventional proces-
sor, such as commercially available CPUs. Alternatively, the
processor may be a dedicated device such as an ASIC or other
hardware-based processor. Although FIG. 1 functionally
illustrates the processor, memory, and other elements of com-
puter 110 as being within the same block, it will be under-
stood by those of ordinary skill in the art that the processor,
computer, or memory may actually comprise multiple pro-
cessors, computers, or memories that may or may not be
stored within the same physical housing. For example,
memory may be a hard drive or other storage media located in
a housing different from that of computer 110. Accordingly,
references to a processor, computer, or memory will be under-
stood to include references to a collection of processors,
computers, or memories that may or may not operate in
parallel.

[0029] The computer 110 may be at one node of a network
150 and capable of directly and indirectly communicating
with other nodes of the network. For example, computer 110
may comprise a client device that is capable of communicat-

29 4¢



US 2014/0137267 Al

ing with other devices, such as a server 120 and bastion hosts
170, 180, 190 via network 150. In this regard, server 120 and
bastion hosts 170, 180, 190 may send information to and
receive information from client devices 110, 130, and 140.
[0030] Server 120 may also comprise a plurality of com-
puters, e.g., a load balanced server farm, that exchange infor-
mation with different nodes of a network for the purpose of
receiving, processing and transmitting data to the client
devices. In this instance, the client devices will typically still
be at different nodes of the network than any of the computers
comprising server 120.

[0031] Each of client devices 130, 140 may be configured
similarly to the client device 110, with a processor, memory,
instructions, and data (similar to processor 112, memory 114,
instructions 116, and data 118). Each client device 120, 130,
140 may be a personal computer, intended for use by a person
210-12, having all the components 119 normally found in a
personal computer such as a central processing unit (CPU),
display device (for example, a monitor having a screen, a
projector, atouch-screen, a small LCD screen, a television, or
another device such as an electrical device that is operable to
display information processed by the processor), CD-ROM,
hard-drive, user inputs (for example, a mouse, keyboard,
touch-screen or microphone), speakers, modem and/or net-
work interface device (telephone, cable or otherwise) and all
of'the components used for connecting these elements to one
another. Moreover, computers in accordance with the systems
and methods described herein may comprise any device
capable of processing instructions and transmitting data to
and from humans and other computers including general
purpose computers, PDAs, network computers lacking local
storage capability, set-top boxes for televisions, and other
networked devices.

[0032] Although the computers 110, 130, 140 may com-
prise a full-sized personal computer, the system and method
may also be used in connection with mobile devices capable
of wirelessly exchanging data with a server over a network
such as the Internet. By way of example only, client device
140 may be a wireless-enabled PDA, hand-held or in-car
navigation device, tablet PC, netbook, or a cellular phone
capable of obtaining information via the Internet. The user
may input information, for example, using a small keyboard,
a keypad, or a touch screen.

[0033] Similar to client devices 110, 140, and 130, com-
puter 120 may comprise a server including a processor 122,
memory 124, instructions 116, and data 118 as described
above. Server 120 may authenticate requests for information.
For example, the authentication server may be a DNS server.
In this example, data 118 may include an DNS or IP address
lookup table which maps associations between domain
names and IP addresses. In this regard, in response to receiv-
ing a request identifying a domain name, for example “www.
a.com,” from a client device 110, 130, or 140, DNS 120 may
provide the requesting node with a set of one or more IP
addresses. The IP addresses and network addresses used
herein are not limited to specific IP address families (such as
IPv4 or IPv6) and may be used with various protocols. As
described in more detail below, data 118 may also include
reachability information used to generate additional informa-
tion to be sent to client devices.

[0034] Bastion hosts 170, 180, and 190, may also be con-
figured similarly to DNS 120 and client devices 110, 130, and
140. For example, bastion host 180 may include a processor
182, memory 184, instructions 186, and data 188 as described
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above. Though not shown, bastion hosts 170 and 190 may
also include these features. Each bastion host may provide
access to one or more resources R1-R4. As shown in FIGS. 1
and 2, bastion host 170 may be associated with resource R-1,
bastion host 180 may be associated with resource R-2, and
bastion host 190 may be associated with resources R-3 and
R-4. As described in more detail below data 118 of bastion
host 180 may include verification information used by the
bastion host to allow or deny access to a resource such as
resources R1-R4 associated with a network 160.

[0035] Each of resources R1-R4 may be located at a differ-
ent node of network 160. For example, the IP address and port
for each of these resources may be distinct. It will be under-
stood that the same IP address may serve different resources
on different ports and that tunnel connections serving these
resources will be distinct. In order for the bastion host to
create distinct tunnel connection to the different resources,
the resources must be distinguishable at the network layer
(here, by address and port).

[0036] Resources R1-R4 may include various computer
programs, applications, data, etc. that are associated with
network 160. For example, R1 may include an application for
modeling financial information. R2 may include an email
server at which one or more email accounts may be accessed.
R3 may include a program or application for viewing, pre-
paring or editing documents while R4 may include some
memory for storage of the aforementioned documents.
[0037] The DNS 120, bastion hosts 190, 180, and 190, and
client devices 110, 130, 140 are capable of direct and indirect
communication, such as over network 150. Each of these
computers may be associated with a network location identi-
fied such as an IP address for a network location of the
Internet. Although only a few computers are depicted in
FIGS. 1-2, it should be appreciated that a typical system can
include a large number of connected computers, with each
different computer being at a different node of and associated
with a network location identifier for the network 150.
[0038] The networks 150, 160 and intervening nodes
described herein, may be interconnected using various pro-
tocols and systems, such that each may be part of the Internet,
World Wide Web, specific intranets, wide area networks, or
local networks. These may use standard communications pro-
tocols or those proprietary to one or more companies, Ether-
net, WiFi and HTTP, and various combinations of the fore-
going. For example, network 160 may be a private internet or
intranet for a business or other entity while network 150 may
be a public network such as the Internet. Private network 160
may therefore not be generally reachable by computers or
devices of network 150, as private network 160 may be in
shared address space as described in RFC 1918 or may be
otherwise isolated.

[0039] Although certain advantages are obtained when
information is transmitted or received as noted above, other
aspects of the system and method are not limited to any
particular manner of transmission of information. For
example, in some aspects, information may be sent via a
medium such as a disk, tape or CD-ROM. Yet further,
although some functions are indicated as taking place on a
single computer having a single processor, various aspects of
the system and method may be implemented by a plurality of
computers, for example, communicating information over
network 150.

[0040] In addition to the operations described below and
illustrated in the figures, various operations will now be
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described. It should also be understood that the following
operations do not have to be performed in the precise order
described below. Rather, various steps may be handled in a
different order or simultaneously. Steps may also be omitted
unless otherwise stated.

[0041] A user may want to access a resource maintained at
a private network. For example, as shown in FIG. 3, a user of
client device 110 may want to access a resource such as
resource R2 of private network 160 (see FIGS. 1 and 2).
Although resources R1-R4 may be available though network
150, these resources may be protected resources in that they
are not be accessed or utilized by the user of the client device
until the client device establishes a tunnel connection with the
appropriate bastion host as described below.

[0042] A client device may generate a request for the net-
work location of a resource maintained at a private network.
For example, a DNS client incorporated into the operating
system of the client device or a browser used by the user may
generate the request. The request may be generated according
to an authentication protocol such as a Secret Key Transaction
Authentication for DNS (“TSIG”) signed query for the A and
AAAA records as discussed in RFC 2845.

[0043] Inoneexample, the authentication server may com-
prise a plurality of geographically distributed servers. For
example, the authentication server receiving the query may
select the set of one or more servers to forward the request
based on one or more of the authenticated identify, the IP
address of the requesting client device, and the load on the
authentication servers.

[0044] The request may include information identifying a
resource and requesting the network location of the resource.
For example, as shown in FIG. 3, request 310 may identify
resource R-2 as “resource_r2.internal.corp.example.” For
example, if the request is transmitted using DNS, the client
device may utilize the following elements in a DNS query
tuple: <query name, type, class, server [Paddress>. In the
above example, the request may include <resource_r2.inter-
nal.corp.example, A, IN, IP address of the DNS server>,
where A is the resource record type of an IPv4 address and IN
is the Internet DNS class.

[0045] Although authentication is not necessary, the
authentication server may receive and authenticate the
request. For example, DNS 120 may be configured to authen-
ticate queries for resources at internal.corp.example using the
method described in RFC 2845.

[0046] The authentication server may determine whether
the resource identified in the request is with within a network
that is not generally reachable. For example, the DNS 120
may query the lookup table and identify an IP address for the
resource R-2. The server may then determine whether the
resource is generally reachable, for example based on
whether the identified IP address is within the RFC 1918
space. In another example, the reachability of a particular
network address may be included in the lookup table. If the
identified network location is generally reachable, the authen-
tication server may transmit the identified network location to
the requesting client device and the client device may use this
information to access the resource directly.

[0047] If the identified network location is not generally
reachable, the authentication server may also identify areach-
ability method for the identified network location and gener-
ate additional data (described in more detail below) to be
transmitted to the client device. For example each network
address that is not generally accessible may be associated

May 15,2014

with reachability information. This reachability information
may be included, for example, in the general DNS lookup
table, a second lookup table, or some other storage location.
For example, resource R-2 may be located within private
network 160 which may be in shared network space as
described above and thus, not generally reachable. In this
example, DNS 120 may identity a reachability method based
on information associated with the network location of the
resource R-2.

[0048] Once the network address and the reachability
method are identified, the authentication server may generate
additional data. For example, the additional data may define
the connectivity method for reaching the network address of
the resource identified in the request. The additional data may
be packaged into a resource record such as a private use
resource record, a URI in a URI resource record, or some
other resource record dedicated to the purpose of providing
the additional data. For a typical DNS resource record, the
data may include the name, type, class, TTL (time to live or
the length of time for which the information is valid), resource
record length, and resource record data. In one example, the
additional data may be appended to a the additional data
section ofthe reply to the original request and may include the
DNS name, port, and a tunnel connection method for the
resource. The additional data may also be secured using vari-
ous protocols such as TSIG, domain name security systems
extension, etc. or a combination of such protocols.

[0049] The authentication server may then transmit the
identified network address as well as the as the additional data
to the requesting client device. For example, the data provided
to the client device may include the initial request, the
response, and the additional data. As shown in FIG. 4, DNS
120 may transmit response 410 to client device 110.
Response 410 may include the original request 310, the
resource record, and the additional data identifying bastion
host 180, a port for the bastion host, and a connection method.
[0050] The identified connection method may include
instructions for gaining access to the resource identified in the
request. For example, the connection method may include
instructions to present authentication information such as a
certificate, a key, password, or other information to the iden-
tified port.

[0051] The client device may receive the response and use
the additional data to set up a connection. For example, if the
additional data has been encrypted, the client device may
decrypt the additional data in order to access the information
additional data identifying bastion host 180, the port for the
bastion host, and the connection method. As shown in FIG. 5,
client device 110 may then request to connect to resource R-2
via bastion host 180 by way of the connection method iden-
tified in the response 410. Bastion host 180 may verify the
request based on the connection method used by client device
110. If the request is not verified, the bastion host 180 may
deny the client device access to the resource R-2. If the
request is verified, the bastion host may establish connection
510 between the bastion host and the client device. In one
example, connection 510 may be a tunnel connection though
network 150.

[0052] Once the connection has been successfully estab-
lished, the client may use the connection to access the
resource. For example, the client device may use the overlay
network interface of the tunnel to establish an application
layer connection 610 to resource R-2 at scheme://resource_
R2.internal.corp.example, as shown in FIG. 6.
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[0053] FIG. 7 is an example flow diagram depicting some
of'the features of the process described above. For example, a
client device transmits a request including information iden-
tifying a protected resource at block 702. An authentication
server receives and authenticates the request as described
above. The authentication server then queries an IP address
lookup table to identify an IP address of the protected
resource based on the identifying information of the request
at block 708. The authentication server then determines
whether the IP address denotes a network location that is
generally accessible at block 708. If so, the authentication
server transmits the IP address back to the requesting client
device at block 710. The client device receives the IP address
at block 712. In this example, the resource is not actually a
protected resource, but may be accessed directly by the client
device by using the IP address received from the authentica-
tion server.

[0054] Returning to block 708, if the IP address is not
generally accessible, the authentication server identifies
reachability information at block 714. As described above,
the reachability information may identify a bastion host, a
port, and a connection method. The reachability information
is then used to generate a resource record including additional
data identifying the reachability information at block 716. As
noted above, the additional data portion of the resource record
may also be encrypted. Next, the resource record and the
identified IP address are transmitted to the client device at
block 718.

[0055] The client device then receives the resource record
and the IP address at block 720. If the additional data has been
encrypted, the client device may also decrypt the additional
data. The client device transmits a request to access the pro-
tected resource based on the information of the resource
record at block 722. This request is then received by the
bastion host (identified in the resource record) and verified at
block 724. The bastion host and client device then establish a
tunnel connection at blocks 726 and 728. The client device
then uses the tunnel connection to access the protected
resource via the tunnel connection and the bastion host that
permits access to the protected resource at blocks 730 and
732.

[0056] Inoneembodiment, auser operating a device within
a private network may want to access a publically available
resource, for example, some resource on a public network
such as the Internet. The public resource may be accessible on
the public network according to an typical or normal appli-
cation protocol used by devices accessing the public resource
via the public network. In this example, shown in FIG. 8, the
device 110P (configured similarly to client device 110) may
transmit a request 810 (similar to request 310) for the network
location of a public resource R-5 from a local DNS server
120P (configured similarly to DNS server 120). As this DNS
server would be accessible by the device within the private
network, the local DNS server may be located within the
private network.

[0057] In response, the server may identify a network
address, as described above. If the network address is located
in a publically accessible network space outside of the private
network (or not within the private network’s RPC 1918
space), the server may identify a reachability method and
generate additional data as described above. This additional
data may identify a bastion host, such as bastion host 880
(configured similarly to bastion host 180) through which the
user’s device may access the public resource. A response 820
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(similar to response 410) including a DNS resource record for
resource R-5 as well as the additional data may be transmitted
to device 110P. As noted above, the additional data may also
be encrypted by the DNS 120P and decrypted by the client
device 110P.

[0058] Theuser’s device may then transmit a request 830 to
bastion host 880 to access the public resource R-5. For
example, the client device may use authentication method
identified in the additional data to authenticate itself to the
bastion host as described above. Bastion host 880 may estab-
lish a tunnel connection 840 between the bastion host and the
device 110P. The bastion host may also access the public
resource according to the normal application protocol for the
public resource. The client device may use the tunnel connec-
tion to communicate with the bastion host and access the
public resource. In one example, the tunnel connection
between the client device and the bastion host may be a group
or groups of encapsulated application protocol packets. This
encapsulation may be removed, decrypted, or otherwise pro-
cessed by the bastion host in order to remove the encapsula-
tion before the packets are sent to the public resource over the
public network as the encapsulation would not be needed on
the public network. This may allow the client device to access
the public resource where the normal application protocol for
the public resource is not permitted within the private net-
work.

[0059] This arrangement for accessing public resources
from a private network location may be useful in various
situations. For example, it may be an alternate method for
provisioning instant messaging proxies, such as where instant
messaging proxies are required to be logged by regulatory or
other administrative requirements.

[0060] FIG. 9 is an example flow diagram depicting some
of'the features of the process described above. For example, a
client device at a network location associated with a private
network transmits a request including information identify-
ing a public resource at block 902. An authentication server,
also at a network location associated with the public network,
receives and authenticates the request as described above.
The authentication server then queries an IP address lookup
table to identify an IP address of the public resource based on
the identifying information of the request at block 908. The
authentication server then determines whether the IP address
denotes a network location that is within the private network
at block 908. If so, the authentication server transmits the IP
address back to the requesting client device at block 910. The
client device receives the IP address at block 912. In this
example, the resource is not actually a public resource, but a
resource accessible within the private network by the client
device by using the IP address received from the authentica-
tion server.

[0061] Returning to block 908, if the IP address is not
within the private network, the authentication server identi-
fies reachability information at block 914. As described
above, the reachability information may identify a bastion
host, a port, and a connection method. The reachability infor-
mation is then used to generate a resource record including
additional information identifying the reachability informa-
tion at block 916. As noted above, the additional data portion
of the resource record may also be encrypted. Next, the
resource record and the identified IP address are transmitted
to the client device at block 918.

[0062] The client device then receives the resource record
and the IP address at block 920. If the additional data is
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encrypted, the client device may decrypt the additional data.
The client device transmits a request to access the public
resource based on the information of the resource record at
block 922. This request is then received by the bastion host
(identified in the resource record) and verified at block 924.
The bastion host then establishes a tunnel connection with the
client device and accesses the public resource according to
the application protocol for the public resource at blocks 926
and 928. The client device then uses the tunnel connection
and the bastion host to access the public resource and the
bastion host that permits access to the public resource at
blocks 930 and 932.

[0063] As these and other variations and combinations of
the features discussed above can be utilized without departing
from the subject matter defined by the claims, the foregoing
description of the embodiments should be taken by way of
illustration rather than by way of limitation of the subject
matter defined by the claims. It will also be understood that
the provision of the examples described herein (as well as
clauses phrased as “such as,” “including” and the like) should
not be interpreted as limiting the invention to the specific
examples; rather, the examples are intended to illustrate only
one of many possible embodiments. Further, the same refer-
ence numbers in different drawings may identify the same or
similar elements.

1. A computer-implemented method for accessing a pub-
lically available resource of a first, public network, the
method comprising:

transmitting, over a second, private network, a request

identifying the public resource;

receiving, from an authentication server, information iden-

tifying a bastion host, a port, and a connection method;
generating, by a processor, a request to access the public
resource based on the connection method;

transmitting the request to the port in order to establish a

tunnel connection between the bastion host and the cli-
ent device; and

accessing the public resource via the tunnel connection

with the bastion host.
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2. The method of claim 1, wherein the authentication server
is a DNS server that provides network addresses in response
to queries from client devices associated with network loca-
tions within the first, private network.

3. The method of claim 1, wherein the second network
includes shared network space.

4. A computer-implemented method for providing a
resource record for reaching a private resource of a first net-
work, the method comprising:

receiving, over a second network from a client device, a

request identifying the public resource;

querying memory to identify a network address of the

protected resource;

determining, by a processor, whether the protected

resource is within the second network based on the iden-
tified network address;

if the protected resource is not within the second network,

identifying reachability information for the protected
resource;

generating additional information based on the reachabil-

ity information; and

transmitting the additional information and the network

address to the client device.

5. The method of claim 6, wherein the additional informa-
tion includes a resource record identifying a computer, a port
for the computer, and a connection method.

6. The method of claim 5, wherein the connection method
identifies a method the client device uses to access the pro-
tected resource.

7. The method of claim 4, wherein the first network is a
private network and the second network is a public network.

8. The method of claim 4, further comprising, before trans-
mitting the additional information, encrypting the additional
information to obtain encrypted additional information, and
wherein transmitting the additional information includes
transmitting the encrypted additional information.
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