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CLOUD BASED LOGGING SERVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 14/636,535, filed on Mar. 3, 2015, which
is a continuation of U.S. patent application Ser. No. 13/910,
968 filed on Jun. 5, 2013, now U.S. Pat. No. 9,049,173, both
of'which are hereby incorporated by reference in their entirety
for all purposes.

COPYRIGHT NOTICE

[0002] Contained herein is material that is subject to copy-
right protection. The copyright owner has no objection to the
facsimile reproduction of the patent disclosure by any person
as itappears in the Patent and Trademark Office patent files or
records, but otherwise reserves all rights to the copyright
whatsoever. Copyright© 2013-2015, Fortinet, Inc.

BACKGROUND

[0003] 1. Field

[0004] Embodiments of the present invention generally
relate to the field of computer networks. In particular, various
embodiments relate to methods and systems for accessing
cloud-based logging service without requiring user registra-
tion to simplify user access, for example.

[0005] 2. Description of the Related Art

[0006] Computer networks used by large business enter-
prises generally consist of a network of networks spread over
geographical regions ranging from different buildings to dif-
ferent continents. Each individual network may contain vari-
ous network appliances such as routers, switches, gateways,
firewalls, Wireless Access Points, and can also be considered
to include general purpose computing devices such as per-
sonal computers, PDA’s, laptops, printers, among others.
Among other functions, network appliances typically facili-
tate communication and exchange of content/information
among local general purpose computing devices and with
other remote general purpose computing devices that may be
spread over geographical regions.

[0007] Over time, individual users, Information Technol-
ogy (IT) professionals, and business enterprises have increas-
ingly utilized network solutions to increase capacity and effi-
ciency of their business processes. IT professionals and
business personnel have elected to use cloud-based services
to host their applications and access them through Internet.
With the number of users of cloud-based services increasing
by the day, the complexity of network solutions has also
increased and so has the threat to computing devices and
content stored/accessible therein. Accordingly, business
enterprises are increasingly looking towards safer and more
efficient network solutions that meet their data integration
and security needs.

[0008] In business enterprises, computer network activi-
ties, events and/or communications can be logged, analyzed
and reported by network analysis appliances. Such activities,
events and communications, include, but are not limited to,
the content of one or more packets, network status, quality of
service, security events, network threats, web content and
messaging data. Logs and/or reports can be generated by
existing network security gateway appliances that form part
of'a given network. Authorized users, such as network admin-
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istrators, can generate customized reports using the logs and
analyze the reports for further necessary and desired actions.
[0009] To make network analysis appliances more cost
effective, it would be useful to maintain event logs and/or
traffic logs within a cloud-based service. To make such a
cloud-based logging service more enticing, it would be useful
to automate the activation of the cloud-based logging service
by integrating the cloud-based logging service within the
graphical user interface of network security gateway appli-
ances.

SUMMARY

[0010] Methods and systems are provided for enabling effi-
cient user access to cloud-based logging service without
requiring user registration, thereby simplifying user access,
for example. According to one embodiment, access to a
cloud-based logging service is integrated within a network
security appliance by automatically configuring access set-
tings for the cloud-based logging service and providing a
basic level of service from the cloud-based logging service by
registering a user account for the network security appliance
with the cloud-based logging service. A traffic log or event
log is transparently created within the cloud-based logging
service by making use of the automatically configured access
settings and treating the cloud-based logging service as a
logging device. A request is received by the network security
appliance from an administrator of the network security
appliance to access data associated with the traffic log or the
event log. Responsive thereto and without requiring separate
registration of the administrator with the cloud-based logging
service, the data is transparently received by the network
security appliance from the cloud-based logging service and
is presented to the administrator via a graphical user interface
(GUI) of the network security appliance.

[0011] Other features of embodiments of the present dis-
closure will be apparent from accompanying drawings and
from detailed description that follows.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] In the Figures, similar components and/or features
may have the same reference label. Further, various compo-
nents of the same type may be distinguished by following the
reference label with a second label that distinguishes among
the similar components. If only the first reference label is used
in the specification, the description is applicable to any one of
the similar components having the same first reference label
irrespective of the second reference label.

[0013] FIG. 1 illustrates a cloud-based logging system in
accordance with an embodiment of the present invention.
[0014] FIG. 2 illustrates exemplary functional units of a
network security gateway appliance configured to facilitate
interactions with a cloud logging service in accordance with
an embodiment of the present invention.

[0015] FIG. 3 illustrates exemplary configuration screen of
graphical user interface (GUI) of a network security gateway
appliance in accordance with an embodiment of the present
invention.

[0016] FIG. 4 illustrates a system event log page of GUI of
a network security gateway appliance in accordance with an
embodiment of the present invention.

[0017] FIG. 5 illustrates a pop-up window of GUI of a
network security gateway in accordance with an embodiment
of the present invention.
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[0018] FIG. 6 is a flow diagram illustrating access to and
processing of cloud-based logging service in accordance with
an embodiment of the present invention.

[0019] FIG.7 is an exemplary computer system in which or
with which embodiments of the present invention may be
utilized.

DETAILED DESCRIPTION

[0020] Embodiments of the present invention generally
relate to methods and systems for enabling efficient user
access to cloud-based logging service without requiring user
registration, thereby simplifying user access, for example.
Embodiments of the present invention also relate to methods
and systems for providing cloud-based logging service to
users by integrating the cloud-based service within a network
security gateway appliance, thereby enabling the users to use
the cloud-based logging service by accessing the gateway
appliance. According to one embodiment, cloud-based log-
ging service can be accessed as an Application Programming
Interface (API) from network security gateway appliance,
without requiring user registration, which allows easy and
efficient access to log files, viewing of log files, and data
security to stored log files and generated reports. Embodi-
ments of the present invention also relates to methods and
systems used for multiple other purposes apart from allowing
access to cloud-based logging service without requiring user
registration including, but not limited to, reducing complexity
of network architecture, better and effective GUI representa-
tion, better accessibility of logging and allied services, and
minimizing distribution of data over network, among other
such purposes.

[0021] In the following description, numerous specific
details are set forth in order to provide a thorough understand-
ing of embodiments of the present invention. It will be appar-
ent to one skilled in the art that embodiments of the present
invention may be practiced without some of these specific
details.

[0022] Embodiments of the present invention include vari-
ous steps, which will be described below. The steps may be
performed by hardware components or may be embodied in
machine-executable instructions, which may be used to cause
a general-purpose or special-purpose processor programmed
with the instructions to perform the steps. Alternatively, steps
may be performed by a combination of hardware, software,
firmware and/or by human operators.

[0023] Embodiments of the present invention may be pro-
vided as a computer program product, which may include a
machine-readable storage medium tangibly embodying
thereon instructions, which may be used to program a com-
puter (or other electronic devices) to perform a process. The
machine-readable medium may include, but is not limited to,
fixed (hard) drives, magnetic tape, floppy diskettes, optical
disks, compact disc read-only memories (CD-ROMs), and
magneto-optical disks, semiconductor memories, such as
ROMs, PROMs, random access memories (RAMs), pro-
grammable read-only memories (PROMs), erasable PROMs
(EPROMs), electrically erasable PROMs (EEPROMs), flash
memory, magnetic or optical cards, or other type of media/
machine-readable medium suitable for storing electronic
instructions (e.g., computer programming code, such as soft-
ware or firmware).

[0024] Various methods described herein may be practiced
by combining one or more machine-readable storage media
containing the code according to the present invention with
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appropriate standard computer hardware to execute the code
contained therein. An apparatus for practicing various
embodiments of the present invention may involve one or
more computers (or one or more processors within a single
computer) and storage systems containing or having network
access to computer program(s) coded in accordance with
various methods described herein, and the method steps of the
invention could be accomplished by modules, routines, sub-
routines, or subparts of a computer program product.

[0025] If the specification states a component or feature
“may”, “can”, “could”, or “might” be included or have a
characteristic, that particular component or feature is not
required to be included or have the characteristic.

[0026] Although the present disclosure has been described
with the purpose of cloud-based logging service without user
registration, it should be appreciated that the same has been
done merely to illustrate the invention in an exemplary man-
ner and any other purpose or function for which the explained
structure or configuration can be used, is covered within the
scope o the present disclosure.

[0027] It should be appreciated that terms “cloud-based
logging service”, “cloud logging service”, and “cloud-based
service” indicate one or more logging services provided at a
cloud and accessible either directly or through an appropriate
network appliance, and hence these terms are used inter-
changeably in the present description without departing away
from the scope of the invention.

[0028] Embodiments of present disclosure and their advan-
tages can be understood by reference to FIG. 1. FIG. 1 illus-
trates exemplary network architecture 100 for a cloud-based
logging service in accordance with an embodiment of the
present invention. In the present example, architecture 100
showing access to cloud-based logging service includes a
simplified network environment of a typical business organi-
zation coupled to the cloud-based logging service 118 via a
network, such as the Internet 116. According to one embodi-
ment, network architecture 100, as illustrated in FIG. 1, com-
prises one or more computing devices such as laptop 1024,
PC 1025, Internet radio 102¢, and web terminal 1024, collec-
tively referred to as computing devices 102 hereinafter,
wherein the computing devices 102 are accessed by one or
more users for transaction of data. Computing devices 102
can be connected to each other over a local area network
(LAN) 104, which can further be connected to a router 106,
wherein the router 106 controls data packets entering and
leaving LAN 104.

[0029] According to one embodiment, router 106 is opera-
tively coupled with a network security gateway appliance
108, wherein the gateway appliance 108 can be configured to
integrate a range of security and monitoring technologies and
provide features such as, but not limited to firewall, IPS,
application control, threat monitoring, VPN, web content
filtering, and the like. According to another embodiment, a
syslog server 110 and a network analysis appliance 112 (also
interchangeably referred to as network system analysis appli-
ance 112 or network security analysis appliance 112) are
operatively coupled with network security gateway appliance
108, wherein syslog server 110 is configured to locally store
log data of a particular organization or a part thereof. Network
security analysis appliance 112, on the other hand, can be
controlled by network administrator 114 and be configured to
access logs, store logs, analyze logs, and periodically/on-
demand generate customized reports for the accessed logs.
Network security gateway appliance 108 can be connected to
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Internet 116. A cloud-based logging service 118 can be con-
nected to Internet 116 to receive network data from gateway
appliance 108 or other suitably configured means, and store
the data in the form of log files to enable authorized users of
one or more enterprises to access log files and generate
desired reports for taking appropriate measures. In addition,
logs can also be stored in any or a combination of memory of
network security gateway appliance 108, local hard disk of
computing devices 102, a separate SQL database, netlQ web
trends server, among other compatible options.

[0030] Cloud-based logging service 118 can be hosted on a
cloud server and is generally an optional service offered to a
user, such as network administrator 114. Such an optional
service may provide the enterprise employing network secu-
rity gateway appliance 108 with cost-advantages as it can
eliminate the requirement of other dedicated hardware, such
as network analysis appliance 112 and/or syslog server 110.
Furthermore, in some embodiment, cloud-based logging ser-
vice 118 may allow authorized users to access the service 118
from outside of the controlled network, thereby providing
users with additional flexibility to view log files and generate
reports of interest as long as they have Internet access.

[0031] According to one embodiment, network security
gateway appliance 108 enables access to cloud-based logging
service 118 by means of an interface 120 configured within a
graphical user interface (GUI) of network security gateway
appliance 108. Interface 120, also referred to as access to
cloud-based logging service 120, can be implemented as one
or more command line interface (CLI) commands, one or
more HyperText Transfer Protocol (HTTP) links, one or more
check boxes, one or more radio buttons, one or more drop
down lists, one or more text entry fields, one or more scrolled
list boxes, one or more menu bars, one or more widgets or any
combination of the foregoing or other conventional or future
human-computer interface mechanisms, including, but not
limited to text-based, graphics-based, gesture-controlled and
voice-controlled user interface mechanisms.

[0032] In one embodiment, when access is enabled to
cloud-based logging service 118, cloud-based logging ser-
vice 118 is treated by network security gateway appliance as
a logging device, thereby allowing transparent logging and
retrieval of log files having information regarding network
level activities, events and communications including, but are
not limited to, content of one or more packets, network status,
quality of service, security events, network threats, web con-
tent and messaging data. Architecture 100 therefore allows a
user to directly access cloud-based logging service 118 using
graphical interface 120 present on network security gateway
appliance 108 and request for desired log files and receive
requested files directly on the interface 120 of network secu-
rity gateway appliance 108.

[0033] According to one embodiment, an application pro-
gramming interface (API) of cloud-based logging service 118
is implemented within network security gateway appliance
108 and can be executed through access to cloud-based log-
ging service 120. As APIs of cloud-based logging service 118
can be integrated and implemented within network security
gateway appliance 108, registration of network security gate-
way appliance 108 itself obviates the need for user registra-
tion with the cloud-based logging service 118, thereby elimi-
nating any further need for user registration, authorization, or
account activation for accessing the cloud-based service 118
for viewing log files and generating reports.
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[0034] According to one embodiment, a user or network
administrator can access a graphical interface of network
security gateway appliance 108 through one or more comput-
ing devices 102 for extracting/viewing and analyzing log
files, checking data security, generating reports, and perform-
ing like functions by using access to cloud-based logging
service 120, which is configured on the interface of appliance
108. In one implementation, a user can send a request to
cloud-based logging service 118 from a computing device
102, wherein the request can be received at local area network
104 and then transmitted to router 106. Router 106 receives
the request and identifies computing device 102 from which
the request has been received and using access control/rout-
ing protocols, transmits the request further to network secu-
rity gateway appliance 108. Network security gateway appli-
ance 108 identifies that the received request is for cloud-based
logging service 118 and accordingly executes application
program interface (API) through access to cloud-based log-
ging service 120 for the received request and accesses service
118 to retrieve desired logs and/or reports. Retrieved log files
and/or reports can be outputted as response to received
request on graphical user interface of network security gate-
way appliance 108.

[0035] According to one embodiment, network security
gateway appliance 108 can include one or more processors
(not shown) for processing requests received by users for
particular services such as viewing log files, firewall configu-
ration and implementation, IPS, application control, VPN,
web content filtering configured to provide network security,
and other like serivces. Network appliance 108 can further be
configured to evaluate the extent of which the network under
consideration is secure from network threats, content threats,
and application-level threats. Network security gateway
appliance can further include a communication interface
device (not shown) for receiving requests from users/network
administrators and transmitting responses to received
requests back to the users/network administrators. Further,
network security gateway appliance 108 can include one or
more internal data storage devices or memory coupled to one
ormore processors that can store data processed and managed
by processors and network settings of network security gate-
way appliance 108. Memory of network security appliance
108 can further be configured to store log files retrieved from
cloud-based logging service 118.

[0036] It should be appreciated that architecture 100 of the
present invention is merely an exemplary illustration and only
for explanation of the proposed architecture. Any change in
configuration such as replacement of router 106 by an appro-
priate switch, hub, or any other gateway device is completely
within the scope of the present disclosure. Furthermore, sys-
log server 110 and network analysis appliance 112 can be
suitably incorporated, configured, or removed from a given
network architecture. Similarly, any addition of one or more
network appliances or change in architecture of the proposed
system is completely within the scope of the present inven-
tion. For instance, instead of a graphical interface 120 on
gateway appliance 108, a command line interface can also be
provided on the appliance 108 so as to access cloud-based
logging service 118 of the present invention.

[0037] Network security appliance 108 can include one or
more of gateways, network hardware appliances, application-
level threat detectors, or other such systems that allow enter-
prise-class protection against network, content, and applica-
tion-level threats, among allied functions. According to one
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embodiment, memory of network security gateway appliance
can store multiple modules, which when executed, can facili-
tate interaction with cloud-based logging service as have been
illustrated and described below in FIG. 2.

[0038] FIG. 2 illustrates exemplary functional units of a
network security gateway appliance 200 configured to facili-
tate interactions with a cloud-based logging service in accor-
dance with an embodiment of the present invention. Network
security gateway appliance 200, also referred to as network
appliance or network security appliance 200, comprises a
cloud-based logging service settings module 202, a cloud-
based logging service access module 204, and an output
module 206. According to one embodiment, cloud-based log-
ging service settings module 202, also referred to as settings
module 202 hereinafter, is configured to integrate cloud-
based logging service with network appliance 200, and cus-
tomize settings and configurations by means of which the
cloud-based logging service would be accessible to users/
network administrators through the network appliance 200.
Integrating and customizing settings for access to cloud-
based logging service on network security gateway appliance
200 allows a means to access cloud-based logging service on
interface/graphical user interface of network security gate-
way appliance 200. Cloud-based logging service settings
module 202 can further be configured to enable configuration
of settings for cloud-based logging service, wherein cloud-
based logging service can be provided to users based on set
configuration settings. Cloud-based logging service settings
module 202 can further enable storing of configured settings
for future reference and change in access policies.

[0039] According to one embodiment, settings module 202
further enables integration of cloud-based logging service
with network security gateway appliance 200 and implemen-
tation of an interface in the appliance 200 by means of a
button, link, tag, or any other accessible means, which when
clicked/executed enables a user to access cloud-based log-
ging service on the interface of network security gateway
appliance 200. According to another embodiment, an appli-
cation programming interface (API) of cloud-based logging
service can be implemented in network security gateway
appliance 200 as part of configuration of the cloud-based
logging service settings, wherein the interface/GUI of the
network security gateway appliance 200 enables invoking of
the APIupon receiving an appropriate request from a user for
access to network logging data.

[0040] According to one embodiment, cloud-based logging
service settings module 202 can be configured to customize
network security gateway appliance 200 so as to automati-
cally provide requested network logging data to user once a
request is given by the user through the interface built on the
appliance 200. According to another embodiment, cloud-
based logging service settings can be customized manually to
provide requested network logging data. Settings configured
for access to cloud-based logging service can include status
information indicating whether automatic cloud-based log-
ging service is enabled or disabled, format of network logging
data to be displayed, logging duration, security level settings,
access rights to other users, frequency of generating network
logging data for cloud-based logging services, among other
such setting parameters.

[0041] According to one embodiment, settings module 202
is configured such that cloud-based logging service is enabled
by default. In an instance, cloud-based logging service can be
enabled by default for devices that do not have a separate
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network security analysis appliance. According to another
embodiment, settings module 202 is configured such that
cloud-based logging service is disabled by default and inter-
face for access to cloud-based logging service is only pre-
sented/displayed on network security gateway appliance 200
when the cloud-based logging service is explicitly enabled by
a user using the settings module 202.

[0042] Accorinding to one embodiment, cloud-based log-
ging service access module 204 can be configured to receive
a request from a user for accessing cloud-based logging ser-
vice and fetching network logging data based on the received
request and parameters defined therein. Log request received
from a user can include multiple parameters such as devices
for which logged content is to be retrieved, preferred fields
presented in the log, duration for which the log is to be
retrieved, among other parameters. Based on the received
request, network appliance 200, through the cloud-based log-
ging service interface incorporated therein, accesses the
cloud-based logging service and retrieves relevant log files.
One or more APIs customized and integrated into network
appliance 200 by cloud-based logging service settings mod-
ule 202 can be used by appliance 200 to extract and present
the relevant log files.

[0043] According to one embodiment, upon receiving a
request for viewing network logging data using cloud-based
logging service from a user, one or more APIs integrating
network security gateway appliance 200 and cloud-based
logging service can be invoked and executed. Upon execution
of APIs for cloud-based logging service, data pertaining to
requested network logging data can be fetched from location
where network logging data is stored and presented to the user
in a desired report format. Network logging data fetched by
network security gateway appliance 200 can include real time
log files, downloaded files, schedules, network analysis, con-
figuration status, configuration history, antivirus status,
reports generated for log files, other requested files, among
such other content.

[0044] According to one embodiment, network security
gateway appliance 200 can include a command line interface
(CLI) for receiving request from a user for providing cloud-
based logging service. In such a case, request entered by the
user is in the form of commands, and cloud-based logging
service access module 204 receives such user entered com-
mands and invokes an appropriate API of cloud-based log-
ging service based on the received request and fetches net-
work logging data to fulfill the received request.

[0045] According to one embodiment, output module 206
can be configured to receive network logging data accessed
and fetched from cloud-based logging service, and present
the received network logging data in an accessible format for
further display to user on interface of network security gate-
way appliance 200. Network logging data, received by output
module 206 using cloud-based logging service access module
204, canbe in present in an unaligned and unmanaged format,
which can then be formatted in a desired and customizable
format by the output module 206 before presentation of the
final report/formatted data to user. Output module 206 can
also be configured to generate one or more reports for content
received from cloud-based logging service and transmit the
report(s) to user by means of the interface present on network
security gateway appliance 200.

[0046] Network security gateway appliance 200 can also
include memory 208 or a storage device that can store APIs
facilitating cloud-based logging service. Memory 208 can
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also be configured to store network logging data/reports
fetched by cloud-based logging service access module 204
for processing by output module 206. Memory 208 can fur-
ther be configured to store one or more settings defined by the
cloud-based logging service settings module 202. According
to one embodiment, memory 208 can include one or more of
alocal disk of network appliance 200, syslog server present as
local storage device within an organization, database present
ata remote location from network security gateway appliance
200 and operatively coupled via internet, network analysis
appliance, any other local storage device such as fixed (hard)
drives, magnetic tape, floppy diskettes, optical disks, compact
disc read-only memories (CD-ROMs), and magneto-optical
disks, semiconductor memories, such as ROMs, PROMs,
random access memories (RAMs), programmable read-only
memories (PROMs), erasable PROMs (EPROMs), electri-
cally erasable PROMs (EEPROMSs), flash memory, magnetic
or optical cards, and the like.

[0047] According to one embodiment, network security
gateway appliance 200 of the present disclosure is Fortigate
and cloud-based logging service is Forticloud, wherein an
interface is provided in the GUI of Fortigate, which enables
direct access to Forticloud without requiring a user to sepa-
rately register for Forticloud. Furthermore, Fortianalyzer
and/or Fortimanager act as network security analysis appli-
ance, wherein Fortianalyzer is operatively coupled with For-
tigate to store and analyze network logs. According to another
embodiment, with Forticloud being an independently exist-
ing service, a registered user who might not wish to go
through the Fortigate and the Forticloud interface imple-
mented therein, can also directly access Forticloud.

[0048] According to one embodiment, settings for cloud-
based logging service that facilitate implementation of the
service on network appliance 200 and enable access to the
service, can be integrated and configured within the network
security gateway appliance 200 by means of the clould-based
logging service settings module 202, wherein the service can
initially be enabled or disabled depending on the user/orga-
nizaion and their preferences. Registration of user for net-
work security gateway appliance can itself be sufficient for
accessing the cloud-based logging service and the user does
not need to undergo any other authentication or activation
procedure in order to access the cloud-based logging service.
User present at a remote location can first connect to network
security gateway appliance 200 and subsequently gain access
to graphical user interface of network security gateway appli-
ance. User can then select access to the cloud-based logging
service by selecting the relevant icon on the graphical user
interface of the network security gateway appliance and
accordingly send a request.

[0049] It should be appreciated that the present disclosure
allows integrating and customizing a cloud-based logging
service within a network security gateway appliance. By inte-
grating and customizing an API of the cloud-based logging
service within a network security appliance, a user can
directly access the cloud-based logging service through the
network security appliance. In embodiments of the present
invention, registration, login, authentication and/or activation
steps are not required to make immediate use of the cloud-
based logging service. As cloud-based logging service can be
accessed on graphical user interface of network security gate-
way appliance, any requirement of additional portals for
accessing cloud-based logging service can be eliminated,
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thereby eliminating need for remembering the URL or
domain names for accessing the cloud-based logging service.

[0050] FIG. 3 illustrates an exemplary configuration screen
300 of a graphical user interface (GUI) of a network security
gateway appliance showing log settings of different logging
services in accordance with an embodiment of the present
invention. Configuration screen 300 of graphical user inter-
face (GUI) of network security gateway appliance can
include one or more settings integrated and customized for
working of network security gateway appliance in a desired
manner. Settings can include one or more of system policies,
router settings, data transfer policies, firewall objects, UTM
security profiles, VPN, user and device details, WAN options,
WiFi controller settings, log and report settings, among other
settings. According to one embodiment, settings on configu-
ration screen 300 of graphical user interface of network secu-
rity gateway appliance can be displayed in the form of a
menu. Alternatively, any other desired format such as pop up
menu, pop down menu, scrolling, radio button, select button,
hyperlinks to new pages, among other such formats/styles can
also be used for enabling configuration of network security
appliance.

[0051] Logs and reports section shown on configuration
screen 300 of network appliance can include settings for
logging and reporting of network log data that is requested for
by one or more users. Settings defined for such logs and
reports can be used to control and manage one or more of
traffic log, event log, reporting, log configuration, monitor-
ing, among other attributes of network data logging. Accord-
ing to one embodiment, upon clicking on the log configura-
tion option, setting configurations for integrating and
configuring logging services can be displayed, wherein log-
ging services, in an exemplary embodiment, can include
cloud-based logging service and network analysis appliance
service, both of which enable logging of network data and
retreival of desired log data as and when requested by a user.
A network administrator or a user can select either cloud-
based logging service, or network analysis appliance service,
or both for enabling logging of network data. If the network
administrator selects cloud-based logging service (shown as
Forticloud in FIG. 3), an interface is displayed on the GUI of
security appliance, which, when executed, enables access to
log information stored in cloud-based logging service.

[0052] According to one embodiment, a configuration
option for making use of the cloud-based logging service can
be enabled by default and in case network administrator does
not wish to use the cloud-based logging service, the admin-
istrator can go to log settings option and disable the cloud-
based service.

[0053] FIG. 4 illustrates an exemplary configuration screen
400 showing system event log page of a graphical user inter-
face (GUI) of a network security gateway appliance in accor-
dance with an embodiment of the present invention. Accord-
ing to one embodiment, messages comprising important
notifications, alerts, and reminders can be displayed on con-
figuration screen 400 of system event log, wherein notifica-
tions, alerts and reminders can be generated based on events
invoked and executed by network security gateway appliance.
System event log comprises information such as, but not
limited to, date and time at which message received, level of
threat, access rights to access the message, message subject,
among other such information of interest to network admin-
istrator or key stakeholders.
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[0054] According to one embodiment, configuration screen
400 showing system event log can show logs from any of
cloud-based logging service, network analysis appliance, and
system event log, or a combination thereof based on the
settings defined by network administrator. In an embodiment,
messages from cloud-based logging service and from net-
work analysis appliance can be displayed on a single screen
with an attribute indicating the source of message. In an
alternative embodiment, messages from cloud-based logging
service and from network analysis appliance can be displayed
on different screens, wherein a menu can be configured to
enable selection of source of the messages to be displayed. As
illustrated in FIG. 4, configuration screen 400 shows the event
log page for cloud-based logging service, named as Forti-
Cloud in a pop down menu. Configuration screen 400 com-
prises of two messages, one with performance statistics
received at time 17:51:09 and another describing successful
logging in by an administrator from an IP address 172.18.7.1
received at time 17:51:01.

[0055] FIG. 5 illustrates an exemplary screen 500 showing
pop-up window from the graphical user interface of a network
security gateway appliance for enabling cloud-based logging
service in accordance with an embodiment of the present
invention. Screen 500 displays options for tools to be used for
logging and archiving of network data, wherein from the two
options of cloud-based logging service (Forticloud) and net-
work analysis appliance (FortiAnalyzer/Fortimanager),
when network administrator selects Forticloud, a pop up con-
firming activation of cloud-based logging service is pre-
sented, post which a user can view and manage network data
logs.

[0056] FIG. 6 is a flow diagram illustrating a method 600
for cloud-based logging service without requiring user regis-
tration in accordance with an embodiment of the present
invention. Method 600 can also provide cloud-based logging
service to user by integrating cloud-based service within a
network security gateway appliance, thereby enabling the
user to use the cloud-based logging service by accessing the
gateway appliance. Method 600 can also provide easy and
efficient access to log files, viewing of log files, and data
security to stored log files and generated reports. Method 600
of the present invention can also be used for multiple other
purposes apart from allowing access to cloud-based service
such as reducing complexity of network architecture, better
and effective GUI representation, better accessibility of log-
ging and allied services, and minimizing distribution of data
over network, among other such purposes.

[0057] Atblock 610, access to cloud-based logging service
is integrated within network security gateway appliance by
automatically configuring access settings for the cloud-based
logging service. Access settings can help configure param-
eters such as type of access, persmissions granted, time of
access, storage setting for retrieved logs, among other param-
eters that help define access mechanism. In an implementa-
tion, application programming interfaces (APIs) for cloud-
based logging service can be incorporated within the network
security gateway appliance, wherein the API of cloud-based
logging service can be accessed/called by means of a repre-
sentation, such as an icon, link, button or the like, presented
within a graphical user interface of the gateway appliance. By
configuring and integrating cloud-based logging service
within an interface of network security gateway appliance, a
user can view and access logs of cloud-based logging service
through the network security gateway appliance.
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[0058] As APIs of cloud-based logging service are inte-
grated and configured on interface of network security gate-
way appliance, cloud-based logging service can be invoked
and executed directly, without requiring any user authentica-
tion or logging for using cloud-based logging service. User
registration, once done for network security gateway appli-
ance can itself suffice the need for accessing cloud-based
logging service on interface of network security gateway
appliance, thereby reducing authentication and simplifying
the logging access process.

[0059] At block 620, traffic log or event log for a network,
within which the network security gateway appliance resides,
can be transparently created within cloud-based logging ser-
vice. Using automatically configured access settings and
treating cloud-based logging service as the logging device,
network security gateway appliance can enable creation of
network traffic log and system event log for the network at the
cloud-based logging service. Network security gateway
appliance can be configured to access one or more computing
devices present in the residing network and gather incoming
and outgoing data for creating network logging data and
system event log for the cloud-based logging service.

[0060] In an embodiment, network logging data includes
real time log files, downloaded files, network content sent or
received by computing devices, schedules, network analysis
data, configuration status data, configuration history, antivi-
rus status, reports generated based on log files, among other
information to be logged. In an embodiment, network secu-
rity gateway appliance can access and create network logging
data and system event log automatically. In an alternative
embodiment, network security gateway appliance can access
and create network logging data and system event log manu-
ally.

[0061] At block 630, a request from user to access data
associated with traffic log or event log can be received by
network security gateway appliance, wherein the request, in
an embodiment, can be received at the interface of the net-
work security gateway appliance. The request can include
parameters such as devices for which logs are to be retrieved,
content to the retrieved from logs, duration for which the logs
are to be retrieved, among other desired parameters. When a
user requests access of network logging data from cloud-
based logging service, the request can be in the form of
selection the cloud-based logging service on the interface of
the network security gateway appliance.

[0062] At block 640, responsive to the request received
from user and parameters defined therein, network security
gateway appliance can transparently retrieve network data
from the cloud-based logging service. In implementation,
upon receiving the request from the user for network logging
data and system event log, the network security gateway
appliance can access and invoke APIs of the cloud-based
logging service, wherein the invoked APIs of cloud-based
logging service can be executed by network security gateway
appliance to identify and fetch requested network logging
data and system event log.

[0063] At block 650, log data retrieved from cloud-based
logging service can be processed, customized, formatted, and
presented in the form of a report or log data on the graphical
user interface of the network security gateway appliance.
According to one embodiment, network data can be retrieved
from cloud-based logging service in run-time. According to
another embodiment, identified and fetched network logging
data and system event logs can be represented in one or more
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predefined formats and then presented on interface of net-
work security gateway appliance.

[0064] According to one embodiment, network logging
data and generated reports can be stored in memory of net-
work security gateway appliance and can also be downloaded
by users at a future date. In another embodiment, network
logging data and generated reports can be sent to a defined
e-mail address on a periodic or on-demand basis.

[0065] The present method allows integrating and custom-
izing cloud-based logging service on network security gate-
way appliance. By integrating and customizing APIs of
cloud-based logging service on network security appliance,
user can directly use network security gateway appliance for
access to cloud-based logging service. The proposed method
only requires registration for network security gateway appli-
ance, thereby eliminating the need for registration, login,
authentication, or activation steps to access the cloud-based
logging service. As cloud-based logging service can be
accessed on graphical user interface of network security gate-
way appliance, any requirement of additional portals for
accessing cloud-based logging service can be eliminated,
thereby negating the need for remembering the URL or
domain names for accessing the cloud-based logging service.

[0066] FIG.7 is an example of a computer system 700 with
which embodiments of the present disclosure may be utilized.
Computer system 700 may represent or form a part of a
network device (e.g., network security gate appliance 108,
syslog server 110 or network analysis appliance), a server, an
administrative console or computer system or a client work-
station.

[0067] Embodiments ofthe present disclosure include vari-
ous steps, which have been described above. A variety of
these steps may be performed by hardware components or
may be tangibly embodied on a computer-readable storage
medium in the form of machine-executable instructions,
which may be used to cause a general-purpose or special-
purpose processor programmed with instructions to perform
these steps. Alternatively, the steps may be performed by a
combination of hardware, software, and/or firmware.

[0068] As shown, computer system 700 includes a bus 730,
a processor 705, communication port 710, a main memory
715, aremovable storage media 740, a read only memory 720
and a mass storage 725. A person skilled in the art will
appreciate that computer system 700 may include more than
one processor and communication ports.

[0069] Examples of processor 705 include, but are not lim-
ited to, an Intel® Xeon® or Itanium® processor(s), or
AMD® Opteron® or Athlon MP® processor(s), Motorola®
lines of processors, FortiSOC™ system on a chip processors
or other future processors. Processor 705 may include various
modules associated with messaging security gateway 200 as
described with reference to FIG. 2. For example, processor
705 may include one or more of mail reception module 202,
domain name validation module 204, validity update module
206 and send/discard module 208.

[0070] Communication port 710 can be any of an RS-232
port for use with a modem based dialup connection, a 10/100
Ethernet port, a Gigabit or 10 Gigabit port using copper or
fiber, a serial port, a parallel port, or other existing or future
ports. Communication port 710 may be chosen depending on
a network, such a Local Area Network (LAN), Wide Area
Network (WAN), or any network to which computer system
700 connects.
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[0071] Memory 715 can be Random Access Memory
(RAM), or any other dynamic storage device commonly
known in the art. Read only memory 720 can be any static
storage device(s) such as, but not limited to, a Programmable
Read Only Memory (PROM) chips for storing static infor-
mation such as start-up or BIOS instructions for processor
705.
[0072] Mass storage 725 may be any current or future mass
storage solution, which can be used to store information
and/or instructions. Exemplary mass storage solutions
include, but are not limited to, Parallel Advanced Technology
Attachment (PATA) or Serial Advanced Technology Attach-
ment (SATA) hard disk drives or solid-state drives (internal or
external, e.g., having Universal Serial Bus (USB) and/or
Firewire interfaces), such as those available from Seagate
(e.g., the Seagate Barracuda 7200 family) or Hitachi (e.g., the
Hitachi Deskstar 7K1000), one or more optical discs, Redun-
dant Array of Independent Disks (RAID) storage, such as an
array of disks (e.g., SATA arrays), available from various
vendors including Dot Hill Systems Corp., LaCie, Nexsan
Technologies, Inc. and Enhance Technology, Inc.
[0073] Bus 730 communicatively couples processor(s) 705
with the other memory, storage and communication blocks.
Bus 730 can be, such as a Peripheral Component Interconnect
(PCI)/PCI Extended (PCI-X) bus, Small Computer System
Interface (SCSI), USB or the like, for connecting expansion
cards, drives and other subsystems as well as other buses,
such a front side bus (FSB), which connects processor 705 to
system memory.
[0074] Optionally, operator and administrative interfaces,
such as a display, keyboard, and a cursor control device, may
also be coupled to bus 730 to support direct operator interac-
tion with computer system 700. Other operator and adminis-
trative interfaces can be provided through network connec-
tions connected through communication port 710.
[0075] Removable storage media 740 can be any kind of
external hard-drives, floppy drives, IOMEGA® Zip Drives,
Compact Disc-Read Only Memory (CD-ROM), Compact
Disc-Re-Writable (CD-RW), Digital Video Disk-Read Only
Memory (DVD-ROM).
[0076] Components described above are meant only to
exemplify various possibilities. In no way should the afore-
mentioned exemplary computer system limit the scope of the
present disclosure.
[0077] While embodiments of the present invention have
been illustrated and described, it will be clear that the inven-
tion is not limited to these embodiments only. Numerous
modifications, changes, variations, substitutions, and equiva-
lents will be apparent to those skilled in the art, without
departing from the spirit and scope of the invention, as
described in the claims.
What is claimed is:
1. A network security appliance comprising:
one or more processors; and
one or more internal data storage devices operatively
coupled to the one or more processors and having stored
therein:
acloud-based logging service settings module including
instructions, which when executed by the one or more
processors, facilitate accessibility to a cloud-based
logging service by an administrator of the network
security appliance via a graphical user interface
(GUI) presented by the network security appliance by
integrating and customizing the cloud-based logging
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service within the network security appliance, includ-
ing registering a user account for the network security
appliance with the cloud-based logging service;
a cloud-based logging service access module, providing
a basic level of access to the cloud-based logging
service without requiring separate registration of the
administrator with the cloud-based logging service,
the cloud-based logging service including instruc-
tions, which when executed by the one or more pro-
cessors:
receive, via the GUI, a request to access the cloud-
based logging service from the administrator;

responsive to the request, cause one or more logs
created by the network security appliance contain-
ing information regarding events or traffic
observed by the network security appliance within
a network protected by the network security appli-
ance to be retrieved from the cloud-based logging
service; and

an output module, including instructions, which when
executed by the one or more processors:
receive the retrieved one or more logs at the network

security appliance; and
display the retrieved one or more logs to the admin-
istrator via the GUI.

2. The network security appliance of claim 1, wherein the
cloud-based logging service is invoked by the network secu-
rity appliance through an application programming interface
(API) of the cloud-based logging service, wherein the API is
implemented within the network security appliance.

3. The network security appliance of claim 1, wherein the
network security appliance is configured to provide and mea-
sure an extent of security of the network against network
threats, content threats and application-level threats.

4. The network security appliance of claim 3, wherein the
network security appliance is in a form of one or more of a
gateway, an application-level threat detector, a firewall, an
Intrusion Prevention System (IPS), an application delivery
controller, a Virtual Private Network (VPN) appliance and a
web content filtering appliance.

5. The network security appliance of claim 1, wherein the
cloud-based logging service settings module is configured to
disable access to the cloud-based logging service by default.

6. The network security appliance of claim 1, wherein the
cloud-based logging service settings module is configured to
enable access to the cloud-based logging service by default.

7. A method comprising:

integrating access to a cloud-based logging service within

anetwork security appliance by automatically configur-
ing access settings for the cloud-based logging service
and providing a basic level of service from the cloud-
based logging service by registering a user account for
the network security appliance with the cloud-based
logging service;

transparently creating within the cloud-based logging ser-

vice, by the network security appliance, a traffic log or
an event log for a network in which the network security
appliance resides by making use of the automatically
configured access settings and treating the cloud-based
logging service as a logging device;

receiving, by the network security appliance, a request

from an administrator of the network security appliance

to access data associated with the traffic log or the event
log;

Mar. 3, 2016

responsive to the request and without requiring separate
registration of the administrator with the cloud-based
logging service, transparently retrieving, by the network
security appliance, the data from the cloud-based log-
ging service and presenting the data to the administrator
via a graphical user interface (GUI) of the network secu-
rity appliance.

8. The method of claim 7, wherein the cloud-based logging
service is invoked by the network security appliance via an
application programming interface (API) of the cloud-based
logging service, wherein the API is implemented within the
network security appliance.

9. The method of claim 7, wherein the network security
appliance is configured to provide and measure an extent of
security of the network against network threats, content
threats and application-level threats.

10. The method of claim 9, wherein the network security
appliance comprises one or more of a gateway, an applica-
tion-level threat detector, a firewall, an Intrusion Prevention
System (IPS), an application delivery controller, a Virtual
Private Network (VPN) appliance and a web content filtering
appliance.

11. The method of claim 7, further comprising when the
network security appliance does not have a local hard disk,
enabling, by default, the cloud-based logging service for stor-
age of the traffic log or the event log.

12. The method of claim 11, further comprising when the
cloud-based logging service is enabled by default, prompting
the administrator to register with the cloud-based logging
service to obtain an enhanced level of services from the
cloud-based logging service.

13. The method claim 8, further comprising when the net-
work security appliance includes a local hard disk, disabling,
by default, the cloud-based logging service for storage of the
traffic log or the event log.

14. A non-transitory computer-readable storage medium
embodying a set of instructions, which when executed by one
or more processors of a network security appliance, cause the
one or more processors to perform a method comprising:

facilitating access, by the network security appliance, to a

basic level of service from a cloud-based logging service
by (i) automatically configuring access settings associ-
ated with the cloud-based logging service to which
access has been integrated within the network security
appliance and (ii) registering a user account for the net-
work security appliance with the cloud-based logging
service;

treating, by the network security appliance, the cloud-

based logging service as a logging device by storing
within a traffic log or an event log within the cloud-based
logging service one or more of (i) information regarding
observed traffic within a network in which the network
security appliance resides and (i) information regarding
observed events within the network;

receiving, by the network security appliance from an

administrator of the network security appliance, a
request to access data associated with the traffic log or
the event log; and

responsive to the request, transparently retrieving, by the

network security appliance, the data from the cloud-
based logging service and presenting the data to the
administrator via a graphical user interface (GUI) of the
network security appliance.
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15. The non-transitory computer-readable storage medium
of claim 14, wherein the cloud-based logging service is
invoked by the network security appliance via an application
programming interface (API) of the cloud-based logging ser-
vice, wherein the API is implemented within the network
security appliance.

16. The non-transitory computer-readable storage medium
of claim 14, wherein the network security appliance is con-
figured to provide and measure an extent of security of the
network against one or more of network threats, content
threats and application-level threats.

17. The non-transitory computer-readable storage medium
of claim 16, wherein the network security appliance com-
prises one or more of a gateway, an application-level threat
detector, a firewall, an Intrusion Prevention System (IPS), an
application delivery controller, a Virtual Private Network
(VPN) appliance and a web content filtering appliance.
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18. The non-transitory computer-readable storage medium
of claim 14, wherein the method further comprises:

when the network security apppliance does not have alocal

hard disk, enabling, by default, the cloud-based logging
service as a destination for storage of the traffic log or the
event log; and

when the network security appliance includes a local hard

disk, disabling, by default, the cloud-based logging ser-
vice as the destination for storage of the traffic log or the
event log.

19. The non-transitory computer-readable storage medium
of claim 18, wherin the method further comprises when the
cloud-based logging service is enabled by default, prompting
the administrator to register with the cloud-based logging
service to obtain an enhanced level of services from the
cloud-based logging service.
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