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on the user equipment node . The application and the settings 
configuration information is communicated to the user 
equipment node ( 120 ) for installation of the application and 
configuration of the permissions that are to be granted to the 
application during operation . 
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METHODS AND APPARATUS FOR section are not prior art to the claims in this application and 
CONTROLLING PERMISSIONS TO BE are not admitted to be prior art by inclusion in this section . 

GRANTED TO APPLICATIONS ON USER 
EQUIPMENT RESPONSIVE TO USER SUMMARY 

PRIVACY PROFILES 
It may therefore be an object to address at least some of 

CROSS REFERENCE TO RELATED the above mentioned disadvantages and / or to provide 
APPLICATION ( S ) improved control over the configuration and operation of 

applications on user equipment nodes . 
This application is a 35 U . S . C . $ 371 National Phase 10 One embodiment is directed to a method by at least one 

Entry Application from PCT / IB2012 / 001679 , filed Aug . 30 , network node of an application control system for control 
2012 , the disclosure of which is incorporated by reference . ling operation of applications on user equipment nodes . The 

method includes receiving user information that identifies a 
TECHNICAL FIELD user of the user equipment node and application information 

that identifies an application that the user has selected for 
The present disclosure relates to communication networks installation on the user equipment node . A user profile is 

and , more particularly , to controlling the distribution and retrieved from among a plurality of user profiles in a user 
operation of applications on user equipment nodes . profile repository using the user information to identify the 

20 user profile . The user profile indicates the user ' s preferences 
BACKGROUND for restricting access by applications to resources of the user 

equipment node . An application profile is retrieved from 
Increasingly , users install a wide range of applications among a plurality of application profiles in an application 

( also commonly referred to as " apps ” ) on a wide range of profile repository using the application information to iden 
hardware platforms . For example , users install applications 25 tify the application profile . The application profile indicates 
on cellular telephones — sometimes called “ smart phones ” — resources of the user equipment node that the application 
for literally thousands of purposes . Such applications may will access during operation . Settings configuration infor 
be downloaded from a “ marketplace ” or “ application store , " mation is generated responsive to the user profile and the 
which may be configured as a single organization , typically application profile , and indicates what permissions are to be 
managed by a cellular telephone service provider or device 30 granted to the application while operating on the user 
manufacturer . Accordingly , a cellular telephone provider is equipment node . The application and the settings configu 
able to serve applications ( both free and paid ) to a captive ration information is communicated through a data network 
audience of cellular subscribers . Other device types ( TVs , to the user equipment node for installation of the application 
etc . ) may be similarly managed to receive applications from and configuration of the permissions that are to be granted 

35 to the application during operation . a single source . 
The downloading process typically involves a user open A potential advantage of this approach is that a user can 

define various security , privacy , and other criteria prefer ing the marketplace application and entering a key word that ences for restricting access by applications to resources , is to be used to search for a desired application . Alterna such as personal data , contact information , hardware com tively , the user may select among buttons representing 8 40 ponents , and / or other applications that are part of and / or are categories of applications , such as “ games ” or “ featured . ” In accessible through the user equipment node . The user profile either case , the user is presented with a listing of applica can be defined without being restricted for use with any one tions from which to choose . particular application , but instead can be used for any This system is problematic for many reasons . Once application that will be installed on the user equipment node . 
installed , an application can access or attempt to access any 45 The user profile can then be used whenever an application in 
or all resources that are available on or through the user installed on the user equipment node to automate configure 
equipment . For example , an application may access the the application ' s settings so that the application operates in 
user ' s private contact information , determine the user ' s a manner that is acceptable to the user . Moreover , configu 
location , track the user ' s typing or data entering into other ration of the application settings in this manner may be 
applications , and share information or seek information with 50 performed using a more exhaustive level of analysis than 
others through one or more network connections ( e . g . , may be possible by a user who may know far less informa 
cellular , WiFi , etc . ) provided by the user equipment . Some tion as to the effect of various application settings on the 
operating systems attempt to regulate what rights an appli - resources that will be accessed by a particular application 
cation is granted , by querying the user for such permissions during operation . 
when the application is granted . However , some users may 55 Another embodiment is directed to a method by a user 
not adequately consider such queries when responding , or equipment node for controlling operation of applications on 
may not understand the possible unacceptable consequences the user equipment node . The method includes receiving an 
of providing permission for an application to have various application from at least one network node through a data 
resource rights . For these and other reasons , the present network . Settings configuration information is received from 
processes for finding , installing , and controlling applications 60 the at least one network node . The settings configuration 
on user equipment nodes continues to be unreasonably information indicates what permissions are to be granted to 
burdensome to some users and can fail to sufficiently safe - the application while operating on the user equipment node . 
guard users ' interests . The application is installed on the user equipment node to 

The approaches described in this section could be pur enable a user to initiate operation of the application through 
sued , but are not necessarily approaches that have been 65 a user interface of the user equipment node . Permission 
previously conceived or pursued . Therefore , unless other settings are configured for the application , responsive to the 
wise indicated herein , the approaches described in this settings configuration information , that restrict what 
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resources of the user equipment node the application will be FIG . 5 is a data flow diagram illustrating example opera 
allowed to access during operation . tions and methods for generating updated user settings and 

Another embodiment is directed to at least one network reconfiguring application settings responsive to the updated 
node that controls operation of applications on a user user settings , according to some embodiments ; 
equipment node . The at least one network node includes a 5 FIGS . 6 - 12 are flowcharts of operations and methods 
user profile repository , an application profile repository , and performed by one or more network nodes of an application 
an application installation and settings controller . The user control system to control operation of an application on a 
profile repository stores a plurality of user profiles , where user equipment node , according to some embodiments ; 
each of the user profiles indicates a user ' s preferences for FIGS . 13 - 14 are flowcharts of operations and methods restricting access by applications to resources of a user 10 performed by a user equipment node to configure permission equipment node . The application profile repository stores a settings of an application , according to some embodiments ; plurality of application profiles , where each of the applica and tion profiles indicates resources of a user equipment node FIG . 15 is a block diagram of an example network node that an application will access during operation . The appli 
cation installation and settings controller receives user infor - 15 " 15 in an application control system , which is configured to 
mation that identifies a user of a user equipment node and operate according to some embodiments . pa 
application information that identifies an application that the DETAILED DESCRIPTION user has selected for installation on the user equipment node . 
The application installation and settings controller retrieves 
one of the user profiles from among the plurality of user 20 20 The invention will now be described more fully herein 
profiles stored at the user profile repository using the user after with reference to the accompanying drawings , in which 
information to identify the user profile , and retrieves one of embodiments of the invention are shown . This invention 
the application profiles from among the plurality of appli may , however , be embodied in many different forms and 
cation profiles stored at the application profile repository should not be construed as limited to the embodiments set 
using the application information to identify the application 25 forth herein . 
profile . The application installation and settings controller FIG . 1 is a block diagram of an application control system 
generates settings configuration information , responsive to 100 that is configured to operate according to some embodi 
the user profile and the application profile , that indicates ments . The application control system 100 can communicate 
what permissions are to be granted to the application while with user equipment nodes 120 via a data network 150 ( e . g . , 
operating on the user equipment node . The controller com - 30 wide area network ) and a wired and / or radio access network 
municates the application and the settings configuration 152 . The application control system 100 can contain infor 
information through a data network to the user equipment mation that indicates a user ' s preferences for privacy , secu 
node for installation of the application and configuration of rity , and / or other user defined criteria , and can assist a user 
the permissions that are to be granted to the application with selecting applications that satisfy those known user 
during operation . 35 preferences . The system 100 can also download an applica 

Other methods and apparatuses according to embodi - tion to the user equipment node 120 and can automatically 
ments of the invention will be or become apparent to one configure the settings of the application to restrict the 
with skill in the art upon review of the following drawings operation of the application on the user equipment node 120 
and detailed description . It is intended that all such addi - in ways that satisfy the known privacy , security , and / or other 
tional methods and apparatuses be included within this 40 defined preferences of the user . 
description , be within the scope of the present invention , and The application control system 100 can include an appli 
be protected by the accompanying claims . Moreover , it is cation query controller 108 that determines what resources 
intended that all embodiments disclosed herein can be will be used by various applications during their operation 
implemented separately or combined in any way and / or on a user equipment node , and may further identify particu 
combination . 45 lar privacy and security problems that can occur during their 

operation . The application query controller 108 can generate 
BRIEF DESCRIPTION OF THE DRAWINGS an application profile for each of the applications , where the 

application profile indicates resources of a user equipment 
The accompanying drawings , which are included to pro - node that the application will access during operation . The 

vide a further understanding of the disclosure and are 50 application profiles can be stored in an application profile 
incorporated in and constitute a part of this application , repository 104 . The application query controller 108 may 
illustrate certain non - limiting embodiment ( s ) of the inven - identify , for example , what resource rights an application 
tion . In the drawings : needs in order to perform various identified modes of 

FIG . 1 is a block diagram of an application control system operation of the application , and may further identify 
that is configured to operate according to some embodi - 55 resource rights that the application may seek but which are 
ments ; needed only for information collection and not for an 

FIG . 2 is a data flow diagram illustrating example opera - operational mode that is provided to the user ( e . g . , back 
tions and methods for registering applications to generate ground tracking of feature utilization for communication to 
application profiles , according to some embodiments ; an application developer without knowledge of the user ) . 

FIG . 3 is a data flow diagram illustrating example opera - 60 Resources of the user equipment node 120 can include , but 
tions and methods for generating user profiles , according to are not limited to , personal data of the user , contact infor 
some embodiments ; mation ( e . g . , phonebook , email addresses , etc . ) , hardware 

FIG . 4 is a data flow diagram illustrating example opera components ( e . g . , network interface ( s ) , camera , GPS / geo 
tions and methods for identifying applications , installing graphic location determining module ) , speaker device , 
applications , and configuring application settings responsive 65 microphone device , display device , etc . ) , and / or other appli 
to a user profile and an application profile , according to cations that are part of and / or are accessible through the user 
some embodiments ; equipment node . 
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The application control system 100 may provide a secure The application query controller 108 may copy the ana 
application store 110 , which may be provided via a website lyzed applications from the independent application store 
and may show some or all of the same applications as an 110 to the secure application store 160 . The secure applica 
independent application store 160 . Applications in the tion store 160 may therefore contain the same applications 
secure application store have been examined to determine 5 as the independent application store 110 , when those appli 
their resource needs and privacy / security risks during their cations have been analyzed . Alternatively , the application 
operation , and application profiles have been generated for query controller 108 may create reference pointers to appli 
each of the applications and stored in the application profile cations that have been analyzed in the independent applica repository 104 . In contrast , an independent application store tion store 110 and store the reference pointers in the secure 160 , which can be networked through the data network 150 10 application store 160 , which will allow a user to browse to the application control system 100 , can contain applica applications listed in the secure application store 110 and tions that may not have been examined to identify their select an application that is to be downloaded , using the resource needs and privacy / security risks , and for which associated reference pointer , from the independent applica associated application profiles may have not been generated 
and stored in the application profile repository 104 . User ' s 15 ton v 104 User ' s 15 tion store 110 to the user equipment node . 
may choose to download applications from either the secure The application control system 100 can know a user ' s 
application store 110 or the independent application store preferences for what privacy and security related informa 
160 , however users may be charged a higher price for tion and resources can be accessible to applications during 
applications downloaded from the secure application store operation on the user equipment node . The system 100 can 
110 because of the added value of the application analysis 20 generate a user profile which defines those preferences , and 
that has been performed and the automated configuration of may query the user through a question and answer message 
application settings that will be described in more detail dialogue about what resources , information , and other pri 
below . vacy and security related operations are considered by the 

A user may , for example , browse applications through the user to be acceptable during operation of an application on 
secure application store 110 to view privacy and security 25 the user equipment node . 
ratings and information associated with the various appli FIG . 3 is a data flow diagram illustrating example opera 
cations that have been examined , and to further view pricing tions and methods for generating user profiles , according to of the applications . The secure application store 110 may some embodiments . The application control system 100 can 
warn a user about applications that are known to operate in include include an application installation and settings controller a malicious or generally privacy invasive manner ( e . g . , uses 30 102 . A user can operate the user equipment node 120 to log the camera and / or microphone of the user equipment node into the user ' s account and initiate registration ( block 300 ) without informing the user and / or without obtaining user of a user application profile . The controller 102 can generate permission ) . A user may choose to purchase an application ( block 302 ) user profile information that indicates the user ' s through the secure application store 110 instead of the 
independent application store 160 because of the ability to 35 pre 5 preferences for restricting access by applications to 
automatically configured settings of a purchased application resources of the user equipment node 120 . The controller 
using the criteria that the user has defined in the user ' s 102 can store ( block 304 ) the user profile information in the 
profile . Moreover , applications that are listed by , or obtain - user profile repository 106 associated with an identifier for 
able through , the secure application store 110 may be the user ' s account . The user profile repository 106 can store 
guaranteed to be free of malware and unwanted privacy 40 a plurality of user profiles , where each of the user profiles 
breaching operations , and may be operationally compatible indicates a user ' s preferences for restricting access by appli 
for use under the criteria that the user has defined in the cations to resources of the user equipment node 120 . 
user ' s profile . The user profile information may be obtained by gener 

FIG . 2 is a data flow diagram that illustrates example ating question prompts to the user and receiving responsive 
operations and methods for registering applications to gen - 45 answers from the user through the data network 150 and the 
erate application profiles , according to some embodiments . user equipment node 120 operated by the user . The questions 
During an application registration process ( blocks 200 and may be defined to gauge the level of acceptability to the user 
202 ) , the application query controller 108 can analyze if an application accesses defined types of information 
applications in the secure application store 160 , and may and / or applications ( e . g . , contact information , address infor 
further analyze applications in the independent application 50 mation , geographic location information , user activity track 
store 110 , to generate ( block 206 ) information that charac - ing , tracking information input to or output from the appli 
terizes what resources each application will access ( e . g . , to cation and / or other applications , etc . ) , if an application 
receive information from , send information to , and / or accesses defined types of hardware resources of a user 
execute using ) during operation on the user equipment node equipment node ( e . g . , cellular network interfaces , wired 
120 . The application query controller 108 stores ( block 204 ) 55 network interfaces , Bluetooth network interfaces , near field 
information characterizing the application in the application communication interfaces , and / or wireless local area net 
profile repository 104 . The application profile repository 104 work interfaces to allow communication by the network 
can store a plurality of application profiles , where each of n ode outside the user equipment node , positioning modules 
the application profiles indicates resources of the user equip - such as GPS , removable memory module , etc . ) . 
ment node 120 that an application will access during opera - 60 The user may be able to choose from among a plurality of 
tion . sets of defined user profile information that are typically 

Analysis of the applications may or may not be fully determined to be acceptable to users , or the user may be 
automated without human intervention . It is contemplated provided with a default set of user profile information that 
that in some embodiments , personnel of a security service the user can modify in various manners to increase / decrease 
provider will review applications to identify their resource 65 various privacy / security / other constraints on applications . 
preferences / requirements , and will generate at least a por - FIG . 4 is a data flow diagram illustrating example opera 
tion of the application profiles for the analyzed applications . tions and methods for identifying applications , installing 
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applications , and configuring application settings responsive be granted to the application while operating on the user 
to a user profile and an application profile , according to equipment node 120 . The controller 102 communicates 
some embodiments . ( block 414 ) the application and the settings configuration 

A user generates ( block 400 ) an application query that information through the data network 150 to the user equip 
identifies the user and at least one keyword that is to be 5 ment node 120 . 
searched to identify candidate applications for the user to The application profile may indicate a plurality of modes 
download to the user equipment node 120 . The application of operation of the application , where each of the modes of 
query controller 108 receives the query and retrieves ( block operation having a different group of resources that the 
402 ) one of the user profiles from among the plurality of user application will access . The controller 102 can select among 
profiles stored at the user profile repository 106 using the 10 the modes of operation of the application indicated by the 
user information to identify the user profile . The user profile application profile , responsive to the user ' s preferences 
indicates the user ' s preferences for restricting access by indicated by the user profile , and can generate the settings 
applications to resources of the user equipment node 120 . configuration information to indicate that a selected mode of 
The application query controller 108 uses the user profile operation having a corresponding group of resources is 
and application profiles in the application profile repository 15 permitted to be granted to the application while operating on 
104 to identify ( block 404 ) applications that satisfy criteria the user equipment node 120 . When the controller 102 
defined by the user ' s profile . determines that none of the modes of operation of the 

The application query controller 108 may use the user application indicated by the application profile satisfy the 
profile to select between searching for applications within user ' s preferences indicated by the user profile , it can 
the secure application store 110 , which can contain appli - 20 communicate a message through the data network 150 to the 
cations that have corresponding application profiles stored in user equipment node 120 informing the user that none of the 
the application profile repository 104 , and the independent modes of operation of the application indicated by the 
application store 160 , which can contain applications that do application profile satisfy the user ' s preferences indicated by 
not have corresponding application profiles stored in the the user profile in response to the determination . 
application profile repository 104 . 25 The user equipment node 120 receives ( block 416 ) the 

The application query controller 108 identifies ( block application and the settings configuration information , 
404 ) to the user equipment node 120 which applications installs the application to enable user initiated operation of 
satisfy criteria defined by the user ' s profile and which the application through a user interface of the user equip 
further satisfy conditions of the user ' s query ( e . g . , user ment node 120 , and configures permission settings for the 
defined search keywords , categories , etc . ) . The application 30 application that restrict what resources of the user equipment 
query controller 108 can also warn the user when an node 120 the application will be allowed to access during 
application has one or more operational modes that have operation , responsive to the settings configuration informa 
privacy and / or security issues that may be undesirable to a tion . 
user . The application query controller 108 can also warn the Accordingly , the application settings can be automatically 
user when the application will be constrained , by settings 35 configured by the user equipment node 120 , without needing 
configurations which meet the user profile criteria , to one or input from the user during such configuration , by using the 
more operational modes that provide less than full function settings configuration information which is generated by the 
ality and / or which provide reduced functionality operational application installation and settings controller 102 . A user 
modes . can therefore define various security , privacy , and / or other 

For example , the application profile can indicate a plu - 40 criteria when defining the user profile , and the user profile 
rality of modes of operation of the application , where each can then be used whenever installing an application on the 
of the modes of operation has a different group of resources user equipment node to automate configuration of the appli 
that the application will access during operation . The appli c ation settings so that the application operates in a manner 
cation query controller 108 can identify which , if any , of the that is acceptable to the user , as defined by the user profile 
operational modes satisfy the criteria defined by the user ' s 45 criteria . Moreover , configuration of the application settings 
profile , and can warn the user of which operational modes in this manner may be performed using a more exhaustive 
will be allowed and / or which operational modes will not be level of analysis than may be possible by a user who may 
allowed when the application settings are configured pursu know far less information as to the effect of various appli 
ant to the criteria defined by the user ' s profile . cation settings on the resources that will be accessed by a 

The user generates ( block 406 ) an application request , via 50 particular application during operation . 
the user equipment node 120 . The controller 102 receives When the user modifies any of the criteria that are defined 
the user information that identifies the user of the user by the user profile , the application installation and settings 
equipment node ( 120 ) and application information that controller 102 can reconfigure the settings of any application 
identifies the application that the user has selected for that has been installed on the user equipment node 120 so 
installation on the user equipment node 120 . The application 55 that the applications operate with compliance with the 
is obtained ( block 408 ) from the secure application store 110 updated user profile . FIG . 5 is a data flow diagram illustrat 
or the independent application store 160 ( e . g . , depending ing example operations and methods for generating updated 
upon the user ' s profile ) . The user profile is retrieved ( block user settings and reconfiguring application settings respon 
410 ) from among the plurality of user profiles in the user sive to the updated user settings , according to some embodi 
profile repository 106 using the user information to identify 60 ments . 
the user profile . The application profile is retrieved ( block The user operates the user equipment node 120 to modify 
410 ) from among a plurality of application profiles in the block 500 ) the defined preferences for controlling privacy 
application profile repository 104 using the application and security of information that can be accessible to appli 
information to identify the application profile . Settings con - cations during operation on the user equipment node 120 , 
figuration information is generated ( block 412 ) responsive to 65 and communicate the modified criteria to the application 
the user profile and the application profile , where the settings installation and settings controller 102 . The controller 102 
configuration information indicates what permissions are to receives ( block 502 ) the updated privacy and security pref 
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erences information , from the user through the data network In one embodiment , the application profile indicates a 
150 , and generates ( block 502 ) an updated user profile plurality of modes of operation of the application , where 
responsive to the updated privacy and security preferences each of the modes of operation has a different group of 
information . The updated user profile is stored ( block 504 ) resources that the application will access . For example , the 
in the user profile repository 106 associated with the iden - 5 application profile may indicate first , second , and third 
tifier for the user . modes of operation by the application , where the first mode 

The controller 102 generates ( block 508 ) updated settings of operation of the application provides more functionality 
configuration information , responsive to the updated user than the second and third modes of operation of the appli 
profile and the application profile , and communicates ( block cation , and where the first mode of operation of the appli 
510 ) the updated settings configuration information through cation uses a first group of the resources that is a superset 
the data network 150 to the user equipment node 120 . The that includes second and third groups of the resources used , 
user equipment node 120 responds thereto by reconfiguring respectively , by the second and third modes of operation of 
( block 512 ) the application settings permissions that are the application . 
granted to the application during operation on the user 16 Referring to FIG . 8 , generation of the settings configu 
equipment node 120 . The system 100 and the user equip - ration information can include selecting ( block 800 ) among 
ment node 120 may communicate through a secure com the modes of operation of the application indicated by the 
munication channel using , for example , Extensible Markup application profile , responsive to the user ' s preferences 
Language ( XML ) . indicated by the user profile , and can further include gen 
Further Example Operations and Methods 20 erating ( block 802 ) the settings configuration information to 

FIGS . 6 - 12 are flowcharts of operations and methods indicate that a selected mode of operation which uses a 
performed by one or more network nodes ( e . g . , the appli - corresponding group of resources is permitted to be granted 
cation installation and settings controller 102 and the appli - to the application while operating on the user equipment 
cation query controller 108 of the application control system node 120 . 
100 ) to control operation of an application on a user equip - 25 Generation of the settings configuration information can 
ment node ( e . g . , the application equipment node 120 ) further include indicating that a non - selected one or more 
according to some embodiments . modes of operation using a correspond one or more groups 

Referring to FIG . 6 , user information is received ( block of resources are not permitted to be granted to the applica 
600 ) by the network node that identifies a user of the user tion while operating on the user equipment node 120 . 
equipment node 120 and application information that iden - 30 Referring to FIG . 9 , the system 100 can inform a user 
tifies an application that the user has selected for installation when no applications satisfy the criteria defined by the user 
on the user equipment node 120 . The network node retrieves profile . The method and operation can include determining 
( block 602 ) a user profile from among a plurality of user ( block 900 ) that none of the modes of operation of the 
profiles in the user profile repository 106 using the user application indicated by the application profile satisfy the 
information to identify the user profile . The user profile 35 user ' s preferences indicated by the user profile , and com 
indicates the user ' s preferences for restricting access by municating ( block 902 ) a message through the data network 
applications to resources of the user equipment node 120 . 150 to the user equipment node 120 informing the user that 
The network node retrieves ( block 604 ) an application none of the modes of operation of the application indicated 
profile from among a plurality of application profiles in the by the application profile satisfy the user ' s preferences 
application profile repository 104 using the application 40 indicated by the user profile in response to the determina 
information to identify the application profile . The applica tion . 
tion profile indicates resources of the user equipment node Some further embodiments are directed to various ways 
120 that the application will access during operation . The that the user profile can be created , and how later changes to 
network node generates ( block 606 ) settings configuration the user ' s profile can cause updated settings configuration 
information , responsive to the user profile and the applica - 45 information to be generated and communicated to the user 
tion profile , that indicates what permissions are to be granted equipment node for use in reconfiguring the settings of the 
to the application while operating on the user equipment corresponding application that installed on the user equip 
node 120 . The network node communicates ( block 608 ) the ment node . 
application and the settings configuration information Referring to FIG . 10 , privacy and security preferences 
through a data network 150 to the user equipment node 120 50 information is received ( block 1000 ) from the user through 
for installation of the application and configuration of the the data network 150 , and which indicates the user ' s pref 
permissions that are to be granted to the application during erences for controlling privacy and security of information 
operation . that can be accessible to applications during operation on the 

Referring to FIG . 7 , the user equipment node 120 receives user equipment node 120 . The user profile is generated 
( block 700 ) the application and the settings configuration 55 ( block 1002 ) responsive to the privacy and security prefer 
information , and installs ( block 702 ) the application to ences information from the user . The user profile is stored 
enable user initiated operation of the application through a ( block 1004 ) in the user profile repository 106 associated 
user interface of the user equipment node 120 . The user with an identifier for the user . 
equipment node 120 configures ( block 704 ) permission In a further embodiment , the privacy and security pref 
settings for the application that restrict what resources of the 60 erences information can be received ( block 1000 ) responsive 
user equipment node 120 the application will be allowed to to the user logging into a subscriber account and initiating 
access during operation , responsive to the settings configu - generation of the user profile , which can then initiate opera 
ration information . tions for obtaining the privacy and security preferences 
Some further embodiments are directed to various types information from the user by generation of question prompts 

of information that can be communicated through an appli - 65 that are sent to the user , and responsive answers that are 
cation profile , and to defining how that information can be received from the user through the data network 150 and the 
used to control settings of the corresponding application . user equipment node 120 operated by the user . 
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Referring to FIG . 11 , updated privacy and security pref user has selected for installation on the user equipment node 
erences information is received ( block 1100 ) from the user 120 , is communicated ( block 1402 ) to the at least one 
through the data network 150 , that indicates changes in the network node 100 . 
user ' s preferences for controlling privacy and security of Example User Equipment Node 
information that can be accessible to applications during 5 The user equipment node can be any type of electronic 
operation on the user equipment node 120 . An updated user device that can receive applications from a network node via 
profile is generated ( block 1102 ) responsive to the updated a data network , and can control operation of the application 
privacy and security preferences information . The updated on the user equipment node . User equipment nodes can 
user profile is stored ( block 1104 ) in the user profile reposi include , but are not limited to , fixed / mobile / transportable 
tory 106 associated with the identifier for the user . Updated " ted 10 terminals ( e . g . , smart phones and tablet computers ) , televi 
settings configuration information is generated ( block 1106 ) sions , gaming consoles , and desktop computers . 

Referring again to FIG . 1 , the example user equipment responsive to the updated user profile and the application node 120 includes a processor circuit 122 , memory circuitry / profile . The updated settings configuration information is devices 124 , and one or more network interfaces 134 . The communicated ( block 1108 ) through the data network 150 to O 15 one or more network interfaces 134 can include a cellular the user equipment node 120 to cause the user equipment transceiver 136 , a wired network interface 138 , a wireless 
node 120 to reconfigure the permissions ( application set - local area network transceiver 140 . a Bluetooth transceiver 
tings ) that are to be granted to the application during 140 , and / or a near field communication transceiver 140 . 
operation . The processor circuit 122 may include one or more data 

Some further embodiments are directed to operations and 20 processing circuits , such as a general purpose and / or special 
methods for controlling the application query controller 108 purpose processor ( e . g . , microprocessor and / or digital signal 
to select between querying the independent application store processor ) . The processor circuit 122 is configured to 
160 and the secure application store 110 depending upon the execute computer program instructions from functional 
user ' s profile . Referring to FIG . 12 , an application query is modules in the memory devices 124 , described below as a 
received ( block 1200 ) that identifies at least one keyword 25 computer readable medium , to perform some or all of the 
that is to be searched to identify candidate applications for operations and methods that are described above for one or 
the user to download to the user equipment node 120 . more of the embodiments disclosed herein , such as the 
Responsive to the user profile , a selection ( block 1202 ) is embodiments of FIGS . 1 - 14 . The functional modules can 
made between searching for the candidate applications include an application installation module 126 , an applica 
within the secure application store 110 , which contains 30 tion settings module 130 , applications 128 , and user data 
applications that have corresponding application profiles 132 . 
stored in the application profile repository ( 104 ) , and the The application installation module 126 is configured to 
independent application store 160 , which contains applica - install an application , which is received via the one or more 
tions that do not have corresponding application profiles network interfaces 134 , for operation on the user equipment 
stored in the application profile repository 104 . The candi - 35 node 120 ( e . g . , execution by the processor 122 ) . The appli 
date applications are identified ( block 1204 ) responsive to cation settings module 130 configures permission settings 
the at least one keyword and residing in the selected one of for the application that restrict what resources of the user 
the secure application store and the independent application equipment node 120 the application will be allowed to 
store . The candidate applications are communicated ( block access during operation , responsive to the settings configu 
1206 ) to the user equipment node 120 . 40 ration information . The applications 128 may include one or 
Some further embodiments are directed to corresponding more applications that are downloaded from the secure 

operations and methods by a user equipment node 120 to application store 110 and / or the independent application 
control operation of applications on a user equipment node store 160 . The user data 132 may include , for example , 
120 . Referring to FIG . 13 , an application is received ( block contact information ( e . g . phonebook ) , application data , and 
1300 ) from at least one network node 100 through a data 45 other information items that may be treated as resources 
network 150 . Settings configuration information is received who ' s access privileges by particular ones of the applica 
( block 1302 ) from the at least one network node 100 , where tions is controlled by the settings configuration information 
the settings configuration information indicates what per - received from the system 100 with the corresponding appli 
missions are to be granted to the application while operating cations . 
on the user equipment node 120 . The application is installed 50 The user equipment node 120 may include a user input 
( block 1304 ) to enable user initiated operation of the appli - interface 142 , display device 144 , a speaker 146 , and / or a 
cation through a user interface of the user equipment node microphone 148 , one or more of which may be treated as 
120 . The permission settings are configured ( 1306 ) for the resources who ' s access privileges by particular ones of the 
application , responsive to the settings configuration infor - applications is controlled by the settings configuration infor 
mation , to restrict what resources of the user equipment node 55 mation received from the system 100 with the corresponding 
120 the application will be allowed to access during opera - applications . 
tion . Example Network Node : 

Although some embodiments are described above in FIG . 15 is a block diagram of an example network node 
which the user profile is stored at a network node ( e . g . the 1500 , which may be used for the application installation in 
user profile repository 106 ) , in another embodiment the user 60 settings controller 102 , the application query controller 108 , 
profile is stored on the user equipment node 120 . Referring the application profile repository 104 , the user profile reposi 
to FIG . 14 , the operations and methods include retrieving tory 106 , the secure application store 110 , and / or the inde 
( block 1400 ) a user profile that is stored at the user equip - pendent application store 160 . The network node 1500 can 
ment node 120 . The user profile indicates the user ' s prefer - include one or more network interfaces 1530 , processor 
ences for restricting access by applications to resources of 65 circuitry 1510 , and memory circuitry / devices 1520 that 
the user equipment node 120 . The user profile and applica - contain functional modules 1522 . The processor circuitry 
tion information , which identifies the application that the 1510 may include one or more data processing circuits , such 
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as a general purpose and / or special purpose processor ( e . g . , and / or other programmable data processing circuit to pro 
microprocessor and / or digital signal processor ) . The proces duce a machine , such that the instructions , which execute via 
sor circuitry 1510 is configured to execute computer pro - the processor of the computer and / or other programmable 
gram instructions from the functional modules 1522 in the data processing apparatus , transform and control transistors , 
memory circuitry / devices 1520 , described below as a com - 5 values stored in memory locations , and other hardware 
puter readable medium , to perform some or all of the components within such circuitry to implement the func 
operations and methods that are described above for one or tions / acts specified in the block diagrams and / or flowchart 
more of the embodiments disclosed herein , such as the block or blocks , and thereby create means ( functionality ) 
embodiments of FIGS . 1 - 14 . and / or structure for implementing the functions / acts speci 

Further Definitions and Embodiments : 10 fied in the block diagrams and / or flowchart block ( s ) . 
In the above - description of various embodiments of the These computer program instructions may also be stored 

present invention , it is to be understood that the terminology in a tangible computer - readable medium that can direct a 
used herein is for the purpose of describing particular computer or other programmable data processing apparatus 
embodiments only and is not intended to be limiting of the to function in a particular manner , such that the instructions 
invention . Unless otherwise defined , all terms ( including 15 stored in the computer - readable medium produce an article 
technical and scientific terms ) used herein have the same of manufacture including instructions which implement the 
meaning as commonly understood by one of ordinary skill functions / acts specified in the block diagrams and / or flow 
in the art to which this invention belongs . It will be further chart block or blocks . 
understood that terms , such as those defined in commonly tangible , non - transitory computer - readable medium 
used dictionaries , should be interpreted as having a meaning 20 may include an electronic , magnetic , optical , electromag 
that is consistent with their meaning in the context of this netic , or semiconductor data storage system , apparatus , or 
specification and the relevant art and will not be interpreted device . More specific examples of the non - transitory com 
in an idealized or overly formal sense expressly so defined puter - readable medium would include the following : a por 
herein . table computer diskette , a random access memory ( RAM ) 

When an element is referred to as being " connected ” , 25 circuit , a read - only memory ( ROM ) circuit , an erasable 
" coupled ” , “ responsive ” , or variants thereof to another ele - programmable read - only memory ( EPROM or Flash 
ment , it can be directly connected , coupled , or responsive to memory ) circuit , a portable compact disc read - only memory 
the other element or intervening elements may be present . In ( CD - ROM ) , and a portable digital video disc read - only 
contrast , when an element is referred to as being " directly memory ( DVD / BlueRay ) . 
connected ” , “ directly coupled ” , “ directly responsive ” , or 30 The computer program instructions may also be loaded 
variants thereof to another element , there are no intervening onto a computer and / or other programmable data processing 
elements present . Like numbers refer to like elements apparatus to cause a series of operational steps to be per 
throughout . Furthermore , " coupled ” , “ connected ” , “ respon - formed on the computer and / or other programmable appa 
sive ” , or variants thereof as used herein may include wire ratus to produce a computer - implemented process such that 
lessly coupled , connected , or responsive . As used herein , the 35 the instructions which execute on the computer or other 
singular forms " a " , " an ” and “ the ” are intended to include programmable apparatus provide steps for implementing the 
the plural forms as well , unless the context clearly indicates functions / acts specified in the block diagrams and / or flow 
otherwise . Well - known functions or constructions may not chart block or blocks . Accordingly , embodiments of the 
be described in detail for brevity and / or clarity . The term present invention may be embodied in hardware and / or in 
" and / or ” or “ / ” includes any and all combinations of one or 40 software ( including firmware , resident software , micro 
more of the associated listed items . code , etc . ) that runs on a processor such as a digital signal 
As used herein , the terms " comprise " , " comprising ” , processor , which may collectively be referred to as “ cir 

" comprises ” , “ include ” , “ including ” , “ includes ” , “ have ” , cuitry , ” “ a module ” or variants thereof . 
" has ” , “ having ” , or variants thereof are open - ended , and It should also be noted that in some alternate implemen 
include one or more stated features , integers , elements , 45 tations , the functions / acts noted in the blocks may occur out 
steps , components or functions but does not preclude the of the order noted in the flowcharts . For example , two blocks 
presence or addition of one or more other features , integers , shown in succession may in fact be executed substantially 
elements , steps , components , functions or groups thereof . concurrently or the blocks may sometimes be executed in 
Furthermore , as used herein , the common abbreviation the reverse order , depending upon the functionality / acts 
" e . g . " , which derives from the Latin phrase " exempli gra - 50 involved . Moreover , the functionality of a given block of the 
tia , " may be used to introduce or specify a general example flowcharts and / or block diagrams may be separated into 
or examples of a previously mentioned item , and is not multiple blocks and / or the functionality of two or more 
intended to be limiting of such item . The common abbre - blocks of the flowcharts and / or block diagrams may be at 
viation “ i . e . ” , which derives from the Latin phrase " id est , ” least partially integrated . Finally , other blocks may be 
may be used to specify a particular item from a more general 55 added / inserted between the blocks that are illustrated . More 
recitation . over , although some of the diagrams include arrows on 

Example embodiments are described herein with refer - communication paths to show a primary direction of com 
ence to block diagrams and / or flowchart illustrations of munication , it is to be understood that communication may 
computer - implemented methods , apparatus ( systems and / or occur in the opposite direction to the depicted arrows . 
devices ) and / or computer program products . It is understood 60 Many different embodiments have been disclosed herein , 
that a block of the block diagrams and / or flowchart illus - in connection with the above description and the drawings . 
trations , and combinations of blocks in the block diagrams It will be understood that it would be unduly repetitious and 
and / or flowchart illustrations , can be implemented by com obfuscating to literally describe and illustrate every combi 
puter program instructions that are performed by one or nation and subcombination of these embodiments . Accord 
more computer circuits . These computer program instruc - 65 ingly , the present specification , including the drawings , shall 
tions may be provided to a processor circuit of a general be construed to constitute a complete written description of 
purpose computer circuit , special purpose computer circuit , various example combinations and subcombinations of 
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embodiments and of the manner and process of making and selecting among the modes of operation of the application 
using them , and shall support claims to any such combina indicated by the application profile , responsive to the 
tion or subcombination . user ' s preferences indicated by the user profile ; and 
Many variations and modifications can be made to the generating the settings configuration information to indi 

embodiments without substantially departing from the prin - 5 cate that a selected mode of operation which uses a 
ciples of the present invention . All such variations and corresponding group of resources is permitted to be 
modifications are intended to be included herein within the granted to the application while operating on the user 
scope of the present invention . equipment node . 

2 . The method of claim 1 , further comprising : 
The invention claimed is : 10 receiving the application and the settings configuration 
1 . A method by at least one network node of an application information at the user equipment node ; 

control system for controlling operation of applications on a installing the application to enable user initiated operation 
user equipment node , the method comprising : of the application through a user interface of the user 

receiving an application request transmitted by the user equipment node ; and 
equipment node , the application request comprising 15 using the settings configuration information to configure 
user information that identifies a user of the user permission settings for the selected application , 
equipment node and application information that iden wherein the configured permission settings indicate 
tifies a selected application that the user of the user that the selected application is prohibited from using 
equipment node has selected for installation on the user the restricted resource , thereby preventing the applica 
equipment node ; tion from using the restricted resource . 

in response to receiving the application request , retrieving 3 . The method of claim 1 , wherein : 
a user profile for the user of the user equipment node the application profile further indicates first , second , and 
from among a plurality of user profiles in a user profile third modes of operation , the first mode of operation of 
repository using the user information included in the the application provides more functionality than the 
application request to identify the user profile , the user 25 second and third modes of operation of the application , 
profile comprising user preference information that and the first mode of operation of the application uses 
indicates preferences of the identified user of the user a first group of the resources that is a superset that 
equipment node for restricting access by applications to includes second and third groups of the resources used , 
resources of the user equipment node , said user pref respectively , by the second and third modes of opera 
erence information comprising restricted resource 30 tion of the application . 
information identifying a restricted resource of the user 4 . The method of claim 1 , wherein generating the settings 
equipment node ; configuration information , responsive to the user profile and 

retrieving an application profile from among a plurality of the application profile further comprises : 
application profiles in an application profile repository generating the settings configuration information to indi 
using the application information to identify the appli - 35 cate that a non - selected one or more modes of operation 
cation profile , the application profile comprising infor using a corresponding one or more groups of resources 
mation about the selected application , the information are not permitted to be granted to the application while 
about the selected application comprising information operating on the user equipment node . 
identifying a set of resources of the user equipment 5 . The method of claim 1 , further comprising : 
node that the selected application is operable to use 40 determining that none of the modes of operation of the 
during operation , wherein said set of resources includes application indicated by the application profile satisfy 
the restricted resource identified by the restricted the user ' s preferences indicated by the user profile ; and 
resource information included in the user preference communicating a message through the data network to the 
information ; user equipment node informing the user that none of 

generating settings configuration information specifically 45 the modes of operation of the application indicated by 
for the selected application using the preferences of the the application profile satisfy the user ' s preferences 
identified user of the user equipment node and the indicated by the user profile in response to the deter 
information about the application , wherein the gener mination . 
ated settings configuration information is configured to 6 . The method of claim 1 , further comprising : 
prevent the application from using the restricted 50 receiving the privacy and security preferences informa 
resource identified by the restricted resource informa tion , from the user through the data network , that 
tion included in the user preference information ; and indicates the user ' s preferences for controlling privacy 

communicating the application and the generated settings and security of information that can be accessible to 
configuration information through a data network to the applications during operation on the user equipment 
user equipment node for installation of the application 55 node ; 
and preventing the application from using the restricted generating the user profile responsive to the privacy and 
resource when the application is run on the user equip security preferences information from the user ; and 
ment device , wherein storing the user profile in the user profile repository 

the user preference information comprises privacy and associated with an identifier for the user . 
security preference information , 60 7 . The method of claim 6 , wherein receiving privacy and 

the application profile indicates a plurality of modes of security preferences information , from the user through the 
operation of the application , each of the modes of data network , that indicates the user ' s preferences for con 
operation having a different group of resources that the trolling privacy and security of information that can be 
application will access , and accessible to applications during operation on the user 

generating the settings configuration information , respon - 65 equipment node , comprises : 
sive to the user profile and the application profile responding to the user logging into a subscriber account 
comprises : and initiating generation of the user profile , by obtain 
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ing the privacy and security preferences information cation is operable to operate in a plurality of modes of 
from the user by generating question prompts to the operation including a first mode of operation in which 
user and receiving responsive answers from the user the application is configured to use a first set of 
through the data network and the user equipment node resources and a second mode of operation in which the 
operated by the user . 5 application is configured to use a subset of said first set 

8 . The method of claim 6 , further comprising : of resources , wherein at least one resource is included 
receiving updated privacy and security preferences infor in the first set of resources but is not included in the 
mation , from the user through the data network , that subset of said first set of resources ; 
indicates changes in the user ' s preferences for control receiving , from the at least one network node , settings 
ling privacy and security of information that can be 10 configuration information generated specifically for the 
accessible to applications during operation on the user application , wherein the setting configuration informa 
equipment node ; tion generated specifically for the application was gen 

generating an updated user profile responsive to the erated using the identified user ' s preferences and an 
updated privacy and security preferences information ; application profile comprising information identifying 

storing the updated user profile in the user profile reposi - 15 each one of the plurality of modes of operation in which 
tory associated with the identifier for the user ; the application is operable to operate , and the settings 

generating updated settings configuration information , configuration information that was generated specifi 
responsive to the updated user profile and the applica cally for the application comprises compatibility infor 
tion profile ; and mation specifying : i ) that the second mode of operation 

communicating the updated settings configuration infor - 20 is compatible with the identified user ' s preferences and 
mation through the data network to the user equipment ii ) that the first mode of operation is incompatible with 
node for reconfiguration of the permissions that are to the identified user ' s preferences ; 
be granted to the application during operation . installing the application to enable user initiated operation 

9 . The method of claim 1 , further comprising : of the application through a user interface of the user 
receiving an application query that identifies at least one 25 equipment node ; and 
keyword that is to be searched to identify candidate using the setting configuration information , configuring 
applications for the user to download to the user permission settings for the application such that the 
equipment node ; permission settings for the application restrict the appli 

responsive to the user profile , selecting between searching cation from operating in the first mode of operation but 
for the candidate applications within a secure applica - 30 do not restrict the application from operating in the 
tion store , which contains applications that have cor second mode of operation . 
responding application profiles stored in the application 11 . The method of claim 10 , further comprising : 
profile repository , and an independent application store , retrieving a user profile stored at the user equipment node , 
which contains applications that do not have corre the user profile indicating the user ' s preferences for 
sponding application profiles stored in the application 35 restricting access by applications to resources of the 
profile repository ; user equipment node ; and 

identifying the candidate applications responsive to the at communicating the user profile with application informa 
least one keyword and residing in the selected one of tion that identifies the application that the user has 
the secure application store and the independent appli selected for installation on the user equipment node , to 
cation store ; and 40 the at least one network node . 

communicating the candidate applications to the user 12 . A network apparatus for controlling operation of 
equipment node . applications on a user equipment node , the network appa 

10 . A method by a user equipment node for controlling ratus comprising : 
operation of applications on the user equipment node , the a user profile repository that stores a plurality of user 
method comprising : 45 profiles ; 

causing a network node to generate and store a user profile an application profile repository that stores a plurality of 
for a user of the user equipment node , the user profile application profiles ; and 
comprising user preference information that indicates controller circuitry arranged to : 
the user ' s preferences for restricting access by appli receive an application request transmitted by the user 
cations to resources of the user equipment node , said 50 equipment node , the application request comprising 
user preference information comprising information user information that identifies a user of the user 
identifying a restricted resource , wherein causing the equipment node and application information that iden 
network node to generate and store the user profile for tifies a selected application that the user of the user 
the user comprises transmitting to the network node the equipment node has selected for installation on the user 
user preference information , wherein the transmitted 55 equipment node ; 
user preference information further comprises privacy in response to receiving the application request , retrieve a 
and security preferences information that indicates the user profile for the user of the user equipment node 
user ' s preferences for controlling privacy and security from among the plurality of user profiles in the user 
of information that can be accessible to applications profile repository using the user information included 
during operation on the user equipment node ; in the application request to identify the user profile , the 

transmitting to a network node an application request user profile comprising user preference information 
comprising user information that identifies the user of that indicates preferences of the identified user of the 
the user equipment node and application information user equipment node for restricting access by applica 
that identifies a selected application that the user has tions to resources of the user equipment node , said user 
selected for installation on the user equipment node ; 65 preference information comprising restricted resource 

receiving the selected application from at least one net information identifying a restricted resource of the user 
work node through a data network , wherein the appli equipment node ; 

4 ) 
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retrieve an application profile from among the plurality of 14 . The network apparatus of claim 12 , wherein the 
application profiles in the application profile repository controller circuitry is further configured to : 
using the application information to identify the appli receive the privacy and security preferences information , 
cation profile , the application profile comprising infor from the user through the data network , that indicates 
mation about the selected application , the information 5 the user ' s preferences for controlling privacy and secu 
about the selected application comprising information rity of information that can be accessible to applica identifying a set of resources of the user equipment tions during operation on the user equipment node ; node that the selected application is operable to use generate the user profile responsive to the privacy and 
during operation , wherein said set of resources includes security preferences information from the user ; and the restricted resource identified by the restricted 10 
resource information included in the user preference store the user profile in the user profile repository asso 

ciated with an identifier for the user . information ; 
generate settings configuration information specifically 15 . The network apparatus of claim 14 , wherein : 

the controller circuitry responds to the user logging into a for the selected application using preferences of the 
identified user of the user equipment node and the 15 subscriber account and initiating generation of the user 
information about the application , wherein the gener profile , by obtaining the privacy and security prefer 
ated settings configuration information is configured to ences information from the user by generating question 
prevent the application from using the restricted prompts to the user and receiving responsive answers 
resource identified by the restricted resource informa from the user through the data network and a user 
tion included in the user preference information ; and equipment node operated by the user . 20 

communicate the application and the generated settings 16 . The network apparatus of claim 14 , wherein the 
configuration information through a data network to the controller circuitry is further configured to : 
user equipment node for installation of the application receive updated privacy and security preferences infor 
and preventing the application from using the restricted mation , from the user through the data network , that 
resource when the application is run on the user equip - 25 indicates changes in the user ' s preferences for control 
ment device , wherein ling privacy and security of information that can be 

the user preference information comprises privacy and accessible to applications during operation on the user 
security preference information , equipment node ; 

the application profile indicates a plurality of modes of plurality of modes of generate an updated user profile responsive to the updated 
operation of the application , each of the modes of 30 privacy and security preferences information from the 

user ; operation having a different group of resources that the 
application will access , and store the updated user profile in the user profile repository 

the controller circuitry generates the settings configura associated with the identifier for the user ; 
tion information by performing a process comprising : generate updated settings configuration information , 

selecting one or more of said plurality of mode of opera - 35 responsive to the updated user profile and the applica 
tion based on the identity of the restricted resource tion profile ; and 
included in the user profile , wherein each one of the communicate the updated settings configuration informa 
selected modes of operation is configured to use the tion through the data network to the user equipment 
restricted resource ; and node for reconfiguration of the permissions that are to 

be granted to the application during operation . generating the settings configuration information such 40 17 . The network apparatus of claim that the settings configuration information indicates 12 , wherein the 
that that the selected one more modes of operation are controller circuitry is further configured to : 
prohibited modes of operation , thereby preventing the receive an application query that identifies at least one 
application from using the restricted resource . keyword that is to be searched to identify candidate 

13 . The network apparatus of claim 12 , wherein : applications for the user to download to the user 

the application profile indicates a plurality of modes of equipment node ; 
operation of the application , each of the modes of respond to the user profile by selecting between searching 
operation having a different group of resources that the for applications within a secure application store , 
application will access , and which contains applications that have corresponding 

the controller circuitry generates the settings configura - 50 application profiles stored in the application profile 

tion information by performing a process comprising : repository , and an independent application store , which 
determining that each of the plurality of modes of opera contains applications that do not have corresponding 

tion is configured to use the restricted resource ; and application profiles stored in the application profile 
as a result of determining that each of the plurality of repository ; 
modes of operation is configured to use the restricted 55 identify candidate applications responsive to the at least 

one keyword in the selected one of the secure applica resource , generating the settings configuration infor 
mation such that the settings configuration information tion store and the independent application store ; and 
indicates that each of the plurality of modes of opera communicate the candidate applications to the user equip 
tion is a prohibited mode of operation , thereby prevent ment node . 
ing the application from using the restricted resource . 
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