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For visually authenticating to a computing device, a method is
disclosed that includes receiving an authentication request at
a computing device, displaying a dynamic visual signal in
response to the authentication request, wherein the visual
signal suggests an authentication token. The method also
includes receiving the authentication token in response to
displaying the dynamic visual signal, and determining if the
authentication token satisfies authentication requirements at
the computing device.
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VISUAL AUTHENTICATION TO A
COMPUTING DEVICE

FIELD

[0001] The subject matter disclosed herein relates to using
a computing device and more particularly relates to authen-
ticating against a computing device.

BACKGROUND

Description of the Related Art

[0002] In general, computing devices may be used for a
wide variety of purposes. Computing devices typically
include some form of authentication so that a user of the
computing device may restrict others from accessing the
computing device. Authentication methods may include typ-
ing a password, entering a numerical sequence, unique swipe
patterns at a touchscreen, or swiping a touchscreen at a pre-
determined location.

[0003] Although these methods may provide some secu-
rity, other users who may wish to bypass this method of
authentication may view smudge marks on a touchscreen.
The smudge marks may indicate relevant touch locations,
touch patterns, or similar that may provide another user with
enough information to enter an authentication token.

[0004] Furthermore, another user may watch the owner of
the computing device login from a distance. This may also
allow a user to repeat an observed action in order to enter an
authentication token. A device owner may combat this type of
activity by either cleaning a screen after each login attempt, or
visually obscuring the device when authenticating to it, how-
ever, these types of actions are inconvenient and difficult to do
consistently.

BRIEF SUMMARY

[0005] An apparatus for visually authenticating to a com-
puting device is disclosed. A method and computer program
product also perform the functions of the apparatus. In one
embodiment, an apparatus includes a display module config-
ured to present a dynamic visual signal in response to the
authentication request. In a further embodiment, the dynamic
visual signal may suggest an authentication token. In one
embodiment, the apparatus may include an authentication
module configured to receive the authentication token. In
another embodiment, the authentication module may be fur-
ther configured to determine if the provided authentication
token satisfies authentication requirements at the apparatus.
[0006] In one embodiment, the apparatus may include a
generation module configured to generate a dynamic visual
signal in response to receiving the authentication request. In
another embodiment, the dynamic visual signal may include
two or more images displayed in sequence. In a further
embodiment, one of the two or more images may suggest the
authentication token.

[0007] In one embodiment, a dynamic visual signal may
include modifications to one image of two or more images. In
another embodiment, the modifications may include altering
a size of the image. In another embodiment, the modifications
may include altering a location of the image. In another
embodiment, the modifications may include altering an ori-
entation of the image. In another embodiment, the modifica-
tions may include altering a background color of the image. In
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another embodiment, the modifications may identify one
image that may suggest the authentication token.

[0008] In one embodiment, images included in a dynamic
visual signal may bereceived from a remote server. In another
embodiment, the dynamic visual signal includes an image
displaying a modified keyboard. In a further embodiment, the
modified keyboard includes a rotated keyboard. In one
embodiment, the modified keyboard includes a keyboard
with modified keys. In a further embodiment, the modified
keyboard includes a keyboard with a modified size. In one
embodiment, the visual signal suggests a sequence of touches
at atouchscreen of the apparatus. In another embodiment, the
authentication token comprises the sequence of touches. In a
further embodiment, the authentication token comprises time
delays between touches of the sequence.

[0009] A method is disclosed that visually authenticates to
acomputing device. In one embodiment, the method includes
receiving an authentication request at a computing device. In
another embodiment, the method includes displaying a
dynamic visual signal in response to the authentication
request, the visual signal suggesting an authentication token.
In a further embodiment, the method includes receiving the
authentication token in response to displaying the dynamic
visual signal. In one embodiment, the method includes deter-
mining if the authentication token satisfies authentication
requirements at the computing device.

[0010] Inoneembodiment, the method includes generating
the dynamic visual signal in response to receiving the authen-
tication request, the dynamic visual signal being different
than a previous dynamic visual signal associated with a pre-
vious authentication request. In another embodiment, gener-
ating the dynamic visual signal includes modifying the one
image of the two or more images by one of altering a size of
the image, altering a location of the image, altering an orien-
tation of the image, and altering a background color of the
image, the modification identifying the one of the two or more
image suggesting the authentication token.

[0011] In one embodiment, generating the dynamic visual
signal includes generating an image of a modified keyboard,
the modification including moving keys of the keyboard to
alternate locations compared with previous authentication
requests. In another embodiment, the dynamic visual signal
includes two or more images, one of the two or more images
suggesting the authentication token. In a further embodiment,
the authentication token includes a sequence of touches at a
touchscreen of the apparatus, the sequence of touches incor-
porating time delays between respective touches.

[0012] A program product comprising a computer readable
storage medium storing machine readable code executable by
a processor to perform operations is disclosed. In one
embodiment, the operations include receiving a request to
authenticate to a computing device. In another embodiment,
the operations include displaying a unique visual signal in
response to the authentication request, the unique visual sig-
nal comprising two or more images wherein one of the two or
more images suggests the authentication token. In a further
embodiment, the operations include receiving an authentica-
tion token in response to displaying the unique visual signal.
In one embodiment, the operations include authenticating to
the computing device using the authentication token.

[0013] In another embodiment, the operations further
include generating the unique visual signal, the unique visual
signal including modifications to the one of the two or more
images suggesting the authentication token. In one embodi-
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ment, the modifications comprise one of altering a size of the
image, altering a location of the image, and altering an ori-
entation of the image, and altering a background color of the
image, the modifications identifying the one of the two or
more image suggesting the authentication token.

[0014] Inone embodiment, unique visual signal comprises
an image displaying a modified keyboard, the modifications
comprising one of modifying the location of the keyboard,
modifying a rotation of the keyboard, modifying the order of
keys of the keyboard, and modifying the size of the keyboard.
In another embodiment, the authentication token includes a
sequence of touches at a touchscreen of the apparatus, the
sequence of touches including one or more time delays
between touches of the sequence.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] A more particular description of the embodiments
briefly described above will be rendered by reference to spe-
cific embodiments that are illustrated in the appended draw-
ings. Understanding that these drawings depict only some
embodiments and are not therefore to be considered to be
limiting of scope, the embodiments will be described and
explained with additional specificity and detail through the
use of the accompanying drawings, in which:

[0016] FIG.1is aschematic block diagram illustrating one
embodiment of an apparatus for visually authenticating to a
computing device;

[0017] FIG. 2 is another schematic block diagram illustrat-
ing one embodiment of an apparatus for visually authenticat-
ing to a computing device;

[0018] FIG. 3 is an illustration depicting one embodiment
of an apparatus displaying a dynamic visual signal;

[0019] FIG. 4 is an illustration depicting one embodiment
of an apparatus displaying a visual signal;

[0020] FIG.5A isanillustration depicting one embodiment
of an apparatus displaying a dynamic visual signal;

[0021] FIG.5Bis anillustration depicting one embodiment
of an apparatus displaying a dynamic visual signal;

[0022] FIG.5C is anillustration depicting one embodiment
of an apparatus displaying a dynamic visual signal;

[0023] FIG. 6A isanillustration depicting one embodiment
of an apparatus displaying a QWERTY keyboard;

[0024] FIG. 6B is anillustration depicting one embodiment
of an apparatus displaying a modified keyboard;

[0025] FIG. 6C is an illustration depicting one embodiment
of an apparatus displaying a modified keyboard;

[0026] FIG.7is asequence diagram depicting one embodi-
ment of a sequence of touches including time restrictions;
[0027] FIG. 8 is a schematic flow chart diagram illustrating
one embodiment of a method for visually authenticating to a
computing device; and

[0028] FIG.9 is aschematic flow chart diagram illustrating
one embodiment of a method for visually authenticating to a
computing device.

DETAILED DESCRIPTION

[0029] As will be appreciated by one skilled in the art,
aspects of the embodiments may be embodied as a system,
method or program product. Accordingly, embodiments may
take the form of an entirely hardware embodiment, an entirely
software embodiment (including firmware, resident software,
micro-code, etc.) or an embodiment combining software and
hardware aspects that may all generally be referred to herein
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as a “circuit,” “module” or “system.” Furthermore, embodi-
ments may take the form of a program product embodied in
one or more computer readable storage devices storing
machine readable code. The storage devices may be tangible,
non-transitory, and/or non-transmission.

[0030] Many of'the functional units described in this speci-
fication have been labeled as modules, in order to more par-
ticularly emphasize their implementation independence. For
example, a module may be implemented as a hardware circuit
comprising custom VLSI circuits or gate arrays, off-the-shelf
semiconductors such as logic chips, transistors, or other dis-
crete components. A module may also be implemented in
programmable hardware devices such as field programmable
gate arrays, programmable array logic, programmable logic
devices or the like.

[0031] Modules may also be implemented in machine read-
able code and/or software for execution by various types of
processors. An identified module of machine readable code
may, for instance, comprise one or more physical or logical
blocks of executable code which may, for instance, be orga-
nized as an object, procedure, or function. Nevertheless, the
executables of an identified module need not be physically
located together, but may comprise disparate instructions
stored in different locations which, when joined logically
together, comprise the module and achieve the stated purpose
for the module.

[0032] Indeed, a module of machine readable code may be
a single instruction, or many instructions, and may even be
distributed over several different code segments, among dif-
ferent programs, and across several memory devices. Simi-
larly, operational data may be identified and illustrated herein
within modules, and may be embodied in any suitable form
and organized within any suitable type of data structure. The
operational data may be collected as a single data set, or may
be distributed over different locations including over different
computer readable storage devices, and may exist, at least
partially, merely as electronic signals on a system or network.
Where a module or portions of a module are implemented in
software, the software portions are stored on one or more
computer readable storage devices.

[0033] Any combination of one or more computer readable
medium may be utilized. The computer readable medium
may be a machine readable signal medium or a storage
device. The computer readable medium may be a storage
device storing the machine readable code. The storage device
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, infrared, holographic, micro-
mechanical, or semiconductor system, apparatus, or device,
or any suitable combination of the foregoing.

[0034] More specific examples (a non-exhaustive list) of
the storage device would include the following: an electrical
connection having one or more wires, a portable computer
diskette, a hard disk, a random access memory (RAM), a
read-only memory (ROM), an erasable programmable read-
only memory (EPROM or Flash memory), a portable com-
pact disc read-only memory (CD-ROM), an optical storage
device, a magnetic storage device, or any suitable combina-
tion of the foregoing. In the context of this document, a
computer readable storage medium may be any tangible
medium that can contain, or store a program for use by or in
connection with an instruction execution system, apparatus,
or device.

[0035] A machine readable signal medium may include a
propagated data signal with machine readable code embodied
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therein, for example, in baseband or as part of a carrier wave.
Such a propagated signal may take any of a variety of forms,
including, but not limited to, electro-magnetic, optical, or any
suitable combination thereof. A machine readable signal
medium may be any storage device that is not a computer
readable storage medium and that can communicate, propa-
gate, or transport a program for use by or in connection with
an instruction execution system, apparatus, or device.
Machine readable code embodied on a storage device may be
transmitted using any appropriate medium, including but not
limited to wireless, wireline, optical fiber cable, Radio Fre-
quency (RF), etc., or any suitable combination of the forego-
ing.

[0036] Machine readable code for carrying out operations
for embodiments may be written in any combination of one or
more programming languages, including an object oriented
programming language such as Java, Smalltalk, C++ or the
like and conventional procedural programming languages,
such as the “C” programming language or similar program-
ming languages. The machine readable code may execute
entirely on the user’s computer, partly on the user’s computer,
as a stand-alone software package, partly on the user’s com-
puter and partly on a remote computer or entirely on the
remote computer or server. In the latter scenario, the remote
computer may be connected to the user’s computer through
any type of network, including a local area network (LAN) or
a wide area network (WAN), or the connection may be made
to an external computer (for example, through the Internet
using an Internet Service Provider).

[0037] Reference throughout this specification to “one
embodiment,” “an embodiment,” or similar language means
that a particular feature, structure, or characteristic described
in connection with the embodiment is included in at least one
embodiment. Thus, appearances of the phrases “in one
embodiment,” “in an embodiment,” and similar language
throughout this specification may, but do not necessarily, all
refer to the same embodiment, but mean “one or more but not
all embodiments” unless expressly specified otherwise. The
terms “including,” “comprising,” “having,” and variations
thereof mean “including but not limited to,” unless expressly
specified otherwise. An enumerated listing of items does not
imply that any or all of the items are mutually exclusive,
unless expressly specified otherwise. The terms “a,” “an,” and
“the” also refer to “one or more” unless expressly specified
otherwise.

[0038] Furthermore, the described features, structures, or
characteristics of the embodiments may be combined in any
suitable manner. In the following description, numerous spe-
cific details are provided, such as examples of programming,
software modules, user selections, network transactions,
database queries, database structures, hardware modules,
hardware circuits, hardware chips, etc., to provide a thorough
understanding of embodiments. One skilled in the relevant art
will recognize, however, that embodiments may be practiced
without one or more of the specific details, or with other
methods, components, materials, and so forth. In other
instances, well-known structures, materials, or operations are
not shown or described in detail to avoid obscuring aspects of
an embodiment.

[0039] Aspects of the embodiments are described below
with reference to schematic flowchart diagrams and/or sche-
matic block diagrams of methods, apparatuses, systems, and
program products according to embodiments. It will be
understood that each block of the schematic flowchart dia-
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grams and/or schematic block diagrams, and combinations of
blocks in the schematic flowchart diagrams and/or schematic
block diagrams, can be implemented by machine readable
code. These machine readable code may be provided to a
processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other program-
mable data processing apparatus, create means for imple-
menting the functions/acts specified in the schematic flow-
chart diagrams and/or schematic block diagrams block or
blocks.

[0040] The machine readable code may also be stored in a
storage device that can direct a computer, other program-
mable data processing apparatus, or other devices to function
in a particular manner, such that the instructions stored in the
storage device produce an article of manufacture including
instructions which implement the function/act specified in the
schematic flowchart diagrams and/or schematic block dia-
grams block or blocks.

[0041] The machine readable code may also be loaded onto
a computer, other programmable data processing apparatus,
or other devices to cause a series of operational steps to be
performed on the computer, other programmable apparatus or
other devices to produce a computer implemented process
such that the program code which execute on the computer or
other programmable apparatus provide processes for imple-
menting the functions/acts specified in the flowchart and/or
block diagram block or blocks.

[0042] The schematic flowchart diagrams and/or schematic
block diagrams in the Figures illustrate the architecture, func-
tionality, and operation of possible implementations of appa-
ratuses, systems, methods and program products according to
various embodiments. In this regard, each block in the sche-
matic flowchart diagrams and/or schematic block diagrams
may represent a module, segment, or portion of code, which
comprises one or more executable instructions of the program
code for implementing the specified logical function(s).
[0043] It should also be noted that, in some alternative
implementations, the functions noted in the block may occur
out of the order noted in the Figures. For example, two blocks
shown in succession may, in fact, be executed substantially
concurrently, or the blocks may sometimes be executed in the
reverse order, depending upon the functionality involved.
Other steps and methods may be conceived that are equivalent
in function, logic, or effect to one or more blocks, or portions
thereof, of the illustrated Figures.

[0044] Although various arrow types and line types may be
employed in the flowchart and/or block diagrams, they are
understood not to limit the scope of the corresponding
embodiments. Indeed, some arrows or other connectors may
be used to indicate only the logical flow of the depicted
embodiment. For instance, an arrow may indicate a waiting or
monitoring period of unspecified duration between enumer-
ated steps of the depicted embodiment. It will also be noted
that each block of the block diagrams and/or flowchart dia-
grams, and combinations of blocks in the block diagrams
and/or flowchart diagrams, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and machine readable code. Descriptions of Figures
may refer to elements described in previous Figures, like
numbers referring to like elements. In order to address the
current state of the art, the present application disclose several
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embodiments of a method, system, and apparatus for creating
a custom series of commands.

[0045] A computing device, as used herein, means at least
adevice capable of performing logic operations. A computing
device may include a processor, several processors, a multi-
core processor, memory, a screen, or the like. For example, a
computing device, may be a personal computer, a handheld
computer, a mobile device, a cellular phone, a tablet com-
puter, a laptop computer, or other, or the like. A computing
device may also include a touchscreen for detecting various
types of touches. For example, a touchscreen may detect a
single touch, a drag touch, multiple concurrent touches, or
any combination of touches, or the like.

[0046] FIG.1is aschematic block diagram illustrating one
embodiment of an apparatus for visually authenticating to a
computing device. In one embodiment, the apparatus
includes a display module 120, and an authentication module
130.

[0047] In one embodiment, a computing device may be
used by a user. In response to not receiving any input from a
user for some period of time, a computing device may enter a
secure mode. In another embodiment, a user may issue a
command to the computing device to enter secure mode. For
example, a user may press a “lock” button, press a physical
button on the computing device, issue a voice command, issue
a gesture command, or other, or the like.

[0048] In one embodiment, the apparatus 100 may include
a display module 120. A display module 120 may be config-
ured to present a dynamic visual signal in response to the
authentication request. In another embodiment, the dynamic
visual signal may suggest an authentication token. In one
embodiment, a user of the computing device may provide an
authentication token based on the dynamic visual signal. In
another embodiment, the dynamic visual signal may be
unique compared with previous dynamic visual signals.
[0049] In one embodiment, a dynamic visual signal may
include an image. In one embodiment, a display module 120
may modity presentation of the image. The image may sug-
gest an authentication token to a user. In one example, an
authentication token may include a double-click, or a double-
tap in the middle of an image. A display module 120 may alter
a location of the image to be displayed. Therefore, a display
module 120 may present a dynamic view of the image
because the image may be presented in a different location for
respective login attempts. Therefore, in one embodiment, a
display module may present a unique visual signal for each
authentication attempt.

[0050] In one embodiment, a display module 120 may
present the image in a different location each time a user
requests to authenticate to the computing device. In one
example, a display module 120 may present the image in a
lower left portion of a display screen for the computing
device. In another example, the display module 120 may
present the image in an upper right portion of a display screen
for the computing device. In another example, a display mod-
ule 120 may present the image in the middle of a display for
a computing device.

[0051] In another embodiment, a display module 120 may
present a dynamic visual signal by altering a rotation of an
image. In one embodiment, a user may provide an authenti-
cation token by swiping from a bottom left to a top right of a
display image (according to the orientation of the image). In
one example, a display module 120 may rotate an image
counter-clockwise by 90 degrees. Therefore, instead of swip-
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ing from a bottom left to a top right of the display image,
because the image is rotated, a user may provide the authen-
tication token by swiping from a bottom-right to a top-left of
the display image. In this example, a swipe from a
bottom=left to a top-right would not provide the correct
authentication token, because the image had been rotated by
the display module 120.

[0052] Therefore, by providing a dynamic visual signal, a
user of the computing device may still provide an authenti-
cation token having knowledge of the authentication method.
Another user, may observe swipe marks on a screen, and may
duplicate them. In this example, a subsequent authentication
attempt may fail because the subsequent authentication token
is different because of the dynamic nature of the authentica-
tion image (the image having been rotated, or moved, or the
like). Furthermore, another user may observe a swipe by the
user of the computing device, and may attempt to authenticate
to the computing device by performing an identical swipe.
However, in this example, a subsequent authentication, even
if exactly duplicated, may fail because of a dynamic nature of
the authentication image. Therefore, a display module may
present a dynamic visual signal in response to an authentica-
tion request, and a dynamic visual signal may enhance secu-
rity of providing an authentication token based on a dynamic
visual signal.

[0053] Inanother embodiment, a display module 120 may
present a dynamic visual signal by resizing an authentication
image. In one embodiment, a user may provide an authenti-
cation token by drawing a square around the borders of an
authentication image. In one example, a display module 120
may present a larger or a smaller version of an authentication
image. Therefore, an authentication token may be different
for each authentication attempt due to a different size of an
authentication image. In this example, another user may
duplicate an observed or detected action by an original user of
a computing device, however, the subsequent authentication
attempt may fail because the size of the authentication image
is different. This may be the case, even where another user
exactly duplicates a square at the screen of the computing
device.

[0054] In another embodiment, a display module 120 may
present a dynamic visual signal in response to an authentica-
tion request by performing any other modifications to an
authentication image. In one embodiment, a display module
120 may present a dynamic visual signal by performing many
modifications to an authentication image. For example, a
display module 120 may rotate an authentication image and
resize an authentication image.

[0055] Inanother embodiment, a display module 120 may
present a dynamic visual signal comprising two or more
images displayed in a sequence wherein one of the two or
more images suggest the authentication token. Therefore, an
owner of the apparatus 100 may recognize the authentication
image suggesting the authentication token, however, another
user of the apparatus may not recognize the authentication
image. Because a sequence of images may include one
authentication image and many non-authentication images,
another user may not know which image to authenticate
against, or when to enter an authentication token.

[0056] Inanother embodiment, a display module 120 may
present a dynamic visual signal by displaying a video. The
video may include many pictures displayed in a sequence at
regular intervals. In one example, the video may include 10
frames, or pictures per second, however this application is not
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limited in this regard as one skilled in the art may recognize
that other frame rates may be used to display a video. In
another embodiment, an audio signal may be incorporated
into the video. In one embodiment, the video may include one
authentication image. In another embodiment, the video may
include more than one authentication image. Therefore, a
user may enter an authentication token based on any of the
authentication images in a video.

[0057] In another embodiment, a display module 120 may
present a dynamic visual signal in response to an authentica-
tion request by displaying many images in an array on a
display of a computing device. In one embodiment, a user
may have identified an authentication image to click. A dis-
play module 120 may rearrange the many images on the
display of the computing device in a random fashion. There-
fore, in one embodiment, the authentication image (being one
of'the many display images) may be in a different location for
each authentication attempt. Therefore, as previously
described, another user of the computing device that may
duplicate an authentication token at the computing device by
observing an action by the owner of the computing device,
may fail because the authentication image may be at a differ-
ent location.

[0058] In another embodiment, many images may be dis-
played in random locations on the screen, and not ordered,
and not organized, and not being in rows or columns. There-
fore, an owner of the computing device may recognize an
authentication image, whereas another user of the computing
device may not recognize an authentication image. Therefore,
a display module 120 may present a dynamic visual signal by
displaying many images in different locations via a display of
the computing device.

[0059] In another embodiment, an owner of a computing
device may configure an authentication token to be associated
with an image with a certain feature. For example, an authen-
tication image may include an image with three people.
Therefore, in one embodiment, a dynamic visual signal dis-
played by a display module 120 may include images that the
computing device owner has not previously seen. An owner of
the computing device 120 may recognize the authentication
image, based on the feature of the image, although the owner
may have never seen the image previously.

[0060] Inoneexample, a feature of an authentication image
may include a specified background color. Therefore, a dis-
play module 120 may present many images, and an owner of
the computing device may recognize the authentication
image based on the background color, and perform an authen-
tication token on the authentication image. However, another
user, may not recognize an authentication feature of an
authentication image, and may not know which authentica-
tion image of the many display images to use for entering the
authentication token. Therefore, another user may perform an
exact duplicate of a previous authentication token, however,
the authentication may fails because subsequent authentica-
tion attempts may include the authentication image being at a
different location, or may be a different authentication image
altogether (although the other authentication image would
share a similar feature, such as, but not limited to, a back-
ground color, a location of an object in the image, a number of
people in the image, or other, or the like).

[0061] Inone embodiment, a user may expect to recognize
features of images presented during an authentication
attempt, but may not recognize the actual images being dis-
played. Therefore, in one embodiment, a computing device
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may present unknown images for authentication and a user
may still provide an authentication token based on recognized
features of images instead of actual images. In another
embodiment, a display module 120 may receive images from
a remote server. In one embodiment, a remote authentication
server may provide images that include certain features.

[0062] For example, a remote server may provide images
with specified background images, or may provide images
with a black dot at a given location in the image. Therefore, a
display module 120 may receive images from a remote server
for authentication, and a user may provide an authentication
token based on recognized features of images not before seen
by the user. Of course, one skilled in the art may recognize a
wide range of recognizable features in an image including,
but not limited to, automobiles in an image, a number of cars
in an image, a number of people in an images, a smiling face
in an image, a lake in an image, rain in an image, a recogniz-
able character in an image, a recognizable location in an
image, or other, or the like.

[0063] In another embodiment, an authentication token
may include a sequence of clicks identifying a sequence of
images. In one embodiment, a display module 120 may
present many images in response to an authentication request.
A user may provide an authentication token by clicking on a
sequence of images. A display module 120, in one embodi-
ment, may rearrange the images for each authentication
attempt. Therefore, another user of the computing device may
fail to authenticate to the computing device although the user
may duplicate a previous authentication token (because the
authentication images are in different locations).

[0064] Inoneexample, auser may identify a single authen-
tication image and perform an authentication token on the
authentication image when the image appears in the
sequence. In another embodiment, a user may identify several
authentication images and perform an authentication token
on several images. For example, where a sequence includes
five images, and images number two and number three are
authentication images, a user may touch a touchscreen when
images two and three are displayed, but may not touch a
touchscreen when other images are displayed.

[0065] Inanother embodiment, a display module 120 may
present a series of images. An authentication token may
include one or more clicks, touches, taps, swipes, drags, etc.
on recognized images in the series (or recognized features of
images as previously described). An owner of the computing
device may recognize the images that are part of the authen-
tication token, however, another user may not. Therefore,
another user may fail to authenticate to the computing device,
although the another user may duplicate an observed authen-
tication by the owner of the computing device from a previous
authentication attempt.

[0066] In another embodiment, a display module 120 may
present a video via a display of a computing device. In one
embodiment, a user may provide an authentication token in
response to viewing the video. In one embodiment, a user
may provide an authentication token at a specified time
sequence in the video. For example, a video that may display
acar driving may include a car passing a road sign. A user may
perform an authentication token at substantially the same
time, or concurrently with the car passing the road sign.
Therefore, in one embodiment, an authentication token may
require a time delay from the beginning of a dynamic visual
signal and reception of an authentication token.
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[0067] In one embodiment, an apparatus 100 may include
an authentication module 130. An authentication module, in
another embodiment may be configured to receive an authen-
tication token. In another embodiment, the authentication
module 130 may be further configured to determine if the
provided authentication token satisfies authentication
requirements at the apparatus 100.

[0068] In one embodiment, a display module 120 may
modify authentication requirements based on similar modi-
fications to an authentication image. For example, where an
authentication token includes swiping from a bottom left to a
top right of an image, and a display module rotated the image,
an authentication requirement may be modified based on the
rotation of the image. Therefore, where an authentication
image had been rotated 180 degrees, an authentication
requirement may be modified from a swipe from a bottom left
to a top right of an authentication image to swiping from a top
right to a bottom left of the authentication image (where the
image is now 180 degrees rotated).

[0069] As described here, an authentication token may
include any action or series of actions by a user to authenticate
to a computing device. An authentication token may include
acertain input to a computing device. For example, an authen-
tication token may include clicking with a mouse at certain
intervals or locations based on a dynamic visual signal. In
another example, an authentication token may include touch-
ing a touchscreen, or performing touch motions at a touch-
screen in response to a display module 120 providing a visual
signal. In one embodiment, an authentication token may
include one or more swipes, taps, touches, drags, shakes,
motions, or any other action, or series of actions that may
input to a computing device.

[0070] In one embodiment, an authentication token may
include a passphrase. A passphrase may be provided by auser
by pressing keys on a keyboard, touching virtual keys at a
touchscreen, or the like. In another embodiment, an authen-
tication token may include a numerical sequence. For
example, a user may enter a series of numbers via a keyboard,
or a virtual keyboard, another input device, or the like. In
another embodiment, an authentication token may include a
number of clicks or touches at a computing device. For
example, an authentication token may include five touches at
a bottom left portion of a display screen at a computing
device. Other examples include various swipes at a touch-
screen, various touches at a touchscreen, other touches at a
touchscreen, certain sequences of keys via a physical key-
board or a virtual keyboard, various gestures that may be
received at a computing device via a gesture sensor, a received
audio signal, a camera input, a microphone, or other, or the
like.

[0071] In another embodiment, an authentication module
130 may modify an authentication token in response to simi-
lar modification to an authentication image. For example,
where a display module 120 modifies an authentication image
by rotating the authentication image 100 degrees clockwise,
an authentication module 130 may correspondingly modify
an authentication token by rotating the authentication token
100 degrees clockwise. Therefore, in one embodiment, an
authentication image, or a dynamic visual signal may be
modified, and an authentication token may be similarly modi-
fied.

[0072] FIG. 2 is another schematic block diagram illustrat-
ing one embodiment of an apparatus 200 for visually authen-
ticating to a computing device. In one embodiment, the appa-
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ratus includes a display module 120, an authentication
module 130, and a generation module 210. The display mod-
ule 120, and the authentication module 130 may or may not be
substantially similar to similar modules depicted in FIG. 1.
[0073] Inone embodiment, the apparatus 200 may include
a generation module 210. A generation module 210 may be
configured to generate a dynamic visual signal in response to
an authentication request. In one embodiment, the dynamic
visual signal may be unique, or may be different than a pre-
vious dynamic visual signal associated with a previous
authentication request. In another embodiment, a generation
module 210 may perform similar functions as the display
module 120 of FIG. 1.

[0074] In one embodiment, a generation module 210 may
construct a visual signal based on authentication images. A
generation module 210 may generate a visual signal that
displays authentication images in a sequence. The sequence
may include other images that are not authentication images.
In one embodiment, a user may enter a portion of an authen-
tication token on one of the authentication images in the
video, and another portion of an authentication token on
another one of the authentication images in the video. In one
embodiment, the video may include authentication images
displayed at regular intervals. In another embodiment, a gen-
eration module 210 may generate a visual signal that includes
authentication images display at irregular intervals. For
example, a generation module 210 may generate a visual
signal including authentication images being displayed at 1
second intervals, or having one second between authentica-
tion images.

[0075] In another embodiment, a generation module 210
may perform similar functions as a display module 120. In
one embodiment, a generation module 210 may modify an
authentication image in one or more fashions. Modifications
to an authentication image may include, resizing the image,
rotating the image, relocating an image, combining multiple
images, overlaying one image over another image, modifying
a background color of an image, or the like.

[0076] FIG. 3 is an illustration depicting one embodiment
300 of an apparatus displaying a dynamic visual signal. As
previously described, a display module 120 may present a
dynamic visual signal including an array of images. In one
embodiment, one or more of the images may be authentica-
tion images. Others in the array of images may not be authen-
tication images.

[0077] An authentication image, as described herein, may
include an image that suggests an authentication token to a
user of a computing device. In one embodiment, an authen-
tication image may be an image whereon a user may perform
an authentication action. For example, an array of two images
may include one authentication image and one image that is
not an authentication image. A user may authenticate with the
computing device by entering an authentication token on the
authentication image, but may not authenticate with the com-
puting device by entering a similar authentication token on
the other image that is not an authentication image. Therefore,
in an array of images, one or more may be authentication
images, and the array may also include images that are not
authentication images.

[0078] In one embodiment, a computing device may
include a display 340. The display 340 may display eight
images in an array as depicted in FIG. 3. In one embodiment,
one image in the array may be an authentication image and
others in the array may not be authentication images. For
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example, Image A 302 may be an authentication image,
whereas images B-H (302, 304, 306,308,310, 312,314, 316)
may not be authentication images.

[0079] In one embodiment, in order to authenticate to the
computing device, a user may perform an authentication
action on the authentication image. For example, a user may
perform a swipe across the authentication image. If the user
performs a similar swipe on an image that is not an authenti-
cation image, the user may fail to authenticate to the comput-
ing device.

[0080] In another embodiment, two or more images in the
array may be authentication images. For example, images A
302 and H 316 may be authentication images, whereas
images B-G (304, 306, 308, 310, 312, 314) may not be
authentication images. In one embodiment, a user may pro-
vide a portion of an authentication token on image A 302 and
another portion of the authentication token on image H. For
example, an authentication token may include a swipe on a
touchscreen from image A to image H. In another example,
images D 312 and G 308 may be authentication images and
the authentication token may be a swipe from image D 312 to
image G 308. Of course, other authentication tokens may be
used.

[0081] Inanother embodiment, more than two images may
be authentication images. For example, images B 310, E 306
and C 304 may be authentication images and an authentica-
tion token may include double clicking/tapping on each of the
authentication images. As previously described, a generation
module 210 may generate a random ordering of the authen-
tication images and non-authentication images. In another
embodiment, each authentication attempt may yield a difter-
ent ordering of images in the array.

[0082] FIG. 4 is an illustration depicting one embodiment
400 of an apparatus including a display 410 displaying a
visual signal. In one embodiment 400, the dynamic visual
signal 420 may include a frame-by-frame video 420 of
authentication images. In another embodiment, a dynamic
visual signal 420 may include stepping through authentica-
tion images at a slow rate. For example, a slow rate may
include one authentication image per second. In another
embodiment, a dynamic visual signal 420 may include a
video displaying frames at 10 frames per second or faster,
however an authentication image may be displayed in 100
sequential frames or more, so that the authentication image
appears to be displayed for longer than one frame of the video
420.

[0083] Inoneembodiment,auserofanapparatus may enter
an authentication token during presentation of the video 420.
For example, a user may enter an authentication token, such
as a swipe on the screen at a predetermined time during the
video. As previously described, an authentication token may
include an input to the computing device at a certain time
during the video. In this way, a user of the computing device
would have to perform the correct authentication token as
well as perform the correct authentication token at the correct
time. Requiring multiple aspects of an authentication token
may enhance security at the computing device.

[0084] FIG.5A isanillustration depicting one embodiment
of an apparatus 510 displaying a dynamic visual signal 520.
In one embodiment, the dynamic visual signal includes an
authentication image, Image A 520. In this embodiment, the
authentication image 520 may be displayed in an upper left
corner of the apparatus 510. A user may provide an authen-
tication token including a swipe from a bottom left to a top
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right of the authentication image. Of course, other locations
and orientations can be used, as will be described in later
figures.

[0085] FIG. 5B is anillustration depicting one embodiment
of'an apparatus displaying a dynamic visual signal 520. In one
embodiment, the dynamic visual signal includes an authenti-
cation image, Image A 522. In this embodiment, the authen-
tication image 522 may be displayed in a lower right corner of
a display for the apparatus 510. Furthermore, a display mod-
ule 120, or a generation module 210 may rotate the authenti-
cationimage 522 90 degrees clockwise. Therefore, an authen-
tication token may be modified to include swiping the image
A 522 from a top left of the image 522 to a lower right of the
image 522. In one embodiment, the authentication token is
oriented relative to the authentication image. In another
embodiment, the authentication token may be oriented rela-
tive to a display 510 for the apparatus.

[0086] For example, because an authentication image may
be rotated by a generation module 210 or a display module
120, an authentication token may also be rotated by a similar
amount. However, in another example, an authentication
image may be rotated by a generation module 210 or a display
module 120, and an authentication token may not be modi-
fied. Therefore, there is no limitation or requirement that the
authentication image and an authentication token be similar
modified.

[0087] FIG.5C is an illustration depicting one embodiment
of an apparatus with a display 510 for displaying a dynamic
visual signal. In one embodiment, a display module 120 may
present a visual signal that includes an authentication image
524 having been increase in size, as well as rotated counter-
clockwise 90 degrees. Therefore, in one embodiment, a dis-
play module 120 may present or a generation module 210
may generate a dynamic visual signal that includes two or
more modifications to an authentication image. In another
embodiment, an authentication module 130 may perform
similar modification to an authentication token. This may
allow a generation module 130 to perform multiple modifi-
cations to an authentication image, and may allow an authen-
tication module 130 to authenticate actions from a user, with-
out requiring a user to demonstrate each potential
modification.

[0088] Therefore, in one embodiment, a user may configure
one authentication image, and one authentication token, and
a display module may perform many modifications to the
authentication image, and an authentication module can per-
form similar modifications to an authentication token. In this
embodiment, a user may perform an authentication token
relative to the authentication image, based on many modifi-
cations, however the user may only have configured the one
authentication image and one authentication token.

[0089] FIG. 6A is an illustration depicting one embodiment
of an apparatus with a display 610 displaying a QWERTY
keyboard 620. In one embodiment, a display module 120 may
present a dynamic image that includes a keyboard. The dis-
play module 120 may present the keyboard in response to an
authentication request. A user of the apparatus may provide
an authentication token based on the dynamic visual signal.
For example, a user may enter a passphrase using the key-
board. In other examples, the keyboard may support other
languages, or may support other symbols for entering a
sequence of symbols, letters, or the like.

[0090] FIG. 6B is an illustration depicting one embodiment
of an apparatus displaying a modified keyboard. In one
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embodiment, a modified keyboard may include a QWERTY
keyboard that has been rotated and moved to an alternate
location. In another embodiment, a modified keyboard may
include a QWERTY keyboard that has been resized to be
larger or smaller than a previous keyboard. This may help
prevent other users of a computing device from determining
an authentication token based on observing an owner of the
computing device, because the keyboard may be in a different
place each time the owner authenticates to the computing
device.

[0091] In another embodiment, a different keyboard may
be used. For example, a display module 120 may present a
visual signal that includes a keyboard with keys ordered
alphabetically, or phonetically, or in another way, or the like.

[0092] FIG. 6C is an illustration depicting one embodiment
of an apparatus with a display 610 displaying a visual signal
that includes a modified keyboard 650. In one embodiment, a
modified keyboard 650 need not resemble a specific keyboard
atall. Therefore, a modified keyboard 650 may also include a
selection of keys, and may not include an entire keyboard. In
one embodiment, a selection of keys may be placed randomly
on the display 610. In another embodiment, a user may pro-
vide an authentication token by indicating a sequence of letter
or symbols indicated on the keys. In one embodiment, a
modified keyboard may include a generation module 210
moving keys of the keyboard to alternate locations compared
with previous authentication requests.

[0093] Inanother embodiment, a passphrase may require a
limited number of characters. Therefore, in one embodiment,
amodified keyboard may only display a subset ofkeys. In one
example, a modified keyboard may include seven different
letters. For example, a passphrase may be “password.” There-
fore, in one example, a modified keyboard may only include
the seven letters required for a user to provide the passphrase
or the authentication token. Of course, this is not necessarily
the case. In another example, the modified keyboard may
include more characters that those required for a user to
provide an authentication token. In another example, addi-
tional keys not required for a user to provide an authentication
token may enhance the security of the computing device.

[0094] FIG.7is a sequence diagram depicting one embodi-
ment 700 of a sequence of touches including time restrictions.
Inone embodiment, a visual signal may suggest a sequence of
touches at a touchscreen of an apparatus. In another embodi-
ment, the authentication token may include the sequence of
touches. In one embodiment, an authentication token may
incorporate time delays between respective touches of the
sequence, or require other time elements. For example, cer-
tain portions of an authentication token may have to be pro-
vided at specific times in the sequence of touches in order to
satisfy an authentication requirement.

[0095] In one example, a sequence of authentication
images may begin at time index 710, and conclude at time
index 720. In another embodiment, a display module 120 may
present a dynamic visual signal that includes a display image
#1 722. A user may wait for one second 712 before providing
724 a portion of an authentication token. A display module
120 may then present a second dynamic visual signal that
includes a display image #2 726. A user may wait for two
seconds 714 before providing another portion of an authen-
tication token by touching 728 the second visual signal. A
display module 120 may then present a third dynamic visual
signal that includes a display image #3 730. A user may wait
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for four seconds 716 before providing a final portion of an
authentication token by touching 732.

[0096] Therefore, in this example, a user may be required to
wait for the corresponding periods of time 712, 714, 716 in
order to correctly provide an authentication token. In another
example, if a user does not wait for the corresponding time
periods 712, 714, 716, the user may not successfully provide
the authentication token.

[0097] Inanother embodiment, a display module 120 may
present a sequence of images, and an authentication token
may include unique input from a user for each image. For
example, a display module 120 may present a sequence of
three images. In response to a first image, a user may double
click or double tap on the image. In response to a second
image presented by the display module 120, a user may swipe
from left to right on the displayed image. In response to a third
image presented by the display module 120, a user may swipe
from top to bottom on the displayed image. Therefore, in one
embodiment, an authentication token may include different
input from a user in response to displaying a sequence of
images.

[0098] FIG. 8 is a schematic flow chart diagram illustrating
one embodiment of a method 800 for visually authenticating
to a computing device. In one embodiment, a method 800
begins and a display module 120 may present 804 a dynamic
visual signal in response to an authentication request. An
authentication module 130 may receive 806 an authentication
token based on the dynamic visual signal. An authentication
module 130 may determine 808 if the authentication token
satisfies authentication requirements.

[0099] FIG. 9 is a schematic flow chart diagram illustrating
one embodiment 900 of a method for visually authenticating
to a computing device. In one embodiment, the method 900
begins and a generation module 210 may generate 904 a
dynamic visual signal. A display module 120 may present 906
the dynamic visual signal. A display module 120 may receive
908 a sequence of touches at a touchscreen of a computing
device. An authentication module 130 may determine 910 if
the touches satisfy an authentication requirement. If the
touches fail to satisfy an authentication requirement, the
method may begin again by receiving 902 another authenti-
cation request. If the touches satisfy an authentication
requirement an authentication module 130 may authenticate
912 a user of the computing device and the method may end.

What is claimed is:

1. A method comprising:

receiving an authentication request at a computing device;

displaying a dynamic visual signal in response to the

authentication request, the visual signal suggesting an
authentication token;

receiving the authentication token in response to display-

ing the dynamic visual signal; and

determining if the authentication token satisfies authenti-

cation requirements at the computing device.

2. The method of claim 1, further comprising generating
the dynamic visual signal in response to receiving the authen-
tication request, the dynamic visual signal being different
than a previous dynamic visual signal associated with a pre-
vious authentication request.

3. The method of claim 2, wherein generating the dynamic
visual signal comprises modifying the one image of the two or
more images;

4. The method of claim 3, wherein the modifying com-
prises altering a size of the image, altering a location of the
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image, altering an orientation of the image, and altering a
background color of the image, the modification identifying
the one of the two or more image suggesting the authentica-
tion token.

5. The method of claim 2, wherein generating the dynamic
visual signal comprises generating an image of a modified
keyboard, the modification comprising moving keys of the
keyboard to alternate locations compared with previous
authentication requests.

6. The method of claim 1, wherein the dynamic visual
signal comprises two or more images, one of the two or more
images suggesting the authentication token.

7. The method of claim 1, wherein the authentication token
comprises a sequence of touches at a touchscreen of the
apparatus, the sequence of touches incorporating time delays
between respective touches.

8. An apparatus comprising:

a processor; and

a memory storing code executable by the processor, the
code comprising:

a display module configured to present a dynamic visual
signal in response to an authentication request, the
dynamic visual signal suggesting an authentication
token; and

an authentication module configured to receive the authen-
tication token, the authentication module further config-
ured to determine if the provided authentication token
satisfies authentication requirements at the apparatus.

9. The apparatus of claim 8, further comprising a genera-
tion module configured to generate the dynamic visual signal
in response to receiving the authentication request.

10. The apparatus of claim 9, wherein the dynamic visual
signal comprises two or more images displayed in sequence,
one of the two or more images suggesting the authentication
token.

11. The apparatus of claim 9, wherein the generation mod-
ule is further configured to modity the dynamic visual signal
by one or more of altering a size of an image, altering a
location of an image, and altering an orientation of an image,
altering a background color of an image.

12. The apparatus of claim 10 wherein another of the two or
more images is received from a remote server.

13. The apparatus of claim 8, wherein the dynamic visual
signal comprises an image displaying a modified keyboard.
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14. The apparatus of claim 13, wherein the modified key-
board comprises one of a keyboard at a modified location, a
rotated keyboard, a keyboard with modified keys, and a key-
board with a modified size.

15. The apparatus of claim 8, wherein the visual signal
suggests a sequence of touches at a touchscreen of the appa-
ratus, the authentication token comprising the sequence of
touches.

16. The apparatus of claim 15, wherein the authentication
token comprises time delays between touches of the
sequence.

17. A program product comprising a computer readable
storage medium storing machine readable code executable by
a processor to perform:

receiving a request to authenticate to a computing device;

displaying a unique visual signal in response to the authen-

tication request, the unique visual signal comprising two
or more images wherein one of the two or more images
suggests the authentication token;

receiving an authentication token in response to displaying

the unique visual signal; and

authenticating to the computing device using the authenti-

cation token.

18. The program product of claim 17, wherein the opera-
tions further comprise generating the unique visual signal, the
unique visual signal comprising modifications to the one of
the two or more images suggesting the authentication token.

19. The program product of claim 18, wherein the modifi-
cations comprise one of altering a size of the image, altering
a location of the image, and altering an orientation of the
image, and altering a background color of the image, the
modifications identifying the one of the two or more image
suggesting the authentication token.

20. The program product of claim 17, wherein the unique
visual signal comprises an image displaying a modified key-
board, the modifications comprising one of modifying the
location of the keyboard, modifying a rotation of the key-
board, modifying the order of keys of the keyboard, and
modifying the size of the keyboard.

21. The program product of claim 17, wherein the authen-
tication token comprises a sequence of touches at a touch-
screen of the apparatus, the sequence of touches including
one or more time delays between touches of the sequence.
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