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(57) ABSTRACT

A 5G-based communication method for an industrial appa-
ratus can be implemented in industrial apparatus during
manufacturing operations, and a microprocessor. The indus-
trial apparatus can collect data sets concerning itself, gen-
erate a 5G signal containing the data sets, and send the 5G
signal to the microprocessor. The microprocessor deter-
mines a communication channel for the microprocessor
according to the identification of the industrial apparatus in
the data set, and can find a data processing rule, a data
storage rule, and a data emission rule corresponding to the
communication channel in a relationship table. The data is
processed accordingly enabling a safe, efficient, and conve-
nient transmission of data sets between the microprocessor
and the industrial apparatus.
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5G-BASED COMMUNICATION METHOD
FOR INDUSTRIAL APPARATUS AND
MICROPROCESSOR FOR 5G-BASED
COMMUNICATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims priority to Chinese Patent
Application No. 201910818875.5 filed on Aug. 30, 2019, the
contents of which are incorporated by reference herein.

FIELD

[0002] The subject matter herein generally relates to a
communication field, especially to a 5G-based communica-
tion method for industrial apparatus and a microprocessor
for 5G-based communication.

BACKGROUND

[0003] The items of industrial apparatus are connected to
each other by CAN bus, PROFIBUS bus, MODUBUS bus,
RS232, RS485, TCP/IP Network Line. Because of the low
latency, universality, low power consumption, high security,
transmission efficiency, and convenience of 5G communi-
cation method, the wireless data transmission of industrial
apparatus through 5G transmission technology is beneficial.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] Many aspects of the disclosure can be better under-
stood with reference to the following drawings. The com-
ponents in the drawings are not necessarily drawn to scale,
the emphasis instead being placed upon clearly illustrating
the principles of the disclosure. Moreover, in the drawings,
like reference numerals designate corresponding parts
throughout the several views.

[0005] FIG. 1 is a block diagram of an embodiment of a
running environment of a 5G-based communication method
for industrial apparatus.

[0006] FIG. 2 is a block diagram of an embodiment of a
microprocessor of the method of FIG. 1.

[0007] FIG. 3 is a block diagram of an embodiment of an
item of industrial apparatus of FIG. 1.

[0008] FIG. 4 is a block diagram of an embodiment of a
5G-based communication system for industrial apparatus.
[0009] FIG. 5 is a schematic diagram of an embodiment of
a relationship table utilized by the method of FIG. 1.
[0010] FIG. 6 is a flowchart of an embodiment of the
5G-based communication method for industrial apparatus of
FIG. 1.

[0011] FIG. 7 is a schematic diagram of an embodiment of
a cloud platform utilized in the method of FIG. 1.

DETAILED DESCRIPTION

[0012] It will be appreciated that for simplicity and clarity
of illustration, where appropriate, reference numerals have
been repeated among the different figures to indicate corre-
sponding or analogous elements. In addition, numerous
specific details are set forth in order to provide a thorough
understanding of the embodiments described herein. How-
ever, it will be understood by those of ordinary skill in the
art that the embodiments described herein can be practiced
without these specific details. In other instances, methods,
procedures, and components have not been described in
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detail so as not to obscure the related relevant feature being
described. Also, the description is not to be considered as
limiting the scope of the embodiments described herein. The
drawings are not necessarily to scale and the proportions of
certain parts may be exaggerated to better illustrate details
and features of the present disclosure.

[0013] The present disclosure, including the accompany-
ing drawings, is illustrated by way of examples and not by
way of limitation. Several definitions that apply throughout
this disclosure will now be presented. It should be noted that
references to “an” or “one” embodiment in this disclosure
are not necessarily to the same embodiment, and such
references mean “at least one.”

[0014] The term “module”, as used herein, refers to logic
embodied in hardware or firmware, or to a collection of
software instructions, written in a programming language,
such as, Java, C, or assembly. One or more software instruc-
tions in the modules can be embedded in firmware, such as
in an EPROM. The modules described herein can be imple-
mented as either software and/or hardware modules and can
be stored in any type of non-transitory computer-readable
medium or other storage device. Some non-limiting
examples of non-transitory computer-readable media
include CDs, DVDs, BLU-RAY, flash memory, and hard
disk drives. The term “comprising” means “including, but
not necessarily limited to”; it specifically indicates open-
ended inclusion or membership in a so-described combina-
tion, group, series, and the like.

[0015] FIG. 1 illustrates a running environment of a
5G-based communication method for industrial apparatus.
The method is applied in an environment composed of a
base station 1, a microprocessor 2, a cloud platform 3, and
an industrial apparatus 4. In one embodiment, the base
station 1 sends a 5G signal to cover an area where the base
station 1 is located. The industrial apparatus 4 can commu-
nicate with the microprocessor 2 by the 5G signal sent by the
base station 1. In one embodiment, the base station 1 can be
deployed according to an area of a factory floor. For
example, the area of the factory floor is divided into a
number of sub-regions and each of the number of sub-
regions defines one base station 1. In one embodiment, the
sub-region in which a quantity of the industrial apparatus 4
exceeds four defines two base stations 1. In one embodi-
ment, the microprocessor 2 receives a first signal sent by the
industrial apparatus 4 and sends the first signal to the cloud
platform 3, and receives a control signal sent by the indus-
trial apparatus 4 and sends the control signal to the industrial
apparatus 4 to control the industrial apparatus 4 according to
the control signal. In one embodiment, the base station 1 is
a 5G base station. The microprocessor 2 is a 5G micropro-
cessor. The cloud platform 3 is a cloud server. The industrial
apparatus 4 is an instrumentation or a manufacturing appa-
ratus. For example, the manufacturing apparatus can be a
robot arm or a robot.

[0016] FIG. 2 illustrates the microprocessor 2. In one
embodiment, the microprocessor 2 includes a processing
unit 21, a storing unit 22, a first communication unit 23. The
processing unit 21 connects to the storing unit 22 and the
first communication unit 23. In one embodiment, the micro-
processor 2 communicates with the industrial apparatus 4 by
the first communication unit 23. In one embodiment, the first
communication unit 23 is an omnidirectional antenna or an
array antenna. The microprocessor 2 communicates with the
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cloud platform 3 by a network. In one embodiment, the
network can be enterprise network or Internet.

[0017] The processing unit 21 acquires a first signal sent
by the industrial apparatus 3, analyses, processes, and stores
the first signal. In one embodiment, the processing unit 21
can be a central processing unit, or a common processor, a
digital signal processor, a dedicated integrated circuit,
ready-made programmable gate arrays or other program-
mable logic devices, discrete door or transistor logic
devices, discrete hardware components, and so on. In
another embodiment, the processing unit 21 can be any
conventional processor. The processing unit 21 can also be
a control center of the microprocessor 2, using various
interfaces and lines to connect the various parts of the
microprocessor 2. The storing unit 22 stores data of the
microprocessor 2. In at least one exemplary embodiment,
the storing unit 22 can include various types of non-transi-
tory computer-readable storage mediums. For example, the
storing unit 22 can be an internal storage system of the
microprocessor 2, such as a flash memory, a random access
memory (RAM) for temporary storage of information, and/
or a read-only memory (ROM) for permanent storage of
information. In another embodiment, the storing unit 22 can
also be an external storage system, such as a hard disk, a
storage card, or a data storage medium.

[0018] FIG. 3 illustrates the industrial apparatus 4. The
industrial apparatus 4 includes a processor 41, a storage 42,
a second communication unit 43, an external expansion unit
44, and at least one sensor 45. In one embodiment, the
processor 41 connects to the storage 42, the second com-
munication unit 43, and the external expansion unit 44. The
external expansion unit 44 connects to the sensor 45. In one
embodiment, the sensor 45 can be a temperature sensor, a
pressure sensor, a position sensor, or a distance sensor. The
second communication unit 43 can be an omnidirectional
antenna or an array antenna. In one embodiment, the exter-
nal expansion unit 44 includes an interface 441 connecting
to the sensor 45. In one embodiment, the external expansion
unit 44 includes a variety of different types of communica-
tion protocols, enabling the external expansion unit 44 to
communicate with a variety of sensors with different types
of communication protocols. In one embodiment, the inter-
face 441 can be a serial signal interface or a parallel signal
interface. For example, the interface 441 can be a CAN
interface, a PROFIBUS interface, a MODUBUS interface,
an EPA interface, an ETHERCAT interface, an ETHERNET
POWERLINK interface, an RS232 interface, an RS485
interface, or a TCP/IP interface.

[0019] In one embodiment, the interface 441 connects to
sensors 45 with different types of communication protocols,
and converts data collected from the sensors 45 into a target
data recognized by the processor 41. In one embodiment, the
interface 441 collects data signal by the CAN interface, the
PROFIBUS interface, the MODUBUS interface, the EPA
interface, the ETHERCAT interface, the ETHERNET POW-
ERLINK interface, the RS232 interface, the RS485 inter-
face, or the TCP/IP interface. The processor 41 converts the
data signal into 5G signal, and sends the 5G signal to the
microprocessor 2 by the second communication unit 42. In
one embodiment, the processor 41 can also be a control
center of the industrial apparatus 4, using various interfaces
and lines to connect the various parts of the industrial
apparatus 4. The storage 2 stores data of the industrial
apparatus 4. In at least one exemplary embodiment, the
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storage 42 can include various types of non-transitory com-
puter-readable storage mediums. For example, the storage 2
can be an internal storage system of the industrial apparatus
4, such as a flash memory, a random access memory (RAM)
for temporary storage of information, and/or a read-only
memory (ROM) for permanent storage of information. In
another embodiment, the storage 2 can also be an external
storage system, such as a hard disk, a storage card, or a data
storage medium.

[0020] FIG. 2 illustrates 5G-based communication system
100 for industrial apparatus. In the embodiment, the
5G-based communication system 100 includes one or more
modules, which are running in the microprocessor 2 and the
industrial apparatus 4. The 5G-based communication system
100 includes a data acquisition module 101, a data cleaning
module 102, a data checking module 103, a data structure
module 104, a first transceiver module 105, a second trans-
ceiver module 106, a data processing module 107 and a third
transceiver module 108. The modules 101-108 of the
5G-based communication system 100 can be collections of
software instructions. In present embodiment, the data
acquisition module 101, the data cleaning module 102, the
data checking module 103, the data structure module 104,
and the first transceiver module 105 are stored in the storage
42 of the industrial apparatus 4 and executed by the pro-
cessor 41 of the industrial apparatus 4. The second trans-
ceiver module 106, the data processing module 107, and the
third transceiver module 108 are stored in the storing unit 22
of the microprocessor 2 and executed by the processing unit
21 of the microprocessor 2. In another embodiment, the data
acquisition module 101, the data cleaning module 102, the
data checking module 103, the data structure module 104,
and the first transceiver module 105 are program segments
or code in the processor 41 of the industrial apparatus 4. The
second transceiver module 106, the data processing module
107, and the third transceiver module 108 are program
segments or code in the processing unit 21 of the micro-
processor 2.

[0021] The data acquisition module 101 collects data to
obtain a collected data set.

[0022] In one embodiment, when the interface 441 of the
external expansion unit 44 is a CAN interface, the data
acquisition module 101 can collect the collected data set
from the sensor 45 by a CAN bus. In one embodiment, when
the interface 441 of the external expansion unit 44 is a
PROFIBUS interface, the data acquisition module 101 can
collect the collected data set from the sensor 45 by a
PROFIBUS bus. In one embodiment, when the interface 441
of the external expansion unit 44 is a MODUBUS interface,
the data acquisition module 101 can collect the collected
data set from the sensor 45 by a MODUBUS bus. In one
embodiment, when the interface 441 of the external expan-
sion unit 44 is an EPA interface, the data acquisition module
101 can collect the collected data set from the sensor 45 by
an EPA bus. In one embodiment, when the interface 441 of
the external expansion unit 44 is an ETHERCAT interface,
the data acquisition module 101 can collect the collected
data set from the sensor 45 by an ETHERCAT bus. In one
embodiment, when the interface 441 of the external expan-
sion unit 44 is an ETHERNET POWERLINK interface, the
data acquisition module 101 can collect the collected data
set from the sensor 45 by an ETHERNET POWERLINK
bus. In one embodiment, when the interface 441 of the
external expansion unit 44 is an RS232 interface, the data
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acquisition module 101 can collect the collected data set
from the sensor 45 by an RS232 bus. In one embodiment,
when the interface 441 of the external expansion unit 44 is
an RS485 interface, the data acquisition module 101 can
collect the collected data set from the sensor 45 by an RS485
bus. In one embodiment, when the interface 441 of the
external expansion unit 44 is a TCP/IP interface, the data
acquisition module 101 can collect the collected data set
from the sensor 45 by a TCP/IP bus. In another embodiment,
the data acquisition module 101 collects data from the
industrial apparatus 4.

[0023] The data cleaning module 102 cleans the collected
data set.
[0024] In one embodiment, because of the collected data

includes incomplete data, duplicate data, default data, redun-
dant data, and other sub-optimal data, an analysis based on
the collected data produces incorrect results. Therefore, the
collected data needs to be cleaned to avoid incorrect results
of the collected data.

[0025] In one embodiment, the data cleaning module 102
removes redundancy, fragmentation, and noise from the
collected data according to a preset cleaning rule algorithm.
In one embodiment, the preset cleaning rule algorithm can
be a removing missing value method, a mean filling method,
or a hot card filling method. In one embodiment, the
removing missing value method is to directly drop samples
with missing values from the collected data set. The mean
filling method is to divide the collected data set into groups
according to a property correlation coefficient of the missing
value in the collected data set, calculate a mean value of each
group, and insert the mean as the missing value. The hot card
filling method is to find an object in a database that has a
value similar to the missing value, and then fill the value of
the object into the missing value.

[0026] In one embodiment, the data cleaning module 102
classifies and aggregates the collected data set according to
a predefined classification rule and a characteristics of the
collected data set to obtain one or more sets data collections
with the same type of characteristics.

[0027] The data checking module 103 determines whether
the collected data set is compliant.

[0028] In one embodiment, the data checking module 103
sets different compliance rules for the collected data set
collected from different sensors 45 or industrial apparatus 4,
and determines whether the collected data set is compliant
according to the corresponding compliance rule. In one
embodiment, the compliance rule includes determining
whether a numerical range of the collected data set is in a
preset range or determining whether a field length of the
collected data set is in a preset length. In one embodiment,
the data checking module 103 determines that the collected
data set is in compliance when the numerical range of the
collected data set is in the preset range and the field length
of the collected data set is in a preset length. In one
embodiment, the data checking module 103 discards the
collected data set when the collected data set is not in
compliance.

[0029] The data structure module 104 encapsulates the
collected data set to form a structured target data set when
the collected data set is compliant.

[0030] The data structure module 104 encapsulates the
collected data set to form the structured target data set
according to data head 0 format and data head 1 format. In
one embodiment, the collected data set includes numerical
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data and control data. The numerical data is a specific value.
For example, the numerical data can be a temperature value
collected from a temperature sensor or a humidity value
collected from a humidity sensor. In one embodiment, the
control data is a command to a platform, to a sensor, or to
an industrial apparatus. In one embodiment, the data head 0
format includes a numerical data head 0 format and a control
data head 0 format. In one embodiment, the numerical data
head 0 format includes, but is not limited to, a data ID, a data
species, a custom enumeration type, a data name, a data
description, a data group 1D, a data type, a measurement unit
of the data, a byte length of the data, an upper limit value of
the data, a center value of the data, a missing identity of the
data, a default access property of the data, a data generation
time, and a custom data property. In one embodiment, in the
default access property of the data, R indicates read-only, W
indicates write-only, RW indicates read & write. In one
embodiment, the data structure module 104 encapsulates the
collected data set to form the structured target data set by
adding the data 1D, the data species, the custom enumeration
type, the data name, the data description, the data group 1D,
the data type, the measurement unit of the data, the byte
length of the data, the upper limit value of the data, the
center value of the data, the missing identity of the data, the
default access property of the data, the data generation time,
and the custom data property.

[0031] In one embodiment, the control data head 0 format
includes, but is not limited to, a data 1D, a data species, a
custom enumeration type, a control command name, a
control command function description, a control command,
a target device ID, a command interface, and a quantity of
command parameters. The command parameters can be a
command parameter 1, a command parameter 2, to com-
mand parameter n, where n is a positive integer that is more
than one. The data structure module 104 encapsulates the
collected data set to form the structured target data set by
adding the data 1D, the data species, the custom enumeration
type, the control command name, the control command
function description, the control command, the target device
1D, the command interface, and the quantity of command
parameters.

[0032] In one embodiment, the data head 1 format
includes, but is not limited to, a device ID, a device type, a
device name, a device function. The data structure module
104 encapsulates the collected data set to form the structured
target data by adding the device ID, the device type, the
device name, and the device function.

[0033] The first transceiver module 105 generates a 5G
signal containing the structured target data set, and sends the
5G signal containing the t structured target data set to the
microprocessor 2. In one embodiment, the first transceiver
module 105 converts a CAN BUS signal, a PROFIBUS BUS
signal, a MODUBUS BUS signal, an EPA BUS signal, an
ETHERCAT BUS signal, an ETHERNET POWERLINK
BUS signal, an RS232 BUS signal, an RS485 BUS signal,
or a TCP/IP BUS signal containing the structured target data
set into the 5G signal containing the structured target data
set.

[0034] In one embodiment, the first transceiver module
105 also receives a second 5G signal, and converts the 5G
signal into the CAN BUS signal, the PROFIBUS BUS
signal, the MODUBUS BUS signal, the EPA BUS signal,
the ETHERCAT BUS signal, the ETHERNET POWER-
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LINK BUS signal, the RS232 BUS signal, the RS485 BUS
signal, or the TCP/IP BUS signal.

[0035] The second transceiver module 106 acquires the
5G signal containing the structured target data set sent by the
industrial apparatus 4.

[0036] In one embodiment, the second transceiver module
106 acquires the 5G signal containing the structured target
data set by the base station 1 and the first communication
unit 23 of the microprocessor 2. In another embodiment, the
base station 1 is set in the microprocessor 2, and the second
transceiver module 106 acquires the 5G signal containing
the structured target data set by the base station 1 set in the
microprocessor 2.

[0037] The data processing module 107 acquires the struc-
tured target data set from the 5G signal, cleans the structured
target data set, and determines whether the structured target
data set is in compliance.

[0038] In one embodiment, the data processing module
107 removes redundancy, fragmentation, and noise from the
structured target data set according to the preset cleaning
rule algorithm. In one embodiment, the preset cleaning rule
algorithm can be the removing missing value method, the
mean filling method, or the hot card filling method, as
previously described.

[0039] In one embodiment, the data processing module
107 sets different compliance rules for the structured target
data set from different items of industrial apparatus 4, and
determines whether the structured target data set is compli-
ant according to the corresponding compliance rule. In one
embodiment, the compliance rules include determining
whether the numerical range of the structured target data set
is in the preset range or determining whether the field length
of' the structured target data set is in the preset length. In one
embodiment, the data checking module 103 determines the
structured target data set is in compliance when the numeri-
cal range of the structured target data set is in the preset
range and the field length of the structured target data set is
in the preset length. In one embodiment, the data processing
module 107 discards the structured target data set when the
structured target data set is not in compliance.

[0040] In one embodiment, different items of industrial
apparatus 4 communicate with the microprocessor 2 by
different communication channels. The data processing
module 107 determines the communication channel for the
microprocessor 2 communicating with the industrial appa-
ratus 4 according to an identification of the industrial
apparatus 4 carried in the structured target data set, and finds
a relationship table 200 based on the communication chan-
nel to determine a data processing rule, a data storage rule,
and a data emission rule corresponding to the communica-
tion channel, and processes the structured target data set
according to the data processing rule, the data storage rule,
and the data emission rule. In one embodiment, the rela-
tionship table 200 defines different relationships between the
communication channel, the data processing rule, the data
storage rule, and the data emission rule.

[0041] FIG. 5 illustrates the relationship table 200. The
relationship table 200 includes the communication channels,
the data processing rules, the data storage rules, and the data
emission rules, and defines the different relationships
between the communication channel, the data processing
rule, the data storage rule, and the data emission rule. In one
embodiment, the data processing rule is a rule for processing
the structured target data set. The data storage rule is a rule
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for storing the structured target data set or storing a data
processing result obtained after processing the structured
target data set according to the data processing rule. In one
embodiment, the data emission rule is a rule for sending the
structured target data set to the cloud platform 3, the
industrial apparatus 4, or other device. In one embodiment,
the structured target data set can be a temperature data sent
by the industrial apparatus 4, and the data processing module
107 determines the communication channel for the micro-
processor 2 communicating with the industrial apparatus 4
according to an identification of the industrial apparatus 4
carried in the temperature data, and refers to the relationship
table 200 based on the communication channel to find the
data processing rule that compares the temperature data with
a preset temperature range. The temperature data is sent to
the cloud platform 3 when the temperature data is in the
preset temperature range, and an alarm instruction is gen-
erated when the temperature data is not in the preset tem-
perature model, the alarm instruction being sent to an alarm
device. The data processing module 107 finds the relation-
ship table 200 based on the communication channel to
determine the data storage rule for storing the temperature
data in the cloud platform 3 when the temperature data is in
the preset temperature range. The data processing module
107 finds the relationship table 200 based on the commu-
nication channel to determine the data emission rule for
sending the temperature data to the cloud platform 3 when
the temperature data is within the preset temperature range.

[0042] In one embodiment, the data processing module
107 encapsulates the structured target data set according to
a data head 2 format. The third transceiver module 108 sends
the encapsulated data to the cloud platform 3. In one
embodiment, the data head 2 format includes, but is not
limited to, a product name, a project name, a process
number, and a production line number. In one embodiment,
the data processing module 107 adds the product name, the
project name, the process number, and the production line
number to the structured target data set. For example, for a
mobile phone manufacturer producing a mobile phone,
processes of the mobile phone include housing processing,
electronic component assembly and testing, and product
packaging. The housing processing data can be acquired by
a housing processing industrial apparatus, and the electronic
component assembly and testing data can be acquired by an
assembly testing device, and the product packaging data can
be acquired by a packaging device. The data processing
module 107 encapsulates the housing processing data
according to “product name, housing processing, fifth pro-
duction line”, and encapsulates the electronic component
assembly testing data according to “product name, elec-
tronic component assembly testing, second production line”,
and encapsulates the product packaging data according to
“product name, product packaging, first production line”. In
one embodiment, the third transceiver module 108 sends the
encapsulated data to the cloud platform 3 by the network.

[0043] The cloud platform 3 receives the structured target
data set sent by the microprocessor 2, and encapsulates the
structured target data set sent by the microprocessor 2
according to a data head 3 format. In one embodiment, the
data head 3 format includes, but is not limited to, a product
type, an industry, a company name, and a company address.
In one embodiment, the cloud platform 3 encapsulates the
structured target data set sent by the microprocessor 2 by
adding the product type, the industry, the company name,
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and the company address. For example, the microprocessor
2 sends production and testing data from a 3D metal printing
material factory in Shenzhen to the cloud platform 3, and the
cloud platform 3 encapsulates the production and testing
data by adding “metal printing material, production, 3D
metal printing material factory, Shenzhen”.

[0044] In one embodiment, the third transceiver module
108 receives a control command sent by the cloud platform
3, and the second transceiver module 106 sends the control
command by a 5G signal format to the industrial apparatus
4 to control the industrial apparatus 4 according to the
control command.

[0045] In present disclosure, the industrial apparatus 4
collects data set, generates a 5G signal containing the data
set, and sends the 5G signal to the microprocessor 2. The
microprocessor 2 determines the communication channel for
the microprocessor 2 communicating with the industrial
apparatus 4 according to an identification of the industrial
apparatus 4 carried in the data set, and finds in a relationship
table 200 based on the communication channel to determine
a data processing rule, a data storage rule, and a data
emission rule corresponding to the communication channel.
The data set is processed according to the data processing
rule, the data storage rule, and the data emission rule, thus
enabling safe, efficient, and convenient transmission of data
between the microprocessor 2 and the industrial device 4.
[0046] FIG. 6 illustrates a flowchart of an embodiment of
a 5G-based communication method for industrial apparatus.
The 5G-based communication method is provided by way of
example, as there are a variety of ways to carry out the
method. The method described below can be carried out
using the configurations illustrated in FIGS. 1-5, for
example, and various elements of these figures are refer-
enced in explaining the example method. Each block shown
in FIG. 6 represents one or more processes, methods, or
subroutines carried out in the example method. Furthermore,
the illustrated order of blocks is by example only and the
order of the blocks can be changed. Additional blocks may
be added or fewer blocks may be utilized, without departing
from this disclosure. The example method can begin at block
601.

[0047] At block 601, an industrial apparatus collects data
to obtain a collected data set.

[0048] In one embodiment, when an interface of an exter-
nal expansion unit of the industrial apparatus is a CAN
interface, the industrial apparatus can collect the collected
data set from a sensor of the industrial apparatus by a CAN
bus. In one embodiment, when the interface of the external
expansion unit is a PROFIBUS interface, the industrial
apparatus can collect the collected data set from the sensor
by a PROFIBUS bus. In one embodiment, when the inter-
face of the external expansion unit is a MODUBUS inter-
face, the industrial apparatus can collect the data from the
sensor by a MODUBUS bus. In one embodiment, when the
interface of the external expansion unit is an EPA interface,
the industrial apparatus can collect the collected data set
from the sensor by an EPA bus. In one embodiment, when
the interface of the external expansion unit is an ETHER-
CAT interface, the industrial apparatus can collect the col-
lected data set from the sensor by an ETHERCAT bus. In
one embodiment, when the interface of the external expan-
sion unit is an ETHERNET POWERLINK interface, the
industrial apparatus can collect the collected data set from
the sensor by an ETHERNET POWERLINK bus. In one
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embodiment, when the interface of the external expansion
unit is an RS232 interface, the industrial apparatus can
collect the collected data set from the sensor by an RS232
bus. In one embodiment, when the interface of the external
expansion unit is an RS485 interface, the industrial appara-
tus can collect the collected data set from the sensor by an
RS485 bus. In one embodiment, when the interface of the
external expansion unit is a TCP/IP interface, the industrial
apparatus can collect the collected data set from the sensor
by a TCP/IP bus. In another embodiment, the industrial
apparatus collects the collected data set from the industrial
apparatus.

[0049] At block 602, the industrial apparatus cleans the
collected data set.

[0050] In one embodiment, the industrial apparatus
removes redundancy, fragmentation, and noise from the
collected data set according to a preset cleaning rule algo-
rithm. In one embodiment, the preset cleaning rule algorithm
can be a removing missing value method, a mean filling
method, or a hot card filling method as previously described.
[0051] In one embodiment, the industrial apparatus clas-
sifies and aggregates the collected data set according to a
predefined classification rule and a characteristics of the
collected data set to obtain one or more collected sets of data
with the same type of characteristics.

[0052] At block 603, the industrial apparatus determines
whether the collected data set is compliant.

[0053] In one embodiment, the industrial apparatus sets
different compliance rules for the collected data set collected
from different sensors or industrial apparatus, and deter-
mines whether the collected data set is compliant according
to the corresponding compliance rule. In one embodiment,
the compliance rule includes determining whether a numeri-
cal range of the collected data set is in a preset range or
determining whether a field length of the collected data set
is in a preset length. In one embodiment, the industrial
apparatus determines that the collected data set is in com-
pliance when the numerical range of the collected data set is
in the preset range and the field length of the collected data
set is in a preset length. In one embodiment, the industrial
apparatus discards the collected data set when the collected
data set is not compliant.

[0054] At block 604, the industrial apparatus encapsulates
the data to form a structured target data set when the
collected data set is compliant.

[0055] The industrial apparatus encapsulates the data to
form the structured target data set according to a data head
0 format and a data head 1 format. In one embodiment, the
collected data set includes numerical data and control data.
The numerical data is a specific value. For example, the
numerical data can be a temperature value collected from a
temperature sensor or a humidity value collected from a
humidity sensor. In one embodiment, the control data is a
control command to a platform, a sensor, or the industrial
apparatus. In one embodiment, the data head 0 format
includes a numerical data head 0 format and a control data
head 0 format. In one embodiment, the numerical data head
0 format includes, but is not limited to, a data ID, a data
species, a custom enumeration type, a data name, a data
description, a data group 1D, a data type, a measurement unit
of the data, a byte length of the data, an upper limit value of
the data, a center value of the data, a missing identity of the
data, a default access property of the data, a data generation
time, and a custom data property. In one embodiment, in the
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default access property of the data, R indicates read-only, W
indicates write-only, and RW indicates read & write. In one
embodiment, the industrial apparatus encapsulates the data
to form the structured target data set by adding the data 1D,
the data species, the custom enumeration type, the data
name, the data description, the data group ID, the data type,
the measurement unit of the data, the byte length of the data,
the upper limit value of the data, the center value of the data,
the missing identity of the data, the default access property
of the data, the data generation time, and the custom data
property.

[0056] In one embodiment, the control data head 0 format
includes, but is not limited to, a data ID, a data species, a
custom enumeration type, a control command name, a
control command function description, a control command,
a target device ID, a command interface, and a quantity of
command parameters. Such quantity includes command
parameter 1, command parameter 2, and command param-
eter n, where n is a positive integer that is more than one.
The industrial apparatus encapsulates the collected data set
to form the structured target data set by adding the data 1D,
the data species, the custom enumeration type, the control
command name, the control command function description,
the control command, the target device 1D, the command
interface, and the quantity of command parameters.

[0057] In one embodiment, the data head 1 format
includes, but is not limited to, a device 1D, a device type, a
device name, and a device function. The industrial apparatus
encapsulates the collected data set to form the structured
target data set by adding the device 1D, the device type, the
device name, and the device function.

[0058] At block 605, the industrial apparatus generates a
5G signal containing the structured target data set, and sends
the 5G signal containing the structured target data set to a
microprocessor. In one embodiment, the industrial apparatus
converts a CAN BUS signal, PROFIBUS BUS signal, a
MODUBUS BUS signal, an EPA BUS signal, ETHERCAT
BUS signal, an ETHERNET POWERLINK BUS signal, an
RS232 BUS signal, an RS485 BUS signal or a TCP/IP BUS
signal containing the structured target data set into the 5G
signal containing the structured target data set.

[0059] In one embodiment, the industrial apparatus also
receives a second 5G signal, and converts the 5G signal into
the CAN BUS signal, the PROFIBUS BUS signal, the
MODUBUS BUS signal, the EPA BUS signal, the ETHER-
CAT BUS signal, the ETHERNET POWERLINK BUS
signal, the RS232 BUS signal, the RS485 BUS signal, or the
TCP/IP BUS signal.

[0060] At block 606, the microprocessor acquires the 5G
signal containing the structured target data set sent by the
industrial apparatus.

[0061] In one embodiment, the microprocessor acquires
the 5G signal containing the structured target data set by a
base station and a first communication unit of the micro-
processor. In another embodiment, the base station is set in
the microprocessor, and the microprocessor acquires the 5G
signal containing the structured target data set by the base
station set in the microprocessor.

[0062] At block 607, the microprocessor acquires the
structured target data set from the 5G signal, cleans the
structured target data set, and determines whether the struc-
tured target data set is compliant.

[0063] In one embodiment, the microprocessor removes
redundancy, fragmentation, and noise from the structured
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target data set according to the preset cleaning rule algo-
rithm. In one embodiment, the preset cleaning rule algorithm
can be the removing missing value method, the mean filling
method or the hot card filling method, as previously
described.

[0064] In one embodiment, the microprocessor sets dif-
ferent compliance rules for the structured target data set
from different industrial apparatus, and determines whether
the structured target data set is compliant according to the
corresponding compliance rule. In one embodiment, the
compliance rule includes determining whether the numerical
range of the structured target data set is in the preset range
or determining whether the field length of the structured
target data set is in the preset length. In one embodiment, the
industrial apparatus determines that the structured target
data set is compliant when the numerical range of the
structured target data set is in the preset range and the field
length of the structured target data set is in the preset length.
In one embodiment, the microprocessor discards the struc-
tured target data set when the structured target data set is not
compliant.

[0065] At block 608, the microprocessor determines a
communication channel for the microprocessor communi-
cating with the industrial apparatus according to an identi-
fication of the industrial apparatus carried in the structured
target data set, and finds in a relationship table, based on the
communication channel to determine a data processing rule,
a data storage rule, and a data emission rule corresponding
to the communication channel. The structured target data set
is processed according to the data processing rule, the data
storage rule, and the data emission rule. In one embodiment,
the relationship table defines different relationships between
the communication channel, the data processing rule, the
data storage rule, and the data emission rule.

[0066] In one embodiment, the relationship table includes
the communication channels, the data processing rules, the
data storage rules, and the data emission rules, and defines
the different relationships between the communication chan-
nel, the data processing rule, the data storage rule, and the
data emission rule. In one embodiment, the data processing
rule is a rule for processing the structured target data set. The
data storage rule is a rule for storing the structured target
data set or storing a data processing result obtained after
processing the structured target data set according to the data
processing rule. In one embodiment, the data emission rule
is a rule for sending the structured target data set to a cloud
platform, the industrial apparatus, or other device. In one
embodiment, the structured target data set can be a tempera-
ture data sent by the industrial apparatus, and the micropro-
cessor determines the communication channel for the micro-
processor communicating with the industrial apparatus
according to an identification of the industrial apparatus
carried in the temperature data. The data processing rule
which compares the temperature data with a preset tempera-
ture range, and sends the temperature data to the cloud
platform when the temperature data is in the preset tem-
perature range, is found and determined in the relationship
table depending on the communication channel. An alarm
instruction is generated when the temperature data is not in
the preset temperature model, and the alarm instruction sent
to an alarm device. The microprocessor finds the relation-
ship table based on the communication channel to determine
the data storage rule that stores the temperature data in the
cloud platform when the temperature data is in the preset
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temperature range. The microprocessor finds in the relation-
ship table the data emission rule that sends the temperature
data to the cloud platform when the temperature data is
within the preset temperature range.

[0067] In one embodiment, the microprocessor encapsu-
lates the structured target data set according to a data head
2 format. The microprocessor sends the encapsulated data to
the cloud platform. In one embodiment, the data head 2
format includes, but is not limited to, a product name, a
project name, a process number, and a production line
number. In one embodiment, the microprocessor adds the
product name, the project name, the process number, and the
production line number to the structured target data set. For
example, for a mobile phone manufacturer producing a
mobile phone, processes of the mobile phone include hous-
ing processing, electronic component assembly testing, and
product packaging. The housing processing data can be
acquired by a housing processing device, and the electronic
component assembly testing data can be acquired by an
assembly testing device. The product packaging data can be
acquired by a packaging device. The microprocessor encap-
sulates the housing processing data according to “product
name, housing processing, fifth production line”, and encap-
sulates the electronic component assembly testing data
according to “product name, electronic component assembly
testing, second production line”, and encapsulates the prod-
uct packaging data according to “product name, product
packaging, first production line”. In one embodiment, the
microprocessor sends the encapsulated data to the cloud
platform by the network.

[0068] The cloud platform receives the structured target
data set sent by the microprocessor, and encapsulates the
structured target data set sent by the microprocessor accord-
ing to a data head 3 format. In one embodiment, the data
head 3 format includes, but is not limited to, a product type,
an industry, a company name, and a company address. In
one embodiment, the cloud platform 3 encapsulates the
structured target data set sent by the microprocessor by
adding the product type, the industry, the company name,
and the company address. For example, the microprocessor
sends a production and testing data from a 3D metal printing
material factory in Shenzhen to the cloud platform, and the
cloud platform encapsulates the production and testing data
by adding “metal printing material, production, 3D metal
printing material factory, Shenzhen”.

[0069] In one embodiment, the microprocessor receives a
control command sent by the cloud platform, and the micro-
processor sends the control command by a 5G signal format
to the industrial apparatus to control the industrial apparatus
according to the control command.

[0070] In present disclosure, the industrial apparatus col-
lects data, generate a 5G signal containing the data, and
sends the 5G signal to the microprocessor. The micropro-
cessor determines the communication channel for the micro-
processor communicating with the industrial apparatus
according to an identification of the industrial apparatus
carried in the data, and finds in the relationship table, based
on the communication channel, a data processing rule, a data
storage rule, and a data emission rule corresponding to the
communication channel. The data is processed according to
the data processing rule, the data storage rule, and the data
emission rule, thus enabling a safe, efficient, and convenient
transmission of data between the microprocessor and the
industrial devices.
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[0071] FIG. 7 illustrates the cloud platform 3. The cloud
platform 3 includes a storage 31, a processor 32, and a
computer program 33 stored in the storage 31 and executed
by the processor 32. FIG. 7 shows only an example of the
cloud platform 3, no limitations of the cloud platform 3 are
constituted, and other examples may include more or less
components than those illustrated, or some components
combined, or a different arrangement. The components, such
as the cloud platform 3, may also include input devices,
output devices, communication unit, network access
devices, buses, and the like.

[0072] The processor 32 can be a central processing unit
(CPU), and also include other general-purpose processors, a
digital signal processor (DSP), and application specific
integrated circuit (ASIC), Field-Programmable Gate Array
(FPGA) or other programmable logic device, discrete gate or
transistor logic device, discrete hardware components, etc.
The general purpose processor may be a microprocessor or
the processor may be any conventional processor or the like.
The processor 32 is the control center of the cloud platform
3, and connects the entire cloud platform 3 by using various
interfaces and lines.

[0073] The storage 31 stores data and programs of the
cloud platform 3. In at least one exemplary embodiment, the
storage 31 can include various types of non-transitory com-
puter-readable storage mediums. For example, the storage
31 can be an internal storage system for eliminating adjacent
channel interference, such as a flash memory, a random
access memory for temporary storage of information, and/or
a read-only memory for permanent storage of information.
The storage 31 can also be an external storage system, such
as a hard disk, a storage card, or a data storage medium.

[0074] Inone embodiment, the modules/units integrated in
the cloud platform 3 can be stored in a computer readable
storage medium if such modules/units are implemented in
the form of a product. Thus the present disclosure may be
implemented and realized in any or part of the method of the
foregoing embodiments, or may be implemented by the
computer program, which may be stored in the computer
readable storage medium. The steps of the various method
embodiments described above may be implemented by a
computer program when executed by a processor. The
computer program includes computer program code, which
may be in the form of source code, object code form,
executable file or some intermediate form. The computer
readable medium may include any entity or device capable
of carrying the computer program code, a recording
medium, a USB flash drive, a removable hard disk, a
magnetic disk, an optical disk, a computer memory, a
read-only memory (ROM), random access memory (RAM),
electrical carrier signals, telecommunication signals, and
software distribution media.

[0075] It should be emphasized that the above-described
embodiments of the present disclosure, including any par-
ticular embodiments, are merely possible examples of
implementations, set forth for a clear understanding of the
principles of the disclosure. Many variations and modifica-
tions can be made to the above-described embodiment(s) of
the disclosure without departing substantially from the spirit
and principles of the disclosure. All such modifications and
variations are intended to be included herein within the
scope of this disclosure and protected by the following
claims.
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What is claimed is:

1. A 5G-based communication method for an industrial
apparatus implemented in the industrial apparatus and a
microprocessor, the method comprising:

the industrial apparatus collecting data to obtain a col-

lected data set;

the industrial apparatus cleaning the collected data set;

the industrial apparatus determining whether the collected

data set is compliant;

the industrial apparatus encapsulating the collected data

set to form a structured target data set if the collected
data set is compliant;

the industrial apparatus generating a 5G signal containing

the structured target data set and sending the 5G signal
containing the structured target data set to the micro-
processor;

the microprocessor acquiring the 5G signal containing the

structured target data set sent by the industrial appara-
tus; and

the microprocessor determining a communication channel

for the microprocessor communicating with the indus-
trial apparatus according to an identification of the
industrial apparatus carried in the structured target data
set, and finding a relationship table based on the
communication channel to determine a data processing
rule, a data storage rule and a data emission rule
corresponding to the communication channel, and pro-
cessing the structured target data set according to the
data processing rule, the data storage rule and the data
emission rule, wherein the relationship table defines
different relationships between the communication
channel, the data processing rule, the data storage rule
and the data emission rule.

2. The 5G-based communication method for an industrial
apparatus as recited in claim 1, further comprising:

the industrial apparatus encapsulating the collected? data

set to form the structured target data set according to a
data head 0 format and a data head 1 format, wherein
the data head 0 format comprises a numerical data head
0 format and a control data head 0 format.

3. The 5G-based communication method for an industrial
apparatus as recited in claim 2, wherein the numerical data
head 0 format comprises a data ID, a data species, a custom
enumeration type, a data name, a data description, a data
group ID, a data type, a measurement unit of the collected
data set, a byte length of the data, an upper limit value of the
data, a center value of the data, a missing identity of the data,
a default access property of the data, a data generation time,
a custom data property, wherein the industrial apparatus
encapsulates the collected data set to form the structured
target data by adding the data ID, the data species, the
custom enumeration type, the data name, the data descrip-
tion, the data group 1D, the data type, the measurement unit
of the data, the byte length of the data, the upper limit value
of the data, the center value of the data, the missing identity
of the data, the default access property of the data, the data
generation time, and the custom data property.

4. The 5G-based communication method for an industrial
apparatus as recited in claim 2, wherein the control data head
0 format includes, but is not limited to a data ID, a data
species, a custom enumeration type, a control command
name, a control command function description, a control
command, a target device ID, a command interface, a
number of command parameters, a command parameter 1, a
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command parameter 2, a command parameter n, wherein n
is a positive integer that is more than one, wherein the
industrial apparatus encapsulates the collected data set to
form the structured target data set by adding the data ID, the
data species, the custom enumeration type, the control
command name, the control command function description,
the control command, the target device ID, the command
interface, the quantity of command parameters, the com-
mand parameter 1, the command parameter 2, and the
command parameter n.

5. The 5G-based communication method for an industrial
apparatus as recited in claim 2, wherein the data head
comprises a device 1D, a device type, a device name, a
device function, wherein the industrial apparatus encapsu-
lates the collected data set to form the structured target data
set by adding the device ID, the device type, the device
name, and the device function.

6. The 5G-based communication method for an industrial
apparatus as recited in claim 1, further comprising:

the industrial apparatus removing redundancy, fragmen-

tation or noise from the collected data set according to
a preset cleaning rule algorithm, wherein the preset
cleaning rule algorithm is a removing missing value
method, a mean filling method or a hot card filling
method.

7. The 5G-based communication method for an industrial
apparatus as recited in claim 6, further comprising:

the microprocessor cleans the structured target data set

and determines whether the structured target data set is
compliant.

8. The 5G-based communication method for an industrial
apparatus as recited in claim 7, further comprising:

the microprocessor removing redundancy, fragmentation

or noise from the structured target data set according to
the preset cleaning rule algorithm.

9. The 5G-based communication method for an industrial
apparatus as recited in claim 7, further comprising:

the microprocessor setting different compliance rules for

the structured? target data set from different industrial
apparatus, and determining whether the structured tar-
get data set is compliant according to a compliance
rule.

10. The 5G-based communication method for an indus-
trial apparatus as recited in claim 9, wherein the compliance
rule comprises determining whether a numerical range of the
structured target data set is in a preset range or determining
whether a field length of the structured target data set is in
the preset length.

11. The 5G-based communication method for an indus-
trial apparatus as recited in claim 10, further comprising:

determining whether the structured target data set is

compliant when the numerical range of the structured
target data set is in the preset range and the field length
of the structured target data set is in the preset length.

12. The 5G-based communication method for an indus-
trial apparatus as recited in claim 2, further comprising:

the microprocessor encapsulating the structured target

data set according to a data head 2 format, wherein the
data head 2 format comprises a product name, a project
name, a process number, and a production line number.

13. The 5G-based communication method for an indus-
trial apparatus as recited in claim 12, further comprising:

a cloud platform receiving the structured target data set

sent by the microprocessor, and encapsulating the



US 2021/0067948 Al

structured target data set sent by the microprocessor
according to a data head 3 format, wherein the data
head 3 format comprises a product type, an industry, a
company name, and a company address.

14. A microprocessor for 5G-based communication, com-

prising:
a processor;
a non-transitory storage medium coupled to the processor
and configured to store a plurality of instructions,
which causes the microprocessor to:
acquire a 5G signal containing a target data set sent by
an industrial apparatus;

determine a communication channel for the micropro-
cessor communicating with the industrial apparatus
according to an identification of the industrial appa-
ratus carried in the target data set, and find a rela-
tionship table based on the communication channel
to determine a data processing rule, a data storage
rule and a data emission rule corresponding to the
communication channel, and process the target data
set according to the data processing rule, the data
storage rule and the data emission rule, wherein the
relationship table defines different relationship
between the communication channel, the data pro-
cessing rule, the data storage rule and the data
emission rule; and

encapsulating the target data set according to a data head
2 format, wherein the data head 2 format comprises a
product name, a project name, a process number, and a
production line number.
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15. The microprocessor as recited in claim 14, wherein the
plurality of instructions is further configured to cause the
microprocessor to:

clean the target data set, and determine whether the target

data set is compliant.

16. The microprocessor as recited in claim 15, wherein the
plurality of instructions is further configured to cause the
microprocessor to:

remove redundancy, fragmentation or noise from the

target data set according to a preset cleaning rule
algorithm, wherein the preset cleaning rule algorithm is
a removing missing value method, a mean filling
method or a hot card filling method.

17. The microprocessor as recited in claim 15, wherein the
plurality of instructions is further configured to cause the
microprocessor to:

set different compliance rules for the target data set from

different industrial apparatus, and

determine whether the target data set is compliant accord-

ing to the corresponding compliance rule.

18. The microprocessor as recited in claim 17, wherein the
compliance rule comprises determining whether the numeri-
cal range of the target data set is in the preset range or
determining whether the field length of the target data set is
in the preset length, the plurality of instructions is further
configured to cause the microprocessor to:

determine the target data set is compliant when the

numerical range of the target data set is in the preset
range and the field length of the target data set is in the
preset length.



