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A SYSTEM AND A METHOD FOR PROCESSING DATA PACKETS OR FRAMES

The present method relates to a system and a method for processing data packets, and in

particular to a new manner of handling flow control in networking elements.

A problem encountered in networking elements when the transmission rate is increased is
seen in e.g. an Ethernet where, at 10 Gbit/s, each bit is 2 cm long on the transmission
fibre. Thus, a 40 km fibre actually holds 2Mbit at any point in time. According to the
standard of flow control, this will mean that when the receiver’s buffer gets too full, the
receiver transmits a flow control stop signal to the transmitter. In a worst-case scenario,
the transmitter has just started transmitting a maximum frame (1522 bytes) when
receiving the FC stop signal. However, before the transmitter stops transmitting, the
receiver still has to have a buffer for holding a total of 2x2Mbit + 2 maximum frames — that
is, a total of approx. 1 Mbyte. This is a fact due to the chosen implementation of the flow
control.

When the receiver reopens transmission, the transmitter will have buffered an amount of
data received during the transmission pause. In prior art transmitters, this data will be
stored in order and output in order. This, naturally, means that Quality of Service is not
provided and that there is a risk of loosing high priority packets due to the buffers being

full or due to ageing.

This problem is caused by the prior art transmitters — or transmitting parts of standard
network equipment — having the buffers placed before the analysers.

The present invention relates to a solution to that problem, and in a first aspect, the
invention relates to a system for processing data packets or frames, the system
comprising:

- means for providing the data packets or frames,

- analysing means for providing, for each data packet or frame provided, one priority
of a plurality of priorities,

- queue means for storing the data packets or frames in each of a number of
queues each relating to one or more of the plurality of priorities,
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- one or more outputs for outputting the provided, analysed, and stored data
packets or frames,

- means for transferring each data packet or frame from the queue means to an
output,

wherein the transferring means are adapted to receive stopping information and to, upon
receipt thereof, stop transfer of data packets or frames from at least one of the queues to
at least one output.

Thus, the data to be buffered is analysed and put into prioritised buffer queues. Each
gueue may relate to more than a single priority, but the queues all relate to different (sets
of) priorities. In this manner, upon reopening of transmission to a receiver, the data may
be output as desired from these queues.

In this context, the means for providing the data may be an input port or a means actually
generating the data. An input port may comprise e.g. a MAC for having the
communication on the port conform to e.g. the Ethernet standard. Naturally, the same is
the situation for the output(s).

A priority may be defined in a standard, such as the Differentiated Service in Ethernet
packets. Alternatively or additionally, one or more parts of the packets or frames may be
analysed in order to identify one or more features or combination of features therein. Each
such feature or combination of features may have a corresponding priority, and the packet
or frame will be assigned the priority of one of the features identified.

Normally, a priority will be an integer between 0 and 63, such as between 0 and 8.
However, a priority may be represented by any sign or character as long as it is
determinable (and this may simply be defined) which of two different priorities is the

highest. Finally, a priority may also be an interval of e.g. integers.

Naturally, the queue means may be implemented in any manner — such as as a number
of separate memories each holding one or more queues or a single memory holding all
queues. When more queues are present in a memory, each queue may be implemented
as a linked list. Also, the full data packet or frame may be stored in one piece or a number
of separate pieces. In addition, it may be desired to actually only store part of the packet
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or frame, if the remaining part(s) thereof may be regenerated when the packet or frame is
to be retrieved and further processed.

In most instances, the transferring means will transfer a data packet or frame to a single
output. However, if the packet or frame is a multicast frame or a broadcast frame, the
packet or frame may be transmitted to a plurality of outputs.

The stopping information may be received from a networking element receiving data
packets or frames output from one or more of the outputs, such as an input connected to
thé sarne networking element. In normal flow control operation, the present system will
also be adapted to receive data packets or frames from the receiving networking element
— and part of those packets or frames will be flow control packets informing the present
system of the status of the receiving networking element.

Another manner of identifying that the receiving networking element is not able to receive
more data will be when it does not acknowledge receipt thereof. In this manner, the
stopping information may be generated internally in the system by a monitoring means
monitoring the transmission and acknowledgements and which signals when an expected
acknowledgement is not received.

Naturally, under all circumstances, the data packets or frames may conform to any known
standard — or to none at all — and may be of a fixed or variable size.

The stopping information may inform the system to only stop certain (normally the lower)
priorities from being transmitted — while higher priorities may still be transmitted.
Alternatively, the transferring means could be adapted to, upon receipt of the stopping
information, stop transfer of data packets or frames from all queues to at least one output
— normally in an embodiment where the system comprises a plurality of outputs. In this

manner, the other outputs may be able to transmit even though one receiver is congested.

Preferably, the 'transfekring means are adapted to receive the stopping information via the
one or more nutputs — or inputs connected to the same networking element(s). Normally,
the transferring means will receive transmission information at regular intervals. Also, a

congested receiver may transmit stopping information at regular intervals, and the
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transferring means may stop transfer until no stopping information has been received in a
period of time exceeding the regular interval.

In one embodiment, the system will comprise a plurality of outputs and wherein the
transferring raeans comprises output queue means for holding data to be output from
each of the outputs, wherein the transferring means are adapted to transfer the data
packets from the queue means to the relevant output queue means and from the output
queue means to the respective outputs.

In this situation, it is preferred that the output queue means actually implements not only a
single queue for each output but a number of queues so that, for each output, prioritised
queues (as the queue means) receive data packets or frames with different priorities. An
éasy implementation would be one where the number of output queue means for each
output corresponds to the total number of priorities or queues in the queue means.

Especially when the transferring means are adapted to transfer data packets or frames
from a higher priority queue means before a lower priority queue means to the respective
output queue means, any stopping and reopening of transmission to a receiver will
implement Quality of Service in that the buffered higher priority packets are transmitted
first. In the situation where the output queue means also have prioritised queues, an even
better performance is achieved.

In a preferred embodiment, in fact, the functionality of the above queue means and output
queue means are combined and the queue means are provided with one queue for each
priority for each of a plurality of outputs. In this manner, each data packet or frame may be
transferred to the correct output/priority at once.

When the providing means and each output is adapted to provide and output data packets
or frames at a predetermined rate (such as measured in frames /sec or bits/bytes /sec),
preferably the analysing means are adapted to analyse the data frames or packets with at
least the predetermined rate. It is even more preferred that the analysing means are
adapted to analyse the data frames or packets at least a rate corresponding to the total
predetermined outputting rate of all outputs.
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Preferably, the queue means are adapted to, in each queue, hold data packets or frames
in the order in which they were received. Such queues may be implemented as a FIFO.

As described, the queue means may comprise a single memory and each queue may be
implemented as a linked list of data packets or frames. When the total amount of data to
be buffered is defined by latency in a flow control system — the amount of data to buffer is
defined by the transmission rate and the time between a receiver receiving data from the
system is congested until a transmitter transmitting data to the present system is stopped.
In this manner, a single memory with the queues as linked lists may be defined with no
prior knowledge of the composition of the data (as to priority). Otherwise, the individual
prioritised queues might be required to be dimensioned to handle the full amount of data.
This amount of data will depend both on the transmission rate and distance. Preferably,
the queue means are adapted to hold at least 1Mbit, such as at least 4Mbit, preferably at
least 6Mbit, such as at least 1Mbyte of data.

In the same manner, the output queue means may comprise a single memory and each
output queue may be implemented as a linked list of data packets or frames. Also, the
output queue means may be adapted to hold at least 1Mbit, such as at least 4Mbit,
preferably at least 6Mbit, such as at least 1Mbyte of data.

It is especially desired that the prioritised queues are adapted to buffer a large amount, if
not all, of the data to be buffered.

Preferably, the analysing means are also adapted to determine, on the basis of one or
more predetermined parts of each data packet or frame, from which output the data
packet or frame should be output. In normal systems, this is obtained by learning and
creation of a lookup table or function where networking information (such as MAC
addresses or [P addresses) is combined with output port numbers.

One type of networking element where the present system is useful is one where the
providing means comprise a number of inputs adapted to receive the data packets or
frames from an external network. An element of this type may be a switch or a hub.

In a second aspect, the invention relates to a method for processing data packets or
frames, the method comprising:



WO 02/091672 PCT/US02/14264

10

15

20

25

30

35

- providing the data packets or frames,

- providing, for each data packet or frame provided, one priority of a plurality of
priorities, ‘

- storing the data packets or frames in one of a number of queues each relating to
one or more of the 'plurality of priorities,

- receiving each data packet or frame from the queues and outputting the data

packet or frame from one or more outputs,

wherein the receiving and outputting step comprises receiving stopping information and
stopping transfer of data packets or frames from at least one of the queues to at least one
of the outputs.

In one embodiment, the receiving and outputting step comprises stopping transfer of data
packets or frames from all queues to at least one of the outputs.

Preferably, the receiving and outputting step comprises receiving the stopping information
via the one or more outputs.

In one embodiment, the receiving and outputting step comprises the steps of:

- transferring the data packets or frames from the queues to an output queue means
for holding data to be output from the réspective one of a plurality of outputs,

- transferring the data packets from the queues to the relevant output queue means
and from the output queue means to the respective outputs.

Then, the receiving and outputting step may comprise transferring data packets or frames
from a higher priority queue before a lower priority queue to the respective output queue
means.

When the step of providing the data packets or frames and each output outputs data
packets or frames with a predetermined rate (such as measured in frames /sec or
bits/bytes /sec), the step of providing a priority is preferably performed with at least the
predetermined rate. Even more preferably, the providing of the priority is performed with
at least a rate corresponding to the total predetermined outputting rate of all outputs.
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In the preferred embodiment, the storing step comprises storing each data packet or
frame in a queue corresponding to an output from which it should be output and to the
priority assigned. In this manner, a queue is provided for each priority and for each output.

In another embodiment, the receiving and outputting step comprises receiving data
packets from each of the queues and outputting the data packets or frames from one of a
plurality of outputs.

Preferably, the storing step comprises storing the data packets or frames in each queue in
the order in which they were received.

Also, the storing step may comprise storing the data packets or frames in a single
memory, each queue being implemented as a linked list of data packets or frames.

Preferably, the storing step comprises storing the data packets or frames in queues
implemented in a memory adapted to hold at least 1Mbit, such as at least 4Mbit,
preferably at least 6Mbit, such as at least 1Mbyte of data.

In addition, the storing step may comprise storing the data packets or frames in a single
memory, each output queue being implemented as a linked list of data packets or frames.

Further, the transferring step may comprise transferring the data packets or frames to
output queue means implemented in a memory adapted to hold at least 1Mbit, such as at
least 4Mbit, preferably at least 6Mbit, such as at least 1Mbyte of data.

In general, the system preferably comprises the step of analysing one or more
predetermined parts of each data packet or frame in order to determine from which output
the data packet or frame should be output.

As mentioned above, an especially interesting embodiment is one where the step of
providing the data packets or frames comprises providing the data packets or frames from
a number of inputs adapted to receive the data packets or frames from an external
network. A method of this type may be used in a switch or a hub.
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A very interesting networking element may be seen in a third aspect relating to a
networking element having:

- a first input/output connected to a first link communicating with a second
networking element, the first I/O being adapted to receive data from the
second networking element and to transmit stopping/congestion information to
the second networking element,

- a second input/output connected to a second link communicating with a third
networking element, the second I/O being adapted to transmit data to the third
networking element and to receive stopping/congestion information from the
third networking element,

- first means for receiving data from the first I/O and transmitting data to the
second /O,

- second means for receiving stopping/congestion information from the second
I/O and transmitting stopping/congestion information to the first 1/0,

the second means being adapted to, upon receipt of the stopping/congestion information
from the second I/O, transmit stopping/congestion information to the first /O without
delay.

In this context, the first networking element may be a switch, a router or just a Media
Access Controller. This element is adapted to transfer data (maybe with some
intermediate analysis or alteration) from one 1/0 to another. In the opposite direction,
stopping/congestion information may be transferred (maybe also with some intermediate
analysis or alteration) in order for the third networking element to signal that it is no longer
interested in — or able to — receive additional data.

Normally this stopping/congestion information may be pause frames, flow control
information or other congestion signalling adapted to provide e.g. back pressure or the
like and to ensure that buffers do not overflow in the system.

In normal networking elements, all networking elements would have buffers and merely
stop transmission of data to the congested receiver. The networking element would then
itself keep receiving data and simply store this. When the buffer of the networking element
is also congesting, the networking element would then assert back pressure on the
networking element from which it receives data in order for that to then stop transmitting.
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This type of communication has the disadvantage that all networking elements need
buffers and need to assert back pressure or the like upon a certain degree of filling or
congestion of the buffer. This provides some latency in the stopping of the actual data
transmitter — and requires all networking elements to have buffers.

The present networking element transmits the stopping/congestion information as soon as
it receives it. In this manner, there is no waiting for any buffer of the networking element to
fill. Also, the actual transmitter of the data is stopped sooner. In this context, “without
delay” will mean that the stopping/congestion information is transmitted as soon as
possible. Inevitable delays may occur due to analysis/alteration of the stopping/congestion
information or waiting for the link to the second networking element to become available.

Thus, in one embodiment, the first means and the first and second 1/O’s each comprise no
more data storage than that required for holding a single data packet or frame. This is not
required in that the second networking element is stopped as soon as possible.

In another embodiment, at least one of the first means and the first and second I/O’s
comprises a data storage, but then the second means is adapted to transmit the
stopping/congestion information independently of a degree of filling/congestion of the data
storage. Naturally, a storage may be provided if desired.

The first means could be adapted to stop transmission of data to the second I/O when the
first means has received stopping/congestion information. In this situation, a storage
would be desired in order to then store any data received until the second networking
element stops transmitting data.

Alternatively, the first means could be adapted to maintain transmission of any data
received from the first I/O to the second I/O when the first means has received
stopping/congestion information. In this situation, which may be termed a cut-through
operation, no buffer is required.

Another aspect relates to communication system comprising:
- a first networking element according to the third aspect,
- a second networking element communicating with the first networking element
via the first I/0 of the first networking element and
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- a third networking element communicating with the first networking element via
the second 1/O of the first networking element,

the second networking element being adaptied to transmit data to the first I/O, to receive
stopping/congestion data from the first /O, and to stop transmission of data upon receipt
of stopping/congestion data,

the third networking element being adapted to receive data from the second I/0 and to
transmit stopping/congestion data to the second /0.

A fifth aspect relates to a method of receiving and transmitting data in and from a
networking element, the method comprising:

- receiving, on a first input/output of the networking element connected to a first
link communicating with a second networking element, data from the second
networking element and transmitting stopping/congestion information to the
second networking element,

- transmitting, on a second input/output of the networking element connected to
a second link communicating with a third networking element, data to the third
networking element and receiving stopping/congestion information from the
third networking element,

- in a first means, receiving data from the first /O and transmitting data to the
second |/O,

- in a second means, receiving stopping/congestion information from the second

I/0 and transmitting stopping/congestion information to the first I/O,

the second means, upon receipt of the stopping/congestion information from the second
I/0, transmitting stopping/congestion information to the first I/O without delay.

Again, the first means and the first and second 1/O’s could each store, at each point in

time, no more data storage than that required for holding a single data packet or frame.

Alternatively, at least one of the first means and the first and second 1/O’s could store
data, and wherein the second means could transmit the stopping/congestion information
independently of an amount of data stored.
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Also, the first means could stop transmission of data to the second 1/O when the first
means has received stopping/congestion information. Alternatively, the first means could
maintain transmission of any data received from the first I/O to the second I/O when the

first means has received stopping/congestion information.

A final aspect relates to a method of operating the system according to the third aspect,
the method comprising:

- during transmission of data from the second networking element to the first /O
of the first networking element and from the second I/0 of the first networking
element to the third networking element, transmitting stopping/congestion
information from the third networking element to the second I/0 of the first
networking element,

- with no delay transmitting stopping/congestion information from the first 1/0 to
the second networking element, and

stopping, in the third networking element, transmission of data to the first I/O.

In the following, three embodiments of the invention will be described with reference to
the drawing wherein:

Fig. 1 illustrates a first embodiment of a device for receiving, processing and outputting
data packets,

Fig. 2 illustrates a second embodiment of a device for receiving, processing and
outputting data packets, and

Fig. 3 illustrates a third embodiment of handling stopping/congestion information.
In Fig. 1, the device has an input 10 receiving data packets or frames from e.g. a data
network or data provider. The device is able to categorize data packets or frames, in

categorizer 12, into one of four priorities.

These packets or frames are analysed or categorised in order to provide a priority for

each. This categorisation is performed on the basis of the contents of certain fields of the



WO 02/091672 PCT/US02/14264

10

15

20

25

30

12

packet or frame. A suitable categorizer may be seen from the US application No.
09/965,078 titled “A method and system for analysing a data packet or frame“ and filed on
28 September, 2001 — and which is hereby incorporated by reference.

The input 10 may be one or a number of separate inputs receiving data packets or frames
from a number of different networks or parts of a network (such as via a number of
different networking elements). '

The device further has a number of outputs 18, and four queues 14 (one for each priority)
for each output 18.

The categorizer 12 is further adapted to determine which output a data packet or frame is
to be output from and to transfer each categorized packet or frame into the queue 14

corresponding to the priority assigned and to the output determined.
The queues 14 may be implemented as a number of separate FIFO’s.

Finally, a shaper 16 is provided for each output 18. Each shaper 16 is adapted to transfer
data packets from the queues 14 to the corresponding output 18. The shaper 16 is
adapted to transfer data packets or frames from that non-empty queue 14 having the
highest priority to each output.

The arrows of the outputs 18 point in two directions in that the device is flow control
enabled and therefore able to receive flow control information from networking units

receiving the data packets or frames output from the device on outputs 18.

This networking information is used in the receiving shaper 16 to stop sending data
packets or frames. Upon “reopening” of transmission, any later received high priority data
packets or frames will be sent before lower priority packets or frames. In this manner,
preference is made toward the higher priority packets, thus implementing Quality of
Service and preventing Head of Line blocking.

It should be noted that the stopping of sending data may be only from one or more of the
queues of an output. It may be desired that only lower priority data is stopped in order to
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give the receiver a chance of reducing its work load or the amount of data in its buffers —

but still maintain data flow at the higher priorities.

In Fig. 2, the queues 14 are implemented in a single memory block, such as a RAM, as

linked lists. In this manner, the overall storage capacity required may be reduced.

Fig. 3 illustrates a new manner of handling stopping/congestion information such as
pause frames, flow control information or other congestion information transmitted
between networking elements (such as switches, routers, bridges, MAC’s or the like) in

order to control data flow and to ensure that data is not lost.

The system of Fig. 3 comprises a networking element 20 according to the third aspect.
This networking element communicates, via two-way links illustrated by arrows, with a
second networking element 22 and a third networking element 24. The networking
element 22 transmits data to the element 20, which transmits data to the element 24.
Also, the element 24 is able to transmit stopping/congestion information to the element 22

via the element 20 in order to reduce or stop the amount of data transmitted.

Naturally, the data on the links may have different formats (such as Ethernet, SPI4v2,
XAUL, XGMII, GMII, MIl — or any other format ~ packet based, cell based, frame based)
and the element 20 may perform any analysis or alteration thereof (in the means 30 or 26)
before sending the data to the element 24.

Also, the stopping/congestion information transmitted form the element 24 may have any
form — and a form different form that on which stopping/congestion information is
transmitted between the elements 20 and 22.

The element 20 has, in this embodiment, a buffer 26 for buffering data received from the
element 22 before transmission to the element 24. This buffer may have any size. In one
embodiment where the link between the elements 22 and 20 is cell-based, and the
communication between the elements 20 and 24 is frame based, the buffer has a size of
at least one frame/packet of the largest possible size in that the frame needs to be
assembled from the cells before transmission to the element 24.
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When the element 24 transmits stopping/congestion information, the element 20
immediately transmits stopping/congestion information to the element 22. It should be
noted that different types of stopping/congestion information may be used (such as for
stopping all - or only part of the data traffic).

The element 22 will then stop transmission of data either for a predetermined period of
time or until instructed to start transmission.

The element 20 may also stop (using means 30) transmitting data to the element 24 and
instead buffer any data received in the buffer 26. Alternatively, the buffer 26 may be
provided only for e.g. reassembly purposes and the element 20 will keep transmitting any
data received to the element 24 which will then receive and buffer the data.

Thus, in the last situation, the element 20 may be a cut-through element not delaying the
data transmission more than what is required for the analysis/alteration/reassembly
necessarily handled by that element.
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CLAIMS
1. A system for processing data packets or frames, the system comprising:

- means for providing the data packets or frames,

- analysing means for providing, for each data packet or frame provided, one priority
of a plurality of priorities,

- queue means for storing the data packets or frames in each of a number of
queues each relating to one or more of the plurality of priorities,

- one or more outputs for outputting the provided, analysed, and stored data
packets or frames,

- means for transferring each data packet or frame from the queue means to an
output,

wherein the transferring means are adapted to receive stopping information and to, upon
receipt thereof, stop transfer of data packets or frames from at least one of the queues to
at least one output.

2. A system according to claim 1, wherein the transferring means are adapted to, upon
receipt of the stopping information, stop transfer of data packets or frames from all queues
to at least one output.

3. A system according to claim 1 or 2, wherein the transferring means is adapted to
receive the stopping information via the one or more outputs.

4. A system according to any of claims 1-3, the system comprising a plurality of outputs
and wherein the transferring means comprises output queue means for holding data to be
output from each of the outputs, wherein the transferring means are adapted to transfer
the data packets from the queue means to the relevant output queue means and from the
output queue means to the respective outputs.

5. A system according to claim 4, wherein the transferring means are adapted to transfer
data packets or frames from a higher priority queue means before a lower priority queue
means to the respective output queue means.
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6. A system according to any of the preceding claims, wherein the providing means and
each output are adapted to provide and output data packets or frames at a predetermined
rate, and where the analysing means are adapted to analyse the data frames or packets

with at least the predetermined rate.

7. A system according to any of the preceding claims, wherein the queue means are
adapted to, in each queue, hold data packets or frames in an order in which they were

received.

8. A system according to any of the preceding claims, wherein the queue means comprise
a single memory and wherein each queue is implemented as a linked list of data packets
or frames in the memory.

9. A system according to any of the preceding claims, wherein the queue means are
adapted to hold at least 1Mbit, such as at least 4Mbit, preferably at least 6Mbit, such as at
least 1Mbyte of data.

10. A system according to claim 3, wherein the output queue means comprise a single
memory and wherein each output queue is implemented as a linked list of data packets or

frames in the memory.

11. A system according to claim 3, wherein the output queue means are adapted to hold
at least 1Mbit, such as at least 4Mbit, preferably at least 6Mbit, such as at least 1Mbyte of
data.

12. A system according to any of the preceding claims, wherein the analysing means are
adapted to determine, on the basis of one or more predetermined parts of each data
packet or frame, from which output the data packet or frame should be output.

13. A system according to any of the preceding claims, wherein the providing means
comprise a number of inputs adapted to receive the data packets or frames from an

external network.

14. A method for processing data packets or frames, the method comprising:
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- providing the data packets or frames,

- providing, for each data packet or frame provided, one priority of a plurality of
priorities,

- storing the data packets or frames in one of a number of queues each relating to
one or more of the plurality of priorities,

- receiving each data packet or frame from the queues and outputting the data

packet or frame from one or more outputs,

wherein the receiving and outputting step comprises receiving stopping information and
stopping transfer of data packets or frames from at least one of the queues to at least one
of the outputs.

15. A method according to claim 14, wherein the receiving and outputting step comprises

stopping transfer of data packets or frames from all queues to at least one of the outputs.

16. A method according to claim 14 or 15, wherein the receiving and outputting step

comprises receiving the stopping information via the one or more outputs.

17. A method according to any of claims 14-16, where the receiving and outputting step
comprises the steps of:

- transferring the data packets or frames from the queues to an oufput gueue means
for holding data to be output from the respective output of a plurality of outputs, and

- transferring the data packets from the output queue means to the respective
outputs.

18. A method according to claim 17, wherein the receiving and outputting step comprises
transferring data packets or frames from a higher priority queue before a lower priority
queue to the respective output queue means.

19. A method according to any of claims 14-18, wherein the step of providing the data
packets or frames is provided with a predetermined rate and each output provides a
predetermined rate, and where the step of providing a priority is performed with at least
the predetermined rate.
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20. A method according to any of claims 14-16, wherein the receiving and outputting step
comprises receiving data packets from each of the queues and outputting the data
packets or frames from one of a plurality of outputs.

21. A method according to any of claims 14-20, wherein the storing step comprises
storing the data packets or frames in each queue in an order in which they were received.

22. A method according to any of claims 14-21, wherein the storing step comprises
storing the data packets or frames in a single memory, each queue being implemented as
a linked list of data packets or frames.

23. A method according to any of claims 14-22, wherein the storing step comprises
storing the data packets or frames in queues implemented in a memory adapted to hold at
least 1Mbit, such as at least 4Mbit, preferably at least 6Mbit, such as at least 1Mbyte of
data.

24. A method according to claim 17, wherein the transferring step comprises transferring
the data packets or frames to a single memory, each output queue being implemented as
a linked list of data packets or frames.

25. A method according to claims 17, wherein the transferring step comprises transferring
the data packets or frames to output queue means implemented in a memory adapted to
hold at least 1Mbit, such as at least 4Mbit, preferably at least 6Mbit, such as at least
1Mbyte of data.

26. A method according to any of claims 14-25, further comprising the step of analysing
one or more predetermined parts of each data packet or frame in order to determine from
which output the data packet or frame should be output.

27. A method according to any of claims 14-26, wherein the step of providing the data
packets or frames comprises providing the data packets or frames from a number of

inputs adapted to receive the data packets or frames from an external network.

28. A networking element having:
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- a first input/output connected to a first link communicating with a second
networking element, the first I/O being adapted to receive data from the
second networking element and to transmit stopping/congestion information to
the second networking element,

- a second input/output connected to a second link communicating with a third
networking element, the second 1/O being adapted to transmit data to the third
networking element and to receive stopping/congestion information from the
third networking element,

- first means for receiving data from the first [/O and transmitting data to the
second I/O,

- second means for receiving stopping/congestion information from the second
I/O and transmitting stopping/congestion information to the first I/O,

the second means being adapted to, upon receipt of the stopping/congestion information
from the second /O, transmit stopping/congestion information to the first I/0 without
delay.

29. A networking element according to claim 28, wherein the first means and the first and
second I/O’s each comprise no more data storage than that required for holding a single
data packet or frame.

30. A networking element according to claim 28, wherein at least one of the first means
and the first and second I/O’s comprises a data storage, and wherein the second means
is adapted to transmit the stopping/congestion information independently of a degree of
filling/congestion of the data storage.

31. A networking element according to any of claims 28-30, wherein the first means is
adapted to stop transmission of data to the second I/O when the first means has received
stopping/congestion information.

32. A networking element according to any of claims 28-30, wherein the first means is
adapted to maintain transmission of any data received from the first I/0 to the second I/O

when the first means has received stopping/congestion information.

33. A communication system comprising:
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- a first networking element according to any of claims 28-32,

- a second networking element communicating with the first networking element
via the first I/O of the first networking element and

- a third networking element communicating with the first networking element via
the second I/O of the first networking element,

the second networking element being adapted to transmit data to the first I/O, to receive
stopping/congestion data from the first /0, and to stop transmission of data upon receipt
of stopping/congestion data,

the third networking element being adapted to receive data from the second I/0 and to
transmit stopping/congestion data to the second I/O.

34. A method of receiving and transmitting data in and from a networking element, the
method comprising:

- receiving, on a first input/output of the networking element connected to a first
link communicating with a second networking element, data from the second
networking element and transmitting stopping/congestion information to the
second networking element,

- transmitting, on a second input/output of the networking element connected to
a second link communicating with a third networking element, data 1o the third
networking element and receiving stopping/congestion information from the
third networking element,

- in a first means, receiving data from the first I/O and transmitting data to the
second /0,

- in a second means, receiving stopping/congestion information from the second
I/O and transmitting stopping/congestion information to the first 1/O,

the second means, upon receipt of the stopping/congestion information from the second
I/O, transmitting stopping/congestion information to the first I/O without delay.

35. A method according to claim 34, wherein the first means and the first and second I/O’s
each store, at each point in time, no more data storage than that required for holding a
single data packet or frame.
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36. A method according to claim 34, wherein at least one of the first means and the first
and second |/O’s stores data, and wherein the second means transmits the

stopping/congestion information independently of an amount of data stored.

37. A method according to any of claims 34-36, wherein the first means stops
transmission of data fo the second I/O when the first means has received

stopping/congestion information.

38. A method according to any of claims 34-36, wherein the first means maintains
transmission of any data received from the first I/O to the second I/O when the first means
has received stopping/congestion information.

39. A method of operating the system according to claim 33, the method comprising:

- during transmission of data from the second networking element to the first I1/0
of the first networking element and from the second I/O of the first networking
element to the third networking element, transmitting stopping/congestion
information from the third networking element to the second I/0 of the first
networking element,

- with no delay transmitting stopping/congestion information from the first /0 to
the second networking element, and

- stopping, in the third networking element, transmission of data to the first 1/0.
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