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(57) ABSTRACT

Embodiments relate to the processing of information asso-
ciated with a user of a portable electronic key to limit use of
the key by unauthorized persons. The portable electronic key
includes an input device configured to receive user input
information from a holder of the key. A user verification
procedure is performed based on the user input information.
The user input information can include biometric informa-
tion associated with the holder of the key. The user verifi-
cation procedure includes a determination that the user input
information corresponds to authorized user information
stored in a memory of the key. Based in part on execution
of'the user verification procedure, the portable electronic key
can be configured to initiate an unlocking event at an entry
point.
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ELECTRONIC KEY DEVICE UTILIZING
USER INPUT TO FACILITATE ACCESS BY
AUTHORIZED PERSONS

RELATED APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 15/596,201 entitled “REMOTE
ADMINISTRATION OF AN ELECTRONIC KEY TO
FACILITATE USE BY AUTHORIZED PERSONS” and
filed on May 16, 2017, which is a continuation-in-part of
U.S. patent application Ser. No. 14/680,048 entitled “APPA-
RATUS AND METHOD FOR REMOTE ADMINISTRA-
TION AND RECURRENT UPDATING OF CREDEN-
TIALS INAN ACCESS CONTROL SYSTEM” and filed on
Apr. 6, 2015, now U.S. Pat. No. 9,841,743 issued on Dec.
12, 2017, which claims the benefit of U.S. Provisional Pat.
App. No. 61/975,911 entitled “APPARATUS AND METH-
ODS FOR ELECTRONIC ACCESS CONTROL” and filed
on Apr. 7, 2014. The disclosures of the foregoing applica-
tions are incorporated by reference herein in their entirety.

TECHNICAL FIELD

[0002] This disclosure relates to the field of access control,
and, more particularly to an improved electronic key for use
with an electronic lock in an access control system.

BACKGROUND INFORMATION

[0003] It has become commonplace in the broad field of
access control for locks and keys to incorporate electronic
components that control various aspects of the locking and
unlocking process. Indeed, the automobile industry has long
been familiar with keyless entry systems that utilize elec-
tronic components to control access to a vehicle.

[0004] In other areas of access control, for example secur-
ing areas of a large commercial building wherein locks are
installed on doors, cabinets, and other enclosures, it is
desirable to replace traditional mechanical lock cylinders in
an access control system with electronic or electro-mechani-
cal locks.

[0005] In access control systems incorporating electronic
or electro-mechanical locks, it is often advantageous to
provide a system administrator or system user with the
ability to monitor and/or control the operation of electronic
locks from a computer station, for example by connecting
the electronic locks to a data network via a wireless local
area network (WL AN) or a permanent hardwire connection.
However, the costs associated with installing, connecting,
and maintaining such a system may be prohibitive, particu-
larly in a large or sprawling complex. Moreover, the location
of certain locks may not be conducive to either form of
connection. In addition to maintaining an adequate commu-
nications infrastructure, dedicated administration software is
generally required to manage the access control system. This
software adds additional costs to the system and computer
updates or hardware changes may cause system malfunc-
tions.

SUMMARY

[0006] The following presents a simplified summary of
various aspects of this disclosure. This summary is not an
extensive overview of the various embodiments and imple-
mentations described in this disclosure, and is not intended
to identify key or critical elements or to delineate the scope
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of'the claims. The following summary merely presents some
concepts of the disclosure in a simplified form as an intro-
duction to the description below.

[0007] In general, various aspects of the subject matter
described in this disclosure can facilitate remote adminis-
tration of a portable electronic key in an access control
system. An activation signal may be delivered to wireless
communications circuitry of the portable electronic key to
enable the key to perform one or more tasks. In some
implementations, receipt of the activation signal enables the
portable electronic key to initiate an unlocking event at an
electronic locking device. The portable electronic key may
use an access credential and information conveyed by the
activation signal to facilitate operation of the electronic
locking device.

[0008] A smart device can receive information related to
the activation signal from a server device. The smart device
delivers the activation signal to the portable electronic key
via a wireless communications link established in accor-
dance with a standardized wireless communications proto-
col. A user verification procedure may be performed at one
of'the portable electronic key and the smart device. The user
verification procedure indicates if a handler of the portable
electronic key is authorized to use the key. Delivery of the
activation signal may be initiated in response to completion
of the user verification procedure. The user verification
procedure can verify input provided by a holder of the
portable electronic key. User input can be collected at one of
the smart device and the portable electronic key. A touch-
screen user interface of the smart device can facilitate
collection of input from a key holder during the user
verification procedure. User input may include biometric
information. In at least some implementations, delivery of
an activation signal is initiated upon verification of data
associated with one of the smart device and the portable
electronic key. Proximity of the portable electronic key to
one of the smart device and the electronic locking device can
cause delivery of the activation signal to the key.

[0009] The details of one or more implementations of the
various embodiments are set forth in the accompanying
drawings and the detailed description below. Other potential
implementations of the subject matter will be apparent from
the description and drawings, and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] For a more complete understanding of this disclo-
sure, the drawings herein illustrate examples of the various
non-limiting and non-exhaustive embodiments and imple-
mentations. The drawings, however, do not limit the scope
of the disclosure.

[0011] FIG. 1 is a block diagram illustrating an example
access control system in accordance with various embodi-
ments.

[0012] FIG. 2A s a block diagram illustrating an example
portable electronic key in accordance with various embodi-
ments.

[0013] FIG. 2B is a block diagram illustrating an example
printed circuit board with functional components embedded
thereon for use with a portable electronic key in accordance
with various embodiments.

[0014] FIG. 3 is a block diagram illustrating an example of
communication interfaces between functional components
of a portable electronic key and further illustrating example
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communication interfaces between the portable electronic
key and electronic devices located away from the key.
[0015] FIG. 4 is a flowchart illustrating an example
method for utilizing a conventional web browser on an
electronic device to modify access control information of a
portable electronic key.

[0016] FIG. 5 is a flowchart illustrating an example of an
energy efficient method for establishing a wireless commu-
nications interface with a portable electronic key.

[0017] FIG. 6 is a block diagram illustrating example
communications between a set of two or more portable
electronic keys deployed in an access control system.
[0018] FIG. 7 is a flowchart illustrating an example
method for automatically updating access control informa-
tion of a portable electronic key configured to operate in a
client-server relationship with a remote server device.
[0019] FIG. 8 is a block diagram illustrating an example
access control system in accordance with various embodi-
ments.

[0020] FIG. 9 is a flowchart illustrating an example
method for delivering an activation signal to enable func-
tionality of an electronic key in response to a user verifica-
tion procedure executed at a mobile device.

DETAILED DESCRIPTION

[0021] In view of the difficulties and costs associated with
facilitating the exchange and maintenance of access control
information in an access control system, the present inventor
recognized that there is a need for providing remote moni-
toring and control of information associated with portable
electronic keys deployed in an access control system.
[0022] As illustrated generally in FIG. 1, an access control
system 100 used to selectively control access to an area(s),
enclosure(s), or item(s) comprises at least one electronic
locking device 110. Electronic locking device 110 may be
any locking device controlled, at least in part, by electrical
signals and capable of selectively locking an access point,
enclosure, or otherwise selectively restricting access to an
area or item. Examples of various suitable electronic locking
devices are described in U.S. Pat. Nos. 5,140,317, 5,351,
042, and 6,474,122, to name a few. According to various
embodiments described herein, a portable electronic key 10
communicates with electronic locking device 110 via a
bi-directional interface 112, for example to initiate an
unlocking sequence or otherwise control operation of the
locking device according to known methods.

[0023] Various methods and techniques for communicat-
ing with and/or controlling operation of an electronic lock-
ing device are known in the field of electronic locks. One
example of a reliable method is that described in the
aforementioned *122 patent assigned to Videx, Inc., assignee
of this disclosure. As illustrated in greater detail in the *122
patent, operation and/or unlocking of an electronic locking
device may be initiated by transmitting information com-
prising a unique identification code and password, stored in
memory of an electronic key, to the electronic locking
device. The electronic locking device may then compare the
received identification code and password against a list of
authorized keys and passwords stored in memory of the
electronic locking device. If the transmitting key is indeed
authorized to operate the electronic locking device, and the
transmitted password is accurate, the electronic locking
device may thereafter be opened. It will be appreciated that
other known methods and techniques for operating an elec-
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tronic locking device may demand additional authentication
variables that further restrict access, for example time and/or
date constraints that limit the period during which a key is
authorized to operate a lock. In accordance with other
suitable methods and techniques, the electronic key may
store a record of successful and/or unsuccessful access
events in memory of the electronic key and/or the electronic
locking device. As operation varies across access control
systems, skilled persons will appreciate that the term “access
event” refers to any event involving a component of access
control system 100. Depending on the arrangement and
characteristics of access control system 100, access events
may include such events as successfully unlocking an elec-
tronic locking device, denying an electronic key access to an
electronic locking device, movement of an electronic key to
a particular area of an access control system, and transmit-
ting certain access control information from one device to
another, to illustrate just a few possible examples.

[0024] Skilled persons will appreciate that any one of the
known methods and techniques of operating and communi-
cating with a suitable electronic locking device may be
employed by access control system 100. Accordingly, bi-
directional interface 112 may be implemented as a wired
communications link, wireless communications link, or
combinations thereof utilizing any suitable communications
protocols discussed herein. Methods of communicating with
and/or operating an electronic locking device via a wired
communications link are disclosed for example in U.S. Pat.
Nos. 5,140,317 and 6,474,122 (described briefly above).
Methods of communicating with and/or operating an elec-
tronic locking device via a wireless communications link are
disclosed for example in U.S. Pat. Nos. 5,815,557 and
7,334,443.

[0025] It is further appreciated by skilled persons that an
electronic locking device may be configured without access
to a power source. In such configurations, electrical power
to energize circuitry of the electronic locking device may be
provided by a power source within an electronic key during
an unlocking operation or during other key-to-lock commu-
nications. For example, electrical power may be supplied to
circuitry of an electronic lock during engagement with an
electronic key via electrical contacts (where electrical con-
tacts on an electronic key may be electrically coupled with
corresponding electrical contacts on the electronic locking
device) or by other known methods such as inductive
coupling.

[0026] While access control system 100 may comprise any
suitable electronic locking device known to skilled persons,
various embodiments of this disclosure are illustrated as
comprising an electronic locking device(s) configured with-
out access to a power source. Accordingly, bi-directional
interface 112 is illustrated herein as a wired communications
link (or combination of wired and wireless) implemented
such that portable electronic key 10 may energize circuitry
of electronic locking device 110 according to known meth-
ods. As used herein with respect to bi-directional interface
112, the term “wired communications link” indicates that
physical engagement (i.e. mechanical coupling) between
portable electronic key 10 and electronic locking device 110
may facilitate the energizing of circuitry within electronic
locking device 110, for example via electrical contacts
disposed on both key and locking device. It will be under-
stood that the term wired communications link is not
intended to denote or require a permanent wired connection
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between portable electronic key 10 and electronic locking
device 110. In addition to energizing lock circuitry, in certain
implementations bi-directional interface 112 may be further
utilized to electronically transmit information such as an
access credential to electronic locking device 110. However,
it will be appreciated that bi-directional interface 112 may
optionally be implemented according to other known meth-
ods, including for example as a wireless communications
interface that may additionally accomplish energizing cir-
cuitry within electronic locking device 110 via inductive
coupling or other known methods of wireless energy trans-
fer.

[0027] In accordance with one or more embodiments of
this disclosure, a portable electronic key for use in access
control system 100 is illustrated generally at 10 in FIG. 2A.
It will be understood that this disclosure also refers to
“portable electronic key” as simply “electronic key” for
brevity, and that the two terms may be used interchangeably.
Electronic key 10 comprises a power supply 12 and a printed
circuit board (PCB) 14. Optionally, power supply 12 and/or
PCB 14 may be electrically coupled to one or more electrical
contacts 15. Electrical contacts 15 are preferably disposed
such that they are accessible from the exterior of electronic
key 10. Skilled persons will appreciate that the overall
mechanical and electrical arrangement of electronic key 10
may be implemented as desired.

[0028] Referring also now to FIG. 2B, PCB 14 has embed-
ded thereon, a microprocessor 16 connected to a plurality of
functional components including a wireless communications
module 30 and flash memory 40. Additionally, the PCB may
optionally have embedded thereon, and connected to micro-
processor 16, an accelerometer 42, a beeper 44, and an LED
46. Other functional components may be embedded on PCB
14 as desired. Microprocessor 16 typically includes a clock
18 and non-volatile memory 20 embedded thereon. Wireless
communications module 30 may utilize various known
methods and protocols of wireless communication including
IEEE 802.11x, WI-FI DIRECT®, BLUETOOTH®, ZIG-
BEE®, NFC, and/or other wireless communication methods
and protocols known to skilled persons.

[0029] Wireless communications module 30 is shown in
FIG. 2B as comprising an embedded transceiver 32, but it
will be understood that a transceiver or antenna may be
provided in non-embedded configurations and operably con-
nected thereto. It will further be understood that a plurality
of wireless communications modules may be included to
provide electronic key 10 with wireless communications
capabilities utilizing multiple methods and protocols.
Appropriate wireless communications modules may be
obtained commercially and include that sold under the
model number “MRF24WBOMA” by Microchip Technol-
ogy of Chandler, Ariz. It will be appreciated by skilled
persons that other suitable wireless communication circuitry
may have utility in electronic key 10.

[0030] In addition to non-volatile memory 20 embedded
on microprocessor 16, flash memory 40 of PCB 14 may be
commercially available flash memory and according to some
embodiments is configured to store access control informa-
tion, such as an audit trail (i.e. log of previous access events,
such as details associated with opening of a locking device),
access credential (e.g. key permissions, lock schedules,
other variables, etc.), and other access control information
utilized in the implementation of various embodiments of
access control system 100. While electronic key 10 is
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described herein as containing a plurality of separate
memory units (non-volatile memory 20 embedded on micro-
processor 16 and flash memory 40), it will be understood
that electronic key 10 may utilize any appropriate arrange-
ment of electronic memory sites to store information includ-
ing a single non-volatile memory unit.

[0031] Accelerometer 42 may be any device capable of
measuring acceleration forces and may for example com-
prise a multi-axis accelerometer or alternatively, accelera-
tion forces may be measured by a combination of multiple,
single-axis accelerometers. Beeper 44 may be any audio
signaling device such as a piezoelectric buzzer and/or other
audio signaling devices known to skilled persons. Although
FIG. 2B depicts the aforementioned functional components
as embedded on PCB 14 and coupled to microprocessor 16,
skilled persons will appreciate that in alternate embodiments
and implementations, these components may be arranged
separately from PCB 14 and operably associated with micro-
processor 16 utilizing known methods.

[0032] Referring to FIG. 3, non-volatile memory 20 (em-
bedded on microprocessor 16) comprises a software appli-
cation(s) containing an event handler 22 and a web server
24. While event handler 22 and web server 24 are illustrated
as being disposed on the same memory unit, skilled persons
will appreciate that event handler 22 and/or web server 24
may be disposed on separate memory units such as flash
memory 40. Further, while event handler 22 and web server
24 are illustrated herein as separate software programs,
skilled persons will appreciate that this arrangement is
illustrative only and that a single software program, or many
separate programs, may be configured to perform the vari-
ous functions of event handler 22 and web server 24. Event
handler 22 may be a software program configured to receive,
process, and respond to input signals from functional com-
ponents operably associated with microprocessor 16 such as
accelerometer 42. Further, event handler 22 may be config-
ured to receive, process, and respond to input signals from
bi-directional interface 112 for example when electronic key
10 is engaged with electronic locking device 110 or with a
recharging dock (not shown).

[0033] In accordance with some implementations, event
handler 22 may respond to various forms of input by
selectively controlling access to information stored on elec-
tronic key 10, for example in flash memory 40. By way of
example, event handler 22 may respond to an engagement
event with an electronic locking device 110 by performing
an authentication action as described in this disclosure (e.g.
by comparing unique 1D codes of both key and lock, etc.).
As used herein, the term “engagement event” refers to
electronic key 10 engaging, pairing, or otherwise commu-
nicating with electronic locking device 110 (e.g. for the
purpose of initiating an unlocking sequence or exchanging
information). In this example, if event handler 22 determines
that electronic key 10 is indeed authorized to operate elec-
tronic locking device 110, event handler 22 may initiate an
unlocking sequence according to known methods as
described briefly herein. For instance, in this implementation
event handler 22 may retrieve an access credential, such as
a unique key ID code and password, stored in flash memory
40 and transmit this information to electronic locking device
110 via bi-directional interface 112. It will be appreciated
that the term “access credential” refers to any information
that may be utilized by electronic locking device 110 and/or
electronic key 10 to authenticate access or operation and
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may include information such as authorized time and date
schedules (i.e. permissions to access certain electronic lock-
ing devices at certain times), passwords, ID numbers, etc.

[0034] For example, while electronic locking device 110
may require electronic key 10 to possess the proper permis-
sions (i.e. authorization) to initiate an unlocking sequence of
that particular locking device, it may require additional
information, such as a date/time variable that is compared
against a date/time range during which the electronic key 10
is authorized to operate electronic locking device 110. In this
example, the access credential may comprise information
including the permission to operate the electronic locking
device 110 (i.e. electronic key 10 may store a list of
electronic locking devices it is authorized to open) as well as
the attempted time of operation. In other examples, the
access credential may comprise only the access permission.
In yet other examples, the access credential may comprise
the access permission and information associated with the
most recent access event recorded by electronic key 10.
Electronic locking device 110 may subsequently compare
(e.g. utilizing a microprocessor) the access credential trans-
mitted by electronic key 10 with a list of authorized access
credentials, such as key ID codes and passwords, stored in
memory of the lock. Upon proper authorization, electronic
locking device 110 may perform an unlocking operation, for
example by utilizing a solenoid or electric motor therein to
displace a lock pin or blocking member.

[0035] While authentication and operation of electronic
locking device 110 is illustrated herein as comprising an
exchange and comparison of an access credential (e.g. ID
code, password, and/or time of operation), it will be appre-
ciated by skilled persons that event handler 22 may utilize
any known method or technique to operate and/or unlock
electronic locking device 110. Alternatively, if event handler
22 determines that electronic key 10 is not authorized to
operate the engaged electronic locking device 110 it may
alert the user of the key (and potentially persons nearby),
that the attempted operation is not authorized, for example
by actuating beeper 44 and/or LED 46.

[0036] In accordance with alternative implementations,
event handler 22 may utilize signals from accelerometer 42
to control, or otherwise alter, communications with elec-
tronic locking device 110. To illustrate, upon engagement
with electronic locking device 110, event handler 22 may
initiate an unlocking sequence (as described herein) if
signals produced by accelerometer 42 indicate that elec-
tronic key 10 was subjected to a force(s) exceeding a
predetermined threshold. In other examples, event handler
22 may initiate an unlocking sequence if signals produced
by accelerometer 42 indicate that electronic key 10 was
recently subjected to a series of forces matching a particular
pattern.

[0037] To illustrate further, event handler 22 may be
configured in a default state such that it will perform no
action in response to an engagement event. As described
above, event handler 22 may typically respond to an engage-
ment event by transmitting an access credential to electronic
locking device 110 or otherwise initiating an unlocking
sequence with electronic locking device 110. However, in
this present example, a user of electronic key 10 may first
need to subject the key to a particular force(s), movement(s),
or orientation such that signals produced by accelerometer
42 will cause event handler 22 to perform an action or
otherwise respond to an engagement event.
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[0038] For instance, event handler 22 may be configured
to respond to an engagement event (e.g. by transmitting an
access credential or otherwise initiating operation and/or
opening of an electronic lock) for a limited period of time
after signals produced by accelerometer 42 indicate a par-
ticular force typically registered when electronic key 10 is
tapped against a hard surface. In this example, tapping
electronic key 10 against a solid surface may enable event
handler 22 to respond to engagement events (i.e. commu-
nicate with electronic locking device 110) for a limited
period of time, such as 30 seconds. While tapping the key
against a hard surface is one illustration of a particular
measurable force, skilled persons will appreciate that any
distinguishable force, or pattern of forces, may be utilized to
selectively enable response to engagement events, for
example a series of taps or a unique vibration sequence.
Skilled persons will further appreciate that enabling event
handler 22 for limited periods of time in response to signals
from accelerometer 42 is an example illustrating but one
method or technique of utilizing signals produced by accel-
erometer 42 to further control access permissions and event
handler 22 may utilize other methods and techniques. In
alternative implementations, signals produced by acceler-
ometer 42 may be recorded or logged to a file stored in flash
memory 40 or other memory of electronic key 10. During an
engagement event, event handler 22 may initially search the
file(s) containing recorded accelerometer events to deter-
mine whether a particular force, or pattern of forces, was
recently recorded, for example within the previous 30 sec-
onds. If the particular enabling force is indeed present in the
log of accelerometer events, event handler 22 may thereafter
proceed to initiate an unlocking sequence with electronic
locking device 110.

[0039] In yet further implementations, event handler 22
may disable an otherwise typical default response to engage-
ment events when particular signals are produced by accel-
erometer 42. Here, event handler 22 may be configured such
that it does not perform any action in response to engage-
ment events for a limited period of time after signals
produced by accelerometer 42 indicate electronic key 10
was subjected to a particular force or series of forces. In
various implementations, event handler 22 may be config-
ured in a default state such that it responds to engagement
events by exchanging an access credential or otherwise
initiating an unlocking sequence with electronic locking
device 110. When event handler 22 receives a signal(s)
produced by accelerometer 42 indicative of a particular
force or series of forces (e.g. exceeding a predetermined
threshold), event handler 22 may deviate from this default
state by disabling all responses to engagement events for a
period of time, such as 10 minutes.

[0040] In this manner, event handler 22 may temporarily
disable the access capabilities of electronic key 10 if signals
produced by accelerometer 42 indicate that electronic key 10
may have been forcibly taken from its user, for example
during a physical altercation. It will be appreciated that other
forces or patterns of forces may cause event handler 22 to
disable functionality and selection of a particular force or
pattern of forces may be subjective and/or may be based, for
example, upon physical and environmental forces custom-
arily experienced by electronic key 10 in a particular access
control system 100.

[0041] Inaccordance with various implementations, event
handler 22 may control and/or communicate with various
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functional components of electronic key 10 in response to a
signal(s) produced by accelerometer 42. For instance, power
consumption of electronic key 10 may be reduced by
configuring event handler 22 to enable wireless communi-
cations module 30 (or other functional components) in
response to signals produced by accelerometer 42 indicating
movement of electronic key 10. In this manner, power
consumption of electronic key 10 may be reduced during
periods of time when it is stationary and thus unlikely to be
used. Here, wireless communications module 30 may be
connected to microprocessor 16 via a serial peripheral
interface (SPI) bus with a slave select line or other known
method to allow selective enabling/disabling of connected
peripherals. To reduce power usage, wireless communica-
tions module 30 may be disabled in a default state such that
it consumes reduced power or zero power until enabled (e.g.
it may be disabled by holding the slave select line high in an
active low configuration to interrupt delivery of electrical
power to wireless communications module 30). Event han-
dler 22 may thereafter selectively enable wireless commu-
nications module 30 by dropping the slave select line (i.e.
from logic 1 to logic 0) to deliver electrical power to
wireless communications module 30 in response to particu-
lar conditions. For example, in some implementations event
handler 22 may enable wireless communications module 30
in response to a signal produced by accelerometer 42
indicating movement of electronic key 10. While enabling/
disabling of wireless communications module 30 is
described herein using a logic gate, it will be appreciated by
skilled persons that other known methods and techniques
may be used such as an electronic switch or electro-me-
chanical switch physically manipulated by the user of elec-
tronic key 10. It will be further appreciated that similar
methods and techniques may be utilized to interrupt the
supply of electrical power to other functional components of
electronic key 10 in order to reduce overall power consump-
tion.

[0042] In an alternative implementation, power consump-
tion may be reduced further yet by configuring event handler
22 to selectively enable wireless communications module 30
in response to a signal produced by accelerometer 42
indicating electronic key 10 was subjected to a force exceed-
ing a predetermined threshold. Here, event handler 22 may,
for example, enable wireless communications module 30 for
a predetermined period of time after receiving a signal(s)
produced by accelerometer 42 indicative of a force equiva-
lent or greater to a force typically registered when electronic
key 10 is tapped or knocked against a solid surface (i.e.
tapping electronic key 10 against a desk may “wake up”
wireless communications module 30 and allow establish-
ment of a wireless communications link with other elec-
tronic devices).

[0043] Referring to FIGS. 1 and 3, in accordance with
various embodiments electronic key 10 may establish a
wireless communications link with electronic devices by
way of wireless communications module 30. To illustrate, as
depicted in FIG. 1, electronic key 10 communicates with
mobile device 120 and/or stationary electronic device 130
via a wireless interface 114, for example to facilitate admin-
istration of electronic key 10 or access control system 100
via mobile device 120 and/or stationary electronic device
130. Wireless interface 114 may utilize known wireless
communications methods and protocols including 802.11x,
WI-FI DIRECT®, BLUETOOTH®, ZIGBEE®, NFC,
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Z-WAVE®, DECT, RUBEE® and/or other wireless com-
munication protocols known to skilled persons. Mobile
device 120 may be a conventional cell phone, such as that
typically carried by most users, laptop, computer tablet,
netbook computer, wearable computer device, or any mobile
electronic device capable of communicating via the com-
munication protocols utilized by access control system 100.
Likewise, stationary electronic device 130 may be a con-
ventional desktop computer, terminal, wall panel, kiosk, or
other fixed or semi-permanent electronic device capable of
communicating via the methods and protocols utilized by
access control system 100. The number and ratio of devices
(e.g. electronic key 10, electronic locking device 110,
mobile device 120, stationary electronic device 130, etc.)
depicted in FIG. 1 is intended for illustrative purposes only
and is not intended to limit the implementation or arrange-
ment of access control system 100.

[0044] In some implementations, communications
between electronic key 10 and mobile device 120 and/or
stationary electronic device 130 may be facilitated by imple-
menting wireless interface 114 over an ad hoc Internet
Protocol (IP) WLAN, for example by employing known
zero-configuration networking (ZeroConf) protocols. Alter-
natively, wireless interface 114 may be implemented over an
IP WL AN by executing a set of instructions to configure the
network settings, by manually configuring a DHCP server
and DNS server, or by utilizing other known methods to
distribute 1P addresses, resolve domain names, and other-
wise configure network settings. In this manner, wireless
communications module 30 may be utilized to implement an
IP WLAN to facilitate communications between electronic
key 10 and one or more proximate (effective range will
depend on the protocol) electronic devices without reliance
on peripheral third party communications infrastructure.
Indeed, in this implementation wireless interface 114 may
facilitate transmission of information between electronic
key 10 and an electronic device utilizing only wireless
communications module 30 of electronic key 10 and com-
patible communications circuitry of mobile device and/or
stationary electronic device 130.

[0045] While wireless interface 114 is illustrated above as
being established over an ad hoc IP WLAN connecting two
or more proximate devices, it will be appreciated by skilled
persons that other known configurations for establishing a
wireless communications link between two or more elec-
tronic devices may be utilized, such as a wireless personal
area network (WPAN), a wireless wide area network
(WWAN), a wireless mesh network, and/or secure device
pairing. It will be further appreciated that information in the
selected configuration may be transmitted utilizing any
known wireless communications protocols such as WI-FI
DIRECT®, BLUETOOTH®, ZIGBEE®, NFC, Z-WAVE®,
RUBEE®, WiMax (IEEE 802.16) and/or other methods and
protocols known to skilled persons. It will be appreciated
that communications between electronic key 10 and other
devices (via wireless interface 114 or other methods) may
optionally be encrypted according to known methods to
provide enhanced security.

[0046] In other implementations, electronic key 10 may
communicate with mobile device 120 and/or stationary
electronic device 130 via a communication network 150.
Communication network 150 may be any conventional
communications network such as a WLAN utilizing proto-
cols such as 802.11x, well known cellular networks utilizing
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protocols conforming to the 3" Generation Partnership
Project (3GPP) specifications (e.g. GSM, UMTS, LTE),
CDMAZ2000, or other wireless communications networks
known to skilled persons. In this implementation, wireless
interface 114 may be established between electronic key 10
and other devices via communication network 150 such that
electronic key 10 may exchange information with any
mobile device 120 or stationary electronic device 130 that is
similarly communicating across communication network
150, for example devices connected to a company intranet
through one or more local area networks. It will be appre-
ciated that mobile device 120 and/or stationary electronic
device 130 may communicate via communication network
150 by utilizing wired methods, wireless methods, or a
combination thereof. Further, communication network 150
may further be connected to the Internet via an Internet
service provider (ISP) according to known methods such
that electronic key 10 may exchange information with any
mobile device 120 or stationary electronic device 130 that is
capable of communicating across the Internet. It will be
appreciated by skilled persons that electronic key 10, mobile
device 120, stationary electronic device 130, and other
electronic devices associated with access control system 100
may utilize various networking devices to facilitate com-
munication and exchange of information, such as a wireless
access point, a router, a gateway, a switch, a bridge, a hub,
a repeater, a firewall, a multiplexer, and a modem to name
a few examples. It will be further appreciated that such
networking devices may be embedded on the various elec-
tronic devices associated with access control system 100
(e.g. embedded on mobile device 120 and stationary elec-
tronic device 130), or may alternatively be located remote
from such electronic devices and operably associated thereto
utilizing the methods and protocols described herein.

[0047] Referring again to FIG. 3, in accordance with
numerous embodiments web server 24 is a software program
configured to receive and respond to electronic data
requests, such as HTTP requests (or data requests using
other application protocols known to skilled persons) from
a conventional web browser. Other protocols that may have
utility for sending and responding to requests in this and
other embodiments are those protocols in accordance with
layer 7 of the International Organization for Standardiza-
tion’s Open Systems Interconnection (OSI) model. Skilled
persons will appreciate that the request portion and response
portion of an HTTP request-response transaction may be
referred to as messages. HTTP is used herein to refer
collectively to HT'TP as well as its secure format, HTTPS.
For example, a system user or system administrator may
utilize a conventional web browser running on mobile
device 120 or stationary electronic device 130 to transmit an
HTTP request message to electronic key 10 via the com-
munication methods and protocols described herein. The
web browser may be any commercially available web
browser capable of transmitting HTTP requests or other data
requests over the Internet such as that distributed under the
name “CHROME” by Google, Inc. of Mountain View,
Calif., or under the trademark FIREFOX® by Mozilla
Corporation also of Mountain View, Calif. While this dis-
closure refers to the use of a conventional web browser to
illustrate various embodiments and implementations, skilled
persons will appreciate that other client applications (e.g.
custom proprietary applications) may be used to send elec-
tronic data request messages to web server 24.
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[0048] Likewise, web server 24 may be obtained commer-
cially and appropriate examples include that distributed
under the name “Apache HTTP Server” by the Apache
Software Foundation of Forest Hill, Md. Alternatively, web
server 24 may be a proprietary application configured to
receive and respond to electronic data requests such as
HTTP request messages. Skilled persons will appreciate that
software programs configured to receive and respond to
electronic data requests may often be configured to operate
as both a client (to generate and send electronic data request
messages) and as a server (to receive and respond to
electronic data request messages) in a client-server relation-
ship with another application. Electronic key 10 is illustrated
in various embodiments as having a web server 24, but it
should be understood that the term “web server” is used
herein for brevity and web server 24 may be any software
program configured to operate as a client, as a server, or a
combination thereof. Web server 24 may cooperate with
event handler 22 to process (and alternatively, to generate)
data request messages. In some implementations, event
handler 22 may process a data request and prepare a
response message for return to web server 24 utilizing
information stored in flash memory 40 and/or non-volatile
memory 20.

[0049] To illustrate by way of example, a system admin-
istrator may send an HTTP request message from a conven-
tional web browser running on mobile device 120 to elec-
tronic key 10 via wireless interface 114. The HTTP request
message may, for example, comprise instructions requesting
audit trail information (i.e. details of previous access events)
of electronic key 10, or audit trail information corresponding
to all keys deployed in access control system 100. Web
server 24 handles the data request and communicates the
information contained in the request message to event
handler 22 to prepare a response message for transmission to
the web browser on mobile device 120. In some implemen-
tations, event handler 22 may initially authenticate the
administrator (or other user initiating the HTTP request)
prior to preparing a response message, for example utilizing
digest access authentication or other known challenge-re-
sponse protocols.

[0050] To illustrate further, when processing the HTTP
request, event handler 22 may first determine whether the
requested audit trail information exists in memory 40 and/or
non-volatile memory 20. Optionally, event handler 22 may
communicate with an embedded database server (not
shown) or other file management program where files stored
on electronic key 10 are organized according to such archi-
tectures. If event handler 22 determines that the requested
audit trail information does not exist on electronic key 10,
the event handler may prepare an error message for return to
web server 24 which in turn transmits this error message to
the web browser, for example as an HTML page or other
browser compatible text format. Alternatively, if the
requested audit trail information does indeed exist in
memory, event handler 22 may pass this information directly
to the web browser via web server 24 (e.g. if the requested
information is stored on electronic key 10 in a static HTML
document). In another implementation, event handler 22
may prepare a dynamic HTML web page containing the
requested audit trail information for return to web server 24
utilizing known methods and techniques such as server-side
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scripting. Further, event handler 22 may cache dynamic web
pages to reduce load times when responding to subsequent
requests.

[0051] In yet another implementation, event handler 22
may prepare responses in XML, JSON, or other known
formats suitable for transmitting information between server
and client. For instance, known web development tech-
niques such as Asynchronous Javascript and XML (AJAX)
may be utilized in the implementation of a web application
(or interactive webpage) providing a user friendly graphical
user interface (GUI) displaying access control system infor-
mation and details on the web browser. In this manner, a user
of the web browser is able to perform administration duties
for an access control system using the interface provided on
the web browser. Here, event handler 22 may initially
respond to an HTTP request message by preparing a
response message containing static resources utilized by the
web browser to build or assemble a web application. These
static resources may comprise a file(s) containing various
languages and formats capable of being handled by a
conventional web browser such as HTML, JAVASCRIPT®,
CSS, etc. After the web browser utilizes these static
resources to build a web application, additional asynchro-
nous (or background) HTTP request messages may be
generated and sent automatically from the web browser to
update information displayed at the web application, pref-
erably without reloading the page or application. For
instance, after initially displaying audit trail information for
a particular electronic key 10 at the web application, addi-
tional asynchronous HTTP request messages may be sent to
electronic key 10 such that any change to the audit trail of
the key would thereafter be transmitted to the web browser
to automatically update the audit trail information displayed
at the web application, preferably without reloading or
modifying the other resources displayed. In this implemen-
tation, event handler 22 may prepare a response (to asyn-
chronous HTTP request messages) containing the requested
audit trail information in JSON, XML, or other known
textual data formats.

[0052] In further implementations, event handler 22 may
create, modify, copy, replace or delete files stored in flash
memory 40 or non-volatile memory 20 in response to an
HTTP request message. To illustrate, in an emergency
situation a system administrator may send an HTTP request
message from a web browser on mobile device 120 to
electronic key 10 containing instructions to delete or other-
wise disable the access credential(s) for that particular
electronic key. In response, event handler 22 may delete the
file(s) containing the access credential from flash memory
40 before returning a response message comprising an
HTML page to web server 24 (for transmission to the web
browser) indicating that the requested action was performed
successfully. In this example where an access credential was
deleted, the system administrator may reprogram or other-
wise provide new access permissions and/or other access
credential information to electronic key 10 in order to
thereafter operate electronic locking device 110.

[0053] In another aspect, a system administrator may
replace an obsolete file(s) stored on electronic key 10 by
utilizing a web browser or other client program to transmit
an updated version of the file(s) along with an HTTP request
message containing instructions to replace the obsolete
file(s), stored in flash memory 40 or non-volatile memory
20, with the transmitted file. In response, event handler 22
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may initiate a replacement of the obsolete file and return an
HTML page (or other data) to web server 24 indicating the
requested replacement was performed successfully.

[0054] In a further example, a system administrator run-
ning a web application on a conventional web browser may
send an HTTP request message to electronic key 10 con-
taining a request to retrieve, for display, the access credential
for that particular electronic key. After loading the credential
information (as transmitted by electronic key 10) at the web
application, the web application may provide the system
administrator with the ability to adjust the access credential,
for example by modifying the times during each day that
electronic key 10 is authorized for use by a particular user.
If the system administrator modifies the authorized time
frame, for example by clicking on button(s) or moving
sliders within the web application’s GUI to increase or
decrease the authorized time frame, the web browser may
send asynchronous request messages to web server 24
containing instructions to modify the access credential
accordingly. In this example, event handler 22 may respond
by modifying the file(s) containing the access credential for
electronic key 10 stored, for example, in flash memory 40
before returning an XML or JSON file containing the
modified access credential information. The web application
running on the system administrator’s web browser may
process the XML or JSON file and appropriately update the
page resources (which may be comprised of a combination
of web browser compatible languages and protocols includ-
ing, for example, HTML, JAVASCRIPT®, CSS, etc.) in
real-time such that the system administrator may view the
newly modified credential, preferably without reloading the
web application or otherwise interrupting display of page
resources.

[0055] According to some implementations, event handler
22 may communicate with and/or control functional com-
ponents of electronic key 10 in response to messages
received at the key. For example, event handler 22 may
initiate an alarm by actuating beeper 44 and/or LED 46
before returning a response message to web server 24. In
another example, event handler 22 may conserve power by
disabling wireless communications module 30 immediately
after web server 24 successfully returns a response message
to the web browser. In yet other examples, event handler 22
may communicate with and/or control functional compo-
nents of electronic key 10 without preparing any response
message to return to the web browser.

[0056] Referring here to FIG. 4, a method for modifying
access credential information of an electronic key 10
deployed in access control system 100 will be described in
accordance with at least some embodiments. The process
begins at step 400 and proceeds to step 402 where wireless
interface 114 is established between electronic key 10 and
mobile device 120. At step 404, an HTTP request message
containing instructions to modify access credential informa-
tion for electronic key 10 is transmitted from a web browser
running on mobile device 120 to electronic key 10 via
wireless interface 114. Web server 24 processes the HTTP
request message and communicates the information con-
tained therein to event handler 22 at step 406. In step 408,
event handler 22 may first verify that a file(s) containing a
valid access credential exists in flash memory 40. If such a
file(s) exists in memory, event handler 22 may proceed to
step 410 where the access credential is modified in accor-
dance with instructions contained in the received HTTP
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request message. At step 412, notwithstanding whether the
access credential was actually modified, event handler 22
prepares a response message to pass to web server 24. Here,
the response may, for example, be an HTML file containing
the access credential as modified in step 410. Alternatively,
the response may be a file containing an error message
where the requested modification of the access credential
was unsuccessful. At step 414, event handler 22 passes the
prepared response message to web server 24, which subse-
quently transmits the response message, via wireless inter-
face 114, to the web browser running on mobile device 120.

[0057] Power consumption during communications
between electronic key 10 and various electronic devices
may be reduced by configuring event handler 22 to disable
wireless communications module 30 where wireless inter-
face 114 is not established within a predetermined period of
time after the module has been enabled (i.e. if a device has
not established a communications link, or attempted to
establish a communications link, with electronic key 10). In
other embodiments, power consumption of electronic key 10
may be reduced by configuring functional components in a
default low power or sleep state and thereafter selectively
enabling said components in response to a signal(s) from
accelerometer 42. For instance, a user of electronic key 10
may need to subject electronic key 10 to a particular force
or pattern of forces in order to activate functional compo-
nents, such as wireless communications module 30. In this
manner, a user of electronic key 10 may actively conserve
power by enabling functional components only when
needed, for example immediately before or shortly after
attempting an engagement event.

[0058] Referring now to FIG. 5, an energy efficient
method for establishing a wireless communications link with
an electronic key will be described in accordance with at
least some embodiments. The method is initiated at step 500
and proceeds to step 502 where event handler 22 receives a
signal(s) produced by accelerometer 42 and determines what
forces, if any, electronic key 10 has been subjected to. If
event handler 22 determines that signals produced by accel-
erometer 42 indicate that forces acting on electronic key 10
exceed a predetermined threshold in step 504, the method
proceeds to step 506 where event handler 22 enables wire-
less communications module 30. For example, in some
implementations the predetermined threshold may be estab-
lished, in part, based on forces typically registered when
electronic key 10 is subjected to a tapping or knocking
against a solid surface such as a desk. However, if event
handler 22 determines that forces acting on electronic key 10
have not exceeded a predetermined threshold, step 502 is
repeated indefinitely until event handler 22 determines that
forces acting on electronic key 10 have exceeded a prede-
termined threshold. After wireless communications module
30 has been enabled, event handler 22 thereafter attempts (or
responds to attempts generated by other electronic devices)
to establish wireless interface 114 with other devices asso-
ciated with access control system 100 for a predetermined
period of time in step 508. In this step 508, event handler 22
may for example respond to a request from a compatible
communications module on mobile device 120 by attempt-
ing to establish wireless interface 114 via wireless commu-
nications module 30. In other examples of step 508, event
handler 22 may attempt to connect to a WLAN using
network credentials stored in flash memory 40. After expi-
ration of the predetermined time in step 508, the method
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proceeds to step 510 where event handler 22 determines
whether wireless interface 114 has been established between
electronic key 10 (via wireless communications module 30)
and another device or communication network 150. If event
handler 22 determines that wireless interface 114 has not
been established, event handler 22 disables wireless com-
munications module 30 in step 512. Skilled persons will
appreciate that similar methods may be used to conserve
power consumption or control behavior of other functional
components. For instance, event handler 22 may only initi-
ate an engagement event with electronic locking device 110
after event handler 22 determines that signals produced by
accelerometer 42 indicate electronic key 10 was subject to a
force exceeding a predetermined threshold.

[0059] Turning now to FIG. 6, in accordance with various
embodiments, a set comprising two or more electronic keys
10, , deployed in access control system 100 may establish a
wireless communications link with one another via wireless
communications module 30. In this manner, each electronic
key 10 may effectively operate as a proxy administrator or
master key by passively updating other keys (e.g. by modi-
fying an access credential with new permissions). For
example, in an illustrative access control system 100, each
individual electronic key 10,,, may initially have stored
thereon (e.g. in flash memory 40) a file(s) comprising an
identical access credential, or set of credentials, applicable
to all electronic keys 10,,_,, in access control system 100. The
system administrator, wishing to update access permissions
for a particular individual electronic key (e.g. 10,) may
conveniently establish a wireless communications link
between an electronic device and any available electronic
key 10, in the system (according to methods described
herein). For example, the system administrator may estab-
lish wireless interface 114 between mobile device 120 and
electronic key 10, and subsequently update the access cre-
dential corresponding to a different electronic key, such as
10, stored thereon. Updating of the access credential may
be accomplished according to the various methods and
techniques described herein, such as for example sending an
HTTP request message containing instructions to modify the
permissions for a particular key.

[0060] The file(s) containing the newly updated access
permissions, now stored on electronic key 10, may further
contain a time stamp or other appropriate variable to indicate
the time and date that the file(s) was modified. Subsequently,
when an administrator or user transports updated electronic
key 10, throughout access control system 100, event handler
22 of electronic key 10, may selectively enable wireless
communications module 30 and thereafter attempt to estab-
lish wireless interface 114 with one or more electronic keys
10,_,.

[0061] As with wireless communications between elec-
tronic key 10 and mobile device 120 and/or stationary
electronic device 130, implementation of wireless interface
114 between two or more electronic keys 10, may utilize
any appropriate wireless communications protocols such as
802.11x, WI-FI DIRECT®, BLUETOOTH®, ZIGBEE®,
NFC, Z-WAVE®, RUBEE®, and/or other methods and
protocols known to skilled persons. Further, information
may be exchanged between keys in formats identical or
equivalent to those utilized when communicating with a web
browser or other application on mobile device 120 and/or
stationary electronic device 130. For instance, electronic key
10 may request information from other electronic keys 10,_,
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by transmitting, via wireless interface 114, an HT'TP request
message (or other electronic data requests known to skilled
persons). An electronic key 10 receiving an HTTP request
message may thereafter respond by transmitting information
(e.g. response messages) via wireless interface 114 to other
electronic keys 10, utilizing XML, JSON, HTML or other
known textual data protocols.

[0062] Upon establishment of wireless interface 114
between two or more electronic keys, for example between
electronic key 10, and electronic key 10,, event handler 22
(on either key) may initiate an information exchange
between the keys. For example, event handler 22 on elec-
tronic key 10, may update the access credential stored on
electronic key 10, by first requesting (e.g. transmitting an
HTTP request message via web server 24) wirelessly con-
nected electronic key 10, transmit its access credential
file(s). Event handler 22 on electronic key 10, may respond
by transmitting the file(s) via web server 24 and wireless
interface 114. Upon receipt of the access credential file(s),
event handler 22 on electronic key 10, may run a compari-
son on the time stamps (or similar variable indicating time
of file modification), comparing the time stamp contained in
the access credential file(s) stored locally on electronic key
10, with that contained in the file(s) received from electronic
key 10,. If event handler 22 determines that the access
credential file(s) transmitted by electronic key 10, predates
the access credential file(s) stored in memory of 10, event
handler 22 of key 10, may initiate a replacement of the
outdated file by transmitting the most recent access creden-
tial file(s) via wireless interface 114 to electronic key 10,.
Thereafter, electronic keys 10, and 10, may similarly initiate
communications with other electronic keys 10,_, such that
all deployed keys in access control system 100 receive the
updated access credential file(s) as originally updated, by the
administrator, on electronic key 10,.

[0063] Enablement of wireless communications module
30 to facilitate communications between electronic keys
10, ,, may occur automatically or in response to user action.
To illustrate, event handler 22 of each electronic key 10,,_,
may be configured to enable its respective wireless commu-
nications module 30 at synchronized intermittent times, for
example every 30 minutes. Alternatively, event handler 22
may enable wireless communications module 30 if a signal
(s) produced by accelerometer 42 indicates that electronic
key 10 is not stationary. In this manner, electronic keys 10,
may communicate with one another during transportation or
movement of keys throughout access control system 100.
[0064] In further implementations, event handler 22 of
each electronic key 10,,, may enable its corresponding
wireless communications module 30 during synchronized
time periods and thereafter attempt to establish a wireless
communications link via communication network 150 (not
shown in FIG. 6), thus enabling all electronic keys 10, , in
access control system 100 to communicate with one another
irrespective of relative proximity.

[0065] In yet further implementations, administrators or
users of electronic keys 10,_,, may actively induce establish-
ment of wireless interface 114 between two or more elec-
tronic keys by subjecting electronic key 10 to a particular
motion and/or force. To illustrate, users of two electronic
keys deployed in access control system 100, such as elec-
tronic key 10, and 10,, may induce communications
between electronic keys 10,, by tapping the two keys
together. Here, event handler 22 (on each key 10, ,) may be
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configured to enable wireless communications module 30 in
response to a signal(s) produced by accelerometer 42 indi-
cating electronic key 10 was subjected to a force exceeding
or matching a predetermined threshold, such as that typi-
cally registered when electronic key 10 is tapped against a
solid surface. While tapping the two keys together is one
example of force applied by the user, skilled persons will
appreciate that event handler 22 may be configured to enable
wireless communications module 30 in response to any
distinguishable force or motion experienced by electronic
key 10. To conserve power in various implementations,
event handler 22 may be configured such that wireless
communications module 30 is enabled for a brief period to
establish wireless interface 114 between electronic keys. If
wireless interface 114 is not established during this brief
period, wireless communications module 30 may be dis-
abled (similar to the technique described above with refer-
ence to FIG. 5). Optionally, event handler 22 may alert users
of successful and/or unsuccessful establishment of wireless
interface 114 (and for example, success and/or failure of
subsequent communications) by actuating beeper 44 and/or
LED 46 such that users may reliably ascertain whether a
particular key has been updated with a new credential or
system information.

[0066] It will be appreciated by skilled persons that elec-
tronic keys 10,, may optionally communicate with other
electronic devices in the same automated, or semi-auto-
mated, manner as they communicate with one another (i.e.
where user or administrator input is limited or absent). To
illustrate, electronic key 10 may be configured to operate in
the manner of a client device in access control system 100,
thereby allowing administration or updating of electronic
key 10 while reducing power consumption by operating in
a client-server relationship with other devices. In this client-
server relationship, electronic key 10 may be configured in
a default low power (or sleep state) wherein wireless com-
munications module 30 and other functional components are
disabled or otherwise consume reduced, minimal, or zero
power. Here, for example, event handler 22 may periodically
enable wireless communications module 30 and thereafter
attempt to establish wireless interface 114 with a dedicated
system server operating on an electronic device that is
connected to a building WLAN and located away from
electronic key 10. For example, wireless interface 114 may
be established while a user carries electronic key 10
throughout various locations of access control system 100.
Upon establishment of wireless interface 114, event handler
22 may be configured to automatically retrieve an updated
access credential from the system server to replace or
modify its own access credential file(s) in the same manner
described above with respect to key-to-key communications.
In other implementations, event handler 22 may report
access events logged by the key to the system server. In this
manner, event handler 22 may automatically (e.g. without
user input) manage access credentials on the key and report
previous access events to the system server. Here, as above
with respect to key-to-key communication, web server 24
may be a software program configured to both generate and
send electronic data request messages (e.g. HITP request
messages) as well as receive and respond to electronic data
request messages. For example, in addition to being config-
ured as a client device (where web server 24 is typically
generating request messages), electronic key 10 could alter-
natively be configured as a server device, and a remote client
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device may periodically query electronic key 10 to retrieve
access events stored thereon. In this instance, web server 24
would typically be responding to received request messages
and communicating with event handler 22 to prepare the
appropriate responses.

[0067] Referring to FIG. 7 to illustrate further, a method
for automatically (e.g. without input or action from a user of
the key) updating access control information of an electronic
key configured to operate in a client-server relationship with
a remote server device will be described in accordance with
at least some embodiments. The method is initiated at step
700 and proceeds to step 702 where event handler 22 enables
wireless communications module 30. Depending on the
arrangement and characteristics of the access control system
100, event handler 22 may be configured to enable wireless
communications module 30 with varying degrees of fre-
quency. In some implementations of step 702, event handler
22 may enable wireless communications circuitry at prede-
termined periodic intervals, such as every 10 minutes. It will
be appreciated that the periodic intervals may vary in
duration depending on the characteristics of access control
system 100. For instance, during certain hours of the day the
intervals may be of shorter duration to facilitate increased
control and visibility during peak access control system
traffic. In other implementations of step 702, event handler
22 may enable wireless communications module 30 based,
at least in part, on previous access events. For instance, after
electronic key 10 successfully unlocks electronic locking
device 110, event handler 22 may enable wireless commu-
nications module 30 at one-minute intervals for a predeter-
mined period of time.

[0068] After wireless communications module 30 has
been enabled, the method proceeds to step 704 where event
handler 22 attempts to establish wireless interface 114 with
a device associated with access control system 100. Accord-
ing to various embodiments, event handler 22 may for
example attempt to establish wireless interface 114 with a
device configured to behave as an access control information
server for access control system 100. For instance, a device
configured to behave as a system server may store a master
copy of access control information associated with all
devices in access control system 100. In this example, an
administrator or user may modify access control information
stored on the server for subsequent distribution to other
devices in access control system 100. In this manner, the
system server performs automated updating and/or admin-
istration of client devices located anywhere within access
control system 100 when the client devices, such as elec-
tronic keys 10,_,, “check in” with the server.

[0069] After wireless interface 114 is established in step
704, the method proceeds to step 706 where event handler
22 initiates transmission of a request message (e.g. HT'TP)
to the server device (via wireless interface 114), the request
message including an instruction for the server device to
transmit, to electronic key 10, current access control infor-
mation. For example, the server device may transmit the
most recently modified access credential for electronic key
10. In other examples of step 706, the server device may
transmit audit trail information (e.g. details of previous
access events) associated with other keys in access control
system 100 to facilitate redundancy by maintaining multiple
copies of access control information in different locations of
access control system 100. In step 708, the server device
transmits a response message to electronic key 10 compris-
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ing access control information that is responsive to the
request message sent from electronic key 10 in step 706. The
method then proceeds to step 710 where web server 24
processes the response message sent in step 708 and passes
the access control information included in the response
message to event handler 22. In step 712, event handler 22
determines whether the access control information received
from the server device was updated more recently (i.e. is
more current) than corresponding access control information
stored in flash memory 40 of electronic key 10. For instance,
where the access control information transmitted in step 708
includes an access credential for electronic key 10, event
handler 22 may compare the time of modification for the
access credential stored in flash memory 40 with that of the
access credential received from the server device. If the
access credential received from the server device was modi-
fied more recently, the method proceeds to step 714 where
event handler 22 replaces (or modifies) the access credential
stored in flash memory 40 with the updated information
received from the server device before disabling wireless
communications module 30 in step 716. Upon completion of
the method, electronic key 10 may optionally alert a user
that access control information of electronic key 10 was
updated or modified. In this manner, electronic key 10 may
automatically receive updated access control information
while moving throughout access control system 100 and
without any action or cooperation by the user of electronic
key 10. This is particularly advantageous where the user of
electronic key 10 may prefer to avoid updating access
control information, for example where the electronic key 10
is lost or stolen.

[0070] In afurther example, a device configured to behave
as a system server may store access control information for
all electronic keys in access control system 100. Here, event
handler 22 of electronic key 10 may send an HTTP request
message to the server device including an instruction for the
server device to respond with the most recent access events
associated with electronic key 10. In this example, upon
receipt of the response message from the server device,
event handler 22 may be configured to compare the access
events transmitted by the server device with a record of
access events performed by electronic key 10. If event
handler 22 determines that electronic key 10 has performed
access events more recently than the access events reported
by the server device, event handler 22 may transmit all
access events performed by electronic key 10 to the server
device (or alternatively, all access events completed after a
particular date and time), thereby updating at the server
device, the details of access events associated with elec-
tronic key 10.

[0071] In other implementations, a particular electronic
key 10 may serve as a dedicated server/administrator key,
for example operating to update other electronic keys 10,_,.
Event handler 22 on a dedicated server key may be config-
ured such that wireless communications module 30 is unin-
terruptedly enabled, or enabled more often than typical keys
deployed in the system, to increase opportunities to connect
with other electronic keys 10, that are configured to behave
as clients.

[0072] In accordance with at least some embodiments,
event handler 22 may be configured to operate in an emer-
gency mode with modified behavior. The threshold for what
constitutes an emergency may depend wholly, or in part, on
the arrangement and characteristics of access control system
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100. For example, event handler 22 may be configured to
enter an emergency mode when a signal(s) produced by
accelerometer 42 indicates movement of electronic key 10
exceeding a predetermined velocity or speed (e.g. if the user
of an electronic key was sprinting or operating a vehicle
when this would not be customary behavior for a user in this
particular access control system 100). In other implementa-
tions, event handler 22 may be configured to enter an
emergency mode if a signal(s) produced by accelerometer
42 indicates electronic key 10 has remained stationary for an
extended period of time (e.g. when the user in this particular
access control system 100 is typically in motion). Addition-
ally, a system administrator or user may manually instruct an
electronic key 10 to enter emergency mode via mobile
device 120 and/or stationary electronic device 130, for
example by utilizing a web browser to send an HT'TP request
message (directly to the key or to a server in periodic
communication with the key) comprising instructions to
enter emergency mode.

[0073] In emergency mode, event handler 22 may be
configured to temporarily or permanently disable or revoke
all access credentials for electronic key 10. For instance, in
emergency mode event handler 22 may be configured such
that it will perform no action in response to an engagement
event (i.e. electronic key 10 may not operate any locking
device while in emergency mode). Further, event handler 22
may automatically enable wireless communications module
30 during emergency mode such that a system administrator
or user may quickly monitor access events and/or control
permissions of electronic key 10. For example, a system
administrator may utilize a web browser on mobile device
120 to send an HTTP request message containing instruc-
tions to modify or delete the access credential of electronic
key 10 operating in emergency mode. Optionally, event
handler 22 may initiate an alarm or other indication that
electronic key 10 has entered emergency mode, for example
by actuating beeper 44 and/or LED 46.

[0074] Event handler 22 may continue to operate in emer-
gency mode for a predetermined duration. Optionally, event
handler 22 may operate in emergency mode until a signal(s)
produced by accelerometer 42 is indicative of a predeter-
mined force (e.g. tapping the key twice on a table may
disable emergency mode). Still further, an administrator or
user may instruct electronic key 10 to exit emergency mode
for example by sending an HTTP request message from an
application on a remote device such as mobile device 120.

[0075] Additional implementations of communications
may be illustrated by way of examples of emergency situ-
ations. For instance, in emergency mode event handler 22
may be configured to enable wireless communications mod-
ule 30 and thereafter uninterruptedly or periodically attempt
transmission of an access credential file(s) containing master
permissions (i.e. permission to open all access points in
access control system 100) to all electronic keys 10,,,. In
this manner, users of the electronic keys 10,_,, receiving the
master permissions may thereafter operate all access points
in access control system 100 to better respond to the
emergency. In this example, each electronic key 10, in
access control system 100 may have a master file(s) stored
thereon containing an access credential with permissions to
open all electronic locking devices in the system. A master
file(s) may, for example, not be accessible by event handler
22 unless it is operating in emergency mode.
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[0076] In an alternative implementation, event handler 22
of an electronic key 10 operating in emergency mode may
be configured to disable/revoke its own access credential
while additionally transmitting master permissions to all
other electronic keys 10,_,,. Further, event handler 22 may be
configured to transmit information to other electronic keys
10, ,, containing instructions to enter emergency mode.

[0077] In other examples of emergency situations, event
handler 22 of an electronic key 10 operating in emergency
mode may be configured to attempt to establish wireless
interface 114 between electronic key 10 and a dedicated
server key or dedicated system server operating on a remote
device and report the emergency mode status of electronic
key 10 such that an administrator or other users may be
alerted. The dedicated server key or system server may
respond, for example, by revoking the access credential for
electronic key 10 or by transmitting instructions to enter
emergency mode to all other electronic keys 10,,_, deployed
in access control system 100.

[0078] In yet further examples of emergency situations,
where a system administrator or user identifies a particular
electronic key 10 as stolen or otherwise being operated
improperly, the administrator or user may manually revoke
the access credential for the identified key via a web browser
on mobile device 120 or stationary electronic device 130.
The administrator may accomplish this by establishing wire-
less interface 114 with the stolen key directly and updating
the access permissions or other access credential informa-
tion stored thereon (e.g. by sending an HTTP request mes-
sage or by other methods described herein). Alternatively,
where event handler 22 is configured to disable/revoke the
access credential upon entering emergency mode, the
administrator may simply instruct the stolen key to enter
emergency mode.

[0079] In situations where a stolen or lost key is unavail-
able for communication (e.g. if the key is too distant to
establish wireless interface 114 and/or not connected to a
WLAN) an administrator or user may disable the stolen key
by utilizing key-to-key communications as described above.
In this example, each electronic key 10 in the set of
electronic keys 10,_,, may be configured to store, in memory,
a copy of the access credential for every other key in access
control system 100. To illustrate further, an administrator
may establish wireless interface 114 with any available
electronic key 10,_,, in access control system 100 to modify
and/or revoke the access credential for the stolen key stored
on the available key. For instance, where electronic key 10,
was stolen, the administrator may establish wireless inter-
face 114 with available electronic key 10, and thereafter
modify the access credential for stolen electronic key 10..
Electronic key 10, containing the newly modified access
credential for stolen electronic key 10, may then initiate a
replacement of obsolete access credential information stored
on other electronic keys 10, , utilizing the methods
described herein. The efficiency of key-to-key communica-
tions may be enhanced during emergency mode by config-
uring event handler 22 to increase the frequency of com-
munication attempts and/or to increase the frequency or
duration that wireless communications module 30 is enabled
and available for communications. Similarly, an administra-
tor could employ a similar method by updating access
credential information on a device configured to operate as
a system server in access control system 100. In this
example, electronic keys 10, ,, may be configured to operate
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as client devices, periodically exchanging messages related
to access control information with the server device. Here,
the administrator may conveniently update access credential
information for stolen electronic key 10, as stored on the
server device (e.g. by sending an HTTP request from a web
browser to the server device or via other methods as
described herein). Thereafter, as electronic keys 10, peri-
odically exchange messages with the server device, the
updated access credential information for stolen electronic
key 10, will be distributed throughout access control system,
eventually reaching stolen electronic key 10, and rendering
it inoperative.

[0080] In accordance with various embodiments, event
handler 22 can utilize signals received via wireless commu-
nications module 30 to modify behavior of electronic key
10, such as by selectively enabling or disabling certain
responses to an engagement event or by modifying commu-
nications between electronic key 10 and electronic locking
device 110. For instance, wireless interface 114 can be
employed to transmit a signal to electronic key 10 in order
to enable electronic key 10 to operate electronic locking
device 110 (e.g. initiate communication of an access cre-
dential). As described elsewhere in this disclosure, elec-
tronic key 10 may have, stored in memory sites thereof, a
valid access credential associated with at least one electronic
locking device 110. Electronic key 10 can present the access
credential to electronic locking device 110 in order to initiate
an unlocking event at the locking device. However, in
accordance with at least some embodiments, electronic key
10 can be configured such that it will not unlock or operate
electronic locking device 110 until an activation signal is
received at the key, even where electronic key 10 otherwise
possesses a valid access credential associated with the
locking device. In other words, electronic key 10 can be
configured such that a valid access credential and receipt or
presence of an activation signal are both required to enable
the key to unlock at least one locking device deployed in
access control system 100. In this manner, additional safe-
guards can be applied to circumvent unauthorized uses of
electronic key 10 and electronic locking device 110. It will
be appreciated that an activation signal may, in some imple-
mentations, facilitate more exacting administrative control
over use or functionality of electronic key 10. An activation
signal can be any information capable of enabling at least
one function of electronic key 10. In some implementations,
an activation signal can be utilized by a device other than
electronic key 10 in order to effectively limit functionality of
the key. To illustrate, electronic locking device 110 can be
configured to ignore or reject attempts to initiate an unlock-
ing sequence unless electronic key 10 presents, to the
locking device, information carried by an activation signal.
Various other implementations and examples will be
described below. It will be understood that an activation
signal differs from an access credential in that an activation
signal, by itself, will not permit electronic key 10 to unlock
electronic locking device 110. Electronic key 10 must also
possess an access credential (or portion thereof). In some
implementations, information carried by an activation signal
can be combined with or modify information in memory of
the key to generate a valid access credential. In other
applications, information carried by an activation signal can
be presented to electronic locking device 100 in addition to
an access credential (i.e. multi-factor authentication). In yet
other instances, an activation signal can be employed by
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event handler 22 to modify the key’s response to an engage-
ment event. Accordingly, transmission of an activation sig-
nal between devices in access control system 100 does not
entail transmission of an access credential or other highly
sensitive information that, if intercepted, could compromise
security of the system.

[0081] In some embodiments of this disclosure, an acti-
vation signal can comprise a portion of an access credential,
whereby event handler 22 can utilize data carried by the
activation signal to modify information in memory sites of
the key (e.g. flash memory 40). For example, event handler
22 can apply a first portion of the access credential received
via the activation signal to a second, remaining portion of
the access credential stored in flash memory 40 to complete
the access credential for subsequent transmission to elec-
tronic locking device 110. In other embodiments, an acti-
vation signal may convey information wholly unrelated to
an access credential stored in memory of electronic key 10.
Here, an activation signal can comprise, to identify one
example, a randomly generated binary or character string
that electronic key 10 presents to electronic locking device
110 (e.g. contemporaneously with an access credential).
Here, event handler 22 can be configured to deny transmis-
sion of an access credential without having first received an
activation signal, or alternatively electronic locking device
110 may be configured to commence an unlocking sequence
only where both an access credential and activation signal
have been received from electronic key 10. In various
implementations, electronic locking device 110 can compare
the activation signal information presented by electronic key
10 with information stored in memory sites of the locking
device. To illustrate, electronic locking device 110 may have
a list of randomly generated binary strings stored in memory,
representing potential activation codes. Electronic locking
device 110 can compare the binary string carried by the
activation signal (and subsequently presented by electronic
key 10) with the list of activation codes stored in memory
before determining whether to initiate an unlocking
sequence. If the electronic key 10 presents both a valid
access credential and valid activation signal, an unlocking
sequence can be initiated in accordance with methods and
techniques described in this disclosure. In some instances,
electronic locking device 110 may utilize a rolling code
implementation, whereby the activation signal information
presented by electronic key 10 may only be valid for a
limited period of time or limited number of access events
before the locking device advances a pointer in memory or
otherwise selects a new activation code from the list of
randomly generated binary strings. Skilled persons will
understand that data other than a binary string can be
conveyed by an activation signal and used by electronic key
10 and/or electronic locking device 110 to enable the key to
cause initiation of an unlocking event. Text files, image files,
audio files, character strings, and other data capable of
transmission via the protocols described in this disclosure
may be conveyed by an activation signal in accordance with
various embodiments.

[0082] By implementing access control system 100 such
that receipt or presence of an activation signal at electronic
key 10 is required prior to the key unlocking an entry point,
surreptitious use of a key by an unauthorized individual can
be further restricted in the event the key is lost, stolen, or left
unattended. For example, if electronic key 10 is configured
to require receipt of an activation signal from mobile device
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120 prior to operation of electronic locking device 110, an
unauthorized individual possessing a lost or stolen key will
be unable to access locking devices without also having
access to mobile device 120 for retrieval of the activation
signal. As will be understood from the various example
implementations described in this disclosure, data carried by
an activation signal is supplemental to an access credential.
Accordingly, surreptitious interception of information car-
ried by an activation signal will not, by itself, permit a
wrongdoer to unlock or operate electronic locking device
110. To illustrate, by utilizing data carried by an activation
signal as one component of a multi-factor authentication
(MFA) at electronic locking device 110, interception of
activation signal data will not compromise the remaining
elements of the MFA process (e.g. the access credential).
Likewise, where data carried by an activation signal is used
by event handler 22 to enable key functionality (e.g. enable
key to transmit access credential) or to modify access
credential information stored in memory of the key, inter-
ception of the activation signal will not permit a wrongdoer
to derive an access credential or otherwise operate electronic
locking device 110. Delivery of an activation signal can
enable remote administration of electronic key 10 while
reducing the risk that sensitive information may be inter-
cepted during delivery of the activation signal, for example
by eavesdropping on wireless interface 114 (e.g. Bluetooth
sniffing, capturing unsecured Wi-Fi signals, etc.). Accord-
ingly, where a system administrator or other user is con-
cerned that a wrongdoer may eavesdrop on transmissions to
electronic key 10, the key can be provided with an access
credential(s) in a secure location or via a secure communi-
cation channel, and thereafter be enabled in the field
remotely via an innocuous activation signal. In this manner,
the behavior or usage of electronic key 10 can be remotely
managed without risking interception of an access credential
by an unauthorized party; for example, where the only
means of delivering access control information to a remote
electronic key 10 is through an unsecured wireless network.
Concerns related to interception of communications with
electronic key 10 illustrate but one example of when it may
be appropriate to employ an activation signal to remotely
enable the key and skilled persons will recognize that an
activation signal may have utility in other scenarios. For
illustration, in some access control systems it may be desired
to facilitate remote management of an electronic key, how-
ever the access credential may be too large to effectively
transmit to a remote key using available communications
protocols or the credential may include information not well
suited for long-range wireless transmission.

[0083] To illustrate further, an electronic key 10 having,
stored in memory sites thereof, an access credential for
operation or unlocking of electronic locking device 110, can
be configured to further require receipt of an activation
signal prior to presenting the access credential to the locking
device. The activation signal can be transmitted to electronic
key 10 via wireless interface 114, such as in the form of a
Bluetooth signal generated by communications circuitry of
mobile device 120. The activation signal can be generated
by a software program executing on mobile device 120, or
generated by another device such as stationary electronic
device 130 and relayed to electronic key 10, for instance via
wireless communications circuitry of mobile device 120 or
via network devices operably associated with communica-
tion network 150. In other applications, mobile device 120

Feb. 28,2019

can receive information comprising or related to an activa-
tion signal from another device, such as stationary electronic
device 130, and store the information in memory sites of
mobile device 120 for subsequent transmission to the key. In
some implementations, an activation signal can be transmit-
ted to electronic key 10 by stationary electronic device 130
or other devices, for example via communication network
150 or other wireless communication technologies known to
skilled persons.

[0084] In accordance with certain embodiments, delivery
of the activation signal to electronic key 10 can be initiated
upon (or contingent upon) the key holder performing a user
verification procedure. The user verification procedure can,
for example, be implemented in a manner designed to verify
the key holder’s identity, location, or other condition. Where
mobile device 120 is configured, for example, as a conven-
tional smartphone or cell phone, the key holder can input a
PIN code on a touchscreen of mobile device 120 in order to
initiate delivery of the activation signal to electronic key 10.
Here, software code executing on mobile device 120 can
verify accuracy of the user input, such as by verifying that
the user input matches a corresponding PIN code stored in
memory. Alternatively, mobile device 120 can forward the
user input to a remote device (e.g. stationary electronic
device 130) for user verification; for instance, where the
remote device is a system server configured to store and
distribute access control information associated with various
devices in access control system 100.

[0085] Skilled persons will understand that, alternatively,
electronic key 10 can be configured to facilitate user veri-
fication using hardware or software of the key rather than, or
in addition to, mobile device 120; such as by employing
accelerometer 42 or other components. Similar to the selec-
tive enabling of key functionality described above with
respect to FIG. 5, signals produced by accelerometer 42 can
be used to verify the identity of a user of electronic key 10,
for example by verifying that a user has unique knowledge
of a distinctive pattern of movement. To illustrate, a user of
electronic key 10 can subject electronic key 10 to a particu-
lar force or pattern of forces in order to verify that an
authorized user is indeed controlling the key. Each user of
access control system 100 can be assigned a distinctive
pattern of forces (i.e. physical manipulation of the key) to
verify his or her identity. For example, a key holder can
verify his identity by tapping the key against a hard surface
in a particular pattern or rhythm that is known only to the
key holder (and in some cases a system administrator).
Skilled persons will appreciate that subjecting electronic key
10 to a distinctive pattern of movement is but one example
of verifying key holder identity and that other methods may
have utility. For example, if electronic key 10 is imple-
mented with a touchscreen, keypad, or other means to
provide user input, a key holder can enter a secret PIN code
or other private information at the key itself. Upon comple-
tion of the user verification procedure, electronic key 10 can
be configured to send a request (e.g. by automatically
transmitting an HTTP request) for an activation signal to
mobile device 120 or stationary electronic device 130.
Mobile device 120 or stationary electronic device 130 can
prepare a response message comprising information associ-
ated with an activation signal for delivery to electronic key
10.

[0086] To illustrate another example, electronic key 10
can include a fingerprint reader to enable collection of
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biometric information at the key itself. Here, event handler
22 can be configured to require collection of a valid finger-
print from a key holder prior to requesting an activation
signal. Alternatively, an activation signal may expire peri-
odically, such as every two hours, and event handler 22 can
be configured to renew or extend expiration of the activation
signal in response to collecting a valid fingerprint image. To
illustrate, an activation signal received at electronic key 10
can be associated with an expiration variable in memory
sites (e.g. flash memory 40) of the key. Here, collection of
a valid fingerprint image at electronic key 10 can extend
expiration of the activation signal by modifying the expira-
tion variable, for example by advancing the variable by one
hour each time a valid fingerprint is imaged at the reader. In
certain cases, an activation signal received at electronic key
10 can be stored in memory indefinitely and only made
available (e.g. to event handler 22) upon completion of a
user verification procedure at the key. For instance, data
associated with an activation signal can be stored in memory
sites of electronic key 10. Here, the activation signal data
can be made unavailable to event handler 22 until comple-
tion of a user verification procedure. Upon completion of the
user verification procedure, such as collection of a valid
fingerprint or input of a correct PIN code, the activation
signal data can be made available to event handler 22, for
example for presentation to electronic locking device 110 as
part of an MFA process to initiate an unlocking sequence. In
various implementations, the activation signal data can be
made available to event handler 22 for a limited period after
completion of the user verification procedure, such as one
day or eight hours. In some applications, the user verifica-
tion procedure at the key may only be completed during
certain times or at certain locations. For instance, event
handler 22 can be configured to solicit user input (e.g.
collecting a PIN code or activating a fingerprint reader) in
response to engagement of electronic key 10 with electronic
locking device 110. In other instances, event handler 22 may
only collect user input during a key holder’s scheduled shift
(e.g. 8 am.-5 p.m.).

[0087] Referring now to FIG. 8, in at least some embodi-
ments, a user of electronic key 10 can, for instance when
moving throughout or to and from access control system
100, carry both the key and mobile device 120. User device
boundary 200 illustrates the devices carried by the user in
accordance with various embodiments illustrated by FIG. 8.
It will be appreciated that a key holder may carry other
access control devices and that the devices depicted inside
user device boundary 200 in FIG. 8 are illustrative in nature.
If electronic key 10 is implemented without hardware or
software components necessary to perform the desired user
verification procedure, the user can perform the verification
procedure at another device having the desired hardware or
software functionality to facilitate the verification proce-
dure, such as mobile device 120. Thereafter, mobile device
120 can be configured to initiate transmission of the acti-
vation signal to electronic key 10 via wireless interface 114
in accordance with the communication protocols described
in this disclosure (e.g. Bluetooth, Wi-Fi, Wi-Fi direct, NFC,
etc.).

[0088] In certain implementations, mobile device 120 can
be configured to collect and verify biometric information of
akey holder, for example a fingerprint or retina pattern, prior
to transmitting the activation signal. Other biometric infor-
mation can be collected using known methods and thereafter
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used to verify the key holder. DNA information, facial
features, voice characteristics, vein patterns, and other iden-
tifying information may have utility in various embodiments
of the user verification procedure described in this disclo-
sure. Biometric information can be combined as desired
with traditional forms of user input, such as a PIN code, to
provide additional confidence in verifying a key holder.
Skilled persons will appreciate that collection and verifica-
tion of user information (e.g. biometric) can occur indepen-
dently of a user’s control over electronic key 10. In some
instances, user verification can be triggered periodically or
upon occurrence of a particular access event. A key holder
may or may not be aware that a user verification procedure
has been conducted. In other cases, a user may be required
to actively initiate the user verification procedure, for
instance by pressing a button on electronic key 10 or mobile
device 120, placing a fingertip on or near a fingerprint
reader, causing electronic key 10 to engage electronic lock-
ing device 110, requesting access to a certain locking device
(e.g. via a user interface of mobile device 120), or perform-
ing another specific action.

[0089] In some applications, GPS signals or other loca-
tion-based data can induce transmission of an activation
signal to electronic key 10. For instance, mobile device 120
can be implemented as a conventional smartphone or other
smart device with a GPS receiver capable of receiving
signals associated with the location of the device. Skilled
persons will appreciate that a smart device can be imple-
mented as a commercially available smartphone, tablet, or
other electronic device providing similar functionality. As
used in this disclosure, the term “smart device” refers to a
network device that is generally connected to other devices
or networks and can operate to some extent interactively and
autonomously. Examples of smart devices include smart-
phones (e.g. Apple iPhone, Android phones, etc.), tablets
and phablets (e.g. Apple iPad, Amazon Kindle, Google
Nexus, Samsung Note etc.), smart watches (e.g. Apple
Watch, Samsung Gear, etc.), personal desktop computers,
and laptop computers, to identify a few specific electronic
devices. In various aspects, verification of a user’s location
can trigger delivery of an activation signal. To illustrate,
GPS coordinates associated with the location of mobile
device 120 can be compared with GPS coordinates associ-
ated with the location of a particular electronic locking
device 110. Where comparison of the respective GPS coor-
dinates indicates that mobile device 120 is within a desig-
nated distance (e.g. twenty meters) of electronic locking
device 110, an activation signal can be provided to electronic
key 10, thereby enabling the key to operate or unlock the
proximate locking device (assuming the key possess a valid
access credential for the locking device). Skilled persons
will understand that the designated distance can be estab-
lished as desired (e.g. by a system administrator) and may
vary from system to system and even across locking devices
in the same system. The distance can depend, in part, on
proximity of other locking devices, availability of GPS
signals, the desired level of security, and other factors.
Comparison of GPS coordinates associated with mobile
device 120 and electronic locking device 110 can occur
periodically (e.g. every fifteen seconds), on demand (e.g. by
request from the key holder or other individual), or upon
occurrence of a particular event (e.g. event handler 22
detecting an engagement event), to identify a few examples.
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[0090] Skilled persons will appreciate that a comparison
of GPS coordinates or other location data can be performed
by software code executing on any one of multiple devices
deployed in access control system 100, such as mobile
device 120, stationary electronic device 130, electronic key
10, or even electronic locking device 110. To illustrate,
mobile device 120 may periodically compare coordinates
received by a GPS receiver of the mobile device with
coordinates associated with a locking device. If a periodic
comparison indicates that mobile device 120 is within a
designated distance of electronic locking device 110, mobile
device 120 can display a button on a user interface of the
device that, when selected by the user, causes delivery of an
activation signal to electronic key 10. Alternatively, mobile
device 120 can automatically deliver an activation signal to
electronic key 10 and may alert the user of such, for example
via an audible or visual signal emitted by mobile device 120
or by transmitting instructions to the key to actuate beeper
44 and/or LED 46. Thereafter, when a periodic comparison
of GPS coordinates indicates that mobile device 120 has
moved beyond a designated distance from the locking
device, the button can be removed or disabled from the user
interface, whereby a key holder will no longer be able to
initiate delivery of the activation signal. It will be appreci-
ated that the user verification procedure in this example
utilizes data other than manually entered user input. Here, a
user of electronic key 10 may own or be issued (e.g. by a
system administrator) a particular mobile device. In certain
applications, it can be presumed that a user will carry his or
her mobile device or maintain a close proximity to the
mobile device at all times. Accordingly, data associated with
a mobile device 120 owned by or issued to a key holder can
be used to indirectly verify the identity or location of the key
holder. In other words, if it is known or assumed that a key
holder is carrying his mobile device 120, GPS coordinates
associated with the mobile device can be used to approxi-
mate the key holder’s location.

[0091] Location of the key holder (or mobile device 120)
can be used as an element (or the only element) of a user
verification procedure, whereby an activation signal is deliv-
ered to electronic key 10 only upon verifying that the key
holder is within a designated distance of electronic locking
device 110, such as 10 meters. To illustrate, if GPS coordi-
nates associated with mobile device 120 indicate that the
device is within close proximity to the intended electronic
locking device 110, it is likely that the authorized user is also
near the device and an activation signal can be delivered to
electronic key 10. In the event electronic key 10 is lost or
stolen, an unauthorized individual attempting to use the key
to open electronic locking device 110 will be unable to gain
entry unless mobile device 120 (i.e. the authorized user) is
within the prescribed proximity to satisty the user verifica-
tion criteria. Even in the unlikely event that an unauthorized
individual is able to receive an activation signal at electronic
key 10 (e.g. where mobile device 120 is within range), the
close proximity of the authorized key holder (carrying
mobile device 120) may facilitate identification or appre-
hension of the wrongdoer. In this and other implementations,
an unauthorized user would need to obtain control of both
electronic key 10 and mobile device 120 in order to theo-
retically gain access to a locking device, reducing the risk
that a missing key, in and of itself, will compromise security
of'the system. Additional safeguards can be implemented by
taking an MFA approach with the user verification proce-
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dure. For example, by prompting a user of mobile device
120 to provide valid user input in addition to satisfying a
proximity limitation. Too illustrate, upon a GPS coordinate
comparison indicating that mobile device 120 is within the
prescribed range of electronic locking device 110, the
mobile device can prompt the key holder to enter a PIN code
or place a fingertip on a fingerprint reader. Here, delivery of
an activation signal is initiated only upon a user being within
close proximity to electronic locking device 110 and further
providing accurate user verification credentials (i.e. a correct
PIN code or fingerprint pattern). Skilled persons will under-
stand that location-based verification methods can be com-
bined with other security features as desired. Referencing
both GPS coordinates and user input, such as a PIN code, is
just one example of employing MFA methodology in a user
verification procedure. Other combinations and criteria can
have utility in various embodiments and implementations.

[0092] In some aspects, location-based data associated
with other devices in access control system 100 or associ-
ated with a user of electronic key 10 can be used to initiate
delivery of an activation signal to the key. To illustrate, a
user can be provided with an electronic device capable of
receiving or determining location information, for example
a GPS receiver in a smart watch worn by the user. Here,
mobile device 120 (or another device deployed in access
control system 100) can acquire the location information
from the smart watch using any of the communication
protocols described in this disclosure. Thereafter, the loca-
tion information can be compared with a second set of
location information, for example GPS coordinates associ-
ated with the installed location of locking devices in access
control system 100. In certain applications, software code
executing on the smart watch can perform the location
comparison. If desired, the smart watch (or similar elec-
tronic device) can be configured to provide an activation
signal to electronic key 10 in the same manner as described
with respect to mobile device 120. Skilled persons will
appreciate that a watch is but one example of a wearable
device that can be configured to cooperate with mobile
device 120 and/or electronic key 10. Other wearable devices
can have utility in various systems, for example smart
glasses or other eyewear, earpieces or headsets, athletic
training bands or bracelets, communication hardware
embedded in clothing or shoes (e.g. GPS receiver), and other
wearable devices capable of communicating via the wireless
protocols described in this disclosure.

[0093] In other implementations, a user verification pro-
cedure can merely verify whether a key holder has posses-
sion of, or access to, mobile device 120. In such applica-
tions, a user may be required to simply select a button (e.g.
via a touchscreen-enabled user interface) on mobile device
120 to initiate transmission of the activation signal. In
certain variations, unique information associated with
mobile device 120, such as a serial number or media access
control (MAC) address, can be utilized to ensure that only
an authorized or intended mobile device is able to initiate
delivery of an activation code. In other applications, a user
can be required to touch electronic key 10 to mobile device
120, or otherwise bring the key and device into close
proximity. Here, signals produced by accelerometer 42 and
signals produced by similar circuitry of mobile device 120
can be compared to verify proximity, for example by ana-
lyzing the similarity of forces measured in each device
within a brief period. Alternatively, communications cir-
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cuitry of electronic key 10 and cooperative circuitry asso-
ciated with mobile device 120 can be used to exchange data
(e.g. short-range communication such as a Bluetooth or NFC
handshake) to verify proximity of the two devices prior to
mobile device 120 initiating transmission of an activation
signal to the key. In this manner, the risk of a lost or stolen
key being used in an unauthorized access event can be
mitigated by requiring a key holder to also have access to a
second device, here mobile device 120.

[0094] As described above, mobile device 120 can be
configured to initiate transmission of an activation signal in
accordance with various embodiments. Mobile device 120
may, to identify a few examples, generate an activation
signal, retrieve activation signal data stored in memory sites
of the mobile device for transmission to the key, or instruct
a remote device, such as stationary electronic device 130, to
provide the activation signal. Skilled persons will appreciate
that other methods and techniques may be employed to
cause delivery of the activation signal; in some implemen-
tations, delivery of the activation signal can occur automati-
cally (e.g. automatic transmission from mobile device 120 or
stationary electronic device 130) or upon the occurrence of
a particular event, such as an engagement event involving
electronic key 10 and a particular electronic locking device
110. As described above with respect to using location-based
data for user verification, delivery of an activation signal to
electronic key 10 can be contingent upon the satisfaction of
multiple conditions. For instance, user verification can entail
a key holder initiating engagement of electronic key 10 with
a particular electronic locking device 110 or other device,
and further providing valid user input or biometric informa-
tion to mobile device 120. In this manner, engagement of
electronic key 10 with a locking device associated with the
requested activation signal can serve to verify a user’s
presence at the device without receiving GPS signals or
other location data. In other instances, a key holder can be
required to provide valid user input to mobile device 120 at
a certain time or location (e.g. during a particular time
window or at particular GPS coordinates). In further appli-
cations, a key holder can be required to perform specific
access events to trigger delivery of an activation signal, such
as causing engagement of electronic key 10 with a particular
sequence of locking devices. To illustrate, a system admin-
istrator may assign a user to a specific route, requiring the
user to access a particular sequence of locking devices as the
user moves through access control system 100. If the user
accesses a locking device out of order or accesses a device
not designated by the assigned route, delivery of further
activation signals can be denied. Verification of the user’s
adherence to the assigned route can be determined, for
example, by referencing a record of access events stored in
memory sites of electronic key 10, mobile device 120, or
electronic locking device 110. In yet other implementations,
a user can be required to satisfy several conditions, for
example where it is desired to have strict safeguards to
minimize the risk of unauthorized key use. Here, an MFA
approach to user verification can require the key holder (or
devices controlled by the key holder) to satisfy a number of
criteria in order to trigger delivery of an activation signal. A
key holder can be required to transport electronic key 10
and/or mobile device 120 to a particular location (i.e. satisfy
a GPS boundary), during a certain time or day, provide valid
biometric information, and further input a valid PIN code
before an activation code will be made available to the key.
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Skilled persons will understand that other criteria can be
combined as desired and that such criteria will depend, in
part, on the characteristics of the particular access control
system.

[0095] Referring again to FIG. 8, in accordance with at
least some embodiments, a system administrator or other
system user may wish to execute a user verification proce-
dure and/or deliver an activation signal to electronic key 10
at a location or during a time where electronic key 10 is only
capable of short-range wireless communication. Here, wire-
less communications module 30 may be configured to
communicate in accordance with various known protocols
via a WPAN or WLAN, for example using Bluetooth, NFC,
infrared data association (IrDA), Wi-Fi, Wi-Fi Direct, or
ZigBee protocols. In such circumstances, electronic key 10
may be unable to exchange access control information with
a server device (e.g. a device serving access control infor-
mation managed by the administrator), such as where com-
munication network 150 (e.g. cellular or other WWAN) is
unavailable or otherwise incompatible with wireless com-
munications module 30 of electronic key 10. For instance, if
stationary electronic device 130 is configured to behave as
a server device, such as by executing a software program to
manage and distribute access control information, a system
administrator may modify system information via a user
interface at stationary electronic device 130. A system
administrator can, for example, modify permissions for a
key holder by designating locking devices for which elec-
tronic key 10 requires an activation signal. The system
administrator may wish to quickly update electronic key 10
to implement the new activation signal requirements. Here,
without an available long-range communications link
between the server device and electronic key 10, the system
administrator can utilize other devices, such as mobile
device 120, to facilitate remote administration of electronic
key 10.

[0096] Skilled persons will understand communications
circuitry of mobile device 120 can be utilized in various
implementations to facilitate exchange of access control
information between electronic key 10 and a server device.
For example, if access control system 100 is implemented
such that a server device is responsible for verifying input
collected during a user verification procedure, user input
collected at electronic key 10 or mobile device 120 can be
transmitted from the mobile device to a server device for
verification. In some systems, information sent from a server
device and intended for electronic key 10 can be routed
through mobile device 120 for efficiency reasons, such as
where available protocols for communication between the
server and the key are slower or unreliable. To illustrate, if
wireless communication module 30 is configured to com-
municate according to at least one of an 802.11x protocol, a
Bluetooth protocol, and an NFC protocol, a key holder may
transport electronic key 10 to a remote location, such as a
remote utility or power station, where the only WWAN
available is implemented using a cellular protocol (e.g.
GSM, UMTS, LTE). Here, electronic key 10 may be inca-
pable of communicating with a server device due to its
inability to utilize the available cellular network. In various
implementations, a key holder can utilize a device (i.e. other
than electronic key 10) capable of communicating via the
available WWAN, for example mobile device 120, to initiate
and/or perform a user verification procedure and thereby
cause delivery of an activation signal to electronic key 10.
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For instance, where stationary electronic device 130 is
implemented as an access control server comprising a soft-
ware program to generate and deliver activation signals to
remote devices via the WWAN, an activation signal can first
be transmitted to mobile device 120 (e.g. via an LTE cellular
network where mobile device 120 is implemented as a
smartphone). Stationary electronic device 130 can be con-
figured to transmit activation signal data to mobile device
120 via wireless interface 114, for example using LTE
cellular protocols. Mobile device 120 can then transmit the
activation signal to wireless communication module 30 (of
electronic key 10) via wireless interface 114. In various
implementations, the activation signal can be transmitted
from mobile device 120 to electronic key 10 via known
short-range wireless communications protocols, such as
Bluetooth or NFC. Skilled persons will appreciate that
various other communications protocols can be utilized to
provide electronic key 10 with activation signal data. For
instance, mobile device 120 and electronic key 10 can both
be connected to an available WLAN, such as an 802.11x
Wi-Fi network.

[0097] In certain aspects, the activation signal can be
transmitted to mobile device 120 and stored in memory sites
of the mobile device for a limited period of time or indefi-
nitely. In one example, both mobile device 120 and elec-
tronic key 10 can be transported by a key holder to a location
without any available long-range communication link to a
server device (such as stationary electronic device 130).
Here, upon completion of a user verification procedure as
described elsewhere in this disclosure, mobile device 120
can retrieve, from memory sites, information associated with
an activation signal (e.g. information received previously
from a server device) and initiate transmission to electronic
key 10 via wireless interface 114, such as via a Bluetooth
communication link. In implementations where mobile
device 120 is capable of performing the desired user veri-
fication procedure, mobile device 120 can receive access
control information from a server device and store the
information in memory sites indefinitely. Thereafter, mobile
device 120 can, without establishing a wireless communi-
cation link with the server device, use at least a portion of
the previously received access control information to gen-
erate an activation signal for delivery to electronic key 10.
In various implementations, it is possible to initiate delivery
of activation signal data from mobile device 120 to elec-
tronic key 10 independently of external communication
networks and/or devices. For instance, if electronic key 10
and mobile device 120 are transported by a key holder to a
remote utility station without access to a cellular network,
WLAN, or the like, mobile device 120 can retrieve activa-
tion signal data from its memory sites and transmit an
activation signal directly to wireless communication module
30. Accordingly, mobile device 120 can, in various imple-
mentations, generate and/or deliver an activation signal to
electronic key 10 without access to a WWAN or other
method of long-range communication. By way of this
example and variations thereof, a system administrator or
lock owner can implement remote activation of an electronic
key 10, verifying authorized users of the key even at
locations or during times where it is impractical to establish
a real-time communication link between a server device and
devices carried by the user.

[0098] As described with respect to various examples
throughout this disclosure, wireless communications mod-
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ule 30 can be configured to exchange information using
multiple communications protocols. For instance, wireless
communications module 30 can be configured to exchange
information with a server device over a WLAN imple-
mented using an 802.11x protocol and further configured to
exchange information with mobile device 120 over a WPAN
implemented using a Bluetooth protocol. Wireless commu-
nications module 30 can, as described above, comprise
multiple communications chips operably linked to micro-
processor 16, or wireless communications module 30 can
comprise an integrated communications chip enabling data
exchange over many different wireless protocols. Skilled
persons will appreciate that wireless communications mod-
ule 30 can include multiple antennas or utilize a single
antenna shared across several protocols (e.g. Wi-Fi and
Bluetooth). In implementations where electronic key 10 may
be deployed across diverse environments and systems, wire-
less communications module 30 can enable communications
across a sizeable number of wireless protocols, for instance
802.11x, Bluetooth, Bluetooth Low Energy (BLE), NFC,
and cellular protocols. Here, wireless communications mod-
ule 30 can, for example, be configured to listen for wireless
signals across numerous protocols, exchanging information
with the first available protocol. To illustrate, wireless com-
munications module 30 can wake-up periodically and listen
for wireless signals across 802.11x, Bluetooth, and cellular
LTE protocols. If wireless communications module 30
detects a wireless signal formatted according to an 802.11x
Wi-Fi protocol, event handler 22 may determine if electronic
key 10 possess the proper credentials (e.g. network pass-
word, if applicable) to communicate via the Wi-Fi network.
It electronic key 10 has the proper network credentials,
event handler 22 can establish wireless interface 114 in
accordance with the available 802.11x Wi-Fi protocol. In
some instances, multiple wireless signals may be available
for establishing wireless interface 114. For example, wire-
less communications module 30 may detect wireless signals
across multiple protocols, such as 802.11x, Bluetooth, and
Bluetooth Low Energy. Here, event handler 22 can be
configured to automatically select, for example, the protocol
with the highest signal strength or with the highest maxi-
mum data rate. Alternatively, event handler 22 can be
configured to always select an 802.11x protocol if available.
In some implementations, a user can instruct electronic key
10 to utilize a desired protocol. To illustrate, electronic key
10 may be configured to exchange access control informa-
tion with various devices in access control system 100 via
Bluetooth protocols. Here, wireless communications module
30 may be configured to automatically establish wireless
interface 114 using a Bluetooth high speed protocol. For
power consumption reasons (e.g. low battery) or other
motivations, a key holder may cause electronic key 10 to
switch to a Bluetooth low energy protocol. Here, the user
can instruct wireless communications module 30 to utilize a
Bluetooth low energy protocol, for example via button or
touchscreen commands on electronic key 10 or, alterna-
tively, via a user interface of mobile device 120 which can
relay the instructions to electronic key 10. In other imple-
mentations, wireless communications module 30 may
switch the default protocol in response to an event, such as
battery capacity dropping below a certain percentage. In
some instances, event handler 22 can change the default
wireless protocol for wireless communications module 30
based on GPS signals received at the key. In certain loca-
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tions, electronic key 10 can be configured to utilize Blu-
etooth low energy protocols to establish wireless interface
114, in other locations electronic key 10 may select an
802.11x protocol or NFC protocol for establishing wireless
interface 114. In this manner, an administrator or key holder
can configure electronic key 10 to communicate using
different wireless protocols depending, in part, on how the
key holder wishes to utilize the key.

[0099] As described above, event handler 22 can be con-
figured such that it will refrain from initiating an unlocking
sequence (e.g. transmitting an access credential) in response
to an engagement event until or unless an activation signal
is received at the key, for example via wireless communi-
cations module 30. In at least some implementations, event
handler 22 can be configured to require receipt or presence
of an activation signal at electronic key 10 prior to initiating
unlocking of certain electronic locking devices, but not
require an activation signal to operate or unlock other
devices in access control system 100. Similarly, certain
electronic locking devices can be configured to require MFA
to initiate an unlocking device, wherein electronic key 10
must present at least an access credential and activation
signal data. In other implementations, event handler 22 can
be configured to require an activation signal only during
particular times or on certain days. In some applications,
event handler 22 can be configured to require an activation
signal only when operating in an emergency mode. For
example, where signals produced by accelerometer 42 cause
event handler 22 to enter an emergency mode, event handler
22 can be configured to require an activation signal to
operate or unlock electronic locking device 100. In yet other
examples, event handler 22 can be configured to always
require an activation signal prior to unlocking or operating
a device (e.g. electronic locking device 110). In this manner,
additional security measures can be applied to some or all
devices deployed in access control system 100. It will be
understood that the behavior of electronic key 10 can be
configured as desired and that other conditions or criteria
can be used to determine whether an activation signal is
required to unlock or operate a device.

[0100] Event handler 22 can be configured, in at least
some implementations, to alert a key holder that an activa-
tion signal is required and/or that an activation signal has not
yet been received at electronic key 10. For instance, upon
engagement of electronic key 10 with another device, such
as electronic locking device 110, event handler 22 can
determine if the requisite activation signal has been received
at the key. If the activation signal is not present (or has
expired), event handler 22 can be configured to alert the user,
for example by initiating a visual or audible alarm via LED
46 or beeper 44. In some applications, event handler 22 can
be configured to transmit a signal or electronic message to
mobile device 120 or other devices deployed in access
control system 100 to alert the key holder, system admin-
istrator, or other user of the system that an activation signal
is required or is not present at the key. The alert indicating
an absent or invalid activation signal can, for example, be
the same or similar to an alert indicating that a key is not
authorized to operate an engaged device (e.g. electronic
locking device 110).

[0101] Skilled persons will appreciate that an activation
signal can be implemented using various known methods
and techniques. As described above with respect to various
examples, electronic key 10 can be configured such that it
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will not initiate an unlocking sequence (e.g. by causing
transmission of an access credential) until an activation
signal is received at the key. For instance, the activation
signal can comprise instructions to modify a variable refer-
enced by event handler 22 as part of its response to an
engagement event. A variable associated with receipt of the
activation signal can be configured in a default ‘false’ state,
indicating an activation signal has not yet been received or
that a previously received signal is invalid or expired.
Receipt of the activation signal at the key causes this
variable to change from the false state to a ‘true’ state. Event
handler 22 can be configured to reference this variable in
response to detection of an engagement event and only
initiate an unlocking sequence if the variable is, at the time
of reference, set to true. In various implementations, receipt
of the activation signal may change the variable to a true
state for a limited period of time (e.g. twenty seconds or ten
minutes). To illustrate, receipt of the activation signal can, as
described briefly above, modify a variable referenced by
event handler 22. Event handler 22 can be configured to
change the variable back to its pre-activation state (i.e. false)
upon expiration of a period of time, such as ten minutes. In
other implementations, the activation signal may change the
variable to a true state for an indefinite period of time. For
instance, the variable can remain in a true state until the
occurrence of a particular access event triggers its change
back to a false state, such as completion of an unlocking
sequence associated with electronic locking device 110 or a
request initiated by a system administrator or other user of
the system. In this manner, an activation signal can be
configured to enable electronic key 10 for a limited period
of time. A small window of activation (e.g. five minutes)
may further reduce the risk that a lost or stolen key can be
used in an unauthorized manner at a later time or date.
Skilled persons will understand that modification of a vari-
able in memory sites of electronic key 10 is but one method
of limiting the duration that a key is enabled by an activation
signal and that other implementations may have utility. For
example, the activation signal could include information
associated with an expiration time and/or date. This expi-
ration information can be transmitted, along with an access
credential, to electronic locking device 110. Here, the lock-
ing device can be configured to perform a comparison of the
expiration information against an internal clock of the
locking device. Where the expiration information indicates
an expiration time that predates the internal clock of the
locking device, entry may be denied (even where the access
credential is otherwise valid).

[0102] Inaccordance with at least some embodiments, the
activation signal can comprise data representing a portion of
the access credential. To illustrate, an access credential
stored in memory of electronic key 10 may be incomplete or
otherwise invalid without access to at least a portion of the
data carried by the activation signal. For example, if elec-
tronic locking device 110 is configured to use an access
credential composed of a randomly generated set of three
words or character strings, electronic key 10 may store two
of'the three strings in memory sites and thereafter receive the
third and final string via an activation signal. Receipt of the
activation signal at electronic key 10 provides the data
necessary to complete or validate the access credential for
use with at least one device, such as electronic locking
device 110. In this example, event handler 22 can be
configured to apply the applicable information carried by an
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activation signal to the incomplete access credential stored
in memory sites of the key. Verification that a valid activa-
tion signal has been received at electronic key 10 can be
performed contemporaneously with authentication of the
access credential. For instance, where data carried by the
activation signal is used to complete or otherwise transform
the access credential into a valid state, subsequent authen-
tication of the access credential during engagement with
electronic locking device 110 effectively confirms that a
valid activation signal was received at the key.

[0103] In certain implementations, electronic locking
device 110 can be configured such that additional informa-
tion (i.e. MFA) is required to authenticate user access during
particular times or on certain dates. For instance, where
electronic locking device 110 is configured to accept an
access credential, such as a randomly generated password
(e.g. binary or character string), during normal business
hours, the locking device may require MFA to operate or
unlock the device during non-business hours, such as requir-
ing the key to also present supplementary binary data, an
authorization code, or a user or key 1D number, to identify
a few examples. To illustrate, an electronic locking device
110 installed on an entry point of a retail store can be
configured to unlock in response to valid passwords trans-
mitted by electronic key 10 between the hours of 8 a.m. and
5 p.m. During all other hours, a user wishing to enter the
store may be required to transmit a valid password and
further present an access code that is, for example, only
made available to supervisors or managers of the store. In
accordance with various implementations, electronic key 10
can receive the additional information (e.g. the supervisor
access code) via mobile device 120 or stationary electronic
device 130 in the form of an activation signal and thereafter
present the password and supervisor access code to elec-
tronic locking device 110 in order to access the store during
off-hours. By providing the supervisor access code to elec-
tronic key 10 via an activation signal transmitted by mobile
device 120, it is possible to reduce or eliminate the risk that
a lost or stolen supervisor’s key (i.e. a key with 24-hour
access) can be used by an unauthorized party.

[0104] In further applications, event handler 22 can utilize
information included in the activation signal to perform a
transformation or other modification of an access credential
prior to presenting the credential to electronic locking device
110. In yet another example, event handler 22 can be
configured in a default low power or sleep state character-
ized by event handler 22 wholly ignoring engagement events
or simply declining to commence unlocking events in
response to an engagement event. In various implementa-
tions, receipt of the activation signal will “wake up” event
handler 22 such that it will thereafter respond to an engage-
ment event, such as by initiating transmission of an access
credential. It will be understood that other implementations
of an activation signal may have utility and that the fore-
going examples are provided to aid understanding of the
various embodiments of this disclosure.

[0105] Referring now to FIG. 9, a method for delivering
an activation signal to enable an electronic key in response
to a user verification procedure executed at a mobile device
will be described in accordance with at least some embodi-
ments. The method is initiated at step 900 and proceeds to
step 902 where a wireless communications link is estab-
lished between mobile device 120 and a server device. The
wireless communications link can be implemented accord-
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ing to any of the wireless communications protocols and
technologies described in this disclosure, such as a link over
a WWAN implemented in accordance with standardized
cellular protocols, or via a WLAN implemented in accor-
dance with an 802.11x protocol. Here, the server device can
be any combination of hardware and software configured to
manage access control information for access control system
100. The server device can comprise or have access to an
access control database or other repository of access control
information. The access control information may be man-
aged by a system administrator or alternatively, users can
modify access control information associated with certain
devices. In some implementations, stationary electronic
device 130 can be configured to operate as a server device,
comprising a software program to view, manage, and dis-
tribute access control information. In other implementations,
the server device can be implemented as a cloud service and
made available to users and administrators of access control
system 100 via an Internet connection. In yet other imple-
mentations, a second mobile device 120 can be configured
to operate as a server device, executing a software program
to manage access control information for the first mobile
device, other mobile devices, electronic keys, and the like.

[0106] Upon establishment of the wireless communica-
tions link in step 902, the method proceeds to step 904 where
information associated with an activation signal is transmit-
ted from the server device to mobile device 120 via the
wireless communications link (e.g. wireless interface 114
implemented according to a standardized cellular or Wi-Fi
protocol). The information associated with the activation
signal may depend, in part, on how the activation signal is
implemented. As described above, a multitude of methods
and technologies for implementing an activation signal can
have utility in various embodiments of this disclosure. For
instance, the server device can transmit an activation code to
mobile device 120. This code can be, for example, a
randomly generated binary string used by electronic lock 10
or electronic locking device 110 during a response to an
engagement event. Alternatively, the information can be
software code for executing an application on mobile device
120 that causes or enables the mobile device to transmit data
to electronic key 10 including instructions to modify a
variable associated with the activation signal. In other
implementations, the information transmitted to mobile
device 120 can identify the particular electronic locking
devices 110 for which electronic key 10 requires an activa-
tion signal. Thereafter, mobile device 120 can generate an
activation signal for the identified locking devices and
transmit the signal(s) to electronic key 10. The examples of
information described with respect to step 904 is provided
for illustrative purposes and is not intended to limit the scope
of step 904 or the implementation of an activation signal.
Other examples of information associated with an activation
signal are described elsewhere in this disclosure. Skilled
persons will appreciate that the information transmitted to
mobile device 120 in step 904 can be any information used
by mobile device 120 to generate, transmit, or otherwise
cause delivery of an activation signal to electronic key 10.

[0107] In step 906, mobile device 120 can store, in
memory sites of the mobile device, at least a portion of the
activation signal information received in step 904. In certain
implementations, mobile device 120 can be configured to
store the information indefinitely. For instance, where the
information received in step 904 causes a software applica-
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tion to execute on mobile device 120, a user of the device
may receive the information during an initial use of elec-
tronic key 10 or other devices in access control system 100.
To illustrate, where the information received in step 904
comprises software code for a mobile application, a user can
download the mobile application from the server device (e.g.
via a mobile application store or repository) and the appli-
cation (i.e. software code) may remain on the phone until the
user initiates an uninstall process. In other implementations,
the information can be associated with an expiration date or
the mobile device can otherwise be configured such that it
will not use the information after a particular duration, such
as one week or eight hours. Here, the user may request the
information as needed, such as when it has expired, or the
information can be periodically transmitted to mobile device
120 according to a schedule. Skilled persons will understand
that, in other embodiments, mobile device 120 can be
configured such that it is not necessary to store the infor-
mation in memory. For instance, as described above with
respect to some implementations, mobile device 120 can be
configured to simply relay information to electronic key 10
without writing the information to memory for later use.

[0108] In step 908, a key holder causes electronic key 10
to engage with electronic locking device 110. In this
example, electronic key 10 is configured such that it requires
an activation signal to unlock or otherwise operate the
engaged electronic locking device 110. As described above,
event handler 22 can be configured to perform various
responses to an engagement event, including instances when
electronic key 10 requires an activation signal to operate or
communicate with an engaged device. To reiterate one of the
examples described above, event handler 22 can, in response
to detecting an engagement event between electronic key 10
and electronic locking device 110, reference a variable in
memory sites of electronic key 10 to determine if an
activation signal has been received at the key. In step 908 of
this example method, an activation signal has not been
transmitted to electronic key 10. Here, event handler 22 can
alert the user that an activation signal is required and has not
been received, for example via LED 46, beeper 44, or by
transmitting a signal to mobile device 120 to cause circuitry
of the mobile device to alert the user. In certain implemen-
tations, electronic key 10 can transmit instructions to mobile
device 120 causing the mobile device to initiate a user
verification procedure in step 910. To illustrate, electronic
key 10 can transmit a signal causing mobile device 120 to
prompt the key holder to enter a PIN code at the mobile
device (e.g. via touchscreen input). Alternatively, a signal
from electronic key 10 indicating that an activation signal is
required may cause mobile device 120 to prompt the user for
biometric information, such as by instructing the user to
place his or her finger on a fingerprint reader associated with
the mobile device. In other applications, mobile device 120
may prompt the user to capture an image of the user’s face,
for example via a camera operably associated with mobile
device 120. Here, the image of the user’s face can be
compared to a previous image of the user, such as a picture
taken by a system administrator when issuing electronic key
10. An image captured in step 910 can be stored in memory
sites of mobile device 120 and/or transmitted to other
devices. In this manner, a system administrator or other user
reviewing access control information can visually verify
which user requested an activation signal.
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[0109] In other implementations of step 910, a signal
indicating that an activation signal is required may cause
mobile device 120 to present a button to the user that merely
confirms that the user wishes to transmit an activation signal
to electronic key 10 (e.g. an “ACTIVATE KEY” button
displayed on a touchscreen of the mobile device). In this
‘Activate Key’ command implementation, the user verifica-
tion procedure can simply verify that a key holder has access
to and control of mobile device 120, as opposed to requiring
the user to provide secret verification information. Here, for
example, electronic key 10 can be configured such that it
will only communicate with a mobile device that has pre-
viously been enrolled with a system server device (e.g. via
a serial number, MAC address, etc.) or is otherwise autho-
rized for use with devices in access control system 100.
Skilled persons will understand that various known methods
and techniques for enrolling mobile device 120 may have
utility in implementations where a mobile device must first
be registered with a system server or otherwise configured
for use in access control system 100. In addition to utilizing
a serial number or MAC address associated with mobile
device 120, a system server can install a software application
or store software code in memory sites of the mobile device
that, when executed, enable the mobile device to commu-
nicate with other devices in access control system 100. To
illustrate another example, a system server can store a code
in memory of mobile device 120 that is exchanged with
other devices (e.g. during a handshake or initialization) prior
to transmitting access control information. Where mobile
device 120 does not possess the proper code, the system
server and other devices may refuse to communicate with
the mobile device. In this manner, a lost or stolen key may
not receive an activation signal from an unauthorized device,
even where the user verification procedure does not require
the user to input confidential or identifying information. In
some implementations, an enrolled mobile device 120 can
be configured to automatically transmit an activation signal
to electronic key 10 in response to an indication (e.g. signal
from key) that an activation signal is required. Here, the user
verification procedure can be implemented in a manner that
simply verifies mobile device 120 is within a designated
proximity of electronic key 10, such by executing a wireless
communication handshake or other exchange to verify the
key is within the effective range of Bluetooth, NFC, or other
short-range communication protocols. Other implementa-
tions of a user verification procedure are described else-
where in this disclosure and may have utility in this step 910.

[0110] Upon completion of the user verification procedure
in step 910, the method proceeds to step 912 where it is
determined whether the user verification procedure autho-
rizes the key holder to access electronic locking device 110.
Given the diversity of methods and techniques for imple-
menting the user verification procedure of step 910, skilled
persons will appreciate that the criteria for establishing
whether a key holder is authorized for access will vary,
based, in part, on the implementation of a particular user
verification procedure. For instance, if a user verification
procedure is implemented in a manner intended to verify
proximity of electronic key 10 to mobile device 120, a
successful NFC or Bluetooth handshake (i.e. pairing
between devices or establishing a communications link)
between the two devices may satisfy the criteria necessary to
authorize the key holder. Similarly, where the user verifica-
tion procedure is implemented as an “ACTIVATE KEY”



US 2019/0066425 Al

command (or similar button press verification) on a touch-
screen or other input device associated with mobile device
120, a successful selection of the button by a user may be
sufficient to authorize the key holder to access electronic
locking device 110. In some cases, failing to press the button
within a prescribed period may be considered an unsuccess-
ful user verification procedure, wherein mobile device 120
will not transmit an activation signal to electronic key 10.
Where the user verification procedure in step 910 requires
the user to provide identifying or private information, such
as a PIN code or biometric information, the criteria for
authorizing transmission of an activation signal may require
a perfect match. In other words, information provided by the
user and corresponding reference information stored in
memory sites of mobile device 120 or stored remotely (e.g.
in the cloud or a remote device) must be indistinguishable.
Alternatively, the criteria for a user verification procedure
may factor in a margin for error, or may only require a partial
match between user input (e.g. PIN, biometric, etc.) and
reference information stored in memory (e.g. fingerprint
profile associated with key holder). Skilled persons will
appreciate that the user verification procedure of step 910
and the determination of what criteria constitutes a success-
ful user verification may vary from system to system and
that methods and techniques other than those described in
the examples above can have utility in access control system
100.

[0111] The process of determining whether the user veri-
fication procedure authorizes delivery of an activation signal
can be executed at mobile device 120, electronic key 10,
electronic locking device 110, a remote device, such as
stationary electronic device 130 (e.g. where stationary elec-
tronic device 130 is configured as a server device managing
access control information for the system), or a combination
of devices. For instance, software code executing on a
device associated with access control system 100 can be
configured to perform a comparison or otherwise verify the
accuracy of information collected in step 910. To illustrate
further, mobile device 120 can store a key holder profile in
memory sites and reference information contained in the
profile when determining if a user verification procedure is
successful, for instance by executing software code to com-
pare a PIN code provided by a user in step 910 with a PIN
code stored in memory and associated with that user. In this
manner, mobile device 120 can, in locations where long-
range wireless communication with a server device is
unavailable, facilitate execution of the user verification
procedure and additionally determine if the procedure was
successful.

[0112] In other implementations, mobile device 120 can
transmit the user input, or other information collected during
the user verification procedure, to another device to deter-
mine whether the user verification procedure permits deliv-
ery of an activation signal to electronic key 10. Here, mobile
device 120 can, for instance, transmit the user verification
information obtained in step 910 to electronic key 10. Event
handler 22 can be configured to compare information col-
lected in step 910 with information associated with a key
holder (e.g. stored in flash memory 40 of electronic key 10).
If event handler 22 determines that an activation signal
should be delivered, for example by determining that a PIN
entered by the user is correct, a request (e.g. HT'TP) can be
transmitted from electronic key 10 to mobile device 120
requesting an activation signal. Mobile device 120 can
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prepare a response message including an activation signal
for transmission to electronic key 10 according to commu-
nication methods and techniques described in this disclo-
sure. In other embodiments, mobile device 120 can transmit
the information collected in step 910 to a remote server
device via wireless interface 114, for example using a
standardized cellular protocol. Thereafter, the server device
can determine if the information authorizes delivery of an
activation signal, such as by executing software code to
compare the user verification information collected in step
910 to information associated with the user or information
associated with devices controlled by the user (e.g. mobile
device 120 or electronic key 10). Here, the server can
wirelessly transmit an activation signal directly to electronic
key 10 according to the methods and protocols described in
this disclosure, or alternatively, route the activation signal
through another device, such as mobile device 120 or a
network communication device (e.g. router or mesh net-
work). The foregoing examples identify just a few possible
techniques for determining whether the user or device
information collected in the user verification procedure of
step 910 authorizes delivery of an activation signal. Skilled
persons will appreciate that the wireless communications
capability of the various devices described in this disclosure
permit a multitude of methods and techniques for verifying
the accuracy or validity of the information collected in step
910. Other methods and techniques may have utility depend-
ing on the criteria chosen for the user verification procedure
of step 910.

[0113] If a user verification procedure does not authorize
delivery of an activation signal (e.g. incorrect user input,
failed wireless communication handshake between key and
mobile device), the method can proceed to step 914 where
details related to the failed user verification procedure are
recorded in memory sites of at least one of mobile device
120, electronic key 10, electronic locking device 110, and a
server device (i.e. remote or cloud). In some instances, a
failed user verification can trigger an alarm or initiate
delivery of a warning message to a remote device. To
illustrate, if mobile device 120 determines that a user
verification procedure is unsuccessful, mobile device 120
can transmit a message to a server device (e.g. stationary
electronic device 130) to alert a system administrator of the
failed user verification. In certain implementations, this step
914 may conclude the method. Alternatively, the method can
return to step 910 and reinitiate the user verification proce-
dure. In returning to step 910, the method can account for
accidental entry of inaccurate user input, or a misread of
biometric information, or other errors in the user verification
procedure that may result in a false negative. In some
variations, the method can permit a key holder to attempt a
limited number of user verification procedures before ter-
minating the method. In some instances, a failed user
verification procedure(s) can initiate a safe mode to prevent
unauthorized use of electronic key 10, wherein certain
features of electronic key 10 and/or mobile device 120 are
disabled or unavailable to the user. To illustrate an example,
where the user verification procedure in step 910 is imple-
mented such that a key holder must enter a valid PIN code
at mobile device 120 or electronic key 10, the method can
permit the user a limited number of attempts, such as three,
in which to correctly enter the PIN code. In this example,
upon entering an incorrect PIN code three times within a
prescribed period, such as ten minutes, the user will be
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prevented from attempting further user verification proce-
dures. Mobile device 120 or electronic key 10 can be
configured to transmit a message to a server device, such as
stationary electronic device 130, indicating that safe mode
has been entered and functionality is limited. This alert can
allow a system administrator to quickly contact a key holder
to determine if a key has been lost or stolen. In order to
regain access to the user verification procedure or to other-
wise request an activation signal, the user may need to
obtain permission from an administrator, wait for an
extended period of time, or perform a different (i.e. more
rigorous) user verification procedure to verify the user is
indeed authorized to operate electronic key 10 in the
requested manner.

[0114] If it is determined, in step 912, that the user
verification procedure authorizes delivery of an activation
signal to electronic key 10, the method can proceed to step
916 where an activation signal is transmitted to electronic
key 10. As described above, delivery of an activation signal
can be implemented in various ways and can be transmitted
from various devices associated with access control system
100. Delivery of the activation signal to electronic key 10 in
step 916 enables access to electronic locking device 110, as
described in greater detail elsewhere in this disclosure. Upon
completion of the method, mobile device 120 and/or elec-
tronic key 10 can record information related to delivery of
the activation signal in memory sites, such as the time, date,
identify of the locking device(s) for which the signal was
requested, user input collected in step 910 such as a finger-
print pattern or image of the user’s face or portion thereof,
and other information that may be generated or used during
execution of this method. In some implementations, mobile
device 120 can be configured to transmit information asso-
ciated with delivery of the activation signal to a remote
device, such as a server device (e.g. stationary electronic
device 130). In this manner, real-time or near real-time
feedback related to activation of electronic key 10 can be
viewed remotely, for example via a user interface at station-
ary electronic device 130 or any device configured to
communicate with mobile device 120 and/or the server
device (e.g. via communication network 150).

[0115] In certain embodiments, wireless communications
module 30 can be configured to receive a deactivation signal
to disable certain functionality of electronic key 10, for
example using methods and techniques similar to those
described above for enabling functionality with an activation
signal. To illustrate, a key holder or system administrator
may wish to deactivate certain functions of electronic key 10
if it is anticipated that the key will be left unattended for an
extended period, such as at the end of a key holder’s work
shift. In various implementations, a deactivation signal can
be transmitted to electronic key 10 in order to place the key
in a state characterized by at least one function being
disabled or unavailable to a key holder. A deactivation signal
can, to identify a few examples, cause electronic key 10 to
enter a sleep or low-power state, disable key communica-
tions with some or all devices, or disable responses to an
engagement event, such as by flipping an activation signal
variable from a true state back to a false state. In accordance
with some implementations, upon receipt of a deactivation
signal, electronic key 10 can be configured to disable the
function(s) until receipt of an activation signal that includes
instructions to restore the function(s), or alternatively, func-
tionality may be restored after a designated time period, in
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accordance with a key holder schedule, or upon occurrence
of a particular access event, such as engagement with a
certain electronic locking device. Other conditions or events
can be used to restore key function after receipt of a
deactivation signal. In some instances, completion of a user
verification procedure, such as imaging of a valid finger-
print, can trigger restoration of key functions. Skilled per-
sons will understand that any of the methods and techniques
described above with respect to utilizing or initiating trans-
mission of an activation signal can similarly be used in
connection with a deactivation signal to limit functionality
of the key. To illustrate one example, in an emergency
situation a system administrator can, via a user interface
associated with a server device (e.g. stationary electronic
device 130), initiate transmission of a deactivation signal to
prevent a key holder from entering a dangerous room or
location. The deactivation signal may be delivered to elec-
tronic key 10 via communication network 150 or other
communications technologies described in this disclosure or
known to skilled persons. In the event an appropriate wire-
less communications link between the server device and
electronic key 10 is unavailable, the deactivation signal can
be delivered to mobile device 120 for subsequent transmis-
sion to the key.

[0116] Any reference in this disclosure to “one embodi-
ment,” “an embodiment,” “some embodiments,” “various
embodiments,” etc., means that a particular feature, struc-
ture, or characteristic described in connection with the
embodiment is included in at least one embodiment of this
disclosure. The appearances of such phrases, and variations
thereof, including references to “implementations,” are not
necessarily all referring to the same embodiment or imple-
mentation. When a particular feature, structure, or element is
described in connection with any embodiment or implemen-
tation, it is understood that it is within the purview of
persons of skill to affect such feature, structure, or element
in connection with any of the other embodiments and
implementations.

[0117] It should be understood that as used in this disclo-
sure and throughout the claims that follow, the phrase “A or
B” means any one of (A), (B), or (A and B), which is
synonymous with the phrase “A and/or B.” Alternatively,
just a “/” may be use for conciseness. For example, the
phrase “A/B” also means “A or B.” The phrase “at least one
of A, B, and C” means (A), (B), (C), (A and B), (A and C),
(B and C), or (A, B, and C). Further, as used in this
disclosure and throughout the claims that follow, the mean-
ing of “in” includes “in” and “on” unless the context clearly
prescribes otherwise. The terms “comprising,” “having,”
and “including” are synonymous, unless the context dictates
otherwise. As used in this disclosure, the terms “conveying”
and “carrying” are described with reference to information
included in a communication signal and are synonymous,
unless the context dictates otherwise.

[0118] Although embodiments have been described with
reference to a number of illustrative embodiments and
implementations thereof, it will be appreciated that numer-
ous other modifications and embodiments can be devised by
skilled persons without departing from the spirit and scope
of the underlying principles of this disclosure. The scope of
this disclosure should, therefore, be determined only by the
following claims.
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It is claimed: electrical circuitry that, in response to the biometric
information corresponding to an authorized biometric
profile stored in a memory of the portable electronic
key, changes its operative state from a restricted access
state to an event initiation state, the restricted access
state characterized by the electrical circuitry forgoing
an attempt to initiate an unlocking event at the elec-
tronic locking device, and the event initiation state
wireless communication circuitry configured to use a characterized by the electrical circuitry making the

1. A portable electronic key configured to mechanically
couple with, energize circuitry of, and signal, based on an
access credential, a data signal to an electronic locking
device operatively associated with the access credential so
as to unlock an entry point, the portable electronic key
comprising:

wireless networking standardized communication pro-
tocol so as to establish a wireless communications link
between the portable electronic key and an access
administration device for initiating exchange, with the
access administration device, of messages related to
access control information, the access control informa-
tion including audit trail information for reviewing user
access of the entry point;

a user input device configured to receive biometric infor-
mation from a holder of the portable electronic key;

attempt by signaling, based on the access credential, the
data signal to the electronic locking device so as to
permit access to the entry point.

2. The portable electronic key of claim 1, wherein the
portable electronic key delivers the data signal to the elec-
tronic locking device via a wired communications link or a
magnetic induction link.

3. The portable electronic key of claim 1, wherein the user
input device is a fingerprint sensor.
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