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(67)  Embodiments of the present invention disclose
a cyber security management system, method, and ap-
paratus. The system includes UE, an AN, a network func-
tion selection module, and at least two authentication
modules. The UE is configured to send a first service
request to the network function selection module, where
the first service request carries authentication protocol
information. The network function selection module is
configured to: select a target authentication module
based on the authentication protocol information, and
send a second service request to the target authentica-
tion module. The target authentication module is config-
ured to perform mutual authentication with the UE. The
target authentication module is further configured to: de-
termine a first security configuration according to a spec-
ified security policy, and send the first security configu-
ration to the AN. The AN is configured to: determine a
second security configuration based on the first security
configuration or the specified security policy, and send
the second security configuration to the UE. According
to technical solutions provided in the present invention,
differential authentication protocol and security policy se-
curity requirements of a network can be met, thereby
improving cyber security.

NETWORK SECURITY MANAGEMENT SYSTEM, METHOD AND DEVICE

Authentication
module

Network function
selection module

User Access
cquipment UE network
T

401. Send a first service request
(authentication protocol information)

402. Select a target authentication
module from at least two
authentication modules based on the
authentication protocol information

403. Send a second
service request
(optionally carrying
the authentication
protocol information)

404. Mutual authentication

405. Determine a first security
configuration according to a
specified security policy of a

specified network slice to
which UE is to be attached

406. Send a second service response
(carrying the first security configuration)

407. Determine a second security
configuration based on the first
security configuration or the
specified security policy

408. Send a first
service response
(carrying the
second security
configuration)

FIG. 4

Printed by Jouve, 75001 PARIS (FR)



1 EP 3 468 137 A1 2

Description
TECHNICAL FIELD

[0001] The presentinvention relates tothe field of com-
munications technologies, and in particular, to a cyber
security management system, method, and apparatus.

BACKGROUND

[0002] In a 4G network, to support services, network
leasing, network sharing, and the like with different re-
quirements, a plurality of dedicated core networks may
share an access network. Each dedicated core network
is optimized for a specific service in function and per-
formance, to meet differentiated requirements for service
functions and performance. FIG. 1 is a schematic archi-
tectural diagram of a 4G dedicated core network. The
access network may be connected to a plurality of oper-
ators, each operator may have a dedicated core network
(English: Dedicated Core Network, DCN), and a plurality
of DNCs share the access network. User equipment
(English: User Equipment, UE) is connected to the ac-
cess network, and implements interaction, such as busi-
ness service, with the dedicated core network of each
operator by using the access network. In a 5G network,
there are a plurality of logical networks that are referred
to as "network slices" ("slice" for short). Different slices
not only differ in function and performance requirements,
but also may differ in security requirements.

[0003] In a prior-art idea for a slice architecture in the
5G network, UE may simultaneously access a plurality
of slices, and a network selects an AU based on slice
information of a slice to which the UE is to be attached
or a load status of an authentication unit (English: Au-
thentication Unit, AU), and then implements authentica-
tion with the UE by using the selected AU, or authorizes
the UE to perform an operation, for example, to access
a target slice. In the prior art, during AU selection, infor-
mation such as an authentication protocol or an algorithm
supported by the UE is not considered, and there is a
lack of a related design. Consequently, cyber security
cannot be better guaranteed.

SUMMARY

[0004] This application provides a cyber security man-
agement system, method, and apparatus, to meet differ-
entiated authentication protocol and security policy se-
curity requirements of a network, and improve cyber se-
curity.

[0005] According to a first aspect, a cyber security
management system is provided, where the manage-
ment system is configured to implement security man-
agement of a network including at least two network slic-
es, and the system may include user equipment UE, an
access network AN, a network function selection module,
and at least two authentication modules, where
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the UE is configured to send afirst service request to the
network function selection module, where the first service
request carries authentication protocol information;

the network function selection module is configured to:
select a target authentication module from the at least
two authentication modules based on the authentication
protocol information, and send a second service request
to the target authentication module;

the target authentication module is configured to: receive
the second service request, and perform mutual authen-
tication with the UE;

the target authentication module is further configured to:
determine a first security configuration according to a
specified security policy of a specified network slice to
which the UE isto be attached, and send a second service
request response to the AN, where the second service
request response carries the first security configuration;
and

the AN is configured to: determine a second security con-
figuration based on the first security configuration or the
specified security policy, and send a first service request
response to the UE, where the first service request re-
sponse carries the second security configuration.
[0006] In this application, the network function selec-
tion module may select, based on the information about
an authentication protocol supported by the UE, an au-
thentication module that supports the authentication pro-
tocol supported by the UE, and then the authentication
module may perform mutual authentication with the UE,
thereby improving authentication module selection accu-
racy and cyber security. In this application, the target
authentication module selected according to the authen-
tication protocol may generate a security configuration,
or the target authentication module selected according
to the authentication protocol and the AN may generate
a security configuration, so that selection flexibility is
high.

[0007] With reference to the first aspect, in a first pos-
sible implementation, the authentication protocol infor-
mation includes an identifier of a first authentication pro-
tocol selected by the UE; and

the network function selection module is specifically con-
figured to:

select the target authentication module that supports the
first authentication protocol from the at least two authen-
tication modules based on the identifier of the first au-
thentication protocol.

[0008] With reference to the first possible implemen-
tation of the first aspect, in a second possible implemen-
tation, if more than one authentication module supports
the first authentication protocol, the network function se-
lection module is specifically configured to:

select, based on a load status of each authentication
module that supports the first authentication protocol, an
authentication module with least load from the authenti-
cation modules as the target authentication module. It
should be pointed out that alternatively, an authentication
module whose load is less than a preset threshold is se-
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lected as the target authentication module from all the
authentication modules. In other words, if there are a
plurality of authentication modules whose load is less
than the preset threshold, an authentication module may
be randomly selected from the plurality of authentication
modules whose load is less than the preset threshold,
and an authentication module with least load does not
necessarily need to be selected as the target authenti-
cation module.

[0009] With reference to the first aspect, in a third pos-
sible implementation, the authentication protocol infor-
mation includes an identifier of a first authentication pro-
tocol selected by the UE;

the first service request further carries an identifier of the
specified network slice; and

the network function selection module is specifically con-
figured to:

select the target authentication module that supports the
first authentication protocol and the specified network
slice from the at least two authentication modules based
on the identifier of the first authentication protocol and
the identifier of the specified network slice.

[0010] With reference to the third possible implemen-
tation of the first aspect, in a fourth possible implemen-
tation, if more than one authentication module supports
the first authentication protocol and the specified network
slice, the network function selection module is specifically
configured to:

select, based on a load status of each authentication
module that supports the first authentication protocol and
the specified network slice, an authentication module
with least load from the authentication modules as the
target authentication module.

[0011] With reference to the first aspect, in a fifth pos-
sible implementation, the authentication protocol infor-
mation includes identifiers of at least two second authen-
tication protocols supported by the UE; and

the network function selection module is specifically con-
figured to:

select, based on the identifiers of the second authenti-
cation protocols, a to-be-selected authentication module
that supports at least one of the second authentication
protocols from the at least two authentication modules
as the target authentication module.

[0012] Withreference to the first aspect, in a sixth pos-
sible implementation, the authentication protocol infor-
mation includes identifiers of at least two second authen-
tication protocols supported by the UE;

the first service request further carries an identifier of the
specified network slice; and

the network function selection module is specifically con-
figured to:

select, based on the identifiers of the second authenti-
cation protocols, a to-be-selected authentication module
that supports at least one of the second authentication
protocols and supports the specified network slice from
the at least two authentication modules as the target au-
thentication module.
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[0013] With reference to the first aspect, in a seventh
possible implementation, the authentication protocol in-
formation includes identifiers of at least two second au-
thentication protocols supported by the UE; and

the network function selection module is specifically con-
figured to:

determine, based on an authentication protocol selection
priority that is set in the network, an authentication pro-
tocol with a highest selection priority from the second
authentication protocols supported by the UE, and select
ato-be-selected authentication module that supports the
authentication protocol with the highest selection priority
from the at least two authentication modules as the target
authentication module.

[0014] With reference to any one of the fifth possible
implementation to the seventh possible implementation
of the first aspect, in an eighth possible implementation,
if there is more than one to-be-selected authentication
module, the network function selection module is specif-
ically configured to:

select, based on a load status of each of the more than
one to-be-selected authentication module, an authenti-
cation module with least load from the authentication
modules as the target authentication module.

[0015] With reference to the first aspect, in a ninth pos-
sible implementation, the authentication protocol infor-
mation includes identifiers of at least two third authenti-
cation protocols supported by the UE and a selection
priority of each of the at least two third authentication
protocols; and

the network function selection module is specifically con-
figured to:

select a to-be-selected authentication module that
supports at least one of the third authentication pro-
tocols from the at least two authentication modules
based on the identifiers of the third authentication
protocols; and

if there is more than one to-be-selected authentica-
tion module, select, based on the selection priority
of each third authentication protocol, an authentica-
tion module that supports a fourth authentication pro-
tocol with a highest selection priority from all to-be-
selected authentication modules as the target au-
thentication module.

[0016] Withreferenceto the first aspect, in atenth pos-
sible implementation, the authentication protocol infor-
mation includes identifiers of at least two third authenti-
cation protocols supported by the UE and a selection
priority of each of the at least two third authentication
protocols;

the first service request further carries an identifier of the
specified network slice; and

the network function selection module is specifically con-
figured to:

select a first authentication module that supports at
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least one of the third authentication protocols from
the at least two authentication modules based on the
identifiers of the third authentication protocols;

if there is more than one first authentication module,
select, based on the selection priority of each third
authentication protocol, a second authentication
module that supports afourth authentication protocol
with a highest priority from all first authentication
modules; and

if there is more than one second authentication mod-
ule, select, based on a load status of each second
authentication module or information about a net-
work slice served by each second authentication
module, an authentication module with least load
that serves the specified network slice from the sec-
ond authentication modules as the target authenti-
cation module.

[0017] Withreference to the firstaspect, in an eleventh
possible implementation, the network function selection
module includes a first submodule and a second sub-
module, where

the first submodule is configured to: receive the first serv-
ice request sent by the UE, and send an authentication
module selection request to the second submodule,
where the authentication module selection request car-
ries the authentication protocol information;

the second submodule is configured to: select the target
authentication module from the at least two authentica-
tion modules based on the authentication protocol infor-
mation, and send an identifier of the target authentication
module to the first submodule; and

the first submodule is further configured to send the sec-
ond service request to the target authentication module
corresponding to the identifier of the target authentication
module.

[0018] With reference to the eleventh possible imple-
mentation of the first aspect, in a twelfth possible imple-
mentation, the second submodule is specifically config-
ured to perform an implementation performed by the net-
work function selection module in the foregoing various
possible implementations.

[0019] With reference to any one of the first possible
implementation to the tenth possible implementation of
the first aspect, in a third possible implementation, the
management system further includes a security policy
controller, where

the security policy controller is configured to deliver a
network slice security policy to the authentication module
or the AN.

[0020] With reference to the thirteenth possible imple-
mentation of the first aspect, in a fourteenth possible im-
plementation, the security policy controller is configured
to deliver the network slice security policy to the authen-
tication module;

the second service request further carries a security ca-
pability of the UE and a security capability of the AN;
the target authentication module is further configured to:
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determine a key length specified in the specified se-
curity policy corresponding to the specified network
slice, and generate a key corresponding to the key
length;

select a target encryption algorithm or a target integ-
rity protection algorithm based on the security capa-
bility of the UE, the security capability of the AN, and
the specified security policy; and

generate the first security configuration by using the
key and an identifier of the target encryption algo-
rithm or an identifier of the target integrity protection
algorithm, and add the first security configuration to
the second service request response; and

the AN is specifically configured to:

determine, as the second security configuration, the
identifier of the target encryption algorithm or the
identifier of the target integrity protection algorithm
that is carried in the first security configuration, and
add the second security configuration to the first
service request response.

[0021] With reference to the thirteenth possible imple-
mentation of the first aspect, in a fifteenth possible im-
plementation, the security policy controller is configured
to deliver the network slice security policy to the authen-
tication module and the AN;

the second service request further carries a security ca-
pability of the UE;

the target authentication module is further configured to:

determine a key length specified in the specified se-
curity policy of the specified network slice, generate
a key corresponding to the key length, generate the
first security configuration based on the key and the
identifier of the specified network slice, and add the
first security configuration to the second service re-
quest response; and

the AN is specifically configured to:

determine the specified security policy based on
the identifier of the specified network slice, and
select a target encryption algorithm or a target
integrity protection algorithm based on a secu-
rity capability of the AN, the security capability
of the UE, and the specified security policy; and
add an identifier of the target encryption algo-
rithm or an identifier of the target integrity pro-
tection algorithm to the first security configura-
tion, to obtain the second security configuration.

[0022] With reference to the thirteenth possible imple-
mentation of the first aspect, in a sixteenth possible im-
plementation, the security policy controller is configured
to deliver the network slice security policy to the authen-
tication module;

the second service request further carries a security ca-
pability of the UE;

the target authentication module is further configured to:
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select a target encryption algorithm or a target integ-
rity protection algorithm based on the security capa-
bility of the UE, a security capability of the AN, and
the specified security policy; and

generate the first security configuration by using an
identifier of the target encryption algorithm or an
identifier of the target integrity protection algorithm,
and add the first security configuration to the second
service request response; and

the AN is specifically configured to:

determine, as the second security configuration, the
identifier of the target encryption algorithm or the
identifier of the target integrity protection algorithm
that is carried in the first security configuration, and
add the second security configuration to the first
service request response.

[0023] With reference to the fourteenth possible imple-
mentation of the first aspect or the sixteenth possible
implementation of the first aspect, in a seventeenth pos-
sible implementation, the target encryption algorithm is
an encryption algorithm with a highest selection priority
in an encryption algorithm supported by both the UE and
the AN; and

the target integrity protection algorithm is an integrity pro-
tection algorithm with a highest selection priority in an
integrity protection algorithm supported by both the UE
and the AN.

[0024] With reference to the first aspect and the first
possible implementation to the seventeenth possible im-
plementation of the first aspect, in an eighteenth possible
implementation, the network function selection module
includes at least one of an authentication unit AU selec-
tion function AUSF, an AU routing function AUREF, a slice
selection function SSF, and mobility management MM.
[0025] With reference to any one of the eleventh pos-
sibleimplementation ofthe first aspect to the seventeenth
possible implementation of the first aspect, in a nine-
teenth possible implementation, the first submodule is
an AUREF, and the second submodule is an AUSF.
[0026] With reference to any one of the eleventh pos-
sible implementation ofthe first aspect to the seventeenth
possible implementation of the first aspect, in a twentieth
possible implementation, the authentication module in-
cludes at least one of an AU, a front-end, and an access
control agent ACA.

[0027] According to a second aspect, a cyber security
management system is provided, where the manage-
ment system is configured to implement authentication
module selection in security management of a network
including at least two network slices, and the system may
include user equipment UE, a network function selection
module, and at least two authentication modules, where
the UE is configured to send a first service request to the
network function selection module, where the first service
request carries authentication protocol information;

the network function selection module is configured to:
select a target authentication module from the at least
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two authentication modules based on the authentication
protocol information, and send a second service request
to the target authentication module; and

the target authentication module is configured to: receive
the second service request, and perform mutual authen-
tication with the UE.

[0028] In this application, the network function selec-
tion module may select the target authentication module
based on a plurality of authentication protocols supported
by the UE, a selection priority of each of the authentica-
tion protocols, an authentication protocol selection prior-
ity that is set in the network, slice information, authenti-
cation module load, and the like, thereby improving au-
thentication module selection flexibility, authentication
module selection accuracy, authentication module selec-
tion efficiency, and cyber security.

[0029] With reference to the second aspect, in a first
possible implementation, the authentication protocol in-
formation includes an identifier of a first authentication
protocol selected by the UE; and

the network function selection module is specifically con-
figured to:

select the target authentication module that supports the
first authentication protocol from the at least two authen-
tication modules based on the identifier of the first au-
thentication protocol.

[0030] With reference to the first possible implemen-
tation of the second aspect, in a second possible imple-
mentation, if more than one authentication module sup-
ports the first authentication protocol, the network func-
tion selection module is specifically configured to:
select, based on a load status of each authentication
module that supports the first authentication protocol, an
authentication module with least load from the authenti-
cation modules as the target authentication module.
[0031] With reference to the second aspect, in a third
possible implementation, the authentication protocol in-
formation includes an identifier of a first authentication
protocol selected by the UE;

the first service request further carries an identifier of a
specified network slice; and

the network function selection module is specifically con-
figured to:

select the target authentication module that supports the
first authentication protocol and the specified network
slice from the at least two authentication modules based
on the identifier of the first authentication protocol and
the identifier of the specified network slice.

[0032] With reference to the third possible implemen-
tation of the second aspect, in a fourth possible imple-
mentation, if more than one authentication module sup-
ports the first authentication protocol and the specified
network slice, the network function selection module is
specifically configured to:

select, based on a load status of each authentication
module that supports the first authentication protocol and
the specified network slice, an authentication module
with least load from the authentication modules as the
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target authentication module.

[0033] With reference to the second aspect, in a fifth
possible implementation, the authentication protocol in-
formation includes identifiers of at least two second au-
thentication protocols supported by the UE; and

the network function selection module is specifically con-
figured to:

select, based on the identifiers of the second authenti-
cation protocols, a to-be-selected authentication module
that supports at least one of the second authentication
protocols from the at least two authentication modules
as the target authentication module.

[0034] With reference to the second aspect, in a sixth
possible implementation, the authentication protocol in-
formation includes identifiers of at least two second au-
thentication protocols supported by the UE;

the first service request further carries an identifier of a
specified network slice; and

the network function selection module is specifically con-
figured to:

select, based on the identifiers of the second authenti-
cation protocols, a to-be-selected authentication module
that supports at least one of the second authentication
protocols and supports the specified network slice from
the at least two authentication modules as the target au-
thentication module.

[0035] With reference to the second aspect, in a sev-
enth possible implementation, the authentication proto-
col information includes identifiers of at least two second
authentication protocols supported by the UE; and

the network function selection module is specifically con-
figured to:

determine, based on an authentication protocol selection
priority that is set in the network, an authentication pro-
tocol with a highest selection priority from the second
authentication protocols supported by the UE, and select
ato-be-selected authentication module that supports the
authentication protocol with the highest selection priority
from the atleast two authentication modules as the target
authentication module.

[0036] With reference to any one of the fifth possible
implementation of the second aspect to the seventh pos-
sible implementation of the second aspect, in an eighth
possible implementation, if there is more than one to-be-
selected authentication module, the network function se-
lection module is specifically configured to:

select, based on a load status of each of the more than
one to-be-selected authentication module, an authenti-
cation module with least load from the authentication
modules as the target authentication module.

[0037] With reference to the second aspect, in a ninth
possible implementation, the authentication protocol in-
formation includes identifiers of at least two third authen-
tication protocols supported by the UE and a selection
priority of each of the at least two third authentication
protocols; and

the network function selection module is specifically con-
figured to:
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select a to-be-selected authentication module that
supports at least one of the third authentication pro-
tocols from the at least two authentication modules
based on the identifiers of the third authentication
protocols; and

if there is more than one to-be-selected authentica-
tion module, select, based on the selection priority
of each third authentication protocol, an authentica-
tion module that supports a fourth authentication pro-
tocol with a highest selection priority from all to-be-
selected authentication modules as the target au-
thentication module.

[0038] With reference to the second aspect, in a tenth
possible implementation, the authentication protocol in-
formation includes identifiers of at least two third authen-
tication protocols supported by the UE and a selection
priority of each of the at least two third authentication
protocols;

the first service request further carries an identifier of a
specified network slice; and

the network function selection module is specifically con-
figured to:

select a first authentication module that supports at
least one of the third authentication protocols from
the atleast two authentication modules based on the
identifiers of the third authentication protocols;

if there is more than one first authentication module,
select, based on the selection priority of each third
authentication protocol, a second authentication
module that supports a fourth authentication protocol
with a highest priority from all first authentication
modules; and

if there is more than one second authentication mod-
ule, select, based on a load status of each second
authentication module or information about a net-
work slice served by each second authentication
module, an authentication module with least load
that serves the specified network slice from the sec-
ond authentication modules as the target authenti-
cation module.

[0039] Withreference tothe second aspect, in an elev-
enth possible implementation, the network function se-
lection module includes a first submodule and a second
submodule, where

the first submodule is configured to: receive the first serv-
ice request sent by the UE, and send an authentication
module selection request to the second submodule,
where the authentication module selection request car-
ries the authentication protocol information;

the second submodule is configured to: select the target
authentication module from the at least two authentica-
tion modules based on the authentication protocol infor-
mation, and send an identifier of the target authentication
module to the first submodule; and

the first submodule is further configured to send the sec-
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ond service request to the target authentication module
corresponding to the identifier of the target authentication
module.

[0040] With reference to the eleventh possible imple-
mentation of the second aspect, in a twelfth possible im-
plementation, the second submodule is specifically con-
figured to perform any one of the implementations per-
formed by the network function selection module.
[0041] With reference to any one of the second aspect
and the first possible implementation to the twelfth pos-
sible implementation of the second aspect, in a thirteenth
possible implementation, the network function selection
module includes at least one of an authentication unit AU
selection function AUSF, an AU routing function AURF,
a slice selection function SSF, and mobility management
MM.

[0042] Withreference to either ofthe eleventh possible
implementation of the second aspect and the twelfth pos-
sible implementation of the second aspect, in a four-
teenth possible implementation, the first submodule is
an AUREF, and the second submodule is an AUSF.
[0043] With reference to any one of the second aspect
and the first possible implementation to the twelfth pos-
sible implementation of the second aspect, in a fifteenth
possible implementation, the authentication module in-
cludes at least one of an AU, a front-end, and an access
control agent ACA.

[0044] According to a third aspect, a cyber security
management system is provided, where the manage-
ment system is configured to implement security config-
uration management in security management of a net-
work including atleast two network slices, and the system
may include user equipment UE, an access network AN,
a security policy controller, and an authentication mod-
ule, where

the security policy controller is configured to deliver a
network slice security policy to the AN or the authentica-
tion module;

the UE is configured to send a first service request to the
AN, where the first service request carries an identifier
of a specified network slice to which the UE is to be at-
tached;

the AN is configured to send a second service request
to the authentication module, where the second service
request carries the identifier of the specified network slice
to which the UE is to be attached;

the authentication module is configured to: receive the
second service request, and perform mutual authentica-
tion with the UE;

the authentication module is further configured to: deter-
mine a first security configuration according to a specified
security policy of the specified network slice, and send a
second service request response to the AN, where the
second service request response carries the first security
configuration; and

the AN is further configured to: determine a second se-
curity configuration based on the first security configura-
tion or the specified security policy, and send a first serv-
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ice request response to the UE, where the first service
request response carries the second security configura-
tion.

[0045] In this application, a target authentication mod-
ule selected according to an authentication protocol may
generate a security configuration, or a target authentica-
tion module selected according to an authentication pro-
tocol and the AN may generate a security configuration,
so that selection flexibility is high and cyber security is
improved.

[0046] With reference to the third aspect, in a first pos-
sible implementation, the security policy controller is con-
figured to deliver the network slice security policy to the
authentication module;

the second service request further carries a security ca-
pability of the UE and a security capability of the AN;
the authentication module is further configured to:

determine a key length specified in the specified se-
curity policy corresponding to the specified network
slice, and generate a key corresponding to the key
length;

select a target encryption algorithm or a target integ-
rity protection algorithm based on the security capa-
bility of the UE, the security capability of the AN, and
the specified security policy; and

generate the first security configuration by using the
key and an identifier of the target encryption algo-
rithm or an identifier of the target integrity protection
algorithm, and add the first security configuration to
the second service request response; and

the AN is specifically configured to:

determine, as the second security configuration, the
identifier of the target encryption algorithm or the
identifier of the target integrity protection algorithm
that is carried in the first security configuration, and
add the second security configuration to the first
service request response.

[0047] With reference to the third aspect, in a second
possible implementation, the security policy controller is
configured to deliver the network slice security policy to
the authentication module and the AN;

the second service request further carries a security ca-
pability of the UE;

the authentication module is further configured to:

determine a key length specified in the specified se-
curity policy of the specified network slice, generate
a key corresponding to the key length, generate the
first security configuration based on the key and the
identifier of the specified network slice, and add the
first security configuration to the second service re-
quest response; and

the AN is specifically configured to:

determine the specified security policy based on
the identifier of the specified network slice, and
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select a target encryption algorithm or a target
integrity protection algorithm based on a secu-
rity capability of the AN, the security capability
of the UE, and the specified security policy; and
add an identifier of the target encryption algo-
rithm or an identifier of the target integrity pro-
tection algorithm to the first security configura-
tion, to obtain the second security configuration.

[0048] Withreference to the third aspect, in a third pos-
sible implementation, the security policy controlleris con-
figured to deliver the network slice security policy to the
authentication module;

the second service request further carries a security ca-
pability of the UE and a security capability of the AN;
the authentication module is further configured to:

select a target encryption algorithm or a target integ-
rity protection algorithm based on the security capa-
bility of the UE, the security capability of the AN, and
the specified security policy; and

generate the first security configuration by using the
key and an identifier of the target encryption algo-
rithm or an identifier of the target integrity protection
algorithm, and add the first security configuration to
the second service request response; and

the AN is specifically configured to:

determine, as the second security configuration, the
identifier of the target encryption algorithm or the
identifier of the target integrity protection algorithm
that is carried in the first security configuration, and
add the second security configuration to the first
service request response.

[0049] With reference to any one of the first possible
implementation of the third aspect to the third possible
implementation of the third aspect, in a fourth possible
implementation, the target encryption algorithm is an en-
cryption algorithm with a highest selection priority in an
encryption algorithm supported by both the UE and the
AN; and

the target integrity protection algorithm is an integrity pro-
tection algorithm with a highest selection priority in an
integrity protection algorithm supported by both the UE
and the AN.

[0050] With reference to any one of the third aspect
and the first possible implementation to the fourth possi-
ble implementation of the third aspect, in a fifth possible
implementation, the authentication module includes at
least one of an AU, a front-end, and an access control
agent ACA.

[0051] According to a fourth aspect, a cyber security
management method is provided, where the method may
include:

receiving, by a network function selection module, a
first service request sent by user equipment UE,
where the first service request carries authentication
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protocol information;

selecting, by the network function selection module
based on the authentication protocol information, a
target authentication module from at least two au-
thentication modules included in a network; and
sending, by the network function selection module,
a second service request to the target authentication
module.

[0052] With reference to the fourth aspect, in a first
possible implementation, the authentication protocol in-
formation includes an identifier of a first authentication
protocol selected by the UE; and

the selecting, by the network function selection module
based on the authentication protocol information, a target
authentication module from at least two authentication
modules included in a network includes:

selecting, by the network function selection module, the
target authentication module that supports the first au-
thentication protocol from the at least two authentication
modules based on the identifier of the first authentication
protocol.

[0053] With reference to the first possible implemen-
tation of the fourth aspect, in a second possible imple-
mentation, if more than one authentication module sup-
ports the first authentication protocol, the method further
includes:

selecting, based on a load status of each authentication
module that supports the first authentication protocol, an
authentication module with least load from the authenti-
cation modules as the target authentication module.
[0054] With reference to the fourth aspect, in a third
possible implementation, the authentication protocol in-
formation includes an identifier of a first authentication
protocol selected by the UE;

the first service request further carries an identifier of a
specified network slice; and

the selecting, by the network function selection module
based on the authentication protocol information, a target
authentication module from at least two authentication
modules included in a network includes:

selecting, by the network function selection module, the
target authentication module that supports the first au-
thentication protocol and the specified network slice from
the at least two authentication modules based on the
identifier of the first authentication protocol and the iden-
tifier of the specified network slice.

[0055] With reference to the third possible implemen-
tation of the fourth aspect, in a fourth possible implemen-
tation, if more than one authentication module supports
the firstauthentication protocol and the specified network
slice, the method further includes:

selecting, based on a load status of each authentication
module that supports the first authentication protocol and
the specified network slice, an authentication module
with least load from the authentication modules as the
target authentication module.

[0056] With reference to the fourth aspect, in a fifth
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possible implementation, the authentication protocol in-
formation includes identifiers of at least two second au-
thentication protocols supported by the UE; and

the selecting, by the network function selection module
based on the authentication protocol information, a target
authentication module from at least two authentication
modules included in a network includes:

selecting, by the network function selection module as
the target authentication module, a to-be-selected au-
thentication module that supports at least one of the sec-
ond authentication protocols from the at least two au-
thentication modules based on the identifiers of the sec-
ond authentication protocols.

[0057] With reference to the fourth aspect, in a sixth
possible implementation, the authentication protocol in-
formation includes identifiers of at least two second au-
thentication protocols supported by the UE;

the first service request further carries an identifier of a
specified network slice; and

the selecting, by the network function selection module
based on the authentication protocol information, a target
authentication module from at least two authentication
modules included in a network includes:

selecting, by the network function selection module as
the target authentication module, a to-be-selected au-
thentication module that supports at least one of the sec-
ond authentication protocols and supports the specified
network slice from the at least two authentication mod-
ules based on the identifiers of the second authentication
protocols.

[0058] Withreference to the fourth aspect, in a seventh
possible implementation, the authentication protocol in-
formation includes identifiers of at least two second au-
thentication protocols supported by the UE; and

the selecting, by the network function selection module
based on the authentication protocol information, a target
authentication module from at least two authentication
modules included in a network includes:

determining, by the network function selection module
based on an authentication protocol selection priority that
is set in the network, an authentication protocol with a
highest selection priority from the second authentication
protocols supported by the UE, and selecting a to-be-
selected authentication module that supports the authen-
tication protocol with the highest selection priority from
the at least two authentication modules as the target au-
thentication module.

[0059] With reference to any one of the fifth possible
implementation of the fourth aspect to the seventh pos-
sible implementation of the fourth aspect, in an eighth
possible implementation, if there is more than one to-be-
selected authentication module, the method further in-
cludes:

selecting, based on a load status of each of the more
than one to-be-selected authentication module, an au-
thentication module with least load from the authentica-
tion modules as the target authentication module.
[0060] With reference to the fourth aspect, in a ninth

10

15

20

25

30

35

40

45

50

55

possible implementation, the authentication protocol in-
formation includes identifiers of at least two third authen-
tication protocols supported by the UE and a selection
priority of each of the at least two third authentication
protocols; and

the selecting, by the network function selection module
based on the authentication protocol information, a target
authentication module from at least two authentication
modules included in a network includes:

selecting, by the network function selection module,
a to-be-selected authentication module that sup-
ports atleast one of the third authentication protocols
from the at least two authentication modules based
on theidentifiers of the third authentication protocols;
and

if there is more than one to-be-selected authentica-
tion module, selecting, based on the selection priority
of each third authentication protocol, an authentica-
tion module that supports a fourth authentication pro-
tocol with a highest selection priority from all to-be-
selected authentication modules as the target au-
thentication module.

[0061] With reference to the fourth aspect, in a tenth
possible implementation, the authentication protocol in-
formation includes identifiers of at least two third authen-
tication protocols supported by the UE and a selection
priority of each of the at least two third authentication
protocols;

the first service request further carries an identifier of a
specified network slice; and

the selecting, by the network function selection module
based on the authentication protocol information, a target
authentication module from at least two authentication
modules included in a network includes:

selecting, by the network function selection module,
a first authentication module that supports at least
one of the third authentication protocols from the at
least two authentication modules based on the iden-
tifiers of the third authentication protocols;

if there is more than one first authentication module,
selecting, based on the selection priority of each third
authentication protocol, a second authentication
module that supports a fourth authentication protocol
with a highest priority from all first authentication
modules; and

if there is more than one second authentication mod-
ule, selecting, based on a load status of each second
authentication module or information about a net-
work slice served by each second authentication
module, an authentication module with least load
that serves the specified network slice from the sec-
ond authentication modules as the target authenti-
cation module.

[0062] With reference to any one of the fourth aspect
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and the first possible implementation to the tenth possible
implementation of the fourth aspect, in an eleventh pos-
sible implementation, the network function selection
module includes at least one of an authentication unit AU
selection function AUSF, an AU routing function AURF,
a slice selection function SSF, and mobility management
MM.

[0063] According to a fifth aspect, a cyber security
management method is provided, where the method may
include:

receiving, by a second network function selection
module, an authentication module selection request
sent by a first network function selection module,
where the authentication module selection request
carries authentication protocol information sent by
user equipment UE;

selecting, by the second network function selection
module based on the authentication protocol infor-
mation, a target authentication module from at least
two authentication modules included in a network;
and

sending, by the second network function selection
module, an identifier of the target authentication
module to the first network function selection mod-
ule, so as to send a service request to the target
authentication module by using the first network
function selection module.

[0064] According to a sixth aspect, a cyber security
management method is provided, where the method may
include:

receiving, by an authentication module, a network
slice security policy delivered by a security policy
controller;

receiving, by the authentication module, a service
request sent by an access network AN, where the
service request carries a security capability of user
equipment UE and an identifier of a specified net-
work slice to which the UE is to be attached;
searching, by the authentication module for a spec-
ified security policy of the specified network slice
based on the identifier of the specified network slice,
the network slice security policy delivered by the se-
curity policy controller, and determining a security
configuration according to the specified security pol-
icy; and

sending, by the authentication module, a service re-
quest response to the AN, where the service request
response carries the security configuration.

[0065] With reference to the sixth aspect, in a first pos-
sible implementation, the specified security policy in-
cludes key information and encryption algorithm informa-
tion or integrity protection algorithm information;

the service request further carries the security capability
of the user equipment UE; and
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the determining a security configuration according to the
specified security policy includes:

determining a key length specified in the specified
security policy of the specified network slice, and
generating a key corresponding to the key length;
selecting a target encryption algorithm or a target
integrity protection algorithm based on the security
capability of the UE, a security capability of the AN,
and the encryption algorithm information and the in-
tegrity protection algorithm information included in
the specified security policy; and

generating the security configuration based on the
key and an identifier of the target encryption algo-
rithm or an identifier of the target integrity protection
algorithm, and adding the security configuration to
the second service request response.

[0066] With reference to the sixth aspect, in a second
possible implementation, the specified security policy in-
cludes key information; and

the determining a security configuration according to the
specified security policy includes:

determining a key length specified in the specified secu-
rity policy of the specified network slice, generating a key
corresponding to the key length, generating the security
configuration based on the key and the identifier of the
specified network slice, and adding the security config-
uration to the second service request response.

[0067] With reference to the sixth aspect, in a third pos-
sible implementation, the specified security policy in-
cludes encryption algorithm information or integrity pro-
tection algorithm information;

the service request further carries the security capability
of the user equipment UE; and

the determining a security configuration according to the
specified security policy includes:

selecting a target encryption algorithm or a target
integrity protection algorithm based on the security
capability of the UE, a security capability of the AN,
and the encryption algorithm information and the in-
tegrity protection algorithm information included in
the specified security policy; and

generating the security configuration based on an
identifier of the target encryption algorithm or an
identifier of the target integrity protection algorithm,
and adding the security configuration to the second
service request response.

[0068] With reference to any one of the first possible
implementation of the sixth aspect to the third possible
implementation of the sixth aspect, in a fourth possible
implementation, the encryption algorithm information in-
cluded in the specified security policy is an encryption
algorithm selection priority, and the integrity protection
algorithm information is an integrity protection algorithm
selection priority;
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the target encryption algorithm is an encryption algorithm
with a highest selection priority in an encryption algorithm
supported by both the UE and the AN; and

the target integrity protection algorithm is an integrity pro-
tection algorithm with a highest selection priority in an
integrity protection algorithm supported by both the UE
and the AN.

[0069] With reference to any one of the sixth aspect
and the first possible implementation to the fourth possi-
ble implementation of the sixth aspect, in a fifth possible
implementation, the authentication module includes at
least one of an authentication unit AU, a front-end, and
an access control agent ACA.

[0070] Accordingto a seventh aspect, a cyber security
management method is provided, where the method may
include:

receiving, by an access network AN, a first service
request sent by user equipment UE, where the first
service request carries a security capability of the
UE and an identifier of a specified network slice to
which the UE is to be attached;

sending, by the AN, a second service request to an
authentication module, where the second service re-
quest carries the identifier of the specified network
slice to which the UE is to be attached, a security
capability of the AN, and the security capability of
the UE;

receiving, by the AN, a second service request re-
sponse sent by the authentication module, where
the second service request response carries a first
security configuration that is determined by the au-
thentication module based on the identifier of the
specified network slice, the security capability of the
AN, and the security capability of the UE; and
determining, by the AN, a second security configu-
ration based on the first security configuration, and
sending a first service request response to the UE,
where the first service request response carries the
second security configuration.

[0071] With reference to the seventh aspect, in a first
possible implementation, the first security configuration
includes a key and anidentifier of an encryption algorithm
or an identifier of an integrity protection algorithm; and
the determining, by the AN, a second security configu-
ration based on the first security configuration includes:
storing, by the AN, the key, obtaining the identifier of the
encryption algorithm and the identifier of the integrity pro-
tection algorithm from the first security configuration, and
generating the second security configuration based on
the identifier of the encryption algorithm and the identifier
of the integrity protection algorithm.

[0072] According to an eighth aspect, a cyber security
management method is provided, where the method may
include:

receiving, by an access network AN, a first service
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request sent by user equipment UE, where the first
service request carries a security capability of the
UE and an identifier of a specified network slice to
which the UE is to be attached;

sending, by the AN, a second service request to an
authentication module, where the second service re-
quest carries the identifier of the specified network
slice to which the UE is to be attached;

receiving, by the AN, a second service request re-
sponse sent by the authentication module; and
determining, by the AN, a second security configu-
ration based on the security capability of the UE and
a specified security policy corresponding to the iden-
tifier of the specified network slice, and sending a
first service request response to the UE, where the
first service request response carries the second se-
curity configuration.

[0073] With reference to the eighth aspect, in a first
possible implementation, the determining, by the AN, a
second security configuration based on the security ca-
pability of the UE and a specified security policy corre-
sponding to the identifier of the specified network slice
includes:

determining, by the AN, the specified security policy
based on the identifier of the specified network slice;
and

selecting a target encryption algorithm or a target
integrity protection algorithm based on a security ca-
pability of the AN, the security capability of the UE,
and the specified security policy, and generating the
second security configuration based on an identifier
of the target encryption algorithm or an identifier of
the target integrity protection algorithm.

[0074] With reference to the first possible implemen-
tation of the eighth aspect, in a second possible imple-
mentation, encryption algorithm information included in
the specified security policy is an encryption algorithm
selection priority, and the integrity protection algorithm
information is an integrity protection algorithm selection
priority;

the target encryption algorithm is an encryption algorithm
with a highest selection priority in an encryption algorithm
supported by both the UE and the AN; and

the target integrity protection algorithm is an integrity pro-
tection algorithm with a highest selection priority in an
integrity protection algorithm supported by both the UE
and the AN.

[0075] According to a ninth aspect, a cyber security
management apparatus is provided, where the appara-
tus may include:

a receiving unit, configured to receive a first service
request sent by user equipment UE, where the first
service request carries authentication protocol infor-
mation;



21 EP 3 468 137 A1 22

a selection unit, configured to select, based on the
authentication protocol information received by the
receiving unit, a target authentication module from
atleasttwo authentication modules included in a net-
work; and

a sending unit, configured to send a second service
request to the target authentication module selected
by the selection unit.

[0076] Withreference to the ninth aspect, in a first pos-
sible implementation, the authentication protocol infor-
mation includes an identifier of a first authentication pro-
tocol selected by the UE; and

the selection unit is specifically configured to:

select the target authentication module that supports the
first authentication protocol from the at least two authen-
tication modules based on the identifier of the first au-
thentication protocol.

[0077] With reference to the first possible implemen-
tation of the ninth aspect, in a second possible imple-
mentation, if more than one authentication module sup-
ports the first authentication protocol,

the selection unit is specifically configured to:

select, based on a load status of each authentication
module that supports the first authentication protocol, an
authentication module with least load from the authenti-
cation modules as the target authentication module.
[0078] With reference to the ninth aspect, in a third
possible implementation, the authentication protocol in-
formation includes an identifier of a first authentication
protocol selected by the UE;

the first service request further carries an identifier of a
specified network slice; and

the selection unit is specifically configured to:

select the target authentication module that supports the
first authentication protocol and the specified network
slice from the at least two authentication modules based
on the identifier of the first authentication protocol and
the identifier of the specified network slice.

[0079] With reference to the third possible implemen-
tation of the ninth aspect, in a fourth possible implemen-
tation, if more than one authentication module supports
the first authentication protocol and the specified network
slice, the selection unit is specifically configured to:
select, based on a load status of each authentication
module that supports the first authentication protocol and
the specified network slice, an authentication module
with least load from the authentication modules as the
target authentication module.

[0080] With reference to the ninth aspect, in a fifth pos-
sible implementation, the authentication protocol infor-
mation includes identifiers of at least two second authen-
tication protocols supported by the UE; and

the selection unit is specifically configured to:

select, based on the identifiers of the second authenti-
cation protocols, a to-be-selected authentication module
that supports at least one of the second authentication
protocols from the at least two authentication modules
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as the target authentication module.

[0081] With reference to the ninth aspect, in a sixth
possible implementation, the authentication protocol in-
formation includes identifiers of at least two second au-
thentication protocols supported by the UE;

the first service request further carries an identifier of a
specified network slice; and

the selection unit is specifically configured to:

select, based on the identifiers of the second authenti-
cation protocols, a to-be-selected authentication module
that supports at least one of the second authentication
protocols and supports the specified network slice from
the at least two authentication modules as the target au-
thentication module.

[0082] With reference to the ninth aspect, in a seventh
possible implementation, the authentication protocol in-
formation includes identifiers of at least two second au-
thentication protocols supported by the UE; and

the selection unit is specifically configured to:
determine, based on an authentication protocol selection
priority that is set in the network, an authentication pro-
tocol with a highest selection priority from the second
authentication protocols supported by the UE, and select
ato-be-selected authentication module that supports the
authentication protocol with the highest selection priority
from the at least two authentication modules as the target
authentication module.

[0083] With reference to any one of the fifth possible
implementation of the ninth aspect to the seventh possi-
ble implementation of the ninth aspect, in an eighth pos-
sible implementation, if there is more than one to-be-
selected authentication module, the selection unitis spe-
cifically configured to:

select, based on a load status of each of the more than
one to-be-selected authentication module, an authenti-
cation module with least load from the authentication
modules as the target authentication module.

[0084] With reference to the ninth aspect, in a ninth
possible implementation, the authentication protocol in-
formation includes identifiers of at least two third authen-
tication protocols supported by the UE and a selection
priority of each of the at least two third authentication
protocols; and

the selection unit is specifically configured to:

select a to-be-selected authentication module that
supports at least one of the third authentication pro-
tocols from the at least two authentication modules
based on the identifiers of the third authentication
protocols; and

if there is more than one to-be-selected authentica-
tion module, select, based on the selection priority
of each third authentication protocol, an authentica-
tion module that supports a fourth authentication pro-
tocol with a highest selection priority from all to-be-
selected authentication modules as the target au-
thentication module.
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[0085] With reference to the ninth aspect, in a tenth
possible implementation, the authentication protocol in-
formation includes identifiers of at least two third authen-
tication protocols supported by the UE and a selection
priority of each of the at least two third authentication
protocols;

the first service request further carries an identifier of a
specified network slice; and

the selection unit is specifically configured to:

select a first authentication module that supports at
least one of the third authentication protocols from
the at least two authentication modules based on the
identifiers of the third authentication protocols;

if there is more than one first authentication module,
select, based on the selection priority of each third
authentication protocol, a second authentication
module that supports afourth authentication protocol
with a highest priority from all first authentication
modules; and

if there is more than one second authentication mod-
ule, select, based on a load status of each second
authentication module or information about a net-
work slice served by each second authentication
module, an authentication module with least load
that serves the specified network slice from the sec-
ond authentication modules as the target authenti-
cation module.

[0086] With reference to the ninth aspect, in an elev-
enth possible implementation, the selection unitincludes
a first subunit and a second subunit, where

the first subunit is configured to: receive the first service
request sent by the UE, and send an authentication mod-
ule selection request to the second subunit, where the
authentication module selection request carries the au-
thentication protocol information;

the second subunit is configured to: select the target au-
thentication module from the at least two authentication
modules based on the authentication protocol informa-
tion, and send an identifier of the target authentication
module to the first subunit; and

the first subunit is further configured to send the second
service request to the target authentication module cor-
responding to the identifier of the target authentication
module.

[0087] With reference to the eleventh possible imple-
mentation of the ninth aspect, in a twelfth possible im-
plementation, the second subunit is specifically config-
ured to perform any one of the implementations per-
formed by the selection unit.

[0088] With reference to the ninth aspect and the first
possible implementation to the tenth possible implemen-
tation of the ninth aspect, in a thirteenth possible imple-
mentation, the selection unit includes at least one of an
authentication unit AU selection function AUSF, an AU
routing function AURF, a slice selection function SSF,
and mobility management MM.
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[0089] With reference to the eleventh possible imple-
mentation of the ninth aspect or the twelfth possible im-
plementation of the ninth aspect, in a thirteenth possible
implementation, the first subunit is an AURF, and the
second subunit is an AUSF.

[0090] According to a tenth aspect, a cyber security
management apparatus is provided, where the appara-
tus may include:

areceiving unit, configured to receive a network slice
security policy delivered by a security policy control-
ler, where

the receiving unit is further configured to receive a
service request sent by an access network AN,
where the service request carries a security capa-
bility of user equipment UE and an identifier of a
specified network slice to which the UE is to be at-
tached;

an execution unit, configured to: search, for a spec-
ified security policy of the specified network slice
based on the identifier of the specified network slice
that is received by the receiving unit, the network
slice security policy delivered by the security policy
controller, and determine a security configuration ac-
cording to the specified security policy; and

a sending unit, configured to send a service request
response to the AN, where the service request re-
sponse carries the security configuration determined
by the execution unit.

[0091] Withreferenceto the tenth aspect, in afirst pos-
sible implementation, the specified security policy in-
cludes key information and encryption algorithm informa-
tion or integrity protection algorithm information;

the service request further carries the security capability
of the user equipment UE; and

the execution unit is specifically configured to:

determine a key length specified in the specified se-
curity policy of the specified network slice, and gen-
erate a key corresponding to the key length;

select a target encryption algorithm or a target integ-
rity protection algorithm based on the security capa-
bility of the UE, a security capability of the AN, and
the encryption algorithm information or the integrity
protection algorithm information included in the
specified security policy; and

generate the security configuration based on the key
and an identifier of the target encryption algorithm
or an identifier of the target integrity protection algo-
rithm, and add the security configuration to the sec-
ond service request response.

[0092] With reference to the tenth aspect, in a second
possible implementation, the specified security policy in-
cludes key information; and

the execution unit is specifically configured to:
determine a key length specified in the specified security
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policy of the specified network slice, generate a key cor-
responding to the key length, generate the security con-
figuration based on the key and the identifier of the spec-
ified network slice, and add the security configuration to
the second service request response.

[0093] With reference to the tenth aspect, in a third
possible implementation, the specified security policy in-
cludes encryption algorithm information or integrity pro-
tection algorithm information;

the service request further carries the security capability
of the user equipment UE; and

the execution unit is specifically configured to:

select a target encryption algorithm or a target integ-
rity protection algorithm based on the security capa-
bility of the UE, a security capability of the AN, and
the encryption algorithm information or the integrity
protection algorithm information included in the
specified security policy; and

generate the security configuration based on an
identifier of the encryption algorithm or an identifier
of the integrity protection algorithm, and add the se-
curity configuration to the second service request
response.

[0094] With reference to any one of the first possible
implementation of the tenth aspect to the third possible
implementation of the tenth aspect, in a fourth possible
implementation, the encryption algorithm information in-
cluded in the specified security policy is an encryption
algorithm selection priority, and the integrity protection
algorithm information is an integrity protection algorithm
selection priority;

the target encryption algorithm is an encryption algorithm
with a highest selection priority in an encryption algorithm
supported by both the UE and the AN; and

the target integrity protection algorithm is an integrity pro-
tection algorithm with a highest selection priority in an
integrity protection algorithm supported by both the UE
and the AN.

[0095] With reference to any one of the tenth aspect
and the first possible implementation to the fourth possi-
ble implementation of the tenth aspect, in a fifth possible
implementation, the execution unit includes at least one
of an authentication unit AU, a front-end, and an access
control agent ACA.

[0096] According to an eleventh aspect, a cyber secu-
rity management apparatus is provided, where the ap-
paratus may include:

a receiving unit, configured to receive a first service
request sent by user equipment UE, where the first
service request carries a security capability of the
UE and an identifier of a specified network slice to
which the UE is to be attached;

a sending unit, configured to send a second service
request to an authentication module based on the
first service request received by the receiving unit,
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where the second service request carries the iden-
tifier of the specified network slice to which the UE
is to be attached, a security capability of the AN, and
the security capability of the UE, where

the receiving unit is further configured to receive a
second service requestresponse sent by the authen-
tication module, where the second service request
response carries a first security configuration that is
determined by the authentication module based on
the identifier of the specified network slice, the se-
curity capability of the AN, and the security capability
of the UE; and

a processing unit, configured to determine a second
security configuration based on the first security con-
figuration received by the receiving unit, where

the sending unit is further configured to send a first
service request response to the UE, where the first
service requestresponse carries the second security
configuration determined by the processing unit.

[0097] With reference to the eleventh aspect, in a first
possible implementation, the first security configuration
includes a key and an identifier of an encryption algorithm
or an identifier of an integrity protection algorithm; and
the processing unit is specifically configured to:

store the key, obtain the identifier of the encryption algo-
rithm or the identifier of the integrity protection algorithm
from the first security configuration, and generate the
second security configuration based on the identifier of
the encryption algorithm or the identifier of the integrity
protection algorithm.

[0098] According to a twelfth aspect, a cyber security
management apparatus is provided, where the appara-
tus may include:

a receiving unit, configured to receive a first service
request sent by user equipment UE, where the first
service request carries a security capability of the
UE and an identifier of a specified network slice to
which the UE is to be attached;

a sending unit, configured to send a second service
request to an authentication module based on the
first service request received by the receiving unit,
where the second service request carries the iden-
tifier of the specified network slice to which the UE
is to be attached, where

the receiving unit is further configured to receive a
second service requestresponse sent by the authen-
tication module; and

a processing unit, configured to determine a second
security configuration based on the security capabil-
ity of the UE that is received by the receiving unit
and a specified security policy corresponding to the
identifier of the specified network slice, where

the sending unit is further configured to send a first
service request response to the UE, where the first
service requestresponse carries the second security
configuration determined by the processing unit.
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[0099] With reference to the twelfth aspect, in a first
possible implementation, the processing unit is specifi-
cally configured to:

determine the specified security policy based on the
identifier of the specified network slice; and

select a target encryption algorithm or a target integ-
rity protection algorithm based on a security capa-
bility of the AN, the security capability of the UE, and
the specified security policy, and generate the sec-
ond security configuration based on an identifier of
the target encryption algorithm or an identifier of the
target integrity protection algorithm.

[0100] With reference to the first possible implemen-
tation of the twelfth aspect, in a second possible imple-
mentation, encryption algorithm information included in
the specified security policy is an encryption algorithm
selection priority, and the integrity protection algorithm
information is an integrity protection algorithm selection
priority;

the target encryption algorithm is an encryption algorithm
with a highest selection priority in an encryption algorithm
supported by both the UE and the AN; and

the target integrity protection algorithm is an integrity pro-
tection algorithm with a highest selection priority in an
integrity protection algorithm supported by both the UE
and the AN.

[0101] According to a thirteenth aspect, a network
function selection module is provided, where the network
function selection module may include a memory and a
processor, and the memory is connected to the proces-
sor, where

the memory is configured to store a set of program code;
and

the processor is configured to invoke the program code
stored in the memory, to perform the cyber security man-
agement method provided in the fourth aspect.

[0102] According to a fourteenth aspect, a network
function selection module is provided, where the network
function selection module may include a memory and a
processor, and the memory is connected to the proces-
sor, where

the memory is configured to store a set of program code;
and

the processor is configured to invoke the program code
stored in the memory, to perform the cyber security man-
agement method provided in the fifth aspect.

[0103] According to a fifteenth aspect, an authentica-
tion module is provided, where the authentication module
may include a memory and a processor, and the memory
is connected to the processor, where

the memory is configured to store a set of program code;
and

the processor is configured to invoke the program code
stored in the memory, to perform the cyber security man-
agement method provided in the sixth aspect.

[0104] According to a sixteenth aspect, an access net-
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work is provided, where the access network may include
amemory and a processor, and the memory is connected
to the processor, where

the memory is configured to store a set of program code;
and

the processor is configured to invoke the program code
stored in the memory, to perform the cyber security man-
agement method provided in the seventh aspect.
[0105] According to a seventeenth aspect, a network
function selection module is provided, where the network
function selection module may include a memory and a
processor, and the memory is connected to the proces-
sor, where

the memory is configured to store a set of program code;
and

the processor is configured to invoke the program code
stored in the memory, to perform the cyber security man-
agement method provided in the eighth aspect.

[0106] Itcanbelearnedfromthe above thatthe present
invention discloses a cyber security management sys-
tem, method, and apparatus. The system includes UE,
an AN, a network function selection module, and at least
two authentication modules. The UE is configured to
send a first service request to the network function se-
lection module, where the first service request carries
authentication protocol information. The network function
selection module is configured to: select a target authen-
tication module based on the authentication protocol in-
formation, and send a second service request to the tar-
get authentication module. The target authentication
module is configured to perform mutual authentication
with the UE. The target authentication module is further
configured to: determine a first security configuration ac-
cording to a specified security policy, and send the first
security configuration to the AN. The AN is configured
to: determine a second security configuration based on
the first security configuration or the specified security
policy, and send the second security configuration to the
UE. According to technical solutions provided in the
presentinvention, differential authentication protocol and
security policy security requirements of a network can be
met, thereby improving cyber security.

BRIEF DESCRIPTION OF DRAWINGS

[0107] To describe the technical solutions in the em-
bodiments of the presentinvention or in the prior art more
clearly, the following briefly describes the accompanying
drawings required for describing the embodiments or the
prior art. Apparently, the accompanying drawings in the
following description show merely some embodiments
of the present invention, and a person of ordinary skill in
the art may still derive other drawings from these accom-
panying drawings without creative efforts.

FIG. 1 is a schematic architectural diagram of a 4G
dedicated core network;
FIG. 2 is a schematic architectural diagram of a 5G
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network slice according to an embodiment of the
present invention;

FIG. 3 is a schematic structural diagram of a cyber
security management system according to an em-
bodiment of the present invention;

FIG. 4 is a schematic interaction diagram of imple-
menting cyber security management by function
modules in a management system according to an
embodiment of the present invention;

FIG. 5 is a schematic interaction diagram of imple-
menting AU selection by a management system ac-
cording to an embodiment of the present invention;
FIG. 6 is another schematic interaction diagram of
implementing AU selection by a management sys-
tem according to an embodiment of the present in-
vention;

FIG. 7 is another schematic interaction diagram of
implementing AU selection by a management sys-
tem according to an embodiment of the present in-
vention;

FIG. 8 is a schematic interaction diagram of execut-
ing a security policy by a management system ac-
cording to an embodiment of the present invention;
FIG. 9 is another schematic interaction diagram of
executing a security policy by amanagement system
according to an embodiment of the present inven-
tion;

FIG. 10A, FIG. 10B, and FIG. 10C are a schematic
interaction diagram of performing cyber security
management by a management system according
to an embodiment of the present invention;

FIG. 11 is another schematic interaction diagram of
performing cyber security management by a man-
agement system according to an embodiment of the
present invention;

FIG. 12 is another schematic interaction diagram of
performing cyber security management by a man-
agement system according to an embodiment of the
present invention;

FIG. 13 is another schematic interaction diagram of
performing cyber security management by a man-
agement system according to an embodiment of the
present invention;

FIG. 14 is another schematic interaction diagram of
performing cyber security management by a man-
agement system according to an embodiment of the
present invention;

FIG. 15 is another schematic structural diagram of
a cyber security management system according to
an embodiment of the present invention;

FIG. 16 is a schematic interaction diagram of imple-
menting cyber security management by function
modules in a management system according to an
embodiment of the present invention;

FIG. 17 is another schematic structural diagram of
a cyber security management system according to
an embodiment of the present invention;

FIG. 18 is another schematic interaction diagram of
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implementing cyber security management by func-
tion modules in a management system according to
an embodiment of the present invention;

FIG. 19 is a schematic flowchart of a cyber security
management method according to an embodiment
of the present invention;

FIG. 20 is another schematic flowchart of a cyber
security management method according to an em-
bodiment of the present invention;

FIG. 21 is another schematic flowchart of a cyber
security management method according to an em-
bodiment of the present invention;

FIG. 22 is another schematic flowchart of a cyber
security management method according to an em-
bodiment of the present invention;

FIG. 23 is another schematic flowchart of a cyber
security management method according to an em-
bodiment of the present invention;

FIG. 24 is a schematic structural diagram of a cyber
security management apparatus according to an
embodiment of the present invention;

FIG. 25 is another schematic structural diagram of
a cyber security management apparatus according
to an embodiment of the present invention;

FIG. 26 is another schematic structural diagram of
a cyber security management apparatus according
to an embodiment of the present invention; and
FIG. 27 is another schematic structural diagram of
a cyber security management apparatus according
to an embodiment of the present invention.

DESCRIPTION OF EMBODIMENTS

[0108] The following clearly and completely describes
the technical solutions in the embodiments of the present
invention with reference to the accompanying drawings
in the embodiments of the present invention. Apparently,
the described embodiments are merely some but not all
of the embodiments of the present invention. All other
embodiments obtained by a person of ordinary skill in
the art based on the embodiments of the present inven-
tion without creative efforts shall fall within the protection
scope of the present invention.

[0109] FIG. 2 is a schematic architectural diagram of
a 5G network slice according to an embodiment of the
present invention. As shown in FIG. 2, in an architecture
of the 5G network slice (slice for short), all slices share
an access network ((English: Access Network, AN) or
(English: Radio Access Network, RAN), where the fol-
lowing uses the AN as an example for description) and
a slice selection function (English: Slice Selection Func-
tion, SSF). Some slices share one control plane (English:
Control Plane, CP) network function (English: Network
Function, NF), and a CP NF is exclusive to some slices.
For example, a slice A and a slice B share one CP NF
1, in other words, a CP NF of the slice A and a CP NF of
the slice B are a same CP NF. A CP NF 2 is exclusive
toaslice C. Each slice further includes a user plane (Eng-
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lish: User Plane, UP) NF. Each CP NF includes one AU,
an AU included in a CP NF shared by a plurality of slices
serves the plurality of slices, and an AU in a CP NF ex-
clusive to one slice serves only the slice. For example,
an AU 1 included in the CP NF 1 serves the slice A and
the slice B, and an AU 2 included in the CP NF 2 serves
the slice C.

[0110] In the prior art, when selecting an AU for UE, a
network may consider which AU serves a slice to which
the UE is to be attached, and then may select the AU to
serve the UE. Further, if the slice to which the UE is to
be attached is served by a plurality of AUs, one of the
AUs may be selected based on a load status of each of
the plurality of AUs, to serve the UE. In the prior art, during
AU selection, information such as an authentication pro-
tocol or an algorithm supported by the UE is not consid-
ered, and there is a lack of a related design, causing low
accuracy and low selection efficiency of AU selection.
Consequently, cyber security cannot be better guaran-
teed.

[0111] In an AU selection solution provided in the em-
bodiments of the present invention, an AU serving UE
may be selected according to an authentication protocol
supported by the UE, or an AU serving UE may be se-
lected according to an authentication protocol supported
by the UE or information such as a slice to which the UE
is to be attached and a load status of a to-be-selected
AU, thereby improving AU selection accuracy. Further,
an attach request or a new service request of the UE, a
slice security policy, and the like may be executed by
using the selected AU, thereby improving cyber security.
With reference to FIG. 3 to FIG. 27, the following de-
scribes a cyber security management system, method,
and apparatus provided in the embodiments of the
present invention.

[0112] FIG. 3 is a schematic structural diagram of a
cyber security management system according to an em-
bodiment of the presentinvention. The management sys-
tem provided in this embodiment of the present invention
may be configured to implement security management
of the network architecture shown in FIG. 2. In other
words, the management system provided in this embod-
iment of the present invention may be configured to im-
plement security management of a network including a
plurality of network slices. The management system pro-
vided in this embodiment of the present invention may
include UE, an AN, a network function selection module,
and at least two authentication modules. The at least two
authentication modules include an authentication mod-
ule shared by a plurality of slices, and also include an
authentication module exclusive to a single slice. Alter-
natively, each of the at least two authentication modules
is an authentication module shared by a plurality of slices,
or may be an authentication module exclusive to a single
slice. There may be a plurality of shared authentication
modules, and each shared authentication module serves
at least two slices. There may also be a plurality of ex-
clusive authentication modules, and each exclusive au-
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thentication module serves one slice. During specific im-
plementation, a quantity of authentication modules and
adistribution status of slices served by the authentication
modules may be determined based on an actual appli-
cation scenario, and this is not limited herein.

[0113] Inthis embodiment of the presentinvention, the
network function selection module may include an AU
selection function (English: AU Selection Function,
AUSF), an AU routing function (English: AU Routing
Function, AURF), an SSF, mobility management (Eng-
lish: Mobility Management, MM), and the like. Details
may be determined based on an actual application sce-
nario, and are not limited herein.

[0114] Inthis embodiment of the presentinvention, the
authentication module may include an AU, a front-end,
an access control agent (English: Access Control Agent,
ACA), and the like. Details may be determined based on
an actual application scenario, and are not limited herein.
[0115] FIG. 4 is a schematic interaction diagram of im-
plementing cyber security management by function mod-
ules (including UE, an AN, a network function selection
module, and an authentication module) in amanagement
system according to an embodiment of the present in-
vention. A process in which the system shown in FIG. 3
implements cyber security management may include the
following steps.

[0116] 401. The UE sends a first service request to the
network function selection module.

[0117] Insome feasible implementations, the first serv-
ice request may be specifically an attach request that the
UE requests to be attached to a slice. Alternatively, the
first service request may be a new service request that
is sent by the UE when the UE has been attached to a
slice and expects to be attached to another slice by using
the new service request. The attach request or the new
service request carries authentication protocol informa-
tion. The authentication protocol information includes in-
formation such as an identifier of one or more authenti-
cation protocols supported by the UE, or a selection pri-
ority of each of a plurality of authentication protocols sup-
ported by the UE. The attach request or the new service
request may also carry an identifier of a slice to which
the UE is to be attached, and the like. Details may be
determined based on an actual application scenario, and
are not limited herein. A type of the first service request
and the authentication protocol information carried in the
first service request may be specifically determined
based on an actual application scenario, and are not lim-
ited herein.

[0118] 402. The network function selection module se-
lects a target authentication module from at least two
authentication modules based on authentication protocol
information.

[0119] 403. The network function selection module
sends a second service request to the target authentica-
tion module.

[0120] In some feasible implementations, after receiv-
ing the first service request sent by the UE, the network
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function selection module may select the target authen-
tication module from the at least two authentication mod-
ules based on the authentication protocol information
carried in the first service request. During specific imple-
mentation, if the authentication protocol information car-
ries an identifier of one authentication protocol (for ex-
ample, a first authentication protocol) supported by the
UE, the network function selection module may select,
based on the identifier of the first authentication protocol,
an authentication module that supports the first authen-
tication protocol from the plurality of authentication mod-
ules as the target authentication module. If more than
one authentication module supports the first authentica-
tion protocol, the network function selection module may
select, based on a load status of each authentication
module, an authentication module with least load from
the authentication modules as the target authentication
module.

[0121] Further, if the first service request carries an
identifier of a slice (namely, a specified network slice) to
which the UE is to be attached, the network function se-
lection module may select, based on the identifier of the
first authentication protocol and the identifier of the spec-
ified network slice, the target authentication module from
the at least two authentication modules included in a net-
work. The target authentication module is an authentica-
tion module that supports the first authentication protocol
and the specified network slice. Specifically, the network
function selection module may first select an authentica-
tion module that supports the first authentication protocol
from the plurality of authentication modules based on the
identifier of the first authentication protocol. If more than
one authentication module supports the first authentica-
tion protocol, the network function selection module may
select, based on the identifier of the specified network
slice, an authentication module associated with the slice
to which the UE is to be attached from the plurality of
authentication modules that support the first authentica-
tion protocol as the target authentication module. The
authentication module associated with the slice to which
the UE is to be attached may be an authentication module
that serves the slice. In addition, alternatively, the net-
work function selection module may first select an au-
thentication module that supports the specified network
slice from the plurality of authentication modules based
on the identifier of the specified network slice. If more
than one authentication module supports the specified
network slice, the network function selection module may
select, according to the first authentication protocol, an
authentication module that supports the first authentica-
tion protocol from the plurality of authentication modules
that support the specified network slice as the target au-
thentication module. Further, alternatively, the network
function selection module may select the target authen-
tication module from the plurality of authentication mod-
ules simultaneously based on the identifier of the first
authentication protocol and the identifier of the specified
network slice. An authentication module screening man-
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ner in a specific selection process may be determined
based on an actual application scenario, and is not limited
herein.

[0122] Further, in some feasible implementations, if
more than one target authentication module is selected
based on the identifier of the first authentication protocol
or based on the identifier of the first authentication pro-
tocol and the identifier of the specified network slice, the
network function selection module may select, as afinally
selected target authentication module based on a load
status of each selected to-be-selected target authentica-
tion module, an authentication module with least load
from the plurality of selected to-be-selected target au-
thentication modules.

[0123] Insomefeasibleimplementations,ifthe authen-
tication protocol information carries identifiers of a plu-
rality of authentication protocols (each authentication
protocol is, for example, a second authentication proto-
col) supported by the UE, the network function selection
module may select, based on the identifiers of the second
authentication protocols supported by the UE, the target
authentication module from the plurality of authentication
modules included in a network. During specific imple-
mentation, if only one of the plurality of authentication
modules included in the system supports the authentica-
tion protocol supported by the UE, the authentication
module may be determined as the target authentication
module. If the plurality of authentication modules includ-
ed in the network include a plurality of authentication
modules that support one of the authentication protocols
supported by the UE, an authentication module with least
load may be selected as the target authentication module
from the plurality of authentication modules that support
the authentication protocol. If the plurality of authentica-
tion modules included in the network include a plurality
of different authentication modules that support different
authentication protocols, the network function selection
module selects the target authentication module from the
plurality of different authentication modules based on a
selection priority of each authentication protocol or a load
status of each authentication module.

[0124] In some feasible implementations, if the plural-
ity of authentication modules included in the network in-
clude a plurality of different authentication modules that
support different authentication protocols, the network
function selection module may determine, based on an
authentication protocol selection priority that is set in the
network, an authentication protocol with a highest selec-
tion priority from the plurality of authentication protocols
supported by the UE, and then may select a to-be-se-
lected authentication module that supports the authenti-
cation protocol with the highest selection priority from the
plurality of different authentication modules that support
different authentication protocols as the target authenti-
cation module. If more than one to-be-selected authen-
tication module supports the authentication protocol with
the highest selection priority, an authentication module
with least load may be selected, based on a load status
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of each to-be-selected authentication module, from the
authentication modules as the target authentication mod-
ule.

[0125] In some feasible implementations, if the plural-
ity of authentication modules included in the network in-
clude a plurality of different authentication modules that
support different authentication protocols, the network
function selection module may directly select, based on
a load status of each authentication module, an authen-
tication module with least load from the authentication
modules as the target authentication module.

[0126] Further, in some feasible implementations, the
authentication protocol information carried in the first
service request may include identifiers of a plurality of
authentication protocols (each authentication protocol
may be, for example, a third authentication protocol) sup-
ported by the UE and a selection priority of each third
authentication protocol. The network function selection
module may select, based on the identifiers of the third
authentication protocols supported by the UE, the target
authentication module from the plurality of authentication
modules included in the system. During specific imple-
mentation, if only one of the plurality of authentication
modules included in the system supports the authentica-
tion protocol supported by the UE, the authentication
module may be determined as the target authentication
module. If the plurality of authentication modules includ-
ed in the systeminclude a plurality of authentication mod-
ules that support one of the third authentication protocols
supported by the UE, an authentication module with least
load may be selected as the target authentication module
from the plurality of authentication modules that support
the third authentication protocol. If the plurality of authen-
tication modules includedin the systeminclude a plurality
of different authentication modules that support different
third authentication protocols, the network function se-
lection module may select, based on a load status of
each authentication module, an authentication module
with least load from the authentication modules as the
target authentication module.

[0127] Further, if the plurality of authentication mod-
ules included in the system include a plurality of different
authentication modules that support different third au-
thentication protocols, the network function selection
module may further select, based on a selection priority
of each third authentication protocol, an authentication
module that supports an authentication protocol with a
highest selection priority (for example, a fourth authenti-
cation protocol) from the plurality of different authentica-
tion modules that support different third authentication
protocols as the target authentication module. If more
than one authentication module supports the fourth au-
thentication protocol, the network function selection mod-
ule may select, based on a load status of each authen-
tication module, an authentication module with least load
from the authentication modules as the target authenti-
cation module.

[0128] Further, in some feasible implementations, the
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first service request may carry more slice information in
addition to the identifier of the slice to which the UE is to
be attached, and the slice information may specifically
include aslice type, a service type supported by the slice,
a slice tenant identifier, or the like. In the process of se-
lecting the target authentication module based on the
authentication protocol information, the network function
selection module may also perform comprehensive se-
lection with reference to the slice information, and this is
not limited herein.

[0129] In some feasible implementations, after select-
ing the target authentication module, the network function
selection module may send the second service request
to the target authentication module. Correspondingly, the
second service request may also be an attach request
oranew service request. During specificimplementation,
if the target authentication module supports only one au-
thentication protocol, the second service request sent to
the target authentication module does not need to carry
the authentication protocol information, and may carry
an identifier of the UE, information about the slice to which
the UE is to be attached, or the like. If the target authen-
tication module may support a plurality of authentication
protocols, the second service request may carry an iden-
tifier that is of an authentication protocol supported by
both the UE and the target authentication module and
that is used during selection of the target authentication
module. Optionally, the second service request may car-
ry an identifier of the UE, information about the slice to
which the UE is to be attached, or the like, and this is not
limited herein.

[0130] 404. The target authentication module receives
the second service request, and performs mutual authen-
tication with the UE.

[0131] In some feasible implementations, if the target
authentication module supports only one authentication
protocol, the target authentication module may directly
perform mutual authentication with the UE by using the
authentication protocol. If the target authentication mod-
ule may support a plurality of authentication protocols,
the target authentication module may receive the second
service request sent by the network function selection
module, and perform mutual authentication with the UE
according to an authentication protocol that is supported
by both the UE and the target authentication module and
that is carried in the second service request. During spe-
cificimplementation, the second service request may fur-
ther carry the identifier of the UE, for example, an identity
(English: Identity, ID) of the UE, and this is not limited
herein. Foranimplementation in which the authentication
module implements mutual authentication with the UE
by using the ID of the UE or the slice information, refer
to an existing implementation of system interaction in a
5G framework, and details are not described herein.
[0132] Inthis embodimentof the presentinvention, the
network function selection module may select, based on
the information about the authentication protocol sup-
ported by the UE, an authentication module that supports
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the authentication protocol supported by the UE, and
then the authentication module may perform mutual au-
thentication with the UE, thereby improving authentica-
tion module selection accuracy and cyber security.
[0133] Withreference to FIG. 51to FIG. 7, the following
describes implementations in which the management
system provided in this embodiment of the present in-
vention implements authentication module selection in
different application scenarios.

[0134] In some feasible implementations, FIG. 5 is a
schematic interaction diagram of implementing AU se-
lection by a management system according to an em-
bodiment of the presentinvention. In FIG. 5, an AURF is
used as an example of a network function selection mod-
ule for description, an AU is used as an example of an
authentication module for description, and an attach re-
quest is used as an example of a first service request for
description. An AU selection process provided in the
management system shown in FIG. 5 includes the fol-
lowing steps.

[0135] 501. UE sends an attach request to the AURF.
[0136] In some feasible implementations, the UE sup-
ports only one authentication protocol, and the attach
request sent by the UE to the AURF may carry an iden-
tifier of the authentication protocol supported by the UE.
The attach request may further carry an ID of the UE,
slice information, and the like. The slice information may
include a slice type, a service type supported by a slice,
a slice tenant identifier, or the like, and this is not limited
herein.

[0137] 502. The AURF selects a target AU based on
information such as an authentication protocol identifier
carried in the attach request.

[0138] In some feasible implementations, after receiv-
ing the attach request sent by the UE, the AURF may
select the target AU based on the authentication protocol
identifier carried in the attach request, or may select the
target AU with reference to the slice information carried
in the attach request or a load status of each of to-be-
selected AUs in the system. For a specific selection man-
ner, refer to the implementation described in step S402,
and details are not described herein again.

[0139] 503. The AURF sends an attach request to the
target AU.

[0140] In some feasible implementations, after deter-
mining the target AU, the AURF may send the attach
request to the target AU. Optionally, if the target AU may
support a plurality of authentication protocols, the AURF
may add an identifier of an authentication protocol sup-
ported by the UE to the attach request, so that the target
AU can perform mutual authentication with the UE. The
attach request may further carry the ID of the UE, the
slice information, and the like. For details, refer to the
implementation described in step S402, and this is not
limited herein.

[0141] 504. The AU performs mutual authentication
with the UE.
[0142] In some feasible implementations, after receiv-
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ing the attach request sent by the AURF, the AU may
perform mutual authentication with the UE. If the AU sup-
ports a plurality of authentication protocols, the AU may
determine, according to the attach request, the authen-
tication protocol supported by the UE, and perform mu-
tual authentication with the UE by using the authentica-
tion protocol. For a specific implementation in which the
AU performs mutual authentication with the UE by using
the authentication protocol, refer to an implementation
provided in an existing 5G network system, and details
are not described herein.

[0143] Inthis embodimentof the presentinvention, the
AURF may select the target AU according to the authen-
tication protocol supported by the UE, thereby improving
AU selection accuracy, AU selection efficiency, and cy-
ber security.

[0144] In some feasible implementations, FIG. 6 is an-
other schematic interaction diagram of implementing AU
selection by a management system according to an em-
bodiment of the present invention. In FIG. 6, an AURF is
used as an example of a network function selection mod-
ule for description, an AU is used as an example of an
authentication module for description, and an attach re-
quest is used as an example of a first service request for
description. An AU selection process provided in the
management system shown in FIG. 6 includes the fol-
lowing steps.

[0145] 601. UE sends an attach request to the AURF.
[0146] In some feasible implementations, the attach
request sent by the UE to the AURF may carry a prefer-
ence for authentication protocols to be used by the UE.
The preference for authentication protocols includes
identifiers of a plurality of authentication protocols sup-
ported by the UE, and indication information of selection
priorities of the authentication protocols preferred by the
UE. The indication information of the selection priorities
of the authentication protocols preferred by the UE may
be specifically a selection priority of each of the plurality
of authentication protocols supported by the UE. The at-
tach request may further carry an ID of the UE, slice in-
formation, and the like. This is not limited herein.
[0147] 602. The AURF selects a target AU based on
information such as a preference for authentication pro-
tocols carried in the attach request.

[0148] In some feasible implementations, after receiv-
ing the attach request sent by the UE, the AURF may
select the target AU based on information, such as an
authentication protocol identifier or a selection priority,
carried in the attach request. Further, the AURF may se-
lect the target AU based on the slice information carried
in the attach request and a load status of each of to-be-
selected AUs in a network. For a specific selection man-
ner, refer to the implementation described in step S402,
and details are not described herein again.

[0149] Further, in some feasible implementations, if
the attach request carries identifiers of a plurality of au-
thentication protocols, the AURF may select the target
AU from to-be-selected AUs based on a selection priority
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that is of each authentication protocol and that is set in
the network and with reference to authentication proto-
cols supported by the plurality of AUs. For a specific se-
lection manner, refer to the implementation described in
step S402, and details are not described herein again.
[0150] 603. The AURF sendsan AU selection acknowl-
edgement message to the UE.

[0151] In some feasible implementations, if the UE
supports a plurality of authentication protocols, after the
AURF selects the target AU based on information such
as the authentication protocol supported by the UE, an
authentication protocol supported by each AU, a load
status of each AU, and the slice information, the AURF
may send an identifier of an authentication protocol sup-
ported by the selected target AU to the UE by using the
acknowledgement message. After receiving the ac-
knowledgement message, the UE may determine, based
on the authentication protocol identifier carried in the ac-
knowledgement message, an authentication protocol
used when the AURF selects the target AU, namely, an
authentication protocol supported by both the UE and
the AU.

[0152] It should be noted that, during specific imple-
mentation, an operation manner of the acknowledge-
ment message sent by the AURF to the UE is an optional
implementation, and may be specifically determined
based on an actual application scenario. Specifically, al-
ternatively, to learn the authentication protocol used
when the AURF selects the target AU, the UE may de-
termine the authentication protocol by using indication
information carried in a first message sent by the AU
when the AU performs authentication with the UE. A spe-
cific form of the indication information may be determined
based on an actual application scenario. This is not lim-
ited herein.

[0153] 604. The AURF sends an attach request to the
target AU.
[0154] In some feasible implementations, after deter-

mining the target AU, the AURF may add an authentica-
tion protocol identifier to the attach request, and send the
attach request to the target AU, so that the target AU
performs mutual authentication with the UE. The authen-
tication protocol identifier carried in the attach request is
an identifier that is of one of the plurality of authentication
protocols supported by the UE and that is used when the
AURF selects the target AU, and is used to instruct the
AU to perform mutual authentication with the UE by using
the authentication protocol. The attach request may fur-
ther carry the ID of the UE, the slice information, and the
like. This is not limited herein.

[0155] 605. The AU performs mutual authentication
with the UE.

[0156] In some feasible implementations, after receiv-
ing the attach request sent by the AURF, the AU may
perform mutual authentication with the UE. If the AU sup-
ports a plurality of authentication protocols, the AU may
determine, according to the attach request, the authen-
tication protocol supported by the UE, and perform mu-
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tual authentication with the UE by using the authentica-
tion protocol. For a specific implementation in which the
AU performs mutual authentication with the UE by using
the authentication protocol, refer to an implementation
provided in an existing 5G network system, and details
are not described herein.

[0157] Inthis embodiment of the presentinvention, the
AURF may select the target AU based on the plurality of
authentication protocols supported by the UE, the selec-
tion priority of each of the authentication protocols, the
authentication protocol selection priority that is set in the
network, the slice information, AU load, and the like,
thereby improving AU selection flexibility, AU selection
accuracy, AU selection efficiency, and cyber security.
[0158] In some feasible implementations, FIG. 7 is an-
other schematic interaction diagram of implementing AU
selection by a management system according to an em-
bodiment of the present invention. In FIG. 7, a network
function selection module may include a first submodule
and a second submodule. An AURF is used as an ex-
ample of the first submodule for description, an AUSF is
used as an example of the second submodule for de-
scription, an AU is used as an example of an authenti-
cation module for description, and an attach request is
used as an example of a first service request for descrip-
tion. An AU selection process provided in the manage-
ment system shownin FIG. 7 includes the following steps.
[0159] 701. UE sends an attach request to the AURF.
[0160] In some feasible implementations, the attach
request sent by the UE to the AURF may carry authen-
tication protocol information. The authentication protocol
information may include an identifier of a single authen-
tication protocol supported by the UE, or may include
identifiers of a plurality of authentication protocols sup-
ported by the UE, and information such as indication in-
formation of selection priorities of the authentication pro-
tocols supported by the UE. The indication information
of the selection priorities of the authentication protocols
supported by the UE may be specifically a selection pri-
ority of each of the plurality of authentication protocols
supported by the UE. The attach request may further
carry an ID of the UE, slice information, and the like. This
is not limited herein. For details, refer to the implemen-
tation described in step S401, and details are not de-
scribed herein again.

[0161] 702. After receiving the attach request sent by
the UE, the AURF requests the AUSF to select an AU.
[0162] In some feasible implementations, after receiv-
ing the attach request sent by the UE, the AURF may
send an AU selection request to the AUSF associated
with the AURF. In a 5G network, one AUSF may serve
a plurality of AURFs, and the AUSF is used for selecting
an AU. When AUs are increased or decreased by one in
the network, the network only needs to notify the AUSF
of an AU increase or decrease message. If the AURF
manages an AU, the network needs to notify each AURF
of an AU increase or decrease message. Because one
AUSF may manage a plurality of AURFs, notifying each
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AUSF of the AU increase or decrease message occupies
less signaling than directly notifying each AURF of the
AU increase or decrease message, and therefore
processing efficiency of the network is higher.

[0163] 703. The AUSF selects a target AU based on
authentication protocol information.

[0164] In some feasible implementations, after receiv-
ing the AU selection request sent by the AURF, the AUSF
may select the target AU based on an authentication pro-
tocol identifier, a selection priority, the slice information,
and the like carried in the AU selection request. Further,
the AURF may selectthe target AU based on aload status
of each of to-be-selected AUs in the network. For a spe-
cific implementation of selecting an AU by the AUSF,
refer to the implementation of selecting an AU by the
network function module described in step S402, and
details are not described herein again. In a system struc-
ture shown in FIG. 7, an AU may be selected by the
AUSF, and the AURF may be configured to send an at-
tach message.

[0165] 704. The AUSF sends an identifier of the se-
lected target AU to the AURF.

[0166] In some feasible implementations, after select-
ing the target AU, the AUSF may send the identifier of
the selected target AU to the AURF, so as to send an
attach message of the UE to the target AU by using the
AUREF.

[0167] 705. The AURF sends an attach request to the
target AU.
[0168] In some feasible implementations, after deter-

mining the target AU based on the identifier of the target
AU that is sent by the AUSF, the AURF may add an au-
thentication protocol identifier to the attach request, and
send the attach requestto the target AU, so that the target
AU performs mutual authentication with the UE. The au-
thentication protocol identifier carried in the attach re-
quest is an identifier that is of one of the plurality of au-
thentication protocols supported by the UE and that is
used when the AUSF selects the target AU, and is used
to instruct the AU to perform mutual authentication with
the UE by using the authentication protocol. The attach
request may further carry the ID of the UE, the slice in-
formation, and the like. This is not limited herein.

[0169] 706. The AU performs mutual authentication
with the UE.
[0170] In some feasible implementations, after receiv-

ing the attach request sent by the AURF, the AU may
perform mutual authentication with the UE. If the AU sup-
ports a plurality of authentication protocols, the AU may
determine, according to the attach request, the authen-
tication protocol supported by the UE, and perform mu-
tual authentication with the UE by using the authentica-
tion protocol. For a specific implementation in which the
AU performs mutual authentication with the UE by using
the authentication protocol, refer to an implementation
provided in an existing 5G network system, and details
are not described herein.

[0171] Inthis embodiment of the presentinvention, the
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AURF may request the AUSF to select the target AU
based on the plurality of authentication protocols sup-
ported by the UE, the selection priority of each of the
authentication protocols, an authentication protocol se-
lection priority that is set in the network, the slice infor-
mation, AU load, and the like, thereby improving AU se-
lection flexibility, reducing signaling overheads of the net-
work, and improving AU selection accuracy, execution
efficiency of the network, and cyber security.

[0172] 405. The target authentication module deter-
mines a first security configuration according to a spec-
ified security policy of a specified network slice to which
the UE is to be attached.

[0173] 406. The target authentication module sends a
second service request response to the AN.

[0174] 407.The AN determines a second security con-
figuration based on the first security configuration or the
specified security policy.

[0175] 408. The AN sends a first service request re-
sponse to the UE.

[0176] Insome feasible implementations, the manage-
ment system provided in this embodiment of the present
invention may further include a security policy controller.
The security policy controller is configured to deliver a
security policy of each network slice included in the sys-
tem to the authentication module or the AN. During spe-
cific implementation, in the management system provid-
ed in this embodiment of the present invention, the se-
curity policy of the slice to which the UE is to be attached
may be executed by the target authentication module, or
the security policy of the slice to which the UE is to be
attached may be jointly executed by the target authenti-
cation module and the AN. During specific implementa-
tion, a network slice security policy may specify a length
of a key to signaling between the UE and the AN, and
may further specify information such as an encryption
algorithm selection priority, an integrity protection algo-
rithm selection priority, and a use range of the key. The
use range of the key may include use duration of the key,
a quantity of data packets that can be encrypted by using
the key, or the like.

[0177] In some feasible implementations, if the secu-
rity policy of the slice to which the UE is to be attached
is executed by the target authentication module, the se-
curity policy controller may send a security policy of one
or more network slices in the system to the target au-
thentication module. The one or more network slices may
be one or more of network slices served by the target
authentication module, and may be specifically deter-
mined based on an actual application scenario. This is
not limited herein. The target authentication module may
determine, by using a security capability of the UE that
is carried in the second service request sent by the net-
work function selection module, information such as an
encryption algorithm and an integrity protection algorithm
supported by the UE. Alternatively, the target authenti-
cation module may obtain, by using the network, a secu-
rity capability of the UE, to be specific, information such



43 EP 3 468 137 A1 44

as an encryption algorithm and an integrity protection
algorithm supported by the UE. The target authentication
module may further obtain a security capability of the AN,
to be specific, an encryption algorithm, an integrity pro-
tection algorithm, and the like supported by the AN. The
security capability of the AN may be sent by the AN to
the target authentication module. For example, the AN
may add the security capability of the AN to the second
service request and send the second service request to
the target authentication module. During specific imple-
mentation, the target authentication module may gener-
ate a key according to the security policy (namely, the
specified security policy) of the specified network slice
to which the UE is to be attached, and may further select
an encryption algorithm and an integrity protection algo-
rithm based on the security capability of the UE, the se-
curity capability of the AN, and the specified security pol-
icy. The key may include at least two keys, for example,
a first key and a second key. The first key may be a key
used to protect signaling between the UE and the AN,
and the second key may be a key used to protect sign-
aling between the UE and the AU. A length of the first
key and a length of the second key are consistent with a
key length specified in the specified security policy. The
encryption algorithm may be an encryption algorithm with
a highestselection priority in an encryption algorithm sup-
ported by both the UE and the AN, and the integrity pro-
tection algorithm may be an integrity protection algorithm
with a highest selection priority in an integrity protection
algorithm supported by both the UE and the AN.

[0178] In some feasible implementations, after gener-
ating the first key and the second key and selecting the
target encryption algorithm and the target integrity pro-
tection algorithm, the target authentication module may
generate the first security configuration based on the first
key, an identifier of the target encryption algorithm, and
an identifier of the target integrity protection algorithm,
and add the first security configuration to the second serv-
ice request response, so as to send the first security con-
figuration information to the AN by using the second serv-
ice request response. The first security configuration in-
formation may include information such as a use range
of the first key, the identifier of the target encryption al-
gorithm, and the identifier of the target integrity protection
algorithm.

[0179] In some feasible implementations, after receiv-
ing the second service request response sent by the tar-
get authentication module, the AN may determine infor-
mation such as the key and the identifier of the encryption
algorithm or the identifier of the integrity protection algo-
rithm based on the first configuration information carried
in the second service request response. If the first secu-
rity configuration carries information such as the first key,
the identifier of the encryption algorithm, and the identifier
ofthe integrity protection algorithm, the AN does notneed
to execute the security policy, and may directly store the
key, determine, as the second security configuration, the
identifier of the encryption algorithm and the identifier of
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the integrity protection algorithm that are carried in the
first security configuration, add the second security con-
figuration to the first service request response, and then
send the first service request response to the UE to notify
the UE of the second security configuration.

[0180] In some feasible implementations, if the secu-
rity policy of the slice to which the UE is to be attached
is jointly executed by the target authentication module
and the AN, the security policy controller may send a
security policy of one or more network slices supported
by the target authentication module to the target authen-
tication module, and the security policy controller may
further send a security policy of each network slice in the
system to the AN. The target authentication module may
determine, by using a security capability of the UE that
is carried in the second service request sent by the net-
work function selection module, information such as an
encryption algorithm and an integrity protection algorithm
supported by the UE, and may further send the security
capability of the UE to the AN. Alternatively, the target
authentication module and the AN may obtain, by using
the network, a security capability of the UE, to be specific,
information such as an encryption algorithm and an in-
tegrity protection algorithm supported by the UE. During
specific implementation, the target authentication mod-
ule may generate at least two keys, for example, the first
key and the second key according to the specified secu-
rity policy. Further, the target authentication module may
generate the first configuration based on information
such as a use range of the first key and the identifier of
the specified network slice, and add the first configuration
to the second service request response.

[0181] In some feasible implementations, after receiv-
ing the second service request response sent by the tar-
get authentication module, the AN may determine infor-
mation such as the key and the identifier of the encryption
algorithm or the identifier of the integrity protection algo-
rithm based on the first configuration information carried
in the second service request response. If the first secu-
rity configuration carries only information about the first
key, the AN needs to execute the security policy. Spe-
cifically, the AN may determine, based on the identifier
of the specified network slice, the specified security policy
corresponding to the identifier of the specified network
slice, and then select a target encryption algorithm and
a target integrity protection algorithm based on the se-
curity capability of the UE and the specified security pol-
icy. Further, the AN may add an identifier of the target
encryption algorithm and an identifier of the target integ-
rity protection algorithm to the first security configuration,
to obtain the second security configuration, add the sec-
ond security configuration to the first service request re-
sponse, and send the first service request response to
the UE to notify the UE of the second security configu-
ration.

[0182] Inthis embodiment of the presentinvention, the
target authentication module selected according to the
authentication protocol may generate a security config-



45

uration, or the target authentication module selected ac-
cording to the authentication protocol and the AN may
generate a security configuration, so that selection flex-
ibility is high and cyber security is improved.

[0183] With reference to FIG. 8 and FIG. 9, the follow-
ing describes implementations in which the management
system provided in the embodiments of the present in-
vention executes a security policy in different application
scenarios.

[0184] In some feasible implementations, FIG. 8 is a
schematic interaction diagram of executing a security
policy by a management system according to an embod-
iment of the present invention. A system structure shown
in FIG. 8 includes UE, an AN, an authentication module,
and a security policy controller, and a security configu-
ration is jointly performed by the AN and the authentica-
tion module. An AU is used as an example of the authen-
tication module for description, and an attach request is
used as an example of both a first service request and a
second service request for description. A process of per-
forming a security configuration provided in the manage-
ment system shown in FIG. 8 includes the following steps.
[0185] 801. The AN reports a security capability of the
AN to the security policy controller.

[0186] In some feasible implementations, optionally,
the AN may report the security capability of the AN to the
security policy controller before executing a security pol-
icy, and the security policy controller may record the se-
curity capability of the AN for subsequent security policy
delivery. The security capability of the AN may include
an encryption algorithm, an integrity protection algorithm,
and the like supported by the AN, and this is not limited
herein.

[0187] 802. The security policy controller delivers a se-
curity policy of each network slice to the AN.

[0188] In some feasible implementations, in a process
of performing a security configuration, the security policy
controller may deliver the security policy of each slice to
the AN, so that the AN can execute the security policy.
The security policy of each slice includes information
such as a selection priority of each encryption algorithm
supported by the slice, a selection priority of each integrity
protection algorithm supported by the slice, and a length
and a use range of a key. The key includes a first key
used to protect signaling between the UE and the AN
and a second key used to protect signaling between the
UE and the authentication module. Security policies of
different slices may specify different lengths and different
use ranges of keys, and security policies of different slic-
es may also include different encryption algorithm selec-
tion priorities and different integrity protection algorithm
selection priorities. Details may be determined based on
an actual application scenario, and are not limited herein.
[0189] 803. The security policy controller delivers a se-
curity policy of one or more slices to the AU.

[0190] In some feasible implementations, the AU to
which the security policy controller delivers the security
policy may be specifically a target AU selected by a net-
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work function selection module. The target AU (AU for
short below) may serve one or more slices. The security
policy controller may deliver security policies of all slices
served by the AU to the AU. The security policy may
include information such as a length of a key and a use
range of the key.

[0191] 804. The UE sends an attach request to the AN.
[0192] In some feasible implementations, the attach
request may be a first service request (namely, the attach
request) sent by the UE to the network function selection
module. The UE sends the attach request to the AN, and
the AN may send, to the network function selection mod-
ule and the like in the system, the attach request sent by
the UE. During specific implementation, the attach re-
quest sent by the UE to the AN may carry a security
capability of the UE, slice information of a slice to which
the UE is to be attached, or the like. The security capa-
bility of the UE includes an encryption algorithm, an in-
tegrity protection algorithm, or the like supported by the
UE. The slice information of the slice to which the UE is
to be attached includes a slice identifier, a slice type, a
service type supported by the slice, a slice tenant iden-
tifier, and the like, and may be specifically determined
based on an actual application scenario requirement.
This is not limited herein.

[0193] 805. The AN sends an attach request to the AU.
[0194] In some feasible implementations, the AN may
directly send the attach request to the AU, or another
network element (for example, the network function se-
lection module) may forward the attach request to the
AU. For example, the AN may send a second service
request to the AU by using the network function selection
module. The attach request sent by the AN to the AU
may also carry information such as the security capability
of the UE or the slice information of the slice to which the
UE is to be attached, and this is not limited herein. If the
AU serves a plurality of slices, when sending the attach
requestto the AU, the AN may add, to the attach request,
the slice information such as an identifier of the slice to
which the UE is to be attached. If the AU serves a single
slice, when sending the attach request to the AU, the AN
may not add, to the attach request, the slice information
such as an identifier of the slice to which the UE is to be
attached. Whether the attach request carries the slice
information such as the identifier of the slice to which the
UE is to be attached may be specifically determined
based on an actual application scenario, and is not limited
herein. Details are not described below.

[0195] 806. The AU performs mutual authentication
with the UE.

[0196] Insome feasible implementations, for a specific
implementation in which the UE sends the attach request,
and the AU receives the attach request and performs
mutual authentication with the UE, refer to the implemen-
tations described in the steps S401 to S404 in the fore-
going embodiment, and details are not described herein
again.

[0197] 807. The AU generates a key according to a
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security policy of a slice to which the UE is to be attached.
[0198] In some feasible implementations, the AU may
generate at leasttwo keys according to the security policy
of the slice (namely, the foregoing specified network
slice) to which the UE is to be attached, and the at least
two keys include the first key and the second key. Alength
of the first key and a length of the second key are con-
sistent with a key length specified in the security policy
(namely, the foregoing specified security policy) of the
specified network slice.

[0199] The AU may further generate a first security
configuration based on the key and an identifier of the
specified network slice, and add the first security config-
uration to a second service request response that is to
be sent to the AN. The second service request response
may be specifically an attach success message indicat-
ing that the UE is successfully attached to the specified
network slice.

[0200] 808.The AU sends an attach success message
to the AN.

[0201] In some feasible implementations, the attach
success message may carry information such as the
identifier of the specified network slice and the key.

[0202] 809. The AN generates a second security con-
figuration based on the key and the specified security
policy.

[0203] In some feasible implementations, after receiv-

ing the attach success message, the AN may obtain in-
formation such as the identifier of the specified network
slice and the first security configuration from the attach
success message. The AN may store the key carried in
the first security configuration, determine, based on the
identifier of the specified network slice that is carried in
the first security configuration, the specified security pol-
icy corresponding to the identifier of the specified network
slice, and then select a target encryption algorithm and
a target integrity protection algorithm based on the se-
curity capability of the UE and the specified security pol-
icy. Further, the AN may add an identifier of the target
encryption algorithm and an identifier of the target integ-
rity protection algorithm to the first security configuration,
to obtain the second security configuration, add the sec-
ond security configuration to a first service request re-
sponse that is to be sent to the UE, and send the second
security configuration to the UE by using the second serv-
ice request response.

[0204] 810. The AN sends the security configuration
to the UE.

[0205] In some feasible implementations, the AN may
add the second security configuration information to the
first service request response (namely, an attach request
response), and send the attach request response to the
UE, to notify the UE of the second security configuration
by using the attach request response.

[0206] In this embodiment of the present invention, in
the system, the AU and the AN may execute the security
policy, and through execution of a security configuration,
the UE may be attached to the specified network slice,
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thereby guaranteeing system security and implementing
multi-slice cyber security management.

[0207] In some feasible implementations, FIG. 9 is an-
other schematic interaction diagram of executing a se-
curity policy by a management system according to an
embodiment of the present invention. A system structure
shown in FIG. 9 includes UE, an AN, and an authentica-
tion module. A security configuration is performed by the
authentication module, and the AN may report a security
capability of the AN to the authentication module and
forward a security policy. An AU is used as an example
of the authentication module for description, and an at-
tach requestis used as an example of both a first service
request and a second service request for description. A
process of performing a security configuration provided
in the management system shown in FIG. 9 includes the
following steps.

[0208] 901. A security policy controller delivers a se-
curity policy of one or more slices to the AU.

[0209] In some feasible implementations, the AU to
which the security policy controller delivers the security
policy may be specifically a target AU selected by a net-
work function selection module. The target AU (AU for
short below) may serve one or more slices. The security
policy controller may deliver security policies of all slices
served by the AU to the AU. A security policy of each
slice includes information such as a selection priority of
each encryption algorithm supported by the slice, a se-
lection priority of each integrity protection algorithm sup-
ported by the slice, and a length and a use range of a
key. The key includes a first key used to protect signaling
between the UE and the AN and a second key used to
protect signaling between the UE and the authentication
module. Security policies of different slices may specify
different lengths and different use ranges of keys, and
security policies of different slices may also include dif-
ferent encryption algorithm selection priorities and differ-
ent integrity protection algorithm selection priorities. De-
tails may be determined based on an actual application
scenario, and are not limited herein.

[0210] 902. The AN may report a security capability of
the AN to the AU.

[0211] In some feasible implementations, the AN may
send information such as an encryption algorithm or an
integrity protection algorithm supported by the AN to the
AU, so that the AU selects a corresponding encryption
algorithm or integrity protection algorithm based on the
security capability of the AN and a security capability of
the UE. A process of reporting the security capability of
the AN to the AU may be performed at any moment before
the AU executes the security policy. This is not limited
herein. The AU may store the security capability of the
AN for subsequent security policy execution.

[0212] 903. The UE sends an attach request to the AN.
[0213] In some feasible implementations, the attach
request may be a first service request (namely, the attach
request) sent by the UE to the network function selection
module. The UE sends the attach request to the AN, and
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the AN may send, to the network function selection mod-
ule and the like in the system, the attach request sent by
the UE. During specific implementation, the attach re-
quest sent by the UE to the AN may carry the security
capability of the UE, slice information of a slice to which
the UE is to be attached, or the like. The security capa-
bility of the UE includes an encryption algorithm, an in-
tegrity protection algorithm, or the like supported by the
UE. The slice information of the slice to which the UE is
to be attached includes a slice identifier, a slice type, a
service type supported by the slice, a slice tenant iden-
tifier, and the like, and may be specifically determined
based on an actual application scenario requirement.
This is not limited herein.

[0214] 904. The AN sends an attach request to the AU.
[0215] In some feasible implementations, the AN may
directly send the attach request to the AU, or another
network element (for example, the network function se-
lection module) may forward the attach request to the
AU. For example, the AN may send a second service
request to the AU by using the network function selection
module. The attach request sent by the AN to the AU
may also carry information such as the security capability
of the UE or the slice information of the slice to which the
UE is to be attached, and this is not limited herein.

[0216] 905. The AU performs mutual authentication
with the UE.
[0217] Insome feasible implementations, for a specific

implementation in which the AU performs mutual authen-
tication with the UE after receiving the attach request,
refer to the implementations described in the steps S401
to S404 in the foregoing embodiment, and details are not
described herein again.

[0218] 906. The AU generates a first security configu-
ration based on information such as a security policy of
a slice to which the UE is to be attached, a security ca-
pability of the UE, and the security capability of the AN.
[0219] In some feasible implementations, the AU may
determine, by using the security capability of the UE that
is carried in the second service request (namely, the at-
tach request), information such as the encryption algo-
rithm and the integrity protection algorithm supported by
the UE. Alternatively, the AU may obtain, by using a net-
work, the security capability of the UE, to be specific,
information such as the encryption algorithm and the in-
tegrity protection algorithm supported by the UE. The AU
may further obtain the security capability of the AN, to be
specific, the encryption algorithm, the integrity protection
algorithm, and the like supported by the AN. During spe-
cificimplementation, the AU may generate a key accord-
ing to the security policy (namely, a specified security
policy) of the specified network slice to which the UE is
to be attached, and may further select an encryption al-
gorithm and an integrity protection algorithm based on
the security capability of the UE, the security capability
of the AN, and the specified security policy. The key may
include at least two keys, for example, the first key and
the second key. The first key may be a key used to protect
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signaling between the UE and the AN, and the second
key may be a key used to protect signaling between the
UE and the AU. A length of the first key and a length of
the second key are consistent with a key length specified
in the specified security policy. The encryption algorithm
may be an encryption algorithm with a highest selection
priority in an encryption algorithm supported by both the
UE and the AN, and the integrity protection algorithm
may be an integrity protection algorithm with a highest
selection priority in an integrity protection algorithm sup-
ported by both the UE and the AN.

[0220] In some feasible implementations, after gener-
ating the first key and the second key and selecting the
target encryption algorithm and the target integrity pro-
tection algorithm, the AU may generate the first security
configuration based on the first key, an identifier of the
target encryption algorithm, and an identifier of the target
integrity protection algorithm, and add the first security
configuration to a second service request response, so
as to send the first security configuration information to
the AN by using the second service request response.
The first security configuration information may include
information such as a use range of the first key, the iden-
tifier of the target encryption algorithm, and the identifier
of the target integrity protection algorithm.

[0221] 907.The AU sends an attach success message
to the AN.
[0222] In some feasible implementations, the attach

success message may carry the first security configura-
tion information.

[0223] 908. The AN sends the security configuration
to the UE.

[0224] In some feasible implementations, after receiv-
ing the attach success message, the AN may obtain the
first security configuration from the attach success mes-
sage, further store the key carried in the first security
configuration, generate a second security configuration
based on the identifier of the encryption algorithm and
the identifier of the integrity protection algorithm that are
carried in the first security configuration, add the second
security configuration to a first service request response
that is to be sent to the UE, and send the second security
configuration to the UE by using the first service request
response.

[0225] In this embodiment of the present invention, in
the system, the AU may execute the security policy, and
through execution of a security configuration, the UE may
be attached to the specified network slice, thereby guar-
anteeing system security and implementing multi-slice
cyber security management.

[0226] With reference to FIG. 10A, FIG. 10B, and FIG.
10C to FIG. 14, the following describes implementations
in which the management system provided in the em-
bodiments of the present invention performs cyber secu-
rity management in different application scenarios.
[0227] In some feasible implementations, FIG. 10A,
FIG. 10B, and FIG. 10C are a schematic interaction di-
agram of performing cyber security management by a
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management system according to an embodiment of the
presentinvention. A system structure shown in FIG. 10A,
FIG. 10B, and FIG. 10C includes UE, an AN, a network
function selection module, and an authentication module.
An SSF and MM are used as examples of the network
function selection module for description, and both the
SSF and the MM may provide functions of an AURF and
an AUSF. An AU is used as an example of the authenti-
cation module for description, and an attach request is
used as an example of both a first service request and a
second service request for description. In FIG. 10A, FIG.
10B, and FIG. 10C, the management system provided
in this embodiment of the present invention may further
interact with session management (English: Session
Management, SM), a UP-GW, and a subscription data-
base in a 5G network architecture.

[0228] In this application scenario, the UE cannot pro-
vide a slice identifier, and the UE is to perform authenti-
cation twice in an attach procedure. Slice selection may
be implemented during a first time of AU selection, and
the first time of AU selection is performed in the SSF. A
security policy of a slice may be implemented during a
second time of AU selection, and the second time of AU
selection is performed in the MM. Both the SSF and the
MM provide the functions of the AUSF and the AURF.
[0229] A process of performing cyber security man-
agement provided in the management system shown in
FIG. 10A, FIG. 10B, and FIG. 10C includes the following
steps.

[0230] 1001. The UE sends an attach request to the
AN, and sends the attach request to the SSF by using
the AN.

[0231] During specific implementation, the attach re-
quest may be the foregoing first service request, and the
attach request carries authentication protocol informa-
tion.

[0232] 1002. The SSF selects an AU based on authen-
tication protocol information.

[0233] During specific implementation, for a specific
implementation process in which the SSF selects the AU
based on the authentication protocol information, refer
to the implementation describedin step S402, and details
are not described herein again.

[0234] 1003. The AU performs mutual authentication
with the UE by using a selected authentication protocol,
and notifies the SSF of an authentication result.

[0235] Step S1003 may include the following sub-
steps.

[0236] 3a.The SSFsendsthe attach requesttothe AU.
[0237] The attach request carries the authentication

protocol information. The AU may select, based on the
authentication protocol information, the authentication
protocol supported by both the UE and the AU. For a
specific selection manner, refer to the implementations
described in the steps S401 to S404.

[0238] 3b. The AU feeds back an identifier of the au-
thentication protocol to the UE.

[0239] After selecting the target authentication proto-
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col, the AU may send the identifier of the authentication
protocol to the UE, so as to implement mutual authenti-
cation with the UE by using the target authentication pro-
tocol.

[0240] 3c. The AU performs mutual authentication with
the UE.
[0241] 3d. The AU sends the result of mutual authen-

tication with the UE to the SSF.

[0242] 1004. The SSF selects a slice.

[0243] During specific implementation, the SSF se-
lects, based on the result of authentication between the
AU andthe UE, the slice to which the UE is to be attached.
For a specificimplementation, refer to an implementation
provided in an existing 5G network system, and details
are not described herein.

[0244] 1005. The SSF sends an identifier of the slice
to the AN.
[0245] During specific implementation, the SSF may

send the identifier of the slice to the AN after selecting
the slice, so as to select, by using the AN, MM for attach-
ing the UE to the slice.

[0246] 1006. The AN selects MM.

[0247] For a specific implementation in which the AN
selects the MM based on the identifier of the slice to which
the UE is to be attached, refer to an implementation pro-
vided in the existing 5G network system, and details are
not described herein.

[0248] 1007. The UE performs attach to the selected
slice, including the following steps.

[0249] 7a. The AN sends the attach request of the UE
to the MM.
[0250] The attach request includes the authentication

protocol information.

[0251] 7b. The MM selects an AU based on the au-
thentication protocol information.

[0252] 7c. The MM sends the attach request of the UE
to the selected AU.

[0253] The attach request may include the authentica-
tion protocolinformation. Ifthe selected AU supports only
one authentication protocol, the attach request may not
include the authentication protocol information. If the se-
lected AU supports a plurality of authentication protocols,
the attach request may include an authentication protocol
determined during AU selection.

[0254] 7d. The AU notifies the UE of an identifier of a
selected authentication protocol.

[0255] Optionally, the identifier of the selected authen-
tication protocol may be sent by the SSF or the MM pro-
viding functions of the AURF, and this is not limited here-
in.

[0256] 7e. The UE performs mutual authentication with
the AU, and the AU authorizes the UE to be attached to
the slice.

[0257] During specific implementation, for an imple-
mentation, described in 7a to 7e, in which the AU per-
forms mutual authentication with the UE according to the
authentication protocol, refer to the implementations de-
scribed in the steps S401 and S402, and details are not
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described herein again.

[0258] 7f. Set a UP connection.

[0259] 7g. Execute a security policy of the slice.
[0260] During specific implementation, the AU gener-
ates a first security configuration based on information
such as the security policy of the slice to which the UE
is to be attached. The first security configuration includes
a key, may further include information such as an iden-
tifier of an encryption algorithm or an identifier of an in-
tegrity protection algorithm, and may be specifically de-
termined according to an implementation of executing
the security policy by the AU. For details, refer to the
implementations described in the foregoing application
scenarios, and details are not described herein again.
[0261] 7h.The AU sendsan attach response to the AN.
[0262] The attach response may include the first se-
curity configuration.

[0263] 1008. Execute the security policy of the slice.
[0264] Optionally, the AN determines a second secu-
rity configuration based on information such as the first
security configuration and the security policy of the slice
to which the UE is to be attached. If the first security
configuration generated by the AU includes information
such as the key, the encryption algorithm, and the integ-
rity protection algorithm, this step may be omitted. If the
first security configuration generated by the AU includes
only the key, the AN may further select information such
as the encryption algorithm and the integrity protection
algorithm, to determine the second security configuration
that includes information such as the key, the encryption
algorithm, and the integrity protection algorithm.

[0265] 1009. The AN sends the attach response to the
UE.
[0266] The attach response may include the second

security configuration.

[0267] In some feasible implementations, FIG. 11 is
another schematic interaction diagram of performing cy-
ber security management by a management system ac-
cording to an embodiment of the present invention. A
system structure shown in FIG. 11 includes UE, an AN,
a network function selection module, and an authentica-
tion module. An SSF and MM are used as examples of
the network function selection module for description,
and both the SSF and the MM may provide functions of
an AURF and an AUSF. An AU is used as an example
of the authentication module for description, and an at-
tach request is used as an example of both a first service
request and a second service request for description. In
FIG. 11, the management system provided in this em-
bodiment of the present invention may further interact
with SM, a GW-U, and a subscription database in a 5G
network architecture.

[0268] In this application scenario, the UE provides a
slice identifier, and the UE is to perform authentication
once in an attach procedure. AU selection is performed
in the MM. The MM provides the functions of the AUSF
and the AURF.

[0269] A process of performing cyber security man-
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agement provided in the management system shown in
FIG. 11 includes the following steps.

[0270] 1101. The UE sends an attach request to the
AN, where the request includes authentication protocol
information of the UE.

[0271] 1102. The AN sends the attach request of the
UE to the MM.

[0272] 1103. The MM selects an AU based on the au-
thentication protocol information in the attach request.
[0273] 1104. The MM sends the attach request of the
UE to the selected AU, where the request includes the
authentication protocol information.

[0274] 1105. (optional) The AU notifies the UE of an
identifier of a selected authentication protocol.

[0275] 1106. The UE performs mutual authentication
with the AU by using the authentication protocol.
[0276] 1107. (optional) Set a UP connection.

[0277] 1108. Execute a security policy of a slice.
[0278] During specific implementation, the AU gener-
ates a first security configuration based on information
such as the security policy of the slice to which the UE
is to be attached. The first security configuration includes
a key, may further include information such as an iden-
tifier of an encryption algorithm or an identifier of an in-
tegrity protection algorithm, and may be specifically de-
termined according to an implementation of executing
the security policy by the AU. For details, refer to the
implementations described in the foregoing application
scenarios, and details are not described herein again.

[0279] 1109. The AU sends an attach response to the
AN.
[0280] The attach response may include the first se-

curity configuration.

[0281] 1110. Execute the security policy of the slice.
[0282] Optionally, the AN determines a second secu-
rity configuration based on information such as the first
security configuration and the security policy of the slice
to which the UE is to be attached. If the first security
configuration generated by the AU includes information
such as the key, the encryption algorithm, and the integ-
rity protection algorithm, this step may be omitted. If the
first security configuration generated by the AU includes
only the key, the AN may further select information such
as the encryption algorithm and the integrity protection
algorithm, to determine the second security configuration
that includes information such as the key, the encryption
algorithm, and the integrity protection algorithm.

[0283] 1111. The AN sends the attach response to the
UE.
[0284] During specific implementation, for implemen-

tations of the foregoing steps, refer to the implementa-
tions described in the steps in the embodiment of the
application scenario shown in FIG. 10A, FIG. 10B, and
FIG. 10C, and details are not described herein again.

[0285] In some feasible implementations, FIG. 12 is
another schematic interaction diagram of performing cy-
ber security management by a management system ac-
cording to an embodiment of the present invention. A
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system structure shown in FIG. 12 includes UE, an AN,
a network function selection module, and an authentica-
tion module. An SSF and MM are used as examples of
the network function selection module for description,
and both the SSF and the MM may provide functions of
an AURF and an AUSF. An AU is used as an example
of the authentication module for description, and an at-
tach request is used as an example of both a first service
request and a second service request for description. In
FIG. 12, the management system provided in this em-
bodiment of the present invention may further interact
with SM, a GW-U, and a subscription database in a 5G
network architecture.

[0286] In this embodiment, the UE has been attached
to a slice and requests to be attached to another slice by
using a new service request, and the UE is to perform
authentication once in an attach procedure. AU selection
is performed in the SSF. The SSF provides the functions
of the AUSF and the AURF.

[0287] A process of performing cyber security man-
agement provided in the management system shown in
FIG. 12 includes the following steps.

[0288] 1201. The UE sends a new service request to
the AN, where the request includes authentication pro-
tocol information of the UE.

[0289] 1202. A network performs slice selection and
AU selection, including the following steps.

[0290] 2a. The AN sends the new service request to
the MM, where the new service request carries the au-
thentication protocol information.

[0291] 2b. The MM sends the new service request to
the SSF, where the new service request carries the au-
thentication protocol information.

[0292] 2c. The SSF selects a slice, and selects an AU
based on the authentication protocol information.
[0293] For a process of selecting the slice by the SSF,
refer to an implementation provided in a system of an
existing 5G architecture, and this is not limited herein.
The SSF may select the target AU based on the selected
slice and the authentication protocol information carried
in the new service request, so as to implement an oper-
ation of attaching the UE to another slice by using the

target AU.

[0294] 2d. The SSF sends the new service request to
the AU.

[0295] The new service request carries an ID of the

slice and the authentication protocol information.
[0296] 1203. (optional) The AU notifies the UE of an
identifier of a selected authentication protocol.

[0297] 1204. The UE performs mutual authentication
with the AU by using the authentication protocol, and the
AU authorizes the UE to be attached to the slice.

[0298] 1205. The MM sends a new service request to
the SM.

[0299] 1206. Set a UP connection.

[0300] 1207. The MM sends a new service response
to the UE.

[0301] During specific implementation, for implemen-
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tations of the foregoing steps, refer to the implementa-
tions described in the steps in the embodiments of the
foregoing application scenarios, and details are not de-
scribed herein again.

[0302] In some feasible implementations, FIG. 13 is
another schematic interaction diagram of performing cy-
ber security management by a management system ac-
cording to an embodiment of the present invention. A
system structure shown in FIG. 13 includes UE, an AN,
and an authentication module. For description, an imple-
mentation performed by a network function selection
module is performed by the AN, and the AN may provide
functions of an AURF and an AUSF. A front-end is used
as an example of the authentication module for descrip-
tion, and the front-end may provide functions of an AU.
An attach request is used as an example of both a first
service request and a second service request for descrip-
tion.

[0303] In this embodiment, a network element named
the front-end provides the functions ofthe AU, and a front-
end allocated to the UE is responsible for forwarding all
control plane (Control Plane, CP) signaling of the UE to
a network element exclusive to a slice. The UE is to per-
form authentication once with the front-end in an attach
procedure. Front-end selection is performed in a RAN.
The RAN provides the functions of the AUSF and the
AURF.

[0304] A process of performing cyber security man-
agement provided in the management system shown in
FIG. 13 includes the following steps.

[0305] 1301. The UE sends an attach request to the
RAN.

[0306] The attach request includes information such
as authentication protocol information of the UE, an iden-
tifier of the UE, slice information, and a security capability
of the UE.

[0307] 1302. The RAN selects a default front-end
based on authentication protocol informationin the attach
request.

[0308] 1303. The RAN sends the attach request of the
UE to the selected default front-end, where the request
includes the authentication protocol information.

[0309] 1304. The UE performs mutual authentication
with the default front-end by using the authentication pro-
tocol.

[0310] 1305. The defaultfront-end checks subscription
information of the UE, and selects a front-end.

[0311] 1306. The default front-end forwards the attach
request to the selected front-end.

[0312] 1307. The selected front-end sends an attach
accept message to the default front-end.

[0313] 1308. The default front-end sends the attach
accept message to the RAN.

[0314] 1309. The RAN executes a security policy of a
slice.
[0315] During specific implementation, optionally, the

RAN generates a security configuration according to the
security policy of the slice to which the UE is to be at-
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tached, and the security configurationincludes afirst key,
a second key, an encryption algorithm, an integrity pro-
tection algorithm, and the like.

[0316] 1310. The RAN sends the attach accept mes-
sage to the UE.

[0317] During specific implementation, for implemen-
tations of the foregoing steps, refer to the implementa-
tions described in the steps in the embodiments of the
foregoing application scenarios, and details are not de-
scribed herein again.

[0318] In some feasible implementations, FIG. 14 is
another schematic interaction diagram of performing cy-
ber security management by a management system ac-
cording to an embodiment of the present invention. A
system structure shown in FIG. 14 includes UE, a next-
generation access network, and an authentication mod-
ule. For description, implementations performed by an
AN and a network function selection module are per-
formed by the next-generation access network, and the
next-generation access network may provide functions
ofan AURF andan AUSF. An ACAisused as an example
ofthe authentication module for description, and the ACA
may provide functions of an AU. An attach request is
used as an example of both a first service request and a
second service request for description. In FIG. 14, the
management system provided in this embodiment of the
present invention may further interact with an HSS in a
5G network architecture.

[0319] In this embodiment, a network element named
the ACA provides the functions of the AU, and the ACA
also provides a slice selection function. The UE is to per-
form authentication once with the ACA in an attach pro-
cedure. ACA selection is performed in the next-genera-
tion access network (namely, a next-generation RAN).
The next-generation access network provides the func-
tions of the AUSF and the AURF.

[0320] A process of performing cyber security man-
agement provided in the management system shown in
FIG. 14 includes the following steps.

[0321] 1401. The UE establishes a connection to the
next-generation access network.

[0322] 1402. The UE sends an attach request to the
next-generation access network, where the request in-
cludes authentication protocol information.

[0323] 1403. The next-generation access network se-
lects an ACA based on the authentication protocol infor-
mation in the attach request.

[0324] 1404. The next-generation access network
sends the attach request of the UE to the selected ACA,
where the request includes the authentication protocol
information.

[0325] 1405. (optional) The ACA sends an identifier of
an authentication protocol to the UE.

[0326] 1406. The UE performs mutual authentication
with the ACA by using the authentication protocol.
[0327] 1407. The ACA updates position information of
the UE to the HSS.

[0328] 1408. The ACA executes a security policy of a
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slice.

[0329] Specifically, the ACA generates a key accord-
ing to the security policy of the slice to which the UE is
to be attached, and may further select an encryption al-
gorithm and an integrity protection algorithm based on
information such as a security capability of the UE and
the security policy of the slice, and add information such
as an identifier of the encryption algorithm and an iden-
tifier of the integrity protection algorithm to a first security
configuration.

[0330] 1409. The ACA sends an attach response mes-
sage to the next-generation access network.

[0331] 1410. The next-generation access network ex-
ecutes the security policy of the slice.

[0332] During specific implementation, optionally, the
next-generation access network may select an encryp-
tion algorithm and an integrity protection algorithm based
on information such as the security policy of the slice to
which the UE is to be attached and the security capability
of the UE, and determine a second security configuration
with reference to the first security configuration.

[0333] 1411. The next-generation access network
sends the attach response message to the UE.

[0334] The attach response message may carry the
second security configuration.

[0335] During specific implementation, for implemen-
tations of the foregoing steps, refer to the implementa-
tions described in the steps in the embodiments of the
foregoing application scenarios, and details are not de-
scribed herein again.

[0336] FIG. 15is another schematic structural diagram
of a cyber security management system according to an
embodiment of the present invention. The management
system provided in this embodiment of the present in-
vention may include UE, a network function selection
module, and at least two authentication modules. The at
least two authentication modules include an authentica-
tion module shared by a plurality of slices, and also in-
clude an authentication module exclusive to a single
slice. Alternatively, each of the at least two authentication
modules may be an authentication module shared by a
plurality of slices, or may be an authentication module
exclusive to a single slice. Details may be determined
based on an actual application scenario, and are not lim-
ited herein. There may be a plurality of shared authenti-
cation modules, and each shared authentication module
serves at least two slices. There may also be a plurality
of exclusive authentication modules, and each exclusive
authentication module serves one slice. During specific
implementation, a quantity of authentication modules
and a distribution status of slices served by the authen-
tication modules may be determined based on an actual
application scenario, and this is not limited herein.
[0337] Inthis embodimentof the presentinvention, the
network function selection module may include an AUSF,
an AURF, an SSF, MM, and the like, and may be specif-
ically determined based on an actual application scenar-
io, and this is not limited herein.
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[0338] Inthis embodiment of the presentinvention, the
authentication module may include an AU, a front-end,
an ACA, and the like, and may be specifically determined
based on an actual application scenario, and this is not
limited herein.

[0339] FIG. 16 is a schematic interaction diagram of
implementing cyber security management by function
modules (including UE, an AN, a network function selec-
tion module, and an authentication module) in a man-
agement system according to an embodiment of the
present invention. A process in which the system shown
in FIG. 15 implements cyber security management may
include the following steps:

[0340] 1601. The UE sends a first service request to
the network function selection module, where the first
service request carries authentication protocol informa-
tion.

[0341] 1602. The network function selection module
selects a target authentication module from at least two
authentication modules based on the authentication pro-
tocol information.

[0342] 1603. The network function selection module
sends a second service request to the target authentica-
tion module.

[0343] 1604. The target authentication module re-
ceives the second service request, and performs mutual
authentication with the UE.

[0344] Insomefeasibleimplementations, the first serv-
ice request may be specifically an attach request that the
UE requests to be attached to a slice. Alternatively, the
first service request may be a new service request that
is sent by the UE when the UE has been attached to a
slice and expects to be attached to another slice by using
the new service request. The attach request or the new
service request carries the authentication protocol infor-
mation. The authentication protocol information includes
information such as an identifier of one or more authen-
tication protocols supported by the UE, or a selection
priority of each of a plurality of authentication protocols
supported by the UE. The attach request or the new serv-
ice request may also carry an identifier of a slice to which
the UE is to be attached, and the like. A type of the first
service request and the authentication protocol informa-
tion carried in the first service request may be specifically
determined based on an actual application scenario, and
are not limited herein.

[0345] In some feasible implementations, after receiv-
ing the first service request sent by the UE, the network
function selection module may select the target authen-
tication module from the at least two authentication mod-
ules based on the authentication protocol information
carried in the first service request. During specific imple-
mentation, if the authentication protocol information car-
ries an identifier of one authentication protocol (for ex-
ample, a first authentication protocol) supported by the
UE, the network function selection module may select,
based on the identifier of the first authentication protocol,
an authentication module that supports the first authen-
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tication protocol from the plurality of authentication mod-
ules as the target authentication module. If more than
one authentication module supports the first authentica-
tion protocol, the network function selection module may
select, based on a load status of each authentication
module, an authentication module with least load from
the authentication modules as the target authentication
module.

[0346] Further, if the first service request carries an
identifier of a slice (namely, a specified network slice) to
which the UE is to be attached, the network function se-
lection module may select, based on the identifier of the
first authentication protocol and the identifier of the spec-
ified network slice, the target authentication module from
the at least two authentication modules included in a net-
work. The target authentication module is an authentica-
tion module that supports the first authentication protocol
and the specified network slice. Specifically, the network
function selection module may first select an authentica-
tion module that supports the first authentication protocol
from the plurality of authentication modules based on the
identifier of the first authentication protocol. If more than
one authentication module supports the first authentica-
tion protocol, the network function selection module may
select, based on the identifier of the specified network
slice, an authentication module associated with the slice
to which the UE is to be attached from the plurality of
authentication modules that support the first authentica-
tion protocol as the target authentication module. The
authentication module associated with the slice to which
the UE is to be attached may be an authentication module
that serves the slice. In addition, alternatively, the net-
work function selection module may first select an au-
thentication module that supports the specified network
slice from the plurality of authentication modules based
on the identifier of the specified network slice. If more
than one authentication module supports the specified
network slice, the network function selection module may
select, according to the first authentication protocol, an
authentication module that supports the first authentica-
tion protocol from the plurality of authentication modules
that support the specified network slice as the target au-
thentication module. Further, alternatively, the network
function selection module may select the target authen-
tication module from the plurality of authentication mod-
ules simultaneously based on the identifier of the first
authentication protocol and the identifier of the specified
network slice. An authentication module screening man-
ner in a specific selection process may be determined
based on an actual application scenario, and is not limited
herein.

[0347] Further, in some feasible implementations, if
more than one target authentication module is selected
based on the identifier of the first authentication protocol
or based on the identifier of the first authentication pro-
tocol and the identifier of the specified network slice, the
network function selection module may select, as afinally
selected target authentication module based on a load
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status of each selected to-be-selected target authentica-
tion module, an authentication module with least load
from the plurality of selected to-be-selected target au-
thentication modules.

[0348] Insome feasibleimplementations, if the authen-
tication protocol information carries identifiers of a plu-
rality of authentication protocols (each authentication
protocol is, for example, a second authentication proto-
col) supported by the UE, the network function selection
module may select, based on the identifiers of the second
authentication protocols supported by the UE, the target
authentication module from the plurality of authentication
modules included in a network. During specific imple-
mentation, if only one of the plurality of authentication
modules included in the system supports the authentica-
tion protocol supported by the UE, the authentication
module may be determined as the target authentication
module. If the plurality of authentication modules includ-
ed in the network include a plurality of authentication
modules that support one of the authentication protocols
supported by the UE, an authentication module with least
load may be selected as the target authentication module
from the plurality of authentication modules that support
the authentication protocol. If the plurality of authentica-
tion modules included in the network include a plurality
of different authentication modules that support different
authentication protocols, the network function selection
module selects the target authentication module from the
plurality of different authentication modules based on a
selection priority of each authentication protocol or a load
status of each authentication module.

[0349] In some feasible implementations, if the plural-
ity of authentication modules included in the network in-
clude a plurality of different authentication modules that
support different authentication protocols, the network
function selection module may determine, based on an
authentication protocol selection priority that is set in the
network, an authentication protocol with a highest selec-
tion priority from the plurality of authentication protocols
supported by the UE, and then may select a to-be-se-
lected authentication module that supports the authenti-
cation protocol with the highest selection priority from the
plurality of different authentication modules that support
different authentication protocols as the target authenti-
cation module. If more than one to-be-selected authen-
tication module supports the authentication protocol with
the highest selection priority, an authentication module
with least load may be selected, based on a load status
of each to-be-selected authentication module, from the
authentication modules as the target authentication mod-
ule.

[0350] In some feasible implementations, if the plural-
ity of authentication modules included in the network in-
clude a plurality of different authentication modules that
support different authentication protocols, the network
function selection module may directly select, based on
a load status of each authentication module, an authen-
tication module with least load from the authentication
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modules as the target authentication module.

[0351] Further, in some feasible implementations, the
authentication protocol information carried in the first
service request may include identifiers of a plurality of
authentication protocols (each authentication protocol
may be, for example, a third authentication protocol) sup-
ported by the UE and a selection priority of each third
authentication protocol. The network function selection
module may select, based on the identifiers of the third
authentication protocols supported by the UE, the target
authentication module from the plurality of authentication
modules included in the system. During specific imple-
mentation, if only one of the plurality of authentication
modules included in the system supports the authentica-
tion protocol supported by the UE, the authentication
module may be determined as the target authentication
module. If the plurality of authentication modules includ-
edin the system include a plurality of authentication mod-
ules that support one of the third authentication protocols
supported by the UE, an authentication module with least
load may be selected as the target authentication module
from the plurality of authentication modules that support
the third authentication protocol. If the plurality of authen-
tication modules included in the system include a plurality
of different authentication modules that support different
third authentication protocols, the network function se-
lection module may select, based on a load status of
each authentication module, an authentication module
with least load from the authentication modules as the
target authentication module.

[0352] Further, if the plurality of authentication mod-
ules included in the system include a plurality of different
authentication modules that support different third au-
thentication protocols, the network function selection
module may further select, based on a selection priority
of each third authentication protocol, an authentication
module that supports an authentication protocol with a
highest selection priority (for example, a fourth authenti-
cation protocol) from the plurality of different authentica-
tion modules that support different third authentication
protocols as the target authentication module. If more
than one authentication module supports the fourth au-
thentication protocol, the network function selection mod-
ule may select, based on a load status of each authen-
tication module, an authentication module with least load
from the authentication modules as the target authenti-
cation module.

[0353] Further, in some feasible implementations, the
first service request may carry more slice information in
addition to the identifier of the slice to which the UE is to
be attached, and the slice information may specifically
include a slice type, a service type supported by the slice,
a slice tenant identifier, or the like. In the process of se-
lecting the target authentication module based on the
authentication protocol information, the network function
selection module may also perform comprehensive se-
lection with reference to the slice information, and this is
not limited herein.
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[0354] In some feasible implementations, after select-
ing the target authentication module, the network function
selection module may send the second service request
to the target authentication module. Correspondingly, the
second service request may also be an attach request
oranew service request. During specificimplementation,
if the target authentication module supports only one au-
thentication protocol, the second service request sent to
the target authentication module does not need to carry
the authentication protocol information, and may carry
anidentifier ofthe UE, information aboutthe slice to which
the UE is to be attached, or the like. If the target authen-
tication module may support a plurality of authentication
protocols, the second service request may carry an iden-
tifier that is of an authentication protocol supported by
both the UE and the target authentication module and
that is used during selection of the target authentication
module. Optionally, the second service request may car-
ry an identifier of the UE, information about the slice to
which the UE is to be attached, or the like, and this is not
limited herein.

[0355] In some feasible implementations, if the target
authentication module supports only one authentication
protocol, the target authentication module may directly
perform mutual authentication with the UE by using the
authentication protocol. If the target authentication mod-
ule may support a plurality of authentication protocols,
the target authentication module may receive the second
service request sent by the network function selection
module, and perform mutual authentication with the UE
according to an authentication protocol that is supported
by both the UE and the target authentication module and
that is carried in the second service request. During spe-
cificimplementation, the second service request may fur-
ther carry the identifier of the UE, for example, an ID of
the UE, and this is not limited herein. For an implemen-
tation in which the authentication module implements
mutual authentication with the UE by using the ID of the
UE or the slice information, refer to an existing imple-
mentation of system interaction in a 5G framework, and
details are not described herein.

[0356] During specific implementation, for implemen-
tations in which the management system provided in this
embodiment of the presentinvention implements authen-
tication module selection in different application scenar-
ios, refer to the implementations described in the steps
in the embodiments in FIG. 5 to FIG. 7, and details are
not described herein again.

[0357] Inthis embodiment of the presentinvention, the
network function selection module may select, based on
the information about the authentication protocol sup-
ported by the UE, an authentication module that supports
the authentication protocol supported by the UE, and
then the authentication module may perform mutual au-
thentication with the UE, thereby improving authentica-
tion module selection accuracy and cyber security.
[0358] FIG. 17 is another schematic structural diagram
of a cyber security management system according to an
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embodiment of the present invention. The management
system provided in this embodiment of the present in-
vention may include UE, an AN, a security policy control-
ler, and an authentication module. The authentication
module includes an authentication module shared by a
plurality of slices, and also includes an authentication
module exclusive to a single slice. There may be a plu-
rality of shared authentication modules, and each shared
authentication module serves at least two slices. There
may also be a plurality of exclusive authentication mod-
ules, and each exclusive authentication module serves
one slice. During specific implementation, a quantity of
authentication modules and a distribution status of slices
served by the authentication modules may be determined
based on an actual application scenario, and this is not
limited herein.

[0359] Inthis embodiment of the presentinvention, the
authentication module may include an AU, a front-end,
an ACA, and the like, and may be specifically determined
based on an actual application scenario, and this is not
limited herein.

[0360] FIG. 18 is another schematic interaction dia-
gram of implementing cyber security management by
function modules (including UE, an AN, a security policy
controller, and an authentication module) in a manage-
ment system according to an embodiment of the present
invention. A process in which the system shown in FIG.
17 implements security configuration managementin cy-
ber security management may include the following
steps:

1801. The security policy controller delivers a net-
work slice security policy to the AN or the authenti-
cation module.

1802. The UE sends a first service request to the
AN, where the first service request carries an iden-
tifier of a specified network slice to which the UE is
to be attached.

1803. The AN sends a second service request to the
authentication module, where the second service re-
quest carries the identifier of the specified network
slice to which the UE is to be attached.

1804. The authentication module receives the sec-
ond service request, and performs mutual authenti-
cation with the UE.

1805. The authentication module determines a first
security configuration according to a specified secu-
rity policy of the specified network slice.

1806. The AN sends a second service request re-
sponse, where the second service request response
carries the first security configuration.

1807. The AN determines a second security config-
uration based on the first security configuration or
the specified security policy.

1808. The AN sends a first service request response
to the UE, where the first service request response
carries the second security configuration.
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[0361] In some feasible implementations, the security
policy controller provided in this embodiment of the
presentinvention is configured to deliver a security policy
of each network slice included in the system to the au-
thentication module or the AN. During specific implemen-
tation, in the management system provided in this em-
bodiment of the present invention, the security policy of
the slice to which the UE is to be attached may be exe-
cuted by the target authentication module (the authenti-
cation module shown in FIG. 17), or the security policy
of the slice to which the UE is to be attached may be
jointly executed by the target authentication module and
the AN. During specific implementation, a network slice
security policy may specify a length of a key to signaling
between the UE and the AN, and may further specify
information such as an encryption algorithm selection pri-
ority, an integrity protection algorithm selection priority,
and a use range of the key. The use range of the key
may include use duration of the key, a quantity of data
packets that can be encrypted by using the key, or the
like.

[0362] In some feasible implementations, if the secu-
rity policy of the slice to which the UE is to be attached
is executed by the target authentication module, the se-
curity policy controller may send a security policy of one
or more network slices in the system to the target au-
thentication module. The one or more network slices may
be one or more of network slices served by the target
authentication module, and may be specifically deter-
mined based on an actual application scenario. This is
not limited herein.

[0363] During specific implementation, the UE may
send the first service request to the AN. The first service
request carries a security capability of the UE and the
identifier of the specified network slice to which the UE
is to be attached. After receiving the first service request,
the AN may send the second service request to the au-
thentication module. The second service request carries
the security capability of the UE and the identifier of the
specified network slice to which the UE is to be attached.
After receiving the second service request, the authen-
tication module may perform mutual authentication with
the UE, and then may execute the security policy of the
slice to which the UE is to be attached.

[0364] In some feasible implementations, the target
authentication module may determine, by using the se-
curity capability of the UE that is carried in the second
service request, information such as an encryption algo-
rithm and an integrity protection algorithm supported by
the UE. Alternatively, the target authentication module
may obtain, by using a network, the security capability
of the UE, to be specific, information such as an encryp-
tion algorithm and an integrity protection algorithm sup-
ported by the UE. The target authentication module may
further obtain a security capability of the AN, to be spe-
cific, an encryption algorithm, an integrity protection al-
gorithm, and the like supported by the AN. The security
capability of the AN may be sent by the AN to the target
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authentication module. For example, the AN may add
the security capability of the AN to the second service
request and send the second service requestto the target
authentication module. During specific implementation,
the target authentication module may generate a key ac-
cording to the security policy (namely, the specified se-
curity policy) of the specified network slice to which the
UE is to be attached, and may further select an encryption
algorithm and an integrity protection algorithm based on
the security capability of the UE, the security capability
of the AN, and the specified security policy. The key may
include at least two keys, for example, a first key and a
second key. The first key may be a key used to protect
signaling between the UE and the AN, and the second
key may be a key used to protect signaling between the
UE and the AU. A length of the first key and a length of
the second key are consistent with a key length specified
in the specified security policy. The encryption algorithm
may be an encryption algorithm with a highest selection
priority in an encryption algorithm supported by both the
UE and the AN, and the integrity protection algorithm
may be an integrity protection algorithm with a highest
selection priority in an integrity protection algorithm sup-
ported by both the UE and the AN.

[0365] In some feasible implementations, after gener-
ating the first key and the second key and selecting the
target encryption algorithm and the target integrity pro-
tection algorithm, the target authentication module may
generate the first security configuration based on the first
key, an identifier of the target encryption algorithm, and
an identifier of the target integrity protection algorithm,
and add the first security configuration to the second serv-
ice request response, so as to send the first security con-
figuration information to the AN by using the second serv-
ice request response. The first security configuration in-
formation may include information such as a use range
of the first key, the identifier of the target encryption al-
gorithm, and the identifier of the target integrity protection
algorithm.

[0366] In some feasible implementations, after receiv-
ing the second service request response sent by the tar-
get authentication module, the AN may determine infor-
mation such as the key and the identifier of the encryption
algorithm or the identifier of the integrity protection algo-
rithm based on the first configuration information carried
in the second service request response. If the first secu-
rity configuration carries information such as the first key,
the identifier of the encryption algorithm, and the identifier
of the integrity protection algorithm, the AN does not need
to execute the security policy, and may directly store the
key, determine, as the second security configuration, the
identifier of the encryption algorithm and the identifier of
the integrity protection algorithm that are carried in the
first security configuration, add the second security con-
figuration to the first service request response, and then
send the first service request response to the UE to notify
the UE of the second security configuration.

[0367] In some feasible implementations, if the secu-
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rity policy of the slice to which the UE is to be attached
is jointly executed by the target authentication module
and the AN, the security policy controller may send a
security policy of one or more network slices supported
by the target authentication module to the target authen-
tication module, and the security policy controller may
further send the security policy of each network slice in
the system to the AN. The target authentication module
may determine, by using the security capability of the UE
that is carried in the second service request, information
such as an encryption algorithm and an integrity protec-
tion algorithm supported by the UE, and may further send
the security capability of the UE to the AN. Alternatively,
the target authentication module and the AN may obtain,
by using the network, the security capability of the UE,
to be specific, information such as an encryption algo-
rithm and an integrity protection algorithm supported by
the UE. During specific implementation, the target au-
thentication module may generate at least two keys, for
example, the first key and the second key according to
the specified security policy. Further, the target authen-
tication module may generate the first configuration
based on information such as a use range of the first key
and the identifier of the specified network slice, and add
the first configuration to the second service request re-
sponse.

[0368] In some feasible implementations, after receiv-
ing the second service request response sent by the tar-
get authentication module, the AN may determine infor-
mation such as the key and the identifier of the encryption
algorithm or the identifier of the integrity protection algo-
rithm based on the first configuration information carried
in the second service request response. If the first secu-
rity configuration carries only information about the first
key, the AN needs to execute the security policy. Spe-
cifically, the AN may determine, based on the identifier
ofthe specified network slice, the specified security policy
corresponding to the identifier of the specified network
slice, and then select a target encryption algorithm and
a target integrity protection algorithm based on the se-
curity capability of the UE and the specified security pol-
icy. Further, the AN may add an identifier of the target
encryption algorithm and an identifier of the target integ-
rity protection algorithm to the first security configuration,
to obtain the second security configuration, add the sec-
ond security configuration to the first service request re-
sponse, and send the first service request response to
the UE to notify the UE of the second security configu-
ration.

[0369] During specific implementation, for specific im-
plementation processes in which different modules exe-
cute the security policy in different application scenarios
in the management system provided in this embodiment
of the presentinvention, refer to the implementations de-
scribed in the steps in the embodiments corresponding
to FIG. 8 and FIG. 9, and details are not described herein
again.

[0370] Inthis embodiment of the presentinvention, the
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target authentication module selected according to the
authentication protocol may generate a security config-
uration, or the target authentication module selected ac-
cording to the authentication protocol and the AN may
generate a security configuration, so that selection flex-
ibility is high and cyber security is improved.

[0371] FIG. 19 is a schematic flowchart of a cyber se-
curity management method according to an embodiment
of the present invention. The management method pro-
vided in this embodiment of the present invention may
include the following steps.

[0372] S1901. A network function selection module re-
ceives afirst service request sent by user equipment UE.
[0373] The first service request carries authentication
protocol information.

[0374] S1902. The network function selection module
selects, based on the authentication protocol informa-
tion, a target authentication module from at least two au-
thentication modules included in a network.

[0375] S1903. The network function selection module
sends a second service request to the target authentica-
tion module.

[0376] In some feasible implementations, the authen-
tication protocol information includes an identifier of a
first authentication protocol selected by the UE; and
that the network function selection module selects, based
on the authentication protocol information, a target au-
thentication module from at least two authentication mod-
ules included in a network includes:

selecting, by the network function selection module, the
target authentication module that supports the first au-
thentication protocol from the at least two authentication
modules based on the identifier of the first authentication
protocol.

[0377] In some feasible implementations, if more than
one authentication module supports the first authentica-
tion protocol, the method further includes:

selecting, based on a load status of each authentication
module that supports the first authentication protocol, an
authentication module with least load from the authenti-
cation modules as the target authentication module.
[0378] In some feasible implementations, the authen-
tication protocol information includes an identifier of a
first authentication protocol selected by the UE;

the first service request further carries an identifier of a
specified network slice; and

that the network function selection module selects, based
on the authentication protocol information, a target au-
thentication module from at least two authentication mod-
ules included in a network includes:

selecting, by the network function selection module, the
target authentication module that supports the first au-
thentication protocol and the specified network slice from
the at least two authentication modules based on the
identifier of the first authentication protocol and the iden-
tifier of the specified network slice.

[0379] In some feasible implementations, if more than
one authentication module supports the first authentica-
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tion protocol and the specified network slice, the method
further includes:

selecting, based on a load status of each authentication
module that supports the first authentication protocol and
the specified network slice, an authentication module
with least load from the authentication modules as the
target authentication module.

[0380] In some feasible implementations, the authen-
tication protocolinformation includes identifiers of at least
two second authentication protocols supported by the
UE; and

that the network function selection module selects, based
on the authentication protocol information, a target au-
thentication module from at least two authentication mod-
ules included in a network includes:

selecting, by the network function selection module as
the target authentication module, a to-be-selected au-
thentication module that supports at least one of the sec-
ond authentication protocols from the at least two au-
thentication modules based on the identifiers of the sec-
ond authentication protocols.

[0381] In some feasible implementations, the authen-
tication protocolinformation includes identifiers of at least
two second authentication protocols supported by the
UE;

the first service request further carries an identifier of a
specified network slice; and

that the network function selection module selects, based
on the authentication protocol information, a target au-
thentication module from at least two authentication mod-
ules included in a network includes:

selecting, by the network function selection module as
the target authentication module, a to-be-selected au-
thentication module that supports at least one of the sec-
ond authentication protocols and supports the specified
network slice from the at least two authentication mod-
ules based on the identifiers of the second authentication
protocols.

[0382] In some feasible implementations, the authen-
tication protocolinformation includes identifiers of at least
two second authentication protocols supported by the
UE; and

that the network function selection module selects, based
on the authentication protocol information, a target au-
thentication module from at least two authentication mod-
ules included in a network includes:

determining, by the network function selection module
based on an authentication protocol selection priority that
is set in the network, an authentication protocol with a
highest selection priority from the second authentication
protocols supported by the UE, and selecting a to-be-
selected authentication module that supports the authen-
tication protocol with the highest selection priority from
the at least two authentication modules as the target au-
thentication module.

[0383] In some feasible implementations, if there is
more than one to-be-selected authentication module, the
method further includes:
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selecting, based on a load status of each of the more
than one to-be-selected authentication module, an au-
thentication module with least load from the authentica-
tion modules as the target authentication module.
[0384] In some feasible implementations, the authen-
tication protocol information includes identifiers of at least
two third authentication protocols supported by the UE
and a selection priority of each of the at least two third
authentication protocols; and

that the network function selection module selects, based
on the authentication protocol information, a target au-
thentication module from at least two authentication mod-
ules included in a network includes:

selecting, by the network function selection module,
a to-be-selected authentication module that sup-
ports atleast one of the third authentication protocols
from the at least two authentication modules based
on the identifiers of the third authentication protocols;
and

if there is more than one to-be-selected authentica-
tion module, selecting, based on the selection priority
of each third authentication protocol, an authentica-
tion module that supports a fourth authentication pro-
tocol with a highest selection priority from all to-be-
selected authentication modules as the target au-
thentication module.

[0385] In some feasible implementations, the authen-
tication protocol information includes identifiers of at least
two third authentication protocols supported by the UE
and a selection priority of each of the at least two third
authentication protocols;

the first service request further carries an identifier of a
specified network slice; and

that the network function selection module selects, based
on the authentication protocol information, a target au-
thentication module from at least two authentication mod-
ules included in a network includes:

selecting, by the network function selection module,
a first authentication module that supports at least
one of the third authentication protocols from the at
least two authentication modules based on the iden-
tifiers of the third authentication protocols;

if there is more than one first authentication module,
selecting, based on the selection priority of each third
authentication protocol, a second authentication
module that supports a fourth authentication protocol
with a highest priority from all first authentication
modules; and

if there is more than one second authentication mod-
ule, selecting, based on a load status of each second
authentication module or information about a net-
work slice served by each second authentication
module, an authentication module with least load
that serves the specified network slice from the sec-
ond authentication modules as the target authenti-
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cation module.

[0386] In some feasible implementations, the network
function selection module includes at least one of an au-
thentication unit AU selection function AUSF, an AU rout-
ing function AURF, a slice selection function SSF, and
mobility management MM.

[0387] During specific implementation, for an imple-
mentation described in each step in the management
method, refer to an execution manner corresponding to
each application scenario in each of the foregoing sys-
tems, and details are not described herein again.
[0388] FIG. 20 is another schematic flowchart of a cy-
ber security management method according to an em-
bodiment of the present invention. The management
method provided in this embodiment of the present in-
vention may include the following steps.

[0389] S2501. A second network function selection
module receives an authentication module selection re-
quest sent by a first network function selection module.
[0390] The authentication module selection request
carries authentication protocol information sent by user
equipment UE.

[0391] The foregoing first service request carries the
authentication protocol information sent by the user
equipment UE.

[0392] S2502. The second network function selection
module selects, based on the authentication protocol in-
formation, a target authentication module from at least
two authentication modules included in a network.
[0393] S2503. The second network function selection
module sends an identifier of the target authentication
module to the first network function selection module, so
as to send a service request to the target authentication
module by using the first network function selection mod-
ule.

[0394] Inthis embodiment of the presentinvention, the
first network function selection module may route a mes-
sage, and the second network function selection module
implements authentication module selection, so that net-
work signaling overheads can be reduced, and authen-
tication module selection efficiency can be improved.
[0395] FIG. 21 is another schematic flowchart of a cy-
ber security management method according to an em-
bodiment of the present invention. The management
method provided in this embodiment of the present in-
vention may include the following steps.

[0396] S2001. An authentication module receives a
network slice security policy delivered by a security policy
controller.

[0397] S2002. The authentication module receives a
service request sent by an access network AN.

[0398] The service request carries a security capability
of user equipment UE and an identifier of a specified
network slice to which the UE is to be attached.

[0399] S2003. The authentication module searches,
for a specified security policy of the specified network
slice based on the identifier of the specified network slice,
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the network slice security policy delivered by the security
policy controller, and determines a security configuration
according to the specified security policy.

[0400] S2004. The authentication module sends a
service request response to the AN.

[0401] The service request response carries the secu-
rity configuration.

[0402] Insome feasible implementations, the specified
security policy includes key information and encryption
algorithm information or integrity protection algorithm in-
formation;

the service request further carries the security capability
of the user equipment UE; and

the determining a security configuration according to the
specified security policy includes:

determining a key length specified in the specified
security policy of the specified network slice, and
generating a key corresponding to the key length;
selecting a target encryption algorithm or a target
integrity protection algorithm based on the security
capability of the UE, a security capability of the AN,
and the encryption algorithm information and the in-
tegrity protection algorithm information included in
the specified security policy; and

generating the security configuration based on the
key and an identifier of the target encryption algo-
rithm or an identifier of the target integrity protection
algorithm, and adding the security configuration to
the second service request response.

[0403] Insome feasible implementations, the specified
security policy includes key information; and

the determining a security configuration according to the
specified security policy includes:

determining a key length specified in the specified secu-
rity policy of the specified network slice, generating a key
corresponding to the key length, generating the security
configuration based on the key and the identifier of the
specified network slice, and adding the security config-
uration to the second service request response.

[0404] Insome feasible implementations, the specified
security policy includes encryption algorithm information
or integrity protection algorithm information;

the service request further carries the security capability
of the user equipment UE; and

the determining a security configuration according to the
specified security policy includes:

selecting a target encryption algorithm or a target
integrity protection algorithm based on the security
capability of the UE, a security capability of the AN,
and the encryption algorithm information and the in-
tegrity protection algorithm information included in
the specified security policy; and

generating the security configuration based on an
identifier of the target encryption algorithm or an
identifier of the target integrity protection algorithm,
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and adding the security configuration to the second
service request response.

[0405] In some feasible implementations, the encryp-
tion algorithm information included in the specified secu-
rity policy is an encryption algorithm selection priority,
and the integrity protection algorithm information is an
integrity protection algorithm selection priority;

the target encryption algorithm is an encryption algorithm
with a highest selection priority in an encryption algorithm
supported by both the UE and the AN; and

the target integrity protection algorithm is an integrity pro-
tection algorithm with a highest selection priority in an
integrity protection algorithm supported by both the UE
and the AN.

[0406] In some feasible implementations, the authen-
tication module includes at least one of an authentication
unit AU, a front-end, and an access control agent ACA.
[0407] During specific implementation, for an imple-
mentation described in each step in the management
method, refer to an execution manner corresponding to
each application scenario in each of the foregoing sys-
tems, and details are not described herein again.
[0408] FIG. 22 is another schematic flowchart of a cy-
ber security management method according to an em-
bodiment of the present invention. The management
method provided in this embodiment of the present in-
vention may include the following steps.

[0409] S2101. An access network AN receives a first
service request sent by user equipment UE.

[0410] The first service request carries a security ca-
pability of the UE and an identifier of a specified network
slice to which the UE is to be attached.

[0411] S2102. The AN sends a second service request
to an authentication module.

[0412] The second service request carries the identi-
fier of the specified network slice to which the UE is to
be attached, a security capability of the AN, and the se-
curity capability of the UE.

[0413] S2103. The AN receives a network slice secu-
rity policy delivered by a security policy controller.
[0414] S2104. The AN receives a second service re-
quest response sent by the authentication module.
[0415] The second service request response carries a
first security configuration that is determined by the au-
thentication module based on the identifier of the speci-
fied network slice, the security capability of the AN, and
the security capability of the UE.

[0416] S2105. The AN determines a second security
configuration based on the first security configuration,
and sends a first service request response to the UE.
[0417] The first service request response carries the
second security configuration.

[0418] In some feasible implementations, the first se-
curity configuration includes a key and an identifier of an
encryption algorithm or an identifier of an integrity pro-
tection algorithm; and

that the AN determines a second security configuration

10

15

20

25

30

35

40

45

50

55

38

based on the first security configuration includes:
storing, by the AN, the key, obtaining the identifier of the
encryption algorithm and the identifier of the integrity pro-
tection algorithm from the first security configuration, and
generating the second security configuration based on
the identifier of the encryption algorithm and the identifier
of the integrity protection algorithm.

[0419] During specific implementation, for an imple-
mentation described in each step in the management
method, refer to an execution manner corresponding to
each application scenario in each of the foregoing sys-
tems, and details are not described herein again.
[0420] FIG. 23 is another schematic flowchart of a cy-
ber security management method according to an em-
bodiment of the present invention. The management
method provided in this embodiment of the present in-
vention may include the following steps.

[0421] S2601. An access network AN receives a first
service request sent by user equipment UE.

[0422] The first service request carries a security ca-
pability of the UE and an identifier of a specified network
slice to which the UE is to be attached.

[0423] S2602. The AN sends a second service request
to an authentication module.

[0424] The second service request carries the identi-
fier of the specified network slice to which the UE is to
be attached.

[0425] S2603. The AN receives a second service re-
quest response sent by the authentication module.
[0426] S2604. The AN determines a second security
configuration based on a security capability of the UE
and a specified security policy corresponding to an iden-
tifier of the specified network slice, and sends a first serv-
ice request response to the UE.

[0427] The first service request response carries the
second security configuration.

[0428] In some feasible implementations, that the AN
determines a second security configuration based on a
security capability of the UE and a specified security pol-
icy corresponding to an identifier of the specified network
slice includes:

determining, by the AN, the specified security policy
based on the identifier of the specified network slice;
and

selecting a target encryption algorithm or a target
integrity protection algorithm based on a security ca-
pability of the AN, the security capability of the UE,
and the specified security policy, and generating the
second security configuration based on an identifier
of the target encryption algorithm or an identifier of
the target integrity protection algorithm.

[0429] In some feasible implementations, encryption
algorithm information included in the specified security
policy is an encryption algorithm selection priority, and
the integrity protection algorithm information is an integ-
rity protection algorithm selection priority;
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the target encryption algorithm is an encryption algorithm
with a highest selection priority in an encryption algorithm
supported by both the UE and the AN; and

the target integrity protection algorithm is an integrity pro-
tection algorithm with a highest selection priority in an
integrity protection algorithm supported by both the UE
and the AN.

[0430] During specific implementation, for an imple-
mentation described in each step in the management
method, refer to an execution manner corresponding to
each application scenario in each of the foregoing sys-
tems, and details are not described herein again.
[0431] FIG. 24 is a schematic structural diagram of a
cyber security management apparatus according to an
embodiment of the present invention. As shown in FIG.
24, the management apparatus provided in this embod-
iment of the present invention may be specifically a net-
work function selection module provided in the embodi-
ments of the present invention. The management appa-
ratus may include:

areceiving unit221, configured toreceive afirst serv-
ice request sent by user equipment UE, where the
first service request carries authentication protocol
information;

a selection unit 222, configured to select, based on
the authentication protocol information received by
the receiving unit, a target authentication module
from at least two authentication modules included in
a network; and

asending unit223, configured to send a second serv-
ice request to the target authentication module se-
lected by the selection unit.

[0432] In some feasible implementations, the authen-
tication protocol information includes an identifier of a
first authentication protocol selected by the UE; and
the selection unit 222 is specifically configured to:
select the target authentication module that supports the
first authentication protocol from the at least two authen-
tication modules based on the identifier of the first au-
thentication protocol.

[0433] In some feasible implementations, if more than
one authentication module supports the first authentica-
tion protocol,

the selection unit 222 is specifically configured to:
select, based on a load status of each authentication
module that supports the first authentication protocol, an
authentication module with least load from the authenti-
cation modules as the target authentication module.
[0434] In some feasible implementations, the authen-
tication protocol information includes an identifier of a
first authentication protocol selected by the UE;

the first service request further carries an identifier of a
specified network slice; and

the selection unit 222 is specifically configured to:
select the target authentication module that supports the
first authentication protocol and the specified network
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slice from the at least two authentication modules based
on the identifier of the first authentication protocol and
the identifier of the specified network slice.

[0435] In some feasible implementations, if more than
one authentication module supports the first authentica-
tion protocol and the specified network slice, the selection
unit 222 is specifically configured to:

select, based on a load status of each authentication
module that supports the first authentication protocol and
the specified network slice, an authentication module
with least load from the authentication modules as the
target authentication module.

[0436] The authentication protocol information in-
cludes identifiers of at least two second authentication
protocols supported by the UE; and

the selection unit 222 is specifically configured to:
select, based on the identifiers of the second authenti-
cation protocols, a to-be-selected authentication module
that supports at least one of the second authentication
protocols from the at least two authentication modules
as the target authentication module.

[0437] In some feasible implementations, the authen-
tication protocol information includes identifiers of at least
two second authentication protocols supported by the
UE;

the first service request further carries an identifier of a
specified network slice; and

the selection unit 222 is specifically configured to:
select, based on the identifiers of the second authenti-
cation protocols, a to-be-selected authentication module
that supports at least one of the second authentication
protocols and supports the specified network slice from
the at least two authentication modules as the target au-
thentication module.

[0438] In some feasible implementations, the authen-
tication protocol information includes identifiers of at least
two second authentication protocols supported by the
UE; and

the selection unit 222 is specifically configured to:
determine, based on an authentication protocol selection
priority that is set in the network, an authentication pro-
tocol with a highest selection priority from the second
authentication protocols supported by the UE, and select
ato-be-selected authentication module that supports the
authentication protocol with the highest selection priority
from the at least two authentication modules as the target
authentication module.

[0439] In some feasible implementations, if there is
more than one to-be-selected authentication module, the
selection unit 222 is specifically configured to:

select, based on a load status of each of the more than
one to-be-selected authentication module, an authenti-
cation module with least load from the authentication
modules as the target authentication module.

[0440] In some feasible implementations, the authen-
tication protocol information includes identifiers of at least
two third authentication protocols supported by the UE
and a selection priority of each of the at least two third
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authentication protocols; and
the selection unit 222 is specifically configured to:

select a to-be-selected authentication module that
supports at least one of the third authentication pro-
tocols from the at least two authentication modules
based on the identifiers of the third authentication
protocols; and

if there is more than one to-be-selected authentica-
tion module, select, based on the selection priority
of each third authentication protocol, an authentica-
tion module that supports a fourth authentication pro-
tocol with a highest selection priority from all to-be-
selected authentication modules as the target au-
thentication module.

[0441] In some feasible implementations, the authen-
tication protocolinformation includes identifiers of at least
two third authentication protocols supported by the UE
and a selection priority of each of the at least two third
authentication protocols;

the first service request further carries an identifier of a
specified network slice; and

the selection unit 222 is specifically configured to:

select a first authentication module that supports at
least one of the third authentication protocols from
the at least two authentication modules based on the
identifiers of the third authentication protocols;

if there is more than one first authentication module,
select, based on the selection priority of each third
authentication protocol, a second authentication
module that supports afourth authentication protocol
with a highest priority from all first authentication
modules; and

if there is more than one second authentication mod-
ule, select, based on a load status of each second
authentication module or information about a net-
work slice served by each second authentication
module, an authentication module with least load
that serves the specified network slice from the sec-
ond authentication modules as the target authenti-
cation module.

[0442] Insome feasibleimplementations, the selection
unit 222 includes a first subunit and a second subunit,
where

the first subunit is configured to: receive the first service
request sent by the UE, and send an authentication mod-
ule selection request to the second subunit, where the
authentication module selection request carries the au-
thentication protocol information;

the second subunit is configured to: select the target au-
thentication module from the at least two authentication
modules based on the authentication protocol informa-
tion, and send an identifier of the target authentication
module to the first subunit; and

the first subunit is further configured to send the second
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service request to the target authentication module cor-
responding to the identifier of the target authentication
module.

[0443] In some feasible implementations, the second
subunit is specifically configured to perform any one of
the implementations performed by the selection unit.
[0444] Insome feasible implementations, the selection
unit 222 includes at least one of an authentication unit
AU selection function AUSF, an AU routing function AU-
RF, a slice selection function SSF, and mobility manage-
ment MM.

[0445] In some feasible implementations, the first sub-
unit is an AURF, and the second subunit is an AUSF.
[0446] During specific implementation, for an imple-
mentation described in each step in the management
method, refer to an execution manner corresponding to
each application scenario in each of the foregoing sys-
tems, and details are not described herein again.
[0447] FIG. 25is another schematic structural diagram
of a cyber security management apparatus according to
an embodiment of the present invention. As shown in
FIG. 25, the management apparatus provided in this em-
bodiment of the present invention may be specifically an
authentication module provided in the embodiments of
the present invention. The management apparatus may
include:

areceiving unit 231, configured to receive a network
slice security policy delivered by a security policy
controller, where

the receiving unit 231 is further configured to receive
a service request sent by an access network AN,
where the service request carries a security capa-
bility of user equipment UE and an identifier of a
specified network slice to which the UE is to be at-
tached;

an execution unit 232, configured to: search, for a
specified security policy of the specified network
slice based on the identifier of the specified network
slice that is received by the receiving unit 231, the
network slice security policy delivered by the security
policy controller, and determine a security configu-
ration according to the specified security policy; and
a sending unit 233, configured to send a service re-
questresponse to the AN, where the service request
response carries the security configuration deter-
mined by the execution unit 232.

[0448] Insome feasible implementations, the specified
security policy includes key information and encryption
algorithm information or integrity protection algorithm in-
formation;

the service request further carries the security capability
of the user equipment UE; and

the execution unit 232 is specifically configured to:

determine a key length specified in the specified se-
curity policy of the specified network slice, and gen-
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erate a key corresponding to the key length;

select a target encryption algorithm or a target integ-
rity protection algorithm based on the security capa-
bility of the UE, a security capability of the AN, and
the encryption algorithm information or the integrity
protection algorithm information included in the
specified security policy; and

generate the security configuration based on the key
and an identifier of the target encryption algorithm
or an identifier of the target integrity protection algo-
rithm, and add the security configuration to the sec-
ond service request response.

[0449] Insome feasibleimplementations, the specified
security policy includes key information; and

the execution unit 232 is specifically configured to:
determine a key length specified in the specified security
policy of the specified network slice, generate a key cor-
responding to the key length, generate the security con-
figuration based on the key and the identifier of the spec-
ified network slice, and add the security configuration to
the second service request response.

[0450] Insome feasibleimplementations, the specified
security policy includes encryption algorithm information
or integrity protection algorithm information;

the service request further carries the security capability
of the user equipment UE; and

the execution unit is specifically configured to:

select a target encryption algorithm or a target integ-
rity protection algorithm based on the security capa-
bility of the UE, a security capability of the AN, and
the encryption algorithm information or the integrity
protection algorithm information included in the
specified security policy; and

generate the security configuration based on an
identifier of the encryption algorithm or an identifier
of the integrity protection algorithm, and add the se-
curity configuration to the second service request
response.

[0451] In some feasible implementations, the encryp-
tion algorithm information included in the specified secu-
rity policy is an encryption algorithm selection priority,
and the integrity protection algorithm information is an
integrity protection algorithm selection priority;

the target encryption algorithm is an encryption algorithm
with a highest selection priority in an encryption algorithm
supported by both the UE and the AN; and

the target integrity protection algorithm is an integrity pro-
tection algorithm with a highest selection priority in an
integrity protection algorithm supported by both the UE
and the AN.

[0452] In some feasible implementations, the execu-
tion unit 232 includes at least one of an authentication
unit AU, a front-end, and an access control agent ACA.
[0453] During specific implementation, for an imple-
mentation described in each step in the management
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method, refer to an execution manner corresponding to
each application scenario in each of the foregoing sys-
tems, and details are not described herein again.
[0454] FIG. 26 is another schematic structural diagram
of a cyber security management apparatus according to
an embodiment of the present invention. As shown in
FIG. 26, the management apparatus provided in this em-
bodiment of the present invention may be specifically an
AN (or a RAN) provided in the embodiments of the
present invention. The management apparatus may in-
clude:

areceiving unit 241, configured toreceive afirst serv-
ice request sent by user equipment UE, where the
first service request carries a security capability of
the UE and an identifier of a specified network slice
to which the UE is to be attached;

asending unit 242, configured to send a second serv-
ice request to an authentication module based on
the first service request received by the receiving
unit, where the second service request carries the
identifier of the specified network slice to which the
UE is to be attached, a security capability of the AN,
and the security capability of the UE, where

the receiving unit 241 is further configured to receive
a network slice security policy delivered by a security
policy controller, and

the receiving unit 241 is further configured to receive
a second service request response sent by the au-
thentication module, where the second service re-
quest response carries a first security configuration
that is determined by the authentication module
based on the identifier of the specified network slice,
the security capability of the AN, and the security
capability of the UE; and

aprocessing unit 243, configured to determine a sec-
ond security configuration based on the first security
configuration received by the receiving unit, where

the sending unit 242 is further configured to send a
first service request response to the UE, where the
first service request response carries the second se-
curity configuration determined by the processing
unit.

[0455] In some feasible implementations, the first se-
curity configuration includes a key and an identifier of an
encryption algorithm or an identifier of an integrity pro-
tection algorithm; and

the processing unit 243 is specifically configured to:
store the key, obtain the identifier of the encryption algo-
rithm or the identifier of the integrity protection algorithm
from the first security configuration, and generate the
second security configuration based on the identifier of
the encryption algorithm or the identifier of the integrity
protection algorithm.

[0456] During specific implementation, for an imple-
mentation described in each step in the management
method, refer to an execution manner corresponding to
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each application scenario in each of the foregoing sys-
tems, and details are not described herein again.
[0457] FIG. 27 is another schematic structural diagram
of a cyber security management apparatus according to
an embodiment of the present invention. As shown in
FIG. 27, the management apparatus provided in this em-
bodiment of the present invention may be specifically an
AN (or a RAN) provided in the embodiments of the
present invention. The management apparatus may in-
clude:

areceiving unit271, configured toreceive afirst serv-
ice request sent by user equipment UE, where the
first service request carries a security capability of
the UE and an identifier of a specified network slice
to which the UE is to be attached;
asendingunit272, configured to send a second serv-
ice request to an authentication module based on
the first service request received by the receiving
unit, where the second service request carries the
identifier of the specified network slice to which the
UE is to be attached, where

the receiving unit 271 is further configured to receive
a second service request response sent by the au-
thentication module; and

aprocessing unit 273, configured to determine a sec-
ond security configuration based on the security ca-
pability of the UE that is received by the receiving
unit and a specified security policy corresponding to
the identifier of the specified network slice, where
the sending unit 272 is further configured to send a
first service request response to the UE, where the
first service request response carries the second se-
curity configuration determined by the processing
unit.

[0458] In some feasible implementations, the process-
ing unit is specifically configured to:

determine the specified security policy based on the
identifier of the specified network slice; and

select a target encryption algorithm or a target integ-
rity protection algorithm based on a security capa-
bility of the AN, the security capability of the UE, and
the specified security policy, and generate the sec-
ond security configuration based on an identifier of
the target encryption algorithm or an identifier of the
target integrity protection algorithm.

[0459] In some feasible implementations, encryption
algorithm information included in the specified security
policy is an encryption algorithm selection priority, and
the integrity protection algorithm information is an integ-
rity protection algorithm selection priority;

the target encryption algorithm is an encryption algorithm
with a highest selection priority in an encryption algorithm
supported by both the UE and the AN; and

the target integrity protection algorithm is an integrity pro-
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tection algorithm with a highest selection priority in an
integrity protection algorithm supported by both the UE
and the AN.

[0460] During specific implementation, for an imple-
mentation described in each step in the management
method, refer to an execution manner corresponding to
each application scenario in each of the foregoing sys-
tems, and details are not described herein again.
[0461] In the specification, claims, and accompanying
drawings of the present invention, the terms "first", "sec-
ond", "third", "fourth", and the like are intended to distin-
guish between different objects but do not indicate a par-
ticular order. Moreover, the terms "include", "contain",
and any other variant thereof, are intended to cover a
non-exclusive inclusion. For example, a process, a meth-
od, a system, a product, or a device thatincludes a series
of steps or units is not limited to the listed steps or units,
but optionally further includes an unlisted step or unit, or
optionally further includes another inherent step or unit
of the process, the method, the system, the product, or
the device.

[0462] A person of ordinary skill in the art may under-
stand that all or some of the processes of the methods
in the embodiments may be implemented by a computer
program instructing relevant hardware. The program
may be stored in a computer readable storage medium.
When the program runs, the processes of the methods
in the embodiments may be performed. The storage me-
dium may include: a magnetic disk, an optical disc, a
read-only memory (Read-Only Memory, ROM), a ran-
dom access memory (Random Access Memory, RAM),
or the like.

[0463] Whataredisclosed above are merely examples
of embodiments of the present invention, and certainly
are not intended to limit the scope of the claims of the
presentinvention. Therefore, equivalent variations made
in accordance with the claims of the present invention
shall fall within the scope of the present invention.

Claims

1. A cyber security management system, wherein the
management system is configured to implement se-
curity management of a network comprising at least
two network slices, and the system comprises user
equipment UE, an access network AN, a network
function selection module, and at least two authen-
tication modules, wherein
the UE is configured to send a first service request
to the network function selection module, wherein
the first service request carries authentication pro-
tocol information;
the network function selection module is configured
to: select a target authentication module from the at
least two authentication modules based on the au-
thentication protocol information, and send a second
service request to the target authentication module;
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the target authentication module is configured to: re-
ceive the second service request, and perform mu-
tual authentication with the UE;

the target authentication module is further config-
ured to: determine a first security configuration ac-
cording to a specified security policy of a specified
network slice to which the UE is to be attached, and
send a second service request response to the AN,
wherein the second service request response car-
ries the first security configuration; and

the AN is configured to: determine a second security
configuration based on the first security configura-
tion or the specified security policy, and send a first
service request response to the UE, wherein the first
service request response carries the second security
configuration.

The management system according to claim 1,
wherein the authentication protocol information com-
prises an identifier of a first authentication protocol
selected by the UE; and

the network function selection module is specifically
configured to:

select the target authentication module that supports
the first authentication protocol from the at least two
authentication modules based on the identifier of the
first authentication protocol.

The management system according to claim 2,
wherein if more than one authentication module sup-
ports the first authentication protocol, the network
function selection module is specifically configured
to:

select, based on aload status of each authentication
module that supports the first authentication proto-
col, an authentication module with least load from
the authentication modules as the target authentica-
tion module.

The management system according to claim 1,
wherein the authentication protocol information com-
prises an identifier of a first authentication protocol
selected by the UE;

the first service request further carries an identifier
of the specified network slice; and

the network function selection module is specifically
configured to:

select the target authentication module that supports
the first authentication protocol and the specified net-
work slice from the at least two authentication mod-
ules based on the identifier of the first authentication
protocol and the identifier of the specified network
slice.

The management system according to claim 4,
wherein if more than one authentication module sup-
ports the first authentication protocol and the spec-
ified network slice, the network function selection
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module is specifically configured to:

select, based on aload status of each authentication
module that supports the first authentication protocol
and the specified network slice, an authentication
module with least load from the authentication mod-
ules as the target authentication module.

The management system according to claim 1,
wherein the authentication protocolinformation com-
prises identifiers of at least two second authentica-
tion protocols supported by the UE; and

the network function selection module is specifically
configured to:

select, based on the identifiers of the second authen-
tication protocols, a to-be-selected authentication
module that supports at least one of the second au-
thentication protocols from the at least two authen-
tication modules as the target authentication mod-
ule.

The management system according to claim 1,
wherein the authentication protocolinformation com-
prises identifiers of at least two second authentica-
tion protocols supported by the UE;

the first service request further carries an identifier
of the specified network slice; and

the network function selection module is specifically
configured to:

select, based on the identifiers of the second authen-
tication protocols, a to-be-selected authentication
module that supports at least one of the second au-
thentication protocols and supports the specified
network slice from the at least two authentication
modules as the target authentication module.

The management system according to claim 1,
wherein the authentication protocolinformation com-
prises identifiers of at least two second authentica-
tion protocols supported by the UE; and

the network function selection module is specifically
configured to:

determine, based on an authentication protocol se-
lection priority that is set in the network, an authen-
tication protocol with a highest selection priority from
the second authentication protocols supported by
the UE, and select a to-be-selected authentication
module that supports the authentication protocol
with the highest selection priority from the at least
two authentication modules as the target authenti-
cation module.

The management system according to any one of
claims 6 to 8, wherein if there is more than one to-
be-selected authentication module, the network
function selection module is specifically configured
to:

select, based on a load status of each of the more
than one to-be-selected authentication module, an
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authentication module with least load from the au-
thentication modules as the target authentication
module.

The management system according to claim 1,
wherein the authentication protocol information com-
prises identifiers of at least two third authentication
protocols supported by the UE and a selection pri-
ority of each of the at least two third authentication
protocols; and

the network function selection module is specifically
configured to:

select a to-be-selected authentication module
that supports at least one of the third authenti-
cation protocols from the at least two authenti-
cation modules based on the identifiers of the
third authentication protocols; and

if there is more than one to-be-selected authen-
tication module, select, based on the selection
priority of each third authentication protocol, an
authentication module that supports a fourth au-
thentication protocol with a highest selection pri-
ority from all to-be-selected authentication mod-
ules as the target authentication module.

The management system according to claim 1,
wherein the authentication protocol information com-
prises identifiers of at least two third authentication
protocols supported by the UE and a selection pri-
ority of each of the at least two third authentication
protocols;

the first service request further carries an identifier
of the specified network slice; and

the network function selection module is specifically
configured to:

select afirst authentication module that supports
at least one of the third authentication protocols
from the at least two authentication modules
based on the identifiers of the third authentica-
tion protocols;

ifthere is more than one first authentication mod-
ule, select, based on the selection priority of
each third authentication protocol, a second au-
thentication module that supports a fourth au-
thentication protocol with a highest priority from
all first authentication modules; and

if there is more than one second authentication
module, select, based on a load status of each
second authentication module or information
about a network slice served by each second
authentication module, an authentication mod-
ule with least load that serves the specified net-
work slice from the second authentication mod-
ules as the target authentication module.

The management system according to claim 1,
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wherein the network function selection module com-
prises a first submodule and a second submodule,
wherein

the first submodule is configured to: receive the first
service request sent by the UE, and send an authen-
tication module selection request to the second sub-
module, wherein the authentication module selec-
tion request carries the authentication protocol infor-
mation;

the second submodule is configured to: select the
target authentication module from the at least two
authentication modules based on the authentication
protocol information, and send an identifier of the
target authentication module to the first submodule;
and

the first submodule is further configured to send the
second service request to the target authentication
module corresponding to the identifier of the target
authentication module.

The management system according to claim 12,
wherein the second submodule is specifically con-
figured to perform an implementation performed by
the network function selection module according to
any one of claims 2 to 11.

The management system according to any one of
claims 2 to 11, further comprising a security policy
controller, wherein
the security policy controller is configured to deliver
a network slice security policy to the authentication
module or the AN.

The management system according to claim 14,
wherein the security policy controller is configured
to deliver the network slice security policy to the au-
thentication module;

the second service request further carries a security
capability of the UE and a security capability of the
AN;

the target authentication module is further config-
ured to:

determine a key length specified in the specified
security policy corresponding to the specified
network slice, and generate a key correspond-
ing to the key length;

select a target encryption algorithm or a target
integrity protection algorithm based on the se-
curity capability of the UE, the security capability
of the AN, and the specified security policy; and
generate the first security configuration by using
the key and an identifier of the target encryption
algorithm or an identifier of the target integrity
protection algorithm, and add the first security
configuration to the second service request re-
sponse; and

the AN is specifically configured to:
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determine, as the second security configuration,
the identifier of the target encryption algorithm
or the identifier of the target integrity protection
algorithm that is carried in the first security con-
figuration, and add the second security config-
uration to the first service request response.

16. The management system according to claim 14,

wherein the security policy controller is configured
to deliver the network slice security policy to the au-
thentication module and the AN;

the second service request further carries a security
capability of the UE;

the target authentication module is further config-
ured to:

determine a key length specified in the specified
security policy of the specified network slice,
generate a key corresponding to the key length,
generate the first security configuration based
on the key and the identifier of the specified net-
work slice, and add the first security configura-
tion to the second service requestresponse; and
the AN is specifically configured to:

determine the specified security policy
based on the identifier of the specified net-
work slice, and select a target encryption
algorithm or a target integrity protection al-
gorithm based on a security capability of the
AN, the security capability of the UE, and
the specified security policy; and

add an identifier of the target encryption al-
gorithm or an identifier of the target integrity
protection algorithm to the first security con-
figuration, to obtain the second security
configuration.

17. The management system according to claim 14,

wherein the security policy controller is configured
to deliver the network slice security policy to the au-
thentication module;

the second service request further carries a security
capability of the UE;

the target authentication module is further config-
ured to:

select a target encryption algorithm or a target
integrity protection algorithm based on the se-
curity capability of the UE, a security capability
of the AN, and the specified security policy; and
generate the first security configuration by using
an identifier of the target encryption algorithm or
an identifier of the target integrity protection al-
gorithm, and add the first security configuration
to the second service request response; and
the AN is specifically configured to:

determine, as the second security configuration,
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the identifier of the target encryption algorithm
or the identifier of the target integrity protection
algorithm that is carried in the first security con-
figuration, and add the second security config-
uration to the first service request response.

The management system according to any one of
claims 15 to 17, wherein the target encryption algo-
rithm is an encryption algorithm with a highest se-
lection priority in an encryption algorithm supported
by both the UE and the AN; and

the target integrity protection algorithm is an integrity
protection algorithm with a highest selection priority
in an integrity protection algorithm supported by both
the UE and the AN.

The management system according to any one of
claims 1 to 18, wherein the network function selec-
tion module comprises at least one of an authenti-
cation unit AU selection function AUSF, an AU rout-
ing function AURF, a slice selection function SSF,
and mobility management MM.

The management system according to any one of
claims 12 to 18, wherein the first submodule is an
AURF, and the second submodule is an AUSF.

The management system according to any one of
claims 1 to 18, wherein the authentication module
comprises at least one of an AU, a front-end, and an
access control agent ACA.

A cyber security management system, wherein the
management system is configured to implement au-
thentication module selection in security manage-
ment of a network comprising at least two network
slices, and the system comprises user equipment
UE, a network function selection module, and atleast
two authentication modules, wherein

the UE is configured to send a first service request
to the network function selection module, wherein
the first service request carries authentication pro-
tocol information;

the network function selection module is configured
to: select a target authentication module from the at
least two authentication modules based on the au-
thentication protocol information, and send a second
service request to the target authentication module;
and

the target authentication module is configured to: re-
ceive the second service request, and perform mu-
tual authentication with the UE.

The management system according to claim 22,
wherein the authentication protocolinformation com-
prises an identifier of a first authentication protocol
selected by the UE; and

the network function selection module is specifically
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configured to:

select the target authentication module that supports
the first authentication protocol from the at least two
authentication modules based on the identifier of the
first authentication protocol.

The management system according to claim 23,
wherein if more than one authentication module sup-
ports the first authentication protocol, the network
function selection module is specifically configured
to:

select, based on aload status of each authentication
module that supports the first authentication proto-
col, an authentication module with least load from
the authentication modules as the target authentica-
tion module.

The management system according to claim 22,
wherein the authentication protocol information com-
prises an identifier of a first authentication protocol
selected by the UE;

the first service request further carries an identifier
of the specified network slice; and

the network function selection module is specifically
configured to:

select the target authentication module that supports
the first authentication protocol and the specified net-
work slice from the at least two authentication mod-
ules based on the identifier of the first authentication
protocol and the identifier of the specified network
slice.

The management system according to claim 25,
wherein if more than one authentication module sup-
ports the first authentication protocol and the spec-
ified network slice, the network function selection
module is specifically configured to:

select, based on aload status of each authentication
module that supports the first authentication protocol
and the specified network slice, an authentication
module with least load from the authentication mod-
ules as the target authentication module.

The management system according to claim 22,
wherein the authentication protocol information com-
prises identifiers of at least two second authentica-
tion protocols supported by the UE; and

the network function selection module is specifically
configured to:

select, based on the identifiers of the second authen-
tication protocols, a to-be-selected authentication
module that supports at least one of the second au-
thentication protocols from the at least two authen-
tication modules as the target authentication mod-
ule.

The management system according to claim 22,
wherein the authentication protocol information com-
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prises identifiers of at least two second authentica-
tion protocols supported by the UE;

the first service request further carries an identifier
of the specified network slice;

and

the network function selection module is specifically
configured to:

select, based on the identifiers of the second authen-
tication protocols, a to-be-selected authentication
module that supports at least one of the second au-
thentication protocols and supports the specified
network slice from the at least two authentication
modules as the target authentication module.

The management system according to claim 22,
wherein the authentication protocolinformation com-
prises identifiers of at least two second authentica-
tion protocols supported by the UE; and

the network function selection module is specifically
configured to:

determine, based on an authentication protocol se-
lection priority that is set in the network, an authen-
tication protocol with a highest selection priority from
the second authentication protocols supported by
the UE, and select a to-be-selected authentication
module that supports the authentication protocol
with the highest selection priority from the at least
two authentication modules as the target authenti-
cation module.

The management system according to any one of
claims 27 to 29, wherein if there is more than one
to-be-selected authentication module, the network
function selection module is specifically configured
to:

select, based on a load status of each of the more
than one to-be-selected authentication module, an
authentication module with least load from the au-
thentication modules as the target authentication
module.

The management system according to claim 22,
wherein the authentication protocolinformation com-
prises identifiers of at least two third authentication
protocols supported by the UE and a selection pri-
ority of each of the at least two third authentication
protocols; and

the network function selection module is specifically
configured to:

select a to-be-selected authentication module
that supports at least one of the third authenti-
cation protocols from the at least two authenti-
cation modules based on the identifiers of the
third authentication protocols; and

if there is more than one to-be-selected authen-
tication module, select, based on the selection
priority of each third authentication protocol, an
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authentication module that supports a fourth au-
thentication protocol with a highest selection pri-
ority from all to-be-selected authentication mod-
ules as the target authentication module.

32. The management system according to claim 22,

wherein the authentication protocol information com-
prises identifiers of at least two third authentication
protocols supported by the UE and a selection pri-
ority of each of the at least two third authentication
protocols;

the first service request further carries an identifier
of the specified network slice; and

the network function selection module is specifically
configured to:

select afirst authentication module that supports
at least one of the third authentication protocols
from the at least two authentication modules
based on the identifiers of the third authentica-
tion protocols;

ifthere is more than one first authentication mod-
ule, select, based on the selection priority of
each third authentication protocol, a second au-
thentication module that supports a fourth au-
thentication protocol with a highest priority from
all first authentication modules; and

if there is more than one second authentication
module, select, based on a load status of each
second authentication module or information
about a network slice served by each second
authentication module, an authentication mod-
ule with least load that serves the specified net-
work slice from the second authentication mod-
ules as the target authentication module.

33. The management system according to claim 22,

wherein the network function selection module com-
prises a first submodule and a second submodule,
wherein

the first submodule is configured to: receive the first
service request sent by the UE, and send an authen-
tication module selection request to the second sub-
module, wherein the authentication module selec-
tion request carries the authentication protocol infor-
mation;

the second submodule is configured to: select the
target authentication module from the at least two
authentication modules based on the authentication
protocol information, and send an identifier of the
target authentication module to the first submodule;
and

the first submodule is further configured to send the
second service request to the target authentication
module corresponding to the identifier of the target
authentication module.

34. The management system according to claim 33,
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wherein the second submodule is specifically con-
figured to perform an implementation performed by
the network function selection module according to
any one of claims 23 to 32.

The management system according to any one of
claims 22 to 34, wherein the network function selec-
tion module comprises at least one of an authenti-
cation unit AU selection function AUSF, an AU rout-
ing function AURF, a slice selection function SSF,
and mobility management MM.

The management system according to claim 33 or
34, wherein the first submodule is an AURF, and the
second submodule is an AUSF.

The management system according to any one of
claims 22 to 34, wherein the authentication module
comprises at least one of an AU, a front-end, and an
access control agent ACA.

A cyber security management system, wherein the
management system is configured to implement se-
curity configuration management in security man-
agement of a network comprising at least two net-
work slices, and the system comprises user equip-
ment UE, an access network AN, a security policy
controller, and an authentication module, wherein
the security policy controller is configured to deliver
a network slice security policy to the AN or the au-
thentication module;

the UE is configured to send a first service request
to the AN, wherein the first service request carries
an identifier of a specified network slice to which the
UE is to be attached;

the AN is configured to send a second service re-
quest to the authentication module, wherein the sec-
ond service request carries the identifier of the spec-
ified network slice to which the UE is to be attached;
the authentication module is configured to: receive
the second service request, and perform mutual au-
thentication with the UE;

the authentication module is further configured to:
determine a first security configuration according to
a specified security policy of the specified network
slice, and send a second service request response
to the AN, wherein the second service request re-
sponse carries the first security configuration; and
the AN is further configured to: determine a second
security configuration based on the first security con-
figuration or the specified security policy, and send
a first service request response to the UE, wherein
the first service request response carries the second
security configuration.

The management system according to claim 38,
wherein the security policy controller is configured
to deliver the network slice security policy to the au-
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thentication module;

the second service request further carries a security
capability of the UE and a security capability of the
AN;

the authentication module is further configured to:

determine a key length specified in the specified
security policy corresponding to the specified
network slice, and generate a key correspond-
ing to the key length;

select a target encryption algorithm or a target
integrity protection algorithm based on the se-
curity capability of the UE, the security capability
of the AN, and the specified security policy; and
generate the first security configuration by using
the key and an identifier of the target encryption
algorithm or an identifier of the target integrity
protection algorithm, and add the first security
configuration to the second service request re-
sponse; and

the AN is specifically configured to:

determine, as the second security configuration,
the identifier of the target encryption algorithm
or the identifier of the target integrity protection
algorithm that is carried in the first security con-
figuration, and add the second security config-
uration to the first service request response.

40. The management system according to claim 38,

wherein the security policy controller is configured
to deliver the network slice security policy to the au-
thentication module and the AN;

the second service request further carries a security
capability of the UE;

the authentication module is further configured to:

determine a key length specified in the specified
security policy of the specified network slice,
generate a key corresponding to the key length,
generate the first security configuration based
on the key and the identifier of the specified net-
work slice, and add the first security configura-
tion to the second service requestresponse; and
the AN is specifically configured to:

determine the specified security policy
based on the identifier of the specified net-
work slice, and select a target encryption
algorithm or a target integrity protection al-
gorithm based on a security capability of the
AN, the security capability of the UE, and
the specified security policy; and

add an identifier of the target encryption al-
gorithm or an identifier of the target integrity
protection algorithm to the first security con-
figuration, to obtain the second security
configuration.
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The management system according to claim 38,
wherein the security policy controller is configured
to deliver the network slice security policy to the au-
thentication module;

the second service request further carries a security
capability of the UE and a security capability of the
AN;

the authentication module is further configured to:

select a target encryption algorithm or a target
integrity protection algorithm based on the se-
curity capability of the UE, the security capability
of the AN, and the specified security policy; and
generate the first security configuration by using
the key and an identifier of the target encryption
algorithm or an identifier of the target integrity
protection algorithm, and add the first security
configuration to the second service request re-
sponse; and

the AN is specifically configured to:

determine, as the second security configuration,
the identifier of the target encryption algorithm
or the identifier of the target integrity protection
algorithm that is carried in the first security con-
figuration, and add the second security config-
uration to the first service request response.

The management system according to any one of
claims 39 to 41, wherein the target encryption algo-
rithm is an encryption algorithm with a highest se-
lection priority in an encryption algorithm supported
by both the UE and the AN; and

the target integrity protection algorithm is an integrity
protection algorithm with a highest selection priority
in an integrity protection algorithm supported by both
the UE and the AN.

The management system according to any one of
claims 38 to 42, wherein the authentication module
comprises at least one of an AU, a front-end, and an
access control agent ACA.

A cyber security management method, comprising:

receiving, by a network function selection mod-
ule, a first service request sent by user equip-
ment UE, wherein the first service request car-
ries authentication protocol information;
selecting, by the network function selection
module based on the authentication protocol in-
formation, a target authentication module from
at least two authentication modules comprised
in a network; and

sending, by the network function selection mod-
ule, a second service request to the target au-
thentication module.

The management method according to claim 44,
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wherein the authentication protocol information com-
prises an identifier of a first authentication protocol
selected by the UE; and

the selecting, by the network function selection mod-
ule based on the authentication protocol information,
a target authentication module from at least two au-
thentication modules comprised in a network com-
prises:

selecting, by the network function selection module,
the target authentication module that supports the
first authentication protocol from the at least two au-
thentication modules based on the identifier of the
first authentication protocol.

The management method according to claim 45,
wherein if more than one authentication module sup-
ports the first authentication protocol, the method fur-
ther comprises:

selecting, based on a load status of each authenti-
cation module that supports the first authentication
protocol, an authentication module with least load
from the authentication modules as the target au-
thentication module.

The management method according to claim 44,
wherein the authentication protocol information com-
prises an identifier of a first authentication protocol
selected by the UE;

the first service request further carries an identifier
of the specified network slice; and

the selecting, by the network function selection mod-
ule based on the authentication protocol information,
a target authentication module from at least two au-
thentication modules comprised in a network com-
prises:

selecting, by the network function selection module,
the target authentication module that supports the
first authentication protocol and the specified net-
work slice from the at least two authentication mod-
ules based on the identifier of the first authentication
protocol and the identifier of the specified network
slice.

The management method according to claim 47,
wherein if more than one authentication module sup-
ports the first authentication protocol and the spec-
ified network slice, the method further comprises:

selecting, based on a load status of each authenti-
cation module that supports the first authentication
protocol and the specified network slice, an authen-
tication module with least load from the authentica-
tion modules as the target authentication module.

The management method according to claim 44,
wherein the authentication protocol information com-
prises identifiers of at least two second authentica-
tion protocols supported by the UE; and

the selecting, by the network function selection mod-
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ule based on the authentication protocol information,
a target authentication module from at least two au-
thentication modules comprised in a network com-
prises:

selecting, by the network function selection module
asthe target authentication module, a to-be-selected
authentication module that supports at least one of
the second authentication protocols from the at least
two authentication modules based on the identifiers
of the second authentication protocols.

The management method according to claim 44,
wherein the authentication protocolinformation com-
prises identifiers of at least two second authentica-
tion protocols supported by the UE;

the first service request further carries an identifier
of the specified network slice; and

the selecting, by the network function selection mod-
ule based on the authentication protocol information,
a target authentication module from at least two au-
thentication modules comprised in a network com-
prises:

selecting, by the network function selection module
asthe target authentication module, a to-be-selected
authentication module that supports at least one of
the second authentication protocols and supports
the specified network slice from the at least two au-
thentication modules based on the identifiers of the
second authentication protocols.

The management method according to claim 44,
wherein the authentication protocolinformation com-
prises identifiers of at least two second authentica-
tion protocols supported by the UE; and

the selecting, by the network function selection mod-
ule based on the authentication protocol information,
a target authentication module from at least two au-
thentication modules comprised in a network com-
prises:

determining, by the network function selection mod-
ule based on an authentication protocol selection pri-
ority thatis set in the network, an authentication pro-
tocol with a highest selection priority from the second
authentication protocols supported by the UE, and
selecting a to-be-selected authentication module
that supports the authentication protocol with the
highest selection priority from the at least two au-
thentication modules as the target authentication
module.

The management method according to any one of
claims 49 to 51, wherein if there is more than one
to-be-selected authentication module, the method
further comprises:

selecting, based on a load status of each of the more
than one to-be-selected authentication module, an
authentication module with least load from the au-
thentication modules as the target authentication
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module.

The management method according to claim 44,
wherein the authentication protocol information com-
prises identifiers of at least two third authentication
protocols supported by the UE and a selection pri-
ority of each of the at least two third authentication
protocols; and

the selecting, by the network function selection mod-
ule based on the authentication protocol information,
a target authentication module from at least two au-
thentication modules comprised in a network com-
prises:

selecting, by the network function selection
module, a to-be-selected authentication module
that supports at least one of the third authenti-
cation protocols from the at least two authenti-
cation modules based on the identifiers of the
third authentication protocols; and

if there is more than one to-be-selected authen-
tication module, selecting, based on the selec-
tion priority of each third authentication protocol,
an authentication module that supports a fourth
authentication protocol with a highest selection
priority from all to-be-selected authentication
modules as the target authentication module.

The management method according to claim 44,
wherein the authentication protocol information com-
prises identifiers of at least two third authentication
protocols supported by the UE and a selection pri-
ority of each of the at least two third authentication
protocols;

the first service request further carries an identifier
of the specified network slice; and

the selecting, by the network function selection mod-
ule based on the authentication protocol information,
a target authentication module from at least two au-
thentication modules comprised in a network com-
prises:

selecting, by the network function selection
module, a first authentication module that sup-
ports at least one of the third authentication pro-
tocols from the at least two authentication mod-
ules based on the identifiers of the third authen-
tication protocols;

ifthere is more than one first authentication mod-
ule, selecting, based on the selection priority of
each third authentication protocol, a second au-
thentication module that supports a fourth au-
thentication protocol with a highest priority from
all first authentication modules; and

if there is more than one second authentication
module, selecting, based on a load status of
each second authentication module or informa-
tion about a network slice served by each sec-
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ond authentication module, an authentication
module with least load that serves the specified
network slice from the second authentication
modules as the target authentication module.

55. The management method according to any one of

claims 44 to 54, wherein the network function selec-
tion module comprises at least one of an authenti-
cation unit AU selection function AUSF, an AU rout-
ing function AURF, a slice selection function SSF,
and mobility management MM.

56. A cyber security management method, comprising:

receiving, by a second network function selec-
tion module, an authentication module selection
request sent by a first network function selection
module, wherein the authentication module se-
lection request carries authentication protocol
information sent by user equipment UE;
selecting, by the second network function selec-
tion module based on the authentication proto-
col information, a target authentication module
from at least two authentication modules com-
prised in a network; and

sending, by the second network function selec-
tion module, an identifier of the target authenti-
cation module to the first network function se-
lection module, so as to send a service request
to the target authentication module by using the
first network function selection module.

57. A cyber security management method, comprising:

receiving, by an authentication module, a net-
work slice security policy delivered by a security
policy controller;

receiving, by the authentication module, a serv-
ice request sent by an access network AN,
wherein the service request carries an identifier
of a specified network slice to which the UE is
to be attached;

searching, by the authentication module for a
specified security policy of the specified network
slice based on the identifier of the specified net-
work slice, the network slice security policy de-
livered by the security policy controller, and de-
termining a security configuration according to
the specified security policy; and

sending, by the authentication module, aservice
requestresponse to the AN, wherein the service
request response carries the security configu-
ration.

58. The management method according to claim 57,

wherein the specified security policy comprises key
information and encryption algorithm information or
integrity protection algorithm information;
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the service request further carries a security capa-
bility of the user equipment UE; and

the determining a security configuration according
to the specified security policy comprises:

determining a key length specified in the spec-
ified security policy of the specified network
slice, and generating a key corresponding to the
key length;

selecting a target encryption algorithm or a tar-
get integrity protection algorithm based on the
security capability of the UE, a security capability
ofthe AN, and the encryption algorithm informa-
tion and the integrity protection algorithm infor-
mation comprised in the specified security poli-
cy; and

generating the security configuration based on
the key and an identifier of the target encryption
algorithm or an identifier of the target integrity
protection algorithm, and adding the security
configuration to the second service request re-
sponse.

The management method according to claim 57,
wherein the specified security policy comprises key
information; and

the determining a security configuration according
to the specified security policy comprises:
determining a key length specified in the specified
security policy of the specified network slice, gener-
ating a key corresponding to the key length, gener-
ating the security configuration based on the key and
the identifier of the specified network slice, and add-
ing the security configuration to the second service
request response.

The management method according to claim 57,
wherein the specified security policy comprises en-
cryption algorithm information or integrity protection
algorithm information;

the service request further carries a security capa-
bility of the user equipment UE; and

the determining a security configuration according
to the specified security policy comprises:

selecting a target encryption algorithm or a tar-
get integrity protection algorithm based on the
security capability of the UE, a security capability
ofthe AN, and the encryption algorithm informa-
tion and the integrity protection algorithm infor-
mation comprised in the specified security poli-
cy; and

generating the security configuration based on
an identifier of the target encryption algorithm or
an identifier of the target integrity protection al-
gorithm, and adding the security configuration
to the second service request response.
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The management method according to any one of
claims 58 to 60, wherein the encryption algorithm
information comprised in the specified security policy
is an encryption algorithm selection priority, and the
integrity protection algorithm information is an integ-
rity protection algorithm selection priority;

the target encryption algorithm is an encryption al-
gorithm with a highest selection priority in an encryp-
tion algorithm supported by both the UE and the AN;
and

the target integrity protection algorithm is an integrity
protection algorithm with a highest selection priority
in an integrity protection algorithm supported by both
the UE and the AN.

The management method according to any one of
claims 57 to 61, wherein the authentication module
comprises at least one of an authentication unit AU,
a front-end, and an access control agent ACA.

A cyber security management method, comprising:

receiving, by an access network AN, a first serv-
ice request sent by user equipment UE, wherein
the first service request carries a security capa-
bility of the UE and an identifier of a specified
network slice to which the UE is to be attached;
sending, by the AN, a second service request
to an authentication module, wherein the sec-
ond service request carries the identifier of the
specified network slice to which the UE is to be
attached, a security capability of the AN, and the
security capability of the UE;

receiving, by the AN, a second service request
response sent by the authentication module,
wherein the second service request response
carries a first security configuration that is de-
termined by the authentication module based on
the identifier of the specified network slice, the
security capability of the AN, and the security
capability of the UE; and

determining, by the AN, a second security con-
figuration based on the first security configura-
tion, and sending a first service request re-
sponse to the UE, wherein the first service re-
quest response carries the second security con-
figuration.

The management method according to claim 63,
wherein the first security configuration comprises a
key and an identifier of an encryption algorithm or
an identifier of an integrity protection algorithm; and
the determining, by the AN, a second security con-
figuration based on the first security configuration
comprises:

storing, by the AN, the key, obtaining the identifier
of the encryption algorithm and the identifier of the
integrity protection algorithm from the first security
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configuration, and generating the second security
configuration based on the identifier of the encryption
algorithm and the identifier of the integrity protection
algorithm.

65. A cyber security management method, comprising:

66.

67.

receiving, by an access network AN, a first serv-
ice request sent by user equipment UE, wherein
the first service request carries a security capa-
bility of the UE and an identifier of a specified
network slice to which the UE is to be attached;
sending, by the AN, a second service request
to an authentication module, wherein the sec-
ond service request carries the identifier of the
specified network slice to which the UE is to be
attached;

receiving, by the AN, a second service request
response sent by the authentication module;
and

determining, by the AN, a second security con-
figuration based on the security capability of the
UE and a specified security policy correspond-
ing to the identifier of the specified network slice,
and sending a first service request response to
the UE, wherein the first service request re-
sponse carries the second security configura-
tion.

The management method according to claim 65,
wherein the determining, by the AN, a second secu-
rity configuration based on the security capability of
the UE and a specified security policy corresponding
to the identifier of the specified network slice com-
prises:

determining, by the AN, the specified security
policy based on the identifier of the specified net-
work slice; and

selecting a target encryption algorithm or a tar-
get integrity protection algorithm based on a se-
curity capability of the AN, the security capability
of the UE, and the specified security policy, and
generating the second security configuration
based on an identifier of the target encryption
algorithm or an identifier of the target integrity
protection algorithm.

The management method according to claim 66,
wherein encryption algorithm information comprised
in the specified security policy is an encryption algo-
rithm selection priority, and the integrity protection
algorithm information is an integrity protection algo-
rithm selection priority;

the target encryption algorithm is an encryption al-
gorithm with a highest selection priority in an encryp-
tion algorithm supported by both the UE and the AN;
and
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72.
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the target integrity protection algorithm is an integrity
protection algorithm with a highest selection priority
in an integrity protection algorithm supported by both
the UE and the AN.

A cyber security management apparatus, compris-
ing:

a receiving unit, configured to receive a first
service request sent by user equipment UE,
wherein the first service request carries authen-
tication protocol information;

a selection unit, configured to select, based on
the authentication protocol information received
by the receiving unit, a target authentication
module from at least two authentication modules
comprised in a network; and

a sending unit, configured to send a second
service requestto the target authentication mod-
ule selected by the selection unit.

The management apparatus according to claim 68,
wherein the authentication protocolinformation com-
prises an identifier of a first authentication protocol
selected by the UE; and

the selection unit is specifically configured to:
selectthe target authentication module that supports
the first authentication protocol from the at least two
authentication modules based on the identifier of the
first authentication protocol.

The management apparatus according to claim 69,
wherein if more than one authentication module sup-
ports the first authentication protocol,

the selection unit is specifically configured to:
select, based on aload status of each authentication
module that supports the first authentication proto-
col, an authentication module with least load from
the authentication modules as the target authentica-
tion module.

The management apparatus according to claim 68,
wherein the authentication protocolinformation com-
prises an identifier of a first authentication protocol
selected by the UE;

the first service request further carries an identifier
of the specified network slice; and

the selection unit is specifically configured to:
selectthe target authentication module that supports
the first authentication protocol and the specified net-
work slice from the at least two authentication mod-
ules based on the identifier of the first authentication
protocol and the identifier of the specified network
slice.

The management apparatus according to claim 71,
wherein if more than one authentication module sup-
ports the first authentication protocol and the spec-
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ified network slice, the selection unit is specifically
configured to:

select, based on aload status of each authentication
module that supports the first authentication protocol
and the specified network slice, an authentication
module with least load from the authentication mod-
ules as the target authentication module.

The management apparatus according to claim 68,
wherein the authentication protocol information com-
prises identifiers of at least two second authentica-
tion protocols supported by the UE; and

the selection unit is specifically configured to:
select, based on the identifiers of the second authen-
tication protocols, a to-be-selected authentication
module that supports at least one of the second au-
thentication protocols from the at least two authen-
tication modules as the target authentication mod-
ule.

The management apparatus according to claim 68,
wherein the authentication protocol information com-
prises identifiers of at least two second authentica-
tion protocols supported by the UE;

the first service request further carries an identifier
of the specified network slice; and

the selection unit is specifically configured to:
select, based on the identifiers of the second authen-
tication protocols, a to-be-selected authentication
module that supports at least one of the second au-
thentication protocols and supports the specified
network slice from the at least two authentication
modules as the target authentication module.

The management apparatus according to claim 68,
wherein the authentication protocol information com-
prises identifiers of at least two second authentica-
tion protocols supported by the UE; and

the selection unit is specifically configured to:
determine, based on an authentication protocol se-
lection priority that is set in the network, an authen-
tication protocol with a highest selection priority from
the second authentication protocols supported by
the UE, and select, a to-be-selected authentication
module that supports the authentication protocol
with the highest selection priority from the at least
two authentication modules as the target authenti-
cation module.

The management apparatus according to any one
of claims 73 to 75, wherein if there is more than one
to-be-selected authentication module, the selection
unit is specifically configured to:

select, based on a load status of each of the more
than one to-be-selected authentication module, an
authentication module with least load from the au-
thentication modules as the target authentication
module.
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The management apparatus according to claim 68,
wherein the authentication protocolinformation com-
prises identifiers of at least two third authentication
protocols supported by the UE and a selection pri-
ority of each of the at least two third authentication
protocols; and

the selection unit is specifically configured to:

select a to-be-selected authentication module
that supports at least one of the third authenti-
cation protocols from the at least two authenti-
cation modules based on the identifiers of the
third authentication protocols; and

if there is more than one to-be-selected authen-
tication module, select, based on the selection
priority of each third authentication protocol, an
authentication module that supports a fourth au-
thentication protocol with a highest selection pri-
ority from all to-be-selected authentication mod-
ules as the target authentication module.

The management apparatus according to claim 68,
wherein the authentication protocolinformation com-
prises identifiers of at least two third authentication
protocols supported by the UE and a selection pri-
ority of each of the at least two third authentication
protocols;

the first service request further carries an identifier
of the specified network slice; and

the selection unit is specifically configured to:

select afirstauthentication module that supports
at least one of the third authentication protocols
from the at least two authentication modules
based on the identifiers of the third authentica-
tion protocols;

ifthere is more than one first authentication mod-
ule, select, based on the selection priority of
each third authentication protocol, a second au-
thentication module that supports a fourth au-
thentication protocol with a highest priority from
all first authentication modules; and

if there is more than one second authentication
module, select, based on a load status of each
second authentication module or information
about a network slice served by each second
authentication module, an authentication mod-
ule with least load that serves the specified net-
work slice from the second authentication mod-
ules as the target authentication module.

The management apparatus according to claim 68,
wherein the selection unit comprises a first subunit
and a second subunit, wherein

thefirst subunitis configured to: receive the first serv-
ice request sent by the UE, and send an authentica-
tion module selection request to the second subunit,
wherein the authentication module selection request
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carries the authentication protocol information;

the second subunit is configured to: select the target
authentication module from the at least two authen-
tication modules based on the authentication proto-
col information, and send an identifier of the target
authentication module to the first subunit; and

the first subunit is further configured to send the sec-
ond service request to the target authentication mod-
ule corresponding to the identifier of the target au-
thentication module.

The management apparatus according to claim 79,
wherein the second subunitis specifically configured
to perform an implementation performed by the se-
lection unit according to any one of claims 69 to 78.

The management apparatus according to any one
of claims 68 to 77, wherein the selection unit com-
prises at least one of an authentication unit AU se-
lection function AUSF, an AU routing function AURF,
a slice selection function SSF, and mobility manage-
ment MM.

The management apparatus according to claim 79
or 80, wherein the first subunit is an AURF, and the
second subunit is an AUSF.

A cyber security management apparatus, compris-
ing:

areceiving unit, configured to receive a network
slice security policy delivered by a security policy
controller, wherein

the receiving unitis further configured to receive
aservice requestsent by an access network AN,
wherein the service request carries a security
capability of user equipment UE and an identifier
of a specified network slice to which the UE is
to be attached;

an execution unit, configured to: search, for a
specified security policy of the specified network
slice based on the identifier of the specified net-
work slice that is received by the receiving unit,
the network slice security policy delivered by the
security policy controller, and determine a secu-
rity configuration according to the specified se-
curity policy; and

a sending unit, configured to send a service re-
quest response to the AN, wherein the service
request response carries the security configu-
ration determined by the execution unit.

The management apparatus according to claim 83,
wherein the specified security policy comprises key
information and encryption algorithm information or
integrity protection algorithm information;

the service request further carries the security capa-
bility of the user equipment UE; and
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the execution unit is specifically configured to:

determine a key length specified in the specified
security policy of the specified network slice, and
generate a key corresponding to the key length;
select a target encryption algorithm or a target
integrity protection algorithm based on the se-
curity capability of the UE, a security capability
of the AN, and the encryption algorithm informa-
tion or the integrity protection algorithm informa-
tion comprised in the specified security policy;
and

generate the security configuration based on the
key and an identifier of the target encryption al-
gorithm or an identifier of the target integrity pro-
tection algorithm, and add the security configu-
ration to the second service request response.

The management apparatus according to claim 83,
wherein the specified security policy comprises key
information; and

the execution unit is specifically configured to:
determine a key length specified in the specified se-
curity policy of the specified network slice, generate
a key corresponding to the key length, generate the
security configuration based on the key and the iden-
tifier of the specified network slice, and add the se-
curity configuration to the second service request
response.

The management apparatus according to claim 83,
wherein the specified security policy comprises en-
cryption algorithm information or integrity protection
algorithm information;

the service request further carries the security capa-
bility of the user equipment UE; and

the execution unit is specifically configured to:

select a target encryption algorithm or a target
integrity protection algorithm based on the se-
curity capability of the UE, a security capability
of the AN, and the encryption algorithm informa-
tion or the integrity protection algorithm informa-
tion comprised in the specified security policy;
and

generate the security configuration based on an
identifier of the encryption algorithm or an iden-
tifier of the integrity protection algorithm, and
add the security configuration to the second
service request response.

The management apparatus according to any one
of claims 84 to 86, wherein the encryption algorithm
information comprised in the specified security policy
is an encryption algorithm selection priority, and the
integrity protection algorithm information is an integ-
rity protection algorithm selection priority;

the target encryption algorithm is an encryption al-
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gorithm with a highest selection priority in an encryp-
tion algorithm supported by both the UE and the AN;
and

the target integrity protection algorithm is an integrity
protection algorithm with a highest selection priority
in an integrity protection algorithm supported by both
the UE and the AN.

The management apparatus according to any one
of claims 83 to 87, wherein the execution unit com-
prises at least one of an authentication unit AU, a
front-end, and an access control agent ACA.

A cyber security management apparatus, compris-
ing:

a receiving unit, configured to receive a first
service request sent by user equipment UE,
wherein the first service request carries a secu-
rity capability of the UE and an identifier of a
specified network slice to which the UE is to be
attached;

a sending unit, configured to send a second
service request to an authentication module
based on the first service request received by
the receiving unit, wherein the second service
request carries the identifier of the specified net-
work slice to which the UE is to be attached, a
security capability of the AN, and the security
capability of the UE, wherein

the receiving unitis further configured to receive
a second service request response sent by the
authentication module, wherein the second
service request response carries a first security
configuration that is determined by the authen-
tication module based on the identifier of the
specified network slice, the security capability
of the AN, and the security capability of the UE;
and

aprocessing unit, configured to determine a sec-
ond security configuration based on the first se-
curity configuration received by the receiving
unit, wherein

the sending unit is further configured to send a
firstservice requestresponse to the UE, wherein
the first service request response carries the
second security configuration determined by the
processing unit.

The management apparatus according to claim 89,
wherein the first security configuration comprises a
key and an identifier of an encryption algorithm or
an identifier of an integrity protection algorithm; and
the processing unit is specifically configured to:

store the key, obtain the identifier of the encryption
algorithm or the identifier of the integrity protection
algorithm from the first security configuration, and
generate the second security configuration based on
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the identifier of the encryption algorithm or the iden-
tifier of the integrity protection algorithm.

91. A cyber security management apparatus, compris-

ing:

a receiving unit, configured to receive a first
service request sent by user equipment UE,
wherein the first service request carries a secu-
rity capability of the UE and an identifier of a
specified network slice to which the UE is to be
attached;

a sending unit, configured to send a second
service request to an authentication module
based on the first service request received by
the receiving unit, wherein the second service
request carries the identifier of the specified net-
work slice to which the UE is to be attached,
wherein

the receiving unit is further configured to receive
a second service request response sent by the
authentication module; and

aprocessing unit, configured to determine a sec-
ond security configuration based on the security
capability of the UE that is received by the re-
ceiving unit and a specified security policy cor-
responding to the identifier of the specified net-
work slice, wherein

the sending unit is further configured to send a
firstservice requestresponse tothe UE, wherein
the first service request response carries the
second security configuration determined by the
processing unit.

92. The management apparatus according to claim 91,

wherein the processing unit is specifically configured
to:

determine the specified security policy based on
the identifier of the specified network slice; and
select a target encryption algorithm or a target
integrity protection algorithm based on a secu-
rity capability of the AN, the security capability
of the UE, and the specified security policy, and
generate the second security configuration
based on an identifier of the target encryption
algorithm or an identifier of the target integrity
protection algorithm.

93. The management apparatus according to claim 92,

wherein encryption algorithm information comprised
in the specified security policy is an encryption algo-
rithm selection priority, and the integrity protection
algorithm information is an integrity protection algo-
rithm selection priority;

the target encryption algorithm is an encryption al-
gorithm with a highest selection priority in an encryp-
tion algorithm supported by both the UE and the AN;
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and

the target integrity protection algorithm is an integrity
protection algorithm with a highest selection priority
in an integrity protection algorithm supported by both
the UE and the AN.
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