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AUTOMATIC WIRELESS MODE SWITCHING

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims the benefit of and priority to United States Patent
Application No. 14/835,202 filed August 25, 2015. The entire disclosure of the above application
is incorporated herein by reference.

FIELD

[0002] The present disclosure generally relates to automatic wireless mode switching
in wireless communication devices and systems, and methods of automatic wireless mode
switching.

BACKGROUND

[0003]  This section provides background information related to the present disclosure
which is not necessarily prior art.

[0004] Many wireless enabled systems that switch modes do so based on a user
directly configuring wireless information. A device that defaults in access point (AP) mode may
expect the user to connect to the device via a wireless computer, smartphone, etc. The user
would then open a web page being served from a wireless enabled system or use a custom
application that connects to the system. The user would next enter details on how to connect the
device to a wireless network infrastructure (e.g., service set identifier (SSID), authentication
type, authentication credentials, efc.). Once that information is committed to the wireless enabled
system's memory, it would switch to client mode and attempt to connect to the wireless network
infrastructure that the user configured. If that fails, the device will typically revert back to AP
mode to allow for a new configuration to be entered. To attempt to connect to the wireless
network infrastructure again, the user would have to connect to the wireless enabled device and
tell it to attempt the client mode connection again or reboot the device. These devices typically
offer some kind of network service that a user would potentially want available to multiple
devices on the network.

SUMMARY
[0005] This section provides a general summary of the disclosure, and is not a

comprehensive disclosure of its full scope or all of its features
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[0006] Example embodiments of the present disclosure generally relate to automatic
wireless mode switching in wireless communication devices and systems, and methods of
automatic wireless mode switching. In one example embodiment, a wireless communication
device generally includes a wireless communication interface configured to transmit data to a
remote device via wireless communication and to receive data from the remote device via
wireless communication, and a controller configured to control a mode of operation of the
wireless communication device and to automatically switch the mode of operation of the
wireless communication device between at least a first mode of operation and a second mode of
operation. The first mode of operation is one of a client mode of operation, an access point mode
of operation, an ad hoc mode of operation, a dual mode operation and a tri-mode operation. The
second mode of operation is one of a dual mode operation and a tri-mode operation.

[0007] In another example embodiment, a wireless communication device generally
includes a wireless communication interface configured to transmit data to a remote device via
wireless communication and to receive data from the remote device via wireless communication,
and a controller configured to control a mode of operation of the wireless communication device
and to automatically switch the mode of operation of the wireless communication device
between at least a first mode of operation and a second mode of operation. The first mode of
operation is one of a client mode of operation, an access point mode of operation, an ad hoc
mode of operation, a dual mode operation and a tri-mode operation. The second mode of
operation is one of a client mode of operation, an access point mode of operation, an ad hoc
mode of operation, a dual mode operation and a tri-mode operation. The controller is configured
to switch the mode of operation of the wireless device based on at least one of an external
electrical input, an input from another device on a network the wireless communication interface
is configured to connect to, an input from a cloud based service, an input from another device
connected via a Bluetooth wireless connection, an input from a device connected via a wide area
network connection, a location of the wireless communication device, and a quality of service
and wireless performance of one or more networks the wireless communication interface is
configured to connect to.

[0008]  According to another example embodiment, a method of controlling operation
of a wireless communication device is disclosed. The wireless communication device includes a

wireless communication interface configured to transmit data to a remote device via wireless
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communication and to receive data from the remote device via wireless communication and a
controller configured to control a mode of operation of the wireless communication device. The
method includes automatically switching, by the controller, the mode of operation of the wireless
communication device between at least a first mode of operation and a second mode of
operation. The first mode of operation is one of a client mode of operation, an access point mode
of operation, an ad hoc mode of operation, a dual mode operation and a tri-mode operation. The
second mode of operation is one of a dual mode operation and a tri-mode operation.

[0009] Further areas of applicability will become apparent from the description
provided herein. The description and specific examples in this summary are intended for
purposes of illustration only and are not intended to limit the scope of the present disclosure.

DRAWINGS

[0010] The drawings described herein are for illustrative purposes only of selected
embodiments and not all possible implementations, and are not intended to limit the scope of the
present disclosure.

[0011]  FIG. 1 is a block diagram of an example system for automatic wireless mode
switching according to an aspect of the present disclosure;

[0012] FIG. 2 is a block diagram of the example wireless device of FIG. 1; and

[0013] FIG. 3 is an example table of automatic wireless mode switching
configurations.

DETAILED DESCRIPTION

[0014] Example embodiments will now be described more fully with reference to the
accompanying drawings.

[0015] The inventors herein have recognized that wireless and wirelessly enabled
devices typically operate in one mode of operation. These modes of operation include client
mode, access point (AP) mode, and ad hoc mode. Wireless and wirelessly enabled devices can
operate simultaneously in two of these three typical operating modes. For example, a wireless
device could operate in a dual client and access point mode, a dual client and ad hoc mode, or a
dual access point and ad hoc mode. Wireless and wirelessly enabled devices could also operate
in all three of the typical operating modes at once. For example, a wireless device could operate

in client, access point, and ad hoc tri-mode.



WO 2017/034681 PCT/US2016/041071

[0016] A wireless device may be operating in client mode when the device is
connecting to another wireless device that is running in access point mode. In client mode, the
wireless device may roam to other access points that are configured to be on the same network
infrastructure. The client wireless device can then send data to and receive data from the access
point that the client wireless device is currently connected to.

[0017] A wireless device may be operating in access point (AP) mode when the
wireless device is configured to accept connections from other wireless devices that are in client
mode. Those client mode devices could then send and receive data that may be destined for
services on the access point, or routed out to other network connect type devices connected to the
access point.

[0018]  Access points may be used in infrastructure type networks, but are not used in
ad hoc networks. Infrastructure networks are typically centrally controlled or managed to allow
many wireless devices to connect to the infrastructure network. These networks can contain one
or more APs that use the same network name, network authentication, and network
authentication credentials. Example infrastructure networks include home WiFi routers,
corporate WiFi work networks, mobile network service provider WiFi networks, efc.

[0019] A wireless device may operate in ad hoc mode when the device is configured
to connect to other wireless devices in an ad hoc mode. In the ad hoc mode, no wireless access
points are required to establish a wireless network. Each device is typically treated as an equal
and data packets are dynamically routed through the ad hoc network. Accordingly, in ad hoc
mode, any ad hoc wireless device can connect to any other ad hoc device. Ad hoc wireless mode
can be used to build wireless mesh networks.

[0020]  As described above, a wireless device may operate in more than one mode at a
time. For example, a wireless device may operate in dual client and access point mode when the
device is acting as a client and an AP simultaneously. In this mode, the device may appear to be
two different devices (e.g., one device that could service other clients with its AP mode and
another device that would be a client to connect to other APs, ezc.).

[0021]  As another example, a wireless device may operate in dual client and ad hoc
mode when the device is acting as a client and an ad hoc device simultaneously. In this mode, the
device may appear to be two different devices (e.g., one device that would be a client to connect

to APs and another device that could connect with ad hoc devices nearby, ezc.).
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[0022]  As a further example, a wireless device may operate in dual access point and
ad hoc mode when the device is acting as an access point and an ad hoc device simultaneously.
In this mode, the device could appear to be two different devices (e.g., one device that would be
an AP to accept connections from other client mode devices and another device that could
connect with ad hoc devices nearby, efc.).

[0023] A device could also operate in all three of the modes at once. A wireless
device may operate in tri-mode when the device is acting as an access point, client, and ad hoc
device simultaneously. In this mode, the device could appear to be three different wireless
devices (e.g., one device that could be an AP to accept connections from other client mode
devices, another device that would be a client to connect to other APs, and an ad hoc device to
connect with other ad hoc devices, efc.).

[0024] A wireless enabled device could operate the dual and/or tri-modes as separate
physical wireless interfaces (e.g. two separate physical interfaces in dual mode, three separate
physical interfaces in tri-mode, efc.). In some embodiments, the wireless enabled device could
operate each mode as a virtual device running on one physical wireless interface.

[0025] FIG. 1 illustrates an example system 100 for automatic wireless mode
switching. The example system 100 includes a wireless communication device 102. The wireless
communication device may be configured to create a wireless connection in a client mode with
network access point 104, network access point 106, efc. The wireless communication device
102 may be configured to operate in an AP mode and receive wireless connections from client
devices (e.g., wireless device 108, wireless device 110, efc.). The wireless communication device
102 may also be configured to operate in an ad hoc mode (not shown in FIG. 1).

[0026]  As described above, the wireless communication device 102 may operate in a
dual mode in which the wireless communication device 102 simultaneously operates in two
different modes. For example, the wireless communication device 102 could operate in a client
mode to connect to network access point 104, while simultaneously operating in an AP mode to
receive a wireless connection from client wireless device 108. The wireless communication
device 102 could also operate in a tri-mode (not shown in FIG. 1).

[0027] FIG. 2 illustrates a block diagram of the example wireless communication
device 102. The wireless communication device 102 includes a wireless communication

interface 112. The wireless communication interface 112 may be any suitable interface capable
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of transmitting and/or receiving data via a wireless network. The wireless communication
interface 112 may be configured to transmit data to a remote device via wireless communication
and to receive data from the remote device via wireless communication.

[0028] The wireless communication device 102 may include a controller 114. The
controller 114 may include a processor 116 and memory 118. The processor 116 may be any
suitable processor capable of executing computer executable instructions (e.g., a microprocessor,
microcontroller, efc.). The memory 118 may be any suitable memory capable of storing
computer executable instructions.

[0029] The controller 114 may be configured to control a mode of operation of the
wireless communication device and to automatically switch the mode of operation of the
wireless communication device. For example, the controller may switch the mode of operation
between a client mode of operation, an access point mode of operation, an ad hoc mode of
operation, a dual mode of operation, a tri-mode operation, efc.

[0030] The controller 114 may be configured to switch the mode of operation
automatically based on any suitable criteria. For example, the controller 114 may switch the
mode of operation based on an external electrical input, input from another device on a network
the wireless communication device 102 is connected to, an input from a cloud based service, an
input from another device connected via a Bluetooth wireless connection, an input from a device
connected via a wide area network connection, a location of the wireless communication device
102, a quality of service and wireless performance of a wireless network, etc.

[0031] The controller 114 may be configured to establish a connection to a wireless
network via a simultaneous client and/or ad hoc mode while also acting as an access point to a
user device. The controller 114 may be configured to join a pre-existing wireless network by
configuring the wireless communication device 102 to have a same network identification,
authentication type, and authentication credentials as the pre-existing wireless network. The
controller 114 may be configured to facilitate another device to roam by reducing a transmit
power of the wireless communication device interface 112.

[0032] The controller 114 may be configured to perform the automatic wireless
switching and/or any other methods descried herein using any suitable software and/or hardware
techniques. For example, the controller 114 may be configured by storing and executing

computer executable instructions, implementing logic circuitry, efc.
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[0033] Example embodiments described herein allow for a wireless device to scan
and detect APs. The wireless device may change states between the single mode operations and
the dual mode and tri-mode operations. A wireless enabled system may establish connections to
other wireless networks via a simultaneous client and/or ad hoc mode while still acting as an AP
to user devices.

[0034] When a wireless enabled system is switching to a mode that supports AP
mode, the wireless enabled system may effectively become a part of a pre-existing wireless
network. The AP mode on the wireless enabled system could configure itself to have the same
network ID, authentication type, and authentication credentials as another existing network.
Accordingly, user devices could roam between the mode switching wireless enabled system and
another more permanent infrastructure network. The wireless device may be able to facilitate a
user device to roam to the permanent infrastructure by slowly lowering the transmit power of the
wirelessly enabled device. For example, once the transmit power of the wirelessly enabled
device is lowered below a threshold, another device coupled to the wirelessly enabled device
may roam to a different access point having a stronger signal.

[0035] When a wireless enabled system is near a user configured network, it may
allow user devices connected to the wireless enabled system to access resources only available
on that user configured network.

[0036] Example embodiments described herein may allow for inputs from other
electrical and computer systems. These inputs may be used in the mode switching logic of the
wireless device. Example external inputs could include OBD (on-board diagnostics) data from a
vehicle’s CAN (controller area network) bus, GPIO (general-purpose input/output) from another
computer system that is electrically wired to the wireless enabled system, efc. For example, the
OBD data inputs may be used to determine when to switch the mode of operation of the wireless
device.

[0037] As another example, the automatic switching of the wireless device may be
based on input from a device on a network the wireless enabled system is designed to connect to,
from a cloud based service on the Internet, from a dual mode or tri-mode connection ad hoc or
client connect, efc. Any of these example devices/services could provide input to the wireless

device to determine when the wireless device will switch modes of operation.
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[0038] The wireless device could switch modes of operation based on input from
another wireless networking type (e.g., Bluetooth, Bluetooth low energy (BLE), efc.). For
example, a Bluetooth device could be connected to the wireless device and provide input over
the Bluetooth connection to determine when the wireless device should switch modes of
operation.

[0039] The wireless device could switch modes of operation based on input from a
device connected to the Internet via a wide area network connection (e.g., a cellular modem
connected to the wireless enabled system, efc.). For example, a cellular modem could provide
input to the wireless device to determine when the wireless device should switch modes of
operation.

[0040] As another example, the wireless device could switch modes of operation
based on a location of the wireless device (e.g., from cellular network triangulation, a GPS
device connected to the wireless enabled system, efc.). The wireless device could switch modes
of operation when the wireless device crosses a geographical boundary, efc.

[0041] The wireless device could switch modes of operation based on quality of
service, wireless performance for each wireless connection on the wireless enabled system, efc.

[0042] A device with wireless functionality could start out in one mode and switch to
another based on different circumstances. For example, a wireless-enabled vehicle may have an
embedded wireless device that can operate in two or more modes. Examples of switching
between different operating modes are illustrated in FIG. 3, and described below.

[0043] A wireless device may automatically switch from a client mode to an AP
mode when a preferred SSID is detected or is no longer detected, when a location change is
detected via a sensor or GPS, when a BLE beacon is detected or no longer detected, after a
trigger from other sensors and signals, ezc. When enabling the AP mode, the wireless device
could configure itself to have the same network configuration as a preferred SSID, or create a
new SSID and configuration. The new AP mode may allow other wireless clients to connect to
the wireless device. As an example, the switching may enable/disable a wireless wide area
network (WWAN) device to connect to a WWAN. This could allow a bridge from connected
clients to a WWAN device. The switching of modes could enable/disable a Bluetooth device.
This could allow the bridging of Bluetooth or BLE data to connected clients.
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[0044] A wireless device may automatically switch from an AP mode to a client
mode when a preferred SSID is detected or no longer detected, when a location change is
detected via a sensor or GPS, when a BLE beacon is detected or no longer detected, when a
trigger is received from other sensors and signals, when a lack of connected clients is detected,
etc. When enabling client mode, the wireless device could connect to a preferred SSID. The
wireless device could initiate a slow reduction of the transmit power to assist in a smooth roam
to a home network for other client devices connected to the wireless device. For example, a
home network could be a network that the users of the wireless enabled device will eventually
want to roam onto with their user devices. This could be a home WiFi router, a corporate WiFi
network, a mobile service providers WiFi network, other trusted infrastructure type networks,
etc. Previously connected client devices could roam to a new network and the wireless device
could communicate with these other devices and services on the home network. The new client
mode may enable/disable a WWAN device to connect to a WWAN. This could allow a bridge
from the connected AP to a WWAN device. The new client mode may enable/disable a
Bluetooth device. This could allow the bridging of Bluetooth or BLE data to the connected AP.

[0045] The wireless device could automatically switch from a client mode to an ad-
hoc mode when a preferred SSID is detected or no longer detected, when a location change is
detected via sensor or GPS, when a BLE beacon is detected or no longer detected, when a trigger
is detected from other sensors and signals, efc. For a vehicle application, switching to ad-hoc
mode could allow vehicle to vehicle communications to take place via a dedicated short-range
communications (DSRC) stack. The new ad-hoc mode could try to connect to a mesh network or
other ad hoc devices when not near a reliable home network. The new ad-hoc mode may
enable/disable a WWAN device to connect to a WWAN, which may allow a bridge from the ad-
hoc network to a WWAN device. The new ad-hoc mode could enable/disable a Bluetooth device,
which may allow the bridging of Bluetooth or BLE data to the connected ad-hoc network.

[0046] The wireless device could automatically switch from an ad-hoc mode to a
client mode when a preferred SSID is detected or no longer detected, when a location change is
detected via sensor or GPS, when a BLE beacon is detected or no longer detected, when a trigger
is received from other sensors and signals, efc. When enabling the client mode, the wireless
device may connect to a preferred SSID. The new client mode could connect back to a reliable

home network when back in range of that network. The new client mode could enable/disable a
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WWAN device to connect to a WWAN, which may allow a bridge from the connected home
network to a WWAN device. The new client mode could enable/disable a Bluetooth device,
which may allow the bridging of Bluetooth or BLE data to the connected home network.

[0047] The wireless device may automatically switch from a client mode to a dual
mode client and AP when a preferred SSID is detected or no longer detected, when a location
change is detected via sensor or GPS, when a BLE beacon is detected or no longer detected,
when a trigger is received from other sensors and signals, efc. When enabling AP, the wireless
device could configure itself to have the same network configuration as a preferred SSID, or
create a new SSID and configuration. The new dual mode client and AP may allow other
wireless clients to connect to the wireless device. This could allow a bridge from connected
clients to the connected AP. The new dual mode client and AP could enable/disable a WWAN
device to connect to a WWAN, which could allow a bridge from the connected AP and/or the
connected clients to a WWAN device. A device could failover to WWAN after going out of
range of a client connected WLAN. The new dual mode client and AP could enable/disable a
Bluetooth device, which could allow the bridging of Bluetooth or BLE data to the connected AP
and/or to connected clients.

[0048] The wireless device could automatically switch from a dual mode client and
AP to a client mode when a preferred SSID is detected or no longer detected, when a location
change is detected via sensor or GPS, when a BLE beacon is detected or no longer detected,
when a trigger is received from other sensors and signals, when a lack of connect clients is
detected, efc. A slow reduction of the transmit power could assist in a smooth roam to the home
network for connected client devices. After client devices have roamed to a preferred SSID, then
the wireless device could switch to only the client mode to maximize bandwidth to the preferred
SSID network. The new client mode could enable/disable a WWAN device to connect to a
WWAN, which may allow a bridge from the connected AP to a WWAN device. The new client
mode could enable/disable a Bluetooth device, which may allow the bridging of Bluetooth or
BLE data to the connected AP.

[0049] The wireless device could automatically switch from a client mode to a dual
mode ad-hoc and client when a preferred SSID is detected or no longer detected, when a location
change is detected via sensor or GPS, when a BLE beacon is detected or no longer detected,

when a trigger is received from other sensors and/or signals, efc. For a vehicle application,
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switching to dual mode ad-hoc and client could allow vehicle to vehicle communications to take
place. The new dual mode ad-hoc and client could attempt to connect to a mesh network or other
ad hoc devices when not on a home network. The new mode could bridge an ad-hoc network to a
client network. The new mode could enable/disable a WWAN device to connect to a WWAN,
which could allow a bridge from the ad-hoc network and/or connected AP to a WWAN device.
The new mode could enable/disable a Bluetooth device, which could allow the bridging of
Bluetooth or BLE data to the connected AP and/or to the ad-hoc network.

[0050] The wireless device may automatically switch from a dual mode ad-hoc and
client mode to a client mode when a preferred SSID is detected or no longer detected, when a
location change is detected via a sensor and/or GPS, when a BLE beacon is detected or no longer
detected, when a trigger is received from other sensors and signals, when a lack of other ad-hoc
devices is detected, when a lack of connected clients is detected, etc. For a vehicle application,
switching to client mode could happen after the vehicle is turned off and no longer moving. The
wireless device may switch to only client mode to maximize bandwidth to a preferred SSID
network. The new client mode may enable/disable a WWAN device to connect to a WWAN,
which could allow a bridge from the connected AP to a WWAN device. The new client mode
could enable/disable a Bluetooth device, which could allow the bridging of Bluetooth or BLE
data to the connected AP.

[0051] The wireless device could automatically switch from a client mode to a dual
mode AP and ad-hoc when a preferred SSID is detected or no longer detected, when a location
change is detected via sensor or GPS, when a BLE beacon is detected or no longer detected,
when a trigger is received from other sensors and/or signals, efc. For a vehicle application,
switching to dual mode AP and ad-hoc could allow vehicle to vehicle communications to take
place. In addition, the new mode may allow clients to connect to vehicle systems. The new dual
mode AP and ad-hoc could attempt to connect to a mesh network or other ad hoc devices when
not on a home network, allow other wireless clients to connect to the wireless device, could
bridge an ad-hoc network to connected clients, etc. The new mode could enable/disable a
WWAN device to connect to a WWAN, which could allow a bridge from the ad-hoc network
and/or connected clients to a WWAN device. The new mode could enable/disable a Bluetooth
device, which could allow the bridging of Bluetooth or BLE data to the connected clients and/or

to the ad-hoc network.
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[0052] The wireless device could automatically switch from a dual mode AP and ad-
hoc to a client mode when a preferred SSID is detected or no longer detected, when a location
change is detected via sensor or GPS, when a BLE beacon is detected or no longer detected,
when a trigger is received from other sensors and/or signals, when a lack of other ad-hoc devices
is detected, when a lack of connected clients is detected, efc. For a vehicle application, switching
to client mode could happen after the vehicle is turned off and no longer moving. Previously
connected client devices could roam to a new network and the wireless device could update a
service on the home network. The new client mode may enable/disable a WWAN device to
connect to a WWAN, which could allow a bridge from the connected home network to a
WWAN device. The new client mode could enable/disable a Bluetooth device, which could
allow the bridging of Bluetooth or BLE data to the connected home network.

[0053] The wireless device could automatically switch from a client mode to a tri-
mode when a preferred SSID is detected or no longer detected, when a location change is
detected via sensor or GPS, when a BLE beacon dis detected or no longer detected, when a
trigger is received from other sensors and/or signals, efc. For a vehicle application, switching to
tri-mode could allow vehicle to vehicle communications to take place. In addition, the new tri-
mode could allow clients to connect to vehicle systems. WWAN access could be provided in the
new tri-mode. The new tri-mode could also attempt to connect to a mesh network or other ad hoc
devices when not on a home or corporate network, allow other wireless clients to connect to the
wireless device, could bridge an ad-hoc network to connected clients and/or a connected AP,
could bridge a connected AP to connected clients and/or an ad-hoc network, could remain
connected to or attempt to connect to configured SSIDs, efc. The new tri-mode could
enable/disable a WWAN device to connect to a WWAN, which could allow a bridge from the
ad-hoc network and/or connected clients and/or the connected AP to a WWAN device. The new
tri-mode could enable/disable a Bluetooth device, which could allow the bridging of Bluetooth or
BLE data to the connected clients and/or connected AP and/or to the ad-hoc network.

[0054] The wireless mode could automatically switch from a tri-mode to a client
mode when a preferred SSID is detected or no longer detected, when a location change is
detected via sensor or GPS, when a BLE beacon is detected or no longer detected, when a trigger
is received or no longer received, when a lack of other ad-hoc devices is detected, when a lack of

connected clients is detected, efc. For a vehicle application, switching to client mode could
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happen after the vehicle is turned off and no longer moving. The wireless device may switch to
only client mode to maximize bandwidth to a preferred SSID network. Previously connected
clients could roam to a new network and the wireless device could update a service on the
network. The new client mode could enable/disable a WWAN device to connect to a WWAN,
which could allow a bridge from the connected AP to a WWAN device. The new client mode
could enable/disable a Bluetooth device, which could allow the bridging of Bluetooth or BLE
data to the connected home network.

[0055]  Other examples of automatic mode switching of the wireless device include,
but are not limited to, AP mode to dual mode client and AP, dual mode client and AP to AP
mode, AP mode to ad-hoc mode, ad-hoc mode to AP mode, AP mode to dual mode ad-hoc and
client, dual mode ad-hoc and client to AP mode, AP mode to dual mode AP and ad-hoc, dual
mode AP and ad-hoc to AP mode, AP mode to tri-mode, tri-mode to AP mode, ad-hoc mode to
dual mode client and AP mode, dual mode client and AP to ad-hoc mode, ad-hoc mode to dual
mode ad-hoc and client, dual mode ad-hoc and client to ad-hoc mode, ad-hoc mode to dual mode
AP and ad-hoc mode, dual mode AP and ad-hoc to ad-hoc mode, ad-hoc mode to tri-mode, tri-
mode to ad-hoc mode, dual mode client and AP to dual mode ad-hoc and client, dual mode ad-
hoc and client to dual mode client and AP, dual mode client and AP to dual mode AP and ad-
hoc, dual mode AP and ad-hoc to dual mode client and AP, dual mode client and AP to tri-mode,
tri-Mode to dual mode client and AP, dual mode ad-hoc and client to dual mode AP and ad-hoc,
dual mode AP and ad-hoc to dual mode ad-hoc and client, dual mode ad-hoc and client to tri-
mode, and tri-mode to dual mode ad-hoc and client.

[0056] When a new mode is triggered, a bridge between two interfaces could be
enabled or disabled. All enabled modes could bridge traffic between the interfaces of each
enabled mode. This bridge could be a layer 2 bridge, a layer 3 network address translation
bridge, other type of bridge, efc.

[0057] When a new mode is triggered, a wireless wide area network (WWAN)
interface could be enabled or disabled. Traffic in all modes could also be bridged with an
enabled WWAN device. This bridge could be a layer 2 bridge, a layer 3 network address
translation bridge, other type of bridge, efc.

[0058] When a new mode is triggered, a Bluetooth device could be enabled or

disabled. Traffic in all modes could also be bridged with an enabled Bluetooth device. This may
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include bridging any type of Bluetooth traffic to an interface of any of the enabled modes. In
addition, bridging between an enabled WW AN device and a Bluetooth device is possible.

[0059] When a new mode is triggered and a bridge needs to be switched from one set
of interfaces to another, traffic can automatically be sent over the new bridged interfaces. As an
example, a wireless device may automatically switch from a dual client and AP mode to an AP
mode and enable a WWAN device. In this example, traffic could originally be transmitted over a
bridge between the traffic coming in on the interface of the AP mode and the going out on the
interface of the client mode, and vice versa. When the new AP only mode is triggered and the
WWAN device is enabled, traffic would be bridged from the interface of the AP mode to the
interface of the WWAN device.

[0060] An example application of automatic wireless mode switching is a vehicle
having one physical WiFi adapter with up to two virtual interfaces, a LTE modem (e.g., the
WWAN device, efc.), and a Bluetooth adapter having the ability to read BLE beacons and allow
other Bluetooth devices to connect to it.

[0061] When the vehicle is parked in a garage and the ignition is off, the vehicle
would have client mode enabled on the WiFi adapter, the Bluetooth adapter would be enabled,
and the LTE modem would be disabled. In the client mode, the vehicle could update a home
automation system with vital statistics (e.g., when the vehicle was driven during the day, whether
to prompt the vehicle owner that an oil change is needed, etc.). The Bluetooth adapter could be
used to determine if the driver is near the vehicle or not. As the driver nears the vehicle, the
Bluetooth adapter could detect the driver approaching using Bluetooth scans or BLE beacons
from the driver’s smartphone. This could trigger the WiFi adapter to enable AP mode on its other
virtual interface. The WiFi adapter would then be in dual mode client and AP. Enabling dual
mode client and AP could also be done when a driver sits in the vehicle and turns the ignition on.
The AP mode on the second virtual interface could configure itself to appear as the driver’s
home network (e.g., have the same network configuration as the driver’s home network, efc.).
This would allow the smartphone to roam to the vehicle’s WiFi network without having
interruptions. The AP mode’s interface could be bridged with the client mode’s interface that is
connected to the home network. Therefore, when the smartphone has roamed to the vehicle, the

smartphone can still access internet services and other devices on the home network. Because the
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Bluetooth adapter is enabled, the user’s smartphone could connect to it as well to access services
in the vehicle.

[0062] Once the driver starts pulling the car out of the garage, the client mode’s
interface could detect a weakened WiFi signal. It could use this weakened signal detection
combined with information about weakening BLE beacons from the home, detection of motion
via GPS signal, efc. to determine the vehicle is leaving the home. This information can be used to
enable the LTE modem and set up a bridge between the AP mode’s interface and the LTE
modem’s interface. This may allow for routing internet traffic from the driver’s smartphone that
is connected to the AP mode’s interface, so that the driver’s smartphone never loses internet
connectivity. A connection like a VPN connection to the driver’s home network could also be
established to maintain a connection to devices on the home network. This may not impede the
driver’s smartphone from interacting with the vehicle over WiFi. That traffic can still be routed
to the car.

[0063] Once the smartphone’s traffic is routed over the LTE modem, this may trigger
a switch from dual mode client and AP to dual AP and ad-hoc mode. The client mode virtual
interface could switch to ad-hoc mode. In ad-hoc mode, a DSRC stack could be enabled to
provide for vehicle-to-vehicle communications. This may allow for safety applications and other
uses.

[0064] The vehicle approaching the driver’s home could be detected via detection of
the driver’s home WiFi network via WiFi scan, BLE beacons, GPS location, efc. This could
trigger a switch back from dual mode AP and ad-hoc to dual mode client and AP. The client
mode could connect to the home network and switch the bridge from the LTE modem to the
client mode’s interface. This could trigger the LTE modem to disconnect and be disabled. Once
the vehicle has stopped and the ignition is turned off near the home, this could trigger a switch
from dual mode client and AP to just client mode. If this was done with two physical WiFi
interfaces instead of two virtual, the AP mode could slowly reduce transmit power and allow the
driver’s smartphone to roam to the home network. In the case of one physical interface working
as two virtual interfaces, the AP mode would deauthenticate the driver’s smartphone and force it
to roam to the home network. In client only mode, the vehicle could once again interact with the

home network and devices on it.
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[0065] According to another example embodiment, a method of controlling a
wireless communication device includes automatically switching the mode of operation of the
wireless communication device between at least a first mode of operation and a second mode of
operation. The first mode of operation is one of a client mode of operation, an access point mode
of operation, an ad hoc mode of operation, a dual mode operation and a tri-mode operation. The
second mode of operation is one of a dual mode operation and a tri-mode operation.

[0066] Automatically switching the mode of operation may include switching the
mode of operation based on at least one of an external electrical input, an input from another
device on a network the wireless communication interface is configured to connect to, an input
from a cloud based service, an input from another device connected via a Bluetooth wireless
connection, an input from a device connected via a wide area network connection, a location of
the wireless communication device, a quality of service and wireless performance of one or more
networks the wireless communication interface is configured to connect to, etc.

[0067] Example embodiments are provided so that this disclosure will be thorough,
and will fully convey the scope to those who are skilled in the art. Numerous specific details are
set forth such as examples of specific components, devices, and methods, to provide a thorough
understanding of embodiments of the present disclosure. It will be apparent to those skilled in the
art that specific details need not be employed, that example embodiments may be embodied in
many different forms, and that neither should be construed to limit the scope of the disclosure. In
some example embodiments, well-known processes, well-known device structures, and well-
known technologies are not described in detail. In addition, advantages and improvements that
may be achieved with one or more exemplary embodiments of the present disclosure are
provided for purpose of illustration only and do not limit the scope of the present disclosure, as
exemplary embodiments disclosed herein may provide all or none of the above mentioned
advantages and improvements and still fall within the scope of the present disclosure.

[0068]  Specific dimensions, specific materials, and/or specific shapes disclosed
herein are example in nature and do not limit the scope of the present disclosure. The disclosure
herein of particular values and particular ranges of values for given parameters are not exclusive
of other values and ranges of values that may be useful in one or more of the examples disclosed
herein. Moreover, it is envisioned that any two particular values for a specific parameter stated

herein may define the endpoints of a range of values that may be suitable for the given parameter
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(i.e., the disclosure of a first value and a second value for a given parameter can be interpreted as
disclosing that any value between the first and second values could also be employed for the
given parameter). For example, if Parameter X is exemplified herein to have value A and also
exemplified to have value Z, it is envisioned that parameter X may have a range of values from
about A to about Z. Similarly, it is envisioned that disclosure of two or more ranges of values for
a parameter (whether such ranges are nested, overlapping or distinct) subsume all possible
combination of ranges for the value that might be claimed using endpoints of the disclosed
ranges. For example, if parameter X is exemplified herein to have values in the range of 1 — 10,
or 2 -9, or 3-8, it is also envisioned that Parameter X may have other ranges of values
including1-9,1-8,1-3,1-2,2-10,2-8,2-3,3-10,and 3 -9.

[0069] The terminology used herein is for the purpose of describing particular
example embodiments only and is not intended to be limiting. As used herein, the singular forms

[P L T3 ”

a,” “an,” and “the” may be intended to include the plural forms as well, unless the context

EEINT3 99 <l

clearly indicates otherwise. The terms “comprises,” “comprising,” “including,” and “having,” are
inclusive and therefore specify the presence of stated features, integers, steps, operations,
elements, and/or components, but do not preclude the presence or addition of one or more other
features, integers, steps, operations, elements, components, and/or groups thereof. The method
steps, processes, and operations described herein are not to be construed as necessarily requiring
their performance in the particular order discussed or illustrated, unless specifically identified as
an order of performance. It is also to be understood that additional or alternative steps may be
employed.

G

[0070] When an element or layer is referred to as being “on,” “engaged to,”
“connected to,” or “coupled to” another element or layer, it may be directly on, engaged,
connected or coupled to the other element or layer, or intervening elements or layers may be
present. In contrast, when an element is referred to as being “directly on,” “directly engaged to,”
“directly connected to,” or “directly coupled to” another element or layer, there may be no
intervening elements or layers present. Other words used to describe the relationship between
elements should be interpreted in a like fashion (e.g., “between” versus “directly between,”

“adjacent” versus “directly adjacent,” efc.). As used herein, the term “and/or” includes any and

all combinations of one or more of the associated listed items.
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[0071]  The term “about” when applied to values indicates that the calculation or the
measurement allows some slight imprecision in the value (with some approach to exactness in
the value; approximately or reasonably close to the value; nearly). If, for some reason, the
imprecision provided by “about” is not otherwise understood in the art with this ordinary
meaning, then “about” as used herein indicates at least variations that may arise from ordinary

PR RT3

methods of measuring or using such parameters. For example, the terms “generally,” “about,”
and “substantially,” may be used herein to mean within manufacturing tolerances. Whether or
not modified by the term “about,” the claims include equivalents to the quantities.

[0072]  Although the terms first, second, third, efc. may be used herein to describe
various elements, components, regions, layers and/or sections, these elements, components,
regions, layers and/or sections should not be limited by these terms. These terms may be only
used to distinguish one element, component, region, layer or section from another region, layer

9

or section. Terms such as “first,” “second,” and other numerical terms when used herein do not
imply a sequence or order unless clearly indicated by the context. Thus, a first element,
component, region, layer or section could be termed a second element, component, region, layer
or section without departing from the teachings of the example embodiments.

[0073]  Spatially relative terms, such as “inner,” “outer,” “beneath,” “below,”

PR RT3 <k

“lower,” “above,” “upper” and the like, may be used herein for ease of description to describe
one element or feature’s relationship to another element(s) or feature(s) as illustrated in the
figures. Spatially relative terms may be intended to encompass different orientations of the
device in use or operation in addition to the orientation depicted in the figures. For example, if
the device in the figures is turned over, elements described as “below” or “beneath” other
elements or features would then be oriented “above” the other elements or features. Thus, the
example term “below” can encompass both an orientation of above and below. The device may
be otherwise oriented (rotated 90 degrees or at other orientations) and the spatially relative
descriptors used herein interpreted accordingly.

[0074] The foregoing description of the embodiments has been provided for purposes
of illustration and description. It is not intended to be exhaustive or to limit the disclosure.
Individual elements, intended or stated uses, or features of a particular embodiment are generally

not limited to that particular embodiment, but, where applicable, are interchangeable and can be

used in a selected embodiment, even if not specifically shown or described. The same may also
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be varied in many ways. Such variations are not to be regarded as a departure from the
disclosure, and all such modifications are intended to be included within the scope of the

disclosure.
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CLAIMS

What is claimed is:

1. A wireless communication device comprising:

a wireless communication interface configured to transmit data to a remote device via
wireless communication and to receive data from the remote device via wireless communication;
and

a controller configured to control a mode of operation of the wireless communication
device and to automatically switch the mode of operation of the wireless communication device
between at least a first mode of operation and a second mode of operation;

wherein the first mode of operation is one of a client mode of operation, an access point
mode of operation, an ad hoc mode of operation, a dual mode operation, and a tri-mode
operation; and

wherein the second mode of operation is one of a dual mode operation and a tri-mode
operation.

2. The wireless communication device of claim 1, wherein the controller is
configured to switch the mode of operation of the wireless device based on at least one of an
external electrical input, an input from another device on a network the wireless communication
interface is configured to connect to, an input from a cloud based service, an input from another
device connected via a Bluetooth wireless connection, an input from a device connected via a
wide area network connection, a location of the wireless communication device, and a quality of
service and wireless performance of one or more networks the wireless communication interface
is configured to connect to.

3. The wireless communication device of claim 1, wherein the wireless
communication interface is configured to establish a connection to a wireless network via a
simultaneous client and/or ad hoc mode while also acting as an access point to a user device.

4. The wireless communication device of claim 1, wherein the controller is
configured to join a pre-existing wireless network by configuring the wireless communication
interface to have a same network identification, authentication type, and authentication

credentials as the pre-existing wireless network.
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5. The wireless communication device of claim 1, wherein the controller is
configured to facilitate another device to roam between a wireless connection to the wireless
communication device and a wireless connection to an infrastructure network.

6. The wireless communication device of claim 5, wherein the controller is
configured to facilitate another device to roam by reducing a transmit power of the wireless
communication interface.

7. The wireless communication device of claim 1, wherein the controller is
configured to switch the mode of operation between at least three modes of operation.

8. The wireless communication device of claim 7, wherein the controller is
configured to switch the mode of operation between at least four modes of operation.

9. The wireless communication device of claim 8, wherein the controller is
configured to switch the mode of operation between at least five modes of operation.

10. A vehicle including an embedded wireless communication device of any one of
claims 1 to 9.

11. A wireless communication device comprising:

a wireless communication interface configured to transmit data to a remote device via
wireless communication and to receive data from the remote device via wireless communication;
and

a controller configured to control a mode of operation of the wireless communication
device and to automatically switch the mode of operation of the wireless communication device
between at least a first mode of operation and a second mode of operation;

wherein the first mode of operation is one of a client mode of operation, an access point
mode of operation, an ad hoc mode of operation, a dual mode operation, and a tri-mode
operation; and

wherein the second mode of operation is one of a client mode of operation, an access
point mode of operation, an ad hoc mode of operation, a dual mode operation, and a tri-mode
operation; and

wherein the controller is configured to switch the mode of operation of the wireless
device based on at least one of an external electrical input, an input from another device on a
network the wireless communication interface is configured to connect to, an input from a cloud

based service, an input from another device connected via a Bluetooth wireless connection, an
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input from a device connected via a wide area network connection, a location of the wireless
communication device, and a quality of service and wireless performance of one or more
networks the wireless communication interface is configured to connect to.

12. The wireless communication device of claim 11, wherein the controller is
configured to switch the mode of operation based on an external electrical input.

13. The wireless communication device of claim 12, wherein the external electrical
input is on-board diagnostics data from a vehicle controller area network bus and/or general-
purpose input/output data from another device electrically wired to the wireless communication
device.

14. The wireless communication device of claim 11, wherein the controller is
configured to switch the mode of operation based on an input from another device on the
network the wireless communication interface is configured to connect to and/or a cloud based
service.

15. The wireless communication device of claim 11, wherein the controller is
configured to switch the mode of operation based on an input from another device connected to
the wireless communication device via a Bluetooth wireless connection and/or a Bluetooth low
energy connection.

16. The wireless communication device of claim 11, wherein the controller is
configured to switch the mode of operation based on input from a cellular modem connected to
the wireless communication device.

17. The wireless communication device of claim 11, wherein the controller is
configured to switch the mode of operation based on the location of the wireless communication
device as determined via cellular network triangulation and/or a global positioning system
device.

18. The wireless communication device of claim 11, wherein the controller is
configured to switch the mode of operation based on a quality of service and wireless
performance of each network the wireless communication interface is configured to connect to.

19. A method of controlling operation of a wireless communication device, the
wireless communication device having a wireless communication interface configured to

transmit data to a remote device via wireless communication and to receive data from the remote
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device via wireless communication and a controller configured to control a mode of operation of
the wireless communication device, the method comprising:

automatically switching, by the controller, the mode of operation of the wireless
communication device between at least a first mode of operation and a second mode of
operation;

wherein the first mode of operation is one of a client mode of operation, an access point
mode of operation, an ad hoc mode of operation, a dual mode operation, and a tri-mode
operation; and

wherein the second mode of operation is one of a dual mode operation and a tri-mode
operation.

20. The method of claim 19, wherein automatically switching the mode of operation
includes switching the mode of operation based on at least one of an external electrical input, an
input from another device on a network the wireless communication interface is configured to
connect to, an input from a cloud based service, an input from another device connected via a
Bluetooth wireless connection, an input from a device connected via a wide area network
connection, a location of the wireless communication device, and a quality of service and
wireless performance of one or more networks the wireless communication interface is

configured to connect to.
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