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(57) Terminal certification means of a communica-
tion terminal manages a content and certification infor-
mation on the content in association with each other. Up-
on access to a server associated with the execution of
the content, request means sends the server a request

ACCESS CONTROL SYSTEM, COMMUNICATION TERMINAL, SERVER, AND ACCESS

including certification information associated with the
content. In response to the request from the communi-
cation terminal, the server uses server certification
means to certify the request. Access control means per-
forms access control based on policy information stored
in policy information storage means.
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Description
Technical Field

[0001] The presentinvention relates to an access con-
trol system, a communication terminal, a server, and an
access control method, and particularly to an access con-
trol system, a communication terminal, a server, and an
access control method capable of being applied to pro-
viding services through a communication network.

Background Art

[0002] Many web services are provided through the
Internet. A server (web server) provides a service in re-
sponse to a request from a client terminal. Specifically,
for example, services provided include information pro-
viding services through websites, providing web applica-
tions (application programs), and providing other kinds
of information. Some of web servers are configured to
change display layouts or decide on whether to provide
services on a per client-terminal basis.

[0003] Auseragent(UA)giventoanHTTP (HyperText
Transfer Protocol) request header is often used as client
terminal determination means.

[0004] A web server can refer to the UA to determine
a client terminal. Specifically, the type of a web browser
program being used (hereinafter, simply called a web
browser or a browser as well) or the model name of a
client terminal can be identified. However, for example,
it cannot determine which application is to run on a web
browser like a web application.

[0005] Therefore, the web server cannot make deter-
minations on whether to provide a service to trusted ap-
plications and not to provide the service to the others. To
enable such determinations, it is required a mechanism
for notifying a web server of the feature of a calling ap-
plication from a client terminal when the application run-
ning on the client terminal accesses the web server, i.e.,
for example, when the clientterminal makes a connection
request to the web server through the Internet under the
control of an application program installed thereon. Note
that the feature of an application means, for example, an
origin of the application (specifically, for example, a cre-
ator of the application or an authority that has certified
the creator).

[0006] The confirmation of an application feature is
made through a certification process, and a signature
affixed to the application is often used in the certification
process. In the certification process, it is verified whether
a certificate for the signature was issued by a trusted
certificate authority (CA) to determine whether the appli-
cation is trusted. Whether the CA is trusted is generally
determined by a certificate called a root certificate issued
by a root certificate authority.

[0007] As a method of notifying the web server of the
application feature, there is considered a method of no-
tifying the web server of the result of the certification proc-
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ess executed by the client terminal. For example, the
client terminal verifies an SSL (Secure Sockets Layer)
certificate sent from web server A to execute a certifica-
tion process for determining whether an application pro-
vided by the web server Ais trusted. Then, the application
sends the result of the certification process to server B
as an access destination. Based on the sent certification
result, the web server B can determine whether it is a
connection request from a trusted application to restrict
access (restrict connection processing).

[0008] Patent Literature (PTL) 1 discloses a system
equipped with an access control server for determining
the advisability of a connection to a service providing
server.

Citation List
Patent Literature
[0009]

PTL 1: Japanese Patent Application Publication No.
2009-54086 (Paragraphs 0009 to 0043, and FIG. 1)

Summary of Intention
Technical Problems

[0010] Since any root certificate contained in a web
browser can be added by a user, the above-mentioned
method of notifying the web server of the application fea-
ture may cause a case where information such as the
root certificate is information untrusted for the web server.
However, even if a certification process is executed on
the application based on such an added root certificate,
the client terminal will certify that the application is trust-
ed. As a result, since the web server recognizes that the
request to the web server from the application installed
on the client terminal is a request from a trusted applica-
tion, accesses unintended by the web server to allow
may be made. In other words, when a root certificate is
added, a connection request to be originally denied by
the web server may be allowed.

[0011] The system described in PTL 1 uses an access
control server for determining the advisability of a con-
nection to a service providing server, and this causes a
problem that the introduction and management of the
system is costly. Further, since the system described in
PTL 1 is to determine the advisability of the connection
to the service providing server on a user-by-user basis,
access unintended originally by the web server to allow
may be made from an application used by a user the
connection of which is allowed.

[0012] Itis an object of the present invention to provide
an access control system, a communication terminal, a
server, and an access control method capable of denying
access in response to an access request from an appli-
cation the connection of which is notintended by the serv-
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er to allow.
Solution to Problem

[0013] The access control system according to the
present invention is an access control system including
a server and a communication terminal connected to the
server through a communication network, characterized
in that the communication terminal includes terminal cer-
tification means for executing a certification process on
a content using an electronic certificate added to the con-
tent and managing, in association with each other, the
content certified in the certification process and certifica-
tion information on the content as information based on
the electronic certificate to indicate that the content is
certified in the certification process, and request means
which, upon accessing the server, sends the server a
request including the certification information on the con-
tent and requested content information indicative of a
process requested of the server, and the server includes
policy information storage means for prestoring policy
information indicating whether to execute the process
according to the request based on the certification infor-
mation and the requested content information included
in the request sent from the communication terminal,
server certification means for certifying the request based
on the certification information included in the request
sent from the communication terminal, access control
means which, when the server certification means certi-
fies the request, decides on whether to execute the proc-
essindicated by the requested contentinformation based
on the policy information stored in the policy information
storage means, and the certification information and the
requested content information included in the request,
and process execution means for executing the process
when the access control means decides to execute the
process indicated by the requested content information.
[0014] The access control system according to anoth-
er aspect of the present invention is an access control
system including a server and a communication terminal
connected to the server through a communication net-
work, characterized in that the communication terminal
includes terminal certification means for executing a cer-
tification process on a content using an electronic certif-
icate added to the content and managing, in association
with each other, the content certified in the certification
process and certification information on the content as
information based on the electronic certificate to indicate
that the content is certified in the certification process,
verification means which, upon accessing the server, ver-
ifies whether the electronic certificate used in the certifi-
cation process for the content is a predetermined elec-
tronic certificate, and request means which, when the
verification means determines that the electronic certifi-
cate used in the certification process is the predeter-
mined electronic certificate, sends the server a request
including the certification information on the content and
requested content information indicative of a process re-
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quested of the server, and the server includes policy in-
formation storage means for prestoring policy informa-
tion indicating whether to execute the process according
to the request based on the certification information and
the requested contentinformation included in the request
sent from the communication terminal, access control
means for deciding on whether to execute the process
indicated by the requested content information based on
the policy information stored in the policy information
storage means, and the certification information and the
requested content information included in the request,
and process execution means for executing the process
when the access control means decides to execute the
process indicated by the requested content information.
[0015] The communication terminal according to the
presentinvention is acommunication terminal requesting
a server to execute a process through a communication
network, characterized by including: certification means
for executing a certification process on a content using
an electronic certificate added to the content and man-
aging, in association with each other, the content certified
in the certification process and certification information
as information based on the electronic certificate to indi-
cate that the content is certified in the certification proc-
ess; and request means for sending a request, including
the certification information on the content and requested
content information indicative of a process requested of
the server, to the server on which the process is executed
according to the certification information on the content
and the requested content information.

[0016] The communication terminal according to an-
other aspect of the present invention is a communication
terminal requesting a server to execute a process
through a communication network, characterized by in-
cluding: certification means for executing a certification
process on a content using an electronic certificate added
to the content and managing, in association with each
other, the content certified in the certification process and
certification information on the content as information
based on the electronic certificate to indicate that the
contentis certified in the certification process; verification
means which, upon accessing the server, verifies wheth-
er the electronic certificate used in the certification proc-
ess for the content is a predetermined electronic certifi-
cate; and request means which, when the verification
means determines that the electronic certificate used in
the certification process is the predetermined electronic
certificate, sends a request, including the certification in-
formation on the content and requested content informa-
tion indicative of a process requested of the server, to
the server on which the process is executed according
to the certification information on the content and the re-
quested content information.

[0017] The server according to the present invention
is a server executing a process in response to a request
sent from a communication terminal through a commu-
nication network, characterized by including: policy infor-
mation storage means for prestoring policy information



5 EP 2 500 839 A1 6

indicating whether to execute the process according to
the request based on requested content information in-
dicative of the request sent sent from the communication
terminal and certification information based on an elec-
tronic certificate of the content on which a process is be-
ing executed by the communication terminal; certification
means for certifying the request based on the certification
information sent from the communication terminal; ac-
cess control means which, when the certification means
certifies the request, decides on whether to execute the
process indicted by the requested content information
based on the policy information stored in the policy infor-
mation storage means, the certification information, and
the requested content information; and process execu-
tion means for executing the process when the access
control means decides to execute the process indicated
by the requested content information.

[0018] The server according to another aspect of the
present invention is a server executing a process in re-
sponse to a request sent from a communication terminal
through a communication network, characterized by in-
cluding: policy information storage means for prestoring
policy information indicating whether to execute the proc-
ess according to the request based on requested content
information indicative of the request sent from the com-
munication terminal and certification information based
on an electronic certificate of the content on which a proc-
ess is being executed by the communication terminal;
access control means for deciding on whether to execute
the process indicated by the requested content informa-
tion based on the policy information stored in the policy
information storage means, the certification information,
and the requested content information; and process ex-
ecution means for executing the process when the ac-
cess control means decides to execute the process in-
dicated by the requested content information.

[0019] The access control method according to the
present invention is an access control method by which
a server executes a process in response to a request
from a communication terminal, characterized in that the
method, in the communication terminal, includes execut-
ing a certification process on a content using an electronic
certificate added to the content and managing, in asso-
ciation with each other, the content certified in the certi-
fication process and certification information on the con-
tent as information based on the electronic certificate to
indicate that the content is certified in the certification
process, and upon accessing the server, sending the
server arequest including the certification information on
the content and requested content information indicative
of a process requested of the server, and the method, in
the the server, includes executing a process for certifying
the request based on the certification information includ-
ed in the request sent from the communication terminal;
when the request is certified, deciding on whether to ex-
ecute the process indicated by the requested content in-
formation based on policy information indicating whether
to execute the process according to the request, and the
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certification information and the requested content infor-
mation included in the request; and executing the proc-
ess when it is decided that the process indicated by the
requested content information is executed.

[0020] The access control method according to anoth-
er aspect of the present invention is an access control
method by which a server executes a process in re-
sponse to a request from a communication terminal,
characterized in that the method, in the communication
terminal, includes executing a certification process on a
content using an electronic certificate added to the con-
tent and managing, in association with each other, the
content certified in the certification process and certifica-
tion information on the content as information based on
the electronic certificate to indicate that the content is
certified in the certification process, upon accessing the
server, executing a verification process for verifying
whether the electronic certificate used in the certification
process for the contentis a predetermined electronic cer-
tificate, and when it is determined in the verification proc-
ess that the electronic certificate used in the certification
process is the predetermined electronic certificate, send-
ing the server a request including the certification infor-
mation on the content and requested content information
indicative of a process requested of the server, and the
method, in the the server, includes deciding on whether
to execute the process indicated by the requested con-
tent information based on policy information indicating
whether to execute the process according to the request,
and the certification information and the requested con-
tent information included in the request, and executing
the process when it is decided that the process indicated
by the requested content information is executed.

Advantageous Effects of Invention

[0021] According to the present invention, access in
response to an access request from an application un-
intended by the server to allow can be denied. In other
words, access control can be performed on an applica-
tion-by-application basis.

Brief Description of Drawings
[0022]

[FIG. 1] FIG. 1 is a block diagram showing a config-
uration example of an access control system of a
firstexemplary embodiment according to the present
invention.

[FIG. 2] FIG. 2 is a flowchart showing an application
certification process.

[FIG. 3] FIG. 3 is an explanatory drawing showing
an example of application information and a verifi-
cation result stored in a certification information stor-
age section in association with each other.

[FIG. 4] FIG. 4 is aflowchart showing a request proc-
ess.
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[FIG. 5] FIG. 5 is an explanatory drawing showing
an example of access request information in the first
exemplary embodiment.

[FIG. 6] FIG. 6 is a flowchart showing a request cer-
tification process.

[FIG. 7] FIG. 7 is an explanatory drawing showing
an example of a policy stored in a policy storage
section.

[FIG. 8] FIG. 8 is a block diagram showing a config-
uration example of an access control system of a
second exemplary embodiment according to the
present invention.

[FIG. 9] FIG. 9 is a flowchart showing processing
added in the second exemplary embodiment to (2)
a request process from a communication terminal 2
to a server 3 in the first exemplary embodiment
shown in FIG. 4.

[FIG. 10] FIG. 10 is an explanatory drawing showing
an example of access request informationin the sec-
ond exemplary embodiment.

[FIG. 11] FIG. 11 is an explanatory drawing showing
the URL of a web server and a hash value for a cer-
tificate stored in a certification information storage
section in the exemplary embodiment.

[FIG. 12] FIG. 12 is an explanatory drawing showing
the URL of the web server and the hash value for
the certificate stored in the certification information
storage section in the exemplary embodiment.
[FIG. 13] FIG. 13 is an explanatory drawing showing
an example of a hash value for a root certificate is-
sued by each certificate authority.

[FIG. 14] FIG. 14 is a block diagram showing a gen-
eral outline of the present invention.

Description of Embodiments
Exemplary Embodiment 1

[0023] An access control system of a first exemplary
embodiment according to the present invention will be
described with reference to the accompanying drawings.
FIG. 1 is a block diagram showing a configuration exam-
ple of the access control system of the first exemplary
embodiment according to the present invention.

[0024] As shown in FIG. 1, the access control system
of the first exemplary embodiment according to the
present invention includes a communication terminal 2
and a server 3, where an application server 1 is connect-
ed to the communication terminal 2. The communication
terminal 2 is also connected to the server 3.

[0025] The application server 1 includes an application
storage section 11 in which an application 12 as an ap-
plication program provided to the communication termi-
nal 2 is stored. The application 12 is downloaded by the
communication terminal 2.

[0026] The communication terminal 2 includes appli-
cation acquisition means 21, an application storage sec-
tion 22, application certification means 23, a certificate
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storage section 24, a certification information storage
section 25, request means 26, and application execution
means 27.

[0027] The server 3includes request accepting means
31, request certification means 32, a certificate storage
section 33, a service storage section 34, access control
means 35, and a policy storage section 36.

[0028] Referring next to the block diagram and flow-
charts, the operation of the access control system of the
exemplary embodiment will be described.

[0029] The operation of the access control system is
divided into the following three operations: (1) an appli-
cation certification process executed by the communica-
tion terminal 2, (2) a request process from the commu-
nication terminal 2 to the server 3, and (3) a request cer-
tification process performed by the server 3. The follow-
ing will describe respective processes in the exemplary
embodiment.

[0030] First, (1) the application certification process
executed by the communication terminal 2 will be de-
scribed with reference to the accompanying drawings.
FIG. 2 is a flowchart showing the application certification
process. The application acquisition means 21 of the
communication terminal 2 downloads (DL) the applica-
tion 12 from the application server 1 (step S21).

[0031] When a certificate is added to the application
12 (Yes in step S22), the application certification means
23 execute a certificate verification process (certification
process) (step S23). For example, the certificate (elec-
tronic certificate) is electronic data signed by a CA or the
like in an electronic manner. For example, the certificate
includes the name of a certificate holder, a public key of
the certificate holder, the ID of the CA, an electronic sig-
nature of the CA, and the like.

[0032] The certificate verification process is, for exam-
ple, a process of determining whether a certificate stored
in the certificate storage section 24 agrees with the cer-
tificate added to the application 12. The certificate veri-
fication process may be executed by any other method.
[0033] When determining in the certificate verification
process in step S23 that the certificate stored in the cer-
tificate storage section 24 agrees with the certificate add-
ed to the application 12 (Yes in step S24), the application
certification means 23 stores certification information in
the certification information storage section 25 as a ver-
ification result (step S25). Specifically, the application
certification means 23 stores the application information
in the certification information storage section 25 in as-
sociation with certification information. When the certifi-
cate stored in the certificate storage section 24 agrees
with the certificate added to the application 12, the cer-
tification information is stored in the certification informa-
tion storage section 25 as the verification result. There-
fore, the certification information stored in the certification
information storage section 25 means that the application
indicated by the application information associated with
the certification information is certified in the certificate
verification process (certification process).
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[0034] FIG. 3 is an explanatory drawing showing an
example of the application information and the verifica-
tion result stored in the certification information storage
section 25 in association with each other. In the example
shown in FIG. 3, the application information is a URL
(Uniform Resource Locator) indicating a storage location
of the application 12. Further, in the example shown in
FIG. 3, the certification information is a hash value for
the certificate added to the application 12. In the example
shown in FIG. 3, the application information is "http://
appserverl/app12."” In the example shown in FIG. 3, the
hash value as the certification information is
"92q8sldkfjd038u." Then, in FIG. 3, it is shown that the
URL indicative of the storage location of the application
12 as the application information on the application 12
and the hash value for the certificate added to the appli-
cation 12 are stored in the certification information stor-
age section 25 in association with each other. In this ex-
ample, the certification information is the hash value for
the certificate added to the application 12.

[0035] Then, the application acquisition means 21
stores, in the application storage section 22, the applica-
tion 12 downloaded from the application server 1 in the
processing step S21 (step S26).

[0036] Next, (2) the request process from the commu-
nication terminal 2 to the server 3 will be described. FIG.
4 is a flowchart showing the request process. The follow-
ing will be described by taking as an example a case
where the communication terminal 2 accesses the server
3 based on the program control of the application 12
downloaded by the communication terminal 2 in the
above processing step S21 (when it makes a connection
request (access request)). During execution of the appli-
cation 12 stored in the application storage section 22,
the application execution means 27 outputs, to the re-
quest means 26, an instruction given to make an access
request to the server 3 (hereinafter, simply called the
access request) based on the program control of the ap-
plication 12 (step S41).

[0037] In response to receipt of the access request,
the request means 26 acquires certification information
corresponding to the application 12 from the certification
information storage section 25 (step S42). Specifically,
it tries to acquire the certification information. In the ex-
ample shown in FIG. 3, since the certification information
associated with the URL of the application 12 is stored
in the certification information storage section 25 (Yes in
step S43), the hash value for the certificate as the certi-
fication information is obtained by using, as a key, the ID
of the application 12 (specifically, the URL indicative of
the storage location of the application 12). After acquiring
the certification information, the request means 26 adds
the certification information to the access request (step
S44), and sends a request (access request information)
to the server 3 (step S45). FIG. 5 is an explanatory draw-
ing showing an example of the access request informa-
tion in the exemplary embodiment. In the example shown
in FIG. 5, the access request information includes the ID
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of a calling application (the URL of the application 12), a
content requested (requested content information), and
certification information. In the example shown in FIG. 5,
the access request information is information requested
by the application 12 to the server 3 to send data001.
[0038] Next, (3) the request certification process exe-
cuted by the server 3 will be described with reference to
the accompanying drawings. FIG. 6 is a flowchart show-
ing the request certification process. The request accept-
ing means 31 receives an access request (specifically,
access request information) from the communication ter-
minal 2 (step S61), and passes the access request infor-
mation to the request certification means 32 to perform
verification (step S62).

[0039] The request certification means 32 fetches cer-
tification information from the access request information
to check whether it matches a certificate prestored in the
certificate storage section 33. In this example, as shown
in FIG. 5, since the access request information includes
a hash value for a certificate as the certification informa-
tion, the request certification means 32 calculates a hash
value for the certificate prestored in the certificate storage
section 33 to check whether the hash value as the cal-
culation result matches the hash value indicated by the
certification information.

[0040] Here, itis assumed that the hash value indicat-
ed by the certification information matches a hash value
for a certificate issued by a certificate authority a (CA_1)
prestored in the certificate storage section 33. After that,
the access control means 35 refers to a policy stored in
the policy storage section 36 to determine the advisability
of access (step S63). Note that the policy (policy infor-
mation) is information indicating by which certificate au-
thority a certificate contained in an application has issued
and which data the application is allowed to access. In
the policy storage section 36, IDs of certificate authorities
(e.g., CA_1, CA_2, CA_3) and data (e.g., data001,
data002, data003, data004) to which access is allowed
for each ID of the certificate authorities are stored.
[0041] FIG. 7 is an explanatory drawing showing an
example of the policy stored in the policy storage section
36. In the example shown in FIG. 7, it is shown that a
policy for allowing an application having a certificate is-
sued by certificate authority a (CA_1) to access data001,
data002, and data003, an application having a certificate
issued by certificate authority b (CA_2) to access
data003 and data004, and an application having a cer-
tificate issued by certificate authority c (CA_3) to access
data002 is stored in the policy storage section 36.
[0042] In this example, since the hash value included
inthe access requestinformation matches the hash value
forthe certificate issued by the certificate authority a (CA_
1), the application 12 is allowed to access data001 (Yes
in step S64). When the access is allowed (Yes in step
S64), the request accepting means 31 fetches data
(data001) from the service storage section 34 (step S65),
and returns a response to the communication terminal 2
(step S66). Specifically, the fetched data (data001) is
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sent to the communication terminal 2.

[0043] In the exemplary embodiment, since the com-
munication terminal 2 sends certification information on
an application to the server 3, the server 3 can figure out
upon which application the request is based (specifically,
by which certificate authority the application is certified).
Since the server 3 verifies the certification information,
the validity of the certification process executed by the
communication terminal 2 is confirmed. Further, access
control can be performed according to a policy stored in
the policy storage section 36 of the server 3. Even if the
user of the communication terminal 2 adds a certificate
to the certificate storage section 24 and the application
is certified by the certificate, since the access can be
denied in the request certification process and access
control using the policy performed by the server 3, the
server 3 will not allow unintended access. In other words,
a policy based on a certificate issued by a predetermined
certificate authority can be set for the server 3 to perform
access control on each application.

[0044] Thus, in the exemplary embodiment, the server
can restrict access for each requester’s content. The rea-
son is that the communication terminal sends the server
the request with the content of the certification informa-
tion added thereto. Further, the server canrestrict access
accordingto a server’s policy. The reason is that the serv-
er side has a mechanism for performing certification
again according to its own policy based on the certifica-
tion information sent from the communication terminal.

Exemplary Embodiment 2

[0045] An access control system of a second exem-
plary embodiment according to the present invention will
be described with reference to the accompanying draw-
ings. FIG. 8 is a block diagram showing a configuration
example of the access control system of the second ex-
emplary embodiment according to the present invention.
[0046] AsshowninFIG.8,inthe access control system
of the second exemplary embodiment according to the
present invention, an additional certificate storage sec-
tion 28 and verification means 29 are added to the com-
munication terminal 2 in the first exemplary embodiment
shown in FIG. 1. Further, the server 3 in the access con-
trol system of the second exemplary embodiment accord-
ing to the present invention does not include the request
certification means 32 and the certificate storage section
33. In the additional certificate storage section 28, a cer-
tificate added by the user of the communication terminal
2 is stored. The verification means 29 verifies, in a cer-
tificate verification process, whether a certificate match-
ing the certificate added to the application 12 is the cer-
tificate stored in the certificate storage section 24.

[0047] The operation of the access control system of
the exemplary embodiment will be described. In the ex-
emplary embodiment, in the processing step S23 of (1)
the application certification process executed by the com-
munication terminal 2 shown in FIG. 2, it is determined
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whether the certificate added to the application 12 match-
es the certificate stored in the certificate storage section
24 or the certificate stored in the additional certificate
storage section 28. Since the other processing is the
same as (1) the application certification process execut-
ed by the communication terminal 2 in the first exemplary
embodiment shown in FIG. 2, the description thereof will
be omitted.

[0048] Next, (2) the request process from the commu-
nication terminal 2 to the server 3 in the exemplary em-
bodiment will be described. FIG. 9 is a flowchart showing
processing added in the exemplary embodiment to the
(2) the request process from the communication terminal
2 tothe server 3inthe firstexemplary embodiment shown
in FIG. 4.

[0049] In the first exemplary embodiment, the request
means 26 acquires the certification information in the
processing step S42 shown in FIG. 4, while in the exem-
plary embodiment, the verification means 29 acquires
certification information from the certification information
storage section 25 after the request means 26 acquires
the certification information (step S91).

[0050] Further, in the first exemplary embodiment,
when there is the certification information in the process-
ing step S43 shown in FIG. 4, the processing (step S44)
foradding the certification information is performed. How-
ever, in the second exemplary embodiment, the verifica-
tion means 29 verifies the certification information before
the processing step S44 (step S91). The verification
means 29 checks whether the certification information is
verified by the certificate stored in the certificate storage
section 24 in the processing step S23 of (1) the applica-
tion certification process executed by the communication
terminal 2.

[0051] Specifically, a hash value for the certificate
stored in the certificate storage section 24 is calculated
to check whether the hash value matches the hash value
for the certificate added to the application 12 illustrated
in FIG. 3. When they match, the verification means 29
determines that the request is from the application veri-
fied by the certificate stored in the certificate storage sec-
tion 24. When they do not match, it determines that the
request is verified by the added certificate stored in the
additional certificate storage section 28.

[0052] Whenitis determined thatthe requestis verified
by the certificate stored in the certificate storage section
24 (Yes in S92), the procedure moves to the processing
step S44. In the first exemplary embodiment, the request
means 26 adds, in the processing step S44, a hash value
to the access request as certification information, while
in the second exemplary embodiment, the request
means 26 adds, in the processing step S44, the ID of the
certificate authority to the access request. FIG. 10 is an
explanatory drawing showing an example of access re-
quest information in the exemplary embodiment. The ac-
cess request information in the exemplary embodiment
shown in FIG. 10 includes the ID of a calling application
(the URL of the application 12), a content requested, and
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the ID of a certificate authority. The request means 26
acquires the ID of the certificate authority from the cer-
tificate stored in the certificate storage section 24.
[0053] Next, (3) the request certification process exe-
cuted by the server 3 in the exemplary embodiment will
be described. In the first exemplary embodiment, the ver-
ification process is executed on the access request in-
formation in step S62 of FIG. 6, while in the exemplary
embodiment, the procedure moves to the processing
step S63 after completion of the processing step S61
without performing the processing step S62. In other
words, as shown in FIG. 10, since the ID of the certificate
authority is included in the certification information sent
from the communication terminal 2 to the server 3, the
procedure moves to the determination on the advisability
of access in step S63 after completion of the processing
step S61. Since the subsequent processing is the same
as thatin the first exemplary embodiment, the description
thereof will be omitted.

[0054] In the exemplary embodiment, the certificate
originally installed on the communication terminal 2
(prestored in the certification information storage section
25) and the added certificate (stored in the additional
certificate storage section 28) are managed separately.
Then, it is configured that, when the hash value for the
certificate of the application matches the hash value for
the certificate originally installed, the ID of the certificate
authority is sentto the server 3. Therefore, when the com-
munication terminal 2 accesses the server 3, the server
3 can determine whether the accessing application is cer-
tified by the certificate originally installed. Thus, unlike in
the first exemplary embodiment, there is no need for the
server 3 side to execute the request certification process.
This can lead to reduction in the processing load on the
server 3.

[0055] In the exemplary embodiment, it is predicated
that the certificate managed on the server 3 side (the
certificate stored in the certificate storage section 33) in
the first exemplary embodiment is identical to the certif-
icate managed on the communication terminal 2 (the cer-
tificate stored in the certificate storage section 24).
[0056] Other exemplary embodiments of the present
invention will be described below. In the first exemplary
embodiment mentioned above, the hash value for the
certificate is stored in the certification information storage
section 25 in the processing step S25 shown in FIG. 2.
This hash value may be calculated from the certificate
using a unique hash function or using a fingerprint stored
in the certificate. Further, it may be calculated using a
fingerprint decrypted from an encrypted fingerprint stored
in the certificate.

[0057] Further, although in the first exemplary embod-
iment, the certification information sent from the commu-
nication terminal 2 to the server 3 is the hash value for
the certificate, but it is not limited thereto. The certificate
itself may also be sent.

[0058] Further, although in the first exemplary embod-
iment, when a request is made from the communication
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terminal 2, the request certification means 32 of the serv-
er 3 calculates a hash value for the certificate stored in
the certificate storage section 33 in step S62 shown in
FIG. 6, but it is not limited thereto. The request certifica-
tion means 32 may be configured to pre-calculate the
hash value for the certificate stored in the certificate stor-
age section 33 so as to make only a comparison when
the request is made.

[0059] Further, although in the first exemplary embod-
iment, the request means 26 acquires certification infor-
mation corresponding to the requesting application from
the certification information storage section 25 before
sending the request from the communication terminal 2
to the server 3, but it is not limited thereto. It would be
enough for the request means 26 to be able to acquire
the certification information corresponding to the re-
questing application. For example, since there is an API
(Application Programming Interface) such as getCertifi-
cate () function to acquire a certificate corresponding to
the requesting application, the request means 26 may
issue this to acquire the certificate, calculate ahash value
from the certificate, and send it to the server 3. According
to this method, when the communication terminal 2 ex-
ecutes the application certification process, the certifica-
tion result does not need to be stored in the certification
information storage section 25.

[0060] Further, in the first exemplary embodiment and
the second exemplary embodiment, it is predicated that
the certificate stored in the certificate storage section 33
of the server 3 will not be updated, but this is not limited
thereto. Means may be provided to notify the communi-
cation terminal 2 of the updated certificate to update the
certificate stored in the certificate storage section 24 on
the communication terminal 2. In this case, certificate
update means may be provided on the communication
terminal 2 to provide such a mechanism that the server
3 sends a notification or the communication terminal 2
performs polling periodically to update the certificate
stored in the certificate storage section 24.

[0061] Further, in the second exemplary embodiment,
the certificate storage section 24 and the additional cer-
tificate storage section 28 are provided separately as
shown in FIG. 8, but they may be the same storage sec-
tion as long as they are separated logically. In other
words, it has just to be configured that the verification
means 29 can know whether the application is verified
by the originally installed certificate before the request is
sent from the communication terminal 2 to the server 3.
[0062] Further, in the first exemplary embodiment and
the second exemplary embodiment, when the commu-
nication terminal 2 sends the request to the server 3, the
application ID is sent together as illustrated in FIG. 5, but
it is not limited thereto. The application ID may not be
sent as long as the certification information, i.e., informa-
tion on the certificate authority to indicate from which the
application has won an endorsement is included in the
access request information.

[0063] Further, in the first exemplary embodiment and
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the second exemplary embodiment, a table is used to
associate between the ID of a CA illustrated in FIG. 7
and accessible data in the determination on the advisa-
bility of access in step S63 shown in FIG. 6, but the as-
sociation is not limited to this combination. The associa-
tion may be between an URL and accessible data, or a
combination of the ID of the CA, the URL, and the ac-
cessible data.

Example

[0064] Next,the operation ofthe access control system
according to the present invention will be described by
using a specific example. In the example, description will
be made by taking as an example a case where a com-
munication terminal (communication terminal 2) exe-
cutes a web application stored on a web server (applica-
tion server 1) to access data stored on the server (server
3) when a web browser installed on the communication
terminal is running .

[0065] First, (1) the application certification process
executed by the communication terminal 2 will be de-
scribed. The user of the communication terminal 2 uses
the web browser to access the web server (application
server 1) (perform connection processing). When the
URL of the web server starts with "https," it is indicated
that SSL communication is performed, and hence a cer-
tificate is exchanged between the web server and the
communication terminal 2.

[0066] Specifically, for example, the application certi-
fication means 23 uses the certificate sent from the ap-
plication server 1 and the root certificate stored in the
certificate storage section 24 to check whether the web
application is authorized by a certificate authority in which
the web server is trusted. In this example, it is assumed
that the URL of the application server 1 and the hash
value for the root certificate are stored in the certification
information storage section 25 in association with each
other on the precondition that the application server 1 is
trusted. FIG. 11 is an explanatory drawing showing the
URL of the web server and the hash value for the certif-
icate stored in the certification information storage sec-
tion 25 in this example. In this example, as shown in FIG.
11, "https: appserver1.com" as the URL of the web server
and "3jlsdk0dl03j0817eub" as the hash value for the root
certificate are stored in the certification information stor-
age section 25.

[0067] After confirmation of the web application using
the root certificate, an HTML (HyperText Markup Lan-
guage) file of the website is displayed. When the web
application is included in this HTML file, the web appli-
cation is executed when the browser is running. Specif-
ically, the application execution means 27 executes the
web application stored in the application storage section
22.

[0068] Next, (2) the request process from the commu-
nication terminal 2 to the server 3 will be described. The
web application issues the API of the server 3 (specifi-
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cally, forexample, itissues an AP| key) to make arequest
for data stored in the service storage section 34 of the
server 3. For example, an API such as "call (http://
appserver3.com?getData ("data001"))" is issued to re-
quest the server 3 to send "data001."

[0069] When the web application issues the API, the
request means 26 detects it (specifically, for example,
the request means 26 detects that the application exe-
cution means 27 has issued the API key based on the
program control of the web application). Then, certifica-
tion information corresponding to the requesting web ap-
plication (actually, a server, i.e., the application server 1
from which the web application is delivered) is fetched
from the certification information storage section 25. The
request means 26 sends the server 3 a request (specif-
ically, for example, access request information) with this
certification information added thereto. FIG. 12 is an ex-
planatory drawing showing an example in which the cer-
tification information is added to an HTTP request head-
er. In the example shown in FIG. 12, "referer" is set as
information on the requesting application and "x-cert-
hash" is set as the certification information.

[0070] Next, (3) the request certification process exe-
cuted by the server 3 will be described. When the request
accepting means 31 accepts the request from the com-
munication terminal 2 (for example, when it receives the
access request information sent from the communication
terminal 2), the request certification means 32 acquires
the certification information from the HTTP header. For
example, as the method of acquiring the certification in-
formation from the HTTP header, there is a method of
calling an API such as "getHTTPHeader ("referer")" to
acquire the information on the requesting web application
and the certification information. The request certification
means 32 verifies whether the acquired certification in-
formation matches the certificate stored in the certificate
storage section 33.

[0071] FIG. 13 is an explanatory drawing showing an
example of a hash value for a root certificate issued by
each certificate authority. In this example, as shown in
FIG. 13, it is assumed that the hash value for the certif-
icate is pre-calculated and each hash value is associated
with the ID of the CA as an issuer of the certificate. Thus,
since the hash value indicated by the certification infor-
mation sent from the communication terminal 2 matches
the hash value for CA_1, it is found that the requesting
application (the application server 1 storing the applica-
tion) is surely authorized by the CA_1.

[0072] Here, when they do not match, the communi-
cation terminal 2 recognizes that the requesting applica-
tion (application stored on the application server 1) is a
trusted application, while the server 3 (in the policy of the
server 3) recognizes that the application (application
stored on the application server 1) is an untrusted appli-
cation. For example, it is considered that it happens like
this (i.e., that the hash value indicated by the certification
information sent from the communication terminal 2 does
not match the hash value for CA_1) when the application
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is certified by a certificate (additional certificate) added
by the user on the communication terminal 2. In other
words, when a request (specifically, for example, access
request information) with a hash value for the additional
certificate given thereto) is sent, since this certificate
does not exist on the server side (e.g., it is not stored in
the certificate storage section 33 of the server 3), it follows
that the certificate given to the request does not match
the certificate contained in the server in the step of re-
quest certification.

[0073] Upon completion of the certification process,
the access control means 35 checks on a policy for CA_
1 (for the application having the certificate issued by the
CA_1). As shown in FIG. 7 mentioned above, since the
policy to allow the application having the certificate is-
sued by the CA_1 to access data001 is stored in the
policy storage section 36, it is determined that the right
of access is given. After that, the request accepting
means 31 fetches data001 stored in the service storage
section 34, and returns (sends), to the communication
terminal 2, an HTTP response with the data001 added
thereto.

[0074] The web application is targeted in this example,
butitis not limited thereto. For example, it can be applied
to a JAVA (registered trademark) application or the like.
In this case, upon downloading a JAVA application, a
JAVAVM (JAVA Virtual Machine) as its execution envi-
ronment certifies the application and manages the appli-
cation and a certificate associated with the application.
Then, when the JAVA application requests a server to
send data, the JAVAVM detects the request and sends
the server the request with hash value for a certificate
corresponding to the request added thereto so that the
request can be made.

[0075] The present invention can also be applied to
other applications, i.e., it can be applied to a device-spe-
cific native application, an application created in a script
language, and the like. Further, the present invention can
be applied to contents as well as the applications, i.e., it
can be applied to HTML files and the like. In the case of
an HTML file, when an image file is read with its own tag
(such as A tag), it may include a link to any other site. In
this case, it is determined on the other site from which
HTML file the access is made so that the determination
can be used to perform access control related to provid-
ing the image file or the like.

[0076] Next, a general outline of the present invention
will be described. FIG. 14 is a block diagram showing a
general outline of the presentinvention. As shownin FIG.
14, an access control system according to the present
invention includes a server (corresponding to the server
3 shown in FIG. 1) 100 and a communication terminal
(corresponding to the communication terminal 2 shown
in FIG. 1) 200. Then, the communication terminal 200
includes terminal certification means (corresponding to
the application certification means 23 shown in FIG. 1)
201 and request means (corresponding to the request
means 26 shown in FIG. 1) 202. The server 100 includes
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policy information storage means (corresponding to the
policy storage section 36 shown in FIG. 1) 101, server
certification means (corresponding to the request certifi-
cation means 32 shown in FIG. 1) 102, access control
means (corresponding to the access control means 35
shownin FIG. 1) 103, and process execution means (cor-
responding to the request accepting means 34 shown in
FIG. 1) 104.

[0077] The terminal certification means 201 uses an
electronic certificate added to a content to execute a cer-
tification process on the content and to manage, in as-
sociation with each other, the content certified in the cer-
tification process and certification information on the con-
tent as information based on the electronic certificate to
indicate that the content is certified in the certification
process.

[0078] Upon accessing the server 100 associated with
the execution of a content, the request means 202 sends
the server 100 a request including the certification infor-
mation on the content and requested content information
indicative of a process requested of the server 100.
[0079] The policy information storage means 101
prestores policy information indicating whether to exe-
cute the process according to the request based on the
certification information and the requested content infor-
mation included in the request sent from the communi-
cation terminal 200.

[0080] The server certification means 102 performs
certification on the request based on the certification in-
formation included in the request sent from the commu-
nication terminal 200.

[0081] When the server certification means 102 certi-
fies the request, the access control means 103 decides
on whether to execute the process indicated by the re-
quested content information based on the policy infor-
mation stored in the policy information storage means
101, and the certification information and the requested
content information included in the request.

[0082] When the access control means 103 decides
to execute the process indicated by the requested con-
tent information, the process execution means 104 exe-
cutes the process.

[0083] According to such a configuration, since the re-
quest means 202 of the communication terminal 200
sends the server 100 the certification information on the
content, the server 100 can figure out upon which content
the request is based (specifically, by which certificate au-
thority the content is certified). Then, since the access
control means 103 of the server 100 decides on whether
to execute the process according to the request based
on the policy information stored in the policy information
storage means 101, access control can be performed
based on the policy information stored in the policy infor-
mation storage means 101 of the server 100. Thus, for
example, even if the user of the communication terminal
200 adds a certificate and the content is certified by the
certificate, since access is deniable based on the policy
information on the server 100, access unintended by the
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server 100 is never be made. In other words, a policy
based on a certificate issued by a predetermined certif-
icate authority is set on the server 100 to enable access
control for each content.

[0084] In each of the aforementioned exemplary em-
bodiments, the following access control systems are also
disclosed:

[0085] An access control system in which the terminal
certification means 201 manages a hash value for an
electronic certificate of a content, a fingerprint, oran elec-
tronic certificate itself as certification information on the
content in association with the content.

[0086] An access control system in which verification
means verifies whether an electronic certificate used in
a certification process for a content matches an electronic
certificate prestored in storage means. According to such
a configuration, when the communication terminal 200
accesses the server 100, the server 100 can determine
whether the content of an access source is certified by
a certificate originally installed. This eliminates the need
to execute the certification process on the server 100
side, enabling reduction in the processing load on the
server 100.

[0087] An access control system in which the certifi-
cation information on the content managed by the termi-
nal certification means in association with the content
includes the ID of an issuer of the electronic certificate
of the content. An access control system in which an
application program is handled as the content.

[0088] A configurationin which the communication ter-
minal 200 includes verification means (corresponding to
the verification means 29 shown in FIG. 8) and the server
100 does not include the server certification means 102
is also disclosed as follows:

[0089] Acommunicationterminal configuredsuchthat,
upon accessing the server 100, the verification means
verifies whether the electronic certificate used in the cer-
tification process for the content is a predetermined elec-
tronic certificate.

[0090] According to such a configuration, in addition
to the above-mentioned effect, since it is verified on the
communication terminal 200 side whether the electronic
certificate used in the certification process for the content
is a predetermined electronic certificate, there is no need
to execute the certification process on the server 100
side. This can lead to reduction in the processing load
on the server 100.

[0091] As described above, although the present in-
vention is described with reference to the exemplary em-
bodiments and example, the present invention is not lim-
ited to the aforementioned exemplary embodiments and
example. Various changes that can be understood by
those skilled in the art within the scope of the present
invention can be made to the configurations and details
of the present invention.

[0092] This application claims priority based on Jap-
anese Patent Application No. 2009-255908, filed on No-
vember, 9, 2009, the entire disclosure of which is incor-
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porated herein by reference.
Industrial Applicability

[0093] The presentinvention can be applied to access
restriction upon using a web service from a communica-
tion device such as a PC or a cellular phone.

Claims

1. An access control system including a server and a
communication terminal connected to the server
through a communication network, characterized
in that
the communication terminal comprises
terminal certification means for executing a certifica-
tion process on a content using an electronic certif-
icate added to the content and managing, in associ-
ation with each other, the content certified in the cer-
tification process and certification information on the
content as information based on the electronic cer-
tificate to indicate that the content is certified in the
certification process, and
request means which, upon accessing the server,
sends the server a request including the certification
information on the content and requested content
information indicative of a process requested of the
server, and
the server comprises
policy information storage means for prestoring pol-
icy information indicating whether to execute the
process according to the request based on the cer-
tification information and the requested content in-
formation included in the request sent from the com-
munication terminal,
server certification means for certifying the request
based on the certification information included in the
request sent from the communication terminal,
access control means which, when the server certi-
fication means certifies the request, decides on
whether to execute the process indicated by the re-
quested content information based on the policy in-
formation stored in the policy information storage
means, and the certification information and the re-
quested content information included in the request,
and
process execution means for executing the process
when the access control means decides to execute
the process indicated by the requested content in-
formation.

2. The access control system according to claim 1,
wherein the terminal certification means manages,
in association with the content, a hash value for the
electronic certificate of the content as certification
information on the content.
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The access control system according to claim 1,
wherein the terminal certification means manages,
in association with the content, a fingerprint for the
electronic certificate of the content as certification
information on the content.

The access control system according to claim 1,
wherein the terminal certification means manages,
in association with the content, the electronic certif-
icate of the content as certification information on
the content.

The access control system according to any one of
claims 1 to 4, wherein when the electronic certificate
indicated by the certification information included in
the request matches an electronic certificate
prestored in storage means, the server certification
means certifies the request.

An access control system including a server and a
communication terminal connected to the server
through a communication network, characterized
in that

the communication terminal comprises

terminal certification means for executing a certifica-
tion process on a content using an electronic certif-
icate added to the content and managing, in associ-
ation with each other, the content certified in the cer-
tification process and certification information on the
content as information based on the electronic cer-
tificate to indicate that the content is certified in the
certification process,

verification means which, upon accessing the serv-
er, verifies whether the electronic certificate used in
the certification process for the content is a prede-
termined electronic certificate, and

request means which, when the verification means
determines that the electronic certificate used in the
certification process is the predetermined electronic
certificate, sends the server a request including the
certification information on the content and request-
ed content information indicative of a process re-
quested of the server, and

the server comprises

policy information storage means for prestoring pol-
icy information indicating whether to execute the
process according to the request based on the cer-
tification information and the requested content in-
formation included in the request sent from the com-
munication terminal,

access control means for deciding on whether to ex-
ecute the process indicated by the requested content
information based on the policy information stored
in the policy information storage means, and the cer-
tification information and the requested content in-
formation included in the request, and

process execution means for executing the process
when the access control means decides to execute
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11.
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the process indicated by the requested content in-
formation.

The access control system according to claim 6,
wherein the verification means verifies whether the
electronic certificate used in the certification process
for the content matches an electronic certificate
prestored in storage means.

The access control system according to claim 6,
wherein an ID of anissuer of the electronic certificate
of the content is included in the certification informa-
tion on the content managed by the terminal certifi-
cation means in association with the content.

The access control system according to any one of
claims 1 to 8, wherein the content is an application
program.

A communication terminal requesting a server to ex-
ecute a process through a communication network,
characterized by comprising:

certification means for executing a certification
process on a content using an electronic certif-
icate added to the content and managing, in as-
sociation with each other, the content certified
in the certification process and certification in-
formation as information based on the electronic
certificate to indicate that the content is certified
in the certification process; and

request means for sending a request, including
the certification information on the content and
requested content information indicative of a
process requested of the server, to the server
on which the process is executed according to
the certification information on the content and
the requested content information.

A communication terminal requesting a server to ex-
ecute a process through a communication network,
characterized by comprising:

certification means for executing a certification
process on a content using an electronic certif-
icate added to the content and managing, in as-
sociation with each other, the content certified
in the certification process and certification in-
formation on the content as information based
on the electronic certificate to indicate that the
content is certified in the certification process;
verification means which, upon accessing the
server, verifies whether the electronic certificate
used in the certification process for the content
is a predetermined electronic certificate; and
request means which, when the verification
means determines that the electronic certificate
used in the certification process is the predeter-
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mined electronic certificate, sends a request, in-
cluding the certification information on the con-
tent and requested content information indica-
tive of a process requested of the server, to the
server on which the process is executed accord-
ing to the certification information on the content
and the requested content information.

The communication terminal according to claim 11,
wherein the verification means verifies whether the
electronic certificate used in the certification process
for the content matches an electronic certificate
prestored in storage means.

A server executing a process in response to a re-
quest sent from a communication terminal through
a communication network, characterized by com-
prising:

policy information storage means for prestoring
policy information indicating whether to execute
the process according to the request based on
requested content information indicative of the
request sent sent from the communication ter-
minal and certification information based on an
electronic certificate of the content on which a
process is being executed by the communica-
tion terminal;

certification means for certifying the request
based on the certification information sent from
the communication terminal;

access control means which, when the certifica-
tion means certifies the request, decides on
whether to execute the process indicted by the
requested content information based on the pol-
icy information stored in the policy information
storage means, the certification information, and
the requested content information; and
process execution means for executing the
process when the access control means de-
cides to execute the process indicated by the
requested content information.

A server executing a process in response to a re-
quest sent from a communication terminal through
a communication network, characterized by com-
prising:

policy information storage means for prestoring
policy information indicating whether to execute
the process according to the request based on
requested content information indicative of the
request sent from the communication terminal
and certification information based on an elec-
tronic certificate of the content on which a proc-
essis being executed by the communication ter-
minal;

access control means for deciding on whether
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to execute the process indicated by the request-
ed content information based on the policy in-
formation stored in the policy information stor-
age means, the certification information, and the
requested content information; and

process execution means for executing the
process when the access control means de-
cides to execute the process indicated by the
requested content information.

An access control method by which a server exe-
cutes a process inresponse to arequest from a com-
munication terminal,

the method, in the communication terminal, compris-
es;

executing a certification process on a content using
an electronic certificate added to the content and
managing, in association with each other, the con-
tent certified in the certification process and certifi-
cation information on the content as information
based on the electronic certificate to indicate that the
content is certified in the certification process, and
upon accessing the server, sending the server a re-
quest including the certification information on the
contentand requested contentinformation indicative
of a process requested of the server, and

the method, in the the server, comprises; executing
a process for certifying the request based on the cer-
tification information included in the request sent
from the communication terminal;

when the request is certified, deciding on whether to
execute the process indicated by the requested con-
tent information based on policy information indicat-
ing whether to execute the process according to the
request, and the certification information and the re-
quested content information included in the request;
and

executing the process when it is decided that the
process indicated by the requested content informa-
tion is executed.

The access control method according to claim 15,
wherein when the electronic certificate indicated by
the certification information included in the request
matches an electronic certificate prestored in stor-
age means, the server certifies the request.

An access control method by which a server exe-
cutes a process inresponse to arequest fromacom-
munication terminal, the method, in the communica-
tion terminal, comprises

executing a certification process on a content using
an electronic certificate added to the content and
managing, in association with each other, the con-
tent certified in the certification process and certifi-
cation information on the content as information
based on the electronic certificate to indicate that the
content is certified in the certification process,
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upon accessing the server, executing a verification
process for verifying whether the electronic certifi-
cate used in the certification process for the content
is a predetermined electronic certificate, and

when it is determined in the verification process that
the electronic certificate used in the certification
process is the predetermined electronic certificate,
sending the server a request including the certifica-
tion information on the content and requested con-
tent information indicative of a process requested of
the server, and

the method, in the the server, comprises

deciding on whether to execute the process indicat-
ed by the requested content information based on
policy information indicating whether to execute the
process according to the request, and the certifica-
tion information and the requested content informa-
tion included in the request, and

executing the process when it is decided that the
process indicated by the requested content informa-
tion is executed.

The access control method according to claim 17,
whereinitis verified in the verification process wheth-
er the electronic certificate used in the certification
process for the content matches an electronic cer-
tificate stored in storage means.
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