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Description

BACKGROUND OF THE INVENTION

Field of the Invention

[0001] The present invention relates to a technique for
automatically deleting an electronic certificate.

Description of the Related Art

[0002] Conventionally, public key infrastructure (PKI)
technology using an electronic certificate realizes iden-
tification and certification of a secure network (RFC 3647:
Internet X.509 Public Key Infrastructure Certificate Policy
and Certification Practices Framework
(https://www.ipa.go.jp/security/rfc/RFC3647JA.html)) .
[0003] For example, an information processing appa-
ratus as a client can verify the validity of a server by ac-
quiring a server’s public key certificate from the server
and a certificate authority certificate from a certificate au-
thority having issued the server’s public key certificate.
Further, by providing the server with a client’s public key
certificate of the information processing apparatus, the
server can also verify the validity of the client.
[0004] An electronic certificate has an expiration date.
If the electronic certificate expires, communication using
the electronic certificate becomes impossible. Thus, in a
case where the electronic certificate expires, or immedi-
ately before the electronic certificate expires, it is neces-
sary to update the electronic certificate.
[0005] Conventionally, a technique for automatically
updating an electronic certificate at a predetermined tim-
ing before the electronic certificate expires is known (Jap-
anese Patent Application Laid-Open No. 2016-178458).
When a predetermined timing set in advance arrives, an
information processing apparatus transmits an update
request to a certificate management server via a network
and receives an electronic certificate from the certificate
management server.
[0006] In a case where the number of electronic cer-
tificates that can be stored in the information processing
apparatus is limited, if an electronic certificate is acquired
every time an electronic certificate is updated, the
number of electronic certificates that can be stored reach-
es an upper limit, and an electronic certificate cannot be
added.
[0007] Meanwhile, it is troublesome for a user to man-
ually delete an electronic certificate that has become un-
necessary due to expiration or the like.

SUMMARY OF THE INVENTION

[0008] An information processing apparatus described
in the following exemplary embodiments has the follow-
ing configuration.
[0009] According to a first aspect of the present inven-
tion, there is provided an information processing appa-

ratus as specified in claims 1 to 9. According to a second
aspect of the present invention, there is provided a control
method as specified in claim 10. According to a third as-
pect of the present invention, there is provided a program
as specified in claim 11.
[0010] Further features of the present invention will be-
come apparent from the following description of exem-
plary embodiments with reference to the attached draw-
ings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011]

Fig. 1 is a diagram illustrating a network configuration
according to a first exemplary embodiment of the
present invention.
Fig. 2 is a block diagram illustrating a hardware con-
figuration of a multifunction peripheral according to
the first exemplary embodiment.
Fig. 3 is a block diagram illustrating software mod-
ules included in the multifunction peripheral accord-
ing to the first exemplary embodiment.
Fig. 4 is a sequence diagram illustrating a flow of
entire processing performed by a system according
to the first exemplary embodiment, including initial-
ization regarding an electronic certificate issuance
request, display of information of an electronic cer-
tificate, making of an issuance request to issue the
electronic certificate, reception of the electronic cer-
tificate, a restart of the multifunction peripheral, and
reflection of the received electronic certificate.
Fig. 5A is a flowchart illustrating a process of acquir-
ing a list of key pairs and electronic certificates and
generating display data in step S402 in Fig. 4, which
is performed by the multifunction peripheral accord-
ing to the first exemplary embodiment, and Fig. 5B
is a flowchart illustrating a process performed when
the multifunction peripheral according to the first ex-
emplary embodiment receives a request to display
detailed information from a personal computer (PC).
Fig. 6 is a flowchart illustrating a process of making
connection settings for connection to a certifi-
cate/registration authority in step S407 in Fig. 4,
which is performed by the multifunction peripheral
according to the first exemplary embodiment.
Fig. 7 is a flowchart illustrating a process of acquiring
and registering a CA certificate illustrated in steps
S412 to S416 in Fig. 4, which is performed by the
multifunction peripheral according to the first exem-
plary embodiment.
Fig. 8A and 8B are flowcharts illustrating a process
of making a certificate issuance request and acquir-
ing a certificate in steps S419 to S424 in Fig. 4, which
is performed by the multifunction peripheral accord-
ing to the first exemplary embodiment.
Fig. 9 is a flowchart illustrating a process regarding
the restart of the multifunction peripheral in steps
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S424 to S427 in Fig. 4, which is performed by the
multifunction peripheral according to the first exem-
plary embodiment.
Fig. 10A is a diagram illustrating an example of a
web page screen (a certificate list) as a remote user
interface (RUI) displayed on the PC according to the
first exemplary embodiment, and Fig. 10B is a dia-
gram illustrating an example of a web page screen
(connection settings) as an RUI displayed on the PC
according to the first exemplary embodiment.
Fig. 11A is a diagram illustrating an example of a
web page screen (the connection settings) as an RUI
displayed on the PC according to the first exemplary
embodiment, and Fig. 11B is a diagram illustrating
an example of a web page screen (CA certificate
acquisition) as an RUI displayed on the PC according
to the first exemplary embodiment.
Fig. 12A is a diagram illustrating an example of a
web page screen (success of the CA certificate ac-
quisition) as an RUI displayed on the PC according
to the first exemplary embodiment, and Fig. 12B is
a diagram illustrating an example of a web page
screen (failure of the CA certificate acquisition) as
an RUI displayed on the PC according to the first
exemplary embodiment.
Fig. 13A is a diagram illustrating an example of a
web page screen (certificate issuance request set-
tings) as an RUI displayed on the PC according to
the first exemplary embodiment, and Fig. 13B is a
diagram illustrating an example of a web page
screen (success of a certificate issuance request)
as an RUI displayed on the PC according to the first
exemplary embodiment.
Fig. 14A is a diagram illustrating an example of a
web page screen (failure of the certificate issuance
request) as an RUI displayed on the PC according
to the first exemplary embodiment, and Fig. 14B is
a diagram illustrating an example of a web page
screen (a restart) as an RUI displayed on the PC
according to the first exemplary embodiment.
Fig. 15 is a diagram illustrating an example of a web
page screen as an RUI displayed on the PC accord-
ing to the first exemplary embodiment.
Fig. 16 is a diagram illustrating an example of de-
tailed information of an electronic certificate dis-
played on the PC according to the first exemplary
embodiment.
Figs. 17A, 17B, and 17C are conceptual diagrams
illustrating a database of detailed information of key
pairs and electronic certificates managed by a key
pair/certificate management unit of the multifunction
peripheral according to the first exemplary embodi-
ment.
Fig. 18 is a diagram illustrating an example of an
update reservation setting screen for electronic cer-
tificates included in the multifunction peripheral ac-
cording to the first exemplary embodiment.
Fig. 19 is a flowchart illustrating a process of exe-

cuting an electronic certificate automatic update
function and an electronic certificate automatic de-
letion function based on electronic certificate update
reservation settings, which is performed by the mul-
tifunction peripheral according to the first exemplary
embodiment.

DESCRIPTION OF THE EMBODIMENTS

[0012] With reference to the attached drawings, exem-
plary embodiments of the present invention will be de-
scribed in detail below. The following exemplary embod-
iments do not limit the present invention according to the
appended claims, and not all the combinations of the
features described in the exemplary embodiments are
essential for solving the problems addressed by the
present invention. An information processing apparatus
for using and managing an electronic certificate accord-
ing to an exemplary embodiment is described using a
multifunction peripheral (a digital multifunction peripheral
(MFP)) as an example. The scope of application of the
information processing apparatus, however, is not limited
to a multifunction peripheral, and the information
processing apparatus may be any information process-
ing apparatus that uses an electronic certificate.
[0013] Fig. 1 is a diagram illustrating a network config-
uration according to a first exemplary embodiment of the
present invention.
[0014] A multifunction peripheral 100, which has a
printing function, can transmit and receive print data,
scanned image data, and management information of a
device to and from another information processing ap-
paratus via a network 110. Further, the multifunction pe-
ripheral 100 has the function of performing encrypted
communication using Transport Layer Security (TLS), In-
ternet Protocol Security (IPsec), and Institute of Electrical
and Electronics Engineers (IEEE) 802.1X and holds pub-
lic key pairs and electronic certificates for use in crypto-
graphic processes using these protocols. A public key
pair means a key pair including a public key and a private
key and used to encrypt communication data by a public
key cryptographic method.
[0015] The multifunction peripheral 100 is an example
of an image forming apparatus. The image forming ap-
paratus is not limited to this, and may be an apparatus
having a single function of a facsimile apparatus, a print-
er, or a copying machine, or having multiple functions of
these apparatuses. The network 110 is also connected
to a multifunction peripheral 101, which has a function
equivalent to that of the multifunction peripheral 100. Al-
though the multifunction peripheral 100 is mainly de-
scribed below, an electronic certificate can also be ex-
changed between a plurality of multifunction peripherals.
[0016] A certificate/registration authority 102 has the
function of a certificate authority (CA) for issuing an elec-
tronic certificate, and the function of a registration author-
ity (RA) for performing the process of receiving an elec-
tronic certificate issuance request and registering an
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electronic certificate. That is, the certificate/registration
authority 102 is a server apparatus having the function
of distributing a CA certificate via the network 110, and
issuing and registering an electronic certificate via the
network 110. In the first exemplary embodiment, as a
communication protocol on the network 110 at this time,
Simple Certificate Enrollment Protocol (SCEP) is used.
The communication protocol, however, need only to be
able to request the certificate authority to issue an elec-
tronic certificate and acquire the electronic certificate
from the certificate authority, and thus is not limited to
SCEP. For example, the Certificate Management Proto-
col (CMP) or the Enrollment over Secure Transport (EST)
protocol may also be used.
[0017] Using SCEP, the information processing appa-
ratus such as the multifunction peripheral 100 commu-
nicates with the certificate/registration authority 102 via
the network 110 to make an electronic certificate issu-
ance request and acquire an electronic certificate. The
multifunction peripheral 100 according to the first exem-
plary embodiment has a web server function and pub-
lishes on the network 110 a web page type remote user
interface (RUI) function capable of executing the process
of making an electronic certificate issuance request and
acquiring an electronic certificate. The RUI function is
the function of allowing an information terminal such as
a personal computer (PC) to access a web server includ-
ed in the multifunction peripheral 100 and displaying, on
a display unit of the information terminal, a web page for
operating the multifunction peripheral 100.
[0018] When the certificate/registration authority 102
receives an electronic certificate issuance request via
the network 110, the certificate/registration authority 102
performs the process of, based on the issuance request,
issuing an electronic certificate and registering the elec-
tronic certificate and transmits the issued electronic cer-
tificate as a response to the issuance request. In the first
exemplary embodiment, the functions of the certificate
authority and the registration authority are achieved by
the same server apparatus. Alternatively, the configura-
tion may be such that the certificate authority and the
registration authority are achieved by different server ap-
paratuses. The present invention is not particularly lim-
ited.
[0019] A PC 103 is a personal computer. The PC 103
has a web browser function and allows the browsing and
the use of a HyperText Markup Language (HTML) doc-
ument and a website published by an information
processing apparatus connected to the network 110.
[0020] Next, a description is given of an overview of
the process of acquiring and updating an electronic cer-
tificate according to the first exemplary embodiment.
[0021] Using the web browser provided in the PC 103,
the administrator of the multifunction peripheral 100 con-
nects to a web page to make an electronic certificate
issuance request to issue an electronic certificate pub-
lished by the multifunction peripheral 100, and acquire
the electronic certificate. Then, the administrator makes

settings and gives instructions for the execution of the
process of making an electronic certificate issuance re-
quest and acquiring an electronic certificate. According
to the contents of the settings made and the instructions
given by the administrator, then using SCEP, the multi-
function peripheral 100 acquires a CA certificate from the
certificate/registration authority 102 and makes an elec-
tronic certificate issuance request to the certificate/reg-
istration authority 102. Further, the multifunction periph-
eral 100 acquires an electronic certificate included in a
response to the electronic certificate issuance request
and issued by the certificate/registration authority 102,
and sets the use of the acquired electronic certificate in
the multifunction peripheral 100.
[0022] Next, the hardware configuration of the multi-
function peripheral 100 according to the first exemplary
embodiment is described.
[0023] Fig. 2 is a block diagram illustrating the hard-
ware configuration of the multifunction peripheral 100 ac-
cording to the first exemplary embodiment.
[0024] A central processing unit (CPU) 201 executes
a software program for the multifunction peripheral 100
and controls the entire apparatus. A read-only memory
(ROM) 202 stores a boot program and a fixed parameter
for the multifunction peripheral 100. A random-access
memory (RAM) 203 is used to store a program and tem-
porary data when the CPU 201 controls the multifunction
peripheral 100. A hard disk drive (HDD) 204 stores sys-
tem software, an application, and various types of data.
The CPU 201 executes the boot program stored in the
ROM 202, loads a program stored in the HDD 204 into
the RAM 203, and executes the loaded program, thereby
controlling the operation of the multifunction peripheral
100. A network interface (I/F) control unit 205 controls
the transmission and reception of data to and from the
network 110. A scanner I/F control unit 206 controls the
reading of a document by a scanner 211. A printer I/F
control unit 207 controls a printing process performed by
a printer 210. A panel control unit 208 controls a touch
panel type operation panel 212, thereby controlling the
display of various pieces of information and an instruction
input by a user. A bus 209 connects the CPU 201, the
ROM 202, the RAM 203, the HDD 204, the network I/F
control unit 205, the scanner I/F control unit 206, the print-
er I/F control unit 207, and the panel control unit 208 to
each other. A control signal from the CPU 201 and a data
signal between devices are transmitted and received via
the bus 209.
[0025] Fig. 3 is a block diagram illustrating software
modules of the multifunction peripheral 100 according to
the first exemplary embodiment. The software modules
illustrated in Fig. 3 are achieved by the CPU 201 execut-
ing a program loaded into the RAM 203.
[0026] A network driver 301 controls the network I/F
control unit 205 connected to the network 110 to transmit
and receive data to and from outside the multifunction
peripheral 100 via the network 110. A network control
unit 302 controls communication on the transport layer
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or below in a network communication protocol such as
the Transmission Control Protocol/Internet Protocol
(TCP/IP) to transmit and receive data. A communication
control unit 303 is a module for controlling a plurality of
communication protocols supported by the multifunction
peripheral 100. In the process of acquiring and updating
an electronic certificate according to the first exemplary
embodiment, the communication control unit 303 makes
a request for Hypertext Transfer Protocol (HTTP) proto-
col communication, performs the process of generating
response data and analyzing the response data, and con-
trols the transmission and reception of data, thereby com-
municating with the certificate/registration authority 102
or the PC 103. Further, the communication control unit
303 also executes encrypted communication using TLS,
IPSEC, and IEEE 802.1X supported by the multifunction
peripheral 100.
[0027] A web page control unit 304 is a module for
generating HTML data for displaying a web page on
which the process of making an electronic certificate is-
suance request and acquiring an electronic certificate
can be executed, and for controlling communication of
the HTML data. The web page control unit 304 executes
processes in response to a web page display request,
an electronic certificate issuance request, and an elec-
tronic certificate acquisition execution instruction that are
sent from the network driver 301 via the communication
control unit 303. The web page control unit 304 transmits,
as a response to a request from the web browser, HTML
data of a predetermined web page saved in the RAM 203
or the HDD 204, or HTML data generated according to
the content of a display request.
[0028] An acquisition control unit 305 is a module for
executing the process of acquiring an electronic certifi-
cate based on an instruction from the web page control
unit 304. The acquisition control unit 305 is a module for
controlling communication using SCEP, for performing
the process of generating encrypted data necessary for
communication using SCEP such as PKCS #7 or PKCS
#10 and analyzing the encrypted data, and for performing
the process of saving an acquired electronic certificate
and setting the purpose of the acquired electronic certif-
icate.
[0029] An encryption processing unit 306 is a module
for executing various cryptographic processes such as
the process of encrypting and decrypting data, the proc-
ess of generating and verifying an electronic signature,
and the process of generating a hash value. In the proc-
ess of acquiring and updating an electronic certificate
according to the first exemplary embodiment, the encryp-
tion processing unit 306 executes various cryptographic
processes necessary in the process of generating re-
quest data and response data using SCEP and analyzing
the request data and the response data.
[0030] A key pair/certificate management unit 307 is a
module for managing a public key pair and an electronic
certificate held in the multifunction peripheral 100. The
key pair/certificate management unit 307 saves data of

a public key pair and an electronic certificate together
with various setting values in the RAM 203 or the HDD
204. Further, although not illustrated in the figures in the
first exemplary embodiment, the process of displaying
the details of a public key pair and an electronic certifi-
cate, the process of generating a public key pair and an
electronic certificate, and the process of deleting a public
key pair and an electronic certificate can also be executed
by an instruction from the user through the operation pan-
el 212.
[0031] A user interface (UI) control unit 308 controls
the operation panel 212 and the panel control unit 208.
Also in an encrypted communication process using TLS,
IPSEC, or IEEE 802.1X executed by the communication
control unit 303, the encryption processing unit 306 per-
forms an encryption process. The configuration is such
that in the encryption process, the encryption processing
unit 306 acquires data of a public key pair and an elec-
tronic certificate to be used from the key pair/certificate
management unit 307.
[0032] A printing/reading processing unit 309 is a mod-
ule for executing the function of printing by the printer
210 and the function of reading a document by the scan-
ner 211. A device control unit 310 is a module for gen-
erating a control command and control data for the mul-
tifunction peripheral 100 and performing overall control
of the multifunction peripheral 100. The device control
unit 310 according to the first exemplary embodiment
controls power supply to the multifunction peripheral 100,
and according to an instruction from the web page control
unit 304, executes the process of restarting the multi-
function peripheral 100.
[0033] Fig. 4 is a sequence diagram illustrating the flow
of entire processing performed by a system according to
the first exemplary embodiment, including initialization
regarding an electronic certificate issuance request, the
display of information of an electronic certificate, the mak-
ing of an issuance request to issue the electronic certif-
icate, the reception of the electronic certificate, the restart
of the multifunction peripheral 100, and the reflection of
the received electronic certificate.
[0034] This sequence is started in response to the fact
that the user inputs to the PC 103 a display instruction
to display an electronic certificate list. According to the
display instruction, the PC 103 may display key pairs
together with the certificate list. A description is given
below of an example where the PC 103 displays a list of
key pairs and electronic certificates according to the dis-
play instruction.
[0035] In the first exemplary embodiment, the descrip-
tion is given using an example of processing on a single
multifunction peripheral 100. Alternatively, processing
may be executed on a plurality of multifunction peripher-
als 100 and 101 in response to a single start instruction.
For example, the PC 103 may make requests to the mul-
tifunction peripherals 100 and 101, and each multifunc-
tion peripheral may execute processing illustrated in flow-
charts described below. A step in which the PC 103 ac-
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quires a certificate list from each of the multifunction pe-
ripherals 100 and 101, displays the certificate list, and
prompts the user to confirm the certificate list may be
skipped. Then, each multifunction peripheral may auto-
matically detect an expired certificate and transmit bibli-
ographic information (the certificate identification (ID)
and the period of validity) of the expired certificate to the
PC 103. Then, the PC 103 may cause the plurality of
multifunction peripherals to automatically update a cer-
tificate which is about to expire or an expired certificate.
This processing is termed "silent installation".
[0036] First, in step S401, the multifunction peripheral
100 receives a display request transmitted from the PC
103. The display request is a display request to display
a list of electronic certificates held in the multifunction
peripheral 100. In the first exemplary embodiment, using
the web browser provided in the PC 103, the administra-
tor of the multifunction peripheral 100 connects to a web
page published by the multifunction peripheral 100 for
making an electronic certificate issuance request and ac-
quiring an electronic certificate, and performs operations
such as giving instructions. In the present exemplary em-
bodiment, an operation screen on the web page thus
displayed on a display unit of the PC 103 is occasionally
referred to as an "RUI". The RUI is a user interface dis-
played on the PC 103 by remotely requesting operation
screen data of the multifunction peripheral 100 or 101
using the web browser of the PC 103. At this time, the
screen can be implemented by HTML or a servlet.
[0037] Next, in step S402, the multifunction peripheral
100 executes the process of acquiring data for displaying
a list of key pairs and electronic certificates held in the
multifunction peripheral 100, and of generating a web
page screen for displaying the list.
[0038] Fig. 5A is a flowchart illustrating the process of
acquiring a list of key pairs and electronic certificates and
generating display data in step S402 in Fig. 4. This
processing is achieved by the CPU 201 executing a pro-
gram loaded into the RAM 203.
[0039] Further, Figs. 17A to 17C are conceptual dia-
grams illustrating a database of detailed information of
key pairs and electronic certificates managed by the key
pair/certificate management unit 307 of the multifunction
peripheral 100. This database is saved in the HDD 204
of the multifunction peripheral 100.
[0040] The flowchart in Fig. 5A is described. This
processing is started by receiving a key pair/electronic
certificate list acquisition request. First, in step S501, the
CPU 201 receives a key pair/electronic certificate list ac-
quisition request. Next, in step S502, the CPU 201 ac-
quires detailed information of key pairs and electronic
certificates managed by the key pair/certificate manage-
ment unit 307 as illustrated in Fig. 17A, for example. Next,
in step S503, using the detailed information of the key
pairs and the electronic certificates acquired in step
S502, the CPU 201 generates HTML data of a web page
screen to be provided as an RUI.
[0041] Figs. 10A to 15 are diagrams illustrating exam-

ples of a web page screen as an RUI displayed on the
PC 103 according to the first exemplary embodiment. In
step S503 in Fig. 5A according to the first exemplary em-
bodiment, HTML data of a web page screen illustrated
in Fig. 10A is generated, and the web page screen is
displayed on the web browser of the PC 103. Conse-
quently, it is possible to confirm on the PC 103 a list of
key pairs and electronic certificates held in the multifunc-
tion peripheral 100.
[0042] Information of the electronic certificates dis-
played in the list in Fig. 10A includes a name 1011, a
purpose 1012, an issuer 1013, an end date of a period
of validity 1014, and details 1015 of each certificate. The
name 1011 is a character string optionally assigned by
an operator such as the administrator of the multifunction
peripheral 100 when the key pair and the electronic cer-
tificate are issued. The purpose 1012 is a setting value
indicating that the key pair and the electronic certificate
are used for any of purposes such as TLS, IPSEC, and
IEEE 802.1X. The issuer 1013 is a distinguished name
(DN) of a certificate authority that has issued the elec-
tronic certificate. The end date of the period of validity
1014 is information about the day when the period of
validity of the electronic certificate ends. The details 1015
is an icon for displaying the detailed information of the
electronic certificate. Then, in step S504, the CPU 201
transmits to the PC 103 the HTML data generated in step
S503 as a response to step S501, and this processing
ends. Step S402 in Fig. 4 is thus executed.
[0043] Although not illustrated in the sequence dia-
gram in Fig. 4, if the administrator of the multifunction
peripheral 100 clicks an icon of the details 1015 in Fig.
10A displayed on the PC 103, the PC 103 transmits to
the multifunction peripheral 100 a display request to dis-
play detailed information of an electronic certificate cor-
responding to the icon. Receiving the display request,
the multifunction peripheral 100 acquires the detailed in-
formation of the electronic certificate, generates HTML
data of the detailed information of the certificate based
on the acquired information, and transmits to the PC 103
the generated data as a response.
[0044] Consequently, for example, detailed informa-
tion of an electronic certificate as illustrated in Fig. 16 is
displayed on the web browser of the PC 103. Fig. 16 is
a diagram illustrating an example of the detailed infor-
mation of the electronic certificate displayed on the PC
103.
[0045] Fig. 5B is a flowchart illustrating a process per-
formed when the multifunction peripheral 100 according
to the first exemplary embodiment receives from the PC
103 this request to display detailed information. This
processing is achieved by the CPU 201 executing a pro-
gram loaded into the RAM 203.
[0046] First, in step S511, the CPU 201 receives an
electronic certificate detailed information acquisition re-
quest from the PC 103. Next, in step S512, the CPU 201
acquires detailed information of a key pair and an elec-
tronic certificate managed by the key pair/certificate man-
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agement unit 307 and illustrated in Fig. 17A. Next, in step
S513, using the detailed information of the key pair and
the electronic certificate acquired in step S512, the CPU
201 generates HTML data of a web page screen. In step
S514, the CPU 201 transmits the generated HTML data
to the PC 103.
[0047] Fig. 16 is a diagram illustrating an example of
a display screen of the detailed information of the elec-
tronic certificate according to the first exemplary embod-
iment. This screen is displayed as an RUI in a web page
format on the PC 103.
[0048] Referring back to Fig. 4, in step S403, the mul-
tifunction peripheral 100 transmits to the PC 103 the
HTML data of the web page screen generated in step
S402 and illustrated in Fig. 10A as a response.
[0049] The processes illustrated in steps S401 to S403
in Fig. 4, steps S501 to S504 in Fig. 5A, and steps S511
to S514 in Fig. 5B are a control process regarding the
process of displaying electronic certificate information,
which is performed by the multifunction peripheral 100
having received a key pair/electronic certificate list dis-
play request.
[0050] Then, in step S404, the multifunction peripheral
100 receives from the PC 103 a display request to display
an SCEP server connection setting screen. In the first
exemplary embodiment, to make connection settings for
connection to the certificate/registration authority 102,
the administrator of the multifunction peripheral 100
clicks "connection settings" 1002 in Fig. 10A, thereby
transmitting to the multifunction peripheral 100 the dis-
play request to display a connection setting screen.
[0051] Next, in step S405, the multifunction peripheral
100 transmits, to the PC 103, HTML data of a predeter-
mined SCEP server connection setting screen illustrated
in Fig. 10B as a response to step S404.
[0052] The connection setting screen illustrated in Fig.
10B includes input fields, namely "server name" 1016
and "port number" 1017, to which a host name and a
connection destination port number, respectively, of an
SCEP server are input, and a "setting" button 1018 for
giving an instruction to set input setting values.
[0053] Next, in step S406, the multifunction peripheral
100 receives from the PC 103 a setting instruction re-
quest to make connection settings. The administrator of
the multifunction peripheral 100 according to the first ex-
emplary embodiment provides inputs to the "server
name" 1016 and the "port number" 1017 in Fig. 10B
through the PC 103 and clicks the "setting" button 1018,
thereby transmitting this setting instruction request to the
multifunction peripheral 100.
[0054] Next, in step S407, the multifunction peripheral
100 executes the process of making connection settings
and generating a web page screen indicating the setting
results. In step S408, the multifunction peripheral 100
transmits, to the PC 103, HTML data of the web page
screen generated in step S407 and illustrated in Fig. 11A
as a response.
[0055] Fig. 6 is a flowchart illustrating the process of

making connection settings for connection to the certifi-
cate/registration authority 102 in step S407 in Fig. 4,
which is performed by the multifunction peripheral 100
according to the first exemplary embodiment. This
processing is achieved by the CPU 201 executing a pro-
gram loaded into the RAM 203.
[0056] First, in step S601, the CPU 201 receives from
the PC 103 a setting request to make connection settings.
Next, in step S602, the CPU 201 acquires the setting
values of a host name and a port number included in the
setting request to make the connection settings, and
saves the acquired setting values in the RAM 203 or the
HDD 204. Next, in step S603, the CPU 201 generates
HTML data of a web page screen in Fig. 11A, for example.
Then, in step S604, the CPU 201 transmits the HTML
data generated in step S603 as a response to step S601,
and this processing ends. Thus, the processing proceeds
to step S408.
[0057] Consequently, as illustrated in Fig. 11A, the PC
103 displays a character string 1101 indicating that the
settings are reflected.
[0058] The processes illustrated in steps S406 to S408
and S601 to 604 are control regarding the process of
making connection settings, which is performed by the
multifunction peripheral 100.
[0059] Next, in step S409 in Fig. 4, the multifunction
peripheral 100 receives a display request to display a CA
certificate acquisition screen transmitted from the brows-
er of the PC 103. In the first exemplary embodiment, the
administrator of the multifunction peripheral 100 acquires
a CA certificate issued by the certificate/registration au-
thority 102. Thus, the administrator clicks "CA certificate
acquisition" 1003 in Fig. 10A, thereby transmitting to the
multifunction peripheral 100 the display request to dis-
play a CA certificate acquisition screen.
[0060] Consequently, in step S410, the multifunction
peripheral 100 transmits HTML data of a predetermined
CA certificate acquisition screen illustrated in Fig. 11B
as a response to step S409.
[0061] The CA certificate acquisition screen in Fig. 11B
includes an "execution" button 1102 for giving an instruc-
tion to acquire a CA certificate.
[0062] Next, in step S411, the "execution" button 1102
in Fig. 11B is clicked, and the multifunction peripheral
100 receives a CA certificate acquisition request trans-
mitted from the browser of the PC 103. In the first exem-
plary embodiment, the administrator of the multifunction
peripheral 100 clicks the "execution" button 1102 in Fig.
11B, thereby transmitting to the multifunction peripheral
100 the CA certificate acquisition request.
[0063] Next, in step S412, the multifunction peripheral
100 executes the process of generating CA certificate
acquisition request data. Then, in step S413, based on
the information set in step S407, the multifunction pe-
ripheral 100 transmits the CA certificate acquisition re-
quest data generated in step S412 to the certificate/reg-
istration authority 102 as the SCEP server. Then, in step
S414, the multifunction peripheral 100 receives a re-
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sponse to the CA certificate acquisition request transmit-
ted from the certificate/registration authority 102. Conse-
quently, in step S415, the multifunction peripheral 100
performs the process of analyzing the received response
to the CA certificate acquisition request, acquiring a CA
certificate included in the response, and registering the
acquired CA certificate as a CA certificate trusted by the
multifunction peripheral 100. Then, in step S416, the mul-
tifunction peripheral 100 transmits, to the PC 103, HTML
data of a web page screen generated in step S415 as
illustrated in Fig. 12A or Fig. 12B. Fig. 12A illustrates an
example of a screen displayed when the acquisition of
the CA certificate is successful, and the acquired CA cer-
tificate is registered as a CA certificate. On the other
hand, Fig. 12B illustrates an example of a screen dis-
played when the acquisition of the CA certificate is failed.
[0064] Fig. 7 is a flowchart illustrating the process of
acquiring and registering a CA certificate illustrated in
steps S412 to S416 in Fig. 4, which is performed by the
multifunction peripheral 100 according to the first exem-
plary embodiment. This processing is achieved by the
CPU 201 executing a program loaded into the RAM 203.
[0065] First, in step S701, the CPU 201 receives a CA
certificate acquisition request from the PC 103. Next, in
step S702, based on the information of the connection
settings for connection to the certificate/registration au-
thority 102 acquired in step S407, the CPU 201 generates
a message of the CA certificate acquisition request. The
following is an example of the message of the acquisition
request generated in the first exemplary embodiment. In
the first exemplary embodiment, SCEP is used as a com-
munication protocol, and the message is a request mes-
sage for using this protocol. xxxxxxx/yyyyy?opera-
tion=GetCAXyz&message=CAIdentifier
[0066] Next, in step S703, based on the connection
settings for connection to the certificate/registration au-
thority 102 acquired in step S407 in Fig. 4, the CPU 201
connects to the certificate/registration authority 102 as
the SCEP server using the TCP/IP protocol. Next, in step
S704, the CPU 201 determines whether the connection
in step S703 is successful. If the connection is successful
(YES in step S704), the processing proceeds to step
S705. If the connection is failed (NO in step S704), the
processing proceeds to step S714.
[0067] In step S705, using a GET or POST method of
the HTTP protocol, the CPU 201 transmits the message
of the CA certificate acquisition request generated in step
S702 to the certificate/registration authority 102. Next, in
step S706, the CPU 201 determines whether the trans-
mission in step S705 is successful. If the transmission is
successful (YES in step S706), the processing proceeds
to step S707. If the transmission is failed (NO in step
S706), the processing proceeds to step S714. In step
S707, the CPU 201 receives, from the certificate/regis-
tration authority 102, response data in response to the
CA certificate acquisition request. Then, in step S708,
the CPU 201 determines whether the reception of the
response data in step S707 is successful. If the reception

is successful (YES in step S708), the processing pro-
ceeds to step S709. If the reception is failed (NO in step
S708), the processing proceeds to step S714. In step
S709, the CPU 201 analyzes the response data received
in step S708 and acquires data of a CA certificate includ-
ed in the response data. The encryption processing unit
306 performs the process of analyzing the response data
and acquiring the CA certificate.
[0068] The response data according to the first exem-
plary embodiment is binary data in X.509 (RFC 5280)
format. Alternatively, for example, data in PKCS #7 (RFC
5652: Cryptographic Message Syntax) format may be
transmitted as the response, and the data format is not
limited.
[0069] Next, in step S710, the CPU 201 determines
whether the acquisition of the CA certificate in step S709
is successful. If the acquisition is successful (YES in step
S710), the processing proceeds to step S711. If the ac-
quisition is failed (NO in step S710), the processing pro-
ceeds to step S714. In step S711, the CPU 201 registers
the CA certificate acquired in step S709 as a CA certifi-
cate trusted by the multifunction peripheral 100. At this
time, the CPU 201 holds the acquired CA certificate in
the RAM 203 and also causes the key pair/certificate
management unit 307 to save the acquired CA certificate
in a predetermined directory of the HDD 204 for storing
a CA certificate trusted by the multifunction peripheral
100. Then, in step S712, the CPU 201 determines wheth-
er the process of registering the CA certificate in step
S710 is successful. If it is determined that the registration
process is successful (YES in step S712), the processing
proceeds to step S713. If the registration process is failed
(NO in step S712), the processing proceeds to step S714.
In step S713, the CPU 201 generates a thumbprint (a
hash value generated using Secure Hash Algorithm 1
(SHA-1)) of the CA certificate to be displayed in a char-
acter string 1201 in Fig. 12A when the acquisition of the
CA certificate is successful. This thumbprint is generated
by the encryption processing unit 306. Then, in step
S715, according to the processing results in steps S703
to S714, the CPU 201 generates HTML data of display
data indicating the acquisition result of the CA certificate
in Fig. 12A. Then, in step S716, the CPU 201 transmits
to the PC 103 the HTML data generated in step S715 as
a response to step S701, and this processing ends. Then,
the processing proceeds to step S417 in Fig. 4. In the
first exemplary embodiment, according to the acquisition
result of the CA certificate, the CPU 201 displays the
character string 1201 in Fig. 12A. If an error process is
executed in step S714, the CPU 201 displays a character
string 1202 in Fig. 12B. Next, the description returns to
Fig. 4.
[0070] In step S417, the multifunction peripheral 100
receives a display request to display a certificate issu-
ance request screen transmitted from the browser of the
PC 103. In the first exemplary embodiment, the admin-
istrator of the multifunction peripheral 100 clicks "certifi-
cate issuance request" 1004 in Fig. 10A, to make a cer-
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tificate issuance request to the certificate/registration au-
thority 102 and to acquire a certificate from the certifi-
cate/registration authority 102.
[0071] Next, in step S418, the multifunction peripheral
100 transmits, to the PC 103, HTML data of a predeter-
mined certificate issuance request screen illustrated in
Fig. 13A as a response to step S417. Consequently, the
PC 103 performs display control to display the screen
illustrated in Fig. 13A.
[0072] The certificate issuance request screen in Fig.
13A includes "name" 1301 of a certificate, "length of key"
1302 for setting the key length of a key pair to be gener-
ated, and an "input of issuance destination information"
field 1303. Further, the certificate issuance request
screen in Fig. 13A includes "signature verification" 1304
for setting whether to verify a signature assigned to a
response to a certificate issuance request to be trans-
mitted from the certificate/registration authority 102, and
"purpose of key" 1305 for setting the purpose of an issued
certificate. Further, the certificate issuance request
screen in Fig. 13A includes "password" 1306 to be in-
cluded in the certificate issuance request, and an "exe-
cution" button 1307 for making the certificate issuance
request. The "purpose of key" 1305 is check boxes and
indicates that a plurality of purposes can be set for a
single key.
[0073] Next, in step S419, the multifunction peripheral
100 receives a certificate issuance request including in-
formation of inputs and settings regarding the items 1301
to 1306 transmitted from the browser of the PC 103 by
clicking of the "execution" button 1307 on the screen in
Fig. 13A. In the first exemplary embodiment, the admin-
istrator of the multifunction peripheral 100 provides inputs
and makes settings regarding the items 1301 to 1306 in
Fig. 13A and clicks the "execution" button 1307, thereby
transmitting the certificate issuance request from the PC
103.
[0074] Next, in step S420, the multifunction peripheral
100 executes the process of generating certificate issu-
ance request data. Then, in step S421, based on the
information set in step S407, the multifunction peripheral
100 transmits the certificate issuance request data gen-
erated in step S420 to the certificate/registration authority
102 as the SCEP server. Then, in step S422, the multi-
function peripheral 100 receives a response to the cer-
tificate issuance request transmitted from the certifi-
cate/registration authority 102. Next, in step S423, the
multifunction peripheral 100 performs the process of an-
alyzing the response to the certificate issuance request
received in step S422 (the execution of signature verifi-
cation according to the setting, the acquisition of a cer-
tificate included in the response, and the setting of the
acquired certificate to a specified purpose). Then, the
multifunction peripheral 100 executes the process of gen-
erating a web page screen indicating the result of the
certificate issuance request.
[0075] If the issuance and the acquisition of the certif-
icate are successful, then in the process of step S423,

the electronic certificate data is saved, and the purpose
of the electronic certificate data is set. The setting of the
purpose refers to a communication function using the
electronic certificate. In the first exemplary embodiment,
encrypted communication using TLS, IPSEC, or IEEE
802.1X can be set. Further, the multifunction peripheral
100 according to the first exemplary embodiment can
have a plurality of electronic certificates, and the purpose
is set for each electronic certificate. For example, in a
case where an electronic certificate to be used when the
multifunction peripheral 100 provides a server service for
performing TLS communication as a web server, and an
electronic certificate to be used by the multifunction pe-
ripheral 100 to perform client communication using IEEE
802.1X are different from each other, both electronic cer-
tificates can be set. Alternatively, a single electronic cer-
tificate may be automatically applied to all communica-
tion purposes.
[0076] Then, in step S424, the multifunction peripheral
100 transmits to the PC 103 HTML data of a web page
screen generated in step S423 and illustrated in Fig. 13B
or 14A. According to the result of the certificate issuance
request, a character string indicating the setting result is
displayed as illustrated in a character string 1308 in Fig.
13B or a character string 1401 in Fig. 14A. Fig. 13B il-
lustrates an example of a screen in a case where the
issuance and the acquisition of the certificate are suc-
cessful. Fig. 14A illustrates an example of a screen in a
case where the issuance and the acquisition of the cer-
tificate are failed.
[0077] If the issuance and the acquisition of the certif-
icate are thus successful, then in the process of step
S423, the electronic certificate data is saved, and the
purpose of the electronic certificate data is set. When the
multifunction peripheral 100 is started, the communica-
tion control unit 303 according to the first exemplary em-
bodiment acquires data of an electronic certificate to be
used in encrypted communication using TLS, IPSEC, or
IEEE 802.1X. Thus, if the purpose is changed, it is nec-
essary to restart the multifunction peripheral 100.
[0078] Fig. 8 is a flowchart illustrating the process of
making a certificate issuance request and acquiring a
certificate in steps S419 to S424 in Fig. 4, which is per-
formed by the multifunction peripheral 100 according to
the first exemplary embodiment. This processing is
achieved by the CPU 201 executing a program loaded
into the RAM 203.
[0079] First, in step S801, the CPU 201 receives from
the PC 103 a certificate issuance request.
[0080] Next, in step S802, the CPU 201 acquires in-
formation about the "name" 1301 of a certificate, the
"length of key" 1302, the "input of issuance destination
information" 1303, the "signature verification" 1304, and
the "purpose of key" 1305 included in the certificate is-
suance request received in step S801.
[0081] Next, in step S803, the CPU 201 acquires the
CA certificate acquired in steps S412 to S415 in Fig. 4.
[0082] Then, in step S804, the CPU 201 generates a
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key pair/certificate signing request. In step S804, based
on the information of the "name" 1301 and the "length of
key" 1302 acquired in step S802, the CPU 201 performs
the process of generating a key pair. Further, the encryp-
tion processing unit 306 generates certificate signing re-
quest data in PKCS #10 format based on the information
of the "input of issuance destination information" 1303
and the "password" 1306. PKCS #10 is a format for a
certificate signing request defined in RFC 2986: PKCS
#10: Certification Request Syntax Specification. Further,
a certificate signing request is occasionally referred to
as a "CSR".
[0083] Next, in step S805, the CPU 201 determines
whether the generation of the key pair/certificate signing
request in step S804 is successful. If it is determined that
the generation is successful (YES in step S805), the
processing proceeds to step S806. If the generation is
failed (NO in step S805), the processing proceeds to step
S823.
[0084] In step S806, the CPU 201 generates certificate
issuance request data. The issuance request data gen-
erated in step S806 is based on the connection settings
for connection to the certificate/registration authority 102
acquired in step S407 in Fig. 4 and is data in PKCS #7
format defined by SCEP.
[0085] Next, in step S808, based on the connection
settings for connection to the certificate/registration au-
thority 102 acquired in step S407 in Fig. 4, the CPU 201
connects to the certificate/registration authority 102 as
the SCEP server using the TCP/IP protocol. Next, in step
S809, the CPU 201 determines whether the connection
in step S808 is successful. If the connection is successful
(YES in step S809), the processing proceeds to step
S810. If the connection is failed (NO in step S809), the
processing proceeds to step S823.
[0086] In step S810, using a GET or POST method of
the HTTP protocol, the CPU 201 transmits the certificate
issuance request data generated in step S806. Then, in
step S811, the CPU 201 determines whether the trans-
mission in step S810 is successful. If the transmission is
successful (YES in step S811), the processing proceeds
to step S812. If the transmission is failed (NO in step
S811), the processing proceeds to step S823.
[0087] In step S812, the CPU 201 receives, from the
certificate/registration authority 102, response data in re-
sponse to the certificate issuance request. The response
data transmitted as a response is data in PKCS #7 format
defined by SCEP.
[0088] Next, in step S813, the CPU 201 determines
whether the reception of the response data in step S812
is successful. If the reception is successful (YES in step
S813), the processing proceeds to step S814. If the re-
ception is failed (NO in step S813), the processing pro-
ceeds to step S823.
[0089] In step S814, based on the setting of the "sig-
nature verification" 1304 acquired in step S802, the CPU
201 determines whether a setting is made so that the
signature is to be verified. If a setting is made so that the

signature is to be verified (YES in step S814), the
processing proceeds to step S815. If a setting is made
so that the signature is not to be verified (NO in step
S814), the processing proceeds to step S817.
[0090] In step S815, using the public key included in
the CA certificate acquired in step S803, the CPU 201
verifies signature data assigned to the data received in
step S812. Then, in step S816, the CPU 201 determines
whether the verification of the signature in step S815 is
successful. If the verification is successful (YES in step
S816), the processing proceeds to step S817. If the ver-
ification is failed (NO in step S816), the processing pro-
ceeds to step S823.
[0091] In step S817, the CPU 201 analyzes the data
received in step S812 and acquires data of a certificate
included in the response data. At this time, the encryption
processing unit 306 performs the process of analyzing
the response data and acquiring the certificate.
[0092] Next, in step S818, the CPU 201 determines
whether the acquisition of the certificate in step S817 is
successful. If the acquisition is successful (YES in step
S818), the processing proceeds to step S819. If the ac-
quisition is failed (NO in step S818), the processing pro-
ceeds to step S823.
[0093] In step S819, the CPU 201 registers the certif-
icate acquired in step S818 as an electronic certificate
corresponding to the key pair generated in step S804. At
this time, the CPU 201 causes the key pair/certificate
management unit 307 to save the public key pair gener-
ated in step S804 and the acquired electronic certificate
in a predetermined directory of the HDD 204 for storing
a key pair and an electronic certificate. At this time, the
key pair/certificate management unit 307 adds informa-
tion about the public key pair generated in step S804 and
the acquired electronic certificate to a list of detailed in-
formation of key pairs and certificates as illustrated in
Fig. 17B. In Fig. 17B, a key pair and a certificate Xyz4
are newly added.
[0094] Next, in step S820, the CPU 201 determines
whether the process of registering the certificate in step
S819 is successful. If the registration process is success-
ful (YES in step S820), the processing proceeds to step
S821. If the registration process is failed (NO in step
S820), the processing proceeds to step S823.
[0095] In step S821, based on the information of the
"purpose of key" 1305 acquired in step S802, the CPU
201 sets the purpose of the certificate. At this time, the
key pair/certificate management unit 307 updates infor-
mation of the purpose in the list of detailed information
of key pairs and certificates as illustrated in Fig. 17C, for
example. In Fig. 17C, a key pair and a certificate to be
used for TLS are changed from Xyz1 to Xyz4.
[0096] Next, in step S824, according to the processing
results in steps S801 to S823, the CPU 201 generates
HTML data of the result of the certificate issuance request
illustrated in Fig. 13B. Then, in step S825, the CPU 201
transmits to the PC 103 the HTML data generated in step
S824 as a response to the certificate issuance request
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in step S801, and this processing ends. Then, the
processing proceeds to step S425 in Fig. 4.
[0097] The processes of steps S419 to S424 and S801
to S825 are control regarding the process of making an
electronic certificate issuance request and receiving an
electronic certificate, and the setting of a communication
purpose, which is performed by the multifunction periph-
eral 100. In the first exemplary embodiment, the process
of making an electronic certificate issuance request and
receiving an electronic certificate, and the setting of a
communication purpose are collectively referred to as
"an electronic certificate automatic update function".
[0098] With this electronic certificate automatic update
function, the multifunction peripheral 100 can automati-
cally perform the process of making an electronic certif-
icate issuance request and receiving an electronic cer-
tificate via the network 110. Further, the multifunction pe-
ripheral 100 can also set the purpose of the received
electronic certificate. Thus, it is possible to save the user
the trouble of working. The description returns to Fig. 4.
[0099] In step S425, the multifunction peripheral 100
receives a request to restart the multifunction peripheral
100. In the first exemplary embodiment, the administrator
of the multifunction peripheral 100 restarts the multifunc-
tion peripheral 100. Thus, the administrator clicks a "re-
start" button 1309 in Fig. 13B.
[0100] Next, in step S426, the multifunction peripheral
100 transmits HTML data of a predetermined restart ex-
ecution screen illustrated in Fig. 14B as a response to
step S425. Next, in step S427, the multifunction periph-
eral 100 executes the process of restarting the multifunc-
tion peripheral 100.
[0101] It is assumed that when the purpose of commu-
nication using IEEE 802.1X is set for a received electronic
certificate, the multifunction peripheral 100 according to
the first exemplary embodiment cannot reflect the set
purpose unless being restarted. This is because an elec-
tronic certificate for, for example, IEEE 802.1X is loaded
into the RAM 203 when the multifunction peripheral 100
is started, and the electronic certificate continues to be
used. Thus, the electronic certificate may not be replaced
with a received electronic certificate saved in the HDD
204. If, however, the multifunction peripheral 100 can
switch an electronic certificate to be used in the purpose
of communication without needing to restart the multi-
function peripheral 100, it may not be necessary to restart
the multifunction peripheral 100. For example, if an elec-
tronic certificate is set for the purpose of TLS, it may not
be necessary to restart the multifunction peripheral 100.
For example, the necessity of a restart may be set in
advance for each of a plurality of purposes, and according
to information regarding the necessity of a restart, the
multifunction peripheral 100 may automatically deter-
mine whether the multifunction peripheral 100 is to be
restarted.
[0102] Fig. 9 is a flowchart illustrating a process re-
garding the restart of the multifunction peripheral 100 in
steps S424 to S427 in Fig. 4, which is performed by the

multifunction peripheral 100 according to the first exem-
plary embodiment. This processing is achieved by the
CPU 201 executing a program loaded into the RAM 203.
[0103] First, in step S901, the CPU 201 receives from
the PC 103 a restart request to restart the multifunction
peripheral 100. Next, in step S902, the CPU 201 trans-
mits, to the PC 103, HTML data of a predetermined
screen for making a restart request to restart the multi-
function peripheral 100 illustrated in Fig. 14B as a re-
sponse to step S901. Next, in step S903, the CPU 201
instructs the device control unit 310 to start a restart proc-
ess, and this processing ends.
[0104] By the above series of operations, after being
restarted, the multifunction peripheral 100 uses the elec-
tronic certificate acquired from the certificate/registration
authority 102.
[0105] Fig. 15 is a diagram illustrating an example of
a screen in a case where the list of key pairs and elec-
tronic certificates is displayed again by the process of
step S401 after the issuance and the acquisition of the
electronic certificate are successful. In this case, infor-
mation 1501 of the certificate (Xyz4) issued by the cer-
tificate/registration authority 102 is added.
[0106] Fig. 18 is a diagram illustrating an example of
a setting screen (hereinafter referred to as "an update
reservation setting screen") regarding the update of an
electronic certificate held in the multifunction peripheral
100 according to the first exemplary embodiment. This
setting screen is displayed as an RUI on a display screen
of the PC 103, similarly to other screens. The update
timing of an electronic certificate can be set through the
update reservation setting screen. Further, on the update
reservation setting screen, an electronic certificate that
should be deleted among one or more electronic certifi-
cates stored in the HDD 204 can be set.
[0107] In the first exemplary embodiment, an example
is described where, as a method for setting the update
timing of an electronic certificate, a setting method can
be selected from among settings 1801, 1802, and 1803.
In the present exemplary embodiment, the settings 1801,
1802, and 1803 are collectively referred to as "certificate
update reservation settings".
[0108] The setting 1801 is a setting for specifying the
date and time when an electronic certificate is to be up-
dated, thereby specifying the update timing of the elec-
tronic certificate. If the current date and time measured
by a time measurement unit of the multifunction periph-
eral 100 reach set date and time, the multifunction pe-
ripheral 100 executes the electronic certificate automatic
update function.
[0109] The setting 1802 is a setting for specifying the
number of days until the expiration date of an electronic
certificate that is being used, thereby specifying the up-
date timing of the electronic certificate. If the current date
and time measured by the time measurement unit of the
multifunction peripheral 100 reach or pass the date and
time before the expiration date by a specified number of
days, the multifunction peripheral 100 executes the elec-
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tronic certificate automatic update function.
[0110] The setting 1803 is a setting for setting the cycle
in which the electronic certificate automatic update func-
tion is to be executed, thereby specifying the update tim-
ing of an electronic certificate. In the first exemplary em-
bodiment, this cycle can be set to the number of days, a
predetermined date every month, or a predetermined
date every year. If a period corresponding to the set cycle
elapses after the electronic certificate is updated, the
electronic certificate automatic update function is exe-
cuted. If the certificate update reservation settings are
updated, the CPU 201 saves the updated certificate up-
date reservation settings in the HDD 204.
[0111] Fig. 18 illustrates an example where the setting
1802 for, based on the expiration date described in an
electronic certificate, determining the update timing of
the electronic certificate is made. 14 days before the ex-
piration date, the multifunction peripheral 100 executes
the certificate automatic update function. Fig. 18 is mere-
ly an example, and a method for setting the timing of the
automatic update may be another specifying method.
The present invention is not particularly limited.
[0112] The multifunction peripheral 100 according to
the present exemplary embodiment has deletion settings
1804 as settings for automatically deleting an unneces-
sary certificate after the update. In the example of Fig.
18, the user makes a deletion setting by selecting either
of a radio button 18041 for specifying a certificate to be
automatically deleted, and a radio button 18042 for spec-
ifying a certificate not to be automatically deleted. The
user only needs to be able to specify whether an unnec-
essary certificate is to be automatically deleted, and the
setting method is not particularly limited. The selection
may be made using not only radio buttons but also a pull-
down menu. Alternatively, the on/off state of a certificate
automatic deletion function may be set.
[0113] In a case where the setting for executing auto-
matic deletion is enabled, a check box 18043 and check
boxes 1805 can be selected.
[0114] By selecting the check box 18043, it is possible
to enable a setting for deleting an electronic certificate in
a case where the number of stored electronic certificates
reaches a predetermined upper limit. In a case where
the check box 18043 is selected, and if an electronic cer-
tificate is to be acquired, and also if the number of elec-
tronic certificates stored in the HDD 204 is a predeter-
mined number or more, an electronic certificate is auto-
matically deleted.
[0115] If the remaining storage capacity of an area re-
served as a storage area for storing electronic certificates
reaches a predetermined value or less, an electronic cer-
tificate may be deleted.
[0116] Further, by selecting the check boxes for de-
tailed settings 1805, it is possible to make detailed set-
tings of automatic deletion. A setting method for making
these settings is not limited to check boxes.
[0117] In a case where the check box 18043 is not
selected, and if a condition specified by any of the auto-

matic deletion detailed settings 1805 is satisfied, a cer-
tificate is deleted, regardless of the number of stored
electronic certificates.
[0118] The automatic deletion detailed settings 1805
include settings 18051 to 18055. An electronic certificate
set by the detailed settings 1805 as an electronic certif-
icate that should be deleted is automatically deleted from
the HDD 204 according to the acquisition of a new elec-
tronic certificate.
[0119] In a case where the setting 18051 is enabled,
an electronic certificate before the update having the
same purpose as the purpose of an electronic certificate
to be newly acquired is set as an electronic certificate
that should be automatically deleted. The purpose of an
electronic certificate is set using the "purpose of key"
1305 in Fig. 13A. In this case, the purpose of the elec-
tronic certificate corresponds to, for example, the use of
the electronic certificate for TLS communication, or the
use of the electronic certificate for Secure Sockets Layer
(SSL) communication. The purpose of the electronic cer-
tificate is managed in association with the electronic cer-
tificate.
[0120] In a case where the setting 18052 is enabled,
and if the purpose of an electronic certificate among elec-
tronic certificates held in the multifunction peripheral 100
before the update is not set, it is determined that the
electronic certificate is not used, and the electronic cer-
tificate is set as an electronic certificate that should be
deleted.
[0121] In a case where the setting 18053 is enabled,
a self-certificate held in the multifunction peripheral 100
before the update is set as an electronic certificate that
should be deleted. The self-certificate is a certificate that
is not signed by the certificate authority, and is electron-
ically signed by the information processing apparatus it-
self that holds the certificate. The condition is set such
that a certificate other than a self-certificate is not deleted,
assuming a case where the multifunction peripheral 100
may hold a certificate purchased from outside the multi-
function peripheral 100, and it is not possible to determine
whether it is all right to automatically delete the certificate.
[0122] In a case where the setting 18054 is enabled,
an electronic certificate held in the multifunction periph-
eral 100 before the update and set before the multifunc-
tion peripheral 100 is shipped from the factory is set as
an electronic certificate that should be deleted. The con-
dition is set such that an electronic certificate other than
an electronic certificate set before the multifunction pe-
ripheral 100 is shipped from the factory is not deleted,
assuming a case where it is not possible to determine
whether it is all right to automatically delete an electronic
certificate held later in the multifunction peripheral 100.
[0123] In a case where the setting 18055 is enabled,
among electronic certificates held in the multifunction pe-
ripheral 100 before the update, an expired electronic cer-
tificate is set as an electronic certificate that should be
deleted. This is because an expired electronic certificate
cannot be used.
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[0124] The CPU 201 saves these setting values in the
HDD 204. The above settings are made by selecting
check boxes. The present invention, however, is not lim-
ited to this. It is sufficient to be able to specify each setting
item as enabled or disabled. For example, each setting
item may be selected as enabled or disabled, using a
pull-down menu or a radio button.
[0125] In the present exemplary embodiment, certifi-
cate automatic deletion settings can be made through
the update reservation setting screen in Fig. 18. Alterna-
tively, the same settings may be able to be made through
the certificate issuance request screen in Fig. 13A. The
present invention is not particularly limited.
[0126] With reference to Fig. 19, a description is given
of a process in which the multifunction peripheral 100
executes the electronic certificate automatic update func-
tion based on the electronic certificate update reservation
settings. This processing is achieved by the CPU 201
executing a program loaded into the RAM 203.
[0127] First, in step S1901, the CPU 201 acquires the
electronic certificate update reservation settings from the
HDD 204.
[0128] Next, in step S1902, the CPU 201 acquires in-
formation of an electronic certificate that is currently
used. This information corresponds to, for example, in-
formation stored in tables illustrated in Figs. 17A to 17C.
[0129] Next, in step S1903, the CPU 201 acquires the
current date and time managed by the multifunction pe-
ripheral 100.
[0130] Then, in step S1904, the CPU 201 compares
the electronic certificate update reservation settings with
the information of the electronic certificate and deter-
mines whether it is necessary to update the electronic
certificate currently in use. This determination is made
according to a setting selected among the settings 1801,
1802, and 1803 illustrated in Fig. 18. If it is determined
that it is not necessary to update the electronic certificate
(NO in step S1904), the processing returns to step
S1901.
[0131] On the other hand, if it is determined that it is
necessary to update the electronic certificate (YES in
step S1904), the processing proceeds to step S1905,
and the control of the certificate issuance request proc-
ess illustrated in Fig. 8 is performed. Then, if the certifi-
cate issuance request process is completed, the
processing proceeds to step S1906.
[0132] In step S1906, the CPU 201 acquires from the
HDD 204 the electronic certificate automatic deletion set-
tings described with reference to Fig. 18.
[0133] Next, in step S1907, the CPU 201 determines
whether the electronic certificate automatic deletion set-
tings are enabled. If it is determined that the electronic
certificate automatic deletion settings are not enabled
(NO in step S1907), the processing proceeds to step
S1910. For example, if the radio button 18041 in Fig. 18
is selected, it is determined that the electronic certificate
automatic deletion settings are enabled.
[0134] If it is determined in step S1907 that the elec-

tronic certificate automatic deletion settings are enabled
(YES in step S1907), then in step S1908, the CPU 201
determines whether there exists a certificate meeting a
condition for a deletion target.
[0135] In step S1908, the CPU 201 determines wheth-
er there exists a certificate as a deletion target among all
the electronic certificates stored in the multifunction pe-
ripheral 100. Based on the settings described with refer-
ence to Fig. 18, the CPU 201 determines whether each
electronic certificate is set as a deletion target. For ex-
ample, in a case where the check box 18043 is selected,
if the number of electronic certificates stored in the mul-
tifunction peripheral 100 reaches the predetermined up-
per limit and if an electronic certificate satisfies a condi-
tion specified by any of the detailed settings 1805, the
electronic certificate is set as a deletion target. Further,
for example, in a case where the check box 18043 is not
selected, an electronic certificate satisfying a condition
specified by any of the detailed settings 1805 is set as a
deletion target, regardless of whether the number of elec-
tronic certificates stored in the multifunction peripheral
100 reaches the upper limit.
[0136] If it is determined in step S1908 that there exists
a certificate as a deletion target (YES in step S1908), the
processing proceeds to step S1909. In step S1909, the
CPU 201 deletes the electronic certificate as the deletion
target in the HDD 204. Then, the processing proceeds
to step S1910. If it is determined in step S1908 that there
exists no electronic certificate as a deletion target (NO
in step S1908), the processing proceeds to step S1910.
[0137] In this manner, if an electronic certificate is to
be acquired from an external apparatus such as the cer-
tificate/registration authority 102, then according to set-
tings, it is possible to delete an electronic certificate that
should be deleted.
[0138] In the present exemplary embodiment, after an
electronic certificate is acquired from the certificate/reg-
istration authority 102 and the purpose of the electronic
certificate is set, an electronic certificate that should be
deleted is deleted. Alternatively, an electronic certificate
may be acquired from the certificate/registration authority
102 after the electronic certificate is deleted in step
S1909.
[0139] According to the above exemplary embodi-
ment, it is possible to automatically delete a certificate
according to a particular condition even if a user does
not manually give an instruction to delete an electronic
certificate. Thus, even if the number of electronic certif-
icates that can be stored in a multifunction peripheral is
limited, it is possible to automatically update an electronic
certificate while saving the user the trouble of deleting
an electronic certificate.

Other Embodiments

[0140] Embodiment(s) of the present invention can al-
so be realized by a computer of a system or apparatus
that reads out and executes computer executable in-
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structions (e.g., one or more programs) recorded on a
storage medium (which may also be referred to more
fully as a ’non-transitory computer-readable storage me-
dium’) to perform the functions of one or more of the
above-described embodiment(s) and/or that includes
one or more circuits (e.g., application specific integrated
circuit (ASIC)) for performing the functions of one or more
of the above-described embodiment(s), and by a method
performed by the computer of the system or apparatus
by, for example, reading out and executing the computer
executable instructions from the storage medium to per-
form the functions of one or more of the above-described
embodiment(s) and/or controlling the one or more circuits
to perform the functions of one or more of the above-
described embodiment(s). The computer may comprise
one or more processors (e.g., central processing unit
(CPU), micro processing unit (MPU)) and may include a
network of separate computers or separate processors
to read out and execute the computer executable instruc-
tions. The computer executable instructions may be pro-
vided to the computer, for example, from a network or
the storage medium. The storage medium may include,
for example, one or more of a hard disk, a random-access
memory (RAM), a read only memory (ROM), a storage
of distributed computing systems, an optical disk (such
as a compact disc (CD), digital versatile disc (DVD), or
Blu-ray Disc (BD)™), a flash memory device, a memory
card, and the like.
[0141] While the present invention has been described
with reference to exemplary embodiments, it is to be un-
derstood that the invention is not limited to the disclosed
exemplary embodiments. The scope of the following
claims is to be accorded the broadest interpretation so
as to encompass all such modifications and equivalent
structures and functions.
[0142] An information processing apparatus automat-
ically deletes an electronic certificate according to acqui-
sition of an electronic certificate.

Claims

1. An information processing apparatus comprising:

generation means for generating an electronic
certificate signing request based on a key pair;
transmission means for transmitting an electron-
ic certificate issuance request including the elec-
tronic certificate signing request to an external
apparatus;
reception means for receiving a response trans-
mitted from the external apparatus in response
to the issuance request;
acquisition means for acquiring a result of the
certificate issuance request and an electronic
certificate included in the response received by
the reception means;
storage means for storing the electronic certifi-

cate acquired by the acquisition means;
setting means for making a setting for determin-
ing an electronic certificate that should be delet-
ed among one or more electronic certificates
stored in the storage means; and
deletion means for, in a case where the acqui-
sition means is to acquire the electronic certifi-
cate from the external apparatus, deleting the
electronic certificate that should be deleted ac-
cording to the setting made by the setting
means.

2. The information processing apparatus according to
claim 1, wherein the deletion means deletes the elec-
tronic certificate that should be deleted in a case
where the acquisition means is to acquire the elec-
tronic certificate from the external apparatus and the
number of electronic certificates stored in the storage
means is a predetermined number or more.

3. The information processing apparatus according to
claim 1, wherein the setting means sets, as the elec-
tronic certificate that should be deleted, an electronic
certificate associated with the same purpose as a
purpose of the electronic certificate to be acquired
from the external apparatus by the acquisition
means.

4. The information processing apparatus according to
claim 1, wherein the setting means sets, as the elec-
tronic certificate that should be deleted, an electronic
certificate that is not associated with a purpose.

5. The information processing apparatus according to
claim 1, wherein the setting means sets a self-cer-
tificate as the electronic certificate that should be de-
leted.

6. The information processing apparatus according to
claim 1, wherein the setting means sets, as the elec-
tronic certificate that should be deleted, an electronic
certificate stored in advance in the information
processing apparatus before the information
processing apparatus is shipped from a factory.

7. The information processing apparatus according to
claim 1, wherein the setting means sets an expired
electronic certificate as the electronic certificate that
should be deleted.

8. The information processing apparatus according to
any one of claims 1 to 7, wherein the setting means
sets the electronic certificate that should be deleted
according to an instruction from a user.

9. The information processing apparatus according to
claim 1, wherein the deletion means deletes the elec-
tronic certificate that should be deleted after a pur-
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pose of the electronic certificate acquired from the
external apparatus by the acquisition means is set.

10. A control method for controlling an information
processing apparatus for performing communication
using an electronic certificate, the control method
comprising:

setting an electronic certificate that should be
deleted among one or more electronic certifi-
cates stored in the information processing ap-
paratus;
generating an electronic certificate signing re-
quest based on a key pair;
transmitting an electronic certificate issuance
request including the electronic certificate sign-
ing request to an external apparatus;
receiving a response transmitted from the exter-
nal apparatus in response to the issuance re-
quest;
deleting the electronic certificate that should be
deleted according to the made setting, in a case
where an electronic certificate is to be acquired
as the response from the external apparatus;
acquiring a result of the certificate issuance re-
quest and an electronic certificate included in
the received response; and
storing the acquired electronic certificate in stor-
age means.

11. A program for causing a computer to execute a con-
trol method for controlling an information processing
apparatus for performing communication using an
electronic certificate, the control method comprising:

setting an electronic certificate that should be
deleted among one or more electronic certifi-
cates stored in the information processing ap-
paratus;
generating an electronic certificate signing re-
quest based on a key pair;
transmitting an electronic certificate issuance
request including the electronic certificate sign-
ing request to an external apparatus;
receiving a response transmitted from the exter-
nal apparatus in response to the issuance re-
quest;
deleting the electronic certificate that should be
deleted according to the made setting, in a case
where an electronic certificate is to be acquired
as the response from the external apparatus;
acquiring a result of the certificate issuance re-
quest and an electronic certificate included in
the received response; and
storing the acquired electronic certificate in stor-
age means.
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