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tion . 

PACKET TRANSMISSION TIMING embodiment , the disclosed systems and methods may be so 
PARAMETER DISCOVERY FOR WIRELESS implemented to allow a receiving device to discover one or 
COMMUNICATION SYNCHRONIZATION more packet transmission timing parameter / s ( e . g . , such as 

pseudorandom number generation seed value and / or fixed 
FIELD advInterval time value ) from the timing of multiple packets 

transmitted from a transmitting device . Once discovered , the 
The disclosed systems and methods relate to wireless packet transmission timing parameters may be used by the 

communication and , more particularly , to advertisement receiving device to calculate the same pseudorandom delay 
packet transmission and reception for wireless communica time component ( such as BLE advDelay ) that is being used 

10 by the transmitting device to determine intervals between 
the transmitted packets . This allows the receiving device to 

BACKGROUND calculate the exact time that the transmitting device is 
transmitting each packet , so that the receiving device may 

Bluetooth Low Energy ( BLE ) relates to Bluetooth wire synchronize its listening times to coincide with the packet 
less radio technology . It has been designed for low - power 15 transmitting intervals used by the transmitting device . In this 
and low latency applications for wireless devices within way , the receiving device may save power by reducing the 
short range . Today , BLE applications can be found from length of the listening window required to ensure reception 
healthcare , fitness , security , smart energy , industrial auto - of the transmitted packets , and does not have to scan or listen 
mation and home entertainment . However , BLE is not continuously . 
limited only those , but increasingly more new application 20 In one embodiment of the disclosed systems and methods , 
utilizing BLE technology are designed a transmitting device does not directly transmit a seed value 

The difference between BLE and classic Bluetooth is that to the receiving device . Rather , the receiving device may 
the BLE devices consume remarkably less power for com passively discover the seed value from the timing of the 
munication than classic Bluetooth devices . In addition , the packets sent by the transmitting device . Advantageously , 
BLE is able to start the data transmission much quicker than 25 passive discovery of seed value may further reduce listening 
the classic Bluetooth . This makes it possible to have BLE device power consumption ( e . g . , dropping power consump 
devices constantly on and to communicate intermittently tion down to about 0 . 1 % of full scanning power for a BLE 
with other devices . scanning device ) . Further , processing time and bandwidth 

In BLE technology , one or more so called slave devices may be conserved because no transmission protocol is 
can be connected to a master device . To let the master know 30 required to directly transmit a seed value from the transmit 
about the slave devices before connection , the slave devices ting device to the receiving device , nor is a connection 
( or at that point " advertisers ” ) periodically , at pseudo required to be formed between the devices to share the seed 
random intervals , pass advertisement packets which the value . 
master device ( also known as scanner device , i . e . , “ scan - In one exemplary embodiment , a transmitting device may 
ner " ) is scanning . Depending on the type of advertisement 35 be provided with a pseudorandom number algorithm and 
packet sent by a slave device , the master device may respond generator that is suitable for generating pseudorandom tim 
to the received advertisement packet by requesting a con - ing for packet transmissions that is indicative of one or more 
nection with the slave device , or may respond by requesting packet transmission timing parameters utilized to generate 
further information from the advertising device . the pseudorandom packet transmit times , and so that a 

The BLE specification ( Bluetooth Specification Versions 40 receiving device may resolve one or more of the packet 
4 . 0 , 4 . 1 , 4 . 2 ) requires that individual BLE advertisement transmission timing parameters ( e . g . , such as advInterval , 
packets be transmitted periodically from a BLE advertising pseudorandom generator algorithm and seed values , time 
device in advertising mode at T _ advEvent intervals . T _ ad - base used by advertising device ) from the timing of the 
vEvent consists of two components , advInterval which is a received packets . 
fixed time value , and advDelay which is a pseudorandom 45 In another exemplary embodiment , it is possible that one 
delay time for adding pseudorandom jitter of from 0 to 10 or more packet transmission timing parameters may be 
milliseconds . Conventional devices scanning for transmitted distributed beforehand to the receiving device to simplify 
advertisements packets do not know what pseudorandom random number state discovery . For example , in one exem 
delay time value ( advDelay ) is being added to the regular plary embodiment , a pseudorandom number generation 
time interval value ( advInterval ) for any given packet . 50 algorithm may be shared or otherwise known beforehand by 
Therefore , after receiving an advertisement packet , a con - both receiving ( e . g . , scanning ) and transmitting ( e . g . , adver 
ventional scanning device must scan continuously to receive tising ) devices . A receiving device may then receive mul 
the next advertisement packet , which consumes large tiple packets from the transmitting device . With knowledge 
amounts of power . of the pseudorandom algorithm , the receiving device may 

55 then solve for the value of the seed used by transmitting 
SUMMARY device after it has received a sufficient number of packets 

from the transmitting device , but without yet forming a 
Disclosed herein are systems and methods that may be connection with the transmitting device . After the receiving 

implemented to allow a BLE scanning device or other device has discovered the seed value , the receiving device 
receiving device to use packet transmission timing param - 60 may use the discovered seed value and pseudorandom 
eter discovery to synchronize its listening times to the actual number generation algorithm to predict when the transmit 
packet transmission times from a transmitting device such as ting device will send the next packet and listen for the packet 
a BLE advertising device . For example , a receiving device at only at that predicted time , e . g . , using BLE low power 
may determine packet transmission timing components that scanning protocol . In a further embodiment , the transmitting 
include a fixed time component and / or a pseudorandom 65 device may update the seed value at the occurrence of every 
delay time component of the overall time interval between advertisement event , and the receiving device may synchro 
packet transmission times from a transmitting device . In one nize its timer to the received advertisements . Other examples 
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of packet transmission timing parameters that may be dis BRIEF DESCRIPTION OF THE DRAWINGS 
tributed beforehand to the receiving device include , but are 
not limited to , advinterval time value , pseudorandom num FIG . 1 illustrates a simplified block diagram of a Blu 
ber generation seed value , timebase used by advertising e tooth module according to one exemplary embodiment of 
device , etc . 5 the disclosed systems and methods . 

In yet a further embodiment , a central ( scanning ) device FIG . 2 illustrates a radio frequency ( RF ) communications 
may keep track of advertising devices and seed value pairs environment according to one exemplary embodiment of the 
it is interested in . An advertising device may use the seed disclosed systems and methods . 
value to calculate a random offset for advertising events , FIG . 3 illustrates operation of a pseudorandom generator 
which the scanning device may discover and update to keep on 10 over time according to one exemplary embodiment of the 
track of the advertising device timing . disclosed systems and methods . 

FIG . 4 illustrates a pattern of sequential advertising events In one respect , disclosed herein is a method of operating according to one exemplary embodiment of the disclosed a radio apparatus , including : wirelessly receiving multiple systems and methods . transmitted packets in the radio apparatus , each of the 15 15 FIG . 5 illustrates a scanning device using packet trans multiple packets being received at a time interval from a mission timing parameter discovery to synchronize the 
previous received packet that is based at least in part on a timing and duration of its listening times to coincide with pseudorandom number generated from one or more packet timing and duration of corresponding advertising events 
transmission timing parameters ; measuring one or more of according to one exemplary embodiment of the disclosed 
the time intervals , each of the time intervals being measured 20 systems and methods . 
between receipt of a pair of the multiple received packets ; FIG . 6 illustrates methodology according to one exem 
using the measured time intervals to discover one or more of plary embodiment of the disclosed systems and methods . 
the packet transmission timing parameters ; calculating a FIG . 7 illustrates methodology according to one exem 
pseudorandom number using the discovered packet trans - plary embodiment of the disclosed systems and methods . 
mission timing parameters and using the calculated pseu - 25 
dorandom number to determine a listening time for a future DESCRIPTION OF ILLUSTRATIVE 
transmitted packet ; and listening for a future transmitted EMBODIMENTS 
packet at the determined listening time . 

In another respect , disclosed herein is an apparatus , FIG . 1 illustrates a simplified block diagram of an 
including at least one at least one processor or program 30 example radio apparatus configured in the form of a BLE 

radio module 100 that may be employed in one exemplary mable logic device ( PLD ) coupled to memory and config embodiment as a BLE device to implement the disclosed ured to be coupled to an antenna . The processor or PLD may systems and methods . Although examples are described be programmed to : wirelessly receive multiple transmitted herein relating to BLE devices in communication using BLE packets , each of the multiple packets being received at a , 35 protocol , it will be understood that similar methodology for time interval from a previous received packet that is based discovering pseudorandom transmission time for packets 
at least in part on a pseudorandom number generated from may be employed for any other type of RE communication 
one or more packet transmission timing parameters ; measure technology and / or radio module hardware and software / 
one or more of the time intervals , each of the time intervals firmware configuration that employs pseudorandom number 
being measured between receipt of a pair of the multiple 40 generation to determine timing for transmitted packets . 
received packets ; use the measured time intervals to dis As shown in FIG . 1 , BLE module 100 includes a first 
cover one or more of the packet transmission timing param - module segment 110 that includes one or more central 
eters ; calculate a pseudorandom number using the discov - processing units ( CPUs ) , processors or other processing 
ered packet transmission timing parameters and using the devices and memory with application data . A second module 
calculated pseudorandom number to determine a listening 45 segment 120 is configured to implement a part of a link layer 
time for a future transmitted packet ; and listen for a future and physical layer for radio module 100 , and includes 
transmitted packet at the determined listening time . components such as radio arbiter and registers 140 , link 

In another respect , disclosed herein is a method , includ - layer engine 125 , modulator 136 and demodulator 134 , 
ing : wirelessly transmitting multiple transmitted packets receiver 130 and transmitter 132 , frequency synthesizer 138 , 
from a first radio apparatus , each of the multiple packets 50 balancing - unbalancing unit ( “ balun " ) , antenna ( " ant ” ) . Sec 
being transmitted at a time interval from a previous trans - ond module 120 also may include mixer / s , amplifier / s , 
mitted packet that is based at least in part on a pseudoran - filter / s and other radio circuitry suitable for respective radio 
dom number generated from one or more packet transmis - transmission and reception operations . In one embodiment , 
sion timing parameters ; wirelessly receiving the multiple second module segment 120 may include memory and one 
transmitted packets in a second radio apparatus ; measuring 55 or more microcontrollers , processors or other processing 
one or more of the time intervals in the second radio devices programmed or otherwise configured to execute one 
apparatus , each of the time intervals being measured or more components of module segment 120 , e . g . , such as 
between receipt of a pair of the multiple received packets ; link layer engine 125 . In one embodiment the one or more 
using the measured time intervals to discover one or more of processing devices , memory , and clock circuitry of module 
the packet transmission timing parameters ; calculating the 60 segment 110 may be coupled to each other and to compo 
pseudorandom number using the discovered packet trans - nents of module segment 120 through a system bus inter 
mission timing parameters and using the calculated pseu - connect or one or more other types of suitable communica 
dorandom number to determine a listening time for an tion media , including one or more electrical buses and / or 
additional transmitted packet ; wirelessly transmitting the intervening circuitry that provides electrical communica 
additional packet from the first radio apparatus ; and listening 65 tions . In certain embodiments , memory of module segments 
for the additional transmitted packet in the second radio 110 and 120 may contain instructions which , when executed 
apparatus at the determined listening time . by processing devices of BLE module 100 , enable the BLE 
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module 100 to operate as a BLE device to perform the Example types of response packets that may be transmit 
functions described herein . Memory of BLE module 100 ted by a scanning device in response to received advertise 
may be implemented , for example , using one or more ment packets of the advertising device include : 
non - volatile memories ( e . g . , FLASH read - only - memories 
( ROMs ) , electrically programmable ROM ( EPROMs ) , and / 5 

SCAN _ REQ scan request for further information from advertiser or other non - volatile memory devices ) and / or one or more CONNECT _ REQ connect request . volatile memories ( e . g . , dynamic random access memories 
( DRAMs ) , static random access memories ( SRAM ) and / or 
other volatile memory devices ) . If the advertiser sends either the ADV _ IND or ADV _ DI 

Second module segment 120 includes circuitry that oper - 10 RECT _ IND packets , a scanner desiring to exchange data 
ates as a wireless interface for first module segment 110 and with the advertiser may send a CONNECT REQ packet . If 
that is coupled to an antenna as shown . Second module the advertiser accepts the CONNECT _ REQ packet , the 
segment 120 may include a radio that includes baseband devices become connected and the communication may be 
processing , MAC ( media access control ) level processing , 15 started . At this point , the advertiser becomes a slave and the 
and / or other physical layer processing for BLE packet scanner becomes a master . After connected , the master 
communications . The processing devices of first module device may request bonding with the slave device . This 
segment 110 and second module segment 120 may also read means that the devices exchange keys or other encryption 
and write from the various system memory during opera era info to be stored for future connections . 
tions , for example , to store packet information being 20 . Instead of the CONNECT _ REQ , the scanner device may 
received from or transmitted to another BLE device . also respond with SCAN _ REQ , which is a request for 
Although not shown , BLE module 120 may also be coupled further information from the advertiser . This may be sent as 
receive power from a power supply , which may be a battery a response to ADV _ IND or ADV _ SCAN _ IND advertising 

packets . or a connection to a permanent power source such as a wall packets . 
outlet . 25 When an advertising receives a SCAN _ REQ packet from 

CPU / s of first module segment 110 may be employed to a scanning device , the advertising device may give more 
implement a host layer and an application layer that includes information to the scanning device by transmitting a scan 
apparatus - related application / s ( e . g . , heart rate , proximity , tus - related application ' s leg heart rate proximity response ( SCAN _ RSP ) packet . A SCAN _ RSP packet may 
blood pressure , time update , temperature , battery , etc . ) , contain information on the name of the advertising device 
smart profiles , and script and application programming 30 and on the services the advertising device is able to provide . However , SCAN _ RSP packet is not limited to carry only interface ( API ) . Such an application layer may be capable of this information but may contain other data as well or reading sensor data ( e . g . , from heart rate sensor , etc . ) , and instead . reporting the data to the host layer for transmission using 
Bluetooth ( or BLE ) controller of second module segment 35 advertising device may send a CONNECT REO packet that 

As said , a scanning device wishing to connect with the 
120 . Link layer engine 125 may be employed to implement contains data on one or more of the following : transmit a link layer that is present to provide ultra - low power idle window size defining timing window for first data packet . 
mode operation and device discovery ( i . e . , connection mode transmit window offset that is off when the transmit window 
and advertising mode handling ) . Link layer is also config - starts , connection interval which is the time between con 
ured to control scanning , packet transmission and response . 40 nection events , slave latency defines number of times the 
Further information on BLE radio modules and components slave may ignore connection events from the master , con 
and layers thereof may be found , for example , in United nection timeout is maximum time between two correctly 
States Patent Application Publication No . 2014 / 0321321 ; received packets in the connection before link is considered 
United States Patent Application Publication No . 2015 / to be lost , hop sequence is a random number appointing the 
0319600 ; and United States Patent Application Publication 45 starting point for a hop , channel map , CRC ( Cyclic Redun 
No . 20150271628 , each of which is incorporated herein by dancy Check ) initialization value . The CONNECT REQ 
reference in its entirety for all purposes . packet initiates the connection , i . e . , creates a point - to - point 

In BLE technology , one or more so called slave devices connection between the devices . 
may be connected to a master device . The master may be The state for passing advertising packets is called “ adver 
configured to communicate with one or more slave 50 tising state ” and the state for connection is called “ connected 
devices — also simultaneously . To let the master know about state ” . In both states , data transfer occurs . A slave device 
the slave devices , the slave devices ( or at that point " adver may be a sensor or an actuator , such as a temperature sensor , 
tisers ” ) may periodically , at pseudo - random intervals , pass heart rate sensor , light bulb , proximity sensor , etc . A master 
advertisement packets which a master device ( also known as device may be any electronic device capable of collecting 
scanner device , i . e . “ scanner ” ) is scanning . 55 data , e . g . , mobile phone , smart phone , personal digital 

Example advertisement packet types that may be trans assistant , personal computer , laptop computer , tablet com 
mitted from a slave device include : puter , etc . 

Packets sent from a slave device in advertising mode may 
contain approximately 28 bytes of data and a slave address . 

ADV _ IND connectable and scannable undirected advertising 60 Packets from a master device in advertisement channel may 
ADV _ DIRECT _ IND connectable directed advertising contain scanner and advertiser addresses . According to an 

event embodiment , the packets from a master device in advertise 
ADV _ NONCONN _ IND non - connectable or non - scannable ment channel contains only a master address . Further infor undirected advertising event mation on BLE operations and communications may be ADV SCAN IND scannable undirected ( non - connectable ) advertising 

event . 65 found , for example , in United States Patent Application 
Publication No . 2014 / 0321321 ; United States Patent Appli 
cation Publication No . 2015 / 0319600 ; and United States 

event 
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Patent Application Publication No . 20150271628 , each of advertisement packet 250 . During the relatively lower power 
which has been incorporated herein by reference in its consumption mode the radio receiver components of the RF 
entirety for all purposes . receive path do not process received . RF signals , thus saving 

FIG . 2 illustrates one exemplary embodiment of radio power . It will be understood that the pseudorandom number 
frequency ( RF ) communications environment 200 that 5 generation algorithm 202 may be shared between or other 
includes a transmitting device ( in this case a BLE advertis - wise provided to both scanning device 100a and 100b in any 
ing device 100a ) that is in wireless communication with a suitable manner , e . g . , such as previously stored beforehand 
receiving device ( in this case a BLE scanning device 100b ) . during assembly or device fabrication / programming in non 
In one embodiment , each of BLE devices 100a and 100b volatile memory of each device , wirelessly transmitted 
may include a link layer engine 125 implementing a link 10 beforehand from either of device 100a or 100b to the other 
layer for controlling transmission and reception of packets , device , wirelessly transmitted beforehand to each device 
respectively , as described and illustrated in relation to FIG . from another central BLE device , etc . 
1 . As shown in FIG . 2 , advertising device 100a is using its FIG . 3 illustrates one exemplary embodiment for opera 
link layer to control transmission of advertisement packets tion of a pseudorandom generator over time , such as may be 
250 that are being received by link layer of scanning device 15 employed for pseudorandom number generator 204 and 216 
100b , and link layer of advertising device 100a uses packet of FIG . 2 . As shown , a seed value 302 is provided as input 
transmission timing parameters to control advertisement at time a to a pseudorandom number generation algorithm 
packet transmission timing . For example , link layer of 202 , which calculates a corresponding pseudorandom num 
advertising device 100a includes a pseudorandom number ber 306a . As shown , the calculated pseudorandom number 
generator 204 that implements a pseudorandom number 20 306a is used both to control advertisement packet transmit 
generation algorithm 202 together with a seed value 206 to time 308a and is used as the seed value that is input to 
control advertisement packet transmit 208 , and to produce a pseudorandom number generation algorithm 202 , which 
new seed value 206 with each transmission of an advertise then calculates a subsequent and different pseudorandom 
ment packet 250 . Each new seed value 206 is used for by number 306b that is used to control transmit time 308b for 
pseudorandom number generator 204 to control transmis - 25 the next advertisement packet 250 as well as a seed value 
sion of the next advertisement packet 250 . that is input to pseudorandom number generation algorithm 

Still referring to FIG . 2 , a link layer of scanning device 202 to create a subsequent and different pseudorandom 
100b uses packet transmission timing parameters to scan for number 306c that is used to control transmit time 308c for 
and control reception of advertisement packets 250 . As the next advertisement packet 250 , and so on in similar 
shown , link layer of scanning device 100b includes a pseu - 30 fashion . In this embodiment , operation of the pseudorandom 
dorandom number generator 216 that implements the same number generator is deterministic such that the output of the 
pseudorandom number generation algorithm 202 used by pseudorandom number generation algorithm 202 is only 
device 100a together with a discovered seed value 214 to dependent on the input to the pseudorandom number gen 
control advertisement packet listen 218 . In this regard , eration algorithm 202 . 
scanning device 100b uses pseudorandom algorithm 202 to 35 FIG . 4 illustrates a pattern 402 of sequential advertising 
discover the next seed value 214 of a received advertisement events ( 412a , 412b , 412c , etc . ) , as they may occur , for 
packet 250 based on the timing pattern of multiple previ example , according to the embodiment of FIGS . 2 and 3 and 
ously received advertisement packets 250 . The discovered the BLE specification ( e . g . , Bluetooth Specification Versions 
next seed 214 is then used together with pseudorandom 4 . 0 , 4 . 1 , 4 . 2 ) . A respective advertisement packet 250 is 
algorithm 202 by pseudorandom number generator 216 to 40 transmitted during each advertising event 412 . As shown , 
determine the transmission time of the next advertisement each advertisement event 412 begins at the end of a corre 
packet 250 from advertising device 100a , which is used by sponding T _ advEvent time interval 404 that is determined in 
scanning device 100b as the start time for a listening window part by advertisement packet transmit 208 according to the 
for the next advertisement packet 250 . During the deter - current pseudorandom number generated by pseudorandom 
mined listening window interval , scanning device 1006 45 number generator 204 of FIG . 2 . As shown , each T _ ad 
places its radio receiver components of module segment 120 v Event interval consists of two components , advInterval 
in powered active listening mode . In one embodiment , which is a predetermined fixed time value , and advDelay 
scanning device 100b may discover a first seed value 214 , which is a pseudorandom delay time of from 0 to 10 
and then use its pseudorandom number generator 216 to milliseconds that is calculated for each advertising event 
independently determine transmission times as well as 50 based on the current pseudorandom number generated by 
listening windows ) for additional following advertisement pseudorandom number generator 204 . Because each advDe 
packets 250 that are transmitted from advertising device lay is a different pseudorandom time dependent on the 
100a in a manner that is independent and in parallel to the pseudorandom number generated by pseudorandom number 
operation of the of the pseudorandom number generator 204 generator 204 , the value of the T _ advEvent time interval 
of the advertising device 100a , e . g . , as illustrated and 55 between start of advertising event 404a and advertising 
described in relation to FIG . 3 . event 404b is different from the value of the T _ advEvent 

Still referring to FIG . 2 , scanning device 100b may time interval between start of advertising event 404b and 
synchronize its listening intervals to coincide with the advertising event 404c , etc . 
advertising packet transmitting intervals of advertising FIG . 5 illustrates how scanning device 100b uses timing 
device 100a . This allows scanning device 100b to place one 60 parameter discovery 214 and pseudorandom number gen 
or more of its radio receiver components of module segment erator 216 to control advertisement packet listen 218 so as 
120 ( e . g . , receiver 130 , demodulator 134 as well as associ - to synchronize the timing and duration of its higher power 
ated mixer / s , amplifier / s and filter / s of the radio receive consumption listening times to coincide with timing and 
circuitry path ) in a reduced or relatively lower power con - duration of corresponding advertising events , while remain 
sumption mode ( e . g . , low power or non - powered mode ) 65 ing in reduced or relatively lower power consumption mode 
after reception of a given advertisement packet 250 and until during the time intervals between the advertising events . 
the occurrence of the actual time for transmission of the next During each of the intermittent listening windows , scanning 
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device 100b places one or more of its radio receiver com - received T _ advEvent value in the collected data set of Table 
ponents of the RF receive path of module segment 120 ( e . g . , 1 , which in this example is 100 milliseconds as shown . 
receiver 130 demodulator 134 as well as associated mixer / s , Table 2 illustrates the data of Table 1 , together with seed 
amplifier / s and filter / s of the radio receive circuitry path ) values determined by timing parameter discovery 214 of 
into a relatively higher power consumption mode during 5 scanning device 100b for each received packet given that the 
which the radio receiver components consume relatively discovered advInterval is 100 milliseconds and given the 
more power than it does during the relatively lower power predefined relationship that ( Current advDelay = Next Seed 
consumption mode in order to receive and process incoming Value - Current T _ advEvent - advInterval ) . As shown by the 
RF signals that include a respective given advertisement data of Table 2 , scanning device 100b is also programmed to 
packet 250 . Between the intermittent listening windows , the determine that the change “ X ” in seed value is + 2 from the 
scanning device 100b again places its radio receiver com - previous seed value for each T _ advEvent iteration given the 
ponents of module segment 120 into the relatively lower known random number generator relationship ( Next Seed 
power consumption mode during which the radio receiver Value = Previous Seed Value + X ) . Thus , in this embodiment , 
components do not process incoming RE signals , thus 15 after collecting one cycle of advertisement packets 0 to 6 consuming relatively less power than the scanning device using continuous listening mode , scanning device 100b is 100b consumes during the relatively higher power consump programmed to determine that the next seed value ( and next 
tion mode . adv Delay ) for the transmission of the next advertisement As an example only , the following pseudorandom gen packet number 7 by adding the determined “ X ” value of 2 eration algorithm 202 and set of relationships is shared 20 to the previous seed value of 4 , i . e . , Next Seed beforehand between an advertising device 100a and a scan - 4 Value = Previous Seed Value + 2 = 6 . In this embodiment , scan ning device 100b . In this example , “ X ” and advinterval are ning device 100b is also programmed to determine that the 
fixed packet transmission timing control values that are Next T _ advEvent = advInterval + Next advDelay = 100 + initially known only by the advertising device , with “ X ” 6 = 106 . Thus , scanning device 100b now knows that the next being a fixed integer value that is less than 10 . It will be 25 advertisement packet 250 will be sent at the next T ad understood that the following pseudorandom generation vEvent of 106 milliseconds from the previous advertisement algorithm 202 is exemplary only , and that any other algo packet 250 , and is programmed to switch to relatively lower rithm ( including more complicated algorithms ) may be power consumption mode ( e . g . , low power or non - powered employed that is suitable for discovery ( e . g . , together with mode ) until the occurrence of the actual time for transmis a seed value ) from the timing of received advertisement 30 sion of the next advertisement packet 250 , thus saving packets 250 . power . After receipt of each subsequent advertisement Next Seed Value = remainder of ( Previous Seed Value + X ) / packet 250 , scanning device 100b is programmed to con 
10 ; where tinue to determine the next T _ advEvent for transmission of Next advDelay = Next Seed Value ; and the next advertisement packet 250 and transition from Next T _ advEvent = advInterval + Next advDelay . 35 continuous listening mode to a selective listening mode that ( In this embodiment , Seed Value stays within 0 - 10 values ) is synchronized to listen for the next advertisement packet Table 1 illustrates a sample set of timing data determined 250 at its T _ advEvent in similar manner as shown in FIG . 5 . by the scanning device 100b from seven advertisement 
packets 250 numbered 0 to 6 that are sequentially received TABLE 2 in continuous listening mode at the scanning device 100b 
from the advertising device 100a . In Table 1 , packet 0 is the 40 Discovered Seed Values 
first packet received for which the previous T advEvent is 
unknown , and packet 1 is the second received packet 250 for Determined 

Determined Discovered Seed Change in Seed which T _ advEvent may be determined based on time inter Received T advEvent from Value = Value from 
val from receipt of the previous packet 0 . In this exemplary Packet Previous Received ( T _ advEvent - Previous Seed 
embodiment , scanning device 100b is programmed to con - 43 Number Packet ( milliseconds ) advInterval ) Value 
tinuously listen for new advertisement packets 250 until the N / A N / A 
determined T _ advEvent values repeat , i . e . , which occurs in N / A 
this case when T _ advEvent = 104 repeats upon receipt of 106 

108 packet number 6 . + 2 
100 N / A 
102 

TABLE 1 104 + 2 

N / A 
104 

+ 2 

50 
+ 2 

Received Packet Data 
FIG . 6 illustrates one embodiment of methodology 600 

Determined T _ _ advEvent from 55 that may be implemented by a link layer of an advertising 
Previous Received Packet device 100a to control transmission of advertisement pack Received Packet Number ( milliseconds ) ets 250 . As shown , methodology 600 starts in step 602 where 

N / A pseudorandom number generator 204 uses packet transmis 
104 sion timing parameter / s to produce a pseudorandom number , 106 
108 60 e . g . , in this example to produce a pseudorandom number 
100 from an initial seed value 206 using pseudorandom number 
102 generation algorithm 202 that may be predefined and stored 
104 in non - volatile memory of advertiser device 100a . In this 

example , the initial seed value 206 may be , for example , a 
From the collected data of Table 1 , scanning device 1006 65 predetermined value ( e . g . , such as zero or other suitable 

is programmed to use timing parameter discovery 214 to value ) that is also predefined and stored in non - volatile 
discover advInterval from the minimum determined memory of advertiser device 100a and that is suitable for use 

au AWNO 
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by pseudorandom number generator 204 to produce an number generator 216 in step 710 while updating the packet 
acceptable T _ advEvent interval as further described . It will transmission timing parameters as needed ( e . g . , using the 
be understood that in other embodiments , initial packet calculated pseudorandom number of the previous iteration 
transmission timing parameters employed by advertiser of step 710 as a new seed value to calculate a new and 
device 100a may be random , such as initial seed value 206 5 different pseudorandom number for the current iteration of 
and / or a configuration of pseudorandom number generation step 710 ) , followed by recalculating T _ advEvent in step 711 
algorithm 202 or pseudorandom number generator 204 . and listening in step 712 for each subsequent advertisement 

Still referring to FIG . 6 , the seed value and / or any other packet 250 . In this way , packet transmission timing param 
applicable packet transmission timing parameter is then eters including a first pseudorandom number generation seed 
updated in step 608 using the calculated pseudorandom 10 value may be discovered in step 708 and then iteratively 
number for future use , and methodology 600 proceeds to used in steps 710 to 712 by pseudorandom number generator 
step 604 where T _ advEvent is calculated using the produced 216 to determine subsequent listening times for multiple 
pseudorandom number from step 602 . An advertisement future advertisement packets 250 , following or mirroring the 
packet 250 is then transmitted in step 606 at the calculated operation of pseudorandom number generator 204 of adver 
T _ advEvent from step 604 . In the initial case , the first 15 tising device 100a without repeating step 708 to discover a 
T _ advEvent may be measured from time of transmission of new seed value . Thus the calculated pseudorandom number 
a previous first advertisement packet 250 that is initially of each iteration of step 710 may be used as an input value 
transmitted at the start of methodology 600 . Methodology to pseudorandom number generation algorithm 202 to deter 
600 then returns to step 602 where pseudorandom number mine a new pseudorandom number and seed value in the 
generator 204 uses pseudorandom number generation algo - 20 manner illustrated and described in relation to FIG . 3 . 
rithm 202 to produce a new pseudorandom number from the It will be understood that methodology 600 of FIG . 6 and 
applicable updated packet transmission control parameter / s methodology 700 of FIG . 7 are exemplary only , and that any 
( e . g . , in this case from the update seed value 206 of the last other combination of additional , fewer , and / or alternative 
iteration using pseudorandom number generation algorithm steps may be employed that is suitable for accomplishing 
202 ) , and then repeats steps 604 , 606 and 608 using the new 25 transmission of packets from a transmitting device at inter 
pseudorandom number . Methodology 600 continues to vals calculated using packet transmission timing parameters , 
repeat in similar manner to transmit subsequent advertise and / or for using a pseudorandom number generation algo 
ment packets 250 . rithm in a receiving device to discover one or more packet 

FIG . 7 illustrates one embodiment of methodology 700 transmission timing parameters based on the timing of 
that may be implemented by a link layer of a scanning 30 multiple received advertisement packets and then using the 
device 100b to synchronize its listening times to packet discovered packet transmission timing parameters to syn 
transmission times from an advertisement device 100a . As chronize the listening time / s of the receiving device with the 
shown , methodology 700 starts in steps 702 and 704 where packet transmission time / s of the transmitting device . For 
scanning device 100b operates in a continuous listening example , in one embodiment , an advertising device and 
mode in order to receive a first advertisement packet 250 and 35 scanning device may first establish a BLE connection and 
at least one additional advertisement packet 250 . Scanning share predetermined advInterval value together with the 
device remains in continuous listen mode until a sufficient pseudorandom number generation algorithm , before termi 
number of multiple advertisement packets 250 have been nating the connection and initiating respective advertising 
received to allow the scanning device 100b to discover one and scanning modes where the seed value is the only packet 
or more target packet transmission timing parameters in the 40 transmission timing parameter to be discovered by the 
above example an advinterval value , “ X ” value and a seed scanning device from T _ advEvent of received advertisement 
value ) from the timing of the received advertisement packets packets . In another alternate exemplary embodiment , meth 
250 in a manner as described elsewhere herein . When it is odology 700 may return from step 712 to step 708 and repeat 
determined in step 706 that a sufficient number of adver - steps 708 to 712 , updating the target packet transmission 
tisement packets 250 have been received to enable advInter - 45 timing parameters as needed ( e . g . , updating seed value ) and 
val , “ X ” value , and seed value discovery , then methodology recalculating T _ advEvent for each subsequent advertise 
700 proceeds on to step 708 . In step 708 , advInterval value , ment packet 250 . 
“ X ” value , and the next seed value to be used by advertise - It will also be understood that one or more of the tasks , 
ment device 100a to transmit the next advertisement packet functions , or methodologies described herein for a radio 
250 are discovered with knowledge of pseudorandom num - 50 module or radio device ( e . g . , including those described 
ber generation algorithm 202 using a combination of one or herein for module segment 110 and module segment 120 
more measured time intervals ( T _ advEvent ) between the including link layer engine 125 of FIG . 1 , etc . ) may be 
received advertisement packets 250 . implemented using one or more electronic circuits ( e . g . , 

Once advInterval , “ X ” value and the next seed value has central processing units ( CPUs ) , controllers , microcon 
been discovered in step 708 , methodology 700 proceeds to 55 trollers , microprocessors , hardware accelerators , FPGAs 
step 710 where pseudorandom number generator 216 uses ( field programmable gate arrays ) , ASICs ( application spe 
the discovered seed value to calculate a pseudorandom cific integrated circuits ) , and / or other programmable pro 
number that is then used in step 711 together with discovered cessing circuitry ) that are programmed to perform the opera 
advInterval to calculate the length of the next T _ advEvent . tions , tasks , functions , or actions described herein for the 
Next , scanning device controls components of second mod - 60 disclosed embodiments . For example , the one or more 
ule segment 120 to listen for the next advertisement packet electronic circuits can be configured to execute or otherwise 
250 only after the passage of the calculated T _ advEvent and be programmed with software , firmware , logic , and / or other 
only for the during the duration of the advertisement , e . g . , in program instructions stored in one or more non - transitory 
a manner as illustrated and described in relation to FIG . 5 . tangible computer - readable mediums ( e . g . , example , data 
Methodology 700 then may return to step 710 and repeat 65 storage devices , flash memories , random access memories , 
steps 710 to 712 as shown , using the discovered packet read only memories , programmable memory devices , repro 
transmission timing parameters as input to pseudorandom grammable storage devices , hard drives , floppy disks , 
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DVDs , CD - ROMs , and / or any other tangible data storage relatively higher power consumption mode during the deter 
mediums ) to perform the operations , tasks , functions , or mined listening time to receive the future transmitted packet . 
actions described herein for the disclosed embodiments . 3 . The method of claim 1 , further comprising calculating 

For example , one or more of the tasks , functions , or multiple pseudorandom numbers using the discovered 
methodologies described herein may be implemented by 5 packet transmission timing parameters ; using the multiple 
circuitry and / or by a computer program of instructions ( e . g . , calculated pseudorandom numbers to determine multiple 
computer readable code such as firmware code or software intermittent listening times for receiving respective future code ) embodied in a non - transitory tangible computer read transmitted packets ; operating one or more receive path able medium ( e . g . , optical disk , magnetic disk , non - volatile components of the radio apparatus in a relatively lower memory device , etc . ) , in which the computer program com - 10 10 power consumption mode between each pair of determined prising instructions are configured when executed ( e . g . , listening times ; and operating the one or more receive path executed on a processor such as CPU , controller , microcon 
troller , microprocessor , ASIC or executed on a program components of the radio apparatus in a relatively higher 
mable logic device " PLD ” such as FPGA , complex pro power consumption mode to receive a transmitted packet 
grammable logic device " CPLD ” , etc . ) to perform one or 15 during each of the determined listening times . 
more steps of the methodologies disclosed herein . In one 4 . The method of claim 1 , where the packet transmission 
embodiment , a group of such processors and PLDs may be timing parameters comprise a pseudorandom number gen 
processing devices selected from the group consisting of eration seed value ; and where the method further comprises 
CPU , controller , microcontroller , microprocessor , FPGA , calculating the pseudorandom number using the discovered 
CPLD and ASIC . The computer program of instructions may 20 seed value . 
include an ordered listing of executable instructions for 5 . The method of claim 1 , further comprising operating 
implementing logical functions in the radio module . The the radio apparatus as a Bluetooth Low Energy ( BLE ) 
executable instructions may include a plurality of code scanning device ; and where each of the transmitted packets 
segments operable to instruct components of the radio is a BLE advertisement packet . 
module to perform the methodology disclosed herein . It will 25 6 . The method of claim 5 , where the packet transmission 
also be understood that one or more steps of the present timing parameters comprise a pseudorandom number gen 
methodologies may be employed in one or more code eration seed value ; and where the method further comprises 
segments of the computer program . For example , a code calculating the pseudorandom number using the discovered 
segment executed by the information handling system may seed value . 
include one or more steps of the disclosed methodologies . 30 7 . The method of claim 5 , where each of the time intervals 

Further , while the invention may be adaptable to various between the transmitted advertisement packets is a BLE 
modifications and alternative forms , specific embodiments advertisement event time interval ( T _ advEvent ) that is the 
have been shown by way of example and described herein . sum of a fixed regular time interval value ( advInterval ) and 
However , it should be understood that the invention is not a defined number of multiple pseudorandom delay time 
intended to be limited to the particular forms disclosed . 35 values ( advDelay ) , with one of the defined number of 
Rather , the invention is to cover all modifications , equiva - multiple pseudorandom delay time values ( advDelay ) hav 
lents , and alternatives falling within the spirit and scope of ing a value of zero ; where the transmission timing param 
the invention as defined by the appended claims . Moreover , eters comprise at least the fixed regular time interval value 
the different aspects of the disclosed circuits and methods ( advinterval ) ; and where the method further comprises mea 
may be utilized in various combinations and / or indepen - 40 suring a number of time intervals ( T _ advEvent ) correspond 
dently . Thus the invention is not limited to only those ing to the defined number of multiple pseudorandom delay 
combinations shown herein , but rather may include other time values ( advDelay ) ; and determining the fixed regular 
combinations . time interval value ( advInterval ) to be equal to the minimum 
What is claimed is : value of measured time interval ( T _ advEvent ) that occurs 
1 . A method of operating a radio apparatus , comprising : 45 when the pseudorandom delay time value ( advDelay ) has a 
wirelessly receiving multiple transmitted packets in the value of zero . 

radio apparatus , each of the multiple packets being 8 . The method of claim 7 , where the packet transmission 
received at a time interval from a previous received timing parameters further comprises a pseudorandom num 
packet that is based at least in part on a pseudorandom ber generation seed value ; and where the method further 
number generated from one or more packet transmis - 50 comprises using a pseudorandom number generation algo 
sion timing parameters ; rithm together with the multiple measured time intervals 

measuring one or more of the time intervals , each of the ( T _ advEvent ) to calculate the pseudorandom number gen 
time intervals being measured between receipt of a pair eration seed value , the pseudorandom number generation 
of the multiple received packets ; algorithm being the same pseudorandom number generation 

using the measured time intervals to discover one or more 55 algorithm used to determine a transmission time from an 
of the packet transmission timing parameters ; external device for each of the received advertisement 

calculating a pseudorandom number using the discovered packets . 
packet transmission timing parameters and using the 9 . The method of claim 1 , further comprising calculating 
calculated pseudorandom number to determine a lis - a first pseudorandom number using the discovered packet 
tening time for a future transmitted packet ; and 60 transmission timing parameters and using the calculated first 

listening for a future transmitted packet at the determined pseudorandom number to determine a first listening time for 
listening time . a future transmitted packet ; and calculating at least a second 

2 . The method of claim 1 , further comprising operating pseudorandom number using the discovered packet trans 
one or more receive path components of the radio apparatus mission timing parameters and the calculated first pseudo 
in a relatively lower power consumption mode prior to the 65 random number and using the calculated second pseudoran 
determined listening time ; and then operating the one or dom number to determine a second listening time for a 
more receive path components of the radio apparatus in a second future transmitted packet . 
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10 . An apparatus , comprising at least one at least one ing a value of zero ; where the transmission timing param 

processor or programmable logic device ( PLD ) coupled to eters comprise at least the fixed regular time interval value 
memory and configured to be coupled to an antenna , the ( advinterval ) ; and where the processor or PLD is further 
processor or PLD being programmed to : programmed to measure a number of time intervals ( T _ ad 

wirelessly receive multiple transmitted packets , each of 5 vEvent ) corresponding to the defined number of multiple 
the multiple packets being received at a time interval pseudorandom delay time values ( advDelay ) , and to deter 
from a previous received packet that is based at least in mining the fixed regular time interval value ( advInterval ) to 
part on a pseudorandom number generated from one or be equal to the minimum value of measured time interval more packet transmission timing parameters ; ( T _ advEvent ) that occurs when the pseudorandom delay 

measure one or more of the time intervals , each of the 10 time value ( advDelay ) has a value of zero . time intervals being measured between receipt of a pair 
of the multiple received packets ; 17 . The apparatus of claim 16 , where the packet trans 

use the measured time intervals to discover one or more mission timing parameters further comprises a pseudoran 
of the packet transmission timing parameters ; dom number generation seed value ; and where the processor 

calculate a pseudorandom number using the discovered 15 of or PLD is further programmed to use a pseudorandom 
packet transmission timing parameters and using the number generation algorithm together with the multiple 
calculated pseudorandom number to determine a lis measured time intervals ( T _ advEvent ) to calculate the pseu 

dorandom number generation seed value , the pseudorandom tening time for a future transmitted packet ; and 
listen for a future transmitted packet at the determined number generation algorithm being the same pseudorandom 

listening time . 20 number generation algorithm used to determine a transmis 
11 . The apparatus of claim 10 , further comprising one or sion time from an external device for each of the received 

advertisement packets . more receive path components configured to be coupled to 
the antenna ; and where the processor or PLD is further 18 . The apparatus of claim 10 , where the processor or 
programmed to operate the one or more receive path com PLD is further programmed to calculate a first pseudoran 

dom number using the discovered packet transmission tim ponents in a relatively lower power consumption mode prior 25 
to the determined listening time , and then operate the one or ing parameters and to use the calculated first pseudorandom 
more receive path components in a relatively higher power number to determine a first listening time for a future 

transmitted packet ; and to calculate at least a second pseu consumption mode during the determined listening time to 
receive the future transmitted packet . dorandom number using the discovered packet transmission 

12 . The apparatus of claim 10 , further comprising one or 30 timing parameters and the calculated first pseudorandom 
number and to use the calculated second pseudorandom more receive path components configured to be coupled to 

the antenna ; and where the processor or PLD is further number to determine a second listening time for a second 
programmed to : future transmitted packet . 

calculate multiple pseudorandom numbers using the dis 19 . A method , comprising : 
covered packet transmission timing parameters ; using 35 wirelessly transmitting multiple transmitted packets from 
the multiple calculated pseudorandom numbers to a first radio apparatus , each of the multiple packets 
determine multiple intermittent listening times for being transmitted at a time interval from a previous 

transmitted packet that is based at least in part on a receiving respective future transmitted packets ; 
operate the one or more receive path components in a pseudorandom number generated from one or more 

packet transmission timing parameters ; relatively lower power consumption mode between 40 
each pair of determined listening times ; and wirelessly receiving the multiple transmitted packets in a 

operate the one or more receive path components in a second radio apparatus ; 
relatively higher power consumption mode to receive a measuring one or more of the time intervals in the second 
transmitted packet during each of the determined lis radio apparatus , each of the time intervals being mea 
tening times . 45 sured between receipt of a pair of the multiple received 

13 . The apparatus of claim 10 , where the packet trans packets ; 
mission timing parameters comprise a pseudorandom num using the measured time intervals to discover one or more 
ber generation seed value ; and where processor or PLD is of the packet transmission timing parameters ; 
further programmed to calculate the pseudorandom number calculating the pseudorandom number using the discov 
using the discovered seed value . ered packet transmission timing parameters and using 50 

14 . The apparatus of claim 10 , where the processor or the calculated pseudorandom number to determine a 
PLD is further programmed to operate the apparatus as a listening time for an additional transmitted packet ; 
Bluetooth Low Energy ( BLE ) scanning device ; and where wirelessly transmitting the additional packet from the first 
each of the transmitted packets is a BLE advertisement radio apparatus ; and 
packet . 55 listening for the additional transmitted packet in the 

15 . The apparatus of claim 14 , where the packet trans second radio apparatus at the determined listening time . 
mission timing parameters comprise a pseudorandom num 20 . The method of claim 19 , further comprising operating 
ber generation seed value ; and where the processor or PLD the first radio apparatus as a Bluetooth Low Energy ( BLE ) 
is further programmed to calculate the pseudorandom num advertising device and operating the second radio apparatus 
ber using the discovered seed value . as a BLE scanning device ; and where each of the transmitted 

16 . The apparatus of claim 14 . where each of the time packets is a BLE advertisement packet . 
intervals between the transmitted advertisement packets is a 21 . The method of claim 19 , further comprising sharing at 
BLE advertisement event time interval ( T _ advEvent ) that is least one of the packet transmission timing parameters 
the sum of a fixed regular time interval value ( adv Interval ) between the first radio apparatus and second radio apparatus 
and a defined number of multiple pseudorandom delay time 65 prior to wirelessly transmitting the multiple transmitted 
values ( advDelay ) , with one of the defined number of pace packets from the first radio apparatus . 
multiple pseudorandom delay time values ( advDelay ) hav * * * * * 

50 


