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INFORMATION PROTECTION METHOD,
SERVER, AND TERMINAL

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application is a National Stage of International
Application No. PCT/CN2015/073390, filed on Feb. 28,
2015, which is hereby incorporated by reference in its
entirety.

TECHNICAL FIELD

[0002] Embodiments of the present disclosure relate to the
field of communications technologies, and in particular, to
an information protection method, a server, and a terminal.

BACKGROUND

[0003] With development of Internet technologies, online
shopping is increasingly popular. Online shopping gradually
replaces a conventional shopping pattern, and an online
shopping transaction amount becomes larger.

[0004] During online shopping, goods need to be deliv-
ered by express, and a delivery address, a name, and a
telephone number of a user are private information required
for express delivery. In a conventional express delivery
method, the private information needs to be written on a
delivery receipt, and in an express delivery process, each
person who comes into contact with a parcel can obtain the
private information of the user, resulting in leakage of the
private information. Consequently, some lawbreakers per-
form, by using the private information, an unlawful act such
as trafficking, harassment, or fraud.

[0005] In the prior art, the user may write a nickname on
the delivery receipt, instead of a real name.

[0006] However, in the prior art, only the real name of the
user can be protected, but private information such as an
address and a telephone number of a consignee cannot be
protected. The lawbreakers may still perform an unlawful
act by using the telephone number and the address of the
consignee.

SUMMARY

[0007] Embodiments of the present disclosure provide an
information protection method, a server, and a terminal, to
protect private information of a user.

[0008] In view of the above, a first aspect of the present
disclosure provides an information protection method,
including receiving, by a server, an address query request
sent by a terminal; determining, by the server, delivery
address information corresponding to the address query
request; obtaining express outlet address information of the
terminal according to the address query request, where the
delivery address information includes at least two pieces of
hierarchy address information; determining, by the server,
corresponding target hierarchy address information in the
delivery address information according to the express outlet
address information; and sending, by the server, the target
hierarchy address information to the terminal.

[0009] With reference to the first aspect of the present
disclosure, in a first implementation manner of the first
aspect of the present disclosure, the express outlet address
information includes at least two pieces of hierarchy address
information. In this first implementation manner, the deter-
mining, by the server, corresponding target hierarchy
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address information in the delivery address information
according to the express outlet address information includes
determining, by the server, a first hierarchy, where the first
hierarchy is a highest hierarchy of hierarchies in hierarchy
address information that is in the express outlet address
information and that is different from hierarchy address
information in the delivery address information; and using,
by the server, hierarchy address information corresponding
to the first hierarchy as the target hierarchy address infor-
mation.

[0010] With reference to the first aspect of the present
disclosure, in a second implementation manner of the first
aspect of the present disclosure, the express outlet address
information includes one piece of hierarchy address infor-
mation, and a hierarchy in the hierarchy address information
corresponds to an administrative region level. In this second
implementation manner, the determining, by the server,
corresponding target hierarchy address information in the
delivery address information according to the express outlet
address information includes determining, by the server, an
administrative region level corresponding to the express
outlet address information; determining, by the server, a
delivery address hierarchy that is in the delivery address
information and that corresponds to the administrative
region level; determining, by the server, whether the express
outlet address information corresponds to hierarchy address
information that corresponds to the delivery address hierar-
chy; and if the express outlet address information does not
correspond to the hierarchy address information that corre-
sponds to the delivery address hierarchy, using, by the
server, the hierarchy address information corresponding to
the delivery address hierarchy as the target hierarchy address
information.

[0011] With reference to the second implementation man-
ner of the first aspect of the present disclosure, in a third
implementation manner of the first aspect of the present
disclosure, the method further includes if the express outlet
address information corresponds to the hierarchy address
information that corresponds to the delivery address hierar-
chy, using, by the server, hierarchy address information
corresponding to a next hierarchy of the delivery address
hierarchy as the target hierarchy address information.

[0012] With reference to the first aspect of the present
disclosure, or the first implementation manner, the second
implementation manner, or the third implementation manner
of the first aspect, in a fourth implementation manner of the
first aspect of the present disclosure, the method further
includes receiving, by the server, a call request sent by a first
terminal; determining, by the server, a contact identifier
corresponding to the call request; determining, by the server,
a second terminal according to the contact identifier; and
establishing, by the server, communication between the
second terminal and the first terminal.

[0013] With reference to the fourth implementation man-
ner of the first aspect of the present disclosure, in a fifth
implementation manner of the first aspect of the present
disclosure, after the receiving, by the server, a call request
sent by a first terminal, the method includes determining, by
the server, user identity information corresponding to the
call request, where the user identity information includes a
family name, a first name, or a nickname; and sending, by
the server, public information in the user identity informa-
tion to the first terminal, where the public information is
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information that is set by a user and that is allowed to be
public, and the user corresponds to the user identity infor-
mation.

[0014] With reference to the first aspect of the present
disclosure, or the first implementation manner, the second
implementation manner, or the third implementation manner
of the first aspect, in a sixth implementation manner of the
first aspect of the present disclosure, before the receiving, by
a server, an address query request sent by a terminal, the
method includes obtaining, by the server, user information,
where the user information includes delivery address infor-
mation of the user; and generating, by the server, recognition
information according to the user information, so that the
terminal sends the address query request according to the
recognition information.

[0015] With reference to the sixth implementation manner
of the first aspect of the present disclosure, in a seventh
implementation manner of the first aspect of the present
disclosure, the recognition information includes a uniform
resource locator of the user information, account informa-
tion of the user, a transaction identifier of the user, or a
delivery receipt number of the user.

[0016] A second aspect of the present disclosure further
provides an information protection method, including
obtaining, by a terminal, recognition information; sending,
by the terminal, an address query request to a server accord-
ing to the recognition information, so that the server deter-
mines delivery address information corresponding to the
address query request, obtains express outlet address infor-
mation of the terminal, and determines corresponding target
hierarchy address information in the delivery address infor-
mation according to the express outlet address information;
and receiving, by the terminal, the target hierarchy address
information that is in the delivery address information and
that is sent by the server, where the delivery address infor-
mation includes at least two pieces of hierarchy address
information.

[0017] With reference to the second aspect of the present
disclosure, in a first implementation manner of the second
aspect of the present disclosure, before the sending, by the
terminal, an address query request to a server according to
the recognition information, the method includes sending,
by the terminal, the express outlet address information to the
server, where the express outlet address information is used
to determine the target hierarchy address information.

[0018] With reference to the first implementation manner
of the second aspect of the present disclosure, in a second
implementation manner of the second aspect of the present
disclosure, the obtaining, by a terminal, recognition infor-
mation includes determining, by the terminal, the recogni-
tion information according to a recognition identifier.

[0019] With reference to the second implementation man-
ner of the second aspect of the present disclosure, in a third
implementation manner of the second aspect of the present
disclosure, the recognition identifier is a two-dimensional
code or a barcode.

[0020] With reference to the second aspect of the present
disclosure, or the first implementation manner, the second
implementation manner, or the third implementation manner
of the second aspect of the present disclosure, in a fourth
implementation manner of the second aspect of the present
disclosure, the recognition information includes a uniform
resource locator of the user information, account informa-
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tion of the user, a transaction identifier of the user, or a
delivery receipt number of the user.

[0021] A third aspect of the present disclosure provides a
server, including a first receiving module configured to
receive an address query request sent by a terminal, a first
determining module, a second determining module, and a
first sending module. The first determining module is con-
figured to determine delivery address information corre-
sponding to the address query request received by the first
receiving module, and obtain express outlet address infor-
mation of the terminal according to the address query
request received by the first receiving module, where the
delivery address information includes at least two pieces of
hierarchy address information. The second determining
module is configured to determine corresponding target
hierarchy address information in the delivery address infor-
mation according to the express outlet address information
obtained by the first determining module. The first sending
module is configured to send the target hierarchy address
information obtained by the second determining module to
the terminal.

[0022] With reference to the third aspect of the present
disclosure, in a first implementation manner of the third
aspect of the present disclosure, the express outlet address
information includes at least two pieces of hierarchy address
information, and the second determining module includes a
first determining unit and a second determining unit. The
first determining unit is configured to determine a first
hierarchy, where the first hierarchy is a highest hierarchy of
hierarchies in hierarchy address information that is in the
express outlet address information and that is different from
hierarchy address information in the delivery address infor-
mation. The second determining unit is configured to use, as
the target hierarchy address information, hierarchy address
information corresponding to the first hierarchy determined
by the first determining unit.

[0023] With reference to the third aspect of the present
disclosure, in a second implementation manner of the third
aspect of the present disclosure, the express outlet address
information includes one piece of hierarchy address infor-
mation, and a hierarchy in the hierarchy address information
corresponds to an administrative region level. In this second
implementation manner of the third aspect of the present
disclosure, the second determining module includes a third
determining unit configured to determine an administrative
region level corresponding to the express outlet address
information; a fourth determining unit configured to deter-
mine a delivery address hierarchy that is in the delivery
address information and that corresponds to the administra-
tive region level determined by the third determining unit; a
judging unit configured to determine whether the express
outlet address information corresponds to hierarchy address
information that corresponds to the delivery address hierar-
chy determined by the fourth determining unit; and a fifth
determining unit configured to use the hierarchy address
information corresponding to the delivery address hierarchy
as the target hierarchy address information when the judging
unit determines that the express outlet address information is
not corresponding to the hierarchy address information that
corresponds to the delivery address hierarchy.

[0024] With reference to the second implementation man-
ner of the third aspect of the present disclosure, in a third
implementation manner of the third aspect of the present
disclosure, the server further includes a sixth determining
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unit configured to use hierarchy address information corre-
sponding to a next hierarchy of the delivery address hierar-
chy as the target hierarchy address information when the
judging unit determines that the express outlet address
information corresponds to the hierarchy address informa-
tion that corresponds to the delivery address hierarchy.
[0025] With reference to the third aspect of the present
disclosure, or the first implementation manner, the second
implementation manner, or the third implementation manner
of the third aspect of the present disclosure, in a fourth
implementation manner of the third aspect of the present
disclosure, the server further includes a second receiving
module configured to receive a call request sent by a first
terminal; a third determining module configured to deter-
mine a contact identifier corresponding to the call request
obtained by the second receiving module; a fourth deter-
mining module configured to determine a second terminal
according to the contact identifier determined by the third
determining module; and an establishing module configured
to establish communication between the second terminal
determined by the fourth determining module and the first
terminal.

[0026] With reference to the fourth implementation man-
ner of the third aspect of the present disclosure, in a fifth
implementation manner of the third aspect of the present
disclosure, the server further includes a fifth determining
module configured to determine user identity information
corresponding to the call request received by the second
receiving module, where the user identity information
includes a family name, a first name, or a nickname; and a
second sending module configured to send public informa-
tion in the user identity information obtained by the fifth
determining module to the first terminal, where the public
information is information that is set by a user and that is
allowed to be public, and the user corresponds to the user
identity information.

[0027] With reference to the third aspect of the present
disclosure, or the first implementation manner, the second
implementation manner, or the third implementation manner
of the third aspect, in a sixth implementation manner of the
third aspect of the present disclosure, the server further
includes an obtaining module configured to obtain user
information, where the user information includes delivery
address information of the user; and a generation module
configured to generate recognition information according to
the user information obtained by the obtaining module so
that the terminal sends the address query request according
to the recognition information.

[0028] A fourth aspect of the present disclosure provides
a server, including a central processing unit and a storage
medium, where the central processing unit communicates
with the storage medium and is configured to store data,
where the data includes delivery address information. The
central processing unit performs the following steps: receiv-
ing an address query request sent by a terminal, determining
delivery address information corresponding to the address
query request, obtaining express outlet address information
of the terminal according to the address query request,
determining corresponding target hierarchy address infor-
mation in the delivery address information according to the
express outlet address information, and sending the target
hierarchy address information to the terminal, where the
delivery address information includes at least two pieces of
hierarchy address information.
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[0029] With reference to the fourth aspect of the present
disclosure, in a first implementation manner of the fourth
aspect of the present disclosure, the express outlet address
information includes at least two pieces of hierarchy address
information. In this first implementation manner of the
fourth aspect of the present disclosure, the central processing
unit performs the following steps: determining a first hier-
archy, and using hierarchy address information correspond-
ing to the first hierarchy as the target hierarchy address
information, where the first hierarchy is a highest hierarchy
of hierarchies in hierarchy address information that is in the
express outlet address information and that is different from
hierarchy address information in the delivery address infor-
mation.

[0030] With reference to the fourth aspect of the present
disclosure, in a second implementation manner of the fourth
aspect of the present disclosure, the express outlet address
information includes one piece of hierarchy address infor-
mation, and a hierarchy in the hierarchy address information
corresponds to an administrative region level. In this second
implementation manner of the fourth aspect of the present
disclosure, the central processing unit performs the follow-
ing steps: determining an administrative region level corre-
sponding to the express outlet address information, deter-
mining a delivery address hierarchy that is in the delivery
address information and that corresponds to the administra-
tive region level, determining whether the express outlet
address information corresponds to hierarchy address infor-
mation that corresponds to the delivery address hierarchy,
and if the express outlet address information does not
correspond to the hierarchy address information that corre-
sponds to the delivery address hierarchy, using the hierarchy
address information corresponding to the delivery address
hierarchy as the target hierarchy address information.
[0031] With reference to the second implementation man-
ner of the fourth aspect of the present disclosure, in a third
implementation manner of the fourth aspect of the present
disclosure, the central processing unit further performs the
following step: if the express outlet address information
corresponds to the hierarchy address information that cor-
responds to the delivery address hierarchy, using, by the
server, hierarchy address information corresponding to a
next hierarchy of the delivery address hierarchy as the target
hierarchy address information.

[0032] With reference to the fourth aspect of the present
disclosure, or the first implementation manner, the second
implementation manner, or the third implementation manner
of the fourth aspect of the present disclosure, in a fourth
implementation manner of the fourth aspect of the present
disclosure, the data further includes a contact identifier. In
this fourth implementation manner of the fourth aspect of
the present disclosure, the central processing unit further
performs the following steps: receiving a call request sent by
a first terminal, determining a contact identifier correspond-
ing to the call request, determining a second terminal
according to the contact identifier, and establishing commu-
nication between the second terminal and the first terminal.
[0033] With reference to the fourth implementation man-
ner of the fourth aspect of the present disclosure, in a fifth
implementation manner of the fourth aspect of the present
disclosure, the data further includes user identity informa-
tion, and the user identity information includes a family
name, a first name, or a nickname. In this fifth implemen-
tation manner of the fourth aspect of the present disclosure,
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the central processing unit further performs the following
steps: determining user identity information corresponding
to the call request, and sending public information in the
user identity information to the first terminal, where the
public information is information that is set by a user and
that is allowed to be public, and the user corresponds to the
user identity information.

[0034] A fifth aspect of the present disclosure provides a
terminal, including an obtaining module configured to
obtain recognition information; a first sending module con-
figured to send an address query request to a server accord-
ing to the recognition information so that the server deter-
mines delivery address information corresponding to the
address query request, obtains express outlet address infor-
mation of the terminal, and determines corresponding target
hierarchy address information in the delivery address infor-
mation according to the express outlet address information;
and a receiving module configured to receive the target
hierarchy address information that is in the delivery address
information and that is sent by the server, where the delivery
address information includes at least two pieces of hierarchy
address information.

[0035] With reference to the fifth aspect of the present
disclosure, in a first implementation manner of the fifth
aspect of the present disclosure, the terminal further includes
a second sending module configured to send the express
outlet address information to the server, where the express
outlet address information is used to determine the target
hierarchy address information.

[0036] With reference to the fifth aspect of the present
disclosure or the first implementation manner of the fifth
aspect of the present disclosure, in a second implementation
manner of the fifth aspect of the present disclosure, the
obtaining module includes a determining unit configured to
determine the recognition information according to a rec-
ognition identifier.

[0037] A sixth aspect of the present disclosure provides a
terminal including a display unit and a processor. In this
sixth aspect of the present disclosure, the processor performs
the following steps: obtaining, by the processor, recognition
information, and sending an address query request to a
server according to the recognition information, so that the
server determines delivery address information correspond-
ing to the address query request, obtains express outlet
address information of the terminal, and determines corre-
sponding target hierarchy address information in the deliv-
ery address information according to the express outlet
address information; and receiving, by the processor, the
target hierarchy address information that is in the delivery
address information and that is sent by the server, where the
delivery address information includes at least two pieces of
hierarchy address information. In this sixth aspect of the
present disclosure, the display unit performs the following
step: displaying the target hierarchy address information
received by the processor.

[0038] With reference to the sixth aspect of the present
disclosure, in a first implementation manner of the sixth
aspect of the present disclosure, the processor further per-
forms the following step: sending the express outlet address
information to the server, where the express outlet address
information is used to determine a target hierarchy address.
[0039] With reference to the sixth aspect of the present
disclosure or the first implementation manner of the sixth
aspect of the present disclosure, in a second implementation

Mar. 22, 2018

manner of the sixth aspect of the present disclosure, the
terminal further includes an input unit, where the input unit
performs the following step: receiving an input recognition
identifier; and the processor performs the following step:
determining the recognition information according to the
recognition identifier.

[0040] It can be learned from the foregoing technical
solutions that the embodiments of the present disclosure
have the following advantages. In the embodiments of the
present disclosure, a server receives an address query
request sent by a terminal, and determines delivery address
information corresponding to the address query request,
where the delivery address information includes at least two
pieces of hierarchy address information. The server deter-
mines corresponding target hierarchy address information in
the delivery address information according to express outlet
address information of the terminal, and sends the target
hierarchy address information to the terminal, so that the
terminal determines a next delivery destination of goods
according to the target hierarchy address information. That
is, when querying a delivery address, an express node can
obtain only hierarchy address information in the delivery
address information, but cannot obtain an entire address.
Therefore, the delivery address is not exposed in a process
of delivering the goods, and private information of a user is
protected.

BRIEF DESCRIPTION OF DRAWINGS

[0041] FIG. 1 is a schematic diagram of an embodiment of
an information protection method according to an embodi-
ment of the present disclosure;

[0042] FIG. 2 is a schematic diagram of another embodi-
ment of an information protection method according to an
embodiment of the present disclosure;

[0043] FIG. 3 is a schematic diagram of another embodi-
ment of an information protection method according to an
embodiment of the present disclosure;

[0044] FIG. 4 is a schematic diagram of another embodi-
ment of an information protection method according to an
embodiment of the present disclosure;

[0045] FIG. 5 is a schematic diagram of another embodi-
ment of an information protection method according to an
embodiment of the present disclosure;

[0046] FIG. 6 is a schematic diagram of another embodi-
ment of an information protection method according to an
embodiment of the present disclosure;

[0047] FIG. 7 is a schematic diagram of an embodiment of
a server according to an embodiment of the present disclo-
sure;

[0048] FIG. 8 is a schematic diagram of another embodi-
ment of a server according to an embodiment of the present
disclosure;

[0049] FIG. 9 is a schematic diagram of another embodi-
ment of a server according to an embodiment of the present
disclosure;

[0050] FIG. 10 is a schematic diagram of another embodi-
ment of a server according to an embodiment of the present
disclosure;

[0051] FIG. 11 is a schematic diagram of another embodi-
ment of a server according to an embodiment of the present
disclosure;

[0052] FIG. 12 is a schematic diagram of an embodiment
of a terminal according to an embodiment of the present
disclosure;
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[0053] FIG. 13 is a schematic diagram of another embodi-
ment of a terminal according to an embodiment of the
present disclosure; and

[0054] FIG. 14 is a schematic diagram of another embodi-
ment of a terminal according to an embodiment of the
present disclosure.

DESCRIPTION OF EMBODIMENTS

[0055] Embodiments of the present disclosure provide an
information protection method, a server, and a terminal, to
protect private information of a user.

[0056] Referring to FIG. 1, an embodiment of an infor-
mation protection method in an embodiment of the present
disclosure includes the following steps.

[0057] 101. A server receives an address query request
sent by a terminal.

[0058] Goods are delivered to an express outlet, a staff
member in the outlet sends the address query request to the
server by using the terminal, and the server receives the
address query request sent by the terminal. The terminal may
be a computer or a personal digital assistant (PDA) that
accesses an express system, or may be another terminal that
accesses an express system. This is not limited herein.
[0059] 102. The server determines delivery address infor-
mation corresponding to the address query request, and
obtains express outlet address information of the terminal
according to the address query request.

[0060] After receiving the address query request sent by
the terminal, the server determines the delivery address
information corresponding to the address query request, and
parses the address query request to obtain the express outlet
address information of the terminal. It should be noted that
the delivery address information is an address for picking up
the goods by a user, the delivery address information
includes at least two pieces of hierarchy address informa-
tion, and the express outlet address information is address
information of an express outlet to which the terminal
belongs.

[0061] 103. The server determines corresponding target
hierarchy address information in the delivery address infor-
mation according to the express outlet address information.
[0062] After obtaining the express outlet address informa-
tion, the server determines the corresponding target hierar-
chy address information in the delivery address information
according to the express outlet address information. It
should be noted that the target hierarchy address information
is address information of one hierarchy in the delivery
address information, and is determined according to query
permission of the terminal. The query permission of the
terminal is closely related to the express outlet address
information and the delivery address information.

[0063] 104. The server sends the target hierarchy address
information to the terminal.

[0064] After determining the target hierarchy address
information, the server sends the target hierarchy address
information to the terminal, so that the terminal determines
a next delivery destination of the goods according to the
target hierarchy address information.

[0065] In this embodiment of the present disclosure, a
server receives an address query request sent by a terminal,
and determines delivery address information corresponding
to the address query request. The delivery address informa-
tion includes at least two pieces of hierarchy address infor-
mation. The server determines corresponding target hierar-
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chy address information in the delivery address information
according to express outlet address information of the ter-
minal, and sends the target hierarchy address information to
the terminal, so that the terminal determines a next delivery
destination of goods according to the target hierarchy
address information. That is, when querying a delivery
address, an express node can obtain only hierarchy address
information in the delivery address information, but cannot
obtain an entire address. Therefore, the delivery address is
not exposed in a process of delivering the goods, and private
information of a user is protected.

[0066] Inthe foregoing embodiment, the server may deter-
mine the corresponding target hierarchy address information
in the delivery address information according to the express
outlet address information in multiple manners, and several
examples are described in detail in the following.

[0067] 1. Express outlet address information includes at
least two pieces of hierarchy address information.

[0068] Referring to FIG. 2, another embodiment of an
information protection method in an embodiment of the
present disclosure includes the following steps.

[0069] 201. A server receives an address query request
sent by a terminal.

[0070] Goods are delivered to an express outlet, a staff
member in the outlet sends the address query request to the
server by using the terminal, and the server receives the
address query request sent by the terminal. The terminal may
be a computer or a PDA that accesses an express system, or
may be another terminal that accesses an express system.
This is not limited herein.

[0071] It should be noted that the terminal may send the
address query request to the server in the following manner.
The terminal sends the address query request to the server
according to recognition information on the goods. The
recognition information includes a uniform resource locator
of delivery address information, account information of a
user, a transaction identifier of a user, or a delivery receipt
number of a user, and may further include other information.
This is not limited herein. The recognition information may
be displayed on the goods in a form of a two-dimensional
code, or may be displayed in another form. This is not
limited herein.

[0072] The recognition information may be obtained in the
following manner. The server obtains user information and
generates the recognition information according to the user
information. The user information may include the delivery
address information, a contact identifier, and user identity
information, and may further include other information. This
is not limited herein. The server may obtain the user
information by receiving information entered by the user,
may obtain the user information from another server that
stores the user information, or may obtain the user infor-
mation in another manner. This is not limited herein.
[0073] In addition to the foregoing manner, the terminal
may send the address query request to the server in another
manner. This is not limited herein.

[0074] 202. The server determines delivery address infor-
mation corresponding to the address query request, and
obtains express outlet address information of the terminal
according to the address query request.

[0075] After receiving the address query request sent by
the terminal, the server determines the delivery address
information corresponding to the address query request, and
obtains the express outlet address information of the termi-
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nal according to the address query request. The delivery
address information is an address for picking up the goods
by the user, and includes at least two pieces of hierarchy
address information. The express outlet address information
is address information of an express outlet to which the
terminal belongs, and includes at least two pieces of hier-
archy address information. Hierarchy division manners of
hierarchy address information differ according to different
administrative division manners in different countries. Hier-
archy address information may be a national address, a
provincial-level address, a municipal-level address, a
county-level address, or other address information. This is
not limited herein. It should be noted that the server may
determine, according to the recognition information on the
goods, the delivery address information corresponding to the
address query request, and the server may obtain the express
outlet address information of the terminal according to the
address query request in the following two manners:
[0076] 1. The server obtains an Internet Protocol (IP)
address of the terminal that sends the address query request,
then determines address information corresponding to the IP
address, and uses the address information as the express
outlet address information.

[0077] 2. The terminal sends the express outlet address
information to the server in advance; the server stores the
express outlet address information, and allocates an account
identifier to the terminal; and when the terminal sends the
address query request to the server, the server determines the
account identifier corresponding to the terminal, and then
extracts express outlet address information corresponding to
the account identifier.

[0078] In addition to the foregoing two manners, the
server may obtain the express outlet address information of
the terminal in another manner. This is not limited herein.
[0079] 203. The server determines a first hierarchy.
[0080] After obtaining the express outlet address informa-
tion and the delivery address information, the server deter-
mines the first hierarchy, where the first hierarchy is a
highest hierarchy of hierarchies in hierarchy address infor-
mation that is in the express outlet address information and
that is different from hierarchy address information in the
delivery address information. The server may determine the
first hierarchy in the following manner. Hierarchy address
information of a same hierarchy in the express outlet address
information and the delivery address information is com-
pared, that is, addresses such as provincial-level addresses,
municipal-level addresses, and county-level addresses in the
two addresses are compared, to obtain a hierarchy corre-
sponding to different address information; and then a highest
hierarchy of these different hierarchies is determined, that is,
the first hierarchy is determined. The server may determine
the first hierarchy in another manner, and this is not limited
herein.

[0081] 204. The server uses hierarchy address information
corresponding to the first hierarchy as target hierarchy
address information.

[0082] The server uses the hierarchy address information
that is in the delivery address information and that corre-
sponds to the first hierarchy as the target hierarchy address
information.

[0083] 205. The server sends the target hierarchy address
information to the terminal.

[0084] After determining the target hierarchy address
information, the server sends the target hierarchy address
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information to the terminal, so that the terminal determines
a next delivery destination of the goods according to the
target hierarchy address information.

[0085] In this embodiment of the present disclosure, a
server receives an address query request sent by a terminal,
and determines delivery address information corresponding
to the address query request. The delivery address informa-
tion includes at least two pieces of hierarchy address infor-
mation. The server determines corresponding target hierar-
chy address information in the delivery address information
according to express outlet address information of the ter-
minal, and sends the target hierarchy address information to
the terminal, so that the terminal determines a next delivery
destination of goods according to the target hierarchy
address information. That is, when querying a delivery
address, an express node can obtain only hierarchy address
information in the delivery address information, but cannot
obtain an entire address. Therefore, the delivery address is
not exposed in a process of delivering the goods, and private
information of a user is protected.

[0086] Further, this embodiment of the present disclosure
provides a manner of determining the target hierarchy
address information according to the express outlet address
information, to improve feasibility of a solution.

[0087] Still further, in this embodiment of the present
disclosure, the server may receive, in multiple manners, the
address query request sent by the terminal, and the server
may obtain the express outlet address information according
to the address query request in multiple manners, thereby
improving flexibility of the solution.

[0088] 2. Express outlet address information includes one
piece of hierarchy address information.

[0089] Referring to FIG. 3, another embodiment of an
information protection method in an embodiment of the
present disclosure includes the following steps.

[0090] 301. A server receives an address query request
sent by a terminal.

[0091] In this embodiment, a process of receiving the
address query request by the server is similar to a process of
receiving the address query request by the server in step 201
in the foregoing embodiment shown in FIG. 2, and details
are not repeatedly described herein.

[0092] 302. The server determines delivery address infor-
mation corresponding to the address query request, and
obtains express outlet address information of the terminal
according to the address query request.

[0093] After receiving the address query request sent by
the terminal, the server determines the delivery address
information corresponding to the address query request, and
obtains the express outlet address information of the termi-
nal according to the address query request. The delivery
address information is an address for picking up the goods
by a user, and includes at least two pieces of hierarchy
address information. The express outlet address information
is address information of an express outlet to which the
terminal belongs, and includes one piece of hierarchy
address information. A hierarchy in the hierarchy address
information corresponds to an administrative region level,
and the administrative region level is a relationship pattern
set by a country for hierarchical administration. Different
countries have different administrative division manners. In
China, a province, an autonomous region, a municipality,
and the like are first-level administrative regions; a prefec-
ture, a league, an autonomous prefecture, and the like are
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second-level administrative regions; a county, a banner, a
county-level city, and the like are third-level administrative
regions; a township, a town, a subdistrict, and the like are
fourth-level administrative regions; a village, a community,
a management district, and the like are fifth-level adminis-
trative regions; and a village group and a community group
are sixth-level administrative regions. That is, hierarchy
address information may be a first-level administrative
region address, a second-level administrative region
address, a third-level administrative region address, or other
address information. This is not limited herein.

[0094] A manner of obtaining the express outlet address
information of the terminal according to the address query
request by the server is similar to a manner of obtaining the
express outlet address information of the terminal by the
server in step 202 in the foregoing embodiment shown in
FIG. 2, and details are not repeatedly described herein.
[0095] 303. The server determines an administrative
region level corresponding to the express outlet address
information.

[0096] After the server obtains the express outlet address
information and the delivery address information, the server
determines the administrative region level corresponding to
the express outlet address information, that is, the server
determines a level of an administrative region corresponding
to an address that corresponds to the express outlet address
information.

[0097] 304. The server determines a delivery address
hierarchy that is in the delivery address information and that
corresponds to the administrative region level.

[0098] The server determines the delivery address hierar-
chy that is in the delivery address information and that
corresponds to the administrative region level. It should be
noted that the delivery address hierarchy is one hierarchy in
the delivery address information. For example, if the express
outlet address information is a second-level administrative
region address “Xiamen City”, and the delivery address
hierarchy is “Shenzhen University, Yuehai Subdistrict, Nan-
shan District, Shenzhen City, Guangdong Province”, a hier-
archy corresponding to a second-level administrative region
“Shenzhen City” in the delivery address information is a
delivery hierarchy.

[0099] 305. The server determines whether the express
outlet address information corresponds to hierarchy address
information that corresponds to the delivery address hierar-
chy; if the express outlet address information does not
correspond to the hierarchy address information that corre-
sponds to the delivery address hierarchy, performs step 306;
and if the express outlet address information corresponds to
the hierarchy address information that corresponds to the
delivery address hierarchy, performs step 307.

[0100] The server determines the hierarchy address infor-
mation corresponding to the delivery address hierarchy, and
determines whether the hierarchy address information cor-
responds to the express outlet address information. If the
hierarchy address information does not correspond to the
express outlet address information, the server performs step
306, and if the hierarchy address information corresponds to
the express outlet address information, the server performs
step 307.

[0101] It should be noted that it may be determined, in the
following manner, whether the hierarchy address informa-
tion that corresponds to the delivery hierarchy corresponds
to the express outlet address information: The server deter-
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mines an address corresponding to the hierarchy address
information that corresponds to the delivery hierarchy, and
an address corresponding to the express outlet address
information, and determines whether the two addresses are
consistent. If the two addresses are consistent, the hierarchy
address information that corresponds to the delivery hierar-
chy corresponds to the express outlet address information,
and if the two addresses are not consistent, the hierarchy
address information that corresponds to the delivery hierar-
chy does not correspond to the express outlet address
information. The determining may be performed in another
manner, and this is not limited herein.

[0102] 306. The server uses the hierarchy address infor-
mation corresponding to the delivery address hierarchy as
target hierarchy address information, and performs step 308.
[0103] When the server determines that the express outlet
address information is not corresponding to the hierarchy
address information that corresponds to the delivery address
hierarchy, the server uses the hierarchy address information
corresponding to the delivery address hierarchy as the target
hierarchy address information.

[0104] 307. The server uses hierarchy address information
corresponding to a next hierarchy of the delivery address
hierarchy as target hierarchy address information, and per-
forms step 308.

[0105] When the server determines that the express outlet
address information corresponds to the hierarchy address
information that corresponds to the delivery address hierar-
chy, the server may use the hierarchy address information
corresponding to the next hierarchy of the delivery address
hierarchy as the target hierarchy address information.
[0106] It should be noted that when determining that the
express outlet address information corresponds to the hier-
archy address information that corresponds to the delivery
address hierarchy, the server may perform another step
instead of this step. This is not limited herein.

[0107] 308. The server sends the target hierarchy address
information to the terminal.

[0108] After determining the target hierarchy address
information, the server sends the target hierarchy address
information to the terminal, so that the terminal determines
a next delivery destination of the goods according to the
target hierarchy address information.

[0109] In this embodiment of the present disclosure, a
server receives an address query request of a terminal, and
determines delivery address information corresponding to
the address query request. The delivery address information
includes at least two pieces of hierarchy address informa-
tion. The server determines corresponding target hierarchy
address information in the delivery address information
according to express outlet address information of the ter-
minal, and sends the target hierarchy address information to
the terminal, so that the terminal determines a next delivery
destination of goods according to the target hierarchy
address information. That is, when querying a delivery
address, an express node can obtain only hierarchy address
information in the delivery address information, but cannot
obtain an entire address. Therefore, the delivery address is
not exposed in a process of delivering the goods, and private
information of a user is protected.

[0110] Further, this embodiment of the present disclosure
provides another manner of determining the target hierarchy
address information according to the express outlet address
information, to improve feasibility of a solution.



US 2018/0082243 Al

[0111] Still further, in this embodiment of the present
disclosure, the server may receive, in multiple manners, the
address query request sent by the terminal, and the server
may obtain the express outlet address information according
to the address query request in multiple manners, thereby
improving flexibility of the solution.

[0112] The foregoing embodiments are described from a
perspective of delivery address information. However, a
telephone number of a user is further required to send a
parcel to the user. In the prior art, the telephone number of
the user is directly written on a delivery receipt, so that each
person who comes into contact with the parcel can obtain the
telephone number of the user, resulting in leakage of the
telephone number. Consequently, a lawbreaker may per-
form, by using the telephone number, an unlawful act such
as harassment or fraud. Therefore, in addition to delivery
address information of the user, the telephone number of the
user needs to be protected. Referring to FIG. 4, another
embodiment of an information protection method in an
embodiment of the present disclosure includes the following
steps.

[0113] 401. A server receives an address query request
sent by a terminal.

[0114] In this embodiment, a process of receiving the
address query request by the server is similar to a process of
receiving the address query request by the server in step 201
in the foregoing embodiment shown in FIG. 2, and details
are not repeatedly described herein.

[0115] 402. The server determines delivery address infor-
mation corresponding to the address query request, and
obtains express outlet address information of the terminal
according to the address query request.

[0116] After receiving the address query request sent by
the terminal, the server determines delivery address infor-
mation corresponding to the recognition information, and
obtains the express outlet address information of the termi-
nal according to the address query request. The delivery
address information is an address for picking up the goods
by a user, and includes at least two pieces of hierarchy
address information. The express outlet address information
is address information of an express outlet to which the
terminal belongs, and may include one or more pieces of
hierarchy address information. Hierarchy address informa-
tion may be a provincial-level address, a municipal-level
address, a county-level address, or other address informa-
tion. This is not limited herein.

[0117] A manner of obtaining the express outlet address
information of the terminal according to the address query
request by the server is similar to a manner of obtaining the
express outlet address information of the terminal by the
server in step 202 in the foregoing embodiment shown in
FIG. 2, and details are not repeatedly described herein.
[0118] 403. The server determines corresponding target
hierarchy address information in the delivery address infor-
mation according to the express outlet address information.
[0119] After obtaining the express outlet address informa-
tion, the server may determine the target hierarchy address
information in the manner shown in steps 203 to 205 in the
embodiment in FIG. 2 or in the manner shown in steps 303
to 307 in the embodiment in FIG. 3, or may determine the
target hierarchy address information in another manner. This
is not limited herein.

[0120] 404. The server sends the target hierarchy address
information to the terminal.
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[0121] After determining the target hierarchy address
information, the server sends the target hierarchy address
information to the terminal, so that the terminal determines
a next delivery destination of the goods according to the
target hierarchy address information.

[0122] 405. The server receives a call request sent by a
first terminal.
[0123] When the goods are delivered to a courier, the

courier sends the call request to the server by using the first
terminal, and the server receives the call request sent by the
first terminal. The first terminal may send the call request by
using the recognition information, or may send a query
request in another manner. This is not limited herein.

[0124] 406. The server determines a contact identifier
corresponding to the call request.

[0125] After receiving the call request sent by the first
terminal, the server determines the contact identifier corre-
sponding to the call request.

[0126] 407. The server determines a second terminal
according to the contact identifier.

[0127] After determining the contact identifier, the server
determines the second terminal corresponding to the contact
identifier.

[0128] 408. The server establishes communication
between the second terminal and the first terminal.

[0129] After determining the second terminal, the server
sends a call request to the second terminal. The second
terminal receives the request, and the second terminal and
the first terminal establish communication.

[0130] It should be noted that after receiving the call
request sent by the first terminal, the server may further
perform the following steps.

[0131] The server determines user identity information
corresponding to the call request, and sends public infor-
mation in the user identity information to the first terminal,
so that the public information is displayed on the first
terminal. The user identity information may include a family
name, a first name, or a nickname, and the public informa-
tion is information that is set by a user corresponding to a
user identity and that is allowed to be public.

[0132] In this embodiment of the present disclosure, a
server receives an address query request of a terminal, and
determines delivery address information corresponding to
the address query request. The delivery address information
includes at least two pieces of hierarchy address informa-
tion. The server determines corresponding target hierarchy
address information in the delivery address information
according to express outlet address information of the ter-
minal, and sends the target hierarchy address information to
the terminal, so that the terminal determines a next delivery
destination of goods according to the target hierarchy
address information. That is, when querying a delivery
address, an express node can obtain only a hierarchy address
in delivery address information, but cannot obtain an entire
address. Therefore, the delivery address is not exposed in a
process of delivering the goods, and private information of
a user is protected.

[0133] Further, in this embodiment of the present disclo-
sure, the server may receive, in multiple manners, the
address query request sent by the terminal, the server may
obtain the express outlet address information according to
the address query request in multiple manners, and the
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server may further determine the target hierarchy address
information in multiple manners, thereby improving flex-
ibility of a solution.

[0134] Still further, in this embodiment of the present
disclosure, the server may receive a call request sent by a
first terminal, determine a contact identifier corresponding to
the call request, determine a second terminal according to
the contact identifier, and then establish communication
between the first terminal and the second terminal. That is,
when contacting a consignee, a courier can contact the
consignee by sending a call request to the server, without a
need to obtain a telephone number of the consignee. There-
fore, in a process of delivering the goods, a telephone
number of the user is not exposed, and the private informa-
tion of the user is further protected.

[0135] Yet further, in this embodiment of the present
disclosure, after receiving the call request, the server deter-
mines user identity information corresponding to the call
request, and the server sends public information in the user
identity information to the first terminal. That is, when the
courier and the consignee are in a call, the courier can see,
on the terminal according to setting of the consignee, only
information that is allowed by the consignee to be public,
thereby further protecting the private information of the user.
[0136] The foregoing describes the information protection
method in the embodiments of the present disclosure from a
perspective of a server, and the following describes an
information protection method in an embodiment of the
present disclosure from a perspective of a terminal. Refer-
ring to FIG. 5, another embodiment of an information
protection method in an embodiment of the present disclo-
sure includes the following steps.

[0137] 501. A terminal obtains recognition information.
[0138] Goods are delivered to an express outlet in which
the terminal is located, and the terminal obtains recognition
information of the goods. The terminal may be a computer
or a PDA that accesses an express system, or may be another
terminal that accesses an express system. This is not limited
herein.

[0139] 502. The terminal sends an address query request to
a server according to the recognition information.

[0140] After obtaining the recognition information, the
terminal sends the address query request to the server, so that
the server determines delivery address information corre-
sponding to the address query request, obtains express outlet
address information of the terminal, and determines corre-
sponding target hierarchy address information in the deliv-
ery address information according to the express outlet
address information. It should be noted that the delivery
address information is an address for picking up the goods
by a user, the delivery address information includes at least
two pieces of hierarchy address information, and the express
outlet address information is address information of the
express outlet to which the terminal belongs.

[0141] 503. The terminal receives target hierarchy address
information that is in delivery address information and that
is sent by the server.

[0142] After determining the corresponding target hierar-
chy address information in the delivery address information,
the server sends the target hierarchy address information to
the terminal, and the terminal receives the target hierarchy
address information that is in the delivery address informa-
tion and that is sent by the server. It should be noted that the
target hierarchy address information is address information

Mar. 22, 2018

of one hierarchy in the delivery address information, and is
determined according to query permission of the terminal.
The query permission of the terminal is closely related to the
express outlet address information and the delivery address
information.

[0143] In this embodiment of the present disclosure, a
terminal obtains recognition information, and sends an
address query request to a server according to the recogni-
tion information, so that the server can determine delivery
address information corresponding to the address query
request, and determine corresponding target hierarchy
address information in the delivery address information
according to express outlet address information of the ter-
minal. The terminal receives target hierarchy address infor-
mation that is in delivery address information and that is sent
by the server, and may determine a next delivery destination
of goods according to the target hierarchy address informa-
tion. That is, when querying a delivery address, an express
node can obtain only hierarchy address information in the
delivery address information, but cannot obtain an entire
address. Therefore, the delivery address is not exposed in a
process of delivering the goods, and private information of
a user is protected.

[0144] To facilitate understanding, the following describes
in detail an information protection method in an embodi-
ment of the present disclosure from a perspective of a
terminal. Referring to FIG. 6, another embodiment of an
information protection method in an embodiment of the
present disclosure includes the following steps.

[0145] 601. A terminal sends express outlet address infor-
mation to a server.

[0146] The terminal sends the express outlet address infor-
mation to the server, and the server stores the express outlet
address information. The express outlet address information
is address information of an express outlet to which the
terminal belongs, and includes one or more pieces of hier-
archy address information. Hierarchy division manners of
hierarchy address information differ according to different
administrative division manners in different countries. Hier-
archy address information may be a provincial-level
address, a municipal-level address, a county-level address,
or other address information. This is not limited herein. The
terminal may be a computer or a PDA that accesses an
express system, or may be another terminal that accesses an
express system. This is not limited herein.

[0147]

[0148] After the terminal sends the express outlet address
information to the server, when goods are delivered to the
express outlet in which the terminal is located, the terminal
obtains recognition information of the goods. The recogni-
tion information includes a uniform resource locator of user
information, account information of a user, a transaction
identifier of a user, or a delivery receipt number of a user,
and may further include other information. This is not
limited herein. The terminal may obtain the recognition
information by determining the recognition information
according to a recognition identifier on the goods. The
recognition identifier may be a two-dimensional code, a
barcode, or another identifier. This is not limited herein. The
terminal may obtain the recognition information in another
manner, and this is not limited herein.

[0149] 603. The terminal sends an address query request to
the server according to the recognition information.

602. The terminal obtains recognition information.
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[0150] After obtaining the recognition information, the
terminal sends the address query request to the server
according to the recognition information, so that the server
determines delivery address information corresponding to
the address query request, determines express outlet address
information corresponding to the terminal, and determines
corresponding target hierarchy address information in the
delivery address information according to the express outlet
address information. It should be noted that the delivery
address information is an address for picking up the goods
by the user, and the delivery address information includes at
least two pieces of hierarchy address information.

[0151] 604. The terminal receives target hierarchy address
information that is in delivery address information and that
is sent by the server.

[0152] After determining the corresponding target hierar-
chy address information in the delivery address information,
the server sends the target hierarchy address information to
the terminal, and the terminal receives the target hierarchy
address information that is in the delivery address informa-
tion and that is sent by the server. It should be noted that the
target hierarchy address information is address information
of one hierarchy in the delivery address information, and is
determined according to query permission of the terminal.
The query permission of the terminal is closely related to the
express outlet address information and the delivery address
information.

[0153] In this embodiment of the present disclosure, a
terminal obtains recognition information, and sends an
address query request to a server according to the recogni-
tion information, so that the server can determine delivery
address information corresponding to the address query
request, and determine corresponding target hierarchy
address information in the delivery address information
according to express outlet address information of the ter-
minal. The terminal receives target hierarchy address infor-
mation that is in delivery address information and that is sent
by the server, and may determine a next delivery destination
of goods according to the target hierarchy address informa-
tion. That is, when querying a delivery address, an express
node can obtain only hierarchy address information in the
delivery address information, but cannot obtain an entire
address. Therefore, the delivery address is not exposed in a
process of delivering the goods, and private information of
a user is protected.

[0154] Further, in this embodiment of the present disclo-
sure, the terminal may send the express outlet address
information to the server, so that the server determines the
target hierarchy address information according to the
express outlet address information. The terminal may obtain
the recognition information in multiple manners, and the
recognition information may include multiple types of infor-
mation, thereby improving flexibility of a solution.

[0155] To facilitate understanding, the following describes
in detail the information protection method in this embodi-
ment of the present disclosure by using an application
scenario.

[0156] Xiaohong registers an account “candy001” at
www.taobao.com, registers, on a user information server,
delivery address information “Building B, Haibin Residen-
tial Quarter, Yuehai Subdistrict, Nanshan District, Shenzhen
City, Guangdong Province”, a telephone number
“13862106717” as a contact identifier, a family name
“Zhang”, a first name “Xiaohong”, and a nickname “candy”,
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and sets only the nickname to be public. The user informa-
tion server obtains user information written by Xiaohong,
and generates a uniform resource locator “http://buyer.mas-
sage.taobao.com” according to the user information.

[0157] Express outlets of S.F. Express all over China are
registered on the user information server, and an address of
each node is written.

[0158] Xiaohong logs in to the account “candy001” and
purchases a pair of pants at a store of a seller, and a
transaction identifier is “654313213”. The seller prints a
two-dimensional code corresponding to this order in a
column of express delivery address information by using the
user information server, and the two-dimensional code
records the uniform resource locator of the user information
and account information of Xiaohong. The seller is located
at “Fenggang Town, Dongguan City, Guangdong Province”,
and packs and posts the pants. A courier in S.F. Express
delivers the parcel to an S.F. Express outlet A in Fenggang
Town, and a staff member in the S.F. Express outlet A scans
the two-dimensional code on the parcel by using a computer
X, and sends an address query request to the user informa-
tion server. The user information server receives the address
query request, determines that delivery address information
corresponding to the two-dimensional code is “Room 402,
Building H, Haibin Residential Quarter, Yuehai Subdistrict,
Nanshan District, Shenzhen City, Guangdong Province”,
and determines, according to a registered account of the
computer X, that address information of the express outlet A
is “No. 001, Shalinglijiao Road, Fenggang Town, Dongguan
City, Guangdong Province”. Then the user information
server compares the two addresses to obtain a target hier-
archy address “Shenzhen City”, and the user information
server sends an address query result “Shenzhen City” to the
S.F. Express outlet A. The parcel is delivered to an S.F.
Express outlet B in Shenzhen City according to a delivery
rule of an express system, and a staff member in the express
outlet B scans the two-dimensional code on the parcel by
using a computer Y, and sends an address query request to
the user information server. The user information server
receives the address query request, determines that the
delivery address information corresponding to the two-
dimensional code is “Building B, Haibin Residential Quar-
ter, Yuehai Subdistrict, Nanshan District, Shenzhen City,
Guangdong Province”, and determines, according to a reg-
istered account of the computer Y, that address information
of'the express outlet B is “Building A, Haibin Square, Binhe
Avenue, Futian District, Shenzhen City, Guangdong Prov-
ince”. Then the user information server compares the two
addresses to obtain target hierarchy address information
“Nanshan District”, and the user information server sends an
address query result “Nanshan District” to the express outlet
B. The parcel is delivered to an S.F. Express outlet C in
Nanshan District according to the delivery rule of the
express system, and a staff member in the express outlet C
scans the two-dimensional code on the parcel by using a
computer Z, and sends an address query request to the user
information server. The user information server receives the
address query request, determines that the delivery address
information corresponding to the two-dimensional code is
“Building B, Haibin Residential Quarter, Yuehai Subdistrict,
Nanshan District, Shenzhen City, Guangdong Province”,
and determines, according to a registered account of the
computer Z, that address information of the express outlet C
is “Building A, Yuehaimen Plaza, Yuehai Subdistrict, Nan-
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shan District, Shenzhen City, Guangdong Province”. The
user information server determines that a target hierarchy
address is “Haibin Residential Quarter”, and the user infor-
mation server sends a query result “Haibin Residential
Quarter” to the express outlet C, and the express outlet C
arranges a courier to deliver the parcel. The courier scans the
two-dimensional code on the parcel by using a mobile phone
A, to send a call request to the user information server, and
the user information server receives the call request sent by
the mobile phone A, and determines that a contact identifier
corresponding to the call request is the telephone number
“13862106717”, and user identity information is “Xiaohong
Zhang, candy”. The user information server sends a call
request to a mobile phone B and sends public information
“candy” to the mobile phone A. Xiaohong answers an
incoming call by using the mobile phone B, and the mobile
phone A and the mobile phone B establishes communica-
tion. The courier communicates with Xiaohong and informs
Xiaohong that the parcel has arrived, and then Xiaohong
picks up the parcel.

[0159] The foregoing describes the information protection
method in the embodiments of the present disclosure, and
the following describes a server in an embodiment of the
present disclosure. Referring to FIG. 7, an embodiment of a
server in an embodiment of the present disclosure includes
a first receiving module 701 configured to receive an address
query request sent by a terminal; a first determining module
702 configured to determine delivery address information
corresponding to the address query request received by the
first receiving module 701, and obtain express outlet address
information of the terminal according to the address query
request received by the first receiving module 701, where the
delivery address information includes at least two pieces of
hierarchy address information; a second determining mod-
ule 703 configured to determine corresponding target hier-
archy address information in the delivery address informa-
tion according to the express outlet address information
obtained by the first determining module 702; and a first
sending module 704 configured to send the target hierarchy
address information obtained by the second determining
module 703 to the terminal.

[0160] In this embodiment of the present disclosure, a first
receiving module 701 receives an address query request of
a terminal; a first determining module 702 determines deliv-
ery address information corresponding to the address query
request. The delivery address information includes at least
two pieces of hierarchy address information; a second
determining module 703 determines corresponding target
hierarchy address information in the delivery address infor-
mation according to express outlet address information of
the terminal; and a first sending module 704 sends the target
hierarchy address information to the terminal, so that the
terminal determines a next delivery destination of goods
according to the target hierarchy address information. That
is, when querying a delivery address, an express node can
obtain only hierarchy address information in the delivery
address information, but cannot obtain an entire address.
Therefore, the delivery address is not exposed in a process
of delivering the goods, and private information of a user is
protected.

[0161] To facilitate understanding, the following describes
in detail a server in an embodiment of the present disclosure.
Referring to FIG. 8, another embodiment of a server in an
embodiment of the present disclosure includes a first receiv-
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ing module 801 configured to receive an address query
request sent by a terminal; a first determining module 802
configured to determine delivery address information cor-
responding to the address query request received by the first
receiving module 801, and obtain express outlet address
information of the terminal according to the address query
request received by the first receiving module 801, where the
delivery address information and the express outlet address
information each include at least two pieces of hierarchy
address information; a second determining module 803
configured to determine corresponding target hierarchy
address information in the delivery address information
according to the express outlet address information obtained
by the first determining module 802; and a first sending
module 804 configured to send the target hierarchy address
information obtained by the second determining module 803
to the terminal.

[0162] The second determining module 803 in this
embodiment of the present disclosure includes a first deter-
mining unit 8031 configured to determine a first hierarchy,
where the first hierarchy is a highest hierarchy of hierarchies
in hierarchy address information that is in the express outlet
address information and that is different from hierarchy
address information in the delivery address information; and
a second determining unit 8032 configured to use, as the
target hierarchy address information, hierarchy address
information corresponding to the first hierarchy determined
by the first determining unit 8031.

[0163] The server in this embodiment of the present
disclosure may further include an obtaining module 805
configured to obtain user information, where the user infor-
mation includes delivery address information of a user; and
a generation module 806 configured to generate recognition
information according to the user information obtained by
the obtaining module, so that the terminal sends the address
query request according to the recognition information.
[0164] In this embodiment of the present disclosure, a first
receiving module 801 receives an address query request of
a terminal; a first determining module 802 determines deliv-
ery address information corresponding to the address query
request. The delivery address information includes at least
two pieces of hierarchy address information; a second
determining module 803 determines corresponding target
hierarchy address information in the delivery address infor-
mation according to express outlet address information of
the terminal; and a first sending module 804 sends the target
hierarchy address information to the terminal, so that the
terminal determines a next delivery destination of goods
according to the target hierarchy address information. That
is, when querying a delivery address, an express node can
obtain only hierarchy address information in delivery
address information, but cannot obtain an entire address.
Therefore, the delivery address is not exposed in a process
of delivering the goods, and private information of a user is
protected.

[0165] Further, this embodiment of the present disclosure
provides an implementation manner of determining the
target hierarchy address information according to the
express outlet address information by the second determin-
ing module 803, to improve feasibility of a solution.
[0166] Still further, in this embodiment of the present
disclosure, an obtaining module 805 may obtain user infor-
mation, and a generation module 806 may generate recog-
nition information according to the user information, so that
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the terminal can send the address query request according to
the recognition information, thereby improving flexibility of
the solution.

[0167] To facilitate understanding, the following describes
interaction between modules of the server in this embodi-
ment of the present disclosure by using an application
scenario.

[0168] Goods are delivered to an express outlet, a staff
member in the outlet sends an address query request to a
server by using a terminal, and a first receiving module 801
receives the address query request sent by the terminal. The
terminal may be a computer or a PDA that accesses an
express system, or may be another terminal that accesses an
express system. This is not limited herein.

[0169] It should be noted that the terminal may send the
address query request to the server in the following manner.
The terminal sends the address query request to the first
receiving module 801 according to recognition information
on the goods. The recognition information includes a uni-
form resource locator of delivery address information,
account information of a user, a transaction identifier of a
user, or a delivery receipt number of a user, and may further
include other information. This is not limited herein. The
recognition information may be displayed on the goods in a
form of a two-dimensional code, or may be displayed in
another form. This is not limited herein.

[0170] The recognition information may be obtained in the
following manner. An obtaining module 805 obtains user
information and generates the recognition information
according to the user information. The user information may
include the delivery address information, a contact identifier,
and user identity information, and may further include other
information. This is not limited herein. The obtaining mod-
ule 805 may obtain the user information by receiving
information entered by the user, may obtain the user infor-
mation from another server that stores the user information,
or may obtain the user information in another manner. This
is not limited herein.

[0171] In addition to the foregoing manner, the terminal
may send the address query request to the server in another
manner. This is not limited herein.

[0172] After the first receiving module 801 receives the
address query request sent by the terminal, a first determin-
ing module 802 determines delivery address information
corresponding to the address query request, and obtains
express outlet address information of the terminal according
to the address query request. The delivery address informa-
tion is an address for picking up the goods by the user, and
includes at least two pieces of hierarchy address informa-
tion. The express outlet address information is address
information of an express outlet to which the terminal
belongs, and includes at least two pieces of hierarchy
address information. Hierarchy division manners of hierar-
chy address information differ according to different admin-
istrative division manners in different countries. Hierarchy
address information may be a national address, a provincial-
level address, a municipal-level address, a county-level
address, or other address information. This is not limited
herein. It should be noted that the first determining module
802 may determine, according to the recognition informa-
tion on the goods, the delivery address information corre-
sponding to the address query request, and the first deter-
mining module 802 may obtain the express outlet address
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information of the terminal according to the address query
request in the following two manners.

[0173] 1. The first determining module 802 obtains an IP
address of the terminal that sends the address query request,
then determines address information corresponding to the IP
address, and uses the address information as the express
outlet address information.

[0174] 2. The terminal sends the express outlet address
information to the server in advance; the server stores the
express outlet address information, and allocates an account
identifier to the terminal; and when the terminal sends the
address query request to the server, the first determining
module 802 determines the account identifier corresponding
to the terminal, and then extracts express outlet address
information corresponding to the account identifier.

[0175] In addition to the foregoing two manners, the first
determining module 802 may obtain the express outlet
address information of the terminal in another manner. This
is not limited herein.

[0176] After the first determining module 802 obtains the
express outlet address information and the delivery address
information, a first determining unit 8031 in a second
determining module 803 determines a first hierarchy, where
the first hierarchy is a highest hierarchy of hierarchies in
hierarchy address information that is in the express outlet
address information and that is different from hierarchy
address information in the delivery address information. The
first determining unit 8031 may determine the first hierarchy
in the following manner. Hierarchy address information of a
same hierarchy in the express outlet address information and
the delivery address information is compared, that is,
addresses such as provincial-level addresses, municipal-
level addresses, and county-level addresses in the two
addresses are compared, to obtain a hierarchy corresponding
to different address information; and then a highest hierar-
chy of these different hierarchies is determined, that is, the
first hierarchy is determined. The first determining unit 8031
may determine the first hierarchy in another manner, and this
is not limited herein.

[0177] A second determining unit 8032 uses hierarchy
address information that is in the delivery address informa-
tion and that corresponds to the first hierarchy as target
hierarchy address information.

[0178] After the second determining unit 8032 determines
the target hierarchy address information, a first sending unit
804 sends the target hierarchy address information to the
terminal, so that the terminal determines a next delivery
destination of the goods according to the target hierarchy
address information.

[0179] Referring to FIG. 9, another embodiment of a
server in an embodiment of the present disclosure includes
a first receiving module 901 configured to receive an address
query request sent by a terminal; a first determining module
902 configured to determine delivery address information
corresponding to the address query request received by the
first receiving module 901, and obtain express outlet address
information of the terminal according to the address query
request received by the first receiving module 901, where the
delivery address information includes at least two pieces of
hierarchy address information, the express outlet address
information includes one piece of hierarchy address infor-
mation, and a hierarchy in the hierarchy address information
corresponds to an administrative region level; a second
determining module 903 configured to determine corre-
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sponding target hierarchy address information in the deliv-
ery address information according to the express outlet
address information obtained by the first determining mod-
ule 902; and a first sending module 904 configured to send
the target hierarchy address information obtained by the
second determining module 903 to the terminal, so that the
terminal determines a next delivery destination of goods
according to the target hierarchy address information.

[0180] The second determining module 903 in this
embodiment of the present disclosure includes a third deter-
mining unit 9031 configured to determine an administrative
region level corresponding to the express outlet address
information; a fourth determining unit 9032 configured to
determine a delivery address hierarchy that is in the delivery
address information and that corresponds to the administra-
tive region level determined by the third determining unit
9031; a judging unit 9033 configured to determine whether
the express outlet address information corresponds to hier-
archy address information that corresponds to the delivery
address hierarchy determined by the fourth determining unit
9032; a fifth determining unit 9034 configured to use the
hierarchy address information corresponding to the delivery
address hierarchy as the target hierarchy address information
when the judging unit 9033 determines that the express
outlet address information does not correspond to the hier-
archy address information that corresponds to the delivery
address hierarchy; and a sixth determining unit 9035 con-
figured to use hierarchy address information corresponding
to a next hierarchy of the delivery address hierarchy as the
target hierarchy address information when the judging unit
9033 determines that the express outlet address information
corresponds to the hierarchy address information that cor-
responds to the delivery address hierarchy.

[0181] The server in this embodiment of the present
disclosure may further include an obtaining module 905
configured to obtain user information, where the user infor-
mation includes delivery address information of a user; and
a generation module 906 configured to generate recognition
information according to the user information obtained by
the obtaining module, so that the terminal sends the address
query request according to the recognition information.

[0182] In this embodiment of the present disclosure, a first
receiving module 901 receives an address query request of
a terminal; a first determining module 902 determines deliv-
ery address information corresponding to the address query
request. The delivery address information includes at least
two pieces of hierarchy address information; a second
determining module 903 determines corresponding target
hierarchy address information in the delivery address infor-
mation according to express outlet address information of
the terminal; and a first sending module 904 sends the target
hierarchy address information to the terminal, so that the
terminal determines a next delivery destination of goods
according to the target hierarchy address information. That
is, when querying a delivery address, an express node can
obtain only hierarchy address information in delivery
address information, but cannot obtain an entire address.
Therefore, the delivery address is not exposed in a process
of delivering the goods, and private information of a user is
protected.

[0183] Further, this embodiment of the present disclosure
provides another implementation manner of determining the
target hierarchy address information according to the
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express outlet address information by the second determin-
ing module 903, to improve feasibility of a solution.
[0184] Still further, in this embodiment of the present
disclosure, an obtaining module 905 may obtain user infor-
mation, and a generation module 906 may generate recog-
nition information according to the user information, so that
the terminal can send the address query request according to
the recognition information, thereby improving flexibility of
the solution.

[0185] Referring to FIG. 10, another embodiment of a
server in an embodiment of the present disclosure includes
a first receiving module 1001 configured to receive an
address query request sent by a terminal; a first determining
module 1002 configured to determine delivery address infor-
mation corresponding to the address query request received
by the first receiving module 1001, and obtain express outlet
address information of the terminal according to the address
query request received by the first receiving module 1001,
where the delivery address information includes at least two
pieces of hierarchy address information; a second determin-
ing module 1003 configured to determine corresponding
target hierarchy address information in the delivery address
information according to the express outlet address infor-
mation obtained by the first determining module 1002; a first
sending module 1004 configured to send the target hierarchy
address information obtained by the second determining
module 1003 to the terminal, so that the terminal determines
a next delivery destination of goods according to the target
hierarchy address information; a second receiving module
1005 configured to receive a call request sent by a first
terminal; a third determining module 1006 configured to
determine a contact identifier corresponding to the call
request obtained by the second receiving module 1005; a
fourth determining module 1007 configured to determine a
second terminal according to the contact identifier deter-
mined by the third determining module 1006; and an estab-
lishing module 1008 configured to establish communication
between the second terminal determined by the fourth
determining module 1007 and the first terminal.

[0186] The server in this embodiment of the present
disclosure may further include a fifth determining module
1009 configured to determine user identity information
corresponding to the call request received by the second
receiving module 1005, where the user identity information
includes a family name, a first name, or a nickname; and a
second sending module 1010 configured to send public
information in the user identity information obtained by the
fifth determining module 1009 to the first terminal, where
the public information is information that is set by a user and
that is allowed to be public, and the user corresponds to the
user identity information.

[0187] In this embodiment of the present disclosure, a first
receiving module 1001 receives an address query request of
a terminal; a first determining module 1002 determines
delivery address information corresponding to the address
query request. The delivery address information includes at
least two pieces of hierarchy address information; a second
determining module 1003 determines corresponding target
hierarchy address information in the delivery address infor-
mation according to express outlet address information of
the terminal; and a first sending module 1004 sends the
target hierarchy address information to the terminal, so that
the terminal determines a next delivery destination of goods
according to the target hierarchy address information. That
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is, when querying a delivery address, an express node can
obtain only hierarchy address information in delivery
address information, but cannot obtain an entire address.
Therefore, the delivery address is not exposed in a process
of delivering the goods, and private information of a user is
protected.

[0188] Further, in this embodiment of the present disclo-
sure, a second receiving module 1005 may receive a call
request sent by a first terminal; a third determining module
1006 determines a contact identifier corresponding to the
call request; a fourth determining module 1007 determines
a second terminal according to the contact identifier; and an
establishing module 1008 establishes communication
between the first terminal and the second terminal. That is,
when contacting a consignee, a courier can contact the
consignee by sending a call request to the server, without a
need to obtain a contact identifier of the consignee. There-
fore, in a process of delivering the goods, a contact identifier
of'the user is not exposed, and the private information of the
user is further protected.

[0189] Still further, in this embodiment of the present
disclosure, after the second receiving module 1005 receives
the call request, a fifth determining module 1009 determines
user identity information corresponding to the call request,
and a second sending module 1010 sends public information
in the user identity information to the first terminal. That is,
when the courier and the consignee are in a call, the courier
can see, on the terminal according to setting of the con-
signee, only information that is allowed by the consignee to
be public, thereby further protecting the private information
of the user.

[0190] The foregoing describes the server in the embodi-
ments of the present disclosure from a perspective of a
modular functional entity, and the following describes a
server in an embodiment of the present disclosure from a
perspective of hardware processing. Referring to FIG. 11,
another embodiment of a server in an embodiment of the
present disclosure includes a central processing unit 1101
configured to execute an application program 1105 stored in
a storage medium 1106, and invoke data 1104 stored in the
storage medium 1106, so as to perform various functions of
the server and data processing; a power supply 1102 con-
figured to supply power to each part, where preferably, the
power supply may be logically connected to the central
processing unit 1101 by using a power supply management
system, so as to implement functions such as charging
management, discharging management, and power con-
sumption management by using the power supply manage-
ment system; an operating system 1103 configured to man-
age and control a system resource, where the operating
system 1103 may be Windows Server™, Mac OS X™,
Unix™, Linux™, or FreeBSD™, or may be another oper-
ating system, and is not limited herein; the storage medium
1106 configured to temporarily or permanently store the
application program 1105 and the data 1104, where the
application program 1105 may include one or more modules
(which are not marked in the figure), each module may
include a series of instruction operations on the server, and
the central processing unit 1101 may be set to communicate
with the storage medium 1106 and execute a series of
instruction operations in the storage medium 1106 on the
server 1100; a wired or wireless network interface 1107
configured to access a network, and establish communica-
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tion to a terminal by using the network; and an input and
output interface 1108 configured to connect an input device
and an output device.

[0191] It should be noted that FIG. 11 is a schematic
structural diagram of a server according to an embodiment
of the present disclosure. The server 1100 may have a
relative large difference because of different configuration or
different performance.

[0192] In this embodiment of the present disclosure, the
central processing unit 1101 communicates with the storage
medium 1106, and the data 1104 includes delivery address
information. By invoking the application program 1105 and
the data 1104 that are stored in the storage medium 1106, the
central processing unit 1101 performs the following steps:
receiving an address query request sent by the terminal,
determining delivery address information corresponding to
the address query request, obtaining address information of
the terminal according to the address query request, deter-
mining corresponding target hierarchy address information
in the delivery address information according to express
outlet address information, and sending the target hierarchy
address information to the terminal, where the delivery
address information includes at least two pieces of hierarchy
address information.

[0193] In another embodiment of the server 1100 in this
embodiment of the present disclosure, the express outlet
address information includes at least two pieces of hierarchy
address information, and the central processing unit 1101
performs the following steps: determining a first hierarchy,
and using, as the target hierarchy address information,
hierarchy address information that is in the delivery address
information and that corresponds to the first hierarchy,
where the first hierarchy is a highest hierarchy of hierarchies
in hierarchy address information that is in the express outlet
address information and that is different from hierarchy
address information in the delivery address information.
[0194] In another embodiment of the server 1100 in this
embodiment of the present disclosure, the express outlet
address information includes one piece of hierarchy address
information, the hierarchy address information corresponds
to an administrative region level, and the central processing
unit 1101 performs the following steps: determining an
administrative region level corresponding to the express
outlet address information, determining a delivery address
hierarchy that is in the delivery address information and that
corresponds to the administrative region level, determining
whether the express outlet address information corresponds
to hierarchy address information that corresponds to the
delivery address hierarchy, if the express outlet address
information is not corresponding to the hierarchy address
information that corresponds to the delivery address hierar-
chy, using the hierarchy address information corresponding
to the delivery address hierarchy as the target hierarchy
address information, and if the express outlet address infor-
mation corresponds to the hierarchy address information that
corresponds to the delivery address hierarchy, using hierar-
chy address information corresponding to a next hierarchy
of the delivery address hierarchy as the target hierarchy
address information.

[0195] In another embodiment of the server 1100 in this
embodiment of the present disclosure, the data 1104 further
includes a contact identifier, and the central processing unit
1101 further performs the following steps: receiving a call
request sent by a first terminal, determining a contact
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identifier corresponding to the call request, determining a
second terminal according to the contact identifier, and
establishing communication between the second terminal
and the first terminal.

[0196] In another embodiment of the server 1100 in this
embodiment of the present disclosure, the data 1104 further
includes user identity information, and the central process-
ing unit 1101 further performs the following steps: deter-
mining user identity information corresponding to the call
request, and sending public information in the user identity
information to the first terminal, where the public informa-
tion is information that is set by a user and that is allowed
to be public, and the user corresponds to a user identity.
[0197] Steps performed by the server in the foregoing
embodiment may be based on a structure of the server shown
in FIG. 11.

[0198] The foregoing describes the server in the embodi-
ments of the present disclosure, and the following describes
a terminal in an embodiment of the present disclosure.
Referring to FIG. 12, an embodiment of a terminal in an
embodiment of the present disclosure includes an obtaining
module 1201 configured to obtain recognition information;
a first sending module 1202 configured to send an address
query request to a server according to the recognition
information, so that the server determines delivery address
information corresponding to the address query request,
obtains express outlet address information of the terminal,
and determines corresponding target hierarchy address
information in the delivery address information according to
the express outlet address information; and a receiving
module 1203 configured to receive the target hierarchy
address information that is in the delivery address informa-
tion and that is sent by the server, where delivery address
information includes at least two pieces of hierarchy address
information.

[0199] In this embodiment of the present disclosure, an
obtaining module 1201 obtains recognition information; a
first sending module 1202 sends an address query request to
a server according to the recognition information, so that the
server can determine delivery address information corre-
sponding to the address query request, and determine cor-
responding target hierarchy address information in the deliv-
ery address information according to express outlet address
information of a terminal; and a receiving module 1203
receives target hierarchy address information that is in
delivery address information and that is sent by the server,
and may determine a next delivery destination of goods
according to the target hierarchy address information. That
is, when querying a delivery address, an express node can
obtain only hierarchy address information in the delivery
address information, but cannot obtain an entire address.
Therefore, the delivery address is not exposed in a process
of delivering the goods, and private information of a user is
protected.

[0200] To facilitate understanding, the following describes
in detail a terminal in an embodiment of the present disclo-
sure. Referring to FIG. 13, another embodiment of a termi-
nal in an embodiment of the present disclosure includes a
second sending module 1301 configured to send express
outlet address information to a server, where the express
outlet address information is used to determine target hier-
archy address information; an obtaining module 1302 con-
figured to obtain recognition information; a first sending
module 1303 configured to send an address query request to

Mar. 22, 2018

the server according to the recognition information, so that
the server determines delivery address information corre-
sponding to the address query request, obtains express outlet
address information of the terminal, and determines corre-
sponding target hierarchy address information in the deliv-
ery address information according to the express outlet
address information; and a receiving module 1304 config-
ured to receive the target hierarchy address information that
is in the delivery address information and that is sent by the
server, where delivery address information includes at least
two pieces of hierarchy address information.

[0201] In this embodiment of the present disclosure, the
obtaining module 1302 may include a determining unit
13021 configured to determine the recognition information
according to a recognition identifier.

[0202] In this embodiment of the present disclosure, an
obtaining module 1302 obtains recognition information; a
first sending module 1303 sends an address query request to
a server according to the recognition information, so that the
server can determine delivery address information corre-
sponding to the address query request, and determine cor-
responding target hierarchy address information in the deliv-
ery address information according to express outlet address
information of a terminal; and a receiving module 1304
receives target hierarchy address information that is in
delivery address information and that is sent by the server,
and may determine a next delivery destination of goods
according to the target hierarchy address information. That
is, when querying a delivery address, an express node can
obtain only hierarchy address information in the delivery
address information, but cannot obtain an entire address.
Therefore, the delivery address is not exposed in a process
of delivering the goods, and private information of a user is
protected.

[0203] Further, in this embodiment of the present disclo-
sure, a second sending module 1301 may send the express
outlet address information to the server, so that the server
determines the target hierarchy address information accord-
ing to the express outlet address information, and the obtain-
ing module 1302 may further obtain the recognition infor-
mation by using a determining unit 13021, thereby
improving flexibility of a solution.

[0204] To facilitate understanding, the following describes
in detail interaction between modules of the terminal in this
embodiment of the present disclosure by using an applica-
tion scenario.

[0205] A second sending module 1301 sends express
outlet address information to a server, and the server stores
the express outlet address information. The express outlet
address information is address information of an express
outlet to which the terminal belongs, and includes one or
more pieces of hierarchy address information. Hierarchy
division manners of hierarchy address information differ
according to different administrative division manners in
different countries. Hierarchy address information may be a
provincial-level address, a municipal-level address, a
county-level address, or other address information. This is
not limited herein. The terminal may be a computer or a
PDA that accesses an express system, or may be another
terminal that accesses an express system. This is not limited
herein.

[0206] After the second sending module 1301 sends the
express outlet address information to the server, when goods
are delivered to the express outlet in which the terminal is
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located, an obtaining module 1302 obtains recognition infor-
mation of the goods. The recognition information includes a
uniform resource locator of user information, account infor-
mation of a user, a transaction identifier of a user, or a
delivery receipt number of a user, and may further include
other information. This is not limited herein. The terminal
may obtain the recognition information in the following
manner: A determining unit 13021 determines the recogni-
tion information according to a recognition identifier on the
goods. The recognition identifier may be a two-dimensional
code, a barcode, or another identifier. This is not limited
herein. The terminal may obtain the recognition information
in another manner, and this is not limited herein.

[0207] After the obtaining module 1302 obtains the rec-
ognition information, a first sending module 1303 sends an
address query request to the server according to the recog-
nition information, so that the server determines delivery
address information corresponding to the address query
request, determines express outlet address information cor-
responding to the terminal, and determines corresponding
target hierarchy address information in the delivery address
information according to the express outlet address infor-
mation. It should be noted that the delivery address infor-
mation is an address for picking up the goods by the user,
and the delivery address information includes at least two
pieces of hierarchy address information.

[0208] After determining the corresponding target hierar-
chy address information in the delivery address information,
the server sends the target hierarchy address information to
the terminal, and a receiving module 1304 receives the target
hierarchy address information that is in the delivery address
information and that is sent by the server. It should be noted
that the target hierarchy address information is address
information of one hierarchy in the delivery address infor-
mation, and is determined according to query permission of
the terminal. The query permission of the terminal is closely
related to the express outlet address information and the
delivery address information.

[0209] The foregoing describes the terminal in the
embodiments of the present disclosure from a perspective of
a modular functional entity. The terminal may be a terminal
that can access an express system, such as a mobile phone,
a tablet computer, or a PDA. The mobile phone is an
example of the terminal in the following.

[0210] FIG. 14 shows a block diagram of a partial struc-
ture of a mobile phone related to a terminal provided in an
embodiment of the present disclosure. Referring to FIG. 14,
the mobile phone includes parts such as a radio frequency
(RF) circuit 1410, a memory 1420, an input unit 1430, a
display unit 1440, a sensor 1450, an audio circuit 1460, a
wireless fidelity (WiFi) module 1470, a processor 1480, and
a power supply 1490. Persons skilled in the art may under-
stand that a structure of the mobile phone shown in FIG. 14
constitutes no limitation on the mobile phone. The mobile
phone may include more or fewer parts than those shown in
the figure, or a combination of some parts, or different part
arrangements.

[0211] The RF circuit 1410 may be configured to receive
and send a signal in an information receiving and sending
process or a call process; particularly, after receiving down-
link information of a base station, send the downlink infor-
mation to the processor 1480 for processing; and send
designed uplink data to the base station. Generally, the RF
circuit 1410 includes but is not limited to an antenna, at least
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one amplifier, a transceiver, a coupler, a low noise amplifier
(LNA), a duplexer, and the like. In addition, the RF circuit
1410 may further communicate with a network and another
device by means of wireless communication. The foregoing
wireless communication may use any communications stan-
dard or protocol, which includes but is not limited to a
Global System for Mobile Communications (GSM), a gen-
eral packet radio service (GPRS), Code Division Multiple
Access (CDMA), Wideband Code Division Multiple Access
(WCDMA), Long Term Evolution (LTE), an email, a short
message service (SMS), and the like.

[0212] The memory 1420 may be configured to store a
software program and a module. The processor 1480 per-
forms various function applications of the mobile phone and
data processing by running the software program and the
module that are stored in the memory 1420. The memory
1420 may mainly include a program storage area and a data
storage area. The program storage area may store an oper-
ating system, an application program required by at least one
function (such as a voice play function or an image play
function), and the like. The data storage area may store data
(such as audio data or a phone book) that is created accord-
ing to use of the mobile phone, and the like. In addition, the
memory 1420 may include a high-speed random access
memory, and may further include a nonvolatile memory,
such as at least one magnetic disk storage component, a flash
memory component, or another volatile solid-state storage
component.

[0213] The input unit 1430 may be configured to receive
input digit or character information, and generate key signal
input related to user setting and function control of the
mobile phone. Specifically, the input unit 1430 may include
atouch panel 1431 and another input device 1432. The touch
panel 1431 is also referred to as a touchscreen and can
collect a touch operation performed by a user on or near the
touch panel 1431 (for example, an operation performed by
the user on the touch panel 1431 or near the touch panel
1431 by using any proper object or accessory, such as a
finger or a stylus), and drive a corresponding connected
apparatus according to a preset program. Optionally, the
touch panel 1431 may include two parts: a touch detection
apparatus and a touch controller. The touch detection appa-
ratus detects a touch location of the user, detects a signal
brought by a touch operation, and sends the signal to the
touch controller. The touch controller receives touch infor-
mation from the touch detection apparatus, converts the
touch information into touch point coordinates, then sends
the touch point coordinates to the processor 1480, and can
receive and execute a command sent by the processor 1480.
In addition, the touch panel 1431 may be implemented by
using multiple types such as a resistive type, a capacitive
type, an infrared ray, and a surface acoustic wave. In
addition to the touch panel 1431, the input unit 1430 may
include the another input device 1432. Specifically, the
another input device 1432 may include but is not limited to
one or more of a physical keyboard, a functional key (for
example, a volume control key or an on/off key), a trackball,
a mouse, an operating lever, and the like.

[0214] The display unit 1440 may be configured to display
information entered by the user or information provided for
the user, and various menus of the mobile phone. The
display unit 1440 may include a display panel 1441. Option-
ally, a form such as a liquid crystal display (LCD) or an
organic light-emitting diode (OLED) may be used to con-
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figure the display panel 1441. Further, the touch panel 1431
may cover the display panel 1441. When detecting a touch
operation on or near the touch panel 1431, the touch panel
1431 transmits the touch operation to the processor 1480 to
determine a type of a touch event, and then the processor
1480 provides corresponding visual output on the display
panel 1441 according to the type of the touch event. In FIG.
14, the touch panel 1431 and the display panel 1441 are used
as two independent parts to implement input and output
functions of the mobile phone. However, in some embodi-
ments, the touch panel 1431 and the display panel 1441 may
be integrated to implement the input and output functions of
the mobile phone.

[0215] The mobile phone may further include at least one
sensor 1450, such as a light sensor, a motion sensor, or
another sensor. Specifically, the light sensor may include an
ambient light sensor and a proximity sensor. The ambient
light sensor may adjust luminance of the display panel 1441
according to brightness of ambient light, and the proximity
sensor may turn off the display panel 1441 and/or backlight
when the mobile phone moves to an ear. As one type of a
motion sensor, an accelerometer sensor may detect an accel-
eration value in each direction (generally, three axes), and
may detect a value and a direction of gravity in static mode;
and may be used in an application that identifies a mobile
phone posture (such as screen switching between portrait
and landscape modes, a related game, and magnetometer
posture calibration), a function related to vibration identifi-
cation (such as a pedometer and a knock), and the like. Other
sensors such as a gyroscope, a barometer, a hygrometer, a
thermometer, and an infrared ray sensor may be disposed on
the mobile phone, and details are not described herein.
[0216] The audio circuit 1460, a loudspeaker 1461, and a
microphone 1462 may provide an audio interface between
the user and the mobile phone. The audio frequency circuit
1460 may transmit, to the loudspeaker 1461, an electrical
signal converted from received audio data, and the loud-
speaker 1461 converts the electrical signal to a sound signal
for output. In addition, the microphone 1462 converts a
collected sound signal into an electrical signal, and the audio
circuit 1460 receives the electrical signal, converts the
electrical signal into audio data, and outputs the audio data
to the processor 1480 for processing. Then the audio data is
sent to, for example, another mobile phone, by using the RF
circuit 1410, or the audio data is output to the memory 1420
for further processing.

[0217] WiFi belongs to a short-distance wireless transmis-
sion technology. The mobile phone may help, by using the
WiFi module 1470, the user to send and receive an email,
browse a web page, access streaming media, and the like.
The WiFi module 1470 provides wireless broadband Internet
access for the user. Although the WiFi module 1470 is
shown in FIG. 14, it should be understood that the WiFi
module 1407 is not a mandatory part of the mobile phone,
and may completely be omitted according to a need without
changing the essence of the present disclosure.

[0218] The processor 1480 is a control center of the
mobile phone, is connected to each part of the entire mobile
phone by using various interfaces and lines, and performs
various functions of the mobile phone and data processing
by running or executing the software program and/or the
module that are/is stored in the memory 1420 and by
invoking data stored in the memory 1420, so as to perform
overall monitoring on the mobile phone. Optionally, the
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processor 1480 may include one or more processing units.
Preferably, an application processor and a modem processor
may be integrated into the processor 1480, where the appli-
cation processor mainly processes an operating system, a
user interface, an application program, and the like; and the
modem processor mainly processes wireless communica-
tion. It may be understood that the foregoing modem pro-
cessor may not be integrated into the processor 1480.
[0219] The mobile phone further includes the power sup-
ply 1490 (such as a battery) that supplies power to each part.
Preferably, the power supply may be logically connected to
the processor 1480 by using a power management system, so
as to implement functions such as charging management,
discharging management, and power consumption manage-
ment by using the power supply management system.
[0220] Although not shown, the mobile phone may further
include a camera, a Bluetooth module, and the like, and
details are not described herein.

[0221] In this embodiment of the present disclosure, the
processor 1480 included in the terminal performs the fol-
lowing steps. The processor 1480 obtains recognition infor-
mation, and sends an address query request to a server
according to the recognition information, so that the server
determines delivery address information corresponding to
the address query request, obtains express outlet address
information of the terminal, and determines corresponding
target hierarchy address information in the delivery address
information according to the express outlet address infor-
mation; and the processor receives the target hierarchy
address information that is in the delivery address informa-
tion and that is sent by the server, where delivery address
information includes at least two pieces of hierarchy address
information.

[0222] The display unit 1440 performs the following step:
displaying the target hierarchy address information received
by the processor 1402.

[0223] In another embodiment of the terminal in this
embodiment of the present disclosure, the processor further
performs the following step: sending the express outlet
address information to the server, where the express outlet
address information is used to determine a target hierarchy
address.

[0224] In another embodiment of the terminal in this
embodiment of the present disclosure, the input unit per-
forms the following step: receiving an input recognition
identifier; and the processor further performs the following
step: determining the recognition information according to
the recognition identifier.

[0225] It may be clearly understood by persons skilled in
the art that, for the purpose of convenient and brief descrip-
tion, for a detailed working process of the foregoing system,
apparatus, and unit, refer to a corresponding process in the
foregoing method embodiments. Details are not described
herein.

[0226] In the several embodiments provided in this dis-
closure, it should be understood that the disclosed system,
apparatus, and method may be implemented in other man-
ners. For example, the foregoing described apparatus
embodiment is merely an example. For example, the unit
division is merely logical function division and may be other
division in actual implementation. For example, multiple
units or components may be combined or integrated into
another system, or some features may be ignored or not
performed. In addition, the displayed or discussed mutual
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couplings or direct couplings or communication connections
may be implemented by using some interfaces. The indirect
couplings or communication connections between the appa-
ratuses or units may be implemented in electronic, mechani-
cal, or other forms.

[0227] The units described as separate parts may or may
not be physically separate, and parts displayed as units may
or may not be physical units, may be located in one location,
or may be distributed on multiple network units. Some or all
of the units may be selected according to actual needs to
achieve the objectives of the solutions of the embodiments.

[0228] In addition, functional units in the embodiments of
the present disclosure may be integrated into one processing
unit, or each of the units may exist alone physically, or two
or more units are integrated into one unit. The foregoing
integrated unit may be implemented in a form of hardware,
or may be implemented in a form of a software functional
unit.

[0229] When the integrated unit is implemented in the
form of a software functional unit and sold or used as an
independent product, the integrated unit may be stored in a
computer-readable storage medium. Based on such an
understanding, the technical solutions of the present disclo-
sure essentially, or the part contributing to the prior art, or all
or some of the technical solutions may be implemented in
the form of a software product. The software product is
stored in a storage medium and includes several instructions
for instructing a computer device (which may be a personal
computer, a server, or a network device) to perform all or
some of the steps of the methods described in the embodi-
ments of the present disclosure. The foregoing storage
medium includes any medium that can store program code,
such as a universal serial bus (USB) flash drive, a removable
hard disk, a read-only memory (ROM), a random access
memory (RAM), a magnetic disk, or an optical disc.
[0230] The foregoing embodiments are merely intended
for describing the technical solutions of the present disclo-
sure, but not for limiting the present disclosure. Although the
present disclosure is described in detail with reference to the
foregoing embodiments, persons of ordinary skill in the art
should understand that they may still make modifications to
the technical solutions described in the foregoing embodi-
ments or make equivalent replacements to some technical
features thereof, without departing from the spirit and scope
of the technical solutions of the embodiments of the present
disclosure.

What is claimed is:
1. An information protection method, comprising:

receiving, by a server, an address query request sent by a
terminal;

determining, by the server, delivery address information
corresponding to the address query request, and obtain-
ing express outlet address information of the terminal
according to the address query request, wherein the
delivery address information comprises at least two
pieces of hierarchy address information;

determining, by the server, corresponding target hierarchy
address information in the delivery address information
according to the express outlet address information;
and

sending, by the server, the target hierarchy address infor-
mation to the terminal.
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2. The method according to claim 1, wherein the express
outlet address information comprises at least two pieces of
hierarchy address information; and

the determining, by the server, corresponding target hier-

archy address information in the delivery address infor-
mation according to the express outlet address infor-
mation comprises:

determining, by the server, a first hierarchy, wherein the

first hierarchy is a highest hierarchy of hierarchies in
hierarchy address information that is in the express
outlet address information and that is different from
hierarchy address information in the delivery address
information; and

using, by the server, hierarchy address information cor-

responding to the first hierarchy as the target hierarchy
address information.

3. The method according to claim 1, wherein the express
outlet address information comprises one piece of hierarchy
address information, and a hierarchy in the hierarchy address
information is corresponding to an administrative region
level; and

the determining, by the server, corresponding target hier-

archy address information in the delivery address infor-
mation according to the express outlet address infor-
mation comprises:

determining, by the server, an administrative region level

corresponding to the express outlet address informa-
tion;
determining, by the server, a delivery address hierarchy
that is in the delivery address information and that is
corresponding to the administrative region level;

determining, by the server, whether the express outlet
address information is corresponding to hierarchy
address information that is corresponding to the deliv-
ery address hierarchy; and

if the express outlet address information is not corre-

sponding to the hierarchy address information that is
corresponding to the delivery address hierarchy, using,
by the server, the hierarchy address information corre-
sponding to the delivery address hierarchy as the target
hierarchy address information.

4. The method according to claim 3, wherein the method
further comprises:

if the express outlet address information is corresponding

to the hierarchy address information that is correspond-
ing to the delivery address hierarchy, using, by the
server, hierarchy address information corresponding to
anext hierarchy of the delivery address hierarchy as the
target hierarchy address information.

5. The method according to any one of claims 1 to 4,
wherein the method further comprises:

receiving, by the server, a call request sent by a first

terminal;

determining, by the server, a contact identifier corre-

sponding to the call request;

determining, by the server, a second terminal according to

the contact identifier; and

establishing, by the server, communication between the

second terminal and the first terminal.

6. The method according to claim 5, wherein after the
receiving, by the server, a call request sent by a first
terminal, the method comprises:
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determining, by the server, user identity information cor-
responding to the call request, wherein the user identity
information comprises a family name, a first name, or
a nickname; and

sending, by the server, public information the user identity
information to the first terminal, wherein the public
information is information that is set by a user and that
is allowed to be public, and the user is corresponding
to the user identity information.

7. The method according to any one of claims 1 to 4,
wherein before the receiving, by a server, an address query
request sent by a terminal, the method comprises:

obtaining, by the server, user information, wherein the

user information comprises delivery address informa-
tion of the user; and

generating, by the server, recognition information accord-

ing to the user information, so that the terminal sends
the address query request according to the recognition
information.

8. The method according to claim 7, wherein the recog-
nition information comprises a uniform resource locator of
the user information, account information of the user, a
transaction identifier of the user, or a delivery receipt num-
ber of the user.

9. An information protection method, comprising:

obtaining, by a terminal, recognition information;
sending, by the terminal, an address query request to a
server according to the recognition information, so that
the server determines delivery address information
corresponding to the address query request, obtains
express outlet address information of the terminal, and
determines corresponding target hierarchy address
information in the delivery address information accord-
ing to the express outlet address information; and

receiving, by the terminal, the target hierarchy address
information that is in the delivery address information
and that is sent by the server, wherein the delivery
address information comprises at least two pieces of
hierarchy address information.

10. The method according to claim 9, wherein before the
sending, by the terminal, an address query request to a server
according to the recognition information, the method com-
prises:

sending, by the terminal, the express outlet address infor-

mation to the server, wherein the express outlet address
information is used to determine the target hierarchy
address information.

11. The method according to claim 10, wherein the
obtaining, by a terminal, recognition information comprises:

determining, by the terminal, the recognition information

according to a recognition identifier.

12. The method according to claim 11, wherein the
recognition identifier is a two-dimensional code or a bar-
code.

13. The method according to any one of claims 9 to 12,
wherein the recognition information comprises a uniform
resource locator of user information, account information of
the user, a transaction identifier of the user, or a delivery
receipt number of the user.

14. A server, comprising:

a first receiving module, configured to receive an address

query request sent by a terminal;

a first determining module configured to: determine deliv-

ery address information corresponding to the address
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query request received by the first receiving module,
and obtain express outlet address information of the
terminal according to the address query request
received by the first receiving module, wherein the
delivery address information comprises at least two
pieces of hierarchy address information;

a second determining module, configured to determine
corresponding target hierarchy address information in
the delivery address information according to the
express outlet address information obtained by the first
determining module; and

a first sending module, configured to send the target
hierarchy address information obtained by the second
determining module to the terminal.

15. The server according to claim 14, wherein the express
outlet address information comprises at least two pieces of
hierarchy address information; and

the second determining module comprises:

a first determining unit, configured to determine a first
hierarchy, wherein the first hierarchy is a highest hier-
archy of hierarchies in hierarchy address information
that is in the express outlet address information and that
is different from hierarchy address information in the
delivery address information; and

a second determining unit, configured to use, as the target
hierarchy address information, hierarchy address infor-
mation corresponding to the first hierarchy determined
by the first determining unit.

16. The server according to claim 14, wherein the express
outlet address information comprises one piece of hierarchy
address information, and a hierarchy in the hierarchy address
information is corresponding to an administrative region
level; and

the second determining module comprises:

a third determining unit, configured to determine an
administrative region level corresponding to the
express outlet address information;

a fourth determining unit, configured to determine a
delivery address hierarchy that is in the delivery
address information and that is corresponding to the
administrative region level determined by the third
determining unit;

a judging unit, configured to determine whether the
express outlet address information is corresponding to
hierarchy address information that is corresponding to
the delivery address hierarchy determined by the fourth
determining unit; and

a fifth determining unit, configured to: when the judging
unit determines that the express outlet address infor-
mation is not corresponding to the hierarchy address
information that is corresponding to the delivery
address hierarchy, use the hierarchy address informa-
tion corresponding to the delivery address hierarchy as
the target hierarchy address information.

17. The server according to claim 16, wherein the server

further comprises:

a sixth determining unit, configured to: when the judging
unit determines that the express outlet address infor-
mation is corresponding to the hierarchy address infor-
mation that is corresponding to the delivery address
hierarchy, use hierarchy address information corre-
sponding to a next hierarchy of the delivery address
hierarchy as the target hierarchy address information.
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18. The server according to any one of claim 14 or 17,
wherein the server further comprises:

a second receiving module, configured to receive a call

request sent by a first terminal;

a third determining module, configured to determine a
contact identifier corresponding to the call request
obtained by the second receiving module;

a fourth determining module, configured to determine a
second terminal according to the contact identifier
determined by the third determining module; and

an establishing module, configured to establish commu-
nication between the second terminal determined by the
fourth determining module and the first terminal.

19. The server according to claim 18, wherein the server

further comprises:

a fifth determining module, configured to determine user
identity information corresponding to the call request
received by the second receiving module, wherein the
user identity information comprises a family name, a
first name, or a nickname; and

a second sending module, configured to send public
information in the user identity information obtained by
the fifth determining module to the first terminal,
wherein the public information is information that is set
by a user and that is allowed to be public, and the user
is corresponding to the user identity information.

20. The server according to any one of claim 14 or 17,

wherein the server further comprises:

an obtaining module, configured to obtain user informa-
tion, wherein the user information comprises delivery
address information of the user; and

a generation module, configured to generate recognition
information according to the user information obtained
by the obtaining module, so that the terminal sends the
address query request according to the recognition
information.

21. A server, comprising: a central processing unit and a

storage medium, wherein

the central processing unit communicates with the storage
medium;

the storage medium is configured to store data, wherein
the data comprises delivery address information; and

the central processing unit performs the following steps:

receiving an address query request sent by a terminal,
determining delivery address information correspond-
ing to the address query request, obtaining express
outlet address information of the terminal according to
the address query request, determining corresponding
target hierarchy address information in the delivery
address information according to the express outlet
address information, and sending the target hierarchy
address information to the terminal, wherein the deliv-
ery address information comprises at least two pieces
of hierarchy address information.

22. The server according to claim 21, wherein the express
outlet address information comprises at least two pieces of
hierarchy address information; and

the central processing unit specifically performs the fol-
lowing steps:

determining a first hierarchy, and using hierarchy address
information corresponding to the first hierarchy as the
target hierarchy address information, wherein the first
hierarchy is a highest hierarchy of hierarchies in hier-
archy address information that is in the express outlet
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address information and that is different from hierarchy
address information in the delivery address informa-
tion.

23. The server according to claim 21, wherein the express
outlet address information comprises one piece of hierarchy
address information, and a hierarchy in the hierarchy address
information is corresponding to an administrative region
level; and

the central processing unit specifically performs the fol-
lowing steps:

determining an administrative region level corresponding
to the express outlet address information, determining
a delivery address hierarchy that is in the delivery
address information and that is corresponding to the
administrative region level, determining whether the
express outlet address information is corresponding to
hierarchy address information that is corresponding to
the delivery address hierarchy, and if the express outlet
address information is not corresponding to the hierar-
chy address information that is corresponding to the
delivery address hierarchy, using the hierarchy address
information corresponding to the delivery address hier-
archy as the target hierarchy address information.

24. The server according to claim 23, wherein the central

processing unit further performs the following step:

if the express outlet address information is corresponding
to the hierarchy address information that is correspond-
ing to the delivery address hierarchy, using, hierarchy
address information corresponding to a next hierarchy
of the delivery address hierarchy as the target hierarchy
address information.

25. The server according to claims 21 to 24, wherein the

data further comprises a contact identifier; and

the central processing unit further performs the following
steps:

receiving a call request sent by a first terminal, determin-
ing a contact identifier corresponding to the call
request, determining a second terminal according to the
contact identifier, and establishing communication
between the second terminal and the first terminal.

26. The server according to claim 25, wherein the data
further comprises user identity information, and the user
identity information comprises a family name, a first name,
or a nickname; and

the central processing unit further performs the following
steps:

determining user identity information corresponding to
the call request, and sending public information in the
user identity information to the first terminal, wherein
the public information is information that is set by a
user and that is allowed to be public, and the user is
corresponding to the user identity information.

27. A terminal, comprising:

an obtaining module, configured to obtain recognition
information;

a first sending module, configured to send an address
query request to a server according to the recognition
information, so that the server determines delivery
address information corresponding to the address query
request, obtains express outlet address information of
the terminal, and determines corresponding target hier-
archy address information in the delivery address infor-
mation according to the express outlet address infor-
mation; and



US 2018/0082243 Al

a receiving module, configured to receive the target
hierarchy address information that is in the delivery
address information and that is sent by the server.
wherein the delivery address information comprises at
least two pieces of hierarchy address information.

28. The terminal according to claim 27, wherein the

terminal further comprises:

a second sending module, configured to send the express
outlet address information to the server, wherein the
express outlet address information is used to determine
the target hierarchy address information.

29. The terminal according to claim 27 or 28, wherein the

obtaining module comprises:

a determining unit, configured to determine the recogni-
tion information according to a recognition identifier.

30. A terminal, comprising: a display unit and a processor,

wherein

the processor performs the following steps:

obtaining, by the processor, recognition information, and
sending an address query request to a server according
to the recognition information, so that the server deter-
mines delivery address information corresponding to
the address query request, obtains express outlet
address information of the terminal, and determines
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corresponding target hierarchy address information in
the delivery address information according to the
express outlet address information; and receiving, by
the processor, the target hierarchy address information
that is in the delivery address information and that is
sent by the server, wherein the delivery address infor-
mation comprises at least two pieces of hierarchy
address information; and

the display unit performs the following step: displaying
the target hierarchy address information received by the
processor.

31. The terminal according to claim 30, wherein the

processor further performs the following step:

sending the express outlet address information to the
server, wherein the express outlet address information
is used to determine a target hierarchy address.

32. The terminal according to claim 30 or 31, wherein the

terminal further comprises an input unit, wherein

the input unit performs the following step: receiving an
input recognition identifier; and

the processor specifically performs the following step:
determining the recognition information according to
the recognition identifier.
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