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Description

FIELD OF THE INVENTION

[0001] This invention relates to detection of the presence of individuals and more particularly to E-field sensors for
detecting the presence of intruders.

BACKGROUND OF THE INVENTION

[0002] It has been a common problem, especially in battlefield scenarios, to be able to detect troop movement so that
one may know of the presence of hostile forces, whether they are assembled in a group or individually. Intrusion detection
has been attempted by radar-type devices, acoustic devices, trip wires, video sensors, seismic sensors and thermal
sensors, with these sensors designed either to detect moving vehicles, ordnances or the like, but not directed specifically
to the detection of an individual per se.

[0003] The presence of individuals has been detected by trip wires that have to be positioned ahead of time, such
that when an individual physically contacts the trip wire, an indication is provided of the presence of the individual.
However, this type of mechanical sensor has an extremely high false alarm rate, for instance, when tree limbs or the
like fall on them, animals trip over them or are activated by high winds, lightning and other anomalies.

[0004] Infrared has been used in the past to detect the presence of individuals but the use of infrared as a medium is
problematic due to changes in scene illumination, such as changes that can occur when a cloud goes overhead.
[0005] Video surveillance is a known technique but requires a tremendous amount of bandwidth and a human being
to review the reconstruction of the video scene to ascertain when a person is intruding. Pattern recognition has been
employed when using video surveillance. However, pattern recognition requires a large amount of computer overhead,
is not necessarily portable and oftentimes fails with changes in the scene, for instance, due to fluttering leaves, moving
branches and the like.

[0006] Radar has also been used in attempt to detect intrusion. However, radar only reflects off of objects having a
high radar cross-section and is not often used because the radar systems are active systems that reveal their existence
and location. Moreover, when the radar is on, individuals know that they have been illuminated, and are thus able to
avoid areas swept by radar.

[0007] What is therefore needed is a completely passive system that is extremely low power and is portable, such
that the system can be deployed in a stealth fashion so that enemy troops are not aware of the presence of the intrusion
sensing system. The system should be resistant to false alarms from such things as animals, falling branches and the
like, and should be effective without detectable emissions, thus to provide a completely covert or stealth system.
[0008] WO-A-03/050547 discloses a detection system for detecting electric field (E-field) disturbances using inexpen-
sive miniaturized sensors. The sensors can be easily and covertly deployed and have low power consumption. E-field
distortions caused by the spatial imbalance of ions, the presence of static generators, objects in contact with the ground
that distort the existing E-field, and high voltage sources are detected. Various sensor arrangements are disclosed for
use in the detection system described therein.

SUMMARY OF INVENTION

[0009] In accordance with one aspect of the present invention, there is provided a robust, easily deployable, covert,
passive individual intrusion detection system, the system comprising:- an E-field sensor located in an area to be protected;
a processor coupled to said E-field sensor for detecting when a change in sensed E-field exceeds a predetermined
threshold caused by the presence of an individual through said protected area; and output means for providing output
signals indicative of the presence of an individual in said protected area; characterized in that said output means includes
light-emitting elements that is activated when said predetermined threshold is exceeded; and in that said light-emitting
elements are driven by said processor to flash rapidly in the presence of a predetermined change in the E-field nearby
due to the presence of an individual in said protected area and to flash in a less-rapid fashion to indicate the track of an
individual through said protected area.

[0010] A robust, readily deployable, covert, passive intrusion detection system that uses virtually no energy detects
the presence of an individual by the changes of the E-field that the individual produces as he moves across the ground.
In one embodiment an E-field sensor is provided that is single-ended. In another embodiment two spaced-apart E-field
sensors are used to develop a differential E-field output to permit noise canceling and for bearing detection. In a further
embodiment, pairs of differential E-field sensors are orthogonally oriented for multi-axis bearing detection.

[0011] In one embodiment each of the E-field sensors is provided with a light-emitting covert or overt device that is
triggered when the E-field sensor senses the presence of an individual. When these E-field sensors are distributed over
an area, the presence and location of an intruder is indicated by the triggered light-emitting device, with location being
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optically observed. One blinking rate indicates proximity, whereas a different blinking rate indicates where the individual
has been. Note that very little power is required such that the deployed sensors may last for years due to a deep sleep
mode, with current drawn only upon detection of an individual. In a further embodiment an RF transmitter may be
incorporated in each sensor that is keyed upon intrusion detection.

[0012] More particularly, E-fields in general are ubiquitous, exhibiting isopleths that are lines of equal electrical potential
at the surface of the earth from a few volts up to thousands of volts. E-field sensors thus measure static electricity.
[0013] It has been found that most objects are electrostatically charged. A human being, for instance, walking across
a floor, especially in dry conditions, may sometimes charge themselves up to 10,000 volts. Regardless of electrostatic
charge build-up by walking on a carpet, especially in an outdoor environment, objects create a static charge in their own
right. It has been found that moving objects engender measurable E-field intensity changes.

[0014] Thus as part of the subject of the present invention it has been found that one can actually detect E-field intensity
changes for individuals moving across the ground. Itis noted that the atmosphere has a potential gradient of approximately
100 volts per meter and that one can sense the change in gradient due to the presence of moving individuals.

[0015] What will be appreciated is that air has an extremely high resistance so that when one walks one does not feel
the change in electric field. What has been found is that individuals change the potential of the space around the individual
because the individual acts as a kind of electrical dead short compared to air. It is this change or tilt in the E-field that
the subject sensors detect. In summary, if one has an E-field sensor and an individual is walking by the sensor, the
individual is disturbing the normally flat field. It is this change in field called tilt that is sensed by the subject system.
[0016] Note that anindividual acts as a conductor. The conductor formed by the individual's body is shorted to ground
due to the capacitor formed between his foot and the ground due to his shoes.

[0017] When the individual puts both feet on the ground, this acts like a two-capacitance coupling to ground, with the
area of the foot times the dielectric constant of the shoe providing for the capacitance. When one picks up one’s foot,
there is a sudden change in voltage by a factor of two because the capacitance is cut in half. Thus, as one walks, not
only is one shorting out the electrostatic field by virtue of the capacitor effect, one changes the electrostatic field by one-
half of the individual's height times the potential gradient. If one continually changes the electrostatic field as one foot
goes up and the other foot comes down, a recognizable E-field dE/dt signature is produced.

[0018] Note when walking one has one foot up, then both feet are down and then the other foot is up. When one is
running, one actually goes from one capacitance unitto a very, very small capacitance when neither foot is on the ground.
Thus the capacitance is large when a foot is on the ground and is negligible when neither foot is on the ground. Thus,
test results have shown when an individual is running, when both feet are off the ground at some period of time, one
has a very large signature that can be detected, i.e., the difference in E-field disturbance between one foot and no feet.
[0019] Regardless of whether a moving person has one or both feet on the ground, with the subject E-field sensors
one can detect the presence of a moving individual even when the individual is crawling and even with people in bare
feet due to the body sway during walking.

[0020] Insummary, one can detect an individual moving through the static electric field, with the individual’'s movement
altering the field by virtue of the fact that either the individual is directly shorted to ground or is a capacitance shorted to
ground; or because the capacitance short to ground varies depending in the individual’s stride.

[0021] As will be seen, it is possible to design E-field sensors that are exceedingly small in volume, operate with
virtually no current so as to perform in essence as a very, very high impedance voltmeter and can signal the presence
of an individual by driving a visual indicating device, such as infrared light-emitting diode, LED.

[0022] It has also been found that one can deploy such sensors by hand or either by firing dart-like projectiles from a
cannon or by deploying aerial darts that are scattered over the theater of interest and are virtually undetectable.
[0023] When an individual comes close to one of these dart-carried sensors, the electrostatic field changes and for
changes between 0.5 Hz and 8 Hz, which corresponds to the range of a human walking very slowly to sprinting, one
can cause the light-emitting diode to blink.

[0024] If the diode is operating in the infrared region of the electromagnetic spectrum, the blinking is invisible to the
individuals on the ground. By overflying the protected area, one can detect the presence of individuals by the rapid
blinking of the sensors. The sensor location may also be established by visual geolocation using simple aerial photography
or IR scanning techniques so that as the individual or individuals move past an area, the blinking tracks their movement
from the air.

[0025] Additionally, itis not necessary to track individuals moving from the air but rather one can track movement from
the ground using wide-angle infrared sensors.

[0026] In one embodiment of the subject invention, the light-emitting diodes or other light-emitting elements flash
rapidly in the presence of a pre-determined change in the electro-static field nearby, thus to indicate the presence of an
intruder in real time. Thereafter, the LEDs may be made to blink in a less-rapid fashion to indicate the track of the
individual through the protected area.

[0027] Each of the sensors may be provided with a small micro-controller that processes the data in real time and
provides band pass filtering for the signals of interest, such as a human walking or running. When the sensor detects a
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signal with enough intensity, then the aforementioned infrared light-emitting diodes may be appropriately driven. This is
especially useful with night vision apparatus to see that intrusion has occurred. If the individual is not carrying night
vision goggles or the like, the individual does not even know that he or she has been detected.

[0028] In another battlefield scenario, it may be useful to provide visual indications of detection such as a flash so that
the intruding individual is caused to panic, knowing that his presence has been sensed.

[0029] In another embodiment, the presence of an individual that has been sensed by the E-field sensor is commu-
nicated over, for instance, a 10-milliwatt, 900-MHz communications link invoking a transmitter carried by the sensor. In
this embodiment the sensor includes a microcontroller chip, with the transmission being FSK encoded so as to be
reasonably immune to other noise sources.

[0030] Itis also possible to provide the sensor with a visual LED, an IR LED and an RF transmitter, with all three being
built in.

[0031] The entire sensor may be powered by N-size batteries, in which the sensor is put in sleep mode between the
times that one takes samples, with two N batteries able to provide lifetimes in excess of three days of activity when
people area actually trying to intrude. However, two batteries can in fact keep the sensor alive for as long as three years,
depending on the type of sleep mode used.

[0032] The advantage of the subject system is that it is totally passive and extraordinarily low power. It is noted that
when an RF transmitter is used it is only necessary to key the transmitter when an intrusion has been detected. In this
case the sensor circuit alone may only draw in the region of single micro-amps of power.

[0033] The presence of the intruder is quickly known by virtue of the illumination of the LEDs carried by the sensor so
that one instantaneously knows the position of the intruder without complicated triangulation. In one tactical scenario,
with night vision goggles or other apparatus, while the intruder cannot see anything, those looking for the intruder see
a kind of firefly display from which the presence and location of the intruder can be ascertained.

[0034] The result is that one does not need a complicated geolocation system to be able to locate individuals.
[0035] If one wanted geolocation, one could overfly the protected area with drones such as the Predator aircraft. Since
the location of the drone is known by virtue of on-board GPS, the drone can perform range and azimuth computations
from the on-ground LEDs, with laser designation used to obtain the actual range. With these measurements the drone-
based data can be converted to latitude and longitude within a few feet. Thus, if one had a large area about which the
sensors had been deployed, one could obtain the coordinates of the intruder and launch appropriate ordnances such
as artillery shells or mortar rounds.

[0036] Interms of reliably detecting individuals as opposed to other artifacts including animals, it has been found that
band pass filtering for E-field variations from 0.5 Hz to up to 8 Hz is effective. It turns out that most animals do not give
a response in the above range.

[0037] Itis noted that if the person is stationary, then there is no change in E-field due to the presence of the individual.
However, when a person walks from a very slow walk to a run, one has a 0.5 Hz to 8 Hz range of E-field signature.
[0038] As to the E-field sensor itself, one type of E-field sensor is described in WO-A-03/050547 (corresponding to
International Patent Application No. PCT/US02/39436 by Paul A. Zank entitled "Electric Field Sensor") and is incorporated
herein by reference, and is discussed above.

[0039] Moreover, each of the sensing elements or antennas may merely be a metal pad. However, in a preferred
embodiment each antenna is provided with a scheme of guarding the antenna with an electrical guard that keeps the
effective impedance extremely high, the equivalent of terrohms of input impedance. This means that one can use as an
antenna an extremely small pad in which the antenna itself may be nothing more than a miniscule printed circuit pad.
Also, the extremely high impedance magnifies the E-field effect by causing a current to flow through a terrohm resistance.
[0040] In order to keep the impedance of the antenna extremely high, it is desirable to provide a guard around the
input to the pre-amplifier used.

[0041] The reason that it is important to maintain the impedance of the antenna extremely high is to make it possible
to make a pad about the size of a pencil eraser. However, other components and circuitry result in capacitance between
the input lead and the amplifier that lowers the effective impedance of the antenna.

[0042] Note that the pad is a conductive surface, even if the conductive surface is an extremely thin and transparent
10 megohms/inch conductor. For the present purposes, a 10 megohms/inch conductor is an excellent conductor, whereas
for other purposes it would be unacceptable. Note that the input impedance for the amplifier used is so high that 10
megohms/inch makes the antenna pad look like a good conductor. Thus one can use a gold film for a conductor for the
antenna that is so extremely thin that it is transparent and cannot be seen.

[0043] Asto the guard itself, the guard may be any kind of metal shield around the conductor from the antenna to the
input of the pre-amplifier or operational amplifier. The output of the amplifier is slightly reduced and fed back to the guard.
What this does is that at no time is there any significant potential difference between the input lead and the guard. This
dynamically reduces the stray capacitance to near zero, which is needed to be able to have an exceedingly small E-
field antenna.

[0044] Rather than using E-field sensors that may be tens of inches on a side and very bulky, one can use extremely
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small E-field sensors provided with the requisite sensitivity by having the potential difference between the input lead and
the guard to be zero. This keeps the effective impedance extremely high. What this means is that one can match the
impedance of the exceedingly small antenna to the ultra-high input impedance of the amplifier. Thus there is a good
match between the high-impedance input to the amplifier and the high-impedance very small antenna.

[0045] Note that amplifiers rarely operate in the terraohm impedance range. For proper performance one needs an
exceptionally high input impedance amplifier. Normally the input impedance would be decreased by the capacitance
that it has to all of the other components around it. However, one does not let the amplifier or the antenna see these
components so that it in essence cannot see the other traces or components on the board.

[0046] It will be appreciated that the shield does not act like coaxial cable because this implies that the shield is
grounded. Rather, the shield is not grounded but is actively driven.

[0047] Given this type of sensor with the guard technique, it is possible to provide magnitude-only sensors in which
there is only one antenna. One could also provide spaced-apart differential sensors to cancel out noise and 60 cycle
fields, or to provide bearing to the source of the E-field tilt. The spacing in general is to exceed 2 to 3 times the width of
the pad that serves as the antenna.

[0048] When using a differential two-patch sensor, one sees the charge being closer to the patch on one side as
opposed to the charge on the patch on the other side. If, for example, there is a positive charge coming in on, for instance,
the left-hand side, electrons want to rush over to the left-hand side to try to neutralize these charges. The electrons run
through the extremely high impedance. Even though there are only a few electrons moving, with a 2 terraohm resistor,
this generates a significant voltage, in one embodiment equivalent to a couple hundred terraohms.

[0049] Thus the slightest movement of electrons trying to cancel out the charge is what is detected.

[0050] This is the situation in which two spaced-apart detectors are on a single line. If one orients an additional pair
orthogonal to the first two pair, one can perform a dual-axis differential measurement.

[0051] The differential sensor has two very different advantages. The first is that it cancels out random noise in the
background at 60 Hz. If the 60-Hz source is far away, both sides of the antenna see it at the same time, so there is
nothing differential in nature that is sensed.

[0052] Secondly, with additional processing one can also detect bearing to the suspected phenomenon.

[0053] In summary, a robust, easily deployable, covert, passive intrusion detection system uses one or more E-field
sensors to detect the presence of a moving individual and to provide an indication of the presence of the individual
adjacent the sensor based on E-field distortion produced by the individual. Single-ended and differential E-field sensors
with noise canceling and a guarding circuit provide sufficient sensitivity, with filtering from 0.5Hz to 8.0Hz selecting only
human intruders. Either visible or invisible flashing light sources at the sensor indicate the presence of a moving individual
at the sensor, thus to provide intruder location without the necessity of providing a geolocation system.

BRIEF DESCRIPTION OF THE DRAWINGS

[0054] These and other features of the subject invention will be better understood in connection with a Detailed
Description, in conjunction with the Drawings, of which:

Figure 1 is a diagrammatic illustration of E-field sensors scattered about terrain for indicating the presence of an
individual through the use of light-emitting diodes, which provide a high blink rate indication due to the proximity of
the individual and a slower blink rate indicating past position;

Figure 2 is a schematic diagram of a single E-field sensor for using the magnitude of E-field change to detect the
presence of an individual;

Figure 3 is a schematic diagram of a differential E-field sensor for sensing the presence of an individual;

Figure 4 is a block diagram of an E-field sensor system including the E-field sensor, microcontroller and an interface
device for interfacing an alarm or intrusion-sensing event;

Figure 5 is a diagrammatic illustration of the distortion of the E-field by the presence of an individual in which the
individual presence a short to ground capacitively coupled through the individual's shoes;

Figure 6 is a graph of the output of an E-field sensor during a walk-by of an individual, illustrating the point of closest
approach;

Figure 7 is a graph of data collected in terms of voltage versus time of a double walk-by test in which the AC output
of the E-field sensor is connected to an oscilloscope, showing individual footsteps of the individual as the individual
passes the E-field sensor;

Figure 8 is a diagrammatic illustration of a two-axis differential E-field sensor antenna configuration for detecting
the presence of and bearing to an individual walking past the sensor;

Figure 9 is a graph of the approximate bearing of the individual relative to the sensor as the individual walks by the
sensor, with the graph showing the projection of the E-field vector onto the X-Y plane;

Figure 10 is a schematic diagram of a single-ended E-field sensor with guard circuitry for canceling out stray ca-
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pacitance from the circuit and other elements;

Figure 11 is a detailed circuit diagram for the circuit of Figure 10 for the single-ended case;

Figure 12 is a detailed schematic diagram of a differential sensor embodiment, illustrating guard circuitry;

Figure 13 is a detailed schematic diagram of a bootstrapped sensor coupled to a bandpass filter, in turn coupled to
a digital processor that produces a drive for LEDs to indicate the presence of an individual, as well as an RF
transmitter to indicate the presence of an individual by RF transmission;

Figure 14 is a diagrammatic illustration of a launchable sensor from an M203 40-mm grenade launcher, illustrating
the dartlike proximal end adapted to stick into the ground and housing the subject E-field sensor;

Figure 15 is a diagrammatic illustration of the dart carried by the shell, illustrating the proximal end, the housing for
the batteries, and dartlike finned printed circuit boards carrying the E-field sensor and the corresponding light-emitting
diodes after having been fired; and,

Figure 16 is a graph of test data from a slow-walking individual past the sensor of Figure 15.

DETAILED DESCRIPTION

[0055] Referring now to Figure 1, itis the purpose of the subject invention to be able to detect the presence of a moving
individual 10 as he moves past E-field sensors 12 that are scattered about the terrain over which the individual walks
or runs.

[0056] The general path of the individual, intruder path 14, is illustrated, which shows that the individual has moved
past some of the sensors, is at some of the other sensors and is moving towards further sensors.

[0057] When the sensor detects an E-field tilt corresponding to the presence of an individual within a predetermined
perimeter, the sensor emits in one embodiment a pulsed or blinked LED signal 14’ to indicate the presence of the
individual within a small distance from the sensor. As will be appreciated, these firefly blinking signals can be observed
either from above or from ground level and indicate intrusion into the zone protected by the scattered sensors. Itis noted
that it is not necessary to know the location of the scattered sensors because their location will be immediately apparent
from the blinking signal and the location of the blinking signal when viewed either from the ground or from the air.
[0058] Astheindividual 10 moves past sensors, then as indicated by sensors 12’, the blinking rate originally associated
with the individual having past in proximity to the sensor is slowed, as indicated by wave forms 16, to indicate the path
that the individual has taken so that one can trace the direction from whence the individual has come.

[0059] It has been found that the sensor range for a slow-walking human being is on the order of 30 feet or more,
depending on the sensitivity of the sensor and, for instance, whether or not the sensor is single-ended or differential.
[0060] While as presented the indication of the presence of the individual is done through the blinking LEDs, as will
be seen hereinafter, it is also possible to provide the sensor with RF communications equipment to be able to radio the
existence of the individual to a remote location. The sensor may in this case be provided with a geolocation device or
the position of the sensor may be determined by other means.

[0061] In order to be able to sense the presence of the individual passively, and as illustrated in Figure 2, the E-field
sensor includes an antenna or pad 20 coupled to an amplifier 22, the output of which is filtered at 24 to provide an
indication of a change of E-field, here indicated by dE/dt. It is not necessary to differentiate the signal but merely to
sense a change in the E-field in order to sense the presence of an individual.

[0062] Also as indicated, a guard shield 30 is provided around the lead 32 between pad 20 and amplifier 22, which is
tied to an output 34 of amplifier 22. The purpose as mentioned hereinbefore is to assure that the input impedance of the
amplifier is extremely high and matches that of the pad serving as the antenna. When there is no potential difference
between the guard and line 32, then all stray capacitance will have been canceled out and the extremely high impedance
antenna is now matched to the extremely high impedance amplifier.

[0063] Referring to Figure 3, in a differential sensor case, the circuit of Figure 2 is duplicated such that one has in
essence two spaced-apart antennas 40 and 42 coupled to respective amplifiers 44 and 46, having their outputs coupled
to the differential inputs to a differential amplifier 48. The output of differential amplifier 48 is filtered at 50 so as to provide
an output that is dAE/dt, meaning that the absolute value of the difference in the signals arriving at antennas 40 and 42
is that which rides the indication of the change of E-field or the tilt of the E-field.

[0064] The use of the differential sensor cancels out steady-state 50/60Hz signals and any noise that arises from the
far field. Thus, that which is sensed by the system is only that due to the change in E-field. It has been found that the
spacing of the antennas is in general more than three to four times the lateral width of the pads.

[0065] As in Figure 2, the Figure 3 embodiment includes guard circuits 52 and 54.

[0066] Referring now to Figure 4, the E-field sensing system for intrusion detection includes an E-field probe or antenna
60 coupled to an E-field sensor 62, which determines the change in the E-field either by differentiating the output of the
sensor with respect to time or otherwise, with the electric field sensor being coupled to a microcontroller 64, which
performs digital filter and interfacing functions. Microcontroller 64 is coupled to an interface device 66, which may be a
visual and/or infrared indicator such as an LED, a radio transmitter or even acoustic projection means.
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[0067] Referring now to Figure 5, an individual 70 is shown distorting the normal isopleths or lines of force as illustrated
by the distorted lines 72. As mentioned hereinbefore, this is due to the fact that the individual in essence constitutes a
short to ground, which is capacitively coupled through his shoes. As mentioned hereinbefore, if the individual is barefoot,
the swaying motion of the individual as he walks will alter the E-field enough for detection. Note that with the E-field
sensors described herein, the detection range of moving people may be as great as 60 to 75 feet.

[0068] Referring now to Figure 6, what will be seen is that if one graphs the sensed E-field against time as a person
walks by the sensor, there is a distinct point of closest approach when using the aforementioned differential sensor. This
is significant because the presence of the individual is clearly indicated by some characteristic of the sensed E-field.
[0069] One could clearly identify this as a signature and act upon it to activate the sensor indicator.

[0070] Referring to Figure 7, as mentioned hereinbefore, the frequency of the change of the E-field for an individual
walking or running is somewhere between 0.5 and 8.0 Hz. When coupling the output of the E-field sensor to an oscillo-
scope, one can clearly see the variation of the E-field due to first one foot and then the other foot contacting the earth,
which provides a characteristic waveform indicating the presence of an individual who is walking. The peaks and valleys
of the voltage applied to the oscilloscope indicate the presence of an individual by the fact of regular steps, which is
confirmed when the individual turns around and walks by the sensor again as shown respectively by waveform portions
78 and 80.

[0071] Referring now to Figure 8, what is shown is a two-axis differential antenna configuration viewed top-down in
which one pair having antennas 81 and 82 located along a line 83 are located orthogonal to a second pair of differential
sensor antennas 84 and 85 positioned along orthogonal axis 86. The purpose of the double differential or two-axis
differential arrangement can be seen in terms of determining the bearing to an individual walking by the sensor.
[0072] Asillustrated in Figure 9, the approximate bearing 87 of an individual walking along a path 88 is illustrated, in
which what is graphed is the approximate bearing of the walker that is the inverse of the E-field vector or more particularly
it is the projection of the E-field vector onto the X-Y plane.

[0073] What is shown by this graph is that it is possible to detect not only the presence of the intruder but also the
bearing of the intruder to the sensor should, for instance, there not be a sufficient number of sensors deployed to be
able to locate the presence of the individual and his location with sufficient accuracy.

[0074] Figure 10is a block diagram representing a simple embodiment of a sensor used for detecting E-field distortions
illustrating the circuit arrangement as well as the interconnection of the inputs and outputs. The sensing area 90 or
"antenna" is a small conductive element.

[0075] The sensor area 90 in Figure 10 can essentially be regarded as one side of a capacitor with the remainder of
the sensor being the charged source or even the earth’s field being the source. The larger the area the greater the
sensitivity, however interference and extraneous signals become problematic if the sensitivity is too high. In one em-
bodiment the pad is approximately 1/30 inch squared and picks up signals as low as 200 microvolts. Experimentation
of other sensing areas from about 1/10 of a square inch to several inches has resulted in different data measurements
and the size of the antenna depends upon the application and environmental conditions.

[0076] There is a guard area 91 proximate the sensing element that functions to reduce the "capacitance." In one
embodiment where the circuit is laid out on a printed circuit board, the guard area is a wiring board etch on the opposite
side of printed circuit board opposing the sensing area 90. The guard 91 primarily eliminates the capacitance of the
shield, such as coax cable, thereby greatly increasing the antenna 90 impedance. In one embodiment the sensing
element 90 is designed for maximum input impedance with a partial Faraday shield covering a portion of the sensing
area 90 to reduce the gain.

[0077] Thus, the size of the sensor area 90 is one method to adjust system gain, while another adjustment mechanism
is the shielding. Subsequent signal processing and filtering is used to reject unwanted signals, for example, narrow
pulses or relatively high frequency signals such as those caused by lightening, arc welders, and RF sources.

[0078] A differential amplifier 92 is used with bootstrapping to establish high impedance and provide amplification.
The gain of the differential amplifier 92 is determined by the resistors R2, R3, and R4 and as is well known in the art,
that the gain is equal to (R2 + R3 + R4)/(R3 + R4). The resistors R3 and R4 determine the percentage of input signal
that is coupled to one side of R1 and the guard 91. For example, R3=1k and R4=9k, the voltage at the junction of R3
and R4 is 90% of the voltage at the sensing area 90. In effect, R1 appears ten times larger, and the capacitance of the
sensing area 90 to be ten times lower.

[0079] Expressed differently, if the voltage at junction 91 were 99.9% of that present at the sensing area 90, the R3
would appear 1000 times larger and the capacitance of the sensing area 90 would appear to be 1000 times smaller.
Thus the ratio of R3 to R4 determines the input resistance to the amplifier 92. It is preferred to make the input impedance
very high without having amplifier 92 saturate due to its input bias currents. Typical feedback ratios are from 90% to
99% while the value of R1 might be 10 Mohms, giving an effective input resistance of 100 to 1000 Mohms or more.
[0080] Referring to Figure 11, in a preferred embodiment, the differential amplifier 92 is a field-effect operational
amplifier U1 (op amp TLC2272) with bootstrapping to provide high impedance for the sensing element 90. In this circuit,
the sensing element 90 is a small metallic piece that is part of the printed wiring board, such as an etch on the board.
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The sensing element signal is amplified and converted to a low source impedance. R1 is 10Mohm R2 is 6.04Kohm, R3
is 33.20hm and R4 is 301ohm. An additional resistor R5 may be connected between the sensing area 90 and the + input
of the differential amplifier 92 of approximately 10Kohm to provide amplifier protection.

[0081] A frequency filter 93 may be used in other applications when not looking to detect power lines. In this case
filter 93 is a power line 60-Hz pass band filter used to pass the E field caused by power lines and is set to the power
line frequency for the region of use, generally 60 Hz in the United States. In one embodiment, off-the-shelf commercial
components are utilized to construct the filter 93. The 60-Hz pass band filter 93 is inserted to reject out-of-band signals.
[0082] A buffer amplifier 94 provides high input impedance to the filter 93 while providing additional gain and a low
impedance source for the voltage measuring device. Typically the measuring device is a sample-and-hold circuit followed
by an analog-to-digital (A/D) converter and subsequent processing circuitry.

[0083] The buffer amplifier stage 94 in one embodiment is a second field-effect operational amplifier U2 (op amp
TLC2272) and is used to achieve an approximate gain of 20dB. A 15v DC power is supplied by a power source, such
as common dry cell batteries, although any power source with acceptable output may be used. The output signal of the
sensor device is delivered to the next stage of the detection system.

[0084] The sensor does not require uniqgue components and persons skilled in the art will choose components that
will enable optimal configuration to achieve the objectives of the sensor’s application. The combination of the sensing
elements and guard in conjunction with the bootstrapped differential amplifier and other elements enables the unexpected
sensing of electric field disturbances in a wide array of applications.

[0085] Note when the tipping is relatively slow, the circuit of Figure 10 is modified as shown in Figure 11 to have the
bandpass filter now converted to a band reject filter 93. The obvious purpose of the notch filter is to notch out any AC
power line-induced fields, with the frequency of the sensed E-field being in the low- or sub-Hz range.

[0086] Other noise-reducing technigues can be used to minimize background noise, once having removed 60 cycle
AC components. Thus, as can be seen in Figure 8, what is presented is a schematic of one circuit illustrating the
component selection for the differential amplifier as well as the electrical interconnection. In this embodiment an off-the-
shelf commercial components are utilized. A field-effect operational amplifier (op amp) U1 such as TLC2272 is used to
perform impedance matching for the sensing antenna 90. In this circuit, the sensing antenna 90 is a small metal pad on
a printed circuit board with a corresponding guard 91 on the opposite side of the board. The effective antenna impedance
is approximately 1000 Mohms and the sensing area signal is amplified to a low (090 ohms) source by the amplifier U1.
The bootstrapping interface discussed herein establishes the high impedance input and provides amplification.

[0087] A notch filter 93 is inserted to reject the 60-Hz E-field signals. The selection of components R6, R7, R8, C3
and C6 are selected as known in the art and other values are possible.

[0088] The second field-effect operational amplifier (op amp) U2 is used to achieve an approximate gain of 20dB. DC
power is supplied by common dry cell batteries in one embodiment. However, power can also be provided from an AC
source after AC/DC conversion. Other power sources such as solar and coupling power from power lines have also
been contemplated. The sensor device output signals are delivered to the next stage of the detection system (not shown)
through a connector J1.

[0089] Figure 12 shows one embodiment that encompasses dual sensors 300 for a differential field sensor and the
signal processing requirements. It should be understood that the device can be run in single ended mode by grounding
one antenna 300 which can allow for redundancy. The parallel connections allow the processing unit 390 to gather data
from the multiple sensors 300 and process the data accordingly.

[0090] This embodiment employs two sensing elements 300 and two corresponding bootstrapped preamps 310 for
boosting the input signal strength. The output of the preamps 310 are connected to a differential amplifier 320 and 60-
Hz bandpass filter 340. Filter 340 can also be bypassed by switch SW1. A programmable filter 350 and programmable
gain stage 360, and logarithmic amplifier 370 (logamp) are employed to process and enhance the electrostatic signature
of the detected source prior to its passage to the analog and digital converters 380 generating digital data representing
the received signals. The digitized data is coupled to a processing unit 390 such as a microprocessor or microcontroller,
which performs processing to configure the output signal parameters for use by the next stage of the detection system.
An optional Digital-to-Analog converter 395 can be used to re-convert the digitized data to analog form in order to have
the raw data presented to the user.

[0091] Inthis embodimentthe programmabile filter 350 includes an Allpass, Bandpass, Highpass and Lowpass filtering
depending upon the application. The selectability of filtering via switch SW3 allows flexibility in isolating the signal of
interest as well as eliminating interfering noise. The programmable gain stage 360 permits variable boosting of the
received signal. The log amp 370 boosts the signal depending upon the input level to a level satisfactory for further
processing. In this embodiment the log amp stage 370 can be bypassed by switch SW2. The control to the programmable
filter 350 and gain stage 360 are commands from the local signal processor although external commands via hard wired
or wireless are within the scope of the invention. The output of the differential field sensor is delivered to the next stage
of the detection system at the digital output terminal.

[0092] Inone embodiment, the processing unit 390 has internal memory (not shown) or connection to external memory
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that stores the measured data. The output data can also be stored to establish a library of E field signatures that allow
for classification and identification of measurements. This stored data is useful when comparing the present measure-
ments to the existing database. For example, the signature of a certain event can possibly be matched for future meas-
urements.

[0093] Asdiscussed herein, coherent processing from multiple sensors of a single measurement greatly improves the
measurement capabilities by reducing the impact of noise and interference. The coherent processing is described in
detail in related application U.S. Application No. 10/256812, filed September 27, 2002, which is incorporated by reference.
[0094] The coherent noise reduction works because the background noise is "far field" and low frequency. This means
that two sensors placed apart see exactly the same background noise. If the signal of interest is in the near field, (less
than 100 feet in one test) the sensors see the signal of interest at different signal strengths. When the two sensors are
subtracted, the background noise disappears while some of the signal of interest remains. No knowledge of the back-
ground noise is required. This technology is well known to those skilled in the art and is applied to noise reduction head
sets and microphones. This is distinguishable from bandpass filters, low pass filters, and high pass filters, that essentially
reject interfering signals within a certain frequency. Bandpass filters reject signals in a certain frequency band. High
pass filters reject lower frequency signals while allowing higher frequency signals. Low pass filters allow certain lower
frequency signals while rejecting high frequency signals.

[0095] The noise reduction processing can be shown by the following equations for two sensors:

S1(t) is the total signal received at sensor 1

S2(t) is the total signal received at sensor 2

P1(t) is the signal at S1 from the signal of interest

Nb(t) is the background noise (assumed to be far field and therefore the same at both sensors)
P2(t) is the signal at S2 from the signal of interest

S1(t) = Nb(t) + P1(t)
S2(t) = Nb(t) + P2(t)
P2(t) = kP1(1)

k<1

Sdiff = S1(t) — S2(t) = (Nb(t) + P1(t)) — (Nb(t) + P2(D)
Sdiff = P1(t) - kP2(t)

Sdiff = (1-K)P1(t)

[0096] The signal of interest is somewhat reduced in strength but background noise is essentially eliminated. Thus
signal to noise ratio (SNR) is greatly improved.

[0097] Referring now to Figure 13, in one embodiment of the subject invention the sensor module includes a sensor
section 400, a bandpass section 402 and a digital processor 404, which includes circuitry to drive an RF transmitter
section 406. Note that digital processing section 404 is used to drive a visual LED 408 and an infrared LED 410.
[0098] Asto sensor 400, the sensor input 412 is applied in a bootstrap operation to a differential amplifier 414 in much
the same manner as described in Figure 11, with differential amplifier 416 and attendant circuitry used for providing a
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precise voltage reference, precisely %2 Vcc. Note that resistors R; and R, split Vcc in half and amplifier 416 is a straight
voltage follower to provide the low impedance source of the reference voltage.

[0099] Bandpass filter 402 performs the function as a 60Hz notch filter on LPF out-line 420 and to provide filtered and
unfiltered outputs on lines 420 and 422 respectively. The filtered and unfiltered outputs of the bandpass filter as well as
the notch filter are applied to terminals 418 and 419 of digital processor 404 corresponding to GPO and GP1.

[0100] The digital processor, as before, determines the presence of an intruder and drives LED 408 and LED 410
over line 426.

[0101] A crystal 428 controls the digital processor and also forms the basis for providing an RF signal out on line 428,
which is the antenna output that drives antenna 430 through a matching arrangement 432. Note that Vcc is filtered by
inductor L1, capacitor C13 and resistor R17, all of which constitute a tank circuit for the transmitter. This circuit smoothes
out the digital output of the processor 404 to obtain a sine wave.

[0102] Inoneembodimentthe transmissionto aremote location indicating the presence of an individual is accomplished
using either an FSK link or an ASK link so that the module depicted in Figure 13 can provide one of three intrusion
detection functions, namely visual, infrared or RF. Note that the indicators listed above need only be drive upon detection
of an intruder.

[0103] Referring now to Figure 14, in order to be able to deploy the subject intrusion sensors over a wide area, the
sensors may be carried in a dart 500 that is launched by a grenade launcher 502 that propels dart 500 out of a shell
casing 504 when the trigger pin contacts trigger 506 in the center of the shell.

[0104] As illustrated in Figure 15, dart 500 includes a sharpened tip 510, batteries 512 and a pair of orthogonally-
oriented circuit boards 514 and 516. These two orthogonally-oriented circuit boards are configured to provide fins to
stabilize the dart during flight and to assume that the dart has a controllable trajectory that leaves it stuck in the ground
point down. Note that batteries 512 weight the dart to achieve ground penetration.

[0105] Printed circuit boards 514 and 516 carry the aforementioned sensor and control circuits, with LEDs 518 and
520 respectively providing light in either the visible region of the electromagnetic spectrum of in the invisible region of
the electromagnetic spectrum.

[0106] With numerous of these darts deployed over a terrain to be surveilled, one can detect and track the existence
of an individual due to the illumination of the LEDs.

[0107] Referring to Figure 16, test data for a differential E-field sensor carried by a dart is shown to indicate the
detection of an individual within +/- 15 feet of the dart. Note that the point of closest approach is shown by spikes 530,
which exceed a threshold set as indicated by line 532. Note also that spikes 534, 536, 538 and 540 exceed the threshold
set at 532.

[0108] What will be apparent is that the presence of an individual moving with respect to the sensor may be detected
in terms of the distortion or tilt of the E-field near the sensor, such that not only can the presence of an individual be
sensed, a signature corresponding to the individual's footsteps can also be derived.

[0109] As part of the subject system, light-emitting diodes are used at the sensor’s location to indicate, when driven,
the existence of the individual in the vicinity of the sensor as well as the path of the individual through the sensor field.
Thus it is a part of the subject invention to indicate intrusion without having to use geolocation techniques by merely
observing the illumination of the LEDs or other light sources carried by the sensors.

[0110] As mentioned, the system is totally passive, it being possible to make the communication of the individual's
position totally invisible to the individual. Thus the subject system is a totally passive system in which no radiation need
be generated in order to detect intruders.

[0111] While the present invention has been described in connection with the preferred embodiments of the various
figures, it is to be understood that other similar embodiments may be used or modifications or additions may be made
to the described embodiment for performing the same function of the present invention without deviating therefrom.
Therefore, the present invention should not be limited to any single embodiment, but rather construed in breadth and
scope in accordance with the recitation of the appended claims.

Claims
1. Avrobust, easily deployable, covert, passive individual intrusion detection system, the system comprising:-

an E-field sensor (400, 412) located in an area to be protected;

a processor (404) coupled to said E-field sensor (400) for detecting when a change in sensed E-field exceeds
a predetermined threshold caused by the presence of an individual through said protected area; and

output means (406, 408, 410) for providing output signals indicative of the presence of an individual in said
protected area;

characterized in that said output means (406, 408, 410) includes light-emitting elements (408, 410) that is
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activated when said predetermined threshold is exceeded;

and in that said light-emitting elements (408, 410) are driven by said processor (404) to flash rapidly in the
presence of a predetermined change in the E-field nearby due to the presence of an individual in said protected
area and to flash in a less-rapid fashion to indicate the track of an individual through said protected area.

A system according to claim 1, wherein said light-emitting elements (408, 410) are activated for E-field changes
between 0.5Hz and 8Hz.

A system according to claim 1 or 2, further including a drive for said light-emitting elements (408, 410) for causing
them to pulse at a predetermined rate upon said predetermined threshold being exceeded.

A system according to claim 3, wherein said drive activates said light-emitting elements (408, 410) at a different
pulse rate after said predetermined threshold has been first exceeded and when said sensed E-field goes below
said predetermined threshold to indicate that an individual has passed said E-field sensor (400).

A system according to any one of the preceding claims, wherein said light-emitting elements (408) emit light in the
visible region of the electromagnetic spectrum.

A system according to any one of the preceding claims, wherein said light-emitting elements (410) emit light in the
non-visible region of the electromagnetic spectrum.

A system according to any one of the preceding claims, wherein said output means (406, 408, 410) includes an RF
transmitter section (406).

A system according to any one of the preceding claims, further including a bandpass section (402) connected to
said E-field sensor (400) and said processor (404), said bandpass section (402) functioning as a notch filter and
providing a filtered output (420) and an unfiltered output (422).

A system according to any one of the preceding claims, wherein said E-field sensor (400) is a single-ended sensor.
A system according to any one of claims 1 to 8, wherein said E-field sensor (400) includes two spaced-apart E-field
sensors and a differential amplifier (414) coupled to the output of said spaced-apart E-field sensors to develop a

differential E-field output to provide noise-canceling for far-field AC sources.

A system according to any one of claims 1 to 8, further including an additional pair of orthogonally-oriented E-field
sensors (81, 82, 84, 85) having an associated differential amplifier for multi-access bearing detection.

Patentanspriiche

1.

2.

Ein robustes, leicht einsetzbares, verdecktes, passives Erfassungssystem fiir Eindringung durch Individuen, wobei
das System Folgendes beinhaltet:

einen E-Feld-Sensor (400, 412), der sich in einem zu schiitzenden Bereich befindet;

einen Prozessor (404), der mit dem E-Feld-Sensor (400) gekoppelt ist, um zu erfassen, wenn eine Anderung
in dem wahrgenommenen E-Feld einen zuvor festgelegten Schwellenwert Uberschreitet, verursacht durch die
Gegenwart eines Individuums in dem geschitzten Bereich; und

ein Ausgabemittel (406, 408, 410) zum Bereitstellen von Ausgabesignalen, die die Gegenwart eines Individuums
in dem geschitzten Bereich anzeigen;

dadurch gekennzeichnet, dass das Ausgabemittel (406, 408, 410) Licht emittierende Elemente (408, 410)
umfasst, die aktiviert werden, wenn der zuvor festgelegte Schwellenwert Giberschritten wird;

und dadurch, dass die Licht emittierenden Elemente (408, 410) von dem Prozessor (404) getrieben werden,
in Gegenwart einer zuvor festgelegten Anderung in dem E-Feld in der Ndhe aufgrund der Gegenwart eines
Individuums in dem geschutzten Bereich schnell zu blinken und um auf eine weniger schnelle Art zu blinken,
um die Spur eines Individuums durch den geschitzten Bereich anzuzeigen.

System geméaR Anspruch 1, wobei die Licht emittierenden Elemente (408, 410) fur E-Feld-Anderungen von zwischen
0,5 Hz und 8 Hz aktiviert werden.
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System gemaf Anspruch 1 oder 2, das ferner einen Treiber fir die Licht emittierenden Elemente (408, 410) umfasst,
um sie dazu zu veranlassen, bei Uberschreiten des zuvor festgelegten Schwellenwerts mit einer zuvor festgelegten
Rate zu pulsieren.

System gemaR Anspruch 3, wobei der Treiber die Licht emittierenden Elemente (408, 410) mit einer anderen Pulsrate
aktiviert, nachdem der zuvor festgelegte Schwellenwert zundchst Giberschritten worden ist und wenn das wahrge-
nommene E-Feld unter den zuvor festgelegten Schwellenwert geht, um anzuzeigen, dass ein Individuum an dem
E-Feld-Sensor (400) vorbeigekommen ist.

System gemaR einem der vorhergehenden Anspriiche, wobei die Licht emittierenden Elemente (408) Licht in der
sichtbaren Region des elektromagnetischen Spektrums emittieren.

System gemaf einem der vorhergehenden Anspriiche, wobei die Licht emittierenden Elemente (410) Licht in der
nicht sichtbaren Region des elektromagnetischen Spektrums emittieren.

System gemalR einem der vorhergehenden Anspriiche, wobei das Ausgabemittel (406, 408, 410) einen HF-Sen-
derteil (406) umfasst.

System gemaR einem der vorhergehenden Anspriiche, das ferner einen Bandpassteil (402) umfasst, der mit dem
E-Feld-Sensor (400) und dem Prozessor (404) verbunden ist, wobei der Bandpassteil (402) als Sperrfilter fungiert
und eine gefilterte Ausgabe (420) und eine ungefilterte Ausgabe (422) bereitstellt.

System gemaf einem der vorhergehenden Anspriiche, wobei der E-Feld-Sensor (400) ein unsymmetrischer Sensor
ist.

System gemaR einem der Anspriiche 1 bis 8, wobei der E-Feld-Sensor (400) zwei mit Abstand angeordnete E-Feld-
Sensoren und einen Differenzialverstarker (414) umfasst, der mit der Ausgabe der mit Abstand angeordneten E-
Feld-Sensoren gekoppelt ist, um eine E-Feld-Differenzialausgabe zu entwickeln, um eine Rauschunterdriickung fur
Fernfeld-Wechselstromquellen bereitzustellen.

System gemalR einem der Anspriiche 1 bis 8, das ferner ein zuséatzliches Paar orthogonal ausgerichteter E-Feld-
Sensoren (81, 82, 84, 85) mit einem dazu gehdrigen Differenzialverstarker zur Vielfachzugriff-Richtungserfassung
umfasst.

Revendications

1.

Un systéme de détection d'intrusion d'individu passif, secret, robuste et facilement déployable, le systéme
comprenant :

un capteur de champ électrique (400, 412) situé dans une zone devant étre protégée ;

un processeur (404) couplé audit capteur de champ électrique (400) destiné a détecter lorsqu’un changement
dans un champ électrique capté dépasse un seuil prédéterminé causé par la présence d’'un individu traversant
ladite zone protégée ; et

des moyens de sortie (406, 408, 410) destinés a fournir des signaux de sortie indicateurs de la présence d’'un
individu dans ladite zone protégée ;

caractérisé en ce que lesdits moyens de sortie (406, 408, 410) comportent des éléments émetteurs de lumiere
(408, 410) qui sont activés lorsque ledit seuil prédéterminé est dépassé ;

et en ce que lesdits éléments émetteurs de lumiere (408, 410) sont entrainés par ledit processeur (404) de
fagcon a ce qu'ils lancent des éclairs de lumiére de fagon rapide en présence d’'un changement prédéterminé
dans le champ électrique proche en raison de la présence d’'un individu dans ladite zone protégée et des éclairs
de lumiére de fagon moins rapide pour indiquer la trace d'un individu traversant ladite zone protégée.

Un systeme selon la revendication 1, dans lequel lesdits éléments émetteurs de lumiére (408, 410) sont activés
pour des changements de champ électrique compris entre 0,5 Hz et 8 Hz.

Un systeme selon la revendication 1 ou 2, comportant de plus un entrainement pour lesdits éléments émetteurs de
lumiere (408, 410) destiné a les amener a émettre des impulsions a un taux prédéterminé lors du dépassement
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dudit seuil prédéterminé.

Un systéme selon la revendication 3, dans lequel ledit entrainement active lesdits éléments émetteurs de lumiére
(408, 410) a un taux d'impulsion différent aprés que ledit seuil prédéterminé a été dépassé une premiere fois et
lorsque ledit champ électrique capté tombe en dessous dudit seuil prédéterminé pour indiquer qu’un individu a
dépassé ledit capteur de champ électrique (400).

Un systéme selon n'importe laquelle des revendications précédentes, dans lequel lesdits éléments émetteurs de
lumiére (408) émettent de la lumiére dans la région visible du spectre électromagnétique.

Un systeme selon n’importe laquelle des revendications précédentes, dans lequel lesdits éléments émetteurs de
lumiere (410) émettent de la lumiere dans la région non visible du spectre électromagnétique.

Un systeme selon n’'importe laquelle des revendications précédentes, dans lequel lesdits moyens de sortie (406,
408, 410) comportent une section formant transmetteur RF (406).

Un systeme selon n'importe laquelle des revendications précédentes, comportant de plus une section formant
passe-bande (402) connectée audit capteur de champ électrique (400) et audit processeur (404), ladite section
formant passe-bande (402) fonctionnant comme filire coupe-bande et fournissant une sortie filtrée (420) et une
sortie non filtrée (422).

Un systeme selon n’importe laquelle des revendications précédentes, dans lequel ledit capteur de champ électrique
(400) est un capteur asymétrique.

Un systeme selon n'importe laquelle des revendications 1 a 8, dans lequel ledit capteur de champ électrique (400)
comporte deux capteurs de champ électrique séparés par un espace et un amplificateur différentiel (414) couplé a
la sortie desdits capteurs de champ électrique séparés par un espace pour développer une sortie de champ électrique
différentielle afin de fournir une suppression de bruit pour des sources CA de champ lointain.

Un systeme selon n'importe laquelle des revendications 1 a 8, comportant de plus une paire supplémentaire de

capteurs de champ électrique orientés de fagon orthogonale (81, 82, 84, 85) ayant un amplificateur différentiel
associé destiné a une détection azimutale multi-accés.
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Test Data From a Slow Walking Human
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