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(57) ABSTRACT

In a control device (10), a determination unit (11) determines
“a plurality of collision-occurrence-estimated devices” for
which “transmission collision” is estimated to occur due to
overlapping of transmission schedule timings among the
plurality of communication devices. A transmission control
unit (12) executes transmission control of transmitting, to
each of some of the plurality of collision-occurrence-esti-
mated devices, each of a plurality of “timing distribution
control signals” for distributing transmission timings of the
plurality of collision-occurrence-estimated devices deter-
mined by the determination unit (11).
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CONTROL DEVICE, CONTROL METHOD,
NON-TRANSITORY COMPUTER-READABLE
MEDIUM, AND COMMUNICATION SYSTEM

TECHNICAL FIELD

[0001] The present disclosure relates to a control device,
a control method, a control program, and a communication
system.

BACKGROUND ART

[0002] As a wireless communication technique for Inter-
net of Things (IoT), a technique generically named as a low
power wide area (LPWA) which can cover a wide area with
low power consumption has been drawing attention.
[0003] Then, a communication system which achieves an
LPWA has been suggested (e.g., Non Patent Literature 1). A
communication system disclosed in Non Patent Literature 1
includes a network server, a gateway, and a communication
device (end terminal).

[0004] In the communication system, a channel (fre-
quency) and a data rate (diffusion rate) are allocated to the
communication device, and the communication device
transmits a data signal by use of the allocated channel and
data rate. The communication system reduces a possibility
of occurrence of transmission collision by allocating a
combination of channels and data rates differing from one
another to a plurality of communication devices, even when
transmission timings of the plurality of communication
devices overlap. A technique for automatically allocating the
data rate is referred to as an adaptive data rate (ADR).
[0005] Moreover, the communication system prepares a
technique referred to as “carrier sense” as a differing tech-
nique which reduces a possibility of occurrence of trans-
mission collision. The carrier sense is a technique which
confirms, before a communication device starts transmis-
sion, whether a channel to be used is used by another
communication device.

CITATION LIST

Non Patent Literature

[0006] [Non Patent Literature 1] LoRaWAN (registered
trademark) 1.1 Specification

SUMMARY OF INVENTION

Technical Problem

[0007] The present inventor has found out that there is a
possibility that the number of communication devices whose
transmission timings overlap becomes large when a large
number of communication devices exist under a network
server, and there is a possibility of not being able to
sufficiently reduce a possibility of occurrence of transmis-
sion collision by the above-described ADR and carrier sense
when the number of communication devices whose trans-
mission timings overlap is large. Then, when a possibility of
occurrence of transmission collision is high, there is a
possibility that throughput of a communication system dete-
riorates.

[0008] An object of the present disclosure is to provide a
control device, a control method, a control program, and a
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communication system which can reduce a loss of a packet
resulting from prevention of congestion of a communication
system.

Solution to Problem

[0009] A control device according to a first aspect is a
control device which controls transmission timings of a
plurality of communication devices existing under a network
device and each transmitting a data signal toward the
network device at a transmission period being associated
with each of the communication devices, and the control
device includes:

[0010] a determination unit that determines a plurality of
collision-occurrence-estimated devices for which transmis-
sion collision is estimated to occur due to overlapping of
transmission schedule timings among the plurality of com-
munication devices; and

[0011] a transmission control unit that executes transmis-
sion control of transmitting, to each of some of the plurality
of collision-occurrence-estimated devices, each of a plural-
ity of timing distribution control signals for distributing
transmission timings of the plurality of collision-occur-
rence-estimated devices.

[0012] A control method according to a second aspect is a
control method of controlling transmission timings of a
plurality of communication devices existing under a network
device and each transmitting a data signal toward the
network device at a transmission period being associated
with each of the communication devices, and the control
method includes:

[0013] determining a plurality of collision-occurrence-
estimated devices for which transmission collision is esti-
mated to occur due to overlapping of transmission schedule
timings among the plurality of communication devices; and

[0014] executing transmission control of transmitting, to
each of some of the plurality of collision-occurrence-esti-
mated devices, each of a plurality of timing distribution
control signals for distributing transmission timings of the
plurality of collision-occurrence-estimated devices.

[0015] A control program according to a third aspect
causes a control device which controls transmission timings
of a plurality of communication devices existing under a
network device and each transmitting a data signal toward
the network device at a transmission period being associated
with each of the communication devices, to execute pro-
cessing of

[0016] determining a plurality of collision-occurrence-
estimated devices for which transmission collision is esti-
mated to occur due to overlapping of transmission schedule
timings among the plurality of communication devices, and

[0017] executing transmission control of transmitting, to
each of some of the plurality of collision-occurrence-esti-
mated devices, each of a plurality of timing distribution
control signals for distributing transmission timings of the
plurality of collision-occurrence-estimated devices.

[0018] A communication system according to a fourth
aspect includes:
[0019] a plurality of communication devices existing

under a network device and each transmitting a data signal
toward the network device at a transmission period being
associated with each of the communication devices; and
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[0020] the network device which controls transmission
timings of the plurality of communication devices,

[0021] wherein the network device includes

[0022] a determination unit that determines a plurality of
collision-occurrence-estimated devices for which transmis-
sion collision is estimated to occur due to overlapping of
transmission schedule timings among the plurality of com-
munication devices, and

[0023] a transmission control unit that executes transmis-
sion control of transmitting, to each of some of the plurality
of collision-occurrence-estimated devices, each of a plural-
ity of timing distribution control signals for distributing
transmission timings of the plurality of collision-occur-
rence-estimated devices.

Advantageous Effects of Invention

[0024] The present disclosure can provide a control
device, a control method, a control program, and a commu-
nication system which can reduce a loss of a packet resulting
from prevention of congestion of a communication system.

BRIEF DESCRIPTION OF DRAWINGS

[0025] FIG. 1 is a block diagram illustrating one example
of'a control device according to a first example embodiment.
[0026] FIG. 2 is a diagram illustrating one example of a
communication system according to a second example
embodiment.

[0027] FIG. 3 is a block diagram illustrating one example
of'a network device including a control device according to
the second example embodiment.

[0028] FIG. 4 is a flowchart illustrating one example of a
processing operation of the control device according to the
second example embodiment.

[0029] FIG. 5 is a diagram serving for description of a
collision-occurrence-estimated device.

[0030] FIG. 6 is a diagram serving for description of
transmission timing adjustment.

[0031] FIG. 7 is a diagram serving for description of
another transmission timing adjustment.

[0032] FIG. 8 is a diagram serving for description of
another transmission timing adjustment.

[0033] FIG. 9 is a diagram illustrating a hardware con-
figuration example of a control device.

DESCRIPTION OF EMBODIMENTS

[0034] Hereinafter, example embodiments are described
with reference to the drawings. Note that, in the example
embodiments, the same reference sign is assigned to the
same or equivalent element, and repeated description thereof
is omitted.

<First Example Embodiment>

[0035] FIG. 1 is a block diagram illustrating one example
of'a control device according to a first example embodiment.
A control device 10 illustrated in FIG. 1 is used, for example,
by being included in a network device (not illustrated), or
connected to a network device (not illustrated). The control
device 10 is a device which controls transmission timings of
a plurality of communication devices (not illustrated) exist-
ing under a network device (not illustrated) and each trans-
mitting a data signal toward the network device (not illus-
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trated) at a transmission period (a transmission cycle) being
associated with each of the communication devices (not
illustrated).

[0036] In FIG. 1, the control device 10 includes a deter-
mination unit 11 and a transmission control unit 12.

[0037] The determination unit 11 determines “a plurality
of collision-occurrence-estimated devices” for which “trans-
mission collision” is estimated to occur due to overlapping
of transmission schedule timings among the plurality of
communication devices (not illustrated).

[0038] The transmission control unit 12 executes trans-
mission control of transmitting, to each of some of the
plurality of collision-occurrence-estimated devices, each of
a plurality of “timing distribution control signals” for dis-
tributing transmission timings of the plurality of collision-
occurrence-estimated devices determined by the determina-
tion unit 11.

[0039] Since transmission timings of a plurality of colli-
sion-occurrence-estimated devices can be distributed by a
configuration of the control device 10 described above, a
possibility of occurrence of transmission collision can be
sufficiently reduced. As a result, a loss of a packet resulting
from prevention of congestion of a communication system
can be reduced.

<Second Example Embodiment>

[0040]

[0041] FIG. 2 is a diagram illustrating one example of a
communication system according to a second example
embodiment. In FIG. 2, a communication system 1 includes
a network device 20, a relay device 30, and communication
devices 40-1 to 40-N. Hereinafter, when the communication
devices 40-1 to 40-N are not particularly distinguished, the
communication devices 40-1 to 40-N may be generically
named and briefly referred to as a communication device 40.

[0042] For example, the communication system 1 is a
LoRaWAN (registered trademark) communication system,
and the network device 20 is a LoRaWAN (registered
trademark) network server. Moreover, for example, the relay
device 30 is a LoRaWAN (registered trademark) gateway,
and the communication device 40 is a LoRaWAN (registered
trademark) device. Moreover, the communication system 1
is, for example, a system built in a plant, and the commu-
nication device 40 is, for example, a sensor device.

[0043] The communication devices 40-1 to 40-N include
the communication device 40 being associated with the
same transmission period as those of the other communica-
tion devices 40 among the communication devices 40-1 to
40-N, and the communication device 40 whose transmission
period differs from that of any of the other communication
devices 40 among the communication devices 40-1 to 40-N.

[0044] The communication device 40 transmits a data
signal (e.g., a sensing result signal) to the relay device 30
(i.e., toward the network device 20) at a transmission timing
based on a transmission period of the communication device
40 itself. Herein, as described above, when transmission
timings overlap among the plurality of communication
devices 40, there is a possibility that “transmission colli-
sion” occurs. For example, when the communication system
1 is a system built in a plant, there is a possibility that a
sensing result signal transmitted from the communication
device 40 does not reach the network device 20 due to

<Outline of Communication System>
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transmission collision, discovery and solution of a problem
are delayed accordingly, and a serious problem arises in a

plant.
[0045] <Configuration Example of Control Device>
[0046] FIG. 3 is a block diagram illustrating one example

of'a network device including a control device according to
the second example embodiment. In FIG. 3, the network
device 20 includes a communication unit 21, a storage unit
22, and a control device 50. Note that, herein, description is
given assuming that the control device 50 is included in the
network device 20, but the present disclosure is not limited
thereto, and the control device 50 may be a device being
connected to the network device 20 and being separate from
the network device 20.

[0047] The communication unit 21 is a function unit
which performs communication with the relay device 30.
The communication unit 21 receives, for example, a signal
transmitted from the communication device 40 via the relay
device 30. Moreover, the communication unit 21 transmits,
for example, a signal received from the control device 50 to
the relay device 30.

[0048] The storage unit 22 stores a communication history
(i.e., a reception history of receiving, by the communication
unit 21 via the relay device 30, a signal transmitted from the
communication device 40) of each of the communication
devices 40.

[0049] Moreover, in FIG. 3, the control device 50 includes
a determination unit 51 and a transmission control unit 52.
[0050] The determination unit 51 determines a transmis-
sion period and a transmission schedule timing of each of the
communication devices 40, for example, by use of a com-
munication history stored in the storage unit 22. Then, the
determination unit 51 determines, based on the determined
transmission schedule timing of each of the communication
devices 40, a plurality of collision-occurrence-estimated
devices 40 for which transmission collision is estimated to
occur due to overlapping of transmission timings among the
communication devices 40-1 to 40-N. Herein, the plurality
of collision-occurrence-estimated devices 40 to be deter-
mined may be limited to the plurality of communication
devices 40 having the same previously allocated channel and
data rate among the communication devices 40-1 to 40-N. In
other words, the determination unit 51 may determine the
plurality of collision-occurrence-estimated devices 40 which
have the same previously allocated channel and data rate,
and for which transmission collision is estimated to occur
due to overlapping of transmission timings, among the
communication devices 40-1 to 40-N.

[0051] Similarly to the transmission control unit 12
according to the first example embodiment, the transmission
control unit 52 executes transmission control of transmit-
ting, to each of some of a plurality of collision-occurrence-
estimated devices, each of a plurality of “timing distribution
control signals” for distributing transmission timings of the
plurality of collision-occurrence-estimated devices deter-
mined by the determination unit 51.

[0052] For example, the transmission control unit 52 allo-
cates a use data rate to each of a plurality of timing
distribution control signals from a plurality of data rates
whose diffusion rates differ from one another, in such a way
that use data rates being associated with the plurality of
timing distribution control signals are distributed. Then, the
transmission control unit 52 executes transmission control of
transmitting each of timing distribution signals by use of a
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use data rate allocated to each of the timing distribution
control signals. For example, the transmission control unit
52 causes the communication unit 21 to transmit, to the relay
device 30, each of the timing distribution control signals,
identification information of the communication device 40
being associated with each of the timing distribution control
signals, and information indicating a use data rate allocated
to each of the timing distribution control signals, in asso-
ciation with one another (all together). The relay device 30
receiving a signal transmitted from the communication unit
21 transmits, toward the communication device 40 being
associated with each of the timing distribution control
signals, each timing distribution signal by a use data rate
being associated with each of the timing distribution signals.
For example, the transmission control unit 52 may transmit
each of the timing distribution control signals including
identification information of the communication device 40
being associated with each of the timing distribution control
signals, and information indicating a use data rate allocated
to each of the timing distribution control signals. Herein, a
time taken to receive a timing distribution control signal in
the communication device 40 differs depending on a use data
rate. In other words, a time taken to receive a timing
distribution control signal transmitted by a low use data rate
becomes longer than a time taken to receive a timing
distribution control signal transmitted by a high use data
rate. Thus, it takes a longer time for the communication
device 40 which receives a timing distribution control signal
transmitted by a lower use data rate to transmit a next data
signal in response to reception of the timing distribution
control signal. A possibility of occurrence of transmission
collision with regard to the plurality of collision-occurrence-
estimated devices 40 can be reduced by utilizing a lag of
transmission timings resulting from a difference of the use
data rates.

[0053] The above-described “timing distribution control
signal” may be, for example, a “reconnection instruction
signal” requesting the collision-occurrence-estimated device
40 receiving the timing distribution control signal to recon-
nect to the network device 20. When the communication
system 1 is a LoRaWAN (registered trademark) communi-
cation system, a force rejoin command may be used as the
“reconnection instruction signal”.

[0054] Alternatively, the above-described “timing distri-
bution control signal” may be, for example, a “transmission
timing specification signal” which specifies, for the colli-
sion-occurrence-estimated device 40 receiving the timing
distribution control signal, a transmission timing of a data
signal scheduled to be transmitted next, to a timing after a
predetermined time from a timing of receiving the timing
distribution control signal. When the communication system
1 is a LoRaWAN (registered trademark) communication
system, a “transmission timing specification signal” may be
an application command. Herein, two methods can be con-
ceived as a method of transmission control for a “transmis-
sion timing specification signal”. The first method is a
method in which the transmission control unit 52 transmits
a transmission timing specification signal after transmitting
a clock synchronization signal and then establishing clock
synchronization between the network device 20 and the
collision-occurrence-estimated device 40. The second
method is a method which transmits a transmission timing
specification signal without establishing clock synchroniza-
tion.
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[0055] Moreover, the transmission control unit 52 may
execute transmission control of transmitting a timing distri-
bution control signal, with, as a trigger, reception of a signal
transmitted from the collision-occurrence-estimated device
40, before an occurrence timing at which transmission
collision is estimated to occur. LoRaWAN (registered trade-
mark) defines that a communication device needs to open
two short reception windows (RX1 and RX2). A start timing
of a reception window is defined with an end of data
transmission of a communication device as a base. Thus,
when the communication system 1 is a LoRaWAN (regis-
tered trademark) communication system, the transmission
control unit 52 controls in such a way that a timing distri-
bution control signal is transmitted from the relay device 30
at a timing of each of two reception windows (RX1 and
RX2).

[0056] Note that, when the communication system 1 is a
LoRaWAN (registered trademark) communication system,
the transmission control unit 52 may execute an ADR
regarding a plurality of collision-occurrence-estimated
devices and perform a channel change or a data rate change,
before transmission control of transmitting each of a plu-
rality of “timing distribution control signals” to each of
some of a plurality of collision-occurrence-estimated
devices. Then, when it is determined, even by execution of
the ADR, that transmission collision occurs, the transmis-
sion control unit 52 may execute transmission control of
transmitting each of a plurality of “timing distribution
control signals” to each of some of a plurality of collision-
occurrence-estimated devices.

[0057] Moreover, adjustment of a transmission timing by
a “transmission timing specification signal” may be per-
formed when it is determined, even by performing adjust-
ment of a transmission timing by a “reconnection instruction
signal”, that transmission collision occurs.

[0058] <Operation Example of Control Device>

[0059] One example of a processing operation of the
control device having the above configuration is described.
FIG. 4 is a flowchart illustrating one example of a processing
operation of the control device according to the second
example embodiment.

[0060] In the control device 50, the determination unit 51
determines, by use of a communication history, a channel
and a data rate which are used for transmission in each of the
communication devices 40, a transmission period, and a
transmission schedule timing (step S101).

[0061] The determination unit 51 determines, among the
communication devices 40-1 to 40-N, the plurality of col-
lision-occurrence-estimated devices 40 which have the same
previously allocated channel and data rate, and for which
transmission collision is estimated to occur due to overlap-
ping of transmission timings (step S102).

[0062] FIG. 5 is a diagram serving for description of a
collision-occurrence-estimated device. FIG. 5 illustrates,
with an arrow, each of transmission timings of the three
communication devices 40 (described as communication
devices A, B, and C in FIG. 5) whose transmission periods
differ from one another. In FIG. 5, transmission timings of
the communication devices B and C overlap at a timing T1,
and transmission timings of the communication devices A,
B, and C overlap at a timing T2. In this case, the determi-
nation unit 51 determines the communication devices A and
B or the communication devices A, B, and C as the plurality
of collision-occurrence-estimated devices 40.
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[0063] Returning to the description in FIG. 4, the trans-
mission control unit 52 allocates, from a plurality of data
rates whose diffusion rates differ from one another, a use
data rate to each of a plurality of “timing distribution control
signals” for distributing transmission timings of a plurality
of collision-occurrence-estimated devices, in such a way
that use data rates being associated with the plurality of
timing distribution control signals are distributed (step
S103).

[0064] The transmission control unit 52 transmits, to the
relay device 30, each of the timing distribution control
signals including identification information of the commu-
nication device 40 being associated with each of the timing
distribution control signals, and information indicating a use
data rate allocated to each of the timing distribution control
signals (step S104).

[0065] The relay device 30 receiving the timing distribu-
tion control signal transmits, toward the communication
device 40 being associated with each of the timing distri-
bution control signals, each timing distribution signal by a
use data rate being associated with each of the timing
distribution signals.

[0066] FIG. 6 is a diagram serving for description of
transmission timing adjustment. In FIG. 6, an upward arrow
represents transmission from a communication device
toward a network device, and a downward arrow represents
transmission from a network device toward a communica-
tion device. In FIG. 6, at a timing T11 in a period before
transmission timing adjustment, a certain communication
device 40 transmits a data signal toward the network device
20. Then, at a timing T12, the communication device 40
receives a force rejoin command as a timing distribution
control signal. For example, when a force rejoin command
is transmitted from the relay device 30 by a DRS defined in
LoRaWAN (registered trademark), it takes 0.05 seconds for
the communication device 40 to receive the force rejoin
command. Moreover, it takes 0.09 seconds to receive the
force rejoin command in a case of a DR4, and it takes 3.33
seconds in a case of a DR2. In this way, a timing of
completing reception processing in the communication
device 40 differs in response to a change of a data rate used
for transmission of a force rejoin command. Further, a
timing of completing reception processing in the commu-
nication device 40 also differs in response to whether the
communication device 40 receives a force rejoin command
in the reception window RX1 or RX2, as described above.
In the example illustrated in FIG. 6, a transmission timing of
the communication device 40 is adjusted by a force rejoin
command transmitted at a timing of the reception window
RX2 by the DR2, thereby no transmission is performed at
timings T13 and T15, and transmission is performed at
timings T14 and T16.

[0067] FIGS. 7 and 8 are diagrams serving for description
of other transmission timing adjustment. In FIGS. 7 and 8,
an application command is used as a timing distribution
control signal. Then, FIG. 7 illustrates a case where an
application command is transmitted without establishing
clock synchronization, and FIG. 8 illustrates a case where an
application command is transmitted after establishing clock
synchronization. In FIG. 7, the communication device 40
starts an after-adjustment transmission period after a prede-
termined time (10 seconds in FIG. 7) after reception of an
application command. On the other hand, in FIG. 8, a
transmission period is adjusted by a start time and a periodic
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interval (in FIG. 8, an interval of A seconds from a time X)
designated by an application command.

[0068] <Other Example Embodiments>

[0069] FIG. 9 is a diagram illustrating a hardware con-
figuration example of a control device. In FIG. 9, a control
device 100 includes a processor 101 and a memory 102. The
processor 101 may be, for example, a microprocessor, a
micro processing unit (MPU), or a central processing unit
(CPU). The processor 101 may include a plurality of pro-
cessors. The memory 102 is configured by a combination of
a volatile memory and a non-volatile memory. The memory
102 may include a storage located apart from the processor
101. In this case, the processor 101 may access the memory
102 via a non-illustrated I/O interface.

[0070] The control devices 10 and 50 according to the first
and second example embodiments can each have the hard-
ware configuration illustrated in FIG. 9. The determination
units 11 and 51 and the transmission control units 12 and 52
of the control devices 10 and 50 according to the first and
second example embodiments may be implemented by the
processor 101 reading and executing a program stored in the
memory 102. The program can be stored by use of various
types of non-transitory computer-readable media, and sup-
plied to the control devices 10 and 50. Examples of the
non-transitory computer-readable media include a magnetic
recording medium (e.g., a flexible disk, a magnetic tape, and
a hard disk drive), and a magneto-optical recording medium
(e.g., a magneto-optical disk). Further, examples of the
non-transitory computer-readable media include a CD-read
only memory (CD-ROM), a CD-R, and a CD-R/W. Further,
an example of the non-transitory computer-readable medium
includes a semiconductor memory. The semiconductor
memory includes, for example, a mask ROM, a program-
mable ROM (PROM), an erasable PROM (EPROM), a flash
ROM, and a random access memory (RAM). Moreover, a
program may be supplied to the control devices 10 and 50
by various types of transitory computer-readable media.
Examples of the transitory computer-readable media include
an electric signal, an optical signal, and an electromagnetic
wave. The transitory computer-readable medium can supply
a program to the control devices 10 and 50 via a wired
communication path such as an electric wire and an optical
fiber, or a wireless communication path.

[0071] While the invention of the present application has
been described above with reference to the example embodi-
ments, the invention of the present application is not limited
by the above. Various changes which may be understood by
a person skilled in the art can be made to a configuration and
details according to the invention of the present application
within the scope of the invention.

[0072] Some or all of the above-described example
embodiments can also be described as, but not limited to, the
following supplementary notes.

(Supplementary Note 1)

[0073] A control device which controls transmission tim-
ings of a plurality of communication devices existing under
a network device and each transmitting a data signal toward
the network device at a transmission period being associated
with each of the communication devices, the control device
including:

[0074] a determination unit that determines a plurality of
collision-occurrence-estimated devices for which transmis-
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sion collision is estimated to occur due to overlapping of
transmission schedule timings among the plurality of com-
munication devices; and

[0075] a transmission control unit that executes transmis-
sion control of transmitting, to each of some of the plurality
of collision-occurrence-estimated devices, each of a plural-
ity of timing distribution control signals for distributing
transmission timings of the plurality of collision-occur-
rence-estimated devices.

(Supplementary Note 2)

[0076] The control device according to Supplementary
note 1, wherein the transmission control unit executes the
transmission control of allocating, from a plurality of data
rates whose diffusion rates differ from one another, a use
data rate to each of some or all of the plurality of timing
distribution control signals, in such a way that use data rates
being associated with the plurality of timing distribution
control signals are distributed, and transmitting each timing
distribution control signal by use of a use data rate allocated
to each timing distribution control signal.

(Supplementary Note 3)

[0077] The control device according to Supplementary
note 1 or 2, wherein

[0078] the plurality of collision-occurrence-estimated
devices include a collision-occurrence-estimated device
being associated with same transmission period as those of
other collision-occurrence-estimated devices among the plu-
rality of collision-occurrence-estimated devices, and a col-
lision-occurrence-estimated device whose transmission
period differs from that of any of other collision-occurrence-
estimated devices among the plurality of collision-occur-
rence-estimated devices, and

[0079] the transmission control unit executes the transmis-
sion control of transmitting the timing distribution control
signal, with, as a trigger, reception of a signal transmitted
from the collision-occurrence-estimated device, before an
occurrence timing at which the transmission collision is
estimated to occur.

(Supplementary Note 4)

[0080] The control device according to any one of Supple-
mentary notes 1 to 3, wherein the timing distribution control
signal is a reconnection instruction signal requesting the
collision-occurrence-estimated device receiving the timing
distribution control signal to reconnect to the network
device, or a transmission timing specification signal which
specifies, for the collision-occurrence-estimated device
receiving the timing distribution control signal, a transmis-
sion timing of a data signal scheduled to be transmitted next,
to a timing after a predetermined time from a timing of
receiving the timing distribution control signal.

(Supplementary Note 5)

[0081] The control device according to Supplementary
note 4, wherein

[0082] the network device and the plurality of communi-
cation devices are included in a LoRaWAN communication
system, and

[0083] the reconnection instruction signal is a force rejoin
command.
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(Supplementary Note 6)

[0084] The control device according to Supplementary
note 4, wherein

[0085] the network device and the plurality of communi-
cation devices are included in a LoRaWAN communication
system, and

[0086] the transmission timing specification signal is an
application command.

(Supplementary Note 7)

[0087] The control device according to Supplementary
note 4, wherein the transmission control unit executes the
transmission control of transmitting the timing distribution
control signal after transmitting a clock synchronization
signal and then establishing clock synchronization between
the network device and the collision-occurrence-estimated
device.

(Supplementary Note 8)

[0088] The control device according to any one of Supple-
mentary notes 1 to 7, wherein the plurality of collision-
occurrence-estimated devices are a plurality of communica-
tion devices having the same allocated channel and data rate.

(Supplementary Note 9)

[0089] A network device including
[0090] the control device according to any one of Supple-
mentary notes 1 to 7.

(Supplementary Note 10)

[0091] A control method of controlling transmission tim-
ings of a plurality of communication devices existing under
a network device and each transmitting a data signal toward
the network device at a transmission period being associated
with each of the communication devices, the control method
including:

[0092] determining a plurality of collision-occurrence-
estimated devices for which transmission collision is esti-
mated to occur due to overlapping of transmission schedule
timings among the plurality of communication devices; and
[0093] executing transmission control of transmitting, to
each of some of the plurality of collision-occurrence-esti-
mated devices, each of a plurality of timing distribution
control signals for distributing transmission timings of the
plurality of collision-occurrence-estimated devices.

(Supplementary Note 11)

[0094] A control program causing a control device which
controls transmission timings of a plurality of communica-
tion devices existing under a network device and each
transmitting a data signal toward the network device at a
transmission period being associated with each of the com-
munication devices, to execute processing of

[0095] determining a plurality of collision-occurrence-
estimated devices for which transmission collision is esti-
mated to occur due to overlapping of transmission schedule
timings among the plurality of communication devices, and
[0096] executing transmission control of transmitting, to
each of some of the plurality of collision-occurrence-esti-
mated devices, each of a plurality of timing distribution
control signals for distributing transmission timings of the
plurality of collision-occurrence-estimated devices.
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(Supplementary Note 12)

[0097] A communication system including:

[0098] a plurality of communication devices existing
under a network device and each transmitting a data signal
toward the network device at a transmission period being
associated with each of the communication devices; and
[0099] the network device which controls transmission
timings of the plurality of communication devices,

[0100] wherein the network device includes

[0101] a determination unit that determines a plurality of
collision-occurrence-estimated devices for which transmis-
sion collision is estimated to occur due to overlapping of
transmission schedule timings among the plurality of com-
munication devices, and

[0102] a transmission control unit that executes transmis-
sion control of transmitting, to each of some of the plurality
of collision-occurrence-estimated devices, each of a plural-
ity of timing distribution control signals for distributing
transmission timings of the plurality of collision-occur-
rence-estimated devices.

[0103] This application is based upon and claims the
benefit of priority from Japanese Patent Application No.
2019-037338, filed on Mar. 1, 2019, the disclosure of which
is incorporated herein in its entirety by reference.

REFERENCE SIGNS LIST

[0104] 1 Communication system
[0105] 10 Control device

[0106] 11 Determination unit
[0107] 12 Transmission control unit
[0108] 20 Network device

[0109] 21 Communication unit
[0110] 22 Storage unit

[0111] 30 Relay device

[0112] 40 Communication device
[0113] 50 Control device

[0114] 51 Determination unit
[0115] 52 Transmission control unit

What is claimed is:
1. A control device which controls transmission timings of
a plurality of communication devices existing under a net-
work device and each transmitting a data signal toward the
network device at a transmission period being associated
with each of the communication devices, the control device
comprising:
hardware including at least one processor and at least one
memory;
determination unit implemented at least by the hardware
and that determines a plurality of collision-occurrence-
estimated devices for which transmission collision is
estimated to occur due to overlapping of transmission
schedule timings among the plurality of communica-
tion devices; and
transmission control unit implemented at least by the
hardware and that executes transmission control of
transmitting, to each of some of the plurality of colli-
sion-occurrence-estimated devices, each of a plurality
of timing distribution control signals for distributing
transmission timings of the plurality of collision-oc-
currence-estimated devices.
2. The control device according to claim 1, wherein the
transmission control unit executes the transmission control
of allocating, from a plurality of data rates whose diffusion
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rates differ from one another, a use data rate to each of some
or all of the plurality of timing distribution control signals,
in such a way that use data rates being associated with the
plurality of timing distribution control signals are distrib-
uted, and transmitting each timing distribution control signal
by use of a use data rate allocated to each timing distribution
control signal.
3. The control device according to claim 1, wherein
the plurality of collision-occurrence-estimated devices
include a collision-occurrence-estimated device being
associated with same transmission period as those of
other collision-occurrence-estimated devices among
the plurality of collision-occurrence-estimated devices,
and a collision-occurrence-estimated device whose
transmission period differs from that of any of other
collision-occurrence-estimated devices among the plu-
rality of collision-occurrence-estimated devices, and

the transmission control unit executes the transmission
control of transmitting the timing distribution control
signal, with, as a trigger, reception of a signal trans-
mitted from the collision-occurrence-estimated device,
before an occurrence timing at which the transmission
collision is estimated to occur.

4. The control device according to claim 1, wherein the
timing distribution control signal is a reconnection instruc-
tion signal requesting the collision-occurrence-estimated
device receiving the timing distribution control signal to
reconnect to the network device, or a transmission timing
specification signal which specifies, for the collision-occur-
rence-estimated device receiving the timing distribution
control signal, a transmission timing of a data signal sched-
uled to be transmitted next, to a timing after a predetermined
time from a timing of receiving the timing distribution
control signal.

5. The control device according to claim 4, wherein

the network device and the plurality of communication

devices are included in a LoRaWAN communication
system, and

the reconnection instruction signal is a force rejoin com-

mand.

6. The control device according to claim 4, wherein

the network device and the plurality of communication

devices are included in a LoRaWAN communication
system, and

the transmission timing specification signal is an appli-

cation command.
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7. The control device according to claim 4, wherein the
transmission control unit executes the transmission control
of transmitting the timing distribution control signal after
transmitting a clock synchronization signal and then estab-
lishing clock synchronization between the network device
and the collision-occurrence-estimated device.

8. The control device according to claim 1, wherein the
plurality of collision-occurrence-estimated devices are a
plurality of communication devices having same allocated
channel and data rate.

9. A network device comprising

the control device according to claim 1.

10. A control method of controlling transmission timings
of a plurality of communication devices existing under a
network device and each transmitting a data signal toward
the network device at a transmission period being associated
with each of the communication devices, the control method
comprising:

determining a plurality of collision-occurrence-estimated

devices for which transmission collision is estimated to
occur due to overlapping of transmission schedule
timings among the plurality of communication devices;
and

executing transmission control of transmitting, to each of

some of the plurality of collision-occurrence-estimated
devices, each of a plurality of timing distribution con-
trol signals for distributing transmission timings of the
plurality of collision-occurrence-estimated devices.

11. A non-transitory computer-readable medium storing a
control program causing a control device which controls
transmission timings of a plurality of communication
devices existing under a network device and each transmit-
ting a data signal toward the network device at a transmis-
sion period being associated with each of the communica-
tion devices, to execute processing of

determining a plurality of collision-occurrence-estimated

devices for which transmission collision is estimated to
occur due to overlapping of transmission schedule
timings among the plurality of communication devices,
and

executing transmission control of transmitting, to each of

some of the plurality of collision-occurrence-estimated
devices, each of a plurality of timing distribution con-
trol signals for distributing transmission timings of the
plurality of collision-occurrence-estimated devices.

12. (canceled)



