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Description
BACKGROUND

Field of the Disclosure

[0001] This application relates to the field of commu-
nications, and more particularly, to mobile wireless com-
munications devices and related methods that use Near
Field Communications (NFC).

Description of the Background

[0002] Mobile communication systems continue to
grow in popularity and have become an integral part of
both personal and business communications. Various
mobile devices now incorporate Personal Digital Assist-
ant (PDA) features, such as calendars, email, address
books, Internet ("Web"), task lists, calculators, memo and
writing programs, media players, games, etc. For exam-
ple, these multi-function devices usually allow users to
send and receive electronic mail (email) messages wire-
lessly and access the internet via a cellular network, wire-
less wide area network (WWAN), and/or a wireless local
area network (WLAN), for example.

[0003] Some mobile devices also incorporate contact-
less card reading technology, and/or Near Field Commu-
nication protocols, antenna, and/or chips to enable such
contactless card reading technology. Near Field Com-
munications (NFC) technology may be used for short-
range communications. NFC may use magnetic field in-
duction to enable communication between electronic de-
vices, including, for example, mobile wireless communi-
cations devices, and to enable communications be-
tween, for example, devices and passive cards, tags, or
the like. NFC communications are typically over short
ranges, such as over distances of a few centimeters or
less, and may be high frequency in nature. These short-
range communications applications may include, for ex-
ample, payment and ticketing, electronic keys, identifi-
cation, device setup service and similar information shar-
ing, by way of non-limiting example.

[0004] An NFC connection may deliver, for example,
data or information related to, for example, phone num-
bers, Uniform Resource Locators (URLs), contact infor-
mation, geo-location, and the like.

[0005] As stated above, NFC technologies may em-
ploy physical or virtual tags, cards, and the like that may
be read from, and/or written to, by NFC-enabled mobile
devices. However, the read/write capabilities of typical
NFC tags may be limited, particularly for physical tags.
As such, NFC information transmitted may be limited to
the small data assets such as those referenced above.
Furthermore, once an NFC-enabled mobile device re-
ceives data assets via NFC, the device needs to display
the assets in an intuitive manner.

10

20

25

30

35

40

45

50

55

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The accompanying drawings illustrate various
aspects and exemplary embodiments of the herein dis-
closed devices, systems, and methods. In the drawings,
like numerals represent like elements, and:

[0007] Figure 1 illustrates coding aspects compatible
for use with an exemplary embodiment of the present
disclosure;

[0008] Figure 2 illustrates a stack architecture for use
with an exemplary embodiment of the present disclosure;
[0009] Figure 3 illustrates coding aspects compatible
for use with an exemplary embodiment of the present
disclosure;

[0010] Figure 4 illustrates communication aspects in
accordance with an exemplary embodiment of the
present disclosure;

[0011] Figure 5 illustrates a stack architecture for use
with an exemplary embodiment of the present disclosure;
[0012] Figure 6 illustrates a stack architecture for use
with an exemplary embodiment of the present disclosure;
[0013] Figure 7 illustrates communication aspects in
accordance with an exemplary embodiment of the
present disclosure;

[0014] Figure 8 illustrates aspects of an NFC capable
device in accordance with an exemplary embodiment of
the present disclosure; and

[0015] Figure 9 illustrates communication aspects in-
volving an NFC capable device in accordance with an
exemplary embodiment of the present disclosure;
[0016] Figure 10illustrates server aspects accordance
with an exemplary embodiment of the present disclosure;
[0017] Figure 11 illustrates communication aspects in-
volving NFC capable devices in accordance with an ex-
emplary embodiment of the present disclosure;

[0018] Figure 12 illustrates a method in accordance
with an exemplary embodiment of the present disclosure;
[0019] Figure 13 illustrates a method in accordance
with an exemplary embodiment of the present disclosure;
[0020] Figure 14 illustrates a method in accordance
with an exemplary embodiment of the present disclosure;
[0021] Figure 15 illustrates a method in accordance
with an exemplary embodiment of the present disclosure;
[0022] Figure 16illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;

[0023] Figure 17 illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;

[0024] Figure 18illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;

[0025] Figure 19illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;

[0026] Figure 20 illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;
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[0027] Figure 21 illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;

[0028] Figure 22 illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;

[0029] Figure 23illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;

[0030] Figure 24 illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;

[0031] Figure 25illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;

[0032] Figure 26 illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;

[0033] Figure 27 illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;

[0034] Figure 28illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;

[0035] Figure 29 illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;

[0036] Figure 30illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;

[0037] Figure 31 illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;

[0038] Figure 32illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;

[0039] Figure 33illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure; and
[0040] Figure 34 illustrates a device display having dis-
play and selectable features in accordance with an ex-
emplary embodiment of the present disclosure;

DETAILED DESCRIPTION

[0041] The figures and descriptions of the disclosure
have been simplified to illustrate elements that are rele-
vant for clear understanding, while eliminating, for the
purposes of clarity and brevity, other elements found in
typical communications, and particularly Near Field
Communications, apparatuses, systems, and methods.
Those of ordinary skill in the art will thus recognize the
other elements and/or steps that are desirable and/or
required in implementing the disclosure. However, be-
cause such elements and steps are well known in the
art, and because they do not facilitate a better under-
standing of the present disclosure, a discussion of such
elements and steps is not provided herein. The disclo-
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sure herein is nevertheless directed to all variations and
modifications to the disclosed elements and steps that
will be known or apparent to those skilled in the art in
light of this disclosure. Of note, like numbers refer to like
elements throughout the disclosure.

[0042] Near Field Communications (NFC) is a bidirec-
tional and short range wireless communication technol-
ogy which may operate at, for example, approximately
13.56 MHz and at a bandwidth of about 2 MHz. Standard
NFC data rates may range from about 106kbps to about
424kbps, and may be used in a variety of operation
modes, including, for example, reader/writer, peer-to-
peer, and card emulation (i.e., where communication oc-
curs between an NFC capable mobile device and a pas-
sive NFC/RFID tag, a second NFC capable mobile de-
vice, or an NFC capable reader). Each NFC operating
mode may use a distinct communication interface, such
as, for example, ISO/IEC 14443, ISO/IEC 18092 and
ISO/IEC 15693, on the radio frequency (RF) layer. An
NFC interaction may occur when an NFC capable device
contacts and/or generates an active field allowing mag-
netic inductive coupling to transfer energy and data be-
tween the NFC devices, or between the NFC device and
the tag/card.

[0043] As used herein, an NFC device may be or in-
clude a multi-function mobile device, and a NFC card/tag
may represent a tag readable by, or understandable to,
an NFC device, except as noted and as will be evident
in light of the disclosure. An NFC device or tag with an
internal power supply is considered active, whereas a
device or tag having no power supply is considered pas-
sive. Passive devices or tags, such as smart cards, for
example, may absorb energy (and receive data) from an
active device through the aforementioned magnetic in-
ductive coupling. Such a passive device or tag, when it
is powered by at least one active device, may communi-
cate and exchange data with the device or other devices.
A tag may also be virtual, such as to indicate particular
operations to a device in the same manner as would a
physical NFC tag.

[0044] The security of NFC transmissions is provided
principally by the relatively short distance such transmis-
sions travel and the relatively low power at which they
are transmitted for physical tags, and the maintenance
of NFC operations within a device for virtual tags. In other
words, the NFC communication link characteristics are
used to limit the ability of third party devices to intercept
a given NFC transmission or operation.

[0045] Further still, NFC capable devices or tags may
include software applications and/or code used to verify
and/or allow for a successful NFC interaction to occur
between at least two devices, or between a device and
atag. Such an application, forexample, may launch when
a certain type of NFC interaction is detected and may
verify that the pairing device or tag is authorized and/or
is of an acceptable type. For example, a user of an active
NFC capable mobile device may wish to ignore any in-
teractions with other mobile devices. Similarly, an NFC
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capable device used for a specific purpose, such as for
reading "smart" cards/tags, for example, may ignore re-
quested interaction from any NFC capable device that is
not recognized as a smart card/tag. Additionally, in
known embodiments, a personal identification number
(PIN) and/or security key or other credentials and/or in-
formation may also be exchanged between a first and
second communications device using NFC, such as for
establishing a wireless communications connection,
such as a Bluetooth connection, a mobile telephone call
or Internet connection, or other wireless connection, by
way of example.

[0046] As mentioned above, physical NFC tags may
be passive or active. In a situation in which an active NFC
capable device is brought within range of a passive tag,
or vice versa, the RF signal created by the active device
generally provides sufficient energy to the tag to allow
the tag to "boot up" and execute the at least one set of
code resident on the tag. Such code may include an al-
gorithm and may initiate a transfer of data to the active
NFC capable device. Although active tags may commu-
nicate together each relying on their own respective pow-
er supply, a passive tag relies on the availability of a
remote power source to initiate any actions, typically an
active NFC device. Further, the data storage and transfer
capabilities of passive tags are typically highly limited.
[0047] Although various types of physical tags may be
created, there are four types of widely accepted tags
(having the designations of Type 1, Type 2, Type 3 and
Type 4), each having a different format and capacity.
Type 1 tags are based on the ISO/IEC 14443 Type A
standard, have read/write capabilities, may be modified
during use, may contain a memory capacity up to 2 kB,
use 16 or 32 bit digital security features, and may have
a communication speed of up to 106kbps. Type 2 tags
are also based on the ISO/IEC 14443 Type A standard,
have read/write capabilities, may be modified during use,
may contain a memory capacity up to 2 kB, generally
lack a security signature, and may have a communication
speed of up to 106 kbps. Type 3 tags are based on the
Sony FeliCa contactless smart card interface, may con-
tain a memory capacity up to 2 kB, and may have a com-
munication speed of up to 212 kbps. Type 4 tags are
compatible with both the ISO/IEC 14443 Type Aand Type
B standards, are pre-configured during the manufactur-
ing stage, are read and/or write only, may contain a mem-
ory capacity up to 32 kB, and may have a communication
speed of up to 424 kbps.

[0048] Physical tags of each type may be coded, that
is, may receive binary code, or the like, for the purpose
of, and to enable, performing the data exchange dis-
cussed above, as will be understood to the skilled artisan.
Thereby, the coding of a tag allows the tag to exchange
data with an NFC-enabfed reading device, i.e., coding
encodes data to be transferred by the tag, as discussed
throughout the disclosure.

[0049] As illustrated in Figs. 1A-C, three coding tech-
niques are most often used when transferring data using
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anNFC capable device, namely NRZ-L, Manchester, and
Modified Miller. In NRZ-L coding, illustrated in FIG. 1A,
a high state during one bit duration refers to a 1 bit and
a low state expresses a 0 bit. NRZ-L coding uses 10%
amplitude shift keyed (ASK) modulation and is compat-
ible with data transfer speeds up to 848 kbps. Manchester
coding, illustrated in FIG. 1B, utilizes the two different
transitions that may occur at the midpoint of a period. A
low-to-high transition expresses a 0 bit, whereas a high-
to-low transition stands for a 1 bit. To achieve these con-
ditions it is sometimes necessary to have a transition at
the middle of a bit period, which may be disregarded.
Manchester coding also 10% ASK modulation and is gen-
erally compatible with data transfer speeds of 106 kbps.
Modified Miller code is characterized by the pauses oc-
curring in the carrier at different positions of a period.
Depending on the information to be transmitted, bits are
coded as shown in FIG. 1C. A high or "1" is always en-
coded in the same way, but a low or "0" is encoded dif-
ferently dependent upon what preceded it. Most mobile
wireless communications devices operate in communi-
cations mode using a modified Miller code and 100%
ASK modulation, with data transfer rates ranging from
212 kbps to 424 kbps. Further details are set forth in the
Mobile NFC Technical Guidelines, Version 2.0, Novem-
ber 2007 by GSMA, the disclosure of which is hereby
incorporated by reference in its entirety.

[0050] An exemplary NFC stack architecture (NFC
stack) used in NFC communications and operations is
illustrated in FIG. 2. An analog protocol 250 may be used
to determine the operating range of an NFC capable de-
vice. A digital protocol 240 may be used to create a suc-
cessful communication environment by establishing, for
example, polling cycles and collision detection, in accord-
ance with industry standards, such as, forexample, those
discussed herein. For example, and in accordance with
the NFCIP-1 standard, responsive to sensing modulation
of an initiator electromagnetic carrier field by the target
device, the initiator device may perform an initial collision
avoidance sequence by transmitting an ATR_REQ (at-
tribute request) command to the target device. Respon-
sive to receiving the ATR_REQ (attribute request) com-
mand, the target device may transmit a response called
ATR_RES (attribute response).

[0051] Tag operations 220 may allow for commands
and instructions to be successfully exchanged with spe-
cific tag types external or internal to the device, and may
enable read/write capabilities with certain protocols ex-
ternal or internal to the device, such as, forexample, NFC
Data Exchange Format (NDEF). As will be appreciated
by those skilled in the art, NDEF is an industry standard
data format for NFC enabled devices.

[0052] Tagoperations 220 may utilize the Record Type
Definition (RTD) of NDEF, which provides a way to effi-
ciently define record formats for applications 210. More
particularly, RTD may consistently follow, in part, a Type
Name Format (TNF) indicator, which may be used to in-
dicate the value of the TYPE field fortag data. Such RTDs
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in the TNF may include, for example, Text RTD (provides
an efficient way to store text strings in multiple languages
by using the RTD mechanism and NDEF format), URI
RTD (provides an efficient way to store Uniform Re-
source Identifiers (URI) by using the RTD mechanism
and NDEF format), Smart Poster RTD (defines an NFC
Forum Well Known Type to put URLs, SMSs or phone
numbers on an NFC tag, or to transport them between
devices, and builds on the RTD mechanism and NDEF
format and uses the URI RTD and Text RTD as building
blocks), Generic Control RTD (provides a simple way to
request a specific action (such as starting an application
or setting a mode) to an NFC capable device (destination
device) from another NFC capable device, tag or card
(source device) through NFC communication), Signature
RTD (specifies the format used when signing single or
multiple NDEF records, defines the required and optional
signature RTD fields, and also provides a list of suitable
signature algorithms and certificate types that can be
used to create the signature), and Media Type RTD (may
specify the type of media), among other formats.
[0053] Non-protocol or non-NDEF applications 230
may be also be included in the TNF convention, and may
include vendor specific applications. These applications
can be of any format and may still be indicated using the
TNF convention, even if not be based on or compatible
with generally accepted protocols, such as NDEF, for
other purposes. In addition, Simple NDEF Exchange Pro-
tocol (SNEP) may be used in NFC communications.
SNEP may allow an application on an NFC capable de-
vice to exchange NDEF messages with another NFC ca-
pable device when operating in peer-to-peer mode. The
protocol may use Logical Link Control Protocol (LLCP)
connection-oriented transport mode to provide a reliable
data exchange.

[0054] Asillustratedin FIG. 3, an NDEF message 310,
as an example, may be composed of one or more records
(R1, R2,...,Rn). The limit for the number of records that
may be encapsulated into an NDEF message may de-
pend upon the application in use and the tag type used,
for example. As illustrated, each message may comprise
of a sequence of records with each record consisting of
at least two parts: a header and a payload. The header
may include anindicator(s) for a variety of elements, such
as payload length, payload type (such as using the TNF
convention), and pay load identification. The payload
length is included in the header is generally four octets
long (although a zero is a valid payload length). Payload
typeindicates the kind of data being carried in the payload
of that record. This may be used to guide the processing
of the payload at the discretion of the controlling appli-
cation. The payload identifier, and optional field, may al-
low applications to identify the payload carried within a
givenrecord. The payload itself may be of one of a variety
of different types: URL, MIME media, or NFC-specific
data type, for example. By way of example, for NFC-
specific data types the payload contents may be defined
in an RTD file, as discussed above.
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[0055] For peer-to-peer communications, as illustrated
in FIG. 4, an exemplary stack architecture is illustrated
in FIG. 5. As discussed above, analog protocol 250 may
be used to determine the operating range of an NFC ca-
pable device. A digital protocol 240 may be used to create
a successful communication environment by establish-
ing, for example, polling cycles and collision detection,
in accordance with industry standards, for example. Fur-
ther, link logic control protocol (LLCP) 550 may facilitate
the transfer of data between two devices engaged in
peer-to-peer communication. The LLCP, in part, may de-
finethe open systemsinterconnection (OSI) datalink pro-
tocol used to support the peer-to-peer communication.
Further, protocols 540 and 530, may include original ven-
dor and/or industry standard protocols and may interact
with exchange protocols 520, which may facilitate the
exchange of messages between the communicating de-
vices and may allow for protocols 540 and/ or 530, for
example, to run over LLCP 550. Each protocol layer may
contain security keys and may be used in an authentica-
tion process initiated between the at least two commu-
nication devices. Further, the application layer 510 may
run on top of each of protocols 540, 530 and 520 and
may include code as described herein.

[0056] NFC capable devices may also operate in a
card emulation mode using similar digital and analog pro-
tocols, in a manner compatible with known industry
standards. Such emulation modes may include proprie-
tary contactless card/tag applications such as payment,
ticketing and access control. FIG. 6 illustrates a simplistic
protocol stack for card emulation, i.e., for tag reading. As
illustrated in FIG. 6, the protocol stack for card emulation
allows card application 610 to ride on analog protocol
250, which may be used to determine the operatingrange
of an NFC capable device, and digital protocol 240, which
may be used to create a successful communication en-
vironment by establishing, for example, polling cycles
and collision detection, in accordance with industry
standards, such as, for example, those discussed herein.
[0057] As illustrated in FIG. 4, a first NFC capable de-
vice 810x may communicate via NFC communication
with at least one other NFC capable device 810y when
the devices are in close proximity to each other. Such
interaction may be considered a peer-to-peer NFC inter-
action between the devices, even though each one of
the devices may have the concurrent ability to commu-
nicate to other NFC capable devices and/or other com-
munication means. For example, as illustrated, NFC ca-
pable device 810y may be engaged in peer-to-peer com-
munication with NFC capable device 810x while commu-
nicating with baseband access 430, which may take the
form of a cellular base station, for example. As will be
appreciated by those skilled in the art, baseband com-
munications may take place using various wireless com-
munication means, such as CDMA, TDMA, FDMA, OFD-
MA, SC-FDMA, and other wireless protocols.

[0058] Similarly, NFC capable device 810x may be
communicatively coupled to a wireless local area network
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WLAN 440, such as a Wireless Fidelity (WiFi) network,
or awireless wide area network (WWAN), such as 3GPP
or 4G Long Term Evolution (LTE) (not shown), for exam-
ple. By way of non-limiting example, and as will be ap-
preciated by those skilled in the art, WiFi is typically de-
ployed as a WLAN that may extend home and business
networks to wireless medium and may follow an IEEE
802.11 standard. A wireless communications connection
may also be established using, for example, short-range
communications subsystems which may include an in-
frared device and associated circuits and components
as described above, or a Bluetooth communications
module, to provide for communication with similarly-en-
abled systems and devices as well as the NFC commu-
nications. By way of further example, the herein disclosed
devices, systems, and methods may utilize any short-
range communications subsystem which enables com-
munication between at least two devices, whether prox-
imate or not, including, for example, at least one server
remote from a first device.

[0059] FIG.7 illustrates an example of two similar wire-
less communications devices 810a, 810b (this embodi-
ment is also applicable in the event devices constitute
device 810a and tag 950, as discussed further below)
that are brought together as a physical movement to-
wards each other into very close proximity or actual phys-
ical contact to provide a simple interface and initiate a
wireless NFC connection. This physical gesture of mov-
ing a device near to or in contact with the other device
provides a simple and lower-powered system and meth-
od of establishing a wireless connection, such as trigger-
ing the Hall Effect, which triggers the NFC, and/or which
could also trigger a Bluetooth or WiFi wireless connec-
tion. In one non-limiting example, each device 810a,
810b is provided with a magnet 724 and an environment
sensor 726, such as a Hall Effect sensor. Each is
matched in a single touch or gesture, also termed a "kiss"
gesture because the two devices 810a, 810b typically
touch or "kiss" each other or are very close and in adja-
cent proximity. An example of this adjacency may be
proximity in the range of about less than 10 or 20 mm,
depending on the strength of the magnets, and in one
example, about 7 mm or less between a tag and one of
the devices, or between the two devices 810a, 810b in
the illustration. The sensor 726 on each device is aligned
to the magnet on the respective other device, as illustrat-
ed in FIG. 7. One device’s sensor senses ("sees") the
other’'s magnet via the Hall Effect, and a signal or voltage
variation from the sensor is transmitted to a processor,
which activates a Near Field Communication (NFC) cir-
cuit and communicates with the other device using the
protocol of the NFC Stack. The devices can then read
data from each other using NFC. Communications pro-
tocol data for a wireless connection, such as the Blue-
tooth connection, can also be obtained based on data
received using the NFC connection. For example, PIN
numbers and security keys could be exchanged using
NFC to establish a Bluetooth connection.
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[0060] As will be explained in detail below, a commu-
nications device 810a may likewise establish communi-
cation with a passive peripheral, such as a tag, by touch-
ing the device to the passive magnetic tag (NFC tag 950
in this example), thus initiating a NFC connection with
the peripheral. As used herein, a passive magnetic tag,
magnetic tag, or simply tag may refer to any of a variety
of different devices, including NFC tags, RF ID tags, or
other data storage devices with limited transmit capabil-
ity. If the tag 950 is blank, the tag may be programmed
by device 810a in some cases. If the tag is already pro-
grammed, the communications device 810a may read
information from the tag, which may lead to further action.
For example, if the tag is associated with a printer, the
communications device can run a print job on the printer,
as discussed further below.

[0061] A non-limiting example of various functional
components that may be used in the exemplary mobile
wireless communications device 810 is further described
in the example below with reference to FIG. 8. Device
810 illustratively includes a housing 8120, a keypad
8140, inputs 8106, 8108, 8112, and outputs, such as out-
put 8106, display 8160 and speaker 8110. The output
8160 may comprise a display, which may comprise a full
graphic LCD, and/or may be touch sensitive as an input
device. Ifthe display is a touch-activated display, the key-
pad 8140 may not be necessary. Other types of output
devices may alternatively be used.

[0062] A processor 8180, which may apply the special-
ized algorithms discussed throughout, and/or which may
operate in conjunction with a specialized processor (not
shown) in applying the algorithms, is contained within the
housing 8120 and may be coupled between the keypad
8140, other inputs 8106, 8108, 8112, and outputs, such
as outputs 8106, 8110 and display 8160. This processor
8180 is typically a microprocessor chip contained on a
circuit board in the housing 8120. The processing device
8180 controls the operation of the display 8160, as well
as the overall operation of the mobile device 810, in re-
sponse to received information and inputs, such as in
response to actuation of keys on the keypad 8140 by the
user.

[0063] In addition to the processing device 8180, mo-
bile device 810 includes a wireless communications sub-
system 8101 comprising a transmitter 8152 and general
antenna 8156, receiver 8150 and general antenna 8154,
and digital signal processor (DSP) 8158; a short-range
communications subsystem 8102, which may or may not
have dedicated antenna systems for short-range as-
pects; specialized memory device 8116, memory device
8118 and various other device subsystems 8121. The
mobile device 810 s, in this example, a two-way RF com-
munications device having voice and data communica-
tions capabilities using RF circuitry. In addition, the mo-
bile device 810 has the capability to communicate with
other computer systems via the Internet. For example,
device 810 may communicate with one or more servers
such as Internet servers via RF subsystems 8101 and
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the associated components, including web module
8130e, and further via the short-range communications
subsystem 8102, such as via web module 8130e. System
8102 includes, for example, a Bluetooth communications
module for establishing a Bluetooth wireless connection,
and other communications modules, such as an infrared
modules or devices, WiFi circuits and modules, and as-
sociated components and circuits that may also form part
of the RF circuitry.

[0064] Operating system software executed by the
processing device 8180 may be stored in a persistent
store, such as the memory 8116, or may be stored in
other types of memory devices, such as aread only mem-
ory (ROM) or similar storage element. In addition, system
software, specific device applications, or parts thereof,
may be temporarily loaded into a volatile store, such as
the random access memory (RAM) 8118. Communica-
tions signals received by the mobile device may also be
stored in the RAM 8118, and data received, such as for
an application, the operating system, etc., may be stored
in memory 8116.

[0065] The processing device 8180, in addition to its
operating system functions, may enable execution of
software applications and modules 8130A-8130N stored
at least partially on the device 810. A predetermined set
of applications that control basic device operations, such
as data and voice communications 8130A and 8130B,
may be installed on the device 810 during manufacture.
A Near Field Communications module 8130C is also in-
stalled as illustrated. Further, application modules may
include native and non-native modules for security
8130D, Web interaction 8130E, social interactions or ap-
plications, and the like.

[0066] The NFC communications module 8130C, as a
software module, may cooperate with NFC controller
(which may itself include hardware, software, and
firmware) 8132a and with the microprocessor 8180, such
as through the memory 8116. Additionally, NFC commu-
nications module may, in embodiments, provide the re-
sponsive operability to tag reads/writes, whether virtual
or physical, by interacting with other modules and apps
to effect tag data, and/or to obtain or write tag data. Such
other modules may particularly include web module
8130E, PIM module 8130F, and other software modules
8130N (such as apps and video players, by way of non-
limiting example). The microprocessor 8180 may also
cooperate with the NFC module 8130c (which may in-
clude the smart tag application discussed hereinthrough-
out), and with the NFC subsystem 8132, which may in-
clude an NFC chip or chips that comprise NFC controller
8132a and antenna 8132b that may communicate with
another device or tag 950, as discussed herein. The NFC
communications module 8130C may allow the micro-
processor to control the NFC subsystem 8132, which
may be tuned to about 13.56 MHz, and/or the display
8160 and memory stores 8116, 8118.

[0067] The NFC chip may be, for example, a PN531
microcontroller-based transmission module from the
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Phillips Semiconductor Branch of Koninklijke Phillips
Electronics N.V. When the NFC chip is a PN531 module,
the NFC chip 8132a may include analog circuitry and a
contact list Universal Asynchronous Receiver Transmit-
ter (UART), a core and a set of host interfaces. The an-
alog circuitry may include an output driver, an integrated
demodulator, a bit decoder, a mode detector and an RF-
level detector. The contact list UART may include ele-
ments for data processing, Cyclical Redundancy Check-
ing (CRC), parity generation, framing generation and
check bit coding and decoding. The core typically in-
cludes an 80C51 microcontroller, 32 Kbyte of ROM and
one Kbyte of RAM. A set of host interfaces may interface
with the microprocessor and interface according to such
known standards as 12C, serial UART, SPI and USB.
[0068] Thereisalsoillustrated a magnetic sensor 8134
that may act as a Hall Effect sensor and that may be
communicatively connected to the microprocessor 8180.
Itincludes the various components that operate as a Hall
Effect sensor, including any necessary coils or other cir-
cuits. There is also illustrated a magnet 8135 that, in one
exemplary implementation, is formed as an electromag-
net and operates with the microprocessor 8180 to allow
a different communications pathway using electromag-
netic energy that is changed to correspond to changing
data. Thus, although the electromagnet 8135 operates
similarly to other magnets in the mobile wireless commu-
nications devices in FIG. 4 and FIG. 9, it may operate, in
one example, to form another communications protocol
pathway. This electromagnet 8135 may have a plurality
of different functions, including working as an active or
passive device in association with other components of
the device 810, as illustrated. For example, when the
electromagnet 8135 is used in place of an installed mag-
net (non-electromagnetic) in the devices of FIG. 7, a
pulse of energy is delivered to the Hall Effect sensor in
the other device. The other device receiving the pulse
may accordingly activate the NFC circuit. A WiFi connec-
tion, for example, in the alternative may be established
ifan NFC and/or Bluetooth connection is not established.
Other software modules 8130N may include, for exam-
ple, software that interoperates with the magnetic sensor
8134 and any magnet or electromagnet 8135 or other
magnetic circuitry that are included within the overall
electromagnet 8135.

[0069] An accelerometer 8137 and an analog/digital
converter 8138 may be connected to the microprocessor
8180 as illustrated, and may allow another implementa-
tion of the NFC automatic tag detection (and automatic
peer-to-peer detection). The accelerometer 8137 recog-
nizes the tapping of a communications device against a
tag or another device, thus recognizing at least one vi-
bration. Instead of using the Hall Effect sensors and mag-
nets to wake up the NFC circuit, the circuit uses tap rec-
ognition, for example, in the form of a vibration sensor
and accelerometer in this example. It should be under-
stood that when the device is tapped against another
object, for example, an NFC tag as illustrated in FIG. 9,
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aprofileis generated as a matter of certain accelerometer
parameters being met or exceeded. If the profile is com-
pared against a known tap profile, it will wake the NFC
circuit and initiate communication. In other embodiments,
the accelerometer may be part of a motion sensor sys-
tem, and other motion sensor systems other than an ac-
celerometer may be used such as a cadence sensor or
cadence detection system.

[0070] In addition, a personal information manager
(PIM) application module 8130F may be or include a na-
tive module installed during manufacture. The PIM is ca-
pable of organizing and managing data items, such as
email, contacts, calendar events, voice mails, appoint-
ments, and task items. The PIM application is also ca-
pable of sending and receiving data items via a wireless
network. The PIM data items are seamlessly integrated,
synchronized and updated via the wireless network with
the device user’s corresponding data items, such as may
be stored in the cloud or as may be associated with a
host computer system, for example.

[0071] Communication functions, including data and
voice communications, may be performed through the
communications subsystem 8101, and/or through the
short-range communications subsystem 8102, which
may be part of the circuitry contained in device 810. The
specific design and implementation of the communica-
tions subsystems 8101 and 8102 is dependent upon the
communications network in which the mobile device 810
is intended to operate.

[0072] The communication functions may, as refer-
enced above, be carried out by data module 8130b, voice
module 8130a, and web module 81304, including at the
instruction of NFC module 8130c in accordance with the
disclosed embodiments, with security for these commu-
nications, such asinthe granting of access to PIM module
8130f, overseen by security module 8130d. As such, se-
curity module 8130d may include one or more native or
non-native security applications, including anti-virus/an-
ti-malware applications or functions, and protection of
PIM information via applications or functions, during ex-
ternal interactions, may occur via NFC or via the Web,
for example. Accordingly, security module 8130d may
allow for degrees of security in interacting with other de-
vices, such as the aforementioned tags, and/or other de-
vices such as servers (herein defined to include any de-
vice acting as an Internet, intranet, extranet, or other pub-
lic or private network node, host, server, or the like), and
particularly with devices or aspects of a device that en-
able the occurrence of communication exchanges by the
device occur over a network, such as the Internet.
[0073] A server architecture is illustratively shown in
FIG. 10 and may include an infrastructure model which
may place fault tolerance concerns within a software lay-
er to provide, among other things, load balancing both
internal and external to the cloud, thus allowing for more
intelligent resource allocation, and a reduction in hard-
ware needs, which may reduce costs and downtime is-
sues, and which may increase communication efficien-

10

15

20

25

30

35

40

45

50

55

cies (including the speed of communication). In general,
the provisioning of a server may include at least one node
server running at least one Cloud OS, for example.
Through access as described herein, devices such as,
for example, laptops, servers, desktops, active ones of
tags 950, tablets, mobile devices 1010, and device 810,
may communicate with the at least one node server to
obtaininformation/data as may be indicated by the device
NFC module 8130C, and/or as may be indicated to the
NFC communications module 8130C by a tag 950 or by
another mobile device. The server may include applica-
tions for such things as, for example, monitoring systems
(for both content and service), content, collaboration, se-
curity modules, communications modules, and/or atleast
aspects of native/non-native applications. The server ar-
chitecture may also include the provisioning of at least
one of the following resources: database, queue, runt-
ime, identity and object storage, for example. Further still,
and as discussed herein, a server may include infrastruc-
ture including, for example, at least one of the following:
aprocessor, block storage, a network and a node server.
[0074] In embodiments discussed herein, and as illus-
trated above with respect to FIG. 9, a physical NFC tag
may be read by a reader device (also referred to herein
as a "reader"}, and/or written to by a writing device. The
device may read or write data or information from or to
the NFC tag, wherein the data or information may typi-
cally notinclude large volume data orinformation. A read-
er device may react accordingly based, at least in part,
on information resident on the NFC tag. Further, a device
may similarly read from or write to a virtual tag internal
to the device, and/or may read from or write to a NFC
communications module on another mobile device, such
as via a camera-read of a bar code by the other device,
or the like.

[0075] In FIG. 11, illustrated is a schematic network
diagram showing a network that may include a plurality
of mobile devices 810a, 810b, 810c, at least one NFC
tag 950, and a communicative connection indicated by
a physical or virtual tag from at least two of the reading
devices 810a, 810b to at least one server 1306. The mo-
bile devices of FIG. 11 may be any mobile devices known
to those skilled in the art, such as those discussed above,
and particularly, by way of non-limiting example, the
Blackberry Bold 9900.

[0076] More particularly, and as illustrated in the net-
work diagram of FIG. 11, a device 810c may interact with
the NFC tag 950, and may obtain therefrom information
and data. For example, the device may read the limited
dataresident on NFC tag 950, and may be pointed there-
by to a server 1306 having associated therewith richer
information and data assets. For example, high volume
data may thus be delivered from NFC tag 950 to reading
devices 810a, 810b, such as viacommunicative link 1108
from the server to a reader device. Such a pointer for
high volume data may be, for example, a URL, i.e., an
Internet Protocol (IP) address or a like data link.

[0077] The disclosed embodiments may be operable
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using active or passive NFC tags. As used herein, an
active tag is an NFC tag capable of operating pursuant
to its own power. Conversely, a passive tag is one that
operates responsive to the providing of an electric field
from a reader device. Further, for the purposes of the
instant discussion, tags may also be switchable between
active and passive, such as responsive to the presence
of a particular reader in proximity to the tag.

[0078] Moreover, tags, as used herein, may include
physical NFC tags and virtual tags (hereinafter also col-
lectively referred to as "tags"), which virtual tags may
reside within a device and which, although not necessar-
ily read from or written to a physical NFC tag, may be
treated by the device as a read from or write to an NFC
tag. That s, a virtual tag is a tag that may be organically
read or written internal to the device, or that may result
from the reading of a physical tag, or thatmay be intended
to ultimately be written to a physical tag. For example,
although a virtual NFC tag may not interact with NFC
Subsystem 8132 in FIG. 8, the actions undertaken in ac-
cordance with the data and information read from or writ-
ten to a virtual NFC tag may interact with, or cause inter-
action with, the remaining elements and systems of de-
vice 810 of FIG. 8 in the same manner as would be ef-
fectuated by a read from or write to a physical NFC tag,
including interacting with NFC module 8130c, and with
other modules out inputs/outputs of device 810 at the
direction of NFC module 8130c.

[0079] Further, the NFC tag 950 in the exemplary em-
bodiments may be any tag known to those skilled in the
art, including but not limited to NFC tags, radio frequency
identification ("RF ID") tags, 2D barcode tags, 3D bar-
code tags, QR code tags, holographic tags, or the like,
that are capable of being read by a reading device. Ac-
cordingly, in particular exemplary embodiments and
where noted herein, tags may also include one or more
of the foregoing when provided from one mobile device
to another, such as in the embodiments of FIGs. 4 and
7, and as discussed further below.

[0080] By way of non-limiting example, and as refer-
enced above, mobile device 810 includes NFC transceiv-
er module 1832, and an associated application or appli-
cations 8130A-N, including NFC communications mod-
ule 8130C, suitable for interactions with physical or virtual
smart-tags, smart accessories, and other NFC enabled
devices. That is, an NFC smart tag application(s) may
form part of NFC communications module and may in-
teract externally to device 810, such as through the afore-
discussed NFC transceiver subsystem 8132, with one or
more tags, and may interactinternally to device 810, such
as via microprocessor 8180, with other aspects and mod-
ules of device 810.

[0081] By way of non-limiting example, certain Black-
berry® devices from Research in Motion Limited of On-
tario, Canada, are equipped with an embedded, native
Smart Tag application suitable for obtaining the small
amounts of data typically stored in an NFC tag, such as
in conjunction with the data of the tag being stored in a
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memory 8116, 8118, wherein the Smart Tag application
(i.e., NFC module 8130C) may provide for display on the
device display 8160 of certain of the data that is read/
written/stored in relation to the tag. As used herein, a
native application is, as would be understood by those
skilled in the art, an application designed for use on a
particular device or platform. Further, an embedded ap-
plication, as used herein and as would be understood by
those skilled in the art, is an application embedded in the
operating system for a particular device or platform. Al-
though certain of the examples discussed herein may be
made in reference to embedded and/or native tag reading
and display applications, those skilled in the art will ap-
preciate in light of the disclosure, that the embodiments
described may similarly be employed with non-native
and/or non-embedded NFC reading and display applica-
tions.

[0082] The data or information stored and/or displayed
by the tag application(s) may include, as discussed
throughout, information suitable to create and display a
categorization/log of tags read and/or written, and/or a
categorization/log of the reference point and/or channel
indicated by the tag information/data that is read or writ-
ten. In an example introduced hereinabove, a Bluetooth
speaker system may have a smart-tag associated there-
with that contains Bluetooth pairing information. The NFC
tag reading application may detect the smart-tag in the
Bluetooth system via the NFC subsystem 8132, and may
indicate via the display to the user that pairing has been
initiated, whereafter the mobile device’s audio output
may be sent to the Bluetooth speakers. Further, the pair-
ing information, or a pointer to the pairing information if
stored on a remote server (such as in the cloud), may be
stored in a categorized log of tags read, such as for sub-
sequent display to the user. Accordingly, at a future time,
the user may select the data for that tag, which has been
stored, and perform the pairing anew, without need to re-
read the tag. This may be advantageous at leastbecause
physical NFC tags are typically designed to transfer small
amounts of data over short distances from the tag to the
mobile device, physical tags may be limited to transmit-
ting data such as the discussed Bluetooth pairing infor-
mation, a web address wherefrom a user may retrieve
additional information, such as may be indicated from a
smart poster tag, geo-location information, contact infor-
mation, and/or identification information, such as for a
smart-dock.

[0083] Data transfer from an NFC tag may be limited
in size and transfer rate, for example due to the limitations
of the NFC tag’s transmitter and the NFC tag'’s storage
capability in comparison with, for example, common
Bluetooth or WiFidevices. Consequently, the embedding
of rich media, such as images, video, and the like on
standard physical NFC tags may be inefficient, imprac-
tical, or even impossible. Accordingly, the simultaneous
display of a variety of different tag reads and writes per-
formed by a mobile device’s NFC tag application may be
of limited use.
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[0084] However, the NFC module 8130C may allow
for separation, categorization, and logging, such as for
display 8160, of downloaded information and data. This
enhances the usefulness of storing tag reads and writes
for later use no longer in proximity to the physical tag.
Such an NFC module 8130C (which may operate, for
example, in conjunction with a tag logging application
and/or other applications and modules 8130N) may, for
example, visually divide and categorize/log the read or
written tag information, and may include information
stored at a location identified by a tag pointer, for exam-
ple, comprising rich visual assets, such as large images,
videos, games, streaming, and the like, including infor-
mation that is targeted for presentation by other instan-
tiated applications, such as video players or third party
gaming apps. Conversely, the categorized and/or logged
tag information may simply be the information that was
conveyed to or from the tag itself, i.e., simple data and/or
small data assets typical of NFC tag transactions, such
as contact information, pricing, phone numbers, or the
like.

[0085] As such, in some embodiments, the NFC mod-
ule 8130C may direct storage of tag data and information
(e.g., comprising simple tag data assets and/or pointers/
indicators from a tag of large data assets not suitable for
storage on a physical tag) in an internal tag log record
that may point to the storage location of data assets for
retrieval by a smart tag application. The tag log may thus
point to local, on-device storage for certain data assets,
and/or may point to addressing stored internally that
leads to rich data assets stored remotely.

[0086] Thelogged assets may be displayed to the user
in an easily recognizable format, such as by file folders,
image tiles, color coding, recognizable icons for tag type,
combinations thereof or the like. Thereby, the user may
select a desired asset from the log stored on the device,
without rescanning any physical tags associated with the
logged tag. The NFC module 8130C may then execute,
or cause the execution of, device actions responsive to
the information that was read from the tag and logged.
[0087] Forexample, a"smart" movie poster containing
an NFC tag promoting a movie, such as "The Descend-
ants" by way of non-limiting example, may point to an
official movie site, such as http://www.foxsearchlight/th-
edescendants/. A moviegoer may scan the poster tag
with his or her mobile device, which may respond by
launching a web browser and accessing the movie site
and the large, rich data assets associated with the movie
that are stored at that address. Thereby, the moviegoer
may easily access trailers, presentation posters, movie
stills, reviews, actor biographies, and the like. Thereatfter,
the user’s mobile device may store, such as in an on-
board virtual tag, the foregoing address, and may present
to the user, such as in a tile format, a link to The De-
scendants movie website. For example, the tile may have
a thumbnail picture associated therewith, such as may
have been displayed as a Fox Search Light upon reading
the physical tag, or as may have been conveyed to the
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device upon accessing the web address designated by
the physical tag. The thumbnail picture may be, for ex-
ample, a movie still with associated text indicating the
movie title, so thatthe user may later simply and intuitively
select the tile to gain access to the rich media regarding
the movie, without having to access the physical smart
poster tag. Pursuant to the user selecting the movie tile,
the mobile device may be directed to the foregoing web
address, and may download, stream, or otherwise view
the associated large assets without having had to down-
load those large assets from the web address obtained
from the physical NFC tag upon the initial read. In other
words, at the application presentation layer, the data ac-
quired from the NFC tag may be combined with rich or
simple presentation data in a seamless and automatic
fashion for later selection and display by the user.
[0088] Thus, all tags that have been read/created by
a device may be displayed to a user, such as in a cate-
gorized log, for ready access by the user to obtain the
data associated with the tag, or to be directed to aremote
location to obtain the data associated with the tag. Tags
may be organized by default or selectively sorted, for
example, based on particular categories, search fea-
tures, content, creator, or the like. For example, tag con-
tentmay be color coded, such aswherein phone numbers
are displayed under a green category, web-links and lo-
cations in a purple category, applications in a blue cate-
gory, and so on. Such categorization may be done on-
line or off-line, wherein off-line occurs without cellular
coverage.

[0089] FIG. 12 is a flow diagram illustrating a method
1200 of characterizing tags according to the foregoing
exemplary embodiments. As illustrated, at step 1202 a
physical tag may be read or written. At step 1204, infor-
mation regarding the tag, such as its tag type or content,
may be discerned, such as by reference to the aforemen-
tioned NDEF formatting (i.e., by reviewing the overhead
information associated with the data) or by parsing (i.e.,
by reviewing the payload information associated with the
data). At step 1206, the discerned information may be
used to log, categorize, and store the tag, such as into a
particular category. The log may indicate, for example,
a type of the tag data (i.e., text, audio, still picture, video,
geo-location [at/long, web address, remote or local, etc.),
the content of the tag data (i.e., a game, a movie, contact
information, etc.), the formatting of the data, the file size
of the assets associated with the tag, the creator of the
tag and/or of the data assets, commonality of one or more
search features with other tags, or the like.

[0090] At step 1208, the logged data may be categor-
ically presented to the user on a device display in a man-
ner indicative of the category and/or content of the tag.
By way of non-limiting example, video tags may be one
color, phone tags another; or video tags may have asso-
ciated therewith a film icon, and phone or contacts tags
may have associated therewith a telephone handset
icon; or games may all be placed in a folder together
labeled "Games," or all games by the same creator may
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be placed together in a folder labeled with the name of
the creator, or labeled with mini-thumbnails of stillimages
from one or multiple or all games in the folder.

[0091] In such categorization embodiments, algo-
rithms may be employed for detecting and interpreting
tag categories and types. Standard format reads, such
as using the NDEF standard formatting, may be em-
ployed to identify data record types in text, overhead,
meta tags, or the like, among others. For example, the
TNF field value may be employed to indicate the structure
of the value of the data type for the data associated with
a tag. The TNF field may be, for example, the standard
NDEF 3 bit field with values defined in accordance with
said NDEF specification. As referenced above, the type
may be indicative of a category, which category may be
indicated by color coding, icons, such as wherein a tel-
ephone icon indicates a phone number data read from
an NFC tag, pictures, audio, or the like that is associated
with the tag data, text or file folder indicators, or combi-
nations thereof, by way of non-limiting example.

[0092] Additionally and alternatively, the NFC data
may be parsed to determine the type or content of the
data, such as to allow for placement of the data into a
display category. Whether the tag data is categorized
based on the TNF field, or by parsing, categorization of
the tag may allow for sorting or searching of tags, group-
ing of tags together, such as in afile folder, such as based
on information regarding the tag data, and the like.
[0093] In some embodiments, tag data may include a
location, such as, for example, a URL or location in stor-
age external to the device, that may contain presentation
information which may be used to represent the tag to
the user. For example, the presentation information may
include a thumbnail or other image. In other words, in
some embodiments, tag data may include one or more
data items, such as a phone number, location, etc. as
discussed above and an additional data item specifying
a location from which presentation information may be
retrieved.

[0094] In some embodiments, the grouping of tags
could be done for movements in and out of buildings,
banking transactions, and displayed for example in plac-
es other than the NFC tag application (e.g. the inbox, a
banking or location application that tracks user activity).
In that and other grouping examples, a "dynamic place-
holder" could be used that is representative of the last
tag read (showing info such as date, time, transaction
type, location, etc.). The placeholder could be dynami-
cally updated with the last tag action (or transaction /
location logged).

[0095] In an embodiment relevant to a personal ac-
cess/banking application, an NFC-enabled mobile elec-
tronic device may be used for personnel access (i.e. to
access a secure location, such as a building). For exam-
ple, the device may communicate a security code to an
NFC-equipped security controller located outside of a
building. The security code can include a series of alpha-
numeric characters, and in some embodiments the se-
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curity code may be encrypted to provide enhanced se-
curity. The security controller may grant personnel ac-
cess if the security code is valid, and denies personnel
access if the security code is invalid. In this embodiment,
the device may store a log of all NFC interactions with
personnel access systems. These logs can be catego-
rized and displayed under a’personnel access’ category.
[0096] Inanotherembodiment, the device maybe used
for payments. For example, the device may communicate
a credit card number to an NFC-equipped point-of-sale
terminal in a store. The purchase is approved if the credit
card is valid and there is sufficient credit available. Alter-
natively, a debit card may be used, and the purchase
may be approved if there are sufficient funds in the ac-
count. In this embodiment, the device may store a log of
all NFC interactions with point-of-sale terminals. These
logs can be categorized and displayed under a ’purchas-
es’ category.

[0097] In some embodiments, categorized NFC-relat-
ed interactions of the mobile device can be displayed in
applications other than the NFC application. For exam-
ple, NFC interactions under the 'purchases’ category can
be displayed in a money management application; NFC
interactions under the 'personnel access’ category can
be displayed in a travel application; or all NFC interac-
tions can be categorically displayed in a unified inbox
application, for example.

[0098] FIG. 13 is a flow diagram illustrating an exem-
plary embodiment of a method 1300 of parsing tag data
for categorization and display on a device. For example,
and as illustrated in FIG. 13, in a parsing embodiment
the tag data may be received and logged, including over-
head and payload portions of the data, at step 1302. The
payload information received from the tag may be parsed
to determine its data type, or, the data at an address
pointed to by the tag data may be parsed to determine
its data type, at step 1304. For example, the parser may
identify specific text strings, markers, or the like in the
payload or referenced data, and use a lookup table to
determine the data type. Based on the type of data, the
appropriate category for the content and/or type of the
item may be determined at step 1306. The logged infor-
mation may be displayed to the user at step 1308. Fur-
ther, the payload information may also optionally be dis-
played at step 1310. For example, if the received payload
is location data, then the reading device may categorize
the received information in the geo-location category
(step 1306), may display, for example, a tile, icon or folder
indicative of the information in category (step 1308), and
may retrieve and display a map of the indicated location
(step 1310).

[0099] In an additional example, if the received data is
a web page address, then the device may retrieve the
web page, and may parse and display the web page, as
well as associating the web page with the proper category
as parsed in a thumbnail format, wherein subsequent
accessing of the thumbnail on the display indicates the
device to open the web browser and surf to the corre-
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spondent page that was indicated by the by the tag. For
example, a thumbnail service may be used to obtain
graphics to represent a website URL, a Google Maps
picture may be used to represent a particular location, a
brand trademark or icon of an application may be used
if the parsed data suggests that the tag directs to an ap-
plication or type of application, a picture of a particular
person may be fetched if the suggested category is con-
tacts/email/phone (the picture may be, for example, from
either from the present device contacts or from a social
network), the first frame or title frame of a video from
YouTube or a theatrical release may be fetched and dis-
played as a framed icon, and so on.

[0100] More particularly, when the user accesses the
representation of the NFC tag data, such as by selecting,
touching, or the like, the NFC smart-tag application/NFC
module 8130C may invoke an included or associated ap-
plication handler that assesses and launches the appro-
priate other application (such as a video player) 8130N
to manipulate/display the content associated with the tag
data. Those skilled in the art may recognize, in light of
the discussion herein, that a user may wish to share the
data from a tag. In such embodiments, and as illustrated
with respect to FIG. 14, in a sharing method 1400 the
user may be enabled to select, such as from categories
and/or via search, a particular item, such as based on
the displayed icon of that item (or those items, if a group
is selected), at step 1402. Thereafter, the user may indi-
cate, such as by selection from a menu associated with
the selected item, that an externally readable indicator,
such as a barcode, be displayed in association with the
selected item, at step 1404. The displayed indicator may
allow a second user device to use a barcode reading
application to read the indicator/barcode at step 1406,
and accordingly obtain the same information known to
the original user’s device from the underlying tag.
[0101] As referenced above, irrespective of the man-
ner of categorization of tag information, it may be pref-
erable that like tag data/content be grouped together,
such as in a folder. A method 1500 of grouping is illus-
trated in FIG. 15. In such embodiments, tags and/or tag
data may be grouped based on a particular factor or fac-
tors at step 1502, such as having been read from a single
NFC tag, as having been written to the same tag, as being
indicative of the same data source and/or creator, as be-
ing of the same data type, such as all games, as being
"favorites" or frequently used, as having the same or sim-
ilar content, or the like. Once grouped, the items may be
displayed as a group at step 1504, such as in a folder,
all on the same tiled page, or the like. Further, the group
may receive a category coding, such as a particular icon
or color as discussed above, to indicate the common fac-
tor that binds the group, at step 1506. Accordingly, certain
operations, such as the sending of the data items, or the
making available to second users such as via a barcode
read, may be performed on an entire group simultane-
ously at step 1508. For example, upon reading an NFC
tag, the reading device may receive a phone number, a
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location, and a web address of a particular restaurant.
These three data items may then be displayed categor-
ically together as a group using a single foldericon, based
on the fact that the three data items were read from the
same NFC tag.

[0102] Inan embodiment, when a group folder item is
tapped, all records within the group may be displayed
separately, such as being displayed as independent tiles
on the same display page. For example, a game tag fold-
er may have several different games associated in it.
Accessing the game tag folder may accordingly display
a group of all of the games with that game tag indicator.
In an additional example, a hotel tag may provide a phone
number, a location, and a website address, all of which
may be displayed as a group within a folder indicative of
that hotel. As would be appreciated by the skilled artisan,
the aforementioned NDEF standard includes multiple in-
dicator fields that may readily allow for this categorization
of items having certain individual fields together into a
group for display, such as for display within the same
folder. Likewise, groups may be created using data pars-
ing, as discussed above.

[0103] In an exemplary embodiment, a plurality of in-
teractions may be available for execution by the smart-
tag application(s) 8130C. For example, the application
may permit a user to retain a log of physical and virtual
tags read and written, which log may include data from
a tag, or pointers to data/content obtainable based on
the data from a tag. Likewise, a log may be maintained
for QR codes or barcodes read/written by the device,
which log may be maintained in the same manner as a
tag log, and as discussed hereinthroughout.

[0104] Further, the smart-tag application/NFC module
8130C may allow a user to create tags, such as a tag
having data associated therewith of type of URL, email,
SMS, text, phone, application (such as app world appli-
cations for Blackberry), and geo location, by way of non-
limiting example. Tags thus created may be placed in the
tag log. The smart tag application 8130C may interface
with NFC subsystem 8132 to allow a user device to write
a logged tag to a physical tag. Moreover, a logged tag
may be marked as a favorite and/or may be searchable,
which may allow for quick filtering of the tag log. Addi-
tionally, the smart tag application 8130C may allow for
the locking of a physical tag, which locking may prevent
further writing to the tag (such locking may be reversible
or irreversible). Yet further, a smart-tag application may
allow a user to share content to a tag, or to share content
with other device users.

[0105] For example, and as illustrated in the screen
shot of FIG. 16, the tag log may display tags, such as
may be displayed by categories, on the display output
8160 of device 810. Such a display may include, for ex-
ample, a segmented header, which may allow a user to
switch between all tags, certain categories of tags, fa-
vorite tags, and the like. Each tagmay include information
regarding the tag. For example, each tag may reference
the title of the tag, the content of the tag (email, URL, or
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the like), and/or may include a standard icon for that type
of tag for inclusion in the log. Tagged data that does not
have corresponding category information, such as tag
data that is lacking an icon, may be displayed using a
place holder, such as if no image is available.

[0106] Further, and as shown in FIG. 16, a user may
be enabled to create a new tag from a base display within
smart tag application 8130C, which new tag may be add-
ed tothe tag list, and/or which later may be used to create
a new physical tag using NFC subsystem 8132. Yet fur-
ther, and as also shown in FIG. 16, the user may be
enabled to search for particular tags, categories, or the
like. The search feature may follow standard in-app
search, as will be apparent to those skilled in the art.
[0107] Additionally, and as shown in FIG. 16, a user
may be enabled to scan or display a barcode, such as
to allow for the sharing of tags as discussed above with
respect to FIG. 14 and as shown in the exemplary device
interactions of FIGs. 4 and 7. For example, actuation of
the scanned barcode feature may allow the user to select
atag, whereupon the barcode indicative of that tag’s data
may be displayed on the user’s device. Thereafter, a sec-
ond user may invoke a camera viewer to scan said bar-
code in order to obtain the desired tag data.

[0108] Asillustratedin FIG. 17, a user may be enabled
to navigate to additional overflow menu options, such as
by actuating an arrow to move to a right menu from the
then-currently displayed menu. Overflow menu options
may include, for example, block tag, which allow a user
to prevent additional data from being written to a physical
tag owned by or associated with that user and that user’'s
tag log. Moreover, the overflow menu may allow the user
to select multiple tags, such as to group tags for display,
or to permit for multiple deletions and/or multiple shar-
ings.

[0109] As illustrated in the screen shots of FIGs. 18A
and 18B, a user may execute a tag creation option from
the main display of FIG. 16 or from the overflow menu of
FIG. 17, and upon this execution a tag creation wizard
may be presented. The wizard may provide, for example,
a template to allow for creation of a tag. The tag created
may be saved, such as to the user’s tag log. Correspond-
ingly, a user may cancel a tag creation, such as by ac-
tuating a cancel button if data has been entered, or a
user may actuate a back button to move backwards in
the process of tag creation.

[0110] Further, the tag creation wizard may allow a us-
er to select, such as via a drop-down menu, among sev-
eral different tag types, which may include phone, email,
SMS, text, URL, app world, geo location, or custom.
Moreover, the content fields selectable in the tag wizard
may be dependent upon the tag type and may likewise
be selected from a drop-down, for example. The content
fields may include, by way of non-limiting example, a title,
phone number, email address, email subject, email mes-
sage, SMS message, body text, browser linked URL, an
app world or app store link URL, latitude value, or longi-
tude value.
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[0111] As illustrated in FIGs. 19A and 19B, upon ac-
tuation of a search mechanism, the user may be present-
ed with a search display page. In such an embodiment,
the segmented header may be removed in order to allow
for search features. For example, the search feature may
allow a user to search a tag log categorically, by tag title,
by tag type, by content, or the like. In exemplary embod-
iments, the search feature may be a free-form text
search. In the example illustrated, the user has searched
for all tags in the tag log having a type "email". Corre-
spondingly, alltags having associated therewith an email
aspect are displayed in the search window, including
email address tag data, contacts (PIM) tag data (which
may include photographs), and the like, etc. Further,
standard search expansion options may be available at
the bottom of the search page, thereby allowing for ex-
pansion of search options to device searches, universal
searches or web searches, by way of non-limiting exam-
ple.

[0112] As illustrated in FIGs. 20A, 20B and 20C, a
barcode display and/or scan feature may be provided on
or in association with the log page. For example, upon
actuating a "scan barcode" button, a display may be gen-
erated with a camera viewer. For example, such adisplay
may take up the entire device display screen, and may
have, approximately in the center thereof, a square, such
as a colored square, such as a red square, to allow the
user to center a barcode for target reading. Once the
barcode is scanned, tag data associated therewith may
be used to generate a tag display and/or to generate an
entry into the tag log, which inclusion of the newly
scanned tag in the tag log, including the category and
related data information of the tag reads, is illustrated in
FIG. 20C.

[0113] FIGs. 21A, 21B and 21C illustrate the locking
of a physical tag. As illustrated, the user may select to
"lock tag" from a menu, such as from the overflow menu.
Thereafter, adisplay may be provided instructing the user
to elect whether or not to lock the subject tag. Responsive
to the presentation of this display, the NFC reader/writer
circuitry and transmitter of NFC subsystem 8132 may be
enabled. Finally, the user may be returned to the tag log
once the locking has been completed successfully.
[0114] Asillustrated in FIG. 22, a plurality of tag data
items, which may include data stored locally and data
indicated from a tag read remotely, may be categorically
displayed in the tag log. Correspondingly, a single tag
may be selected from the tag log, whereupon the tag will
be opened using the default application needed to obtain
and execute the tag data. Interactions may include, for
example, an email tag that may open with a composed
view for default personal email. The email tag may pre-
populate the addressee, subject and/or body, if so de-
fined by the tag data. However, the subject email may
not be sent immediately, but rather may be sent only
upon direction by the user. Likewise, an SMS tag may
open, and may include a composed view for SMS. The
SMS tag may cause pre-population of the addressee
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and/or SMS body, if so defined by the tag. The SMS tag
may not cause immediate sending of a generated SMS.
Similarly, a URL tag may cause the opening of an on-
board browser, and the browser may be directed to open
the page specified by the tag. Further, a phone tag may
open in a phone dialer, and may cause pre-population
of the phone number indicated by the tag. However, the
subject phone number may not be dialed until an instruc-
tion to do so by the user. A geo tag may open in a map
application, a webpage, or the like, whereupon the ad-
dress specified by latitude, longitude values may be
shown. A text tag may open in a text app, with the text
and/or text document displayed. An app world or app
store tag may be opened in the app world or in the app
store, and the user device may be directed to the subject
app product page of the app indicated by the tag read.
[0115] As illustrated in FIG. 23, further tag related app
actions may be made available by a crosscut, such as
using an actuatable side-bar menu. For example, such
actions may include write to physical tag, which allows
the user to write the selected tag to a physical tag using
the NFC antenna 8132b. Furtherincluded may be an edit
tag feature, which allows the user to edit the data fields
for the selected tag. Also included may be "mark as fa-
vorite", which allows the user to add the tag to a favorites
list. The user may also be enabled to delete a tag, such
as by putting the tag into a trashbin.

[0116] Asisillustratedin FIGs. 24A, 24B and 24C, and
as discussed above, a tag may be shared. Such sharing
may occur upon a direction from a base menu, and/or
from a sidebar menu, for example. As shown, the user
may actuate a share feature, whereupon the user may
be shown a standard share user interface. The user may
select the tag log from the share list in order to enable
sharing of the smart tags within the tag log. Upon selec-
tion of a smart tag to share from the smart tag log, and
as illustrated in FIG. 24C, the user may be shown a pre-
view of the tag and content to be shared, and instructions
on how to share the tag. The user may be enabled to
choose to show an indicator, such as a barcode, to a
fellow user in order to allow the sharing to occur, such
as wherein the second user receiving the share may ex-
ecute a barcode scan to obtain the tag data as discussed
above. Upon selection of the sharing by a barcode fea-
ture, the device may display the barcode related to the
tag to be shared, as illustrated in FIG. 24D.

[0117] As illustrated in FIGs. 25A and 25B, a tag may
be edited, such as based on an actuation from a base
display menu or from a sidebar menu, by way of non-
limiting example. As shown, upon selection of an edit tag
feature and a subject tag, a display may be provided with
a form template for editing the selected tag. Available
edits may include, by way of non-limiting example, drop-
down edits, free form text edits, search, texts, tag types,
and the like. As shown, a user may elect to save edits,
cancel edits, or go back to a prior screen.

[0118] As is shown in FIGs. 26A and 26B, not only
may the user edit a tag, but a user may delete a tag. For
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example, a tag may be selected, followed by selection
of a deletion item, such as a trash can icon. Upon such
an actuation, the user may or may not be asked to confirm
the deletion. Upon deletion, the user may be returned to
a tag log grid view such as with the deleted tags now
removed from the log.

[0119] FIGs. 27 - 34 illustrate a plurality of embodi-
ments in which a categorical tag log is displayed to the
user to allow for the foregoing interactions with the tag
log. For example, FIG. 27 illustrates tags related to prod-
ucts, an email tag, a plain text tag, a telephone tag, and
an instant message tag. FIG. 28 illustrates a game tag,
a telephone tag, a geo location tag, a product tag, and a
contacts tag of a particular fellow user.

[0120] FIG. 29 shows a search feature in conjunction
with several tags in the tag log, including several group
category tags. As shown, groups include all tags related
to Solstice Restaurant, all four tags related to Blackberry
devices, and all six tags of games created by Electronic
Arts (EA) gaming.

[0121] FIG. 30 shows a drill down to the plurality of
tags in the tag log that are appended in the EA gaming
group tag of FIG. 29. For example, the group shown is
thus all Electronic Arts games, and additional tags also
falling within this category and/or group may be later ap-
pended to the subject group from the screen of FIG. 30,
as indicated by way of example in the lower portion of
the illustrated display. Likewise, FIG. 31 illustrates all
travel tags included within a travel group shown in FIG.
29. Additional travel tags may be appended to this group,
as discussed above.

[0122] FIG. 32 shows an additional embodiment,
wherein the categories may not be indicated by groups
or colors, but rather may be driven by icon indicators. In
the illustrated embodiment, telephone tags are provided
in a line tile format and are indicated by a telephone icon,
and URL tags are likewise provided in a line tile format
and are indicated by a web browser icon.

[0123] Insuch embodiments, and as discussed above
with reference to a tiled and/or colored categorized tag
log display, a tag may be readily created from a line tile
display view. In such embodiments, a pop-up menu may
be actuated, such as is shown in the lower portion of FIG.
33, wherefrom "Create Tag" may be selected. Thereafter,
the user may select a tag type, responsive to which se-
lection the user may be provided with a template in order
to generate the tag data, such as a reference URL at
which the tag data is located and from which data may
be obtained upon a tag read. This is shown in the exem-
plary illustration of FIG. 34. Those skilled in the art will
appreciate that such a smarttag read need not be a phys-
ical tag read, but rather may include virtual tag constitut-
ing a reading of the tag from the tag log on board the
device, which reading of the tag from the tag log may or
may not correspond to a previously read physical tag.
[0124] While the systems and methods disclosed here-
in have been discussed in relation to Near Field Com-
munication technology, it should be understood that
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same systems and methods may be applied to other tech-
nology which may be similar in some respects such as,
for example, other forms of short range communication
technology, barcodes or the like.

[0125] In related aspects, the apparatuses disclosed
may include additional processor components, which
may be in operative communication with other compo-
nents via buses or via similar communication coupling.
The respective processors may effect some or all of the
processing of, and/or the initiation and/or scheduling of,
the processes and/or functions performed by the electri-
cal components discussed throughout.

[0126] In otherrelated aspects, exemplary apparatus-
es as described herein may include additional radio
transmitter/receiver components. The apparatuses may
also include or include additional network interfaces
and/or network controllers (not shown) for connecting to
one or more network entities. The disclosed apparatuses
may optionally include additional components for storing
information, such as, for example, amemory device/com-
puter readable medium, or other computer readable me-
dium such as a magnetic or optical drive. Such computer
readable media may be operatively coupled to the proc-
essor(s), memory component(s), or other components
of the apparatuses, such as via busses or the like. Such
data storage components may be adapted to store com-
puter readable instructions and data for affecting the
processes and behavior of the components described in
each of the apparatuses, and subcomponents thereof,
and/or the processors, and/or the methods disclosed
herein. The memory components described herein may
retain instructions for executing functions associated with
various components of the apparatuses. While shown as
being distinct from the memory and processing compo-
nents, it is to be understood that one or more of the other
components may be realized within or in cooperation with
the memory and processing components illustrated. It is
further noted that the components shown may comprise
their own respective processors, electronic devices,
hardware devices, electronic sub-components, logical
circuits, memories, software codes, firmware codes, etc.,
or any combination thereof.

[0127] Information and signals discussed herein may
be represented using any of a variety of techniques. More
particularly, data, instructions, commands, actions, infor-
mation, signals, or symbols that may be referenced here-
in may be realized using, or may atleastin part represent,
voltages, currents, electromagnetic waves, magnetic
fields or particles, optical fields or particles, or any com-
bination thereof.

[0128] Further, the various illustrative logical blocks,
modules, circuits, methods and algorithm steps de-
scribed in connection with the herein disclosed devices,
systems, and methods may be implemented using spe-
cialized or general purpose electronic hardware and/or
software. Because the devices, systems, and methods
described herein may be implemented in a variety of
manners and constructions, the various illustrative com-

10

15

20

25

30

35

40

45

50

55

15

ponents, blocks, modules, circuits, and steps have been
described above generally in terms of their functionality.
Whether such functionality is implemented in hardware
alone or in combination with software or the like (e.g.,
firmware) depends upon the particular application, skill
of the artisan, and design constraints imposed on the
overall system.

[0129] The various illustrative logical blocks, modules,
and circuits described herein may be implemented or per-
formed using one or more processors, digital signal proc-
essors (DSPs), application specific integrated circuits
(ASICs), field programmable gate arrays (FPGAs) and/or
other programmable logic devices, discrete gates or tran-
sistor logic, discrete hardware components, or any com-
bination thereof capable of implementing the methods
and algorithms and performing the functions described
herein. A general-purpose processor may be a micro-
processor, but in the alternative, the processor may be
or include any conventional processor, controller, micro-
controller, or state machine. A processor may also be
implemented as a combination of computing devices,
e.g., a combination of a DSP and a microprocessor, a
plurality of microprocessors, one or more microproces-
sors in conjunction with a DSP core, or any other such
configuration.

[0130] Software modules discussed herein may reside
in RAM memory, flash memory, ROM memory, EPROM
memory, EEPROM memory, registers, hard disk, a re-
movable disk, a CD-ROM, or any other form of volatile
or non-volatile solid state, magnetic, optical, or other
processor or computer readable data storage medium
known in the art. An exemplary storage medium is cou-
pled to the processor such that the processor can read
information from, and write information to, the storage
medium. In the alternative, the storage medium may be
integral to the processor. The processor and the storage
medium may reside in an ASIC. The ASIC may reside in
a user terminal. In the alternative, the processor and the
storage medium may reside as discrete components in
a user terminal.

[0131] Ifthe designs herein are at least partially imple-
mented in software, the functions may be stored or trans-
mitted as one or more instructions or code in a non-tran-
sitory manner on or using atleast one computer-readable
medium. Computer-readable media may include both
computer storage media and communication media, in-
cluding any medium that facilitates transfer of a computer
program, action, or other computer readable data from
one place to another. A storage medium may be or in-
clude any medium that can be accessed and processed
by a general purpose or special purpose computer. Also,
any connective hardware may be considered to be within
the scope of a computer-readable medium. For example,
if information is transmitted from a website, server, or
other remote source using a coaxial cable, fiber optic
cable, twisted pair, digital subscriber line (DSL), or wire-
less technologies such as infrared, radio, microwave, or
the like, then the coaxial cable, fiber optic cable, twisted
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pair, DSL, or wireless technologies such as infrared, ra-
dio, microwave, or the like may be included in the defi-
nition of medium.

[0132] Additionally provided herein are a series of par-
ticular exemplary applications and/or embodiments illus-
trative of the applicability of aspects of the herein dis-
closed devices, systems, and methods in a variety of
contexts. As will be appreciated in light of the instant dis-
closure, the disclosure is not limited to these examples,
but rather is inclusive of all embodiments for which the
illustrative aspects described herein may be realized.
[0133] Those of skill in the art will appreciate that the
herein described systems and methods may be subject
to various modifications and alternative constructions.
There is no intention to limit the scope of the disclosure
to the specific exemplary embodiments, applications,
and/or constructions described herein. Rather, the herein
described devices, systems and methods are intended
to cover all modifications, alternative constructions, and
equivalents falling within the scope and spirit of the
claimed invention and its equivalents.

Claims
1. An electronic device, comprising:

a memory associated with at least one micro-
processor, the computer storage operable to
store data reads associated with a plurality of
Near Field Communication (NFC) tags;

a NFC module operable to group ones of the
plurality of tags based on at least one commo-
nality of the group;

a display device operable to display the group
to subject the group to user action.

2. Thedevice of claim 1, wherein the commonality is a
content of the tags.

3. Thedevice of claim 1, wherein the commonality is a
type of the tags.

4. The device of claim 1, wherein the commonality is a
provider of the tags.

5. A method of subjecting a group of Near Field Com-
munication (NFC) tags to an action, comprising:

receiving reads of a plurality of tags;

grouping ones of the plurality of tags based on
at least one commonality of the tags;
displaying the group on a display device to sub-
ject the group to the action.

6. The method of claim 5, wherein the commonality is
a content of the tags.
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The method of claim 5, wherein the commonality is
a type of the tags.

The method of claim 5, wherein the commonality is
a provider of the tags.
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