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AUDIO SYSTEM WITH DIGITAL MICROPHONE

Technical Field

Embodiments described herein relate to methods and devices for controlling an audio

system that includes a digital microphone.

Background

Many devices include microphones, which can be used to detect ambient sounds. In
particular, many devices include digital microphones, in which a signal generated by an

audio transducer is sampled in order to form a digital output audio signal.

Audio signals generated by microphones can be used in many ways. For example,
audio signals representing speech can be used as the input to a speech recognition
system, allowing a user to control a device or system using spoken commands. Itis
common to use speaker recognition systems in conjunction with speech recognition
systems. A speaker recognition system can be used to verify the identity of a person
who is speaking, and this can be used to control the operation of the speech

recognition system.

As an illustration of this, a spoken command may relate to the personal tastes of the
speaker. For example, the spoken command may be “Play my favourite music”, in
which case it is necessary to know the identity of the speaker before it is possible to

determine which music should be played.

As another illustration, a spoken command may relate to a financial transaction. For
example, the spoken command may be an instruction that involves transferring money
to a specific recipient. In that case, before acting on the spoken command, it is
necessary to have a high degree of confidence that the command was spoken by the

presumed speaker.

One attempt to defeat a speaker recognition system is to record the speech of an
enrolled user, and to play back that recorded speech so that it is detected by the
speaker recognition system. It is therefore advantageous for the speaker recognition

system to be able to determine whether speech that it has detected is recorded, rather
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than live. Ifitis able to determine that speech that it has detected is recorded, then it

can take suitable action, such as deciding not to act on the received command.

It is known that many sound recording and playback systems are rather poor at
reproducing frequencies that are outside the normal range of human hearing, for
example in the ultrasound range. Therefore, itis known that live speech generally has

more significant components in the ultrasound range than recorded speech.

Summary

According to a first aspect of the invention, there is provided a method of operation of
an audio system, the method comprising:

receiving an audio signal from a digital microphone, wherein the digital
microphone comprises an analog-digital converter having a controllable sampling rate;

in response to a determination that first speech is present in the received audio
signal:

controlling the sampling rate of the analog-digital converter in the digital
microphone such that the audio signal has a first sample rate; and

applying said audio signal to a spoof detection circuit, and

in response to a signal indicating that the first speech has ended in the received
audio signal:

controlling the sampling rate of the analog-digital converter in the digital
microphone such that the audio signal has a second sample rate lower than the first

sample rate.

According to a second aspect of the invention, there is provided an audio processing
circuit, comprising:

an input for receiving an audio signal from a digital microphone, wherein the
digital microphone comprises an analog-digital converter having a controllable
sampling rate;

wherein the audio processing circulit is configured for:

in response to a determination that first speech is present in the received audio
signal:

controlling the sampling rate of the analog-digital converter in the digital

microphone such that the audio signal has a first sample rate; and
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applying said audio signal to a spoof detection circuit, and

in response to a signal indicating that the first speech has ended in the received
audio signal:

controlling the sampling rate of the analog-digital converter in the digital
microphone such that the audio signal has a second sample rate lower than the first

sample rate.
According to a third aspect of the invention, there is provided a computer program

product, comprising machine readable code containing instructions for causing an

audio processing circuit to perform a method according to the first aspect.

Brief Description of Drawings

For a better understanding of the present invention, and to show how it may be put into

effect, reference will now be made to the accompanying drawings, in which:-

Figure 1 illustrates an example smartphone.

Figure 2 is an example schematic diagram, illustrating the form of the smartphone.

Figure 3 is an example flow chart illustrating a method of analysing an audio signal;

Figure 4 illustrates the method of Figure 3, in use;

Figure 5 illustrates a further method, in use;

Figure 6 is a first example block diagram illustrating an audio system including a digital

microphone; and

Figure 7 is a second example block diagram illustrating an audio system including a

digital microphone.

Detailed Description of Embodiments
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The description below sets forth example embodiments according to this disclosure.
Further example embodiments and implementations will be apparent to those having
ordinary skill in the art. Further, those having ordinary skill in the art will recognize that
various equivalent techniques may be applied in lieu of, or in conjunction with, the
embodiments discussed below, and all such equivalents should be deemed as being

encompassed by the present disclosure.

The methods described herein may be implemented in a wide range of devices and
systems. However, for ease of explanation of one embodiment, an illustrative example

will be described, in which the implementation occurs in a smartphone.

Figure 1 illustrates one example of a device in which the system may be embodied,
namely a smartphone 10, having a microphone 12 for detecting ambient sounds. In
normal use, the microphone is of course used for detecting the speech of a user who is

holding the smartphone 10 close to their face.

Figure 2 is a schematic diagram, illustrating the form of the smartphone 10.

Specifically, Figure 2 shows various interconnected components of the smartphone 10.
It will be appreciated that the smartphone 10 will in practice contain many other
components, but the following description is sufficient for an understanding of

embodiments of the present disclosure.

Thus, Figure 2 shows the microphone 12 mentioned above. In certain embodiments,
the smartphone 10 is provided with multiple microphones 12, 12a, 12b, etc. As
described in more detail below, the or each microphone may be a digital microphone,
in which a signal generated by a transducer is applied to an analog-digital converter, in

order to produce a digital audio output signal from the microphone.

Figure 2 also shows a memory 14, which may in practice be provided as a single
component or as multiple components. The memory 14 is provided for storing data

and program instructions.

Figure 2 also shows a processor 16, which again may in practice be provided as a
single component or as multiple components. For example, one component of the

processor 16 may be an applications processor of the smartphone 10.
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Figure 2 also shows a transceiver 18, which is provided for allowing the smartphone 10
to communicate with external networks. For example, the transceiver 18 may include
circuitry for establishing an internet connection either over a WiFi local area network or

over a cellular network.

Figure 2 also shows audio processing circuitry 20, for performing operations on the
audio signals detected by the microphone 12 as required. For example, the audio
processing circuitry 20 may filter the audio signals or perform other signal processing

operations.

In this embodiment, the smartphone 10 is provided with voice biometric functionality,
and with control functionality. Thus, the smartphone 10 is able to perform various
functions in response to spoken commands from an enrolled user. The biometric
functionality is able to distinguish between spoken commands from the enrolled user,
and the same commands when spoken by a different person. Thus, certain
embodiments of the present disclosure relate to operation of a smartphone or another
portable electronic device with some sort of voice operability, for example a tablet or
laptop computer, a games console, a home control system, a home entertainment
system, an in-vehicle entertainment system, a domestic appliance, or the like, in which
the voice biometric functionality is performed in the device that is intended to carry out
the spoken command. Certain other embodiments relate to systems in which the voice
biometric functionality is performed on a smartphone or other device, which then
transmits the commands to a separate device if the voice biometric functionality is able

to confirm that the speaker was the enrolled user.

In some embodiments, while voice biometric functionality is performed on the
smartphone 10 or other device that is located close to the user, the spoken commands
are transmitted using the transceiver 18 to a remote speech recognition system, which
determines the meaning of the spoken commands. For example, the speech
recognition system may be located on one or more remote server in a cloud computing
environment. Signals based on the meaning of the spoken commands are then

returned to the smartphone 10 or other local device.

In other embodiments, a first part of the voice biometric functionality is performed on

the smartphone 10 or other device that is located close to the user. Then, as described
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in more detail below, a signal may be transmitted using the transceiver 18 to a remote

system, which performs a second part of the voice biometric functionality.

One attempt to defeat a voice biometric system is to record the speech of an enrolled
user, and to play back that recorded speech so that it is detected by the speaker
recognition system. This is referred to as a “replay attack” or as a “spoofing” attack. It
is therefore advantageous for the speaker recognition system to be able to determine
whether speech that it has detected is recorded, rather than live. If itis able to
determine that speech that it has detected is recorded, then it can take suitable action,

such as deciding not to act on the received command.

It is known that many sound recording and playback systems are rather poor at
reproducing frequencies that are outside the normal range of human hearing, for
example in the ultrasound range. Therefore, itis known that live speech generally has

more significant components in the ultrasound range than recorded speech.

In order to be able to determine whether a received audio signal contains significant
ultrasound components, the received audio signal must have a relatively wide
bandwidth.

Therefore, in order to be able to detect ultrasound components in an audio signal that
is received from a digital microphone, the digital microphone needs to operate with a
sufficiently high sampling rate, that is, it needs to be clocked at a high enough rate, to
ensure that the higher frequency components have been received. The digital
microphone of a smartphone is generally required to operate in an “always-on” manner,
so that the microphone is able to detect when a user speaks a trigger phrase that is

used to activate certain functionality of the phone from a sleep state.

However, operating the digital microphone of a smartphone in an “always-on” manner,
with the high sampling rate required to detect ultrasound components of the sound,
would involve a relatively high power consumption that may be unacceptable, thus

making it unattractive to detect replay attacks in this manner.

In accordance with embodiments described herein, it is proposed to adjust the clock
rate of a digital microphone. For most of the time, the digital microphone is clocked at a

relatively low rate, that has an acceptably low power consumption, but that is sufficient
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to recover speech from the detected audio signal. However, when it is determined that
a trigger phrase has been spoken, the digital microphone clock rate is switched to a
much higher speed, allowing the wide-bandwidth anti-spoofing detection process to be
performed on the signal that is subsequently received, which may for example be the

signal representing a command spoken following the trigger phrase.

Figure 3 is a flow chart, illustrating a method of operation of an audio system. The
method may be performed by a dedicated audio processing chip in the smartphone 10,

or may be performed in one or more general purpose processing chip.

The method is performed continuously while the system is in operation. However, for
convenience, Figure 3 shows the method starting at a particular point in time, by
performing step 60, namely receiving an audio signal from a digital microphone,
wherein the digital microphone comprises an analog-digital converter having a

controllable sampling rate.

During this phase, the sampling rate of the analog-digital converter may be a standard
sampling rate, which is chosen to be sufficiently high that it is possible to detect speech
in the resulting digital signal with a high degree of reliability, but is also chosen to be
sufficiently low that the digital microphone can operate with this sampling rate in an
always-on manner, without increasing the power consumption of the device to an

unacceptable degree.

For example, the standard sampling rate may be in the range 200kHz to 1MHz, with

768kHz or 800kHz as typical values.

At step 62, a determination is made as to whether first speech is detected in the
received audio signal. When the method is performed by a dedicated audio processing
chip in the smartphone 10, the determination of step 62 may be performed in that
dedicated audio processing chip, or may be performed in another audio processing

chip, with a suitable indication being sent to the dedicated audio processing chip.

In some embodiments, the first speech may be any speech. In other embodiments, the

first speech may be a predetermined trigger phrase.
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If it was determined in step 62 that the first speech is not detected in the received audio
signal, the method returns to step 60, and to monitoring the received signal. If it was
determined in step 62 that the first speech is present in the received audio signal, the
method passes to step 64, in which the sampling rate of the analog-digital converter in

the digital microphone is controlled such that the audio signal has a first sample rate.

The first sampling rate is chosen to be sufficiently high that it is possible to perform the
wide-bandwidth anti-spoofing detection process described above to be performed on

the signal that is subsequently received.

That is, the first sampling rate is chosen to be sufficiently high that it is possible to
detect ultrasound components in the resulting digital signal with a high degree of
reliability. Although this higher sampling rate increases the power consumption, the
device will typically spend only a small fraction of the time operating with the higher
sampling rate, so that it does not increase the overall power consumption of the device

to an unacceptable degree.

For example, the first sampling rate may be in the range 1MHz to 8MHz, with 2.4MHz

or 4. 8MHz as typical values.

In step 64, the audio signal is applied to a spoof detection circuit, where the ultrasound
components of the audio signal are examined, in order to determine whether it is likely
that the received audio signal contains live speech, or whether it is likely that it

represents speech that has been recorded and played back.

Meanwhile, in step 68, it is determined whether a signal is generated or received,
indicating that the first speech has ended in the received audio signal. If it has not, the
process returns to step 64. That is, the sampling rate of the analog-digital converter is

maintained at the first sampling rate.

However, if it is determined at step 68 that the signal is generated or received,
indicating that the first speech has ended in the received audio signal, the process
passes to step 70, in which the sampling rate of the analog-digital converter in the
digital microphone is controlled such that the audio signal has a second sample rate

that is lower than the first sample rate. This second sampling rate may be the standard
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sampling rate mentioned above, in the range 200kHz to 1MHz, with 768kHz or 800kHz

as typical values.

In addition, in certain embodiments of the method illustrated in Figure 3, the received
audio signal is applied to a controllable decimator to generate a decimated audio
signal. In response to a determination that the first speech is detected in the audio
signal, the decimator is controlled such that the decimated audio signal has a
predetermined sample rate. In response to a determination that the first speech has
ended, the decimator is controlled such that the decimated audio signal has the same

predetermined sample rate.

Thus, regardless of whether a high sample rate signal is generated for use by the spoof
detection block, a constant sample rate audio signal is also generated, and this audio
signal can then be used for any suitable purpose, for example for speaker detection
and/or speech detection processes, and/or for transmission over the telephone network

when the device is being used to make a phone call.

This predetermined sample rate may be the range 10kHz to 60kHz, with 16kHz or

24kHz as typical values.

Figure 4 illustrates the operation of this system, in one embodiment.

Specifically, the top line 80 of Figure 4 shows the words being spoken by a user; the
second line 82 illustrates the output of a trigger phrase detection block; the third line 84
shows the sampling rate of the digital microphone; and the fourth line 86 illustrates the

operation of the controllable decimator.

Thus, when the user starts speaking at time t41, the sampling rate of the analog-digital
converter in the digital microphone is being controlled such that the output audio signal
of the digital microphone is a 1-bit signal with the second sampling rate described with
reference to Figure 3. In this illustrated embodiment, the second sampling rate is
800kHz.
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In addition, the audio signal is being applied to a controllable decimator, which is
operating with a decimation factor of 50, so that the decimated audio signal is a 16-bit

or 24-bit signal with a sample rate of 16kHz.

When it is determined at time t42 that the user has spoken a predetermined trigger
phrase (in this case, “Hi phone”) that is used to activate certain functionality of the
phone, the sampling rate of the analog-digital converter in the digital microphone is
controlled such that the output audio signal of the digital microphone is a 1-bit signal
with the first sampling rate described with reference to Figure 3. In this illustrated

embodiment, the first sampling rate is 4.8MHz.

This means that, when the user is speaking the command that follows the
predetermined trigger phrase (in this case, “Order me a pizza”), a high bandwidth
version of the relevant audio signal is available, and this can be used to perform any
processes that are involved with detecting whether the detected speech is the result of
a replay attack, for example by examining the ultrasound components of the received
audio signal, but at least by examining components of the received audio signal at
frequencies that could not be examined in detail from a version of the signal with the

second sampling rate.

In addition, the controllable decimator is controlled, so that it starts operating with a
decimation factor of 300, and so that the decimated audio signal remains a 16-bit or

24-bit signal with a sample rate of 16kHz.

When it is determined at time t43 that the user has finished speaking, the sampling rate
of the analog-digital converter in the digital microphone is controlled such that the
output audio signal of the digital microphone reverts to the second sampling rate

described with reference to Figure 3, namely 800kHz in this illustrated embodiment.

In addition, as before, the controllable decimator is controlled such that it operates with
a decimation factor of 50, so that the decimated audio signal remains a 16-bit or 24-bit

signal with a sample rate of 16kHz.
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In an additional mode of operation, in some embodiments, the microphone may be
clocked at a rate that is even slower than the second sampling rate while there is no

audible speech, in order to reduce the power consumption still further.

In these embodiments, the method of Figure 3 further comprises attempting to detect
any speech in the decimated audio signal. When no speech is detected in the
decimated audio signal, the sampling rate of the analog-digital converter in the digital
microphone is controlled such that the audio signal has a third sample rate that is lower

than the second sample rate.

The third sampling rate is chosen to be sufficiently high that it is possible to detect the
presence of speech in the resulting digital signal with a high degree of reliability, but is
also chosen to be sufficiently low that the digital microphone can operate with this
sampling rate in an always-on manner, without increasing the power consumption of

the device to an unacceptable degree.

For example, the third sample rate may be in the range 50kHz to 400kHz.

As before, when the sampling rate of the analog-digital converter in the digital
microphone is controlled such that the audio signal has the third sample rate, the
controllable decimator is controlled such that the decimated audio signal still has the

predetermined sample rate.

In this case, when speech is not detected in the decimated audio signal, the audio

signal may be filtered before application to the controllable decimator.

Figure 5 illustrates the operation of these embodiments of the system.

Specifically, the top line 90 of Figure 5 shows the words being spoken by a user; the
second line 92 illustrates the output of an activity detection block; the third line 94
illustrates the output of a trigger phrase detection block; the fourth line 96 shows the
sampling rate of the digital microphone; and the fifth line 98 illustrates the operation of

the controllable decimator.
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In this case, until the user starts speaking at time t51, the sampling rate of the analog-
digital converter in the digital microphone is being controlled such that the output audio
signal of the digital microphone has the third sampling rate described above. In this

illustrated embodiment, the third sampling rate is 160kHz.

In addition, the audio signal is being applied to a controllable decimator, which is
operating with a decimation factor of 10, so that the decimated audio signal is a 16-bit

or 24-bit signal with a sample rate of 16kHz.

Then, when the start of the user’s speech is detected at time t51, the sampling rate of
the analog-digital converter in the digital microphone is controlled such that the output
audio signal of the digital microphone has the second sampling rate described with
reference to Figure 3. In this illustrated embodiment, the second sampling rate is
800kHz.

In addition, the controllable decimator, to which the audio signal is being applied, is
controlled to operate with a decimation factor of 50, so that the decimated audio signal

remains a 16-bit or 24-bit signal with a sample rate of 16kHz.

When it is determined at time t52 that the user has spoken a predetermined trigger
phrase (in this case, “Hi phone”) that is used to activate certain functionality of the
phone, the sampling rate of the analog-digital converter in the digital microphone is
controlled such that the output audio signal of the digital microphone has the first
sampling rate described with reference to Figure 3. In this illustrated embodiment, the

first sampling rate is 4.8MHz.

This means that, when the user is speaking the command that follows the
predetermined trigger phrase (in this case, “Order me a pizza”), a high bandwidth
version of the relevant audio signal is available, and this can be used to perform any
processes that are involved with detecting whether the detected speech is the result of
a replay attack, for example by examining the ultrasound components of the received
audio signal, but at least by examining components of the received audio signal at
frequencies that could not be examined in detail from a version of the signal with the

second sampling rate.
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In addition, the controllable decimator is controlled, so that it starts operating with a
decimation factor of 300, and so that the decimated audio signal remains a 16-bit or

24-bit signal with a sample rate of 16kHz.

When it is determined at time t53 that the user has finished speaking, the sampling rate
of the analog-digital converter in the digital microphone is controlled such that the
output audio signal of the digital microphone reverts to the second sampling rate

described with reference to Figure 3, or to the third sampling rate.

In addition, as before, the controllable decimator is controlled so that the decimated

audio signal remains a 16-bit or 24-bit signal with a sample rate of 16kHz.

Figure 6 is a block diagram illustrating functional blocks in the audio processing

system.

Specifically, Figure 6 shows a system 120, which includes a digital microphone circuit
122, a separate circuit 124 for performing actions associated with detecting a replay
attack on a voice biometric system, and a processor 126. When the system 120 forms
part of a smartphone, tablet computer, smart speaker, or the like, the processor 126

may for example be an applications processor or a codec.

In a system as shown in Figure 2, the digital microphone circuit 122 may correspond to
one of the microphones 12, 12a, 12b shown in Figure 2; the processor 126 may
correspond to the processor 16 (for example the applications processor of the
smartphone 10) or the audio processing circuitry 20; and the replay attack detection
circuitry circuit 124 may be provided as part of the processor 16 or the audio
processing circuitry 20, or may be provided as a separate circuit to which the relevant

one of the microphones 12, 12a, 12b is connected.

The digital microphone circuit 122 includes a microphone transducer 130, a suitable
pre-amplifier 132, and an analog-digital converter 134. The sampling rate of the
analog-digital converter 134, and hence the sample rate of a digital signal output from
the digital microphone circuit 122 at an output 136, are controllable, as discussed in

more detail below.
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The control of the sampling rate of the analog-digital converter 134, as mentioned
above, may be achieved by sending the required clock signal from the circuit 124 to the
digital microphone circuit 122, for example when the interface 138 between the circuit
124 and the digital microphone circuit 122 is a 2-pin interface. Alternatively, when the
interface 138 is an interface allowing more detailed control, for example a MIPI
Soundwire ™ interface, a control signal indicating the intended sampling rate may be

sent from the circuit 124 to the digital microphone circuit 122.

The circuit 124 receives the digital signal that is output from the digital microphone
circuit 122.

The digital signal that is received by the circuit 124 from the digital microphone circuit
122 may be a 1-bit digital signal having a sample rate that results in oversampling of
the signal to be detected. For example, in the case of an audio processing device,
where the maximum frequency of interest may for example be in the region of 8kHz —
20kHz, the sample rate of the received signal may be very much higher than the

Nyquist sampling rate, which is twice the upper frequency of interest.

The received signal is applied to a first decimator 142, which has a variable decimation
rate M. The decimation rate applied by the first decimator 142 is controlled such that,
regardless of the sample rate of the digital signal that is received from the digital
microphone circuit 122, the signal that is output from the circuit 124 on the output line
144 has a consistent sample rate. This sample rate is chosen such that the output
audio signal can be used in any desired audio process. For example, the received 1-
bit digital signal may be converted to a 16-bit, 24-bit, or 32-bit digital signal having a

sample rate of 16kHz, which may be suitable for audio signal processing purposes.

In this illustrated embodiment, the signal that is output from the decimator 142 is
passed to the processor 126. Specifically, in the first instance, the signal that is output
from the decimator 142 is passed to a voice activity detection (VAD) block 146, which
uses conventional techniques to detect the presence of speech in the decimated

signal.
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When the voice activity detection (VAD) block 146 detects the presence of speech in
the decimated signal, it sends a signal to activate a voice trigger detection block 148,

which also receives the signal output from the decimator 142.

The voice trigger detection block 148 then uses conventional techniques to detect the
presence of a signal representing a predetermined voice trigger in the decimated
signal. Although Figure 6 shows the voice activity detection block 146 and the voice
trigger detection block 148 as separate blocks, the voice activity detection may be

included as a function of the voice trigger detection block 148.

Although Figure 6 shows an embodiment in which the voice activity detection block 146
and the voice trigger detection block 148 are functions of the processor 126, in other
embodiments the voice activity detection block 146 and/or the voice trigger detection

block 148 may be provided on the circuit 124.

It should also be noted that, in some embodiments, the 1-bit digital signal that is
received by the circuit 124 from the digital microphone circuit 122 may also be provided
as an output of the circuit 124, allowing the circuit 124 to be used with downstream

devices that are configured to receive a 1-bit digital signal as their input.

The signal output from the decimator 142 may also be supplied to a speaker
recognition block 150 and/or a speech recognition block 152. The speaker recognition
block 150 and the speech recognition block 152 may be provided on the circuit 124.
However, in this illustrated embodiment, the speaker recognition block 150 and the
speech recognition block 152 are provided separate from the circuit 124, in the

processing circuitry 126.

In this illustrated embodiment, the speaker recognition block 152 is controlled by a
signal from the voice trigger detection block 148. Thus, when it is determined that the
predetermined trigger phrase has been spoken, the speaker recognition block 150 is

activated.

The speaker recognition block 150 may be configured to determine whether speech
that is contained in the received signal was uttered by an identified enrolled user. For

example, the speaker recognition block 150 may be configured to determine whether
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the speech that is contained in the received signal has features that are sufficiently

similar to a model that has been generated for that user during an enrolment process.

The speech recognition block 152 may be configured to identify the content of the
speech in the received signal, that is the meaning of the speech. In some
embodiments, the speech recognition block 152 may be activated only when the
speaker recognition block 150 has determined that the speech was uttered by an
identified enrolled user. In other embodiments, or in other use cases, the actions that
are performed in response to the identified speech content will vary, depending on the

identity of the speaker, as determined by the speaker recognition block 150.

In addition, in the illustrated embodiment, the processor 126 includes a clock generator
circuit 154, which may generate a clock signal itself, or may receive a clock signal from
another circuit. A clock signal generated by the clock generator circuit 154 is passed to
the circuit 124, and specifically to a frequency conversion circuit 156. |n this
embodiment, the output of the frequency conversion circuit 156 is supplied to the digital
microphone circuit 122 to act as the sampling rate clock of the analog-digital converter
134. The operation of the frequency conversion circuit 156 is described in more detail

below.

There is thus described a system in which a signal that is detected by a microphone
can be used in a speaker recognition process. Itis known that a speaker recognition
process may be vulnerable to a replay attack, in which the speech of an enrolled user
is recorded and replayed. In the event of such an attack, the speaker recognition
process may determine that the replayed speech is the speech of the enrolled user,

and may therefore act on any command given by the speaker.

This is particularly true in the case of a system that relies on the use of a voice trigger,
that is, a predetermined wake phrase that must be spoken by the user to activate the
system. In such a system, the enrolled user will probably speak that predetermined
wake phrase quite often, giving more opportunities for a third party to record the
enrolled user speaking that phrase. The attacker can then replay the user speaking
the predetermined wake phrase in order to activate the system and to be authorised,

and the attacker can then speak a command for their own benefit, with a high
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probability that the speaker recognition system will still recognise the whole of the

speech as the speech of the enrolled user.

In order to defend against this sort of replay attack, it is useful to be able to recognise
whether received speech is live speech, or whether it has been recorded and replayed.
As noted above, the process of recording and replaying speech using widely available
equipment causes high frequency components of the speech to be lost. In particular,
frequencies in the upper part of the audio frequency range, and/or in the ultrasound

range, may be lost.

Similarly, one issue with the sort of system shown in Figure 6 is that the system may be
accidentally activated. For example, in the case of a smart speaker device that is
intended to respond to a user's spoken commands, the device may be activated by
speech from a radio or television in the same room as the smart speaker device.
Although the speaker recognition function should identify that this speech is not the
speech of the enrolled user, activation of the speaker recognition function increases the
power consumption of the device. Therefore, in such a system, it is advantageous to
be able to recognise whether speech is live speech or replayed speech, and to activate
the speaker recognition process only when live speech is detected. Again, itis relevant
that speech played through a radio or television will typically be deficient in the

expected high frequency components of live speech.

In the embodiment illustrated in Figure 6, a received speech signal is passed to an anti-
spoof block 160, which attempts to determine whether the received speech is live
speech, or speech that has been recorded and replayed. The speaker recognition
block 150 then receives a control input from the anti-spoof block 160. Thus, in the
embodiment shown in Figure 6, the speaker recognition block 150 may be configured
to determine whether speech that is contained in the received signal was uttered by the
identified enrolled user, only when the anti-spoof block 160 has determined that it is
probable that the received signal represents live speech. As an alternative, outputs
from the speaker recognition block 150 and the anti-spoof block 160 may be combined
to generate a single output indicating whether the speech in the received signal should

be regarded as the live speech of the enrolled user.
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In an initial condition, the sampling rate of the analog-digital converter 134 may be
controlled to be the standard sampling rate described with reference to Figures 3, 4

and 5, which may for example be in the region of 800kHz.

In one illustrative example, the clock generator 154 generates a clock signal with a
frequency of 768kHz, and passes this to the frequency converter 156. In this mode,
the sample rate converter is transparent, and passes the 768kHz clock signal to the

digital microphone circuit 122.

This 768kHz clock signal means that the analog-digital converter 134 generates a 1-bit

output signal with the sample rate of 768kHz.

The 1-bit signal with the sample rate of 768kHz is passed to the decimator 142, where
it is converted to a 24-bit (or 16-bit, or 32-bit) signal, with a sample rate of 16kHz (that
is 1/48 of 768kHz), and it is this signal that is used for the purposes of voice activity
detection, trigger phrase detection, speaker recognition, and/or speech recognition.

Because it has a sample rate of 16kHz, this signal has an effective bandwidth of 8kHz.

The process of spoof detection is triggered either when the voice activity detection
block 146 detects speech in the received signal and generates a suitable output signal,
or when the voice trigger detection block 148 detects the trigger phrase in the received

signal and generates a suitable output signal.

In this event, the clock generator 154 still generates a clock signal with a frequency of
768kHz, and passes this to the frequency converter 156. In this mode, in response to
a signal from the voice activity detection block 146 or from the voice trigger detection

block 148, the sample rate converter acts to increase the frequency of the clock signal,

and passes the increased frequency clock signal to the digital microphone circuit 122.

In one illustrative example, the frequency converter 156 increases the frequency of the
clock signal by a factor of 6, that is, to 4.608MHz.

This 4.608MHz clock signal means that the analog-digital converter 134 generates a 1-

bit output signal with the sample rate of 4.608MHz.
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In this mode, the decimator 142 also receives a control signal from the voice activity
detection block 146, or the voice trigger detection block 148, indicating that it will
receive a signal having a higher sample rate. Because it is useful for the circuit 124 to
generate a 16kHz signal in all modes, this requires the decimation factor of the
decimator 142 to increase when the input signal has a higher sample rate. In the
embodiment in which the frequency converter 156 increases the frequency of the clock
signal by a factor of 6, the decimation factor must also increase by a factor of 6, that is,
to 288.

Thus, in this mode, the 1-bit signal with the sample rate of 4.608MHz is passed to the
decimator 142, where it is converted to a 24-bit (or 16-bit, or 32-bit) signal, with a
sample rate of 16kHz, and it is this signal that is used for the purposes of voice activity

detection, trigger phrase detection, speaker recognition, and/or speech recognition.

In this mode, a second decimator 162 also receives the control signal from the voice
activity detection block 146, or the voice trigger detection block 148, indicating that it

should be active.

Thus, in this mode, the 1-bit signal with the sample rate of 4.608MHz is also passed to
the second decimator 162, where it is converted to a 24-bit (or 16-bit, or 32-bit) signal,
with a sample rate of 48kHz. Thus, this signal has an effective bandwidth of 24kHz.

The output signal of the second decimator 162 is passed to the anti-spoof block 160.

Figure 6 shows the first decimator 142 and the second decimator 162 as separate
blocks, but it is also possible that the decimator 142 could perform a first partial
decimation to reduce the sample rate (for example to 48kHz) to allow the signal to be
used for spoof detection, replacing the second decimator 162, and could then perform
a second partial decimation to reduce the sample rate (for example to 16kHz) before

the signal is output.

The higher sample rate signal allows wide bandwidth spoofing to be performed. More
specifically, the anti-spoof block 150 examines features of the received signal, and still
more specifically the anti-spoof block 150 examines features of the received signal in
the ultrasound frequency range, or at least in higher frequencies that would generally
not be detectable in the signal having the first sample rate. Examples of techniques

that may be used are: comparing the frequency spectrum of received speech with an
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expected frequency spectrum, based on the acoustic class of the speech at that time
(as described in International Patent Application No. PCT/GB2019/052143); and
comparing the respective degrees of modulation of components of a speech signal in
different frequency bands, which may include an ultrasound frequency band (as
described in US Provisional Patent Application No. 62/938,377).

The operation of the anti-spoof block 150 is therefore to determine whether it is
probable that the received signal represents live speech, or whether it is probable that
the received signal represents recorded speech that has been played back though a

sound reproduction system.

When the signal received from the voice activity detection block 146, or from the voice

trigger detection block 148, indicates that the speech, or the trigger phrase, has ended,
the frequency converter block 156 may be controlled so that the clock signal sent to the
microphone circuit 122 to act as the sampling clock for the analog-digital converter 134

reverts to the standard frequency (that is, 768kHz, for example) discussed above.

In one embodiment, the frequency converter block 156 is configured such that it can
generate a clock signal with a third frequency, that can be used by the analog-digital

converter 134 to generate a signal with a third sample rate.

For example, in this embodiment, the frequency converter block 156 is configured such
that it generates a clock signal with the third frequency, and hence that the analog-
digital converter 134 generates a signal with a third sample rate, when there is no

speech present in the decimated signal.

During the trigger phrase, the frequency converter block 156 generates a clock signal
with the higher frequency mentioned above, and hence the analog-digital converter 134

generates a signal with the higher sample rate (for example 4.608MHz).

When there is other speech present in the decimated signal, that is, speech that is not
the trigger phrase, the frequency converter block 156 generates a clock signal with the
standard frequency mentioned above, and hence the analog-digital converter 134

generates a signal with the standard sample rate (for example 768kHz).
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In such an embodiment, the third sample rate may for example be 160kHz. The 1-bit
signal with the sample rate of 160kHz is passed to the decimator 142, where it is
converted to a 24-bit (or 16-bit, or 32-bit) signal, with a sample rate of 16kHz (that is
1/10 of 160kHZz). This signal may not be suitable for processes such as speaker
recognition or speech recognition, but it may be used for the purposes of voice activity

detection and trigger phrase detection.

When the sample rate of the received signal is so low, a band-pass filter in the
decimator 142 may be activated, in order to remove sigma-delta noise arising from the

operation of the analog-digital converter 134.

Figure 6 illustrates an embodiment in which the processor 126 may be a codec, which

is configured to process signals before passing them to an applications processor.

Figure 7 illustrates an alternative embodiment, in which the replay attack detection
circuit is essentially in-line between the microphone circuit 122 and the applications
processor 126, and is transparent to the applications processor 126. That is, the
applications processor is able to behave as if the replay attack detection circuit were

not there.

In Figure 7, the replay attack detection circuit 224 is very similar to the replay attack
detection circuit 124 shown in Figure 6, and features having the same reference

numerals behave in the same way.

Thus, the frequency converter circuit 156 receives a clock signal from the clock
generator 154, for example at 768kHz, and can be controlled to generate a clock

output at the same frequency, or at a higher frequency, for example 4. 608MHz.

The signal received from the digital microphone 122, having a sample rate that
depends on the clock frequency supplied by the frequency converter circuit 156, is

passed to a first decimator 242.

When the frequency converter circuit 156 is supplying a clock signal at a higher
frequency, the first decimator 242 converts the 4.608MHz 1-bit signal received from the
microphone block 122 to a 96kHz 24-bit signal, which is passed to the anti-spoof block
160.
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The output of the first decimator 242 is also passed to a second decimator 244, which
converts the 96kHz 24-bit signal to a 16kHz 24-bit signal. The output of the second
decimator 244 is passed to a sigma-delta modulator 246, which converts the 16kHz 24-

bit signal to a 1-bit 768kHz signal for sending to the applications processor 126.

When the clock and data have the standard 768kHz clock frequency/sample rate, the
first decimator 242, the second decimator 244, and the sigma-delta modulator 246 are
switched out of the signal path, and the 1-bit 768kHz signal received from the digital
microphone 122 is passed straight through to the applications processor 126. In

addition, the anti-spoof block 160 is deactivated.

Thus, the applications processor 126 receives the 1-bit 768kHz signal, regardless of

what signal is generated by the microphone block 122.

Figure 7 shows the frequency converter circuit 156, the first decimator 242, the second
decimator 244, the sigma-delta modulator 246, and the anti-spoof block 160 being
controlled based on a signal generated by a voice activity block 146 and/or voice
trigger detection block 148 in the applications processor 126. In other embodiments,
the voice activity block 146 and/or the voice trigger detection block 148 may be

provided instead within the replay attack detection circuit 224.

There is thus described a system in which an anti-spoof block can take into account
artefacts that appear in the upper part of the audible frequency range, or in the
ultrasound frequency range, without requiring a digital microphone to operate all the

time in a high power mode with a high sampling rate.

The skilled person will recognise that some aspects of the above-described apparatus
and methods may be embodied as processor control code, for example on a non-
volatile carrier medium such as a disk, CD- or DVD-ROM, programmed memory such
as read only memory (Firmware), or on a data carrier such as an optical or electrical
signal carrier. For many applications embodiments of the invention will be
implemented on a DSP (Digital Signal Processor), ASIC (Application Specific
Integrated Circuit) or FPGA (Field Programmable Gate Array). Thus the code may
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comprise conventional program code or microcode or, for example code for setting up
or controlling an ASIC or FPGA. The code may also comprise code for dynamically
configuring re-configurable apparatus such as re-programmable logic gate arrays.
Similarly the code may comprise code for a hardware description language such as
Verilog TM or VHDL (Very high speed integrated circuit Hardware Description
Language). As the skilled person will appreciate, the code may be distributed between
a plurality of coupled components in communication with one another. Where
appropriate, the embodiments may also be implemented using code running on a field-
(re)programmable analogue array or similar device in order to configure analogue
hardware.

Note that as used herein the term module shall be used to refer to a functional unit or
block which may be implemented at least partly by dedicated hardware components
such as custom defined circuitry and/or at least partly be implemented by one or more
software processors or appropriate code running on a suitable general purpose
processor or the like. A module may itself comprise other modules or functional units.
A module may be provided by multiple components or sub-modules which need not be
co-located and could be provided on different integrated circuits and/or running on

different processors.

Embodiments may be implemented in a host device, especially a portable and/or
battery powered host device such as a mobile computing device for example a laptop
or tablet computer, a games console, a remote control device, a home automation
controller or a domestic appliance including a domestic temperature or lighting control
system, a toy, a machine such as a robot, an audio player, a video player, or a mobile

telephone for example a smartphone.

It should be noted that the above-mentioned embodiments illustrate rather than limit
the invention, and that those skilled in the art will be able to design many alternative
embodiments without departing from the scope of the appended claims. The word
“‘comprising” does not exclude the presence of elements or steps other than those
listed in a claim, “a” or “an” does not exclude a plurality, and a single feature or other
unit may fulfil the functions of several units recited in the claims. Any reference

numerals or labels in the claims shall not be construed so as to limit their scope.
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CLAIMS

1. A method of operation of an audio system, the method comprising:

receiving an audio signal from a digital microphone, wherein the digital
microphone comprises an analog-digital converter having a controllable sampling rate;

in response to a determination that first speech is present in the received audio
signal:

controlling the sampling rate of the analog-digital converter in the digital
microphone such that the audio signal has a first sample rate; and

applying said audio signal to a spoof detection circuit, and

in response to a signal indicating that the first speech has ended in the received
audio signal:

controlling the sampling rate of the analog-digital converter in the digital
microphone such that the audio signal has a second sample rate lower than the first

sample rate.

2. A method according to claim 1, wherein said first speech comprises any speech.

3. A method according to claim 1, wherein said first speech comprises a

predetermined trigger phrase.

4 A method according to claim 1, 2 or 3, further comprising:

applying said audio signal to a controllable decimator to generate a decimated
audio signal;

in response to said determination that first speech is present in the received
audio signal, controlling the decimator such that the decimated audio signal has a
predetermined sample rate; and
in response to said signal indicating that the first speech has ended in the received
audio signal, controlling the decimator such that the decimated audio signal has said

predetermined sample rate.
5. A method according to one of claims 1 to 4, further comprising:
receiving a signal indicating whether the first speech is present in the received

audio signal.

6. A method according to one of claims 1 to 4, further comprising:
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attempting to detect the first speech in the received audio signal.

7. A method according to any preceding claim, wherein the spoof detection circuit

examines at least a component of said audio signal at frequencies higher than 8kHz.

8. A method according to any preceding claim, further comprising, when no speech
is detected in the received audio signal:

controlling the sampling rate of the analog-digital converter in the digital
microphone such that the audio signal has a third sample rate lower than the second

sample rate.

9. A method according to claim 8, when directly or indirectly dependent on claim 4,
further comprising, when no speech is detected in the received audio signal, controlling
the decimator such that the decimated audio signal has said predetermined sample

rate.

10. A method according to claim 9, further comprising:
when no speech is detected in the received audio signal, filtering said audio

signal before application to the controllable decimator.

11. A method according to claim 8, 9 or 10, wherein said third sample rate is in the
range 50kHz to 400kHz.

12. A method according to any preceding claim, wherein said second sample rate is
in the range 200kHz to 1MHz.

13. A method according to any preceding claim, wherein said first sample rate is in
the range 1MHz to 8MHz.

14. A method according to any preceding claim, when directly or indirectly dependent

on claim 4, wherein said predetermined sample rate is in the range 10kHz to 60kHz.

15.  An audio processing circuit, comprising:
an input for receiving an audio signal from a digital microphone, wherein the
digital microphone comprises an analog-digital converter having a controllable

sampling rate;
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wherein the audio processing circulit is configured for:

in response to a determination that first speech is present in the received audio
signal:

controlling the sampling rate of the analog-digital converter in the digital
microphone such that the audio signal has a first sample rate; and

applying said audio signal to a spoof detection circuit, and

in response to a signal indicating that the first speech has ended in the received
audio signal:

controlling the sampling rate of the analog-digital converter in the digital
microphone such that the audio signal has a second sample rate lower than the first

sample rate.

16. An audio processing circuit according to claim 15, further comprising:

a controllable decimator, for receiving the audio signal from said input to
generate a decimated audio signal;

wherein the controllable decimator is controlled such that:

in response to said determination that first speech is present in the received
audio signal, the decimated audio signal has a predetermined sample rate; and

in response to said signal indicating that the first speech has ended in the

received audio signal, the decimated audio signal has said predetermined sample rate.

17. An audio processing circuit according to claim 15 or 16, wherein the spoof
detection circuit examines at least a component of said audio signal at frequencies
higher than 8kHz.

18. An audio processing circuit according to any of claims 15 to 17, wherein the
controllable decimator is controlled such that:

when no speech is detected in the received audio signal, the sampling rate of the
analog-digital converter in the digital microphone is controlled such that the audio

signal has a third sample rate lower than the second sample rate.

19. An audio processing circuit according to claim 18, wherein said third sample rate
is in the range 50kHz to 400kHz.

20. An audio processing circuit according to any of claims 15 to 19, wherein said

second sample rate is in the range 200kHz to 1MHz.
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21. An audio processing circuit according to any of claims 15 to 20, wherein said first

sample rate is in the range 1MHz to 8MHz.

22. An audio processing circuit according to claim 16, wherein said predetermined

sample rate is in the range 10kHz to 60kHz.

23. A computer program product, comprising machine readable code containing
instructions for causing an audio processing circuit to perform a method according to
any of claims 1 to 14.
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Fig. 1
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