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CONNECTED TO AN INPUT/OUTPUT (I/0) CONTROLLER
AND ANY UNTRUSTED INTERFACE THAT TRUNKS
BETWEEN ANOTHER SWITCH AS A TRUSTED INTERFACE
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\[\1915

LISTEN TO A DEVICE NAMING EXCHANGE ON ONE OR
MORE TRUSTED INTERFACES OF THE SWITCH TO LEARN
DEVICE NAMES OF DEVICES REACHABLE ON THE
INTERFACES OF THE SWITCH

\[\1920

LISTEN TO THE DEVICE NAMING EXCHANGE TO LEARN
A CORRESPONDING INTERFACE OF THE SWITCH ON
WHICH EACH PARTICULAR DEVICE, WITH A LEARNED
DEVICE NAME, IS REACHABLE

‘[\1925

ASSOCIATE EACH LEARNED DEVICE NAME TO THE
LEARNED INTERFACE FOR THAT PARTICULAR DEVICE

\[\1930

ALLOW IDENTITY RESPONSES FROM ONLY LEARNED
DEVICE NAMES ON THEIR CORRESPONDING INTERFACE
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END
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2005

LISTEN TO AN INTERNET PROTOCOL (IP) ADDRESS
ASSIGNING EXCHANGE ON ONE OR MORE TRUSTED
INTERFACES OF THE SWITCH TO LEARN IP ADDRESSES
ASSIGNED TO EACH PARTICULAR DEVICE
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\[\20 15
ASSOCIATE EACH LEARNED IP ADDRESS WITH A
CORRESPONDING LEARNED DEVICE NAME AND ITS
CORRESPONDING INTERFACE

ALLOW ADDRESS RESOLUTION RESPONSES FROM ONLY LEARNED
IP ADDRESSES FROM THEIR CORRESPONDING LEARNED DEVICE
NAMES ON THEIR CORRESPONDING INTERFACE

2025
END

FIG. 20
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LAYER-2 SECURITY FOR INDUSTRIAL
AUTOMATION BY SNOOPING DISCOVERY
AND CONFIGURATION MESSAGES

TECHNICAL FIELD

[0001] The present disclosure relates generally to com-
puter networks, and, more particularly, to layer-2 security
for industrial automation (e.g., the PROFINET protocol) by
snooping discovery and configuration messages (e.g., DCP
snooping).

BACKGROUND

[0002] Many network communication protocols have been
defined over the years based on particular situations, such as
for large-scale networks, localized networks, proprietary
networks, and, in particular, industrial automation networks.
For instance, the PROFINET protocol is one such example
of a protocol designed primarily for industrial automation.
However, the PROFINET protocol itself has very limited
security measures, such as the Frame ID (used for detecting
and identifying communication relations), and the Cycle
Counter (representing a security function to a certain extent
because it used to monitor the I/O data exchange). Owing to
the lack of further security provisions, many industrial
automation protocols, particularly PROFINET (and even
more particularly the discovery and configuration protocol
(DCP) portion of PROFINET), are vulnerable to spoofing
and man-in-the-middle (MIM) related security threats.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] The embodiments herein may be better understood
by referring to the following description in conjunction with
the accompanying drawings in which like reference numer-
als indicate identically or functionally similar elements, of
which:

[0004] FIG. 1 illustrates an example simplified communi-
cation network;

[0005] FIG. 2 illustrates an example simplified network
device/node;

[0006] FIG. 3 illustrates an example simplified industrial
automation network;

[0007] FIG. 4 illustrates an example simplified
PROFINET stack;
[0008] FIGS. 5A-5C illustrate example simplified

PROFINET frames;

[0009] FIG. 6 illustrates an example simplified discovery
and configuration protocol (DCP) message exchange;
[0010] FIGS. 7A-7D illustrate example simplified Wire-
shark captures of PROFINET packets;

[0011] FIGS. 8A-8C illustrate example simplified attack
scenarios;
[0012] FIGS. 9A-9B illustrate example simplified DCP

snooping tables;

[0013] FIG. 10 illustrates an example simplified Wire-
shark capture of a DCP “SET” packet;

[0014] FIG. 11 illustrates an example simplified industrial
automation network with trusted and untrusted interfaces;

[0015] FIG. 12 illustrates an example simplified DCP
snooping table;
[0016] FIG. 13 illustrates an example simplified attack

mitigation scenario;
[0017] FIG. 14 illustrates an example simplified attack
mitigation scenario;

Mar. 30, 2017

[0018] FIG. 15 illustrates an example simplified DCP
snooping table;
[0019] FIG. 16 illustrates an example simplified DCP

message exchange;

[0020] FIG. 17 illustrates an example simplified DCP
snooping table;
[0021] FIG. 18 illustrates an example simplified industrial

automation network with a DCP Set Request attack mitiga-
tion scenario;

[0022] FIG. 19 illustrates an example simplified procedure
for providing for layer-2 security for industrial automation
by snooping discovery and configuration messages; and
[0023] FIG. 20 illustrates another example simplified pro-
cedure for providing for layer-2 security for industrial auto-
mation by snooping discovery and configuration messages.

DESCRIPTION OF EXAMPLE EMBODIMENTS

Overview

[0024] According to one or more embodiments of the
disclosure, a switch in a computer network listens to a
device naming exchange (e.g., a DCP SET Packet Request)
on one or more trusted interfaces of the switch to learn
device names of devices reachable on interfaces of the
switch. The switch then listens to the device naming
exchange (e.g., a DCP SET OK Response) to learn a
corresponding interface of the switch on which each par-
ticular device, with a learned device name, is reachable, and
associates each learned device name to the learned corre-
sponding interface for that particular device, accordingly.
The switch may then allow identity responses from only
learned device names on their corresponding interface.
[0025] According to one or more additional embodiments
of the disclosure, the switch also listens to an Internet
Protocol (IP) address assigning exchange (e.g., a DCP SET
Request frame) on the one or more trusted interfaces of the
switch to learn IP addresses assigned to each particular
device, and associates each learned IP address with a cor-
responding learned device name and its corresponding inter-
face. The switch may then allow address resolution
responses from only learned IP addresses from their corre-
sponding learned device names on their corresponding inter-
face.

Description

[0026] A computer network is a geographically distributed
collection of nodes interconnected by communication links
and segments for transporting data between end nodes, such
as personal computers and workstations, or other devices,
such as sensors, actuators, controllers, etc. Many types of
networks are available, ranging from local area networks
(LANs) to wide area networks (WANs). LANs typically
connect the nodes over dedicated private communications
links located in the same general physical location, such as
a building or campus. WANSs, on the other hand, typically
connect geographically dispersed nodes over long-distance
communications links. Other types of networks are avail-
able, such as various proprietary or special purpose net-
works, such as industrial networks.

[0027] Industrial automation deals primarily with the
automation of manufacturing, quality control and material
handling processes. Industrial automation networks, in par-
ticular, are generally concerned with no-loss on-time deliv-
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ery of sensed data and/or actuator instructions. As such,
many protocols have been developed for the deterministic
delivery of transmitted data. Industrial automation networks
must also interoperate with both current and legacy systems,
and must provide predictable performance and maintainabil-
ity, and should provide security both from intrusions from
outside the plant, and from inadvertent or unauthorized use
within the plant. One example standard to industrial auto-
mation (e.g., industrial Ethernet) is the known PROFINET
(Process Field Net) standard, described further below.
[0028] FIG. 1is a schematic block diagram of a simplified
example computer system 100 illustratively comprising
links 105 interconnecting one or more devices through a
network of switches 110. For example, a set of one or more
controllers (or servers) 120 may be interconnected with a set
of one or more controlled devices 130 and one or more
sensors 140, such as part of an industrial automation net-
work. The devices, generally, may be interconnected by
various methods of communication. For instance, the links
105 may be wired links, and particularly for the industrial
automation networks illustrated herein, may be wired Eth-
ernet links. Those skilled in the art will understand that any
number of nodes, devices, links, etc. may be used in the
computer network, and that the view shown herein is for
simplicity. Also, those skilled in the art will further under-
stand that while the network is shown in a certain orienta-
tion, system 100 is merely an example illustration that is not
meant to limit the disclosure.

[0029] Data packets (e.g., traffic and/or messages sent
between the devices/nodes) may be exchanged among the
nodes/devices of the computer system 100 using predefined
network communication protocols such as certain known
protocols (e.g., Ethernet protocols), where appropriate. In
this context, a protocol consists of a set of rules defining how
the nodes interact with each other.

[0030] FIG. 2 is a schematic block diagram of an example
device 200 that may be used with one or more embodiments
described herein, e.g., as any of the devices shown in FIG.
1 above, particularly as a switch 110 as described herein.
The device may comprise one or more network interfaces
210 (e.g., Ethernet), at least one processor 220, and a
memory 240 interconnected by a system bus 250, as well as
a power supply 260 (e.g., battery, plug-in, etc.).

[0031] The network interface(s) 210 include the mechani-
cal, electrical, and signaling circuitry for communicating
data over links coupled to the network 100. The network
interfaces may be configured to transmit and/or receive data
using a variety of different communication protocols, which
illustratively herein may be FEthernet protocols or other
suitable protocols used in industrial automation networks (or
other applicable networks).

[0032] The memory 240 comprises a plurality of storage
locations that are addressable by the processor 220 and the
network interfaces 210 for storing software programs and
data structures associated with the embodiments described
herein. The processor 220 may comprise hardware elements
or hardware logic adapted to execute the software programs
and manipulate the data structures 245. An operating system
242, portions of which are typically resident in memory 240
and executed by the processor, functionally organizes the
device by, among other things, invoking operations in sup-
port of software processes and/or services executing on the
device. These software processes/services may comprise
switching process 244, and an illustrative “snooping” pro-
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cess 247, as described herein. Note that while switching
process 244 is shown in centralized memory 240, alternative
embodiments provide for the process to be specifically
operated within the network interfaces 210, such as a
component of a MAC layer.

[0033] It will be apparent to those skilled in the art that
other processor and memory types, including various com-
puter-readable media, may be used to store and execute
program instructions pertaining to the techniques described
herein. Also, while the description illustrates various pro-
cesses, it is expressly contemplated that various processes
may be embodied as modules configured to operate in
accordance with the techniques herein (e.g., according to the
functionality of a similar process). Further, while the pro-
cesses have been shown separately, those skilled in the art
will appreciate that processes may be routines or modules
within other processes.

[0034] Switching process (services) 244 include computer
executable instructions executed by the processor 220 to
perform functions provided by one or more switching pro-
tocols, such as various Ethernet-based switching protocols
as will be understood by those skilled in the art. These
functions may, on capable devices, be configured to manage
various data structures 245 that include data used to make
switching decisions.

[0035] As noted above, industrial automation networks are
generally deterministic networks, providing predictable per-
formance and maintainability, and should provide security
both from intrusions from outside the plant, and from
inadvertent or unauthorized use within the plant. As also
noted, one example standard to industrial automation is the
widely used PROFINET standard.

[0036] As shown in FIG. 3, a typical system components
of'a PROFINET industrial I/O (or simply “IO”) system 300
(a specific implementation/component of network 100) con-
sists of three components:

[0037] IO Controller 310—Controls the automation task;
[0038] IO device 320—field device monitored and con-
trolled by 1O controller (may consist of a several modules
and sub-modules); and

[0039] IO Supervisor 330—Software on device/PC to set
parameters and diagnose individual 1O devices.

[0040] An Application Relation (AR) is established
between an IO Controller and an 10 Device. These ARs are
used to define Communication Relations (CR) with different
characteristics for the transfer of parameters, cyclic
exchange of data and handling of alarms. Also, each device/
module within a PROFINET network has three addresses:
MAC address, 1P address, and device name (a logical name
for the module within the total configuration). Because
PROFINET uses TCP/IP, a MAC and IP address are used. (A
MAC address changes if the device is replaced. An IP
address is a form of dynamic addressing. Because there was
a need for a fixed address a device name is used.) Generally,
for allocation of the IP address, subnet mask, and default
gateway two methods are defined: Discovery and Configu-
ration Protocol (DCP); and Dynamic Host Configuration
Protocol (DHCP).

[0041] In general, the protocol stack and message struc-
ture for PROFINET IO uses three different communication
channels to exchange data with programmable controllers
and other devices. The standard TCP/IP channel is used for
parameterization configuration and acyclic read/write opera-
tions (e.g., with reaction times in the range of 100 ms). The
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RT or Real Time channel is used for standard cyclic data
transfer and alarms (e.g., with up to 10 ms cycle times). RT
communications bypass the standard TCP/IP interface to
expedite the data exchange with Programmable Controllers.
The third channel, Isochronous Real Time (IRT) is the very
high speed channel used for Motion Control applications
(e.g., with cycles times of less than 1 ms). Notably, the
protocols can be recorded and displayed using an Ethernet
analysis tool such as Wireshark, while the topology can be
shown using analysis tools such as TH Scope.
[0042] FIG. 4 illustrates an example of the PROFINET
stack 400, in comparison to the known OSI Model of a
network. In general, there are non-time-critical communi-
cations, and real-time communications, as shown.
[0043] FIGS. 5A-5C illustrate example message structures
for the three communication channels mentioned above. In
particular, the non-real-time message structure 510 is shown
in FIG. 5A, the real-time message structure 520 is shown in
FIG. 5B, and the isochronous real-time message structure
520 is shown in FIG. 5C.
[0044] The PROFINET discovery and configuration pro-
tocol (DCP) allows for the identification of I0-Devices by
the 1O controller, and is performed using the PROFINET
“Device Name” exchange. In particular, the DCP protocol
uses the DCP-Set Frame messaging to set unique device
names for IO Devices during the engineering phase. The
device name has to be unique for the whole network. When
the 1O controller starts processing, it verifies the IO device
reachability by using the DCP-Identify frames to establish
the Application Relation (AR). Also, to assign an IP address
to the I0-device, the controller verifies the IP is not used in
the network using an address resolution (e.g., Address
Resolution Protocol or “ARP”) request. If not already in use,
the IO-controller assigns the IP to the device using a
DCP-Set Frame. This is illustrated generally in FIG. 6, as an
exchange between the 10 controller (310) and an 1O device
(320).
[0045] Generally, for PROFINET DCP, all PROFINET
packets are marked with Ether Type—0x8892. The indi-
vidual messages of DCP are differentiated by the
PROFINET Frame IDs. For example, as shown in FIG. 7A
(showing an example Wireshark Capture 710):
[0046] DCP Identity request-Frame ID=0Oxfefe, Service
Type=0 (Request). Conversely, as shown in FIG. 7B (Wire-
shark capture 720):
[0047] DCP Identity OK-Frame ID=Oxfeff, Service
Type=1 (Response Success). Furthermore, as shown in FIG.
7C (Wireshark capture 730):
[0048] DCP SET Request-Frame ID:0xfefd, Service
Type=0 (Request). Lastly, as shown in FIG. 7D (Wireshark
capture 740):
[0049] DCP SET OK-Frame ID:0xfefd, Service Type=1
(Response Success).
[0050] Notably, there are different types of attacks that
could be problematic to an industrial automation network,
particularly one employing the current PROFINET standard.
[0051] 1.) Attacker spoofing a device name:—As shown
in FIG. 8A, a rogue device (“attacker”) could reply to
the DCP Identity Request. If there are multiple replies
for a DCP-Identify frame, the protocol specification
halts processing and AR setup fails.
[0052] 2.) Attacker spoofing an IP address:—As shown
in FIG. 8B, an IO controller uses an ARP request to
affirm the IP address is not in use before assigning to
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the 10 device. If a rouge device replies to the ARP
requests, the AR setup would fail and the DCP protocol
restarts.

[0053] 3.) Attacker changing the device names and IP
address on 10 devices:—As shown in FIG. 8C, an
attacker could scan the network and modify the device
names and IP addresses using the DCP Set Frames.
There is no method in the PROFINET protocol to
verify only the authorized IO controllers are allowed to
modify these parameters.

[0054]

[0055] The techniques herein add security features to
industrial automation protocols (e.g., PROFINET) by
snooping the protocol by an intermediate switch between an
1/O controller and the associated devices (e.g., IO devices,
drivers, safety devices, sensors, actuators, etc.) in the net-
work. A salient feature of the mechanisms proposed herein
is that they don’t modify the existing protocols (e.g.,
PROFINET), and thus do not require changing such proto-
cols in order to benefit from the enhanced security.

[0056] Specifically, according to one or more embodi-
ments of the disclosure as described in detail below, a switch
in a computer network listens to a device naming exchange
(e.g., a DCP SET packet Request) on one or more trusted
interfaces of the switch to learn device names of devices
reachable on interfaces of the switch. The switch then listens
to the device naming exchange (e.g., a DCP SET OK
Response) to learn a corresponding interface of the switch
on which each particular device, with a learned device name,
is reachable, and associates each learned device name to the
learned corresponding interface for that particular device,
accordingly. The switch may then allow identity responses
from only learned device names on their corresponding
interface. In other embodiments, the switch also listens to an
Internet Protocol (IP) address assigning exchange (e.g., a
DCP SET Request frame) on the one or more trusted
interfaces of the switch to learn IP addresses assigned to
each particular device, and associates each learned IP
address with a corresponding learned device name and its
corresponding interface. The switch may then allow address
resolution responses from only learned IP addresses from
their corresponding learned device names on their corre-
sponding interface.

[0057] Illustratively, the techniques described herein may
be performed by hardware, software, and/or firmware, such
as in accordance with the processes 244 and 247 shown in
FIG. 2, which may include computer executable instructions
executed by the processor 220 (or independent processor of
interfaces 210) to perform functions relating to the tech-
niques described herein.

[0058] Operationally, the techniques herein propose a
DCP snooping method to snoop DCP packets at a switch 110
(e.g., within the connectivity of the Ethernet/Network of
FIG. 3) to prevent the above discussed security threats.

[0059] As a first component of the techniques herein,
switch 110 may create a DCP Protocol Snooping database,
where switches in the network snoop (listen for) all DCP
packets to build a DCP snooping database. In particular, in
a first illustrative stage, device names configured for the 10
devices during an engineering phase (as it is referred to
within the PROFINET standard) may be snooped by the
switch, such as from the field “NameOfStation” present in a
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DCP SET Request frame. Notably, according to the tech-
niques herein, DCP Set Request packets are allowed ingress
only on trusted ports.

[0060] (Example: PROFINET DCP, Set Req, Xid:

0x1020028, NameOfStation: “Devicel”)

[0061] The Device Name is marked corresponding to the
interface on which it was snooped in the DCP Snooping
database. An example state of a DCP Snooping database 900
after the Engineering phase of configuring the Device names
(and before DCP provides an IP address to devices) is shown
in FIG. 9A (snooping/listening to a device naming
exchange). Illustratively, the database (e.g., table) 900 may
comprise a listing of interface identifiers 910, device names
920, IP addresses 930, and MAC addresses 940. Notably, the
device names may be made sticky (i.e., persists across
switch reboots) to the interface on which the designated 10
device is connected.
[0062] In addition, identity responses corresponding to
only the device name in the DCP snooping table would be
permitted in the respective interface. (Accordingly, the
device name attached to an interface will change only if the
device name of the connected 1O device is modified using
DCP Set Frame from the 1O controller.) An illustrative
command to make the device name sticky:
[0063] >IP Security Profinet Device Name Sticky
[0064] In a second illustrative stage of the techniques
herein, the IP address column 930 in the table 900 may be
populated by snooping the DCP Set Request Frames for IP
addresses coming from only the trusted ports on the switch.
FIG. 10 illustrates an example Wireshark capture 1000 of an
example DCP SET Request Frame for an IP address. Refer-
ring to FIG. 9B, the state of the DCP snooping table 900
after the IP address assignment phase (snooping/listening to
an [P address assignment exchange) now includes the asso-
ciated IP addresses of the devices as well.
[0065] Notably, in one or more embodiments herein, since
Dynamic ARP Inspection (DAI) leverages the DHCP snoop-
ing database to prevent ARP spoofing in the DHCP envi-
ronment, DAI may be extended to leverage the DCP snoop-
ing database 900 to prevent ARP spoofing and device name
spoofing for PROFINET devices.
[0066] With regard to DCP trusted and DCP untrusted
interfaces on a switch, the DCP Set Request Frame used to
set the device names and IP addresses are allowed only on
the DCP trusted interfaces according to the techniques
herein. By default, all the interfaces on the switch may be
treated as untrusted. As shown in FIG. 11, the interfaces
connected to the IO controllers are configured as DCP
trusted interfaces along with the trunk links connecting the
switches. The DCP Set Request Frames on any untrusted
interfaces of the switch are blocked. Notably, there could be
two different actions on the ports violating the roles—
restrict or protect. In the restrict action, only the violating
packets are dropped. In the protect action, the violating ports
may be disabled for a predetermined time interval or until
administrator intervention.
[0067] As illustrations to the techniques herein, three
different scenarios are presented below:
[0068] Scenario 1
[0069] Assume the state of a DCP snooping table 900 as
shown in FIG. 12. In particular, as shown in FIG. 13, a rouge
device may attempt to connect to the network on port Gi0/3
and sends a fake Identity Response to the DCP Identity
Requests it sees on the network. The real 10 device (device
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1) would be sending valid DCP Identity Response at the
same time. This could cause the DCP protocol to re-start as
the controller would perceive this as multiple devices on the
network with the same device name.

[0070] According to the techniques herein, the switch will
see two Identity Responses for the Identity Request on both
Gi0/1 and Gi0/3 interfaces. As such, the switch will compare
the “NameOfStation” field in the identity response packet to
the DeviceName Field in the DCP snooping database. The
Gi0/3 Packet would thus be dropped since the Device names
do not match (from the above table) on this interface, and the
port can illustratively be put in disabled state.

[0071] Scenario 2

[0072] In the second example scenario, the rouge device
connects to the network and sends fake ARP replies to the
ARP requests sent from the 1O controller before setting an
IP to an IO device. This would derail the IP address
assignment flow and the AR setup would fail.

[0073] As shown in FIG. 14, with the DCP snooping table
and DAI, the DCP snooping table (in addition to the DHCP
snooping table) would be checked to verify the validity of
the ARP response. Any rogue device which comes on the
network with a static IP address would also not be able to
send ARP responses, as the DCP snooping table would not
have the corresponding valid entry. The violated port could
then illustratively either be shut down or disabled.

[0074] Scenario 2 Corner Case

[0075] A genuine IO device with an IP address configured
could reboot on the network, thus erasing the IP address
entry in the DCP snooping database for the interface con-
nected to the device as shown in FIG. 15. If the IO device
stores the IP address in its volatile memory, then the device
would have lost the IP address on reboot. Once the IO device
comes back up, the 10 controller would set the IP address
again for the device using DCP Set Frames. This would
complete the DCP snooping table with the IP addresses.
[0076] In the case where 10 device stores the IP address in
non-volatile memory, it would retain the IP address on
reboot. When the IO Controller sends an ARP request for the
1O device IP address after receiving an Identity Response
from the device, it would respond with ARP response. But
the ARP response from the 1O device would be blocked by
dynamic ARP inspection as the DCP snooping database
would be incomplete, again as shown in FIG. 15. Subse-
quently, the normal DCP protocol flow would ensure the 10
device would be reassigned the IP address by the IO
controller using DCP Set Frame as shown in FIG. 16.
[0077] Accordingly, in both the cases when the 10 device
holds IP address in volatile or non-volatile memory, the DCP
Snooping database 900 would complete after reboot and
ensure protection against ARP and device name spoofing, as
shown in FIG. 17.

[0078] Scenario 3

[0079] Notably, an attacker could insert a rouge device in
the network and try to change the Device Names and 10
device IP addresses on the network. With the DCP snooping
trusted and untrusted port definition, all the ports are in
default a DCP untrusted state and block all the DCP Set
Request frames. Only the ports connecting to the genuine 10
controllers are configured as DCP trusted interface, allowing
them to establish AR with IO devices, as shown in FIG. 18.
As such, according to the techniques herein, the violated
port can be shut down or disabled, and a log could be
generated.
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[0080] Closing Remarks

[0081] FIG. 19 illustrates an example simplified procedure
for providing for layer-2 security for industrial automation
(e.g., the PROFINET protocol) by snooping discovery and
configuration messages (e.g., DCP snooping) in accordance
with one or more embodiments described herein. The pro-
cedure 1900 may start at step 1905, and continues to step
1910, where, as described in greater detail above, interfaces
of a switch 110 (e.g., in an industrial automation network),
which are untrusted by default, may be configured as a
trusted interface if they are connected to an 1/O controller or
are a trunk between another switch in the computer network.
In step 1915, the switch may then listen (snoop) to a device
naming exchange (e.g., PROFINET Device Name messag-
ing, such as a DCP SET Packet Request) on the one or more
trusted interfaces of the switch to learn device names of
devices reachable on interfaces of the switch. Next, in step
1920, the switch may then listens to the device naming
exchange (e.g., a DCP SET OK Response) to learn a
corresponding interface of the switch on which each par-
ticular device, with a learned device name, is reachable. As
such, in step 1925, the switch may then associate each
learned device name to the learned interface for that par-
ticular device, such as in a DCP snooping database/table 900
as described above. Note that the switch may also store
media access control (MAC) addresses of each learned
device name in step 1925 as well. Note further that as
described above, the switch may persist associations across
reboots of the switch (i.e., making the stored values “sticky”,
as mentioned above). According to the techniques herein,
the switch may then be configured to allow identity
responses in step 1930 from only learned device names on
their corresponding interface. As detailed above, this may
also be accompanied by restricting disallowed responses by
dropping the disallowed responses, and/or protecting against
disallowed responses by disabling interfaces of the switch
on which a disallowed response is received (e.g., until one
of either expiration of a period of time or administrator
intervention). The simplified procedure 1900 may then end
in step 1935, notably with the option to continue learning
and allowing/disallowing as necessary.

[0082] In addition, FIG. 20 illustrates another example
simplified procedure for providing for layer-2 security for
industrial automation by snooping discovery and configu-
ration messages in accordance with one or more embodi-
ments described herein. The procedure 2000, which may be
associated with procedure 1900 of FIG. 19 or else may be a
separate procedure entirely, may start at step 2005, and
continues to step 2010, where, as described in greater detail
above, the switch listens to an IP address assigning exchange
(e.g., a DCP SET Request) on the one or more trusted
interfaces of the switch to learn IP addresses assigned to
each particular device. As such, in step 2015, the switch may
then associate each learned IP address with a corresponding
learned device name and its corresponding interface (e.g., in
DCP snooping table 900), such that in step 2020, the switch
may allow address resolution responses from only learned IP
addresses from their corresponding learned device names on
their corresponding interface, as described in greater detail
above. The simplified procedure 2000 may then end in step
2025, again with the option to continue learning and allow-
ing/disallowing as necessary.

[0083] It should be noted that while certain steps within
procedures 1900-2000 may be optional as described above,
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the steps shown in FIGS. 19-20 are merely examples for
illustration, and certain other steps may be included or
excluded as desired. Further, while a particular order of the
steps is shown, this ordering is merely illustrative, and any
suitable arrangement of the steps may be utilized without
departing from the scope of the embodiments herein. More-
over, while procedures 1900-2000 are described separately,
certain steps from each procedure may be incorporated into
each other procedure, and the procedures are not meant to be
mutually exclusive.

[0084] The techniques described herein, therefore, provide
for layer-2 security for industrial automation (e.g., the
PROFINET protocol) by snooping discovery and configu-
ration messages (e.g., DCP snooping). In particular, DHCP
snooping alone does not have the mechanism required to
secure PROFINET DCP from Layer 2 attacks, but with the
DCP snooping and DAI techniques herein, the above-men-
tioned security issues can be addressed without any need for
changes to the current PROFINET DCP Protocol.

[0085] While there have been shown and described illus-
trative embodiments that provide for layer-2 security for
industrial automation (e.g., the PROFINET protocol) by
snooping discovery and configuration messages (e.g., DCP
snooping), it is to be understood that various other adapta-
tions and modifications may be made within the spirit and
scope of the embodiments herein. For example, the embodi-
ments have been shown and described herein with relation
to industrial automation protocols, and, in particular, the
well-known PROFINET protocol as an example industrial
automation protocol. However, the embodiments in their
broader sense are not as limited, and may, in fact, be used
with other protocols, whether for industrial automation or
otherwise.

[0086] The foregoing description has been directed to
specific embodiments. It will be apparent, however, that
other variations and modifications may be made to the
described embodiments, with the attainment of some or all
of their advantages. For instance, it is expressly contem-
plated that the components and/or elements described herein
can be implemented as software being stored on a tangible
(non-transitory) computer-readable medium (e.g., disks/
CDs/RAM/EEPROM/etc.) having program instructions
executing on a computer, hardware, firmware, or a combi-
nation thereof. Accordingly this description is to be taken
only by way of example and not to otherwise limit the scope
of the embodiments herein. Therefore, it is the object of the
appended claims to cover all such variations and modifica-
tions as come within the true spirit and scope of the
embodiments herein.

What is claimed is:

1. A method, comprising:

listening, by a switch in a computer network, to a device
naming exchange on one or more trusted interfaces of
the switch to learn device names of devices reachable
on interfaces of the switch;

listening, by the switch, to the device naming exchange to
learn a corresponding interface of the switch on which
each particular device, with a learned device name, is
reachable;

associating each learned device name to the learned
corresponding interface for that particular device; and

allowing, by the switch, identity responses from only
learned device names on their corresponding interface.
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2. The method as in claim 1, further comprising:

listening, by the switch, to an Internet Protocol (IP)

address assigning exchange on the one or more trusted
interfaces of the switch to learn IP addresses assigned
to each particular device;

associating each learned IP address with a corresponding

learned device name and its corresponding interface;
and

allowing, by the switch, address resolution responses

from only learned IP addresses from their correspond-
ing learned device names on their corresponding inter-
face.

3. The method as in claim 1, wherein all interfaces of the
switch are untrusted by default, the method further com-
prising:

configuring any untrusted interface that is connected to an

input/output (I/0) controller as a trusted interface of the
one or more trusted interfaces; and

configuring any untrusted interface that trunks between

another switch in the computer network as a trusted
interface of the one or more trusted interfaces.

4. The method as in claim 1, further comprising:

restricting disallowed responses by dropping the disal-

lowed responses.

5. The method as in claim 1, further comprising:

protecting against disallowed responses by disabling

interfaces of the switch on which a disallowed response
is received.

6. The method as in claim 5, further comprising:

disabling interfaces of the switch on which a disallowed

response is received until one of either expiration of a
period of time or administrator intervention.

7. The method as in claim 1, further comprising:

persisting associations across reboots of the switch.

8. The method as in claim 1, further comprising:

storing a media access control (MAC) address of each

learned device name.

9. The method as in claim 1, wherein the computer
network is an industrial automation network.

10. An apparatus, comprising:

one or more network interfaces to communicate as a

switch with a computer network;

a processor coupled to the network interfaces and adapted

to execute one or more processes; and

a memory configured to store a process executable by the

processor, the process when executed operable to:

listen to a device naming exchange on one or more
trusted interfaces of the switch to learn device names
of devices reachable on interfaces of the switch;

listen to the device naming exchange to learn a corre-
sponding interface of the switch on which each
particular device, with a learned device name, is
reachable;

associate each learned device name to the learned
corresponding interface for that particular device;
and

is allow identity responses from only learned device
names on their corresponding interface.

11. The apparatus as in claim 10, wherein the process
when executed is further operable to:

listen to an Internet Protocol (IP) address assigning

exchange on the one or more trusted interfaces of the
switch to learn IP addresses assigned to each particular
device;
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associate each learned IP address with a corresponding
learned device name and its corresponding interface;
and

allow address resolution responses from only learned IP

addresses from their corresponding learned device
names on their corresponding interface.

12. The apparatus as in claim 10, wherein all interfaces of
the switch are untrusted by default, and wherein the process
when executed is further operable to:

configure any untrusted interface that is connected to an

input/output (I/0) controller as a trusted interface of the
one or more trusted interfaces; and

configure any untrusted interface that trunks between

another switch in the computer network as a trusted
interface of the one or more trusted interfaces.

13. The apparatus as in claim 10, wherein the process
when executed is further operable to:

restrict disallowed responses by dropping the disallowed

responses.

14. The apparatus as in claim 10, wherein the process
when executed is further operable to:

protect against disallowed responses by disabling inter-

faces of the switch on which a disallowed response is
received.

15. The apparatus as in claim 14, wherein the process
when executed is further operable to:

disable interfaces of the switch on which a disallowed

response is received until one of either expiration of a
period of time or administrator intervention.

16. The apparatus as in claim 10, wherein the process
when executed is further operable to:

persist associations across reboots of the switch.

17. The apparatus as in claim 10, wherein the process
when executed is further operable to:

store a media access control (MAC) address of each

learned device name.

18. A tangible, non-transitory, computer-readable media
having software encoded thereon, the software, when
executed by a processor on a switch in a computer network,
operable to:

listen to a device naming exchange on one or more trusted

interfaces of the switch to learn device names of
devices reachable on interfaces of the switch;

listen to the device naming exchange to learn a corre-

sponding interface of the switch on which each par-
ticular device, with a learned device name, is reachable;
associate each learned device name to the learned corre-
sponding interface for that particular device; and
allow identity responses from only learned device names
on their corresponding interface.

19. The computer-readable media as in claim 18, wherein
the software when executed is further operable to:

listen to an Internet Protocol (IP) address assigning

exchange on the one or more trusted interfaces of the
switch to learn IP addresses assigned to each particular
device;

associate each learned IP address with a corresponding

learned device name and its corresponding interface;
and

allow address resolution responses from only learned IP

addresses from their corresponding learned device
names on their corresponding interface.
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20. The computer-readable media as in claim 18, wherein
all interfaces of the switch are untrusted by default, and
wherein the software when executed is further operable to:

configure any untrusted interface that is connected to an

input/output (I/0) controller as a trusted interface of the
one or more trusted interfaces; and

configure any untrusted interface that trunks between

another switch in the computer network as a trusted
interface of the one or more trusted interfaces.

#* #* #* #* #*
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