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Description

[0001] The present application claims priority to Chi-
nese Patent Application No. CN201810565700.3, filed
to the Chinese Patent Office on June 04, 2018, and en-
titled "VEHICLE CONTROL METHODS AND SYS-
TEMS, VEHICLE-MOUNTED INTELLIGENT SYS-
TEMS, ELECTRONIC DEVICES, AND MEDIA".

TECHNICAL FIELD

[0002] The disclosure relates to intelligent recognition
technologies for vehicles, and in particular, to a vehicle
control method and system, a vehicle-mounted intelligent
system, an electronic device, and a medium. Related
technologies are known for example from WO
2015/091679 A1 which discloses a method for authenti-
cating a driver in a motor vehicle having a detection de-
vice which is arranged in the motor vehicle and has the
purpose of detecting actual data of the driver transmitted
during the authentication to a checking device. The
checking device, which is arranged remote from the mo-
tor vehicle, compares the actual data with setpoint data,
and when the actual data corresponds to the setpoint
data a signal is transmitted to the motor vehicle, thus
enabling a starting process of the motor vehicle for the
driver.

BACKGROUND

[0003] An intelligent vehicle is a comprehensive sys-
tem integrating environment perception, planning deci-
sion-making, multi-level assisted driving and other func-
tions, and uses computer, modern sensing, information
fusion, communication, artificial intelligence, automatic
control and other technologies, and thus is a typical high-
tech complex. At present, the research on intelligent ve-
hicles is mainly aimed at improving the safety and comfort
of automobiles and providing an excellent human-vehicle
interactive interface. In recent years, intelligent vehicles
have become the hotspot of research in the field of ve-
hicle engineering in the world and the new driving force
for the growth of the automobile industry. Many devel-
oped countries have incorporated the intelligent vehicles
into their own intelligent transportation systems.

SUMMARY

[0004] Embodiments of the disclosure provide vehicle
control method and system, vehicle-mounted intelligent
system, electronic device, and medium.
[0005] In one aspect, the present disclosure provides
a vehicle control method according to claim 1.
[0006] Optionally, the using a vehicle includes one or
any combination of: reserving use of a vehicle, driving a
vehicle, riding a vehicle, cleaning a vehicle, maintaining
a vehicle, repairing a vehicle, refueling a vehicle, and
charging a vehicle.

[0007] Optionally, the data set stores the pre-stored
face image of at least one user having reserved a ride;
and
the controlling vehicle actions to allow the user to use
the vehicle includes: controlling opening of vehicle doors.
[0008] Optionally, the data set stores the pre-stored
face image of at least one user having reserved use of
a vehicle; and
the controlling vehicle actions to allow the user to use
the vehicle includes: controlling opening of vehicle doors
and release of driving control rights of the vehicle.
[0009] Optionally, the data set stores the pre-stored
face image of at least one user having been recorded
and allowed to ride the vehicle; and
the controlling vehicle actions to allow the user to use
the vehicle includes: controlling opening of vehicle doors.
[0010] Optionally, the data set stores the pre-stored
face image of at least one user having been recorded
and allowed to use the vehicle; and
the controlling vehicle actions to allow the user to use
the vehicle includes: controlling opening of vehicle doors
and release of driving control rights of the vehicle.
[0011] Optionally, the data set stores the pre-stored
face image of at least one user having reserved unlocking
or having been recorded and allowed to open a lock; and
the controlling vehicle actions to allow the user to use
the vehicle includes: controlling opening of a vehicle lock.
[0012] Optionally, the data set stores the pre-stored
face image of at least one user having reserved refueling
of a vehicle or having been recorded and allowed to refuel
a vehicle; and
the controlling vehicle actions to allow the user to use
the vehicle includes: controlling opening of a fuel filler of
the vehicle.
[0013] Optionally, the data set stores the pre-stored
face image of at least one user having reserved charging
of a vehicle or having been recorded and allowed to
charge a vehicle; and
the controlling vehicle actions to allow the user to use
the vehicle includes: performing control to allow a charg-
ing device to connect to a battery of the vehicle.
[0014] Optionally, the method further includes: control-
ling the vehicle to issue prompt information for indicating
that the user is allowed to use the vehicle.
[0015] Optionally, the acquiring a face image of a user
currently requesting to use a vehicle includes:
collecting a face image of the user by means of a photo-
graphing component provided on the vehicle.
[0016] Optionally, the method further includes:

sending, when the vehicle is in a communication con-
nection state with a cloud server, a data set download
request to the cloud server; and
receiving and storing the data set sent by the cloud
server.

[0017] Optionally, the method further includes:

1 2 



EP 3 628 549 B1

3

5

10

15

20

25

30

35

40

45

50

55

if the feature matching result indicates that the fea-
ture matching is successful, acquiring identity infor-
mation of the user according to the pre-stored face
image with successful feature matching; and
sending the face image and the identity information
to the cloud server.

[0018] Optionally, the method further includes: acquir-
ing a living body detection result of the face image;
the controlling, according to the feature matching result,
vehicle actions to allow the user to use the vehicle in-
cludes:
controlling, according to the feature matching result and
the living body detection result, vehicle actions to allow
the user to use the vehicle.
[0019] Optionally, the method further includes:

issuing prompt reservation information;
receiving a reservation request of the user according
to the reservation information, the reservation re-
quest of the user including a reserved face image of
the user; and
establishing a data set according to the reserved
face image.

[0020] Optionally, the method further includes:

performing user state detection based on the face
image; and
outputting a forewarning prompt for an abnormal
state according to the result of the user state detec-
tion.

[0021] Optionally, the user state detection includes any
one or more of: user fatigue state detection, user distrac-
tion state detection, and user’s predetermined distraction
action detection.
[0022] Optionally, the performing user fatigue state de-
tection based on the face image includes:

detecting at least part of a face region of the face
image to obtain state information of the at least part
of the face region, the state information of the at least
part of the face region including any one or more of:
eye open/closed state information and mouth
open/closed state information;
acquiring a parameter value of an index for repre-
senting a user fatigue state according to the state
information of the at least part of the face region with-
in a period of time; and
determining the result of the user fatigue state de-
tection according to the parameter value of the index
for representing the user fatigue state.

[0023] Optionally, the index for representing the user
fatigue state includes any one or more of: an eye closure
degree and a yawning degree.
[0024] Optionally, the parameter value of the eye clo-

sure degree includes any one or more of: the number of
eye closures, eye closure frequency, eye closure dura-
tion, eye closure amplitude, the number of eye semi-clo-
sures, and eye semi-closure frequency; and/or
the parameter value of the yawning degree includes any
one or more of: a yawning state, the number of yawns,
yawning duration, and yawning frequency.
[0025] Optionally, the performing user distraction state
detection based on the face image includes:

performing face orientation and/or gaze direction de-
tection on the face image to obtain face orientation
information and/or gaze direction information;
determining a parameter value of an index for rep-
resenting a user distraction state according to the
face orientation information and/or the gaze direction
information within a period of time, the index for rep-
resenting the user distraction state including any one
or more of: a face orientation deviation degree and
a gaze deviation degree; and
determining the result of the user distraction state
detection according to the parameter value of the
index for representing the user distraction state.

[0026] Optionally, the parameter value of the face ori-
entation deviation degree includes any one or more of:
the number of head turns, head turning duration, and
head turning frequency; and/or
the parameter value of the gaze deviation degree in-
cludes any one or more of: a gaze direction deviation
angle, gaze direction deviation duration, and gaze direc-
tion deviation frequency.
[0027] Optionally, the performing face orientation
and/or gaze direction detection on the user in the face
image includes:

detecting face key points of the face image; and
performing face orientation and/or gaze direction de-
tection according to the face key points.

[0028] Optionally, the performing face orientation de-
tection according to the face key points to obtain the face
orientation information includes:

acquiring feature information of head pose according
to the face key points; and
determining the face orientation information accord-
ing to the feature information of the head pose.

[0029] Optionally, the predetermined distraction action
includes any one or more of: a smoking action, a drinking
action, an eating action, a calling action, and an enter-
tainment action.
[0030] Optionally, the performing user’s predeter-
mined distraction action detection based on the face im-
age includes:

performing target object detection corresponding to
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the predetermined distraction action on the face im-
age to obtain a detection frame for a target object;
and
determining whether the predetermined distraction
action occurs according to the detection frame for
the target object.

[0031] Optionally, the method further includes:

if the predetermined distraction action occurs, ac-
quiring a parameter value of an index for represent-
ing a user distraction degree according to the deter-
mination result indicating whether the predetermined
distraction action occurs within a period of time; and

determining the result of the user’s predetermined
distraction action detection according to the param-
eter value of the index for representing the user dis-
traction degree.

[0032] Optionally, the parameter value of the index for
representing the user distraction degree includes any
one or more of: the number of occurrences of the prede-
termined distraction action, duration of the predeter-
mined distraction action, and frequency of the predeter-
mined distraction action.
[0033] Optionally, the method further includes:
if the result of the user’s predetermined distraction action
detection is that a predetermined distraction action is de-
tected, prompting the detected predetermined distraction
action.
[0034] Optionally, the method further includes:
executing a control operation corresponding to the result
of the user state detection.
[0035] Optionally, the executing a control operation
corresponding to the result of the user state detection
includes at least one of:

if the determined result of the user state detection
satisfies a predetermined prompt/warning condition,
outputting prompt/warning information correspond-
ing to the predetermined prompt/warning condition;
and/or
if the determined result of the user state detection
satisfies a predetermined information sending con-
dition, sending predetermined information to a pre-
set contact or establishing a communication connec-
tion state with the preset contact; and/or
if the determined result of the user state detection
satisfies a predetermined driving mode switching
condition, switching the driving mode to an automatic
driving mode.

[0036] Optionally, the method further includes:
sending at least part of the result of the user state detec-
tion to the cloud server.
[0037] Optionally, the at least part of the result in-
cludes: abnormal vehicle use state information deter-

mined according to the user state detection.
[0038] Optionally, the method further includes:

storing face images corresponding to the abnormal
vehicle use state information; and/or
sending the face images corresponding to the ab-
normal vehicle use state information to the cloud
server.

[0039] A vehicle control method according to claim 11
is provided according to still another aspect of the em-
bodiments of the disclosure.
[0040] Optionally, the method further includes:

receiving a data set download request sent by the
vehicle, the data set storing pre-stored face images
of at least one pre-recorded user allowed to use the
vehicle; and
sending the data set to the vehicle.

[0041] Optionally, the method further includes:

receiving a reservation request sent by the vehicle
or a mobile device, the reservation request including
a reserved face image of the user; and
establishing a data set according to the reserved
face image.

[0042] Optionally the acquiring a feature matching re-
sult between the face image and at least one pre-stored
face image in a data set includes:
acquiring, from the vehicle, the feature matching result
between the face image and the at least one pre-stored
face image in the data set.
[0043] Optionally, the method further includes:
receiving at least part of the result of the user state de-
tection sent by the vehicle, and outputting a forewarning
prompt for an abnormal vehicle use state.
[0044] Optionally, the at least part of the result in-
cludes: abnormal vehicle use state information deter-
mined according to the user state detection.
[0045] Optionally, the method further includes: execut-
ing a control operation corresponding to the result of the
user state detection.
[0046] Optionally, the executing a control operation
corresponding to the result of the user state detection
includes:

if the determined result of the user state detection
satisfies a predetermined prompt/warning condition,
outputting prompt/warning information correspond-
ing to the predetermined prompt/warning condition;
and/or
if the determined result of the user state detection
satisfies a predetermined information sending con-
dition, sending predetermined information to a pre-
determined contact or establishing a communication
connection state with the predetermined contact;
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and/or
if the determined result of the user state detection
satisfies a predetermined driving mode switching
condition, switching the driving mode to an automatic
driving mode.

[0047] Optionally, the method further includes: receiv-
ing face images corresponding to the abnormal vehicle
use state information and sent by the vehicle.
[0048] Optionally, the method further includes: per-
forming at least one of the following operations based on
the abnormal vehicle use state information:
data statistics, vehicle management, and user manage-
ment.
[0049] Optionally, the performing data statistics based
on the abnormal vehicle use state information includes:
collecting, based on the abnormal vehicle use state in-
formation, statistics on the received face images corre-
sponding to the abnormal vehicle use state information
to classify the face images according to different abnor-
mal vehicle use states, so as to determine statistics of
each of the abnormal vehicle use states.
[0050] Optionally, the performing vehicle management
based on the abnormal vehicle use state information in-
cludes:
collecting, based on the abnormal vehicle use state in-
formation, statistics on the received face images corre-
sponding to the abnormal vehicle use state information
to classify the face images according to different vehicles,
so as to determine abnormal vehicle use statistics of each
of the vehicles.
[0051] Optionally, the performing user management
based on the abnormal vehicle use state information in-
cludes:
processing, based on the abnormal vehicle use state in-
formation, the received face images corresponding to the
abnormal vehicle use state information to classify the
face images according to different users, so as to deter-
mine abnormal vehicle use statistics of each of the users.
[0052] An electronic device according to claim 13 is
provided according to another aspect of the embodi-
ments of the disclosure.
[0053] A computer storage medium according to claim
14 is provided according to another aspect of the em-
bodiments of the disclosure.
[0054] Based on the vehicle control methods, the elec-
tronic device, and the medium provided by the foregoing
embodiments of the disclosure, by acquiring a face image
of a user currently requesting to use a vehicle; acquiring
a feature matching result between the face image and at
least one pre-stored face image in a data set of the ve-
hicle; and if the feature matching result indicates that the
feature matching is successful, controlling vehicle ac-
tions to allow the user to use the vehicle, the rights of
pre-recorded personnel are guaranteed based on the
feature matching, and the feature matching can be
achieved without a network, thereby overcoming the de-
pendency on the network and further improving the safety

guarantee of the vehicle.
[0055] The following further describes in detail the
technical solutions of the disclosure with reference to the
accompanying drawings and embodiments.

BRIEF DESCRIPTION OF DRAWINGS

[0056] The accompanying drawings constituting a part
of the specification are used for describing embodiments
of the disclosure and are intended to explain the princi-
ples of the disclosure together with the descriptions.
[0057] According to the following detailed descriptions,
the disclosure can be understood more clearly with ref-
erence to the accompanying drawings.

FIG. 1 is a flowchart of a vehicle control method ac-
cording to some embodiments of the disclosure;
FIG. 2 is a flowchart of performing user fatigue state
detection based on a face image in some embodi-
ments of the disclosure;
FIG. 3 is a flowchart of performing user distraction
state detection based on a face image in some em-
bodiments of the disclosure;
FIG. 4 is a flowchart of performing user’s predeter-
mined distraction action detection based on a face
image in some embodiments of the disclosure;
FIG. 5 is a flowchart of a user state detection method
according to some embodiments of the disclosure;
FIG. 6 is a schematic structural diagram of a vehicle-
mounted intelligent system according to some em-
bodiments of the disclosure;
FIG. 7 is a flowchart of a vehicle control method ac-
cording to some other embodiments of the disclo-
sure;
FIG. 8 is a schematic structural diagram of an elec-
tronic device according to some embodiments of the
disclosure;
FIG. 9 is a flowchart of use of a vehicle management
system according to some embodiments of the dis-
closure; and
FIG. 10 is a schematic structural diagram of an ap-
plication example of an electronic device according
to some embodiments of the disclosure.

DETAILED DESCRIPTION

[0058] Various exemplary embodiments of the disclo-
sure are now described in detail with reference to the
accompanying drawings. It should be noted that, unless
otherwise stated specifically, relative arrangement of the
components and steps, the numerical expressions, and
the values set forth in the embodiments are not intended
to limit the scope of the disclosure.
[0059] In addition, it should be understood that, for
ease of description, the size of each part shown in the
accompanying drawings is not drawn in actual propor-
tion.
[0060] The following descriptions of at least one exem-
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plary embodiment are merely illustrative actually, and are
not intended to limit the disclosure and the applications
or uses thereof.
[0061] Technologies, methods and devices known to
a person of ordinary skill in the related art may not be
discussed in detail, but such technologies, methods and
devices should be considered as a part of the specifica-
tion in appropriate situations.
[0062] It should be noted that similar reference numer-
als and letters in the following accompanying drawings
represent similar items. Therefore, once an item is de-
fined in an accompanying drawing, the item does not
need to be further discussed in the subsequent accom-
panying drawings.
[0063] The embodiments of the present invention may
be applied to electronic devices such as devices, com-
puter systems, and servers, which may operate with nu-
merous other general-purpose or special-purpose com-
puting system environments or configurations. Examples
of well-known devices, computing systems, environ-
ments, and/or configurations suitable for use together
with the electronic devices such as devices, computer
systems, and servers include, but are not limited to, per-
sonal computer systems, server computer systems, thin
clients, thick clients, handheld or laptop devices, micro-
processor-based systems, set top boxes, programmable
consumer electronics, network personal computers,
small computer systems, large computer systems, dis-
tributed cloud computing environments that include any
one of the foregoing systems, and the like.
[0064] The electronic devices such as devices, com-
puter systems, and servers may be described in the gen-
eral context of computer system executable instructions
(for example, program modules) executed by the com-
puter system. Generally, the program modules may in-
clude routines, programs, target programs, components,
logics, data structures, and the like, to execute specific
tasks or implement specific abstract data types. The com-
puter system/server may be practiced in the distributed
cloud computing environments in which tasks are exe-
cuted by remote processing devices that are linked
through a communications network. In the distributed
computing environments, program modules may be lo-
cated in local or remote computing system storage me-
dium including storage devices.
[0065] FIG. 1 is a flowchart of a vehicle control method
according to some embodiments of the disclosure. As
shown in FIG. 1, the execution subject of the vehicle con-
trol method of this embodiment may be a vehicle device,
for example, the execution subject may be a vehicle-
mounted intelligent system or other devices having sim-
ilar functions. The method of this embodiment includes:
110. Acquire a face image of a user currently requesting
to use a vehicle.
[0066] Optionally, in order to acquire the face image
of the user, image collection can be performed on an
existing person by means of an image collection appa-
ratus provided outside or inside the vehicle, so as to ob-

tain a face image. Optionally, in order to obtain a face
image with better quality, operations, such as face de-
tection, face quality screening, and living body recogni-
tion, can be performed on the collected image.
[0067] In an optional example, the operation 110 may
be executed by a processor by invoking a corresponding
instruction stored in a memory, or may be executed by
a user image acquisition unit 61 run by the processor.
[0068] 120. Acquire a feature matching result between
the face image and at least one pre-stored face image
in a data set of the vehicle.
[0069] The data set stores the pre-stored face image
of at least one pre-recorded user allowed to use the ve-
hicle.
[0070] Optionally, feature matching is performed be-
tween the face image and the pre-stored face image in
the data set. Features of the face image and features of
the pre-stored face image can be separately obtained by
means of a convolutional neural network, and then fea-
ture matching is performed in order to recognize a pre-
stored face image having the same face as the face im-
age, thereby implementing identity recognition of the user
in the collected face image.
[0071] In an optional example, the operation 120 may
be executed by a processor by invoking a corresponding
instruction stored in a memory, or may be executed by
a matching unit 62 run by the processor.
[0072] 130. If the feature matching result indicates that
the feature matching is successful, control actions of the
vehicle to allow the user to use the vehicle.
[0073] The feature matching result includes two cases:
the feature matching is successful and the feature match-
ing is unsuccessful; when the feature matching is suc-
cessful, it is indicated that the user is a reserved or al-
lowed user and can use the vehicle, and at this time,
actions of the vehicle are controlled to allow the user to
use the vehicle.
[0074] In an optional example, the operation 130 may
be executed by a processor by invoking a corresponding
instruction stored in a memory, or may be executed by
a vehicle control unit 63 run by the processor.
[0075] Based on the vehicle control method provided
by the foregoing embodiment of the disclosure, by ac-
quiring a face image of a user currently requesting to use
a vehicle; acquiring a feature matching result between
the face image and at least one pre-stored face image
in a data set of the vehicle; and if the feature matching
result indicates that the feature matching is successful,
controlling actions of the vehicle to allow the user to use
the vehicle, the rights of pre-recorded personnel are
guaranteed based on the feature matching, and the fea-
ture matching can be achieved without a network, there-
by overcoming the dependency on the network and fur-
ther improving the safety guarantee of the vehicle.
[0076] In one or more optional embodiments, the using
a vehicle may include, but is not limited to, one or any
combination of: reserving use of a vehicle, driving a ve-
hicle, riding a vehicle, cleaning a vehicle, maintaining a
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vehicle, repairing a vehicle, refueling a vehicle, and
charging a vehicle.
[0077] Usually, for using and driving a vehicle, it is nec-
essary to obtain the driving control rights of the vehicle,
while for a ride (such as, taking a shuttle bus and online
taxi-hailing service), it is only necessary to control open-
ing of vehicle doors. There are different cases for clean-
ing a vehicle. In the case of cleaning a vehicle manually,
the vehicle can be fixed, and the cleaning personnel need
to control the opening of the vehicle doors; while in the
case of cleaning a vehicle automatically, it may be nec-
essary to provide the cleaning personnel with driving con-
trol rights of the vehicle. For maintaining and repairing a
vehicle, it is only necessary to control the opening of ve-
hicle doors for corresponding personnel. For refueling a
vehicle, it is necessary to controlling opening of a fuel
filler of the vehicle. When charging a vehicle (for an elec-
tric vehicle), it is necessary to perform control to allow a
charging device (such as a charging gun) to connect to
a battery of the vehicle.
[0078] In some embodiments, the data set stores the
pre-stored face image of at least one user having re-
served a ride; and the operation 130 may include: con-
trolling opening of vehicle doors.
[0079] Vehicle doors are opened for the user having
reserved a ride (such as, online taxi-hailing service), so
that the user can successfully get on the vehicle, but other
non-reserved users cannot open the vehicle doors to get
on the vehicle, thereby ensuring the benefits of the re-
served user and the safety of the vehicle.
[0080] In some embodiments, the data set stores the
pre-stored face image of at least one user having re-
served use of a vehicle; and the operation 130 may in-
clude: controlling opening of vehicle doors and release
of driving control rights of the vehicle.
[0081] When what is reserved by the reserved user is
driving a vehicle (e.g., reserving vehicle rental), the user
is provided with driving control rights of the vehicle, but
other non-reserved users cannot enter the vehicle, and
even if they enter the vehicle illegally, they still cannot
drive the vehicle, thereby ensuring the safety of the ve-
hicle.
[0082] In some embodiments, the data set stores the
pre-stored face image of at least one user having been
recorded and allowed to ride the vehicle; and the oper-
ation 130 may include: controlling opening of vehicle
doors.
[0083] When the user is a user having been recorded
and allowed to ride the vehicle (such as members with
no driving ability corresponding to private cars and pas-
sengers of the shuttle bus), the vehicle doors are con-
trolled to be opened for the user, so that the user can
ride safely.
[0084] In some embodiments, the data set stores the
pre-stored face image of at least one user having been
recorded and allowed to use the vehicle; and the opera-
tion 130 includes: controlling opening of vehicle doors
and release of driving control rights of the vehicle.

[0085] When the user is a user having been recorded
and allowed to use the vehicle (such as, members with
driving ability corresponding to private cars), the user is
provided with driving control rights of the vehicle, but oth-
er non-reserved users cannot enter the vehicle, and even
if they enter the vehicle illegally, they still cannot drive
the vehicle, thereby ensuring the safety of the vehicle.
[0086] In some embodiments, the data set stores the
pre-stored face image of at least one user having re-
served unlocking or having been recorded and allowed
to open a lock; and the operation 130 includes: controlling
opening of a vehicle lock.
[0087] For some special vehicles (such as, electric bi-
cycles, electric motorcycles, shared bikes), they can be
used as long as the locks are opened. At this time, the
user may be a reserved user (including temporary res-
ervation or long-term reservation) or a user having been
recorded and allowed to open the lock, the vehicle lock
is controlled to be opened for the user, thereby ensuring
the safety of the vehicle.
[0088] In some embodiments, the data set stores the
pre-stored face image of at least one user having re-
served refueling of a vehicle or having been recorded
and allowed to refuel a vehicle; and the operation 130
includes: controlling opening of a fuel filler of the vehicle.
[0089] When the vehicle needs to be refueled, it is nec-
essary to open the fuel filler. For the user having reserved
refueling of a vehicle or having been recorded and al-
lowed to refuel a vehicle, the fuel filler of the vehicle is
controlled to be opened for the user in order to refuel the
vehicle, thereby ensuring the safety of the vehicle in all
aspects of performance.
[0090] In some embodiments, the data set stores the
pre-stored face image of at least one user having re-
served charging of a vehicle or having been recorded
and allowed to charge a vehicle; and the operation 130
includes: performing control to allow a charging device
to connect to a battery of the vehicle.
[0091] When the vehicle needs to be charged (such
as, an electric automobile or an electric bicycle), it is nec-
essary to perform control to allow a charging device to
connect to the battery of the vehicle. For the user having
reserved charging of a vehicle or having been recorded
and allowed to charge a vehicle, control is performed for
the user to allow the charging device to connect to the
battery of the vehicle so as to charge the vehicle, thereby
ensuring the safety of the battery of the vehicle.
[0092] In one or more optional embodiments, the ve-
hicle control method further includes: controlling the ve-
hicle to issue prompt information for indicating that the
user is allowed to use the vehicle.
[0093] In order to provide better user experience, by
issuing prompt information for indicating that the user is
allowed to use the vehicle, the user may be prompted
that the vehicle can be used, so that user waiting is avoid-
ed or the waiting time of the user is shortened, and a
better service is provided for the user.
[0094] In one or more optional embodiments, the op-

11 12 



EP 3 628 549 B1

8

5

10

15

20

25

30

35

40

45

50

55

eration 110 may include:
collecting a face image of the user by means of a photo-
graphing component provided on the vehicle.
[0095] Because this embodiment provides the user
with a service of using a vehicle, and may include oper-
ations inside the vehicle (such as, driving a vehicle) or
operations outside the vehicle (such as, opening vehicle
doors, and opening a vehicle lock), the photographing
component may be provided outside or inside the vehicle,
and may also be fixedly or movably provided.
[0096] In one or more optional embodiments, the ve-
hicle control method further includes:

sending, when the vehicle is in a communication con-
nection state with a cloud server, a data set download
request to the cloud server; and
receiving and storing the data set sent by the cloud
server.

[0097] Optionally, the data set is generally stored in
the cloud server. In this embodiment, it is necessary to
implement face matching on the vehicle. In order to per-
form face matching without a network, the data set can
be downloaded from the cloud server through the net-
work, and the data set is stored on the vehicle. At this
time, even if the network is unavailable and it is impos-
sible to communicate with the cloud server, face match-
ing may also be implemented on the vehicle, and the
management of the data set by the vehicle is facilitated.
[0098] In one or more optional embodiments, the ve-
hicle control method may further include:

if the feature matching result indicates that the fea-
ture matching is successful, acquiring identity infor-
mation of the user according to the pre-stored face
image of which the feature matching is successful;
and
sending the image and the identity information to the
cloud server.

[0099] In this embodiment, when the feature matching
is successful, it is indicated that the user is a user having
reserved or having been allowed to use the vehicle, the
identity information corresponding to the user can be ob-
tained from the data set, and the face image and the
identity information are sent to the cloud server. Real-
time tracking can be established for the user at the cloud
server (for example, when and where a certain user rides
a certain vehicle). In the case that the network is availa-
ble, the face image is uploaded in real time to the cloud
server, so as to implement analysis and statistics of the
vehicle use state of the user.
[0100] In one or more optional embodiments, the ve-
hicle control method further includes: acquiring a living
body detection result of the face image; and
the operation 130 may include:
controlling, according to the feature matching result and
the living body detection result, actions of the vehicle to

allow the user to use the vehicle.
[0101] In this embodiment, the living body detection is
used for determining whether the image is from a real
person (i.e., a living person), the authentication of the
driver may be more accurate through the living body de-
tection. This embodiment does not define the specific
approaches of the living body detection. For example,
the living body detection may be implemented by three-
dimensional information depth analysis of the image, fa-
cial optical flow analysis, Fourier spectrum analysis, edge
or reflection anti-counterfeiting clue analysis, compre-
hensive analysis of multiple video image frames in a vid-
eo stream, and the like, and therefore, the details are not
described herein again.
[0102] In one or more embodiments, the vehicle control
method further includes:

sending, when the vehicle is in a communication con-
nection state with a mobile device, a data set down-
load request to the mobile device; and
receiving and storing the data set sent by the mobile
device.

[0103] The data set is acquired from the cloud server
and sent to the vehicle by the mobile device upon recep-
tion of the data set download request.
[0104] Optionally, the mobile device may be a mobile
phone, a PAD, or other terminal devices on the vehicle.
Upon reception of the data set download request, the
mobile device sends the data set download request to
the cloud server, and then obtains the data set to be sent
to the vehicle. When the mobile device downloads the
data set, the built-in network of the mobile device (e.g.,
2G network, 3G network, 4G network, and the like) may
be applied, thereby avoiding the problem that the vehicle
cannot download the data set from the cloud server with-
out a network and thus cannot perform face matching.
[0105] In one or more embodiments, the vehicle control
method further includes: if the feature matching result
indicates that the feature matching is unsuccessful, con-
trolling actions of the vehicle to refuse the user to use
the vehicle.
[0106] In this embodiment, unsuccessful feature
matching indicates that the user has not reserved or has
not been allowed to user the vehicle. At this time, in order
to guarantee the benefits of the user having reserved or
having been allowed to user the vehicle, the vehicle will
refuse the user to use it.
[0107] Optionally, the vehicle control method further
includes:

issuing prompt reservation information;
receiving a reservation request of the user according
to the prompt reservation information, the reserva-
tion request of the user including a reserved face
image of the user; and
establishing a data set according to the reserved
face image.
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[0108] In this embodiment, a reservation request sent
by the user is received by the vehicle, the reserved face
images of the user are stored, a data set is established
on the vehicle based on the reserved face images, and
individual face matching of the vehicle is implemented
by means of the data set, without downloading the data
set from the cloud server.
[0109] In one or more optional embodiments, the ve-
hicle control method further includes:

performing user state detection based on the face
image; and
outputting a forewarning prompt for an abnormal
state according to the result of the user state detec-
tion.

[0110] In some of the embodiments, the result of the
user state detection may be output.
[0111] In some other embodiments, when the user is
a driver, intelligent driving control may be performed on
the vehicle according to the result of the user state de-
tection.
[0112] In still some other embodiments, when the user
is a driver, the result of the user state detection may be
output, and at the same time, intelligent driving control
may be performed on the vehicle according to the result
of the user state detection.
[0113] Optionally, the result of the user state detection
may be output locally and/or the result of the user state
detection may be output remotely. The result of the user
state detection is output locally, i.e., the result of the user
state detection is output by a user state detection appa-
ratus or a user monitoring system, or the result of the
user state detection is output to a central control system
in the vehicle, so that intelligent driving control is per-
formed on the vehicle based on the result of the user
state detection. The result of the user state detection is
output remotely, for example, the result of the user state
detection may be sent to the cloud server or a manage-
ment node so that the cloud server or the management
node collects, analyzes, and/or manages the result of
the user state detection, or the vehicle is remotely con-
trolled based on the result of the user state detection.
[0114] In an optional example, the outputting a fore-
warning prompt for an abnormal state according to the
result of the user state detection may be executed by a
processor by invoking a corresponding instruction stored
in a memory, or may be executed by an output module
run by the processor.
[0115] In an optional example, the foregoing operation
may be executed by a processor by invoking a corre-
sponding instruction stored in a memory, or may be ex-
ecuted by a user state detection unit run by the processor.
[0116] In some embodiments, the user state detection,
for example, may include, but is not limited to, any one
or more of: user fatigue state detection, user distraction
state detection, user’s predetermined distraction action
detection, and user gesture detection. Thus, the result

of the user state detection correspondingly includes, but
is not limited to, any one or more of: the result of the user
fatigue state detection, the result of the user distraction
state detection, the result of the user’s predetermined
distraction action detection, and the result of the user
gesture detection.
[0117] In this embodiment, the predetermined distrac-
tion action may be any distraction action that may distract
the user, for example, a smoking action, a drinking action,
an eating action, a calling action, an entertainment action
and the like. The eating action is eating food, for example,
fruit, snacks and the like. The entertainment action is any
action executed with the aid of an electronic device, for
example, sending messages, playing games, singing
and the like. The electronic device is, for example, a mo-
bile terminal, a handheld computer, a game machine and
the like.
[0118] Based on the user state detection method pro-
vided in the foregoing embodiment of the disclosure, the
user state detection may be performed on the face image,
and the result of the user state detection is output, so as
to implement real-time detection of the vehicle use state
of the user, so that corresponding measures are taken
in time when the vehicle use state of the user is poor,
thereby facilitating ensuring safe driving, and reducing
or avoiding road traffic accidents.
[0119] FIG. 2 is a flowchart of performing user fatigue
state detection based on a face image in some embod-
iments of the disclosure. In an optional example, the em-
bodiment shown in FIG. 2 may be executed by a proc-
essor by invoking a corresponding instruction stored in
a memory, or may be executed by a state detection unit
run by the processor. As shown in FIG. 2, the method for
performing user fatigue state detection based on a face
image may include:
202: Detect at least part of a face region of the face image
to obtain state information of the at least part of the face
region.
[0120] In an optional example, the at least part of the
face region may include at least one of a user’s eye re-
gion, a user’s mouth region, and a user’s entire face re-
gion. The state information of the at least part of the face
region may include any one or more of: eye open/closed
state information and mouth open/closed state informa-
tion.
[0121] Optionally, the eye open/closed state informa-
tion may be used for detecting eye closure of the user,
for example, detecting whether the user’s eyes are semi-
closed ("semi-" represents the state that the eyes are not
completely closed, for example, squinted in the sleepy
state and the like), whether the user closes the eyes, the
number of eye closures, the eye closure amplitude and
the like. Optionally, the eye open/closed state information
may be the information obtained by normalization
processing of the amplitude of eye opening. The mouth
open/closed state information may be used for yawn de-
tection of the user, for example, detecting whether the
user yawns, and the number of yawns and the like. Op-
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tionally, the mouth open/closed state information may be
the information obtained by normalization processing of
the amplitude of mouth opening.
[0122] In an optional example, face key point detection
may be performed on the face image, and computation
is performed directly using an eye key point in the de-
tected face key points, to obtain the eye open/closed
state information according to the computation result.
[0123] In an optional example, the eyes in the face im-
age are first positioned using the eye key point in the face
key points (for example, the coordinate information of the
eye key point in the face image) to obtain an eye image,
and an upper eyelid line and a lower eyelid line are ob-
tained using the eye image; and the eye open/closed
state information is obtained by computing the spacing
between the upper eyelid line and the lower eyelid line.
[0124] In an optional example, computation is per-
formed directly using a mouth key point in the face key
points, so as to obtain the mouth open/closed state in-
formation according to the computation result.
[0125] In an optional example, the mouth in the face
image is first positioned using the mouth key point in the
face key points (for example, the coordinate information
of the mouth key point in the face image) to obtain a
mouth image through a mode such as shearing, and an
upper lip line and a lower lip line are obtained using the
mouth image; and the mouth open/closed state informa-
tion is obtained by computing the spacing between the
upper lip line and the lower lip line.
[0126] 204: Acquire a parameter value of an index for
representing a user fatigue state according to the state
information of the at least part of the face region within
a period of time.
[0127] In some optional examples, the index for rep-
resenting the user fatigue state for example may include,
but is not limited to, any one or more of: an eye closure
degree and a yawning degree.
[0128] In an optional example, the parameter value of
the eye closure degree, for example, may include, but is
not limited to, any one or more of: the number of eye
closures, eye closure frequency, eye closure duration,
eye closure amplitude, the number of eye semi-closures,
and eye semi-closure frequency; and/or the parameter
value of the yawning degree, for example, may include,
but is not limited to, any one or more of: a yawning state,
the number of yawns, yawning duration, and yawning
frequency.
[0129] 206. Determine the result of the user fatigue
state detection according to the parameter value of the
index for representing the user fatigue state.
[0130] Optionally, the result of the user fatigue state
detection may include: no fatigue state is detected, and
the fatigue state. Alternatively, when the user is a driver,
the result of the user fatigue state detection may also be
the fatigue driving degree, where the fatigue driving de-
gree may include: normal driving level (also called non-
fatigue driving level) and fatigue driving level. The fatigue
driving level may be one level, or may be divided into

multiple different levels, for example, the fatigue driving
level may be divided into fatigue driving prompt level (also
called mild fatigue driving level) and fatigue driving warn-
ing level (also called severe fatigue driving level). Cer-
tainly, the fatigue driving degree may be divided into more
levels, for example, mild fatigue driving level, moderate
fatigue driving level, and severe fatigue driving level and
the like. This embodiment does not limit the different lev-
els included in the fatigue driving degree.
[0131] FIG. 3 is a flowchart of performing user distrac-
tion state detection based on a face image in some em-
bodiments of the disclosure. In an optional example, the
embodiment shown in FIG. 3 may be executed by a proc-
essor by invoking a corresponding instruction stored in
a memory, or may be executed by a state detection unit
run by the processor. As shown in FIG. 3, the method for
performing user distraction state detection based on a
face image may include:
302. Perform face orientation and/or gaze direction de-
tection on the face image to obtain face orientation infor-
mation and/or gaze direction information.
[0132] Optionally, the face orientation information may
be used for determining whether the face direction of the
user is normal, for example, determining whether the us-
er turns his/her face or turns around and the like. Option-
ally, the face orientation information may be the included
angle between the front of the face of the user and the
front of the vehicle used by the user. Optionally, the gaze
direction information may be used for determining wheth-
er the gaze direction of the user is normal, for example,
determining whether the user gazes ahead and the like.
The gaze direction information may be used for deter-
mining whether a deviation phenomenon occurs to the
gaze of the user. Optionally, the gaze direction informa-
tion may be the included angle between the gaze of the
user and the front of the vehicle used by the user.
[0133] 304: Determine a parameter value of an index
for representing a user distraction state according to the
face orientation information and/or the gaze direction in-
formation within a period of time.
[0134] In some optional examples, the index for rep-
resenting the user fatigue state, for example, may in-
clude, but are is limited to, any one or more of: a face
orientation deviation degree and a gaze deviation de-
gree. In an optional example, the parameter value of the
face orientation deviation degree, for example, may in-
clude, but is not limited to, any one or more of: the number
of head turns, head turning duration, and head turning
frequency; and/or the parameter value of the gaze devi-
ation degree, for example, may include, but is not limited
to, any one or more of: a gaze direction deviation angle,
gaze direction deviation duration, and gaze direction de-
viation frequency.
[0135] In an optional example, the gaze deviation de-
gree, for example, may include: at least one of whether
the gaze deviates, whether the gaze severely deviates
and the like. The face orientation deviation degree (also
called the face turning degree or the head turning de-
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gree), for example, may include: at least one of whether
the head turns, whether the head turns for a short time,
and whether the head turns for a long time.
[0136] In an optional example, if it is determined that
the face orientation information is larger than the first
orientation, and the phenomenon of larger than the first
orientation continues for N1 frames (for example, contin-
uing for 9 frames, 10 frames or the like), it is determined
that the user has experienced a long-time large-angle
head turning, and the long-time large-angle head turning
can be recorded, or the duration of this head turning may
be recorded; and if it is determined that the face orienta-
tion information is not larger than the first orientation but
is larger than the second orientation, and the phenome-
non of not larger than the first orientation but larger than
the second orientation continues for N1 frame (for exam-
ple, lasting for 9 frames, 10 frames or the like), it is de-
termined that the user has experienced a long-time small-
angle head turning, and the small-angle head turning can
be recorded, and the duration of this head turning can
also be recorded.
[0137] In an optional example, if it is determined that
the included angle between the gaze direction informa-
tion and the front of the vehicle is greater than a first
included angle, and the phenomenon of greater than the
first included angle continues for N2 frame (for example,
continuing for 8 frames, 9 frames or the like), it is deter-
mined that the user has experienced a severe gaze de-
viation, and the severe gaze deviation can be recorded,
or the duration of this severe gaze deviation can be re-
corded; and if it is determined that the included angle
between the gaze direction information and the front of
the vehicle is not greater than a first included angle but
is greater than a second included angle, and the phe-
nomenon of not greater than the first included angle but
greater than the second included angle continues for N2
frame (for example, continuing for 8 frames, 9 frames or
the like), it is determined that the user has experienced
a gaze deviation, and the gaze deviation can be recorded,
or the duration of this gaze deviation can be recorded.
[0138] In an optional example, the values of the first
orientation, the second orientation, the first included an-
gle, the second included angle, N1, and N2 may be set
according to actual situations, and this embodiment does
not limit the values.
[0139] 306: Determine the result of the user distraction
state detection according to the parameter value of the
index for representing the user distraction state.
[0140] Optionally, the result of the user distraction state
detection, for example, may include: the user’s attention
is focused (the user is not distracted), and the user is
distracted; or the result of the user distraction state de-
tection may be the user distraction level, which for ex-
ample may include: the user’s attention is focused (the
user is not distracted), the user is slightly distracted, and
the user is moderately distracted, the user is severely
distracted and the like. The user distraction level may be
determined by a preset condition that the parameter val-

ue of the index for representing the user distraction state
satisfies. For example, if the gaze direction deviation an-
gle and the face orientation deviation angle are both less
than the first preset angle, the user distraction level is
that the user’s attention is focused; if either of the gaze
direction deviation angle and the face orientation devia-
tion angle is greater than or equal to the first preset angle,
and the duration is greater than the first preset duration
and less than or equal to the second preset duration, the
user is slightly distracted; if either of the gaze direction
deviation angle and the face orientation deviation angle
is greater than or equal to the first preset angle, and the
duration is greater than the second preset duration and
less than or equal to the third preset duration, the user
is moderately distracted; and if either of the gaze direction
deviation angle and the face orientation deviation angle
is greater than or equal to the first preset angle, and the
duration is greater than the third preset duration, the user
is severely distracted, where the first preset duration is
less than the second preset duration, and the second
preset duration is less than the third preset duration.
[0141] This embodiment determines the parameter
value of the index for representing the user distraction
state by detecting the face orientation and/or gaze direc-
tion of the user image when the user is a driver, deter-
mines the result of the user distraction state detection
based on the parameter value to determine whether the
user concentrates on driving; the driving attention degree
is quantized into at least one of the gaze deviation degree
and the head turning degree by quantizing the index for
representing the user distraction state, which is beneficial
to evaluate the driving attention state of the user in time
and objectively.
[0142] In some embodiments, the performing face ori-
entation and/or gaze direction detection on the face im-
age in operation 302 may include:

detecting face key points of the face image; and
performing face orientation and/or gaze direction de-
tection according to the face key points.

[0143] Since the face key points generally contain fea-
ture information of head pose, in some optional exam-
ples, the performing face orientation detection according
to face key points to obtain the face orientation informa-
tion includes: obtaining feature information of head pose
according to the face key points; and determining the
face orientation (also called head pose) information ac-
cording to the feature information of the head pose. The
face orientation information here may represent, for ex-
ample, the direction and angle of face turning, and the
turning direction here may be turn to the left, turn to the
right, turn down, and/or turn up and the like.
[0144] In an optional example, whether the user con-
centrates on driving can be determined through face ori-
entation. The face orientation (head pose) may be rep-
resented as (yaw, pitch), where yaw represents a hori-
zontal deflection angle (a yaw angle) and a vertical de-
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flection angle (a pitch angle) of the head in normalized
spherical coordinates (a camera coordinate system
where a camera is located). When the horizontal deflec-
tion angle and/or the vertical deflection angle are greater
than a preset angle threshold, and the duration is greater
than a preset time threshold, it can be determined that
the result of the user distraction state detection is that
the user is distracted.
[0145] In an optional example, the face orientation in-
formation of at least one user image can be obtained by
using a corresponding neural network. For example, the
detected face key points are input to a first neural net-
work, the feature information of the head pose is extract-
ed via the first neural network based on the received face
key points and is input to a second neural network; and
head pose estimation is performed via the second neural
network based on the feature information of the head
pose to obtain the face orientation information.
[0146] In the case of using a neural network that is
relatively mature and has good real-time characteristics
for extracting the feature information of the head pose,
and a neural network for estimating the face orientation
to obtain the face orientation information, a video cap-
tured by the camera can detect the face orientation in-
formation corresponding to at least one image frame (i.e.,
at least one user image frame) in the video accurately
and in time, thus improving the accuracy of determining
the user’s attention degree.
[0147] In some optional examples, the performing
gaze direction detection according to face key points to
obtain the gaze direction information includes: determin-
ing a pupil edge location according to an eye image po-
sitioned by an eye key point in the face key points, and
computing a pupil center location according to the pupil
edge location; and computing the gaze direction infor-
mation according to the pupil center location and an eye
center location, for example, computing vectors of the
pupil center location and the eye center location in the
eye image, the vectors being the gaze direction informa-
tion.
[0148] In an optional example, whether the user con-
centrates on driving can be determined through the gaze
direction. The gaze direction may be represented as
(yaw, pitch), where yaw represents a horizontal deflec-
tion angle (a yaw angle) and a vertical deflection angle
(a pitch angle) of the gaze in the normalized spherical
coordinates (a camera coordinate system where a cam-
era is located). When the horizontal deflection angle
and/or the vertical deflection angle are greater than a
preset angle threshold, and the duration is greater than
a preset duration threshold, it can be determined that the
result of the user distraction state detection is that the
user is distracted.
[0149] In an optical example, the determining the pupil
edge location according to an eye image positioned by
an eye key point in the face key points may be imple-
mented in the following mode: detecting, based on a third
neural network, a pupil edge location of an eye region

image in the images divided according to the face key
points, and obtaining the pupil edge location according
to information output by the third neural network.
[0150] FIG. 4 is a flowchart of performing user’s pre-
determined distraction action detection based on a face
image in some embodiments of the disclosure. In an op-
tional example, the embodiment shown in FIG. 4 may be
executed by a processor by invoking a corresponding
instruction stored in a memory, or may be executed by
a state detection unit run by the processor. As shown in
FIG. 4, the method for performing user’s predetermined
distraction action detection based on a face image may
include:

402: Perform target object detection corresponding
to a predetermined distraction action on the face im-
age to obtain a detection frame for a target object.
404: Determine whether the predetermined distrac-
tion action occurs according to the detection frame
for the target object.

[0151] In this embodiment, the predetermined distrac-
tion action detection is performed on the user by detecting
the target object corresponding to the predetermined dis-
traction action and determining whether the distraction
action occurs according to the detection frame for the
detected target object, whether the user is distracted can
be determined, which is contributive to obtain the accu-
rate result of the user’s predetermined distraction action
detection, thereby facilitating improving the accuracy of
the result of the user state detection.
[0152] For example, when the predetermined distrac-
tion action is a smoking action, the operations 402-404
may include: performing face detection on the user image
via a fourth neural network to obtain a face detection
frame, and extracting feature information of the face de-
tection frame; and determining whether the smoking ac-
tion occurs via the fourth neural network according to the
feature information of the face detection frame.
[0153] For another example, when the predetermined
distraction action is an eating action/drinking action/call-
ing action/entertainment action (i.e., an eating action
and/or a drinking action and/or a calling action and/or an
entertainment action), the operations 402-404 may in-
clude: performing preset target object detection corre-
sponding to the eating action/drinking action/calling ac-
tion/entertainment action on the user image via a fifth
neural network to obtain a detection frame for preset tar-
get objects, where the preset target objects include:
hands, mouth, eyes, and a target item; the target item
for example may include, but is not limited to, any one or
more types: containers, foods, and electronic devices;
determining a detection result of the predetermined dis-
traction action according to the detection frame for the
preset target objects, the detection result of the prede-
termined distraction action including one of: no eating
action/drinking action/calling action/entertainment action
occurs, the eating action occurs, the drinking action oc-
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curs, the calling action occurs, and the entertainment ac-
tion occurs.
[0154] In some optional examples, when the predeter-
mined distraction action is an eating action/drinking ac-
tion/calling action/entertainment action (i.e., an eating
action and/or a drinking action and/or a calling action
and/or an entertainment action), the determining a de-
tection result of the predetermined distraction action ac-
cording to the detection frame for the preset target objects
may include: determining the result of the predetermined
distraction action detection according to whether a de-
tection frame for the hands, a detection frame for the
mouth, a detection frame for the eyes, and a detection
frame for the target item are detected, and according to
whether the detection frame for the hands overlaps the
detection frame for the target item, the type of the target
item, and whether the distance between the detection
frame for the target item and the detection frame for the
mouth or the detection frame for the eyes satisfies preset
conditions.
[0155] According to the invention, if the detection frame
for the hands overlaps the detection frame for the target
item, the type of the target item is a container or food,
and the detection frame for the target item overlaps the
detection frame for the mouth, it is determined that the
eating action or the drinking action occurs; and/or if the
detection frame for the hands overlaps the detection
frame for the target item, the type of the target item is an
electronic device, and the minimum distance between
the detection frame for the target item and the detection
frame for the mouth is less than a first preset distance,
or the minimum distance between the detection frame
for the target item and the detection frame for the eyes
is less than a second preset distance, it is determined
that the entertainment action or the calling action occurs.
[0156] In addition, if the detection frame for the hands,
the detection frame for the mouth, and the detection
frame for any one of the target items are not detected
simultaneously, and the detection frame for the hands,
the detection frame for the eyes, and the detection frame
for any one of the target items are not detected simulta-
neously, it is determined that the result of the distraction
action detection is that no eating action, drinking action,
calling action, and entertainment action is detected;
and/or if the detection frame for the hands does not over-
lap the detection frame for the target item, it is determined
that the result of the distraction action detection is that
no eating action, drinking action, calling action, and en-
tertainment action is detected; and/or if the type of the
target item is a container or food, and the detection frame
for the target item does not overlap the detection frame
for the mouth, and/or the type of the target item is elec-
tronic device, and the minimum distance between the
detection frame for the target item and the detection
frame for the mouth is not less than the first preset dis-
tance, or the minimum distance between the detection
frame for the target item and the detection frame for the
eyes is not less than the second preset distance, it is

determined that the result of the distraction action detec-
tion is that no eating action, drinking action, calling action,
and entertainment action is detected.
[0157] In addition, the foregoing embodiment of per-
forming predetermined distraction action detection on the
user image may further include: if the result of the user’s
predetermined distraction action detection is that a pre-
determined distraction action is detected, prompting the
detected predetermined distraction action, for example,
if a smoking action is detected, prompting the detection
of smoking; if a drinking action is detected, prompting the
detection of drinking; and if a calling action is detected,
prompting the detection of the calling action.
[0158] In an optional example, the operations of
prompting the detected predetermined distraction ac-
tions may be executed by a processor by invoking a cor-
responding instruction stored in a memory, or may be
executed by a prompt module run by the processor.
[0159] In addition, with reference to FIG. 4 again, an-
other embodiment of performing user’s predetermined
distraction action detection on the user image may further
selectively include:
406: If the predetermined distraction action occurs, ac-
quire a parameter value of an index for representing the
user’s distraction degree according to a determination
result indicating whether the predetermined distraction
action occurs within a period of time.
[0160] Optionally, the index for representing the user
distraction degree, for example, may include, but is not
limited to, any one or more of: the number of occurrences
of the predetermined distraction action, duration of the
predetermined distraction action, and frequency of the
predetermined distraction action. For example, the
number of occurrences of the smoking action, the dura-
tion of the smoking action, and the frequency of the smok-
ing action; the number of occurrences of the drinking ac-
tion, the duration of the drinking action, and the frequency
of the drinking action; the number of occurrences of the
calling action, the duration of the calling action, and the
frequency of the calling action, and the like.
[0161] 408: Determine the result of the user’s prede-
termined distraction action detection according to the pa-
rameter value of the index for representing the user dis-
traction degree.
[0162] Optionally, the result of the user’s predeter-
mined distraction action detection may include: no pre-
determined distraction action is detected, and a prede-
termined distraction action is detected. In addition, the
result of the user’s predetermined distraction action de-
tection may also be the distraction level, for example, the
distraction level may be divided into: non-distraction level
(also called concentrated driving level), distraction driv-
ing prompt level (also called mild distraction driving level),
and distraction driving warning level (also called severe
distraction driving level). Certainly, the distraction level
may also be divided into more levels, such as, non-dis-
traction level driving, mild distraction driving level, mod-
erate distraction driving level, severe distraction driving
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level and the like. Certainly, the distraction level in at least
one embodiment of the disclosure may also be divided
according to other situations, and is not limited to the
foregoing level division situation.
[0163] In an optional example, the distraction level may
be determined by a preset condition that the parameter
value of the index for representing the user distraction
degree satisfies. For example, if no predetermined dis-
traction action is detected, the distraction level is the non-
distraction level (also called concentrated driving level);
if it is detected that the duration of the predetermined
distraction action is less than a first preset duration, and
the frequency is less than a first preset frequency, the
distraction level is the mild distraction driving level; and
if it is detected that the duration of the predetermined
distraction action is greater than the first preset duration,
and/or the frequency is greater than the first preset fre-
quency, the distraction level is the severe distraction driv-
ing level.
[0164] In some embodiments, the user state detection
method may further include: outputting distraction
prompt information according to the result of the user
distraction state detection and/or the result of the user’s
predetermined distraction action detection.
[0165] Optionally, if the result of the user distraction
state detection is that the user is distracted, or is the user
distraction level, and/or the result of the user’s predeter-
mined distraction action detection is that a predetermined
distraction action is detected, the distraction prompt in-
formation may be output to remind the user of concen-
tration on driving.
[0166] In an optional example, the operation of output-
ting the distraction prompt information according to the
result of the user distraction state detection and/or the
result of the user’s predetermined distraction action de-
tection may be executed by a processor by invoking a
corresponding instruction stored in a memory, or may be
executed by a prompt unit run by the processor.
[0167] FIG. 5 is a flowchart of a user state detection
method according to some embodiments of the disclo-
sure. In an optional example, the embodiment shown in
FIG. 5 may be executed by a processor by invoking a
corresponding instruction stored in a memory, or may be
executed by a state detection unit run by the processor.
As shown in FIG. 5, the user state detection method of
this embodiment includes:

502: Perform user fatigue state detection, user dis-
traction state detection, and user’s predetermined
distraction action detection based on the face image
to obtain the result of the user fatigue state detection,
the result of the user distraction state detection, and
the result of the user’s predetermined distraction ac-
tion detection.
504: Determine a user state level according to preset
conditions that the result of the user fatigue state
detection, the result of the user distraction state de-
tection, and the result of the user’s predetermined

distraction action detection satisfy.
506: Use the determined user state level as the result
of the user state detection.

[0168] In an optional example, each user state level
corresponds to a preset condition; the preset conditions
that the result of the user fatigue state detection, the result
of the user distraction state detection and the result of
the user’s predetermined distraction action detection sat-
isfy may be determined in real time; and the user state
level corresponding to the satisfied preset condition may
be determined as the result of the user state detection
of the user. When the user is a driver, the user state level,
for example, may include: the normal driving state (also
called concentrated driving level), the driving prompt
state (the driving state is poor), and the driving warning
state (the driving state is very poor).
[0169] In an optional example, the foregoing embodi-
ment shown in FIG. 5 may be executed by a processor
by invoking a corresponding instruction stored in a mem-
ory, or may be executed by an output module run by the
processor.
[0170] For example, when the user is a driver, the pre-
set condition corresponding to the normal driving level
(also called concentrated driving level) may include:

condition 1: the result of the user fatigue state de-
tection is that no fatigue state is detected, or is the
non-fatigue driving level;
condition 2: the result of the user distraction state
detection is that the user’s attention is focused; and
condition 3: the result of the user’s predetermined
distraction action detection is that no predetermined
distraction action is detected, or is the non-distrac-
tion level.

[0171] If conditions 1, 2, and 3 are all satisfied, the
driving state level is the normal driving state (also called
concentrated driving level).
[0172] For example, when the user is a driver, the pre-
set condition corresponding to the driving prompt state
(the driving state is poor) may include:

condition 11: the result of the user fatigue state de-
tection is: the fatigue driving prompt level (also called
the mild fatigue driving level);
condition 22: the result of the user distraction state
detection is that the user is slightly distracted; and
condition 33: the result of the user’s predetermined
distraction action detection is: the distraction driving
prompt level (also called the mild distraction driving
level).

[0173] If any one of conditions 11, 22, and 33 is satis-
fied, and the results in other conditions do not reach the
preset conditions corresponding to the more severe fa-
tigue driving level, the attention distraction level, and the
distraction level, the driving state level is the driving
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prompt state (the driving state is poor).
[0174] For example, when the user is a driver, the pre-
set condition corresponding to the driving warning state
(the driving state is very poor) may include:

condition 111: the result of the user fatigue state de-
tection is: the fatigue driving prompt level (also called
the severe fatigue driving level);
condition 222: the result of the user distraction state
detection is that the user is severely distracted; and
condition 333: the result of the user’s predetermined
distraction action detection is: the distraction driving
warning level (also called the is severe distraction
driving level).

[0175] If any one of conditions 111, 222, and 333 is
satisfied, the driving state level is the driving warning
state (the driving state is very poor).
[0176] In some embodiments, the user state detection
method may further include:
executing a control operation corresponding to the result
of the user state detection.
[0177] In an optional example, the executing a control
operation corresponding to the result of the user state
detection may be executed by a processor by invoking
a corresponding instruction stored in a memory, or may
be executed by a control unit run by the processor.
[0178] Optionally, the executing a control operation
corresponding to the result of the user state detection
may include at least one of:

when the user is a driver, if the determined result of
the user state detection satisfies a predetermined
prompt/warning condition, e.g., satisfying a preset
condition corresponding to the prompt state (e.g.,
the driving state is poor) or the state level is the driv-
ing prompt state (e.g., the driving state is poor), out-
putting prompt/warning information corresponding
to the predetermined prompt/warning condition, e.g.,
prompting the user with sound (e.g., voice or ringing,
and the like)/light (e.g., light up or light flickering, and
the like)/vibration and the like to call for attention of
the user so that the user returns the distracted at-
tention to driving or takes a rest, thereby realizing
safe driving and avoiding road traffic accidents;
and/or
when the user is a driver, if the determined result of
the user state detection satisfies a predetermined
driving mode switching condition, e.g., satisfying a
preset condition corresponding to the driving warn-
ing state (e.g., the driving state is very poor), or the
driving state level is the distraction driving warning
level (also called the severe distraction driving level),
switching the driving mode to an automatic driving
mode to implement safe driving and avoid road traffic
accidents; moreover, prompting the user with sound
(e.g., voice or ringing and the like)/light (light up or
light flickering and the like)/vibration and the like to

call for attention of the user so that the user returns
the distracted attention to driving or takes a rest;
and/or
if the determined result of the user state detection
satisfies a predetermined information sending con-
dition, sending predetermined information to a pre-
determined contact or establishing a communication
connection state with the predetermined contact, for
example, it is agreed that when the user makes cer-
tain or some actions, it is indicated that the user is
in a dangerous state or needs help; when these ac-
tions are detected, sending the predetermined infor-
mation (such as, alarm information, prompt informa-
tion or dial-up call) to the predetermined contact (for
example, alarm call, recent contact person’s number
or the set emergency contact person’s number), and
establishing a communication connection (e.g., vid-
eo call, voice call or calling) state with the predeter-
mined contact directly by means of a vehicle-mount-
ed device to guarantee the user’s personal and/or
property safety.

[0179] In one or more optional embodiments, the ve-
hicle control method further includes: sending at least
part of the result of the user state detection to the cloud
server.
[0180] Optionally, the at least part of the result in-
cludes: abnormal vehicle use state information deter-
mined according to the user state detection.
[0181] Sending some or all results obtained by the user
state detection to the cloud server may realize backup
of the abnormal vehicle use state information. Since there
is no need to record the normal driving state, only the
abnormal vehicle use state information is sent to the
cloud server in this embodiment. When the obtained re-
sult of the user state detection includes normal vehicle
use state information and abnormal vehicle use state in-
formation, some results are transmitted, i.e., only the ab-
normal vehicle use state information is sent to the cloud
server. Moreover, when all results of the user state de-
tection are abnormal vehicle use state information, all
abnormal vehicle use state information is sent to the
cloud server.
[0182] Optionally, the vehicle control method further
includes: storing face images corresponding to the ab-
normal vehicle use state information; and/or
sending the face images corresponding to the abnormal
vehicle use state information to the cloud server.
[0183] In this embodiment, by saving the face images
corresponding to the abnormal vehicle use state infor-
mation locally on the vehicle, the evidence can be saved;
according to the saved face images, if safety or other
problems occur subsequently due to the abnormal vehi-
cle use state of the user, responsibility determination may
be performed by invoking the saved face images; and if
the abnormal vehicle use state related to the problem is
found in the saved face images, the responsibility of the
user can be determined. Moreover, in order to prevent
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data on the vehicle from being accidentally deleted or
deliberately deleted, the face images corresponding to
the abnormal vehicle use state information may be up-
loaded to the cloud server for backup. When the infor-
mation is needed, the face images may be downloaded
from the cloud server to the vehicle for viewing, or be
downloaded from the cloud server to other clients for
viewing.
[0184] A person of ordinary skill in the art may under-
stand that all or some steps of implementing the forgoing
embodiments of the method may be achieved by a pro-
gram by instructing related hardware; the program can
be stored in a computer readable storage medium; when
the program is executed, steps including the foregoing
embodiments of the method are executed. Moreover, the
storage medium includes at least one medium capable
of storing program code, such as ROM, RAM, a magnetic
disk, or an optical disk.
[0185] FIG. 6 is a schematic structural diagram of a
vehicle-mounted intelligent system according to some
embodiments of the disclosure. The vehicle-mounted in-
telligent system of the embodiment can be configured to
implement the foregoing embodiments of the vehicle con-
trol methods of the disclosure. As shown in FIG. 6, the
vehicle-mounted intelligent system of this embodiment
includes:
a user image acquisition unit 61, configured to acquire a
face image of a user currently requesting to use a vehicle.
[0186] A matching unit 62, configured to acquire a fea-
ture matching result between the face image and at least
one pre-stored face image in a data set of the vehicle.
[0187] Optionally, the data set stores the pre-stored
face image of at least one user having been recorded
and allowed to use the vehicle.
[0188] A vehicle control unit 63, configured to control
actions of the vehicle to allow the user to use the vehicle,
if the feature matching result indicates that the feature
matching is successful.
[0189] Based on the vehicle-mounted intelligent sys-
tem provided by the foregoing embodiment of the disclo-
sure, by acquiring a face image of a user currently re-
questing to use a vehicle; acquiring a feature matching
result between the face image and at least one pre-stored
face image in a data set of the vehicle; and if the feature
matching result indicates that the feature matching is suc-
cessful, controlling actions of the vehicle to allow the user
to use the vehicle, the rights of pre-recorded personnel
are guaranteed based on the feature matching, and the
feature matching can be achieved without a network,
thereby overcoming the dependency on the network and
further improving the safety guarantee of the vehicle.
[0190] In one or more optional embodiments, the using
a vehicle includes one or any combination of: reserving
use of a vehicle, driving a vehicle, riding a vehicle, clean-
ing a vehicle, maintaining a vehicle, repairing a vehicle,
refueling a vehicle, and charging a vehicle.
[0191] In some embodiments, the data set stores the
pre-stored face image of at least one user having re-

served a ride; and
the vehicle control unit 63 is configured to control opening
of vehicle doors.
[0192] In some embodiments, the data set stores the
pre-stored face image of at least one user having re-
served use of a vehicle; and
the vehicle control unit 63 is configured to control opening
of vehicle doors and release of driving control rights of
the vehicle.
[0193] In some embodiments, the data set stores the
pre-stored face image of at least one user having been
recorded and allowed to ride the vehicle; and
the vehicle control unit 63 is configured to control opening
of vehicle doors.
[0194] In some embodiments, the data set stores the
pre-stored face image of at least one user having been
recorded and allowed to use the vehicle; and
the vehicle control unit 63 is configured to control opening
of vehicle doors and release of driving control rights of
the vehicle.
[0195] In some embodiments, the data set stores the
pre-stored face image of at least one user having re-
served unlocking or having been recorded and allowed
to open a lock; and
the vehicle control unit 63 is configured to control opening
of a vehicle lock.
[0196] In some embodiments, the data set stores the
pre-stored face image of at least one user having re-
served refueling of a vehicle or having been recorded
and allowed to refuel a vehicle; and
the vehicle control unit 63 is configured to control opening
of a fuel filler of the vehicle.
[0197] In some embodiments, the data set stores the
pre-stored face image of at least one user having re-
served charging of a vehicle or having been recorded
and allowed to charge a vehicle; and
the vehicle control unit 63 is configured to perform control
to allow a charging device to connect to a battery of the
vehicle.
[0198] In one or more optional embodiments, the ve-
hicle control unit 63 is further configured to control the
vehicle to issue prompt information for indicating that the
user is allowed to use the vehicle.
[0199] In one or more optional embodiments, the user
image acquisition unit 61 is configured to collect a face
image of the user by means of a photographing compo-
nent provided on the vehicle.
[0200] In one or more optional embodiments, the ve-
hicle-mounted intelligent system further includes: a first
data download unit, configured to send, when the vehicle
is in a communication connection state with a cloud serv-
er, a data set download request to the cloud server; and
receive and store the data set sent by the cloud server.
[0201] In one or more optional embodiments, the ve-
hicle-mounted intelligent system may further include:
an information storage unit, configured to acquire, if the
feature matching result indicates that the feature match-
ing is successful, identity information of the user accord-
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ing to the pre-stored face image of which the feature
matching is successful; and send the face image and the
identity information to the cloud server.
[0202] In one or more optional embodiments, the ve-
hicle-mounted intelligent system may further include: a
living body detection unit, configured to acquire a living
body detection result of the face image; and
the vehicle control unit 63 is configured to control, ac-
cording to the feature matching result and the living body
detection result, actions of the vehicle to allow the user
to use the vehicle.
[0203] In one or more optional embodiments, the ve-
hicle-mounted intelligent system further includes:
a second data download unit, configured to send, when
the vehicle is in a communication connection state with
a mobile device, a data set download request to the mo-
bile device; and receive and store the data set sent by
the mobile device.
[0204] Optionally, the data set is acquired from the
cloud server and sent to the vehicle by the mobile device
upon reception of the data set download request.
[0205] In one or more optional embodiments, the ve-
hicle control unit 63 is further configured to control, if the
feature matching result indicates that the feature match-
ing is unsuccessful, actions of the vehicle to refuse the
user to use the vehicle. Optionally, the vehicle-mounted
intelligent system further includes:
a reservation unit, configured to issue prompt reservation
information; receive a reservation request of the user ac-
cording to the prompt reservation information, the reser-
vation request of the user including a reserved face image
of the user; and establish a data set according to the
reserved face image.
[0206] In one or more optional embodiments, the ve-
hicle-mounted intelligent system further includes:

a state detection unit, configured to perform user
state detection based on the face image; and
an output unit, configured to output a forewarning
prompt for an abnormal state according to the result
of the user state detection.

[0207] In some of the embodiments, the result of the
user state detection may be output.
[0208] In some other embodiments, when the user is
a driver, intelligent driving control can be performed on
the vehicle according to the result of the user state de-
tection.
[0209] In still some other embodiments, when the user
is a driver, the result of the user state detection may be
output, and at the same time, intelligent driving control
may be performed on the vehicle according to the result
of the user state detection.
[0210] Optionally, the user state detection includes any
one or more of: user fatigue state detection, user distrac-
tion state detection, and user’s predetermined distraction
action detection.
[0211] Optionally, the state detection unit is config-

ured, when performing user fatigue state detection based
on the face image, to:

detect at least part of a face region of the face image
to obtain state information of the at least part of the
face region, the state information of the at least part
of the face region including any one or more of: eye
open/closed state information and mouth
open/closed state information;
acquire a parameter value of an index for represent-
ing a user fatigue state according to the state infor-
mation of the at least part of the face region within a
period of time; and
determine the result of the user fatigue state detec-
tion according to the parameter value of the index
for representing the user fatigue state.

[0212] Optionally, the index for representing the user
fatigue state includes any one or more of: an eye closure
degree and a yawning degree.
[0213] Optionally, the parameter value of the eye clo-
sure degree includes any one or more of: the number of
eye closures, eye closure frequency, eye closure dura-
tion, eye closure amplitude, the number of eye semi-clo-
sures, and eye semi-closure frequency; and/or,
the parameter value of the yawning degree includes any
one or more of: a yawning state, the number of yawns,
yawn duration, and yawning frequency.
[0214] Optionally, the state detection unit is config-
ured, when performing user distraction state detection
based on the face image, to:

perform face orientation and/or gaze direction de-
tection on the face image to obtain face orientation
information and/or gaze direction information;
determine a parameter value of an index for repre-
senting a user distraction state according to the face
orientation information and/or the gaze direction in-
formation within a period of time, the index for rep-
resenting the user distraction state including any one
or more of: a face orientation deviation degree and
a gaze deviation degree; and
determine the result of the user distraction state de-
tection according to the parameter value of the index
for representing the user distraction state.

[0215] Optionally, the parameter value of the face ori-
entation deviation degree includes any one or more of:
the number of head turns, the head turn duration, and
the head turn frequency; and/or,
the parameter value of the gaze deviation degree in-
cludes any one or more of: a gaze direction deviation
angle, gaze direction deviation duration, and gaze direc-
tion deviation frequency.
[0216] Optionally, the state detection unit is config-
ured, when performing face orientation and/or gaze di-
rection detection on the face image, to:
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detect face key points of the face image; and
perform face orientation and/or gaze direction de-
tection according to the face key points.

[0217] Optionally, the state detection unit is config-
ured, when performing face orientation detection accord-
ing to the face key points to obtain the face orientation
information, to:

obtain feature information of head pose according
to the face key points; and
determine the face orientation information according
to the feature information of the head pose.

[0218] Optionally, the predetermined distraction action
includes any one or more of: a smoking action, a drinking
action, an eating action, a calling action, and an enter-
tainment action.
[0219] Optionally, the state detection unit is config-
ured, when performing user’s predetermined distraction
action detection based on the face image, to:

perform target object detection corresponding to a
predetermined distraction action on the face image
to obtain a detection frame for a target object; and
determine whether the predetermined distraction ac-
tion occurs according to the detection frame for the
target object.

[0220] Optionally, the state detection unit is further
configured to:

if the predetermined distraction action occurs, ac-
quire a parameter value of an index for representing
the user distraction degree according to a determi-
nation result indicating whether the predetermined
distraction action occurs within a period of time; and

determine the result of the user’s predetermined dis-
traction action detection according to the parameter
value of the index for representing the user distrac-
tion degree.

[0221] Optionally, the parameter value of the index for
representing the user distraction degree includes any
one or more of: the number of occurrences of the prede-
termined distraction action, duration of the predeter-
mined distraction action, and frequency of the predeter-
mined distraction action.
[0222] Optionally, the vehicle-mounted intelligent sys-
tem further includes:
a prompt unit, configured to prompt, if the result of the
user’s predetermined distraction action detection is that
a predetermined distraction action is detected, the de-
tected predetermined distraction action.
[0223] In one or more optional embodiments, the ve-
hicle-mounted intelligent system further includes:
a control unit, configured to execute a control operation

corresponding to the result of the user state detection.
[0224] Optionally, the control unit is configured to:

if the determined result of the user state detection
satisfies a predetermined prompt/warning condition,
output prompt/warning information corresponding to
the predetermined prompt/warning condition; and/or
if the determined result of the user state detection
satisfies a predetermined information sending con-
dition, send predetermined information to a preset
contact or establish a communication connection
state with the preset contact; and/or
if the determined result of the user state detection
satisfies a predetermined driving mode switching
condition, switch the driving mode to an automatic
driving mode.

[0225] In one or more optional embodiments, the ve-
hicle-mounted intelligent system further includes:
a result sending unit, configured to send at least part of
the result of the user state detection to the cloud server.
[0226] Optionally, the at least part of the result in-
cludes: abnormal vehicle use state information deter-
mined according to the user state detection.
[0227] Optionally, the vehicle-mounted intelligent sys-
tem further includes:

an image storage unit, configured to store face im-
ages corresponding to the abnormal vehicle use
state information; and/or
send the face images corresponding to the abnormal
vehicle use state information to the cloud server.

[0228] For the working process and the setting mode
of any embodiment of the vehicle-mounted intelligent
system provided by the embodiments of the disclosure,
reference may be made to the specific descriptions of
the corresponding method embodiment of the disclosure,
and details are not described herein again due to space
limitation.
[0229] FIG. 7 is a flowchart of a vehicle control method
according to some embodiments of the disclosure. As
shown in FIG. 7, the execution subject of the vehicle con-
trol method of this embodiment may be a cloud server,
for example, the execution subject may be an electronic
device or other devices having similar functions. The
method of this embodiment includes:
710: Receive a to-be-recognized face image sent by a
vehicle.
[0230] Optionally, the to-be-recognized face image is
collected by the vehicle, and the process of obtaining the
face image may include: face detection, face quality
screening, and living body recognition. These processes
can ensure that the obtained to-be-recognized face im-
age is a face image of better quality of a real person
inside or outside the vehicle, thereby ensuring the effect
of the subsequent feature matching.
[0231] In an optional example, the operation 710 may
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be executed by a processor by invoking a corresponding
instruction stored in a memory, or may be executed by
an image receiving unit 81 run by the processor.
[0232] 720: Obtain a feature matching result of the face
image and at least one pre-stored face image in a data
set.
[0233] The data set stores the pre-stored face image
of at least one pre-recorded user allowed to use the ve-
hicle. Optionally, the cloud server may directly obtain the
feature matching result between the face image and the
at least one pre-stored face image in the data set from
the vehicle, and at this time, the process of feature match-
ing is implemented on the vehicle.
[0234] In an optional example, the operation 720 may
be executed by a processor by invoking a corresponding
instruction stored in a memory, or may be executed by
a matching result obtaining unit 82 run by the processor.
[0235] 730: If the feature matching result indicates that
the feature matching is successful, send to the vehicle
an instruction indicating allowing controlling the vehicle.
[0236] In an optional example, the operation 730 may
be executed by a processor by invoking a corresponding
instruction stored in a memory, or may be executed by
an instruction sending unit 83 run by the processor.
[0237] Based on the vehicle control method provided
by the foregoing embodiment of the disclosure, by im-
plementing face feature matching on the vehicle, the de-
pendence of the user recognition on a network is re-
duced, feature matching can be implemented without a
network, and thus, the safety guarantee of the vehicle is
further improved. The vehicle control method further in-
cludes:

receiving a data set download request sent by the
vehicle, the data set storing pre-stored face images
of at least one pre-recorded user allowed to use the
vehicle; and
sending the data set to the vehicle.

[0238] Optionally, the data set is generally stored in
the cloud server. In this embodiment, it is necessary to
implement face matching on the vehicle. In order to per-
form face matching without a network, the data set can
be downloaded from the cloud server through the net-
work, and the data set is stored on the vehicle. At this
time, even if the network is unavailable and it is impos-
sible to communicate with the cloud server, face match-
ing may also be implemented on the vehicle, and the
management of the data set by the vehicle is facilitated.
[0239] In one or more embodiments, the vehicle control
method further includes:

receiving a reservation request sent by the vehicle
or a mobile terminal device, the reservation request
including a reserved face image of the user; and
establishing a data set according to the reserved
face image.

[0240] In order to recognize whether the user has re-
served, the reserved face images corresponding to the
reserved users are first stored. In this embodiment, a
data set is established for the reserved face images at
the cloud server, and the reserved face images of multiple
reserved users are saved in the data set by means of the
cloud server, thereby ensuring the data security.
[0241] In one or more optional embodiments, the ve-
hicle control method further includes:
receiving at least part of the result of the user state de-
tection sent by the vehicle, and outputting a forewarning
prompt for an abnormal vehicle use state.
[0242] Optionally, the at least part of the result in-
cludes: abnormal vehicle use state information deter-
mined according to the user state detection.
[0243] Sending some or all results obtained by the user
state detection to the cloud server may realize backup
of the abnormal vehicle use state information. Since there
is no need to record the normal driving state, only the
abnormal vehicle use state information is sent to the
cloud server in this embodiment. When the obtained re-
sult of the user state detection includes normal vehicle
use state information and abnormal vehicle use state in-
formation, some results are transmitted, i.e., only the ab-
normal vehicle use state information is sent to the cloud
server. Moreover, when all results of the user state de-
tection are abnormal vehicle use state information, all
abnormal vehicle use state information is sent to the
cloud server.
[0244] In one or more optional embodiments, the ve-
hicle control method further includes: executing a control
operation corresponding to the result of the user state
detection.
[0245] Optionally, when the user is a driver, if the de-
termined result of the user state detection satisfies a pre-
determined prompt/warning condition, e.g., satisfying a
preset condition corresponding to the prompt state (e.g.,
the driving state is poor) or the state level is the driving
prompt state (e.g., the driving state is poor), outputting
prompt/warning information corresponding to the prede-
termined prompt/warning condition, e.g., prompting the
user with sound (e.g., voice or ringing, and the like)/light
(e.g., light up or light flickering, and the like)/vibration and
the like to call for attention of the user so that the user
returns the distracted attention to driving or takes a rest,
thereby realizing safe driving and avoiding road traffic
accidents; and/or
[0246] when the user is a driver, if the determined result
of the user state detection satisfies a predetermined driv-
ing mode switching condition, e.g., satisfying a preset
condition corresponding to the driving warning state (e.g.,
the driving state is very poor), or the driving state level
is the distraction driving warning level (also called the
severe distraction driving level), switching the driving
mode to an automatic driving mode to implement safe
driving and avoid road traffic accidents; moreover,
prompting the user with sound (e.g., voice or ringing and
the like)/light (light up or light flickering and the like)/vi-
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bration and the like to call for attention of the user so that
the user returns the distracted attention to driving or takes
a rest.
if the determined result of the user state detection satis-
fies a predetermined information sending condition,
sending predetermined information to a predetermined
contact or establishing a communication connection with
the predetermined contact, for example, it is agreed that
when the user makes certain or some actions, it is indi-
cated that the user is in a dangerous state or needs help;
when these actions are detected, sending the predeter-
mined information (such as, alarm information, prompt
information or dial-up call) to the predetermined contact
(for example, alarm call, recent contact person’s number
or the set emergency contact person’s number), and es-
tablishing a communication connection (e.g., video call,
voice call or calling) state with the predetermined contact
directly by means of a vehicle-mounted device to guar-
antee the user’s personal and/or property safety.
[0247] Optionally, the vehicle control method further
includes: receiving face images corresponding to the ab-
normal vehicle use state information and sent by the ve-
hicle.
[0248] In this embodiment, in order to prevent data on
the vehicle from being accidentally deleted or deliberately
deleted, the face images corresponding to the abnormal
vehicle use state information may be uploaded to the
cloud server for backup. When the information is needed,
the face images may be downloaded from the cloud serv-
er to the vehicle for viewing, or be downloaded from the
cloud server to other clients for viewing.
[0249] Optionally, the vehicle control method further
includes: performing at least one of the following opera-
tions based on the abnormal vehicle use state informa-
tion:
data statistics, vehicle management, and user manage-
ment.
[0250] The cloud server may receive the abnormal ve-
hicle use state information of multiple vehicles and may
implement big data-based data statistics, management
of the vehicles and users, so as to provide better service
for the vehicles and users.
[0251] Optionally, the performing data statistics based
on the abnormal vehicle use state information includes:
collecting, based on the abnormal vehicle use state in-
formation, statistics on the received face images corre-
sponding to the abnormal vehicle use state information
to classify the face images according to different abnor-
mal vehicle use states, so as to determine statistics of
each of the abnormal vehicle use states.
[0252] By collecting classified statistics about each dif-
ferent abnormal vehicle use state, the abnormal vehicle
use state that often occurs to the user and is based on
big data can be obtained, and more reference data can
be provided for the vehicle developer so as to provide
settings or apparatuses more suitable for the abnormal
vehicle use state in the vehicle to provide a more com-
fortable driving environment for the user.

[0253] Optionally, the performing vehicle management
based on the abnormal vehicle use state information in-
cludes:
collecting, based on the abnormal vehicle use state in-
formation, statistics on the received face images corre-
sponding to the abnormal vehicle use state information
to classify the face images according to different vehicles,
so as to determine abnormal vehicle use statistics of each
of the vehicles.
[0254] By collecting statistics about the abnormal ve-
hicle use state information based on the vehicle, the ab-
normal vehicle use state information of all users corre-
sponding to the vehicle may be processed, for example,
when a problem occurs to a certain vehicle, the respon-
sibility determination may be implemented by checking
all pieces of abnormal vehicle use state information cor-
responding to the vehicle.
[0255] Optionally, the performing user management
based on the abnormal vehicle use state information in-
cludes:
processing, based on the abnormal vehicle use state in-
formation, the received face images corresponding to the
abnormal vehicle use state information to classify the
face images according to different users, so as to deter-
mine abnormal vehicle use statistics of each of the users.
[0256] By collecting statistics about the abnormal driv-
ing state information based on the user, the driving habits
of each user and frequently occurring problems can be
obtained, and each user can be provided with a person-
alized service, so that no interference is caused to users
having good vehicle use habits while achieving the pur-
pose of safe driving. For example, after collecting statis-
tics about the abnormal driving state information, it is
determined that a certain user often yawns while driving,
and prompt information of higher volume can be provided
for the user.
[0257] A person of ordinary skill in the art may under-
stand that all or some steps of implementing the forgoing
embodiments of the method may be achieved by a pro-
gram by instructing related hardware; the program can
be stored in a computer readable storage medium; when
the program is executed, steps including the foregoing
embodiments of the method are executed. Moreover, the
storage medium includes various media capable of stor-
ing program code, such as ROM, RAM, a magnetic disk,
or an optical disk.
[0258] FIG. 8 is a schematic structural diagram of an
electronic device according to some embodiments of the
disclosure. The electronic device of this embodiment can
be configured to implement the foregoing embodiments
of the vehicle control methods of the disclosure. As
shown in FIG. 8, the electronic device of this embodiment
includes:
an image receiving unit 81, configured to receive a to-
be-identified face image sent by a vehicle.
[0259] A matching result obtaining unit 82, configured
to obtain a feature matching result of the face image and
at least one pre-stored face image in a data set.
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[0260] Optionally, the data set stores the pre-stored
face image of at least one user having been recorded
and allowed to use the vehicle. Optionally, the cloud serv-
er may directly obtain the feature matching result be-
tween the face image and the at least one pre-stored
face image in the data set from the vehicle, and at this
time, the process of feature matching is implemented on
the vehicle.
[0261] An instruction sending unit 83, configured to
send, if the feature matching result indicates that the fea-
ture matching is successful, to the vehicle an instruction
indicating allowing controlling the vehicle.
[0262] Based on the vehicle control method provided
by the foregoing embodiment of the disclosure, by im-
plementing face feature matching on the vehicle, the de-
pendence of the user recognition on a network is re-
duced, feature matching can be implemented without a
network, and thus, the safety guarantee of the vehicle is
further improved.
[0263] Optionally, the electronic device further in-
cludes:
a data sending unit, configured to receive a data set
download request sent by the vehicle, the data set storing
pre-stored face images of at least one pre-recorded user
allowed to use the vehicle; and send the data set to the
vehicle.
[0264] In one or more optional embodiments, the elec-
tronic device further includes:

a reservation request receiving unit, configured to
receive a reservation request sent by the vehicle or
a mobile terminal device, the reservation request in-
cluding a reserved face image of the user; and
establish a data set according to the reserved face
image.

[0265] In one or more optional embodiments, the elec-
tronic device further includes:
a detection result receiving unit, configured to receive at
least part of the result of the user state detection sent by
the vehicle, and output a forewarning prompt for an ab-
normal vehicle use state.
[0266] Optionally, the at least part of the result in-
cludes: abnormal vehicle use state information deter-
mined according to the user state detection.
[0267] In one or more optional embodiments, the elec-
tronic device further includes: a control execution unit,
configured to execute a control operation corresponding
to the result of the user state detection.
[0268] Optionally, the control execution unit is config-
ured to:

if the determined result of the user state detection
satisfies a predetermined prompt/warning condition,
output prompt/warning information corresponding to
the predetermined prompt/warning condition; and/or
if the determined result of the user state detection
satisfies a predetermined information sending con-

dition, send predetermined information to a prede-
termined contact or establish a communication con-
nection with the predetermined contact; and/or
if the determined result of the user state detection
satisfies a predetermined driving mode switching
condition, switch the driving mode to an automatic
driving mode.

[0269] Optionally, the electronic device further in-
cludes:
a state image receiving unit, configured to receive face
images corresponding to the abnormal vehicle use state
information and sent by the vehicle.
[0270] Optionally, the electronic device further in-
cludes:
an abnormality processing unit, configured to perform at
least one of the following operations based on the ab-
normal vehicle use state information: data statistics, ve-
hicle management, and user management.
[0271] Optionally, the abnormality processing unit is
configured, when performing data statistics based on the
abnormal vehicle use state information, to collect, based
on the abnormal vehicle use state information, statistics
on the received face images corresponding to the abnor-
mal vehicle use state information to classify the face im-
ages according to different abnormal vehicle use states,
so as to determine statistics of each of the abnormal ve-
hicle use states.
[0272] Optionally, the abnormality processing unit is
configured, when performing vehicle management
based on the abnormal vehicle use state information, to
collect, based on the abnormal vehicle use state infor-
mation, statistics on the received face images corre-
sponding to the abnormal vehicle use state information
to classify the face images according to different vehicles,
so as to determine abnormal vehicle use statistics of each
of the vehicles.
[0273] Optionally, the abnormality processing unit is
configured, when performing user management based
on the abnormal vehicle use state information, to proc-
ess, based on the abnormal vehicle use state informa-
tion, the received face images corresponding to the ab-
normal vehicle use state information to classify the face
images according to different users, so as to determine
abnormal vehicle use statistics of each of the users.
[0274] For the working process and the setting mode
of any embodiment of the electronic device provided by
the embodiments of the disclosure, reference may be
made to the specific descriptions of the corresponding
method embodiment of the disclosure, and details are
not described herein again due to space limitation.
[0275] A vehicle management system provided ac-
cording to another aspect of the embodiments of the dis-
closure includes: a vehicle and/or a cloud server;

the vehicle is configured to execute any of the vehicle
control methods in the embodiments shown in FIGs.
1-5; and
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the cloud server is configured to execute any of the
vehicle control methods in the embodiment shown
in FIG. 7.

[0276] Optionally, the vehicle management system fur-
ther includes: a mobile device, configured to:

receive a user registration request including a reg-
istered face image of a user; and

send the user registration request to the cloud serv-
er.

[0277] The vehicle management system of this em-
bodiment implements face matching on a vehicle client
without depending on the cloud, and thus reduces the
traffic cost for real-time data transmission, and has high
flexibility and low dependence on a network. The data
set of the vehicle may be downloaded when the network
is available, and feature extraction may be performed
when the vehicle is idle, so that the dependence on the
network is reduced. The user may not depend on the
network when requesting to use a vehicle, and upload
the comparison result when the network is available after
the authentication is successful.
[0278] FIG. 9 is a flowchart of use of a vehicle man-
agement system according to some embodiments of the
disclosure. As shown in FIG. 9, the reservation process
implemented by the foregoing embodiments is imple-
ment on a mobile phone (a mobile device), the selected
face images and user ID information are uploaded to the
cloud server; the cloud server stores the face images and
the user ID information in a reserved data set; after im-
ages of a requesting person are collected, the reserved
data set is downloaded by means of the vehicle to the
vehicle client for matching. The vehicle acquires the im-
ages of the requesting person, and performs face detec-
tion, quality screening, and living body recognition on the
images of the requesting person in sequence, so as to
match the selected face image of the requesting person
with all face images in the reserved data set. The match-
ing is implemented based on face features, and the face
features can be obtained by extraction via a neural net-
work. Whether the face image of the requesting person
is the reserved person is determined based on the com-
parison result, and the reserved person is allowed to use
the vehicle.
[0279] During specific applications, the disclosure may
include three parts: a mobile device (such as a mobile
phone), a cloud server, and a vehicle (such as a vehicle
terminal). Specifically, the mobile phone takes photos,
performs quality screening, and then uploads photos and
personal information to the cloud for storage, thereby im-
plementing the reservation process. The cloud synchro-
nizes the personal information to the vehicle terminal.
The vehicle terminal performs face recognition compar-
ison according to the personal information, and then in-
structs the cloud to update the user state while making

intelligent judgments. The specific advantages include:
the real-time performance is good, the response speed
is fast, and a deep learning technology and an embedded
chip optimization technology are combined; the vehicle
terminal supports ARM, X86 mainstream platforms (sup-
porting vehicle-mounted chips IMX6, Cotex-A9 800 MHz
with lower price); and the flexibility is high, the depend-
ence on network is low, and the synchronization of the
vehicle terminal information can be completed when the
network is available. The user does not depend on the
network when logging in to use the vehicle, and can up-
load the state information when the network is available
after the authentication is successful. The process is
clear and simple, the size of pictures transmitted through
the network can be clipped according to the face location,
and network overhead is reduced. The size of the picture
is dozens of K after JPEG compression. By storing and
managing data by means of the cloud, the data is not
easy to lose and has good expansibility. The joint opti-
mization of the whole process of face recognition ensures
the final recognition accuracy.
[0280] An electronic device provided according to an-
other aspect of the embodiments of the disclosure in-
cludes: a memory, configured to store executable instruc-
tions; and
a processor, configured to communicate with the memory
to execute the executable instructions so as to complete
the vehicle control method according to any one of the
foregoing embodiments.
[0281] FIG. 10 is a schematic structural diagram of an
application example of an electronic device according to
some embodiments of the disclosure. Referring to FIG.
10 below, FIG. 10 is a schematic structural diagram of
an electronic device suitable for implementing a terminal
device or a server according to an embodiment of the
disclosure. As shown in FIG. 10, the electronic device
includes one or more processors, a communication por-
tion and the like; the one or more processors are, for
example, one or more central processing units (CPUs)
1001, and/or one or more accelerator units 1013 or the
like; the accelerator units may include, but are not limited
to, GPU, FPGA, and other types of dedicated processors
or the like; the processor may execute various appropri-
ate actions and processing according to executable in-
structions stored in a read-only memory (ROM) 1002 or
executable instructions loaded from a memory portion
1008 into a random access memory (RAM) 1003. The
communication portion 1012 may include, but is not lim-
ited to, a network card, which may include, but is not
limited to, an IB (Infiniband) network card, and the proc-
essor may communicate with the ROM 1002 and/or the
RAM 1003 to execute executable instructions, is con-
nected to the communication portion 1012 through the
bus 1004, and communicates with other target devices
via the communication portion 1012, thereby completing
operations corresponding to any method provided by the
embodiments of the disclosure, for example, acquiring a
face image of a user currently requesting to use a vehicle;
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acquiring a feature matching result between the face im-
age and at least one pre-stored face image in a data set
of the vehicle; and if the feature matching result indicates
that the feature matching is successful, controlling ac-
tions of the vehicle to allow the user to use the vehicle.
[0282] In addition, the RAM 1003 may further store var-
ious programs and data required during an operation of
the apparatus. The CPU 1001, the ROM 1002, and the
RAM 1003 are connected to each other via the bus 1004.
In the presence of the RAM 1003, the ROM 1002 is an
optional module. The RAM 1003 stores executable in-
structions, or writes executable instructions to the ROM
1002 during running. The executable instructions cause
the CPU 1001 to perform the operations corresponding
to any one of the foregoing methods of the disclosure.
An input/output (I/O) interface 1005 is also connected to
the bus 1004. The communication portion 1012 may be
integrated, or may be configured to have multiple sub-
modules (such as, multiple IB network cards) separately
connected to the bus.
[0283] The following components are connected to the
I/O interface 1005: an input section 1006 including a key-
board, a mouse and the like; an output section 1007 in-
cluding a cathode-ray tube (CRT), a liquid crystal display
(LCD), a speaker and the like; a storage section 1008
including a hard disk and the like; and a communication
section 1009 of a network interface card including an
LAN card, a modem and the like. The communication
section 1009 executes communication processing
through a network such as the Internet. A drive 1011 is
also connected to the I/O interface 1005 according to
requirements. A removable medium 1011 such as a mag-
netic disk, an optical disk, a magneto-optical disk, a sem-
iconductor memory or the like is mounted on the drive
1010 according to requirements, so that a computer pro-
gram read from the removable medium may be installed
on the storage section 1008 according to requirements.
[0284] It should be noted that, the architecture shown
in FIG. 10 is merely an optional implementation. During
specific practice, a number and types of the components
in FIG. 10 may be selected, decreased, increased, or
replaced according to actual requirements. Different
functional components may be separated or integrated
or the like. For example, the accelerator unit 1013 and
the CPU 1001 may be separated, or the accelerator unit
1013 may be integrated on the CPU 1001, and the com-
munication portion may be separated from or integrated
on the CPU 1001 or the accelerator unit 1013 or the like.
These alternative implementations all fall within the pro-
tection scope of the disclosure.
[0285] Particularly, a process described above with
reference to a flowchart according to an embodiment of
the disclosure may be implemented as a computer soft-
ware program. For example, an embodiment of the dis-
closure includes a computer program product. The com-
puter program product includes a computer program tan-
gibly included in a machine-readable medium. The com-
puter program includes a program code for executing a

method shown in the flowchart. The program code may
include instructions for executing the steps of the vehicle
control method provided by any one of the embodiments
of the disclosure correspondingly. In such embodiment,
the computer program may be downloaded and installed
from the network through the communication section
1009, and/or is installed from the removable medium
1011. The computer program is executed by the proces-
sor to execute corresponding operations in any method
of the disclosure.
[0286] A computer storage medium provided accord-
ing to another aspect of the embodiments of the disclo-
sure is configured to store computer readable instruc-
tions. When the instructions are executed, the operations
of the vehicle control method according to any one of the
foregoing embodiments are executed.
[0287] The embodiments of the present description are
all described in a progressive manner, and each embod-
iment focuses on illustrating differences from one anoth-
er. Mutual references may be made to the same or similar
portions among these embodiments. The system dis-
closed in the embodiments corresponds to the method
disclosed in the embodiments, and therefore is described
relatively simply. For related parts, reference may be
made to related descriptions of the method embodi-
ments.
[0288] The methods, the apparatuses, the systems
and the devices of the disclosure may be implemented
in many manners. For example, the methods, appara-
tuses, systems and devices of the disclosure may be
implemented by using software, hardware, firmware, or
any combination of software, hardware, and firmware.
Unless otherwise specially stated, the foregoing se-
quences of steps of the methods are merely for descrip-
tion, and are not intended to limit the steps of the methods
of the disclosure. In addition, in some embodiments, the
disclosure may be implemented as programs recorded
in a recording medium. The programs include machine-
readable instructions for implementing the methods ac-
cording to the disclosure. Therefore, the disclosure fur-
ther covers the recording medium storing the programs
for performing the methods according to the disclosure.
[0289] The descriptions of the disclosure are provided
for the purpose of examples and description, and are not
intended to be exhaustive or limit the disclosure to the
disclosed form. Many modifications and changes are ob-
vious to a person of ordinary skill in the art. The embod-
iments are selected and described to better describe a
principle and an actual application of the disclosure, and
to make a person of ordinary skill in the art understand
the disclosure, so as to design various embodiments with
various modifications applicable to particular use.

Claims

1. A vehicle control method, characterized by com-
prising:
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acquiring (110) a face image of a user currently
requesting to use the vehicle;
acquiring (120) a result of a feature matching
between the face image and at least one pre-
stored face image in a data set of the vehicle,
wherein the data set stores pre-stored face im-
ages of at least one pre-recorded user allowed
to use the vehicle; and
if the result of the feature matching indicates that
the feature matching is successful, controlling
(130) actions of the vehicle to allow the user to
use the vehicle;
if the result of the feature matching indicates that
the feature matching is unsuccessful, controlling
the actions of the vehicle to refuse the user to
use the vehicle,
wherein the method further comprises:

performing user state detection based on
the face image; and
outputting a forewarning prompt for an ab-
normal state according to the result of the
user state detection; wherein the user state
detection comprises user’s predetermined
distraction action detection and at least one
of: user fatigue state detection or user dis-
traction state detection;
wherein the predetermined distraction ac-
tion comprises at least one of a smoking
action, a drinking action, an eating action,
a calling action, or an entertainment action;
wherein the performing user’s predeter-
mined distraction action detection based on
the face image comprises:

performing (402) target object detection corre-
sponding to the predetermined distraction action
on the face image to obtain a detection frame
for a target object; and
determining (404) whether the predetermined
distraction action occurs according to the detec-
tion frame for the target object,
wherein the determining (404) whether the pre-
determined distraction action occurs according
to the detection frame for the target object com-
prises:

if a detection frame for hands overlaps the
detection frame for a target item, a type of
the target item is a container or food, and
the detection frame for the target item over-
laps a detection frame for a mouth, deter-
mining that the eating action or the drinking
action occurs; and/or
if the detection frame for the hands overlaps
the detection frame for the target item, the
type of the target item is an electronic de-
vice, and a minimum distance between the

detection frame for the target item and the
detection frame for the mouth is less than a
first preset distance, or a minimum distance
between the detection frame for the target
item and a detection frame for the eyes is
less than a second preset distance, deter-
mining that the entertainment action or the
calling action occurs.

2. The method according to claim 1, wherein the using
the vehicle comprises at least one of reserving use
of a vehicle, driving a vehicle, riding a vehicle, clean-
ing a vehicle, maintaining a vehicle, repairing a ve-
hicle, refueling a vehicle, or charging a vehicle;
wherein the data set stores the pre-stored face im-
age of at least one user having reserved a ride; and
the controlling actions of the vehicle to allow the user
to use the vehicle comprises at least one of: control-
ling opening of vehicle doors, release of driving con-
trol rights of the vehicle, controlling opening of a ve-
hicle lock, controlling opening of a fuel filler of the
vehicle or performing control to allow a charging de-
vice to connect to a battery of the vehicle;

the method further comprises: controlling the ve-
hicle to issue prompt information for indicating
that the user is allowed to use the vehicle;
wherein the acquiring a face image of a user
currently requesting to use a vehicle comprises:
collecting a face image of the user by means of
a photographing component provided on the ve-
hicle.

3. The method according to any one of claims 1 to 2,
further comprising:

sending, when the vehicle is in a communication
connection state with a cloud server, a data set
download request to the cloud server; and
receiving and storing the data set sent by the
cloud server;
or, the method further comprises:

sending, when the vehicle is in a communi-
cation connection state with a mobile de-
vice, the data set download request to the
mobile device; and
receiving and storing the data set sent by
the mobile device, wherein the data set is
acquired from the cloud server and sent to
the vehicle by the mobile device upon re-
ception of the data set download request;
or, the method further comprises:

if the result of the feature matching indicates that
the feature matching is successful, acquiring
identity information of the user according to a
pre-stored face image of which the feature
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matching is successful; and
sending the face image and the identity informa-
tion to the cloud server.

4. The method according to any one of claims 1 to 3,
further comprising: acquiring a living body detection
result of the face image;

the controlling, according to the result of the fea-
ture matching, actions of the vehicle to allow the
user to use the vehicle comprises:
controlling, according to the result of the feature
matching and the living body detection result,
the actions of the vehicle to allow the user to use
the vehicle;
or, the method further comprises:

issuing prompt reservation information;
receiving a reservation request of the user
according to the prompt reservation infor-
mation, the reservation request of the user
comprising a reserved face image of the us-
er; and
establishing a data set according to the re-
served face image.

5. The method according to any one of claims 1 to 4,
further comprising:

wherein the performing user fatigue state detec-
tion based on the face image comprises:

detecting (202) at least part of a face region
of the face image to obtain state information
of the at least part of the face region, the
state information of the at least part of the
face region comprising at least one of: eye
open/closed state information or mouth
open/closed state information;
acquiring (204) a parameter value of an in-
dex for representing a user fatigue state ac-
cording to the state information of the at
least part of the face region within a period
of time; and
determining (206) the result of the user fa-
tigue state detection according to the pa-
rameter value of the index for representing
the user fatigue state;
wherein the index for representing the user
fatigue state comprises at least one of: an
eye closure degree or a yawning degree;
wherein the parameter value of the eye clo-
sure degree comprises at least one of:
the number of eye closures, eye closure fre-
quency, eye closure duration, eye closure
amplitude, the number of eye semi-clo-
sures, or eye semi-closure frequency;
and/or the parameter value of the yawning

degree comprises at least one of: a yawning
state, the number of yawns, yawning dura-
tion, or yawning frequency.

6. The method according to claim 1, wherein the per-
forming user distraction state detection based on the
face image comprises:

performing face orientation detection on the face
image to obtain face orientation information;
and/or
performing gaze direction detection on the face
image to obtain gaze direction information;
determining (304) a parameter value of an index
for representing a user distraction state accord-
ing to at least one of the face orientation infor-
mation or the gaze direction information within
a period of time, the index for representing the
user distraction state comprising at least one of
a face orientation deviation degree or a gaze
deviation degree, wherein the parameter value
of the face orientation deviation degree compris-
es at least one of: the number of head turns,
head turning duration, or head turning frequen-
cy; and/or the parameter value of the gaze de-
viation degree comprises at least one of: a gaze
direction deviation angle, gaze direction devia-
tion duration, or gaze direction deviation fre-
quency; and
determining (306) a result of the user distraction
state detection according to the parameter value
of the index for representing the user distraction
state.

7. The method according to claim 6, wherein the per-
forming face orientation detection on the user in the
face image comprises: detecting face key points of
the face image; and performing face orientation de-
tection according to the face key points; and

wherein the performing gaze direction detection
on the user in the face image comprises: detect-
ing face key points of the face image; and per-
forming gaze direction detection according to
the face key points;
wherein the performing face orientation detec-
tion according to the face key points to obtain
the face orientation information comprises:

acquiring feature information of head pose
according to the face key points; and
determining the face orientation information
according to the feature information of the
head pose.

8. The method according to claim 1, further comprising:

if the predetermined distraction action occurs,
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acquiring (406) a parameter value of an index
for representing a user distraction degree ac-
cording to the determination result indicating
whether the predetermined distraction action
occurs within a period of time, wherein the pa-
rameter value of the index for representing the
user distraction degree comprises at least one
of the number of occurrences of the predeter-
mined distraction action, duration of the prede-
termined distraction action, or frequency of the
predetermined distraction action; and
determining (408) the result of the user’s prede-
termined distraction action detection according
to the parameter value of the index for repre-
senting the user distraction degree;
or, the method further comprises:
if the result of the user’s predetermined distrac-
tion action detection is that a predetermined dis-
traction action is detected, prompting the detect-
ed predetermined distraction action.

9. The method according to any one of claims 1 to 8,
further comprising:
executing a control operation corresponding to the
result of the user state detection, wherein the exe-
cuting a control operation corresponding to the result
of the user state detection comprises at least one of:

if the determined result of the user state detec-
tion satisfies a predetermined prompt/warning
condition, outputting prompt/warning informa-
tion corresponding to the predetermined
prompt/warning condition;
if the determined result of the user state detec-
tion satisfies a predetermined information send-
ing condition, sending predetermined informa-
tion to a preset contact or establishing a com-
munication connection state with the preset con-
tact; or
if the determined result of the user state detec-
tion satisfies a predetermined driving mode
switching condition, switching the driving mode
to an automatic driving mode.

10. The method according to any one of claims 1 to 9,
further comprising: sending at least part of the result
of the user state detection to the cloud server, where-
in the at least part of the result comprises: abnormal
vehicle use state information determined according
to the user state detection; and
the method further comprises at least one of:

storing face images corresponding to the abnor-
mal vehicle use state information; or
sending the face images corresponding to the
abnormal vehicle use state information to the
cloud server.

11. A vehicle control method, characterized by com-
prising:

receiving (710) a to-be-recognized face image
sent by a vehicle;
acquiring (720) a result of a feature matching
between the face image and at least one pre-
stored face image in a data set, wherein the data
set stores pre-stored face images of at least one
pre-recorded user allowed to use the vehicle;
and
if the result of the feature matching indicates that
the feature matching is successful, sending
(730) to the vehicle an instruction indicating al-
lowing controlling the vehicle;
if the result of the feature matching indicates that
the feature matching is not successful, sending
to the vehicle an instruction indicating refusing
controlling actions of the vehicle,
wherein the method further comprises:

receiving at least part of the result of user
state detection sent by the vehicle; and
performing a forewarning prompt for an ab-
normal vehicle use state,
wherein the at least part of the result of user
state detection comprises: abnormal vehi-
cle use state information determined by the
vehicle according to the user state detec-
tion;
wherein the user state detection comprises
user’s predetermined distraction action de-
tection and at least one of: user fatigue state
detection or user distraction state detection;
wherein the predetermined distraction ac-
tion comprises at least one of a smoking
action, a drinking action, an eating action,
a calling action, or an entertainment action;
wherein the user’s predetermined distrac-
tion action detection comprises:

if a detection frame for hands overlaps the de-
tection frame for a target item, a type of the target
item is a container or food, and the detection
frame for the target item overlaps a detection
frame for a mouth, determining that the eating
action or the drinking action occurs; and/or
if the detection frame for the hands overlaps the
detection frame for the target item, the type of
the target item is an electronic device, and a
minimum distance between the detection frame
for the target item and the detection frame for
the mouth is less than a first preset distance, or
a minimum distance between the detection
frame for the target item and a detection frame
for the eyes is less than a second preset dis-
tance, determining that the entertainment action
or the calling action occurs.
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12. The method according to claim 11, further compris-
ing:

receiving a data set download request sent by
the vehicle;
sending the data set to the vehicle;
receiving a reservation request sent by the ve-
hicle or a mobile device, the reservation request
comprising a reserved face image of the user;
and
establishing a data set according to the reserved
face image,
wherein the acquiring a feature matching result
between the face image and at least one pre-
stored face image in a data set comprises:

acquiring, from the vehicle, the feature
matching result between the face image
and the at least one pre-stored face image
in the data set;
the method further comprises:

executing a control operation corresponding to
the result of the user state detection, comprising
at least one of:

if the determined result of the user state de-
tection satisfies a predetermined
prompt/warning condition, outputting
prompt/warning information corresponding
to the predetermined prompt/warning con-
dition;
if the determined result of the user state de-
tection satisfies a predetermined informa-
tion sending condition, sending predeter-
mined information to a predetermined con-
tact or establishing a communication con-
nection state with the predetermined con-
tact; or
if the determined result of the user state de-
tection satisfies a predetermined driving
mode switching condition, switching the
driving mode to an automatic driving mode;

receiving face images corresponding to the ab-
normal vehicle use state information and sent
by the vehicle;
performing at least one of the following opera-
tions based on the abnormal vehicle use state
information: data statistics, vehicle manage-
ment, or user management;
wherein the performing data statistics based on
the abnormal vehicle use state information com-
prises:

collecting, based on the abnormal vehicle
use state information, statistics on the re-
ceived face images corresponding to the

abnormal vehicle use state information to
classify the face images according to differ-
ent abnormal vehicle use states, so as to
determine statistics of each of the abnormal
vehicle use states;
wherein the performing vehicle manage-
ment based on the abnormal vehicle use
state information comprises:
collecting, based on the abnormal vehicle
use state information, statistics on the re-
ceived face images corresponding to the
abnormal vehicle use state information to
classify the face images according to differ-
ent vehicles, so as to determine abnormal
vehicle use statistics of each of the vehicles;
wherein the performing user management
based on the abnormal vehicle use state
information comprises:

processing, based on the abnormal vehicle use
state information, the received face images cor-
responding to the abnormal vehicle use state
information to classify the face images accord-
ing to different users, so as to determine abnor-
mal vehicle use statistics of each of the users.

13. An electronic device, comprising:

a memory configured to store executable in-
structions; and
a processor, configured to communicate with
the memory to execute the executable instruc-
tions so as to implement the vehicle control
method according to any one of claims 1 to 10
or the vehicle control method according to any
one of claims 11 to 12.

14. A computer storage medium for storing computer
readable instructions, wherein the instructions are
executed to implement the vehicle control method
according to any one of claims 1 to 10 or the vehicle
control method according to any one of claims 11 to
12.

Patentansprüche

1. Fahrzeugsteuerverfahren, dadurch gekennzeich-
net, dass es Folgendes umfasst:

Erfassen (110) eines Gesichtsbilds eines Benut-
zers, der aktuell ein Verwenden des Fahrzeugs
anfordert;
Erfassen (120) eines Resultats eines Merkmals-
abgleichs zwischen dem Gesichtsbild und min-
destens einem vorgespeicherten Gesichtsbild
in einem Datensatz des Fahrzeugs, wobei der
Datensatz vorgespeicherte Gesichtsbilder von
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mindestens einem voraufgezeichneten Benut-
zer speichert, dem ein Verwenden des Fahr-
zeugs gestattet ist; und
wenn das Resultat des Merkmalsabgleichs an-
gibt, dass der Merkmalsabgleich erfolgreich ist,
Steuern (130) von Aktionen des Fahrzeugs, um
dem Benutzer ein Verwenden des Fahrzeugs
zu erlauben;
wenn das Resultat des Merkmalsabgleichs an-
gibt, dass der Merkmalsabgleich nicht erfolg-
reich ist, Steuern der Aktionen des Fahrzeugs,
um dem Benutzer ein Verwenden des Fahr-
zeugs zu verweigern;
wobei das Verfahren ferner Folgendes umfasst:

Ausführen einer Benutzerzustandserken-
nung basierend auf dem Gesichtsbild; und
Ausgeben einer Vorwarnungsaufforderung
für einen anormalen Zustand gemäß dem
Resultat der Benutzerzustandserkennung;
wobei die Benutzerzustandserkennung ei-
ne vorbestimmte Ablenkungsaktionserken-
nung des Benutzers und mindestens eines
von Folgenden umfasst: Ermüdungszu-
standserkennung des Benutzers oder Ab-
lenkungszustandserkennung des Benut-
zers;
wobei die vorbestimmte Ablenkungsaktion
mindestens eine von einer Rauch-Aktion,
einer Trink-Aktion, einer Ess-Aktion, einer
Anruf-Aktion oder einer Unterhaltungs-Ak-
tion umfasst;
wobei das Ausführen der vorbestimmten
Ablenkungsaktionserkennung des Benut-
zers basierend auf dem Gesichtsbild Fol-
gendes umfasst:

Ausführen (402) einer Zielobjekterkennung ent-
sprechend der vorbestimmten Ablenkungsakti-
on an dem Gesichtsbild, um einen Erkennungs-
rahmen für ein Zielobjekt zu erlangen; und
Bestimmen (404), ob die vorbestimmte Ablen-
kungsaktion gemäß dem Erkennungsrahmen
für das Zielobjekt erfolgt,
wobei das Bestimmen (404), ob die vorbestimm-
te Ablenkungsaktion erfolgt, gemäß dem Erken-
nungsrahmen für das Zielobjekt Folgendes um-
fasst:

wenn ein Erkennungsrahmen für Hände
den Erkennungsrahmen für einen Zielge-
genstand überlagert, ein Typ des Zielge-
genstands ein Behälter oder ein Lebensmit-
tel ist und der Erkennungsrahmen für den
Zielgegenstand einen Erkennungsrahmen
für einen Mund überlagert, Bestimmen,
dass die Ess- oder Trink-Aktion erfolgt;
und/oder

wenn der Erkennungsrahmen für die Hände
den Erkennungsrahmen für den Zielgegen-
stand überlagert, der Typ des Zielgegen-
stands eine elektronische Vorrichtung ist
und ein Mindestabstand zwischen dem Er-
kennungsrahmen für den Zielgegenstand
und dem Erkennungsrahmen für den Mund
geringer ist als ein erster voreingestellter
Abstand, oder ein Mindestabstand zwi-
schen dem Erkennungsrahmen für den
Zielgegenstand und einem Erkennungsrah-
men für die Augen geringer ist als ein zwei-
ter voreingestellter Abstand, Bestimmen,
dass die Unterhaltungs-Aktion oder die An-
ruf-Aktion erfolgt.

2. Verfahren nach Anspruch 1, wobei das Verwenden
des Fahrzeugs mindestens eines von einem Reser-
vieren einer Verwendung eines Fahrzeugs, Fahren
eines Fahrzeugs, Kutschieren eines Fahrzeugs,
Reinigen eines Fahrzeugs, Warten eines Fahr-
zeugs, Reparieren eines Fahrzeugs, Betanken ei-
nes Fahrzeugs oder Aufladen eines Fahrzeugs um-
fasst; wobei der Datensatz das vorgespeicherte Ge-
sichtsbild mindestens eines Benutzers, der eine
Fahrt reserviert hat, speichert; und die Steueraktio-
nen des Fahrzeugs, um dem Benutzer ein Verwen-
den des Fahrzeugs zu erlauben, mindestens eines
von Folgenden umfasst: Steuern eines Öffnens von
Fahrzeugtüren, Freigeben von Fahrsteuerrechten
des Fahrzeugs, Steuern eines Öffnens einer Fahr-
zeugverriegelung, Steuern eines Öffnens eines
Kraftstoffeinfüllstutzens des Fahrzeugs oder Durch-
führen einer Steuerung, um einer Ladevorrichtung
zu erlauben, mit einer Batterie des Fahrzeugs ver-
bunden zu werden;

wobei das Verfahren ferner Folgendes umfasst:
Steuern des Fahrzeugs, um eine Aufforde-
rungsinformation auszugeben, um anzugeben,
dass dem Benutzer erlaubt ist, das Fahrzeug zu
verwenden;
wobei das Erfassen eines Gesichtsbilds eines
Benutzers, der aktuell ein Verwenden eines
Fahrzeugs anfordert, Folgendes umfasst:
Aufnehmen eines Gesichtsbilds des Benutzers
mittels einer fotografischen Komponente, die an
dem Fahrzeug bereitgestellt ist.

3. Verfahren nach einem der Ansprüche 1 bis 2, ferner
umfassend:

Senden, wenn das Fahrzeug in einem Kommu-
nikationsverbindungszustand mit einem Cloud-
Server ist, einer Datensatz-Herunterladeanfor-
derung an den Cloud-Server; und
Empfangen und Speichern des von dem Cloud-
Server gesendeten Datensatzes;
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oder das Verfahren ferner Folgendes umfasst:

Senden, wenn das Fahrzeug in einem Kom-
munikationsverbindungszustand mit einer
mobilen Vorrichtung ist, einer Datensatz-
Herunterladeanforderung an die mobile
Vorrichtung; und
Empfangen und Speichern des von dem
mobilen Gerät gesendeten Datensatzes,
wobei der Datensatz von dem Cloud-Server
erfasst und von der mobilen Vorrichtung bei
Empfang der Datensatz-Herunterladean-
forderung an das Fahrzeug gesendet wird;
oder das Verfahren ferner Folgendes um-
fasst:

wenn das Resultat des Merkmalsabgleichs an-
gibt, dass der Merkmalsabgleich erfolgreich ist,
Erfassen von Identitätsinformationen des Be-
nutzers gemäß einem vorgespeicherten Ge-
sichtsbild, bei dem der Merkmalsabgleich er-
folgreich ist; und
Senden des Gesichtsbilds und der Identitätsin-
formationen an den Cloud-Server.

4. Verfahren nach einem der Ansprüche 1 bis 3, ferner
umfassend: Erfassen eines Erkennungsresultats ei-
nes lebenden Körpers aus dem Gesichtsbild;
wobei das Steuern, gemäß dem Resultat des Merk-
malsabgleichs, von Aktionen des Fahrzeugs, um
dem Benutzer ein Verwenden des Fahrzeugs zu er-
lauben, Folgendes umfasst:

Steuern, gemäß dem Resultat des Merkmals-
abgleichs und dem Erkennungsresultat des le-
benden Körpers, der Aktionen des Fahrzeugs
um dem Benutzer ein Verwenden des Fahr-
zeugs zu erlauben;
oder das Verfahren ferner Folgendes umfasst:

eine Reservierungsinformation-Eingabe-
aufforderung;
Empfangen einer Reservierungsanforde-
rung des Benutzers gemäß der Reservie-
rungsinformation-Eingabeaufforderung,
die Reservierungsanforderung des Benut-
zers umfassend ein reserviertes Gesichts-
bild des Benutzers; und
Erstellen eines Datensatzes gemäß dem
reservierten Gesichtsbild.

5. Verfahren nach einem der Ansprüche 1 bis 4, ferner
umfassend:
wobei das Ausführen einer Ermüdungszustandser-
kennung des Benutzers basierend auf dem Ge-
sichtsbild Folgendes umfasst:

Erkennen (202) mindestens eines Teils einer

Gesichtsregion des Gesichtsbilds, um Zustand-
sinformationen des mindestens einen Teils der
Gesichtsregion zu erlangen, die Zustandsinfor-
mationen des mindestens einen Teils der Ge-
sichtsregion umfassend mindestens eines von
Folgenden: Zustandsinformationen über offe-
ne/geschlossene Augen oder Zustandsinforma-
tionen über offenen/geschlossenen Mund;
Erfassen (204) eines Parameterwerts eines In-
dexes zum Darstellen eines Ermüdungszu-
stands des Benutzers gemäß den Zustandsin-
formationen des mindestens einen Teils der Ge-
sichtsregion innerhalb einer Zeitperiode; und
Bestimmen (206) des Resultats der Ermü-
dungszustandserkennung des Benutzers ge-
mäß dem Parameterwert des Indexes zum Dar-
stellen des Ermüdungszustands des Benutzers;
wobei der Index zum Darstellen des Ermü-
dungszustands des Benutzers mindestens ei-
nes von Folgenden umfasst: einen Augenschlie-
ßungsgrad oder einen Gähngrad;
wobei der Parameterwert des Augenschlie-
ßungsgrads mindestens eines von Folgenden
umfasst: die Anzahl der Augenschließungen,
die Augenschließungshäufigkeit, die Augen-
schließungsdauer, die Augenschließungsamp-
litude, die Anzahl der Augenhalbschließungen
oder die Augenhalbschließungshäufigkeit;
und/oder der Parameterwert des Gähngrads
mindestens eines von Folgenden umfasst: ei-
nen Gähnzustand, die Anzahl von Gähnen, die
Gähndauer oder die Gähnhäufigkeit.

6. Verfahren nach Anspruch 1, wobei das Ausführen
der Ablenkungszustandserkennung des Benutzers
basierend auf dem Gesichtsbild Folgendes umfasst:

Ausführen einer Gesichtsausrichtungserken-
nung an dem Gesichtsbild, um Gesichtsausrich-
tungsinformationen zu erlangen; und/oder
Ausführen einer Blickrichtungserkennung an
dem Gesichtsbild, um Blickrichtungsinformatio-
nen zu erlangen;
Bestimmen (304) eines Parameterwerts eines
Indexes zum Darstellen eines Ablenkungszu-
stands eines Benutzers gemäß mindestens ei-
nem von den Gesichtsausrichtungsinformatio-
nen oder den Blickrichtungsinformationen in-
nerhalb einer Zeitperiode, der Index zum Dar-
stellen des Ablenkungszustands des Benutzers
umfassend mindestens einen Gesichtsausrich-
tungsabweichungsgrad oder einen Blickabwei-
chungsgrad, wobei der Parameterwert des
Gesichtsausrichtungsabweichungsgrads min-
destens eines von Folgendem umfasst: die An-
zahl von Kopfdrehungen, Kopfdrehungsdauer
oder Kopfdrehungshäufigkeit; und/oder der Pa-
rameterwert des Blickabweichungsgrads min-
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destens eines von Folgenden umfasst: einem
Blickrichtungsabweichungswinkel, einer Blick-
richtungsabweichungsdauer oder einer Blick-
richtungsabweichungshäufigkeit; und
Bestimmen (306) eines Resultats der Erken-
nung des Ablenkungszustands des Benutzers
gemäß dem Parameterwert des Indexes zum
Darstellen des Ablenkungszustands des Benut-
zers.

7. Verfahren nach Anspruch 6, wobei das Ausführen
der Gesichtsausrichtungserkennung bei dem Benut-
zer in dem Gesichtsbild Folgendes umfasst: Erken-
nen von Gesichtsschlüsselpunkten des Gesichts-
bilds; und Ausführen einer Gesichtsausrichtungser-
kennung gemäß den Gesichtsschlüsselpunkten;
und

wobei das Ausführen der Blickrichtungserken-
nung bei dem Benutzer in dem Gesichtsbild Fol-
gendes umfasst: Erkennen von Gesichtsschlüs-
selpunkten des Gesichtsbilds; und Ausführen
der Blickrichtungserkennung gemäß den
Gesichtsschlüsselpunkten ;
wobei das Ausführen der Gesichtsausrich-
tungserkennung gemäß den Gesichtsschlüs-
selpunkten, um die Gesichtsausrichtungsinfor-
mationen zu erlangen, Folgendes umfasst:

Erfassen von Merkmalsinformationen über
Kopfhaltung gemäß den Gesichtsschlüs-
selpunkten; und
Bestimmung der Gesichtsausrichtungsin-
formationen gemäß den Merkmalsinforma-
tionen der Kopfhaltung.

8. Verfahren nach Anspruch 1, ferner umfassend:

wenn die vorbestimmte Ablenkungsaktion er-
folgt, Erfassen (406) eines Parameterwerts ei-
nes Indexes zum Darstellen eines Benutzerab-
lenkungsgrads gemäß dem Bestimmungser-
gebnis, das angibt, ob die vorbestimmte Ablen-
kungsaktion innerhalb einer Zeitperiode erfolgt,
wobei der Parameterwert des Indexes zum Dar-
stellen des Benutzerablenkungsgrads mindes-
tens eines von Folgenden umfasst: der Anzahl
der Vorkommnisse der vorbestimmten Ablen-
kungsaktion, die Dauer der vorbestimmten Ab-
lenkungsaktion oder die Häufigkeit der vorbe-
stimmten Ablenkungsaktion; und
Bestimmen (408) des Resultats der vorbe-
stimmten Ablenkungsaktionserkennung des
Benutzers gemäß dem Parameterwert des In-
dexes zum Darstellen des Ablenkungsgrads
des Benutzers;
oder das Verfahren ferner Folgendes umfasst:
wenn das Resultat einer vorbestimmten Ablen-

kungsaktionserkennung des Benutzers ist, dass
eine vorbestimmte Ablenkungsaktion erkannt
wird, Anzeigen der erkannten vorbestimmten
Ablenkungsaktion.

9. Verfahren nach einem der Ansprüche 1 bis 8, ferner
umfassend:
Ausführen eines Steuervorgangs, der dem Resultat
der Benutzerzustandserkennung entspricht, wobei
das Ausführen eines Steuervorgangs, der dem Re-
sultat der Benutzerzustandserkennung entspricht,
mindestens eines von Folgendem umfasst:

wenn das bestimmte Resultat der Benutzerzu-
standserkennung eine vorbestimmte Anzei-
ge-/Warnungsbedingung erfüllt, Ausgeben von
Anzeige-/Warnungsinformationen, die der vor-
bestimmten Anzeige-/Warnungsbedingung ent-
sprechen;
wenn das bestimmte Resultat der Benutzerzu-
standserkennung eine vorbestimmte Informati-
onssendebedingung erfüllt, Senden von vorbe-
stimmten Informationen an einen voreingestell-
ten Kontakt oder Herstellen eines Kommunika-
tionsverbindungszustands mit dem voreinge-
stellten Kontakt; oder
wenn das bestimmte Resultat der Benutzerzu-
standserkennung eine vorbestimmte Fahrmo-
dus-Umschaltbedingung erfüllt, Umschalten
des Fahrmodus in einen automatischen Fahr-
modus.

10. Verfahren nach einem der Ansprüche 1 bis 9, ferner
umfassend: Senden von zumindest einem Teil des
Resultats der Benutzerzustandserkennung an den
Cloud-Server, wobei der zumindest eine Teil des Re-
sultats Folgendes umfasst: Informationen über ei-
nen anormalen Fahrzeugverwendungszustand, der
gemäß der Benutzerzustandserkennung bestimmt
wurde; und
wobei das Verfahren ferner mindestens eines von
Folgenden umfasst:

Speichern von Gesichtsbildern, die den Infor-
mationen über den anormalen Fahrzeugver-
wendungszustand entsprechen; oder
Senden der Gesichtsbilder, die den Informatio-
nen über den anormalen Fahrzeugverwen-
dungszustand entsprechen, an den Cloud-Ser-
ver.

11. Fahrzeugsteuerverfahren, dadurch gekennzeich-
net, dass es Folgendes umfasst:

Empfangen (710) eines zu erkennenden Ge-
sichtsbilds, das von einem Fahrzeug gesendet
wird;
Erfassen (720) eines Resultats eines Merkmals-
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abgleichs zwischen dem Gesichtsbild und min-
destens einem vorgespeicherten Gesichtsbild
in einem Datensatz, wobei der Datensatz vor-
gespeicherte Gesichtsbilder von mindestens ei-
nem voraufgezeichneten Benutzer speichert,
dem ein Verwenden des Fahrzeugs gestattet ist;
und
wenn das Resultat des Merkmalsabgleichs an-
gibt, dass der Merkmalsabgleich erfolgreich ist,
Senden (730) einer Anweisung an das Fahr-
zeug, die angibt, ein Steuern des Fahrzeugs zu
erlauben;
wenn das Resultat des Merkmalsabgleichs an-
gibt, dass der Merkmalsabgleich nicht erfolg-
reich ist, Senden einer Anweisung an das Fahr-
zeug, die angibt, Steueraktionen des Fahrzeugs
zu verweigern;
wobei das Verfahren ferner Folgendes umfasst:

Empfangen mindestens eines Teils des Re-
sultats der von dem Fahrzeug gesendeten
Benutzerzustandserkennung; und
Ausführen einer Vorwarnungsanzeige für
einen anormalen F ah rzeugverwendu ngs-
zustand,
wobei zumindest ein Teil des Resultats der
Benutzerzustandserkennung Folgendes
umfasst: Informationen über einen anorma-
len Fahrzeugverwendungszustand, der von
dem Fahrzeug gemäß der Benutzerzu-
standserkennung bestimmt wird;
wobei die Benutzerzustandserkennung ei-
ne vorbestimmte Ablenkungsaktionserken-
nung des Benutzers und mindestens eines
von Folgenden umfasst: Ermüdungszu-
standserkennung des Benutzers oder Ab-
lenkungszustandserkennung des Benut-
zers;
wobei die vorbestimmte Ablenkungsaktion
mindestens eine von einer Rauch-Aktion,
einer Trink-Aktion, einer Ess-Aktion, einer
Anruf-Aktion oder einer Unterhaltungs-Ak-
tion umfasst;
wobei die vorbestimmte Ablenkungsakti-
onserkennung des Benutzers Folgendes
umfasst:

wenn ein Erkennungsrahmen für Hände den Er-
kennungsrahmen für einen Zielgegenstand
überlagert, ein Typ des Zielgegenstands ein Be-
hälter oder ein Lebensmittel ist und der Erken-
nungsrahmen für den Zielgegenstand einen Er-
kennungsrahmen für einen Mund überlagert,
Bestimmen, dass die Ess- oder Trink-Aktion er-
folgt; und/oder
wenn der Erkennungsrahmen für die Hände den
Erkennungsrahmen für den Zielgegenstand
überlagert, der Typ des Zielgegenstands eine

elektronische Vorrichtung ist und ein Mindest-
abstand zwischen dem Erkennungsrahmen für
den Zielgegenstand und dem Erkennungsrah-
men für den Mund geringer ist als ein erster vor-
eingestellter Abstand, oder ein Mindestabstand
zwischen dem Erkennungsrahmen für den Ziel-
gegenstand und einem Erkennungsrahmen für
die Augen geringer ist als ein zweiter voreinge-
stellter Abstand, Bestimmen, dass die Unterhal-
tungs-Aktion oder die Anruf-Aktion erfolgt.

12. Verfahren nach Anspruch 11, ferner umfassend:

Empfangen einer von dem Fahrzeug gesende-
ten Datensatz-Herunterladeanforderung ;
Senden des Datensatzes an das Fahrzeug;
Empfangen einer von dem Fahrzeug oder einer
mobilen Vorrichtung gesendeten Reservie-
rungsanforderung, wobei die Reservierungsan-
forderung ein reserviertes Gesichtsbild des Be-
nutzers umfasst; und
Erstellen eines Datensatzes gemäß dem reser-
vierten Gesichtsbild,
wobei das Erfassen eines Merkmalsabgleichs-
resultats zwischen dem Gesichtsbild und min-
destens einem vorgespeicherten Gesichtsbild
in einem Datensatz Folgendes umfasst:

Erfassen, von dem Fahrzeug, des Resultats
des Merkmalsabgleichs zwischen dem Ge-
sichtsbild und dem mindestens einen vor-
gespeicherten Gesichtsbild in dem Daten-
satz;
wobei das Verfahren ferner Folgendes um-
fasst:

Ausführen eines Steuervorgangs gemäß dem
Resultat der Benutzerzustandserkennung, um-
fassend mindestens eines von Folgenden:

wenn das bestimmte Resultat der Benutz-
erzustandserkennung eine vorbestimmte
Anzeige-/Warnungsbedingung erfüllt, Aus-
geben von Anzeige-/Warnungsinformatio-
nen, die der vorbestimmten Anzeige-/War-
nungsbedingung entsprechen;
wenn das bestimmte Resultat der Benutz-
erzustandserkennung eine vorbestimmte
Informationssendebedingung erfüllt, Sen-
den von vorbestimmten Informationen an
einen vorbestimmten Kontakt oder Herstel-
len eines Kommunikationsverbindungszu-
stands mit dem vorbestimmten Kontakt;
oder
wenn das bestimmte Resultat der Benutz-
erzustandserkennung eine vorbestimmte
Fahrmodus-Umschaltbedingung erfüllt,
Umschalten des Fahrmodus in einen auto-
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matischen Fahrmodus;

Empfangen von Gesichtsbildern, die den Infor-
mationen über den anormalen Fahrzeugver-
wendungszustand entsprechen und von dem
Fahrzeug gesendet werden;
Ausführen von mindestens einem der folgenden
Vorgänge basierend auf den Informationen über
den anormalen Fahrzeugverwendungszustand:
Datenstatistik, Fahrzeugmanagement oder Be-
nutzermanagement;
wobei das Ausführen von Datenstatistiken ba-
sierend auf den Informationen über den anor-
malen Fahrzeugverwendungszustand Folgen-
des umfasst:

Sammeln, basierend auf den Informationen
über den anormalen Fahrzeugverwen-
dungszustand, von Statistiken über die
empfangenen Gesichtsbilder, die den Infor-
mationen über den anormalen Fahrzeugbe-
nutzungszustand entsprechen, um die Ge-
sichtsbilder entsprechend den verschiede-
nen anormalen basierend auf der Informa-
tionen über den anormalen Fahrzeugver-
wendungszuständen zu klassifizieren, um
Statistiken über jeden der anormalen Fahr-
zeugverwendungszustände zu bestimmen;
wobei das Ausführen von Fahrzeugma-
nagement basierend auf den Informationen
über den anormalen Fahrzeugverwen-
dungszustand Folgendes umfasst:
Sammeln, basierend auf den Informationen
über den anormalen Fahrzeugverwen-
dungszustand, von Statistiken über die
empfangenen Gesichtsbilder, die den Infor-
mationen über den anormalen Fahrzeugbe-
nutzungszustand entsprechen, um die Ge-
sichtsbilder gemäß den verschiedenen
Fahrzeugen zu klassifizieren, um Statisti-
ken über anormale Fahrzeugverwendung
von jedem der Fahrzeuge zu bestimmen;
wobei das Ausführen von Benutzerma-
nagement basierend auf den Informationen
über den anormalen Fahrzeugverwen-
dungszustand Folgendes umfasst:

Verarbeiten, basierend auf den Informationen
über den anormalen Fahrzeugverwendungszu-
stand, der empfangenen Gesichtsbilder, die den
Informationen über den anormalen Fahrzeug-
benutzungszustand entsprechen, um die Ge-
sichtsbilder gemäß verschiedenen Benutzern
zu klassifizieren, um Statistiken über anormale
Fahrzeugverwendung von jedem der Benutzer
zu bestimmen;

13. Elektronische Vorrichtung, umfassend:

einen Speicher, der konfiguriert ist, um ausführ-
bare Anweisungen zu speichern; und
einen Prozessor, der konfiguriert ist, um mit dem
Speicher zu kommunizieren, um die ausführba-
ren Anweisungen auszuführen, um das Fahr-
zeugsteuerverfahren nach einem der Ansprü-
che 1 bis 10 oder das Fahrzeugsteuerverfahren
nach einem der Ansprüche 11 bis 12 zu imple-
mentieren.

14. Computerspeichermedium zum Speichern von com-
puterlesbaren Anweisungen, wobei die Anweisun-
gen ausgeführt werden, um das Fahrzeugsteuerver-
fahren nach einem der Ansprüche 1 bis 10 oder das
Fahrzeugsteuerverfahren nach einem der Ansprü-
che 11 bis 12 zu implementieren.

Revendications

1. Procédé de commande de véhicule, caractérisé en
ce qu’il comprend :

l’acquisition (110) d’une image du visage d’un
utilisateur demandant actuellement à utiliser le
véhicule ;
l’acquisition (120) d’un résultat d’une mise en
correspondance de caractéristiques entre l’ima-
ge du visage et au moins une image du visage
préalablement stockée dans un ensemble de
données du véhicule, dans lequel l’ensemble de
données stocke des images du visage préala-
blement stockées d’au moins un utilisateur pré-
enregistré autorisé à utiliser le véhicule ; et
si le résultat de la mise en correspondance de
caractéristiques indique que la mise en corres-
pondance de caractéristiques est un succès, la
commande (130) des actions du véhicule pour
autoriser l’utilisateur à utiliser le véhicule ;
si le résultat de la mise en correspondance de
caractéristiques indique que la mise en corres-
pondance de caractéristiques est un échec, la
commande des actions du véhicule pour refuser
à l’utilisateur d’utiliser le véhicule,
le procédé comprenant en outre :

l’exécution d’une détection de l’état de l’uti-
lisateur sur la base de l’image du visage ; et
l’envoi d’un message d’avertissement pour
un état anormal conformément au résultat
de la détection de l’état de l’utilisateur ; dans
lequel la détection de l’état de l’utilisateur
comprend la détection d’une action de dis-
traction prédéterminée de l’utilisateur et au
moins l’une parmi : la détection de l’état de
fatigue de l’utilisateur ou la détection de
l’état de distraction de l’utilisateur ;
dans lequel l’action de distraction prédéter-
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minée comprend au moins une action
parmi : une action consistant à fumer, une
action consistant à boire, une action con-
sistant à manger, une action consistant à
passer un appel, ou une action de
divertissement ;
dans lequel l’exécution de la détection
d’une action de distraction prédéterminée
de l’utilisateur basée sur l’image du visage
comprend :

l’exécution (402) d’une détection d’objet cible
correspondant à l’action de distraction prédéter-
minée sur l’image du visage pour obtenir une
trame de détection pour un objet cible ; et
la détermination (404) du fait que l’action de dis-
traction prédéterminée se produit ou non con-
formément à la trame de détection pour l’objet
cible,
dans lequel la détermination (404) du fait que
l’action de distraction prédéterminée se produit
ou non conformément à la trame de détection
pour l’objet cible comprend :

si une trame de détection des mains che-
vauche la trame de détection d’un article
cible, si un type de l’article cible est un ré-
cipient ou un aliment et si la trame de dé-
tection de l’article cible chevauche une tra-
me de détection pour une bouche, la déter-
mination selon laquelle l’action consistant à
manger ou l’action consistant à boire se
produit ; et/ou
si la trame de détection des mains chevau-
che la trame de détection de l’objet cible, si
le type de l’objet cible est un dispositif élec-
tronique et si une distance minimale entre
la trame de détection de l’objet cible et la
trame de détection de la bouche est infé-
rieure à une première distance prédéfinie,
ou si une distance minimale entre la trame
de détection de l’objet cible et une trame de
détection des yeux est inférieure à une
deuxième distance prédéfinie, la détermi-
nation selon laquelle l’action de divertisse-
ment ou l’action consistant à passer un ap-
pel se produit.

2. Procédé selon la revendication 1, dans lequel l’utili-
sation du véhicule comprend au moins l’un parmi :
la réservation de l’utilisation d’un véhicule, la con-
duite d’un véhicule, le pilotage d’un véhicule, le net-
toyage d’un véhicule, l’entretien d’un véhicule, la ré-
paration d’un véhicule, le réapprovisionnement en
carburant d’un véhicule, ou la charge d’un véhicule ;
dans lequel l’ensemble de données stocke l’image
du visage préalablement stockée d’au moins un uti-
lisateur ayant réservé un véhicule ; et la commande

des actions du véhicule pour autoriser l’utilisateur à
utiliser le véhicule comprend au moins l’une parmi :
la commande de l’ouverture des portes du véhicule,
l’obtention des droits de commande de conduite du
véhicule, la commande de l’ouverture d’un dispositif
de verrouillage du véhicule, la commande de l’ouver-
ture d’un réservoir de carburant du véhicule ou l’exé-
cution d’une commande pour permettre à un dispo-
sitif de charge de se connecter à une batterie du
véhicule ;

le procédé comprend en outre : la commande
du véhicule pour émettre des informations d’in-
vite pour indiquer que l’utilisateur est autorisé à
utiliser le véhicule ;
dans lequel l’acquisition d’une image du visage
d’un utilisateur demandant actuellement à utili-
ser un véhicule comprend :
la collecte d’une image du visage de l’utilisateur
au moyen d’un composant photographique pré-
vu sur le véhicule.

3. Procédé selon l’une quelconque des revendications
1 et 2, comprenant en outre :

l’envoi, lorsque le véhicule est dans un état de
connexion de communication avec un serveur
en nuage, d’une demande de téléchargement
d’un ensemble de données au serveur en
nuage ; et
la réception et le stockage de l’ensemble de don-
nées envoyé par le serveur en nuage ;
ou, le procédé comprend en outre :

l’envoi, lorsque le véhicule est dans un état
de connexion de communication avec un
dispositif mobile, de la demande de télé-
chargement d’un ensemble de données au
dispositif mobile ; et
la réception et le stockage de l’ensemble de
données envoyé par le dispositif mobile,
dans lequel l’ensemble de données est ac-
quis à partir du serveur en nuage et envoyé
au véhicule par le dispositif mobile dès ré-
ception de la demande de téléchargement
d’un ensemble de données ;
ou, le procédé comprend en outre :

si le résultat de la mise en correspondance de
caractéristiques indique que la mise en corres-
pondance de caractéristiques est un succès,
l’acquisition d’informations d’identité de l’utilisa-
teur conformément à une image du visage préa-
lablement stockée dont la mise en correspon-
dance de caractéristiques est un succès ; et
l’envoi de l’image du visage et des informations
d’identité au serveur en nuage.
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4. Procédé selon l’une quelconque des revendications
1 à 3, comprenant en outre :
l’acquisition d’un résultat de détection de corps vi-
vant de l’image du visage ;
la commande, conformément au résultat de la mise
en correspondance de caractéristiques, des actions
du véhicule pour autoriser l’utilisateur à utiliser le vé-
hicule comprenant :

la commande, conformément au résultat de la
mise en correspondance de caractéristiques et
au résultat de détection de corps vivant, des ac-
tions du véhicule pour autoriser l’utilisateur à uti-
liser le véhicule ;
ou, le procédé comprend en outre :

l’émission d’informations d’invite de
réservation ;
la réception d’une demande de réservation
de l’utilisateur conformément aux informa-
tions d’invite de réservation, la demande de
réservation de l’utilisateur comprenant une
image du visage réservée de l’utilisateur ; et
l’établissement d’un ensemble de données
conformément à l’image du visage réser-
vée.

5. Procédé selon l’une quelconque des revendications
1 à 4, comprenant en outre :
l’exécution de la détection de l’état de fatigue de l’uti-
lisateur sur la base de l’image du visage
comprenant :

la détection (202) d’au moins une partie d’une
région du visage de l’image du visage pour ob-
tenir des informations d’état de l’au moins une
partie de la région du visage, les informations
d’état de l’au moins une partie de la région du
visage comprenant des informations d’états
ouvert/fermé des yeux et/ou des informations
d’états ouvert/fermé de la bouche ;
l’acquisition (204) d’une valeur de paramètre
d’un indice permettant de représenter un état de
fatigue de l’utilisateur conformément aux infor-
mations d’état de l’au moins une partie de la
région du visage au cours d’une certaine
période ; et
la détermination (206) du résultat de la détection
de l’état de fatigue de l’utilisateur conformément
à la valeur de paramètre de l’indice permettant
de représenter l’état de fatigue de l’utilisateur ;
dans lequel l’indice permettant de représenter
l’état de fatigue de l’utilisateur comprend au
moins l’un des éléments suivants : un degré de
fermeture des yeux ou un degré de bâillement ;
dans lequel la valeur de paramètre du degré de
fermeture des yeux comprend au moins l’un des
éléments suivants : le nombre de fermetures

des yeux, la fréquence de fermeture des yeux,
la durée de fermeture des yeux, l’amplitude de
fermeture des yeux, le nombre de semi-ferme-
tures des yeux ou la fréquence de semi-ferme-
tures des yeux ; et/ou la valeur de paramètre du
degré de bâillement comprend au moins l’un des
éléments suivants : un état de bâillement, le
nombre de bâillements, la durée de bâillement
ou la fréquence de bâillement.

6. Procédé selon la revendication 1, dans lequel l’exé-
cution de la détection de l’état de distraction de l’uti-
lisateur sur la base de l’image du visage comprend :

l’exécution d’une détection de l’orientation du vi-
sage sur l’image du visage pour obtenir des in-
formations d’orientation du visage ; et/ou
l’exécution d’une détection de la direction du re-
gard sur l’image du visage pour obtenir des in-
formations de direction du regard ;
la détermination (304) d’une valeur de paramè-
tre d’un indice permettant de représenter un état
de distraction de l’utilisateur conformément aux
informations d’orientation du visage et/ou aux
informations de direction du regard au cours
d’une certaine période, l’indice permettant de re-
présenter l’état de distraction de l’utilisateur
comprenant un degré de déviation de l’orienta-
tion du visage et/ou un degré de déviation du
regard, dans lequel la valeur de paramètre du
degré de déviation de l’orientation du visage
comprend au moins l’un parmi : le nombre de
pivotements de la tête, la durée des pivotements
de la tête ou la fréquence des pivotements de
la tête ; et/ou la valeur de paramètre du degré
de déviation du regard comprend au moins l’un
des éléments suivants : un angle de déviation
de la direction du regard, une durée de déviation
de la direction du regard ou une fréquence de
déviation de la direction du regard ; et
la détermination (306) d’un résultat de la détec-
tion de l’état de distraction de l’utilisateur con-
formément à la valeur de paramètre de l’indice
permettant de représenter l’état de distraction
de l’utilisateur.

7. Procédé selon la revendication 6, dans lequel l’exé-
cution de la détection de l’orientation du visage sur
l’utilisateur dans l’image du visage comprend : la dé-
tection des points clés du visage de l’image du
visage ; et l’exécution de la détection de l’orientation
du visage conformément aux points-clés du visage ;
et

dans lequel l’exécution de la détection de la di-
rection du regard sur l’utilisateur dans l’image
du visage comprend : la détection des points-
clés du visage de l’image du visage ; et l’exécu-
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tion de la détection de la direction du regard con-
formément aux points-clés du visage ; et
dans lequel l’exécution de la détection de l’orien-
tation du visage conformément aux points-clés
du visage pour obtenir les informations d’orien-
tation du visage comprend :

l’acquisition d’informations de caractéristi-
ques de la posture de la tête conformément
aux points-clés du visage ; et
la détermination des informations d’orienta-
tion du visage conformément aux informa-
tions de caractéristiques de la posture de la
tête.

8. Procédé selon la revendication 1, comprenant en
outre :

si l’action de distraction prédéterminée se pro-
duit, l’acquisition (406) d’une valeur de paramè-
tre d’un indice permettant de représenter un de-
gré de distraction de l’utilisateur conformément
au résultat de la détermination indiquant si l’ac-
tion de distraction prédéterminée se produit ou
non au cours d’une certaine période, dans lequel
la valeur de paramètre de l’indice permettant de
représenter le degré de distraction de l’utilisa-
teur comprend au moins l’un des éléments
suivants : le nombre d’occurrences de l’action
de distraction prédéterminée, la durée de l’ac-
tion de distraction prédéterminée et la fréquence
de l’action de distraction prédéterminée ; et
la détermination (408) du résultat de la détection
d’une action de distraction prédéterminée de
l’utilisateur conformément à la valeur de para-
mètre de l’indice permettant de représenter le
degré de distraction de l’utilisateur ;
ou, le procédé comprend en outre :
si le résultat de la détection d’une action de dis-
traction prédéterminée de l’utilisateur est qu’une
action de distraction prédéterminée est détec-
tée, l’invite de l’action de distraction prédétermi-
née détectée.

9. Procédé selon l’une quelconque des revendications
1 à 8, comprenant en outre :
l’exécution d’une opération de commande corres-
pondant au résultat de la détection de l’état de l’uti-
lisateur, dans lequel l’exécution d’une opération de
commande correspondant au résultat de la détection
de l’état de l’utilisateur comprend au moins l’un des
éléments suivants :

si le résultat déterminé de la détection de l’état
de l’utilisateur satisfait une condition d’invi-
te/avertissement prédéterminée, l’émission
d’informations d’invite/avertissement corres-
pondant à la condition d’invite/avertissement

prédéterminée ;
si le résultat déterminé de la détection de l’état
de l’utilisateur satisfait une condition d’envoi
d’informations prédéterminées, l’envoi d’infor-
mations prédéterminées à un contact prédéfini
ou l’établissement d’un état de connexion de
communication avec le contact prédéfini ; ou
si le résultat déterminé de la détection de l’état
de l’utilisateur satisfait une condition de commu-
tation du mode de conduite prédéterminée, la
commutation du mode de conduite sur un mode
de conduite automatique.

10. Procédé selon l’une quelconque des revendications
1 à 9, comprenant en outre :
l’envoi d’au moins une partie du résultat de la détec-
tion de l’état de l’utilisateur au serveur en nuage,
dans lequel l’au moins une partie du résultat
comprend : des informations d’état d’utilisation anor-
male du véhicule déterminées conformément à la
détection de l’état de l’utilisateur ; et

le procédé comprend en outre au moins l’un des
éléments suivants :
le stockage d’images du visage correspondant
aux informations d’état d’utilisation anormale du
véhicule ; ou
l’envoi des images du visage correspondant aux
informations d’état d’utilisation anormale du vé-
hicule au serveur en nuage.

11. Procédé de commande de véhicule, caractérisé en
ce qu’il comprend :

la réception (710) d’une image du visage à re-
connaître envoyée par un véhicule ;
l’acquisition (720) d’un résultat d’une mise en
correspondance de caractéristiques entre l’ima-
ge du visage et au moins une image du visage
préalablement stockée dans un ensemble de
données, dans lequel l’ensemble de données
stocke des images du visage préalablement
stockées d’au moins un utilisateur pré-enregis-
tré autorisé à utiliser le véhicule ; et
si le résultat de la mise en correspondance de
caractéristiques indique que la mise en corres-
pondance de caractéristiques est un succès,
l’envoi (730) au véhicule d’une instruction indi-
quant l’autorisation de commander le véhicule ;
si le résultat de la mise en correspondance de
caractéristiques indique que la mise en corres-
pondance de caractéristiques est un échec, l’en-
voi au véhicule d’une instruction indiquant le re-
fus des actions de commande du véhicule,
le procédé comprenant en outre :

la réception d’au moins une partie du résul-
tat de la détection de l’état de l’utilisateur
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envoyé par le véhicule ; et
l’exécution d’un message d’avertissement
pour un état d’utilisation anormale du véhi-
cule,
dans lequel l’au moins une partie du résultat
de la détection de l’état de l’utilisateur
comprend : des informations d’état d’utilisa-
tion anormale du véhicule déterminées par
le véhicule conformément à la détection de
l’état de l’utilisateur ;
dans lequel la détection de l’état de l’utilisa-
teur comprend la détection d’une action de
distraction prédéterminée de l’utilisateur et
au moins l’une parmi la détection de l’état
de fatigue de l’utilisateur et la détection de
l’état de distraction de l’utilisateur ;
dans lequel l’action de distraction prédéter-
minée comprend au moins une action
parmi : une action consistant à fumer, une
action consistant à boire, une action con-
sistant à manger, une action consistant à
passer un appel, ou une action de
divertissement ;
dans lequel la détection d’une action de dis-
traction prédéterminée de l’utilisateur
comprend :

si une trame de détection des mains chevauche
la trame de détection d’un article cible, si un type
de l’article cible est un récipient ou un aliment
et si la trame de détection de l’article cible che-
vauche une trame de détection pour une bou-
che, la détermination selon laquelle l’action con-
sistant à manger ou l’action consistant à boire
se produit ; et/ou
si la trame de détection des mains chevauche
la trame de détection de l’objet cible, si le type
de l’objet cible est un dispositif électronique et
si une distance minimale entre la trame de dé-
tection de l’objet cible et la trame de détection
de la bouche est inférieure à une première dis-
tance prédéfinie, ou si une distance minimale
entre la trame de détection de l’objet cible et une
trame de détection des yeux est inférieure à une
deuxième distance prédéfinie, la détermination
selon laquelle l’action de divertissement ou l’ac-
tion consistant à passer un appel se produit.

12. Procédé selon la revendication 11, comprenant en
outre :

la réception d’une demande de téléchargement
d’un ensemble de données envoyée par le
véhicule ;
l’envoi de l’ensemble des données au véhicule ;
la réception d’une demande de réservation en-
voyée par le véhicule ou un dispositif mobile, la
demande de réservation comprenant une image

du visage réservée de l’utilisateur ; et
l’établissement d’un ensemble de données con-
formément à l’image du visage réservée,
dans lequel l’acquisition d’un résultat de mise
en correspondance de caractéristiques entre
l’image du visage et au moins une image du vi-
sage préalablement stockée dans un ensemble
de données comprend :

l’acquisition, à partir du véhicule, du résultat
de mise en correspondance de caractéris-
tiques entre l’image du visage et l’au moins
une image du visage préalablement stoc-
kée dans l’ensemble de données ;
le procédé comprenant en outre :

l’exécution d’une opération de commande cor-
respondant au résultat de la détection de l’état
de l’utilisateur, comprenant au moins l’un des
éléments suivants :

si le résultat déterminé de la détection de
l’état de l’utilisateur satisfait une condition
d’invite/avertissement prédéterminée,
l’émission d’informations d’invite/avertisse-
ment correspondant à la condition d’invi-
te/avertissement prédéterminée ;
si le résultat déterminé de la détection de
l’état de l’utilisateur satisfait une condition
d’envoi d’informations prédéterminées,
l’envoi d’informations prédéterminées à un
contact prédéterminé ou l’établissement
d’un état de connexion de communication
avec le contact prédéterminé ; ou
si le résultat déterminé de la détection de
l’état de l’utilisateur satisfait une condition
de commutation du mode de conduite pré-
déterminée, la commutation du mode de
conduite sur un mode de conduite
automatique ;

la réception d’images du visage correspondant
aux informations d’état d’utilisation anormale du
véhicule et envoyées par le véhicule ;
l’exécution d’au moins une des opérations sui-
vantes sur la base des informations d’état d’uti-
lisation anormale du véhicule : des statistiques
de données, la gestion des véhicules ou la ges-
tion des utilisateurs ;
dans lequel l’exécution de statistiques de don-
nées sur la base des informations d’état d’utili-
sation anormale du véhicule comprennent :

la collecte, sur la base des informations
d’état d’utilisation anormale du véhicule, de
statistiques sur les images du visage reçues
correspondant aux informations d’état d’uti-
lisation anormale du véhicule pour classer
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les images du visage conformément à dif-
férents états d’utilisation anormale du véhi-
cule, de manière à déterminer les statisti-
ques de chacun des états d’utilisation anor-
male du véhicule ;
dans lequel l’exécution de la gestion des
véhicules sur la base des informations
d’état d’utilisation anormale du véhicule
comprend :
la collecte, sur la base des informations
d’état d’utilisation anormale du véhicule, de
statistiques sur les images du visage reçues
correspondant aux informations d’état d’uti-
lisation anormale du véhicule pour classer
les images du visage selon différents véhi-
cules, de manière à déterminer les statisti-
ques d’utilisation anormale du véhicule de
chacun des véhicules ;
dans lequel l’exécution de la gestion des
utilisateurs sur la base des informations
d’état d’utilisation anormale du véhicule
comprend :

le traitement, sur la base des informations d’état
d’utilisation anormale du véhicule, des images
du visage reçues correspondant aux informa-
tions d’état d’utilisation anormale du véhicule
pour classer les images du visage selon diffé-
rents utilisateurs, de manière à déterminer les
statistiques d’utilisation anormale du véhicule
de chacun des utilisateurs.

13. Dispositif électronique, comprenant :

une mémoire configurée pour stocker des ins-
tructions exécutables ; et
un processeur, configuré pour communiquer
avec la mémoire pour exécuter les instructions
exécutables de manière à mettre en oeuvre le
procédé de commande de véhicule selon l’une
quelconque des revendications 1 à 10 ou le pro-
cédé de commande de véhicule selon l’une
quelconque des revendications 11 à 12.

14. Support de stockage informatique permettant de
stocker des instructions lisibles par ordinateur, dans
lequel les instructions sont exécutées pour mettre
en œuvre le procédé de commande de véhicule se-
lon l’une quelconque des revendications 1 à 10 ou
le procédé de commande de véhicule selon l’une
quelconque des revendications 11 et 12.
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