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HANDLING REQUESTS TO SERVICE
RESOURCES WITHIN A SECURITY
BOUNDARY USING A SECURITY GATEWAY
INSTANCE

BACKGROUND

[0001] In modern distributed and cloud computing sys-
tems, ensuring the safety of service resources within security
boundaries while enabling infrastructure of the services to
be deployed outside the boundaries and to enable access to
the service resources by the infrastructure through secure
processes presents substantial challenges. In some systems,
the implementation of such processes requires separate sets
of identities of entities for both sides of the security bound-
aries, and managing such sets of identities may require
extensive changes and coordination across multiple compo-
nents of the system, including edge deployments and asso-
ciated agents that are outside the security boundaries.

SUMMARY

[0002] This Summary is provided to introduce a selection
of concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used as an aid
in determining the scope of the claimed subject matter.
[0003] A computerized method for securing access to a
service resource within a security boundary is described. A
security gateway instance receives a request from an edge
deployment outside the security boundary. The request
includes identity data identifying the edge deployment and
it targets the service resource within the security boundary.
The identity data is validated. Based on the validation, the
identity data is transformed into trusted identity data using
security data specific to the security gateway instance. The
transformed identity data indicates the request has been
validated by the security gateway instance. Transforming the
identity data includes at least one of the following: append-
ing at least one data value associated with the security data
to the identity data, translating at least one data value of the
identity data based on a translation process of the security
data, and mapping at least one data value of the identity data
to a different data value based on the security data. Based on
transforming the identity data of the request, the trusted
identity data and the request are forwarded to the service
resource via a network link within the security boundary,
wherein the service resource is configured to process the
request.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] The present description will be better understood
from the following detailed description read in light of the
accompanying drawings, wherein:

[0005] FIG. 1 is a block diagram illustrating a system
configured for handling requests to network service
resources within a security boundary from agents on edge
deployments by security gateway instances according to an
embodiment;

[0006] FIG. 2 is a block diagram illustrating system con-
figured for handling requests to network service resources
within a security boundary using encrypted tokens managed
by a security gateway instance according to an embodiment;
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[0007] FIG. 3 is a block diagram illustrating a system for
handling requests to network service resources within a
security boundary using a security gateway instance with a
front end and a back end in separate security contexts
according to an embodiment;

[0008] FIG. 4 is a diagram illustrating a computerized
method for distributing encrypted tokens to agents of edge
deployments and enabling the encrypted tokens to be used to
access service resources according to an embodiment;
[0009] FIG. 5 is a flowchart illustrating a computerized
method for handling requests to network service resources
within a security boundary from agents on edge deploy-
ments by security gateway instances according to an
embodiment;

[0010] FIG. 6 is a flowchart illustrating a computerized
method for handling requests to service resources that
include identification certificates by a security gateway
instance according to an embodiment; and

[0011] FIG. 7 illustrates a computing apparatus according
to an embodiment as a functional block diagram.

[0012] Corresponding reference characters indicate corre-
sponding parts throughout the drawings. In FIGS. 1 to 7, the
systems are illustrated as schematic drawings. The drawings
may not be to scale.

DETAILED DESCRIPTION

[0013] Aspects of the disclosure provide a computerized
method and system for enforcing a security boundary and
handling requests from edge deployments located outside
the security boundary to service resources inside the security
boundary, using a security gateway instance. The security
gateway instance is configured to bridge the security bound-
ary in such a way that requests from outside the security
boundary are validated before being sent on to service
resources, and edge deployments are enabled to continue
using current identity data configurations associated with
operating outside the security boundary yet still interact with
the service resources through the security gateway instance.
The security gateway instance is configured to only handle
requests from a single associated or corresponding edge
deployment and to process requests from the edge deploy-
ment in a unique way, such that use of the identity of the
edge deployment with another gateway or other contact
method to send requests to a service resource will automati-
cally fail. Validation of requests by the security gateway
instance may be based on the known identity of the edge
deployment as well as other methods of validation defined in
association with specific service resources. After validation,
the service gateway instance is configured to transform
identity data of the edge deployment using transformation
data (or other instance-specific data or security data) spe-
cifically associated with the service gateway instance. The
transformed identity data (or trusted identity data) is con-
figured to be considered trustworthy by the service resource,
such that the transformed identity data indicates to the
service resource that the associated request has been vali-
dated by the appropriate service gateway instance. The
service gateway instance may further handle responses from
the service resource by forwarding them through the security
boundary back to the sources of the requests. By bridging
the security boundary in this way, the disclosure avoids
requiring existing services outside the security boundary to
make changes required to meet the requirements of inter-
acting with service resources inside the security boundary.
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[0014] The disclosure operates in an unconventional man-
ner at least by adding a new layer of security for the service
resources within the security boundary without requiring
extensive changes or redesign of existing service resources
and/or edge deployments. In some examples, the service
gateway instance employs a “forward proxy” front end that
is configured to operate outside a security boundary to
receive requests, validate those requests, and direct the
validated requests to a back end that is configured to operate
within the security boundary. The security boundary
between the front end and back end of the gateway service
instance may be the same or different from the security
boundary separating the service resource from the edge
deployment. Trusted entities such as edge deployments
described herein may be deployed outside the security
boundary and securely interact with the service resources
inside the security boundary through the described service
gateway instance without compromising sensitive control
plane information associated with the service resources
(e.g., private networks of trusted clients may be deployed
outside a central trusted environment and still access service
resources within the trusted environment using the described
service gateway instances). Deployment of many such
trusted entities outside the security boundary necessitates the
implementation of a centralized way to control security of
interactions with the protected service resource and the
described service gateway instances provide such central-
ized control.

[0015] Further, the service gateway instance of the disclo-
sure validates incoming requests in a substantial, flexible
manner at least in that it supports an extensible plug-in
model that enables all services running within the security
boundary to register validation handlers with the gateway
service instance to validate incoming requests for their
services. For instance, incoming hypertext transfer protocol
secure (HTTPS) requests may be inspected by validation
handler plugins at the gateway security instance such that
the requests are only allowed to pass the security gateway if
they are directed to expected and/or supported resources and
if the headers, uniform resource identifiers (URIs), and
content match expectations of the service resource after
processing by the gateway security instance. In some
examples, there are a plurality of gateway security instances,
each one being associated with one edge deployment.

[0016] Additionally, the disclosure enforces an identity
barrier. The set of identities that are available in edge
deployments outside the security boundary cannot be used
directly for service resources within the security boundary
(the service resources being protected by the described
security gateway instance). The security gateway instance is
configured to validate requests and associated identity data
and then, only after successful validation, translate or oth-
erwise transform the identities of edge deployments outside
the security boundary into identity information that is con-
sidered to be trusted by the service resources to which
requests are directed. In some examples, the service
resources perform additional validation, authentication, or
other security processes against the identity information
from the gateway security instance. This provides another
layer of security protection to the service resources.

[0017] The transformation process at the security gateway
instance provides an indication to the service resources that
the specific security gateway instance has fully validated the
request, such that minimal validation, if any, needs to be
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done at the service resource itself. The transformation may
include the combination of identity data specific to the
security gateway instance and the identity associated with
the request, encrypting and/or decrypting identity data,
wrapping identity data in service gateway instance-specific
wrapper data, mapping identity data to trusted identity data
using a service gateway instance-specific identity map, or
the like.

[0018] The disclosure enables the implementation of ser-
vice gateway instances as described herein in a flexible
manner that reduces or eliminates the need to change how
existing distributed or cloud services are configured, reduc-
ing “time-to-market” for the associated security improve-
ments and enhancing the number of different systems on
which the disclosure may be deployed. Further, the configu-
ration of the service gateway instances reduces the “blast
radius” of any edge deployment that may be compromised
by viruses or other cyberattacks, such that the service
resources (and gateway security instances not associated
with the edge deployment) are protected and may continue
functioning. This is ensured in part by the one-to-one
mapping between security gateway instances and particular
edge deployments. Any attack from an edge deployment will
only affect the service gateway instance to which it is
associated, and the attack will not bleed over and impact any
other services or customers. If secret information and/or
identities stored at the edge deployment level are leaked, that
information does not impact other edge deployments or
service resources because that information cannot be used
with any other security gateway instance.

[0019] FIG. 1 is a block diagram illustrating a system 100
configured for handling requests (e.g., request 114) to net-
work service resources (e.g., service resource 112) within a
security boundary (e.g., security boundary 106) from agents
(e.g., agents 103) on edge deployments (e.g., edge deploy-
ments 102-104) by security gateway instances (e.g., security
gateway instances 108-110) according to an embodiment. In
some examples, the system 100 includes an edge deploy-
ment 102 upon which a plurality of agents 103 are located
and/or executed. The edge deployment 102 is located on one
side of a security boundary 106 (e.g., outside of the security
boundary 106) and an agent 103 on the edge deployment 102
sends a request 114 to the security gateway instance 108 on
the other side of the security boundary 106 (e.g., inside of
the security boundary 106) to request access to the service
resource 112. The security gateway instance 108 is config-
ured to handle the request 114 using various validation
and/or transformation processes as described herein. In
some examples, the system 100 includes a plurality of
separate edge deployments 103-104 on one side and/or
outside of the security boundary 106 and a plurality of
security gateway instances 108-110 located on the other side
and/or inside the security boundary 106. Each security
gateway instance 110 may be associated one edge deploy-
ment of the plurality of edge deployments 103-104, such that
all requests to access the service resource 112 and/or other
communications over the security boundary 106 by agents
of a particular edge deployment are configured to be sent to
and handled by the security gateway instance with which the
particular edge deployment is associated (e.g., the security
gateway instance is “single-tenanted”). This one-to-one
mapping or relationship between edge deployments and
security gateway instances enhances security in that each
security gateway instance may be configured to perform
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instance-specific operations on requests (e.g., request 114)
as proof that the requests were handled by the associated
security gateway instance. This proof may be checked at the
service resource 112, such that requests that appear to be
from an edge deployment but that are not proven to have
been handled by the security gateway instance associated
with the edge deployment may be ignored or otherwise
rejected. The one-to-one mapping or relationship between
an edge deployment and a security gateway instance may be
formed by an administrator of the system and/or associated
software entities, such as an instance generator entity that
generates new security gateway instances within the security
boundary 106 and maps, in one-to-one mappings or rela-
tionships, those security gateway instances to edge deploy-
ments that are configured to make requests of service
resources within the security boundary 106. In some
examples, such an instance generation process may include
configuration of a new edge deployment outside the security
boundary 106, performing an initial validation of the new
edge deployment to confirm that the edge deployment can be
trusted to use a service gateway instance, and then genera-
tion of a service gateway instance and mapping the new
service gateway instance to the new edge deployment.
Additional initial validation processes may be performed,
such as updating service resources to trust validated requests
from the new service gateway instance and the registering
validation handlers specific to service resources on the new
service gateway instance as described herein.

[0020] Example edge deployments 102-104 each include
one or more computing devices that are configured to
operate as edge nodes of a distributed “cloud” computing
system that enables agents (e.g., agents 103) to access
service resources within the cloud computing system. In
some examples, edge deployments 102-104 include hard-
ware, firmware, and/or software configured to store and/or
execute agents 103 (e.g., applications or other software
components) which may be used to provide access to the
cloud computing system from outside the system (e.g., users
that use browser applications or other applications to interact
with the service resources of the cloud computing system,
automated software entities configured to interact with the
service resources of the cloud computing system). Further,
the edge deployments 102-104 are configured to form net-
work connections and/or communicate over network con-
nections with the security gateway instances 108-110 and/or
other entities within the cloud computing system (e.g.,
establishing a virtual private network (VPN) connection
with an associated security gateway instance, sending
requests to and receiving responses from a security gateway
instance via the VPN connection).

[0021] Insome examples, agents 103 are software entities,
such as applications, that are configured to perform opera-
tions that are essential for, or aid in, the proper functioning
of the edge deployment 102. The agents 103 perform a
variety of operations including, but not limited to, collecting
and uploading diagnostic information, monitoring resources,
provisioning computational resources, reading and writing
data, etc. In performing these operations, the agents 103
access and interact with the service resources 112, some or
all of which are configured for managing the edge deploy-
ment 102. Other entities that are outside the cloud comput-
ing system (e.g., a user that accesses a web service running
in the edge deployment 102) may implicitly trigger opera-
tions by an agent 103 and/or the service resource 112.
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Agents 103 may also be configured to perform other opera-
tions, such as data processing operations, user interface
operations and/or interface operations with other computing
entities, network communication operations, or the like that
may make use of the service resources of the cloud com-
puting system during their performance. In further
examples, edge deployments and/or agents outside the secu-
rity boundary 106 may include equipment and/or hardware,
firmware, and/or software infrastructure that is owned or
otherwise controlled by a customer entity or the like. The
described systems and methods for implementing security
gateway instances may enable flexible extension of secure
access to service resources to deployments of a wide range
of other entities without departing from the description.
Further, the edge deployments and/or agents may be deploy-
able to lower cost data centers outside of the security
boundary without compromising the security measures of
the service resources.

[0022] The security boundary 106 is a boundary (e.g., a
trust boundary) within the system 100 that is enforced by the
security gateway instances 108-110 as described herein. The
security boundary 106 and the associated security gateway
instances 108-110 may be configured to control the flow of
data into the boundary 106 (e.g., from the edge deployment
102 on the first side, or “outside”, of the security boundary
106 to the service resource 112 on the inside of the security
boundary 106) and/or out of the boundary 106 (e.g., from the
service resource 112 on the second side, or “inside”, of the
security boundary 106 to the edge deployment 102 on the
outside of the security boundary 106). Requests, responses,
and other data transmitted or otherwise sent across the
security boundary 106 may be processed using a security
protocol of the boundary 106 that may include verification
and/or validation of the data crossing the boundary 106
and/or encryption or other transformation processes applied
to the data crossing the boundary 106. Further, the security
boundary 106 may include one or more security require-
ments for network connections that cross the security bound-
ary 106 (e.g., network connections between the edge net-
work 102 and the security gateway instance 108 may be
required to use defined security measures, such as encryp-
tion).

[0023] The security gateway instance 108 includes hard-
ware, firmware, and/or software configured to handle
requests and/or other communications from edge deploy-
ments outside of the security boundary 106 directed to the
service resource 112 and forwarding responses to requests
from the service resource 112 to edge deployments as
described herein. In some examples, the security gateway
instance 108 is configured to receive the request 114, vali-
date the request using a request validator 118, transform
identification (ID) data 116 of the request using an ID
transformer 126 and instance-specific transformation data
124 (e.g., security data), and send the request 128 with the
transformed ID data 130 to the service resource 112 to be
processed by the service resource 112. Further, a response
132 may be received from the service resource 112 by the
security gateway instance 108, which may then forward the
response 134 to the edge deployment 102 and/or an asso-
ciated agent 103. Additionally, the security gateway instance
108 may perform processing on the response 132 prior to
forwarding it to the edge deployment 102 and/or agent 103
as described herein. In some examples, the security gateway
instance 108 may be divided into multiple sections such that
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each section is may be associated with different levels or
contexts of security (e.g., a front end computing instance of
the security gateway instance 108 that is configured to be on
the outside of the security boundary 106 and a back end
computing instance of the security gateway instance 108 that
is configured to be on the inside of the security boundary
106, with a secured communication link between the two
ends, as shown in FIG. 3). In some examples, the security
gateway instance 108 may include software configured to
operate as described that is stored, installed, and/or executed
on a single hardware computing device of the system 100.
Alternatively, software portions of the security gateway
instance 108 may be spread across multiple hardware com-
puting devices (e.g., a front end computing instance on one
computing device and a back end computing instance on
another computing device). In other examples, a single
hardware computing device may host and/or execute mul-
tiple security gateway instances or portions of multiple
security gateway instances, which may be kept separate
using firmware and/or software boundaries, without depart-
ing from the description.

[0024] The request 114 from the edge deployment 102
and/or agent(s) 103 associated therewith is configured to
identify the requesting entity via identity data or ID data 116
and to communicate a request to the service resource (e.g.,
a request to access some data of the service resource 112, a
request for the service resource 112 to process some data or
otherwise perform some operations, etc.). Because the ser-
vice resource 112 is within the security boundary 106 and
the edge deployment 102 is outside of the security boundary
106, the request 114 is first validated by the security gateway
instance 108 prior to being provided to the service resource
112 for processing, as described herein. In some examples,
the ID data 116 of the request 114 includes a unique or
pseudo-unique identifier of the edge deployment 102 and/or
of the agent 103 from which the request 114 originates. The
1D data 116 is configured to identify the source of the request
114 within the security context outside of the security
boundary 106. For example, the ID data 116 may be used by
the edge deployment 102 and/or agents 103 thereof in
communications to other entities, such as other edge deploy-
ments 104, that are also outside of the security boundary
106.

[0025] However, in some examples, for security reasons,
the service resource 112 and/or other entities within the
security boundary 106 are configured such that the ID data
116 of the edge deployment 102 and/or agents 103 is treated
as invalid on the inside of the security boundary 106. For
instance, this security measure may prevent other entities
outside of the security boundary 106 from obtaining the ID
data 116 of the edge deployment 102 and using the obtained
ID data 116 to gain access to entities inside the security
boundary 106 that are configured to trust the edge deploy-
ment 102 based on the ID data 116. The security gateway
instance 108 is configured to validate the request 114,
including the ID data 116 and to transform the ID data 116
into a valid identifier that is trusted by the service resource
112 based on a successful validation, as described herein, to
increase security and prevent the use of ID data 116 used
outside the security boundary 106 from being used by bad
actors to access resources within the security boundary 106.
[0026] In some examples, to validate the request 114, the
security gateway instance 108 uses a request validator 118.
The request validator 118 includes hardware, firmware,

Jun. 2, 2022

and/or software configured to receive data associated with
the request 114, including the ID data 116, validate the
received data based on some defined validation rules, and
thereby determine whether the request 114 is valid or
invalid. If determined valid, the request 114 may be pro-
vided to the ID transformer 126, but if determined invalid,
the request 114 may be rejected or otherwise ignored by the
security gateway instance 108, such that it is prevented from
reaching the service resource 112. The request validator 118
includes allowed ID data 120. The allowed ID data 120 may
include one or more sets of ID data (e.g., ID data 116)
associated with the edge deployment 102 and/or agents 103
thereof that are considered to be allowed by the security
gateway instance 108. In examples where each security
gateway instance 108 has a one-to-one relationship or map-
ping with an edge deployment 102, the allowed ID data 120
may include ID data that identifies the edge deployment 102
and/or ID data that identifies the agents 103 associated with
the corresponding or mapped edge deployment 102. A
validation rule of the request validator 118 associated with
the allowed ID data 120 may indicate that only requests that
include ID data that match at least one set of the allowed ID
data 120 may be determined to be valid. Requests that do not
contain such matching ID data are determined to be invalid
and ignored. For instance, a validation rule may include
instructions that cause the request validator 118 to compare
the ID data 116 to each portion of data in the allowed ID data
120 and identify any matches to those data portions. A match
based on these comparisons may trigger the validation of the
ID data 116, while completing the comparisons without
identifying a match may trigger an invalid determination of
the ID data 116. Alternatively, or additionally, the security
gateway instance 108 may be configured to send a rejection
response upon determining a request is invalid.

[0027] Insome examples, for requests that are determined
to be valid based on the allowed ID data 120, additional
validation processes are performed based on one or more
validation handlers 122 that are also associated with the
request validator 118. Validation handlers 122 include firm-
ware and/or software code, instructions, applications, or the
like and may be configured to be general or default handlers
and/or handlers that are specific to a service resource 112
(e.g., if a request is directed to the service resource 112,
validation handlers 122 associated with the service resource
112 specifically are used to validate the request, while other
validation handlers may be used to validate requests directed
at other resources). In some examples, the request validator
118 enables the configuration of validation handlers 122 as
extensible plug-ins that enable all service resources within
the security boundary 106 to register handlers 122 to vali-
date incoming requests for those service resources (e.g., the
request validator 118 may have separate validation handlers
122 from ten different service resources). The validation
handlers 122 may be configured to define validation rules
that cause the request validator 118 to validate requests 114
based on headers, uniform resource identifiers (URIs), con-
tent or body data of the requests, collected telemetry data of
the requests, or the like. Such validation processes may
match portions of a request with allowed or expected data,
as with the allowed ID data 120. Alternatively, or addition-
ally, the validation processes of the validation handlers 122
may identify allowed or expected patterns or otherwise
evaluate the data of the request 114 against defined valida-
tion requirements. For instance, validation processes per-



US 2022/0173901 Al

formed by the request validator 118 based on allowed ID
data 120, validation handlers 122, and/or other validation
rules may include validating that the edge deployment 102
is not determined to be in a compromised state and is
allowed to communicate with at least a subset of the service
resources within the security boundary 106, validating that
the request comes from an expected identity scoped to the
edge development 102 served by the security gateway
instance 108 (e.g., AuthN-type authentication based on the
ID data 116 and allowed ID data 120), validating that the
presented identity is allowed to access the requested service
resource based on a URI of the service resource and/or that
the presented identity has access to the requested operations
(e.g., AuthZ-type authentication), and/or validating the
schema, format, and/or telemetry of the request, including
the headers, URIs, and body to ensure that the schema,
format, and/or telemetry are expected and valid.

[0028] The security gateway instance 108 is further con-
figured to transform the ID data 116 of a request 114 using
instance-specific transformation data 124 and an ID trans-
former 126 after the request 114 is determined to be valid
using the request validator 118. Because the ID data 116 is
configured to be used outside of the security boundary 106,
it is not expected or trusted inside the security boundary 106
(e.g., by the service resource 112) in its current form. So, the
security gateway instance 108 is configured to use the 1D
transformer 126 to transform the ID data 116 of the request
114, using the instance-specific transformation data 124, into
a transformed ID data 130 that is trusted by the service
resource 112 or other entity within the security boundary
106. Because the transformation is based on the instance-
specific transformation data 124 (e.g., this data is specific or
unique to the security gateway instance 108), the resulting
transformed ID data 130 is configured to indicate that the
request 128 with which the transformed ID data 130 is
associated was validated by the security gateway instance
108 specifically. This enables the service resource 112 to
evaluate a request 128 that is received to determine whether
request 128 has been validated by a trusted security gateway
instance 108. This may prevent another entity from attempt-
ing to fake the transformed ID data 130, as the transformed
1D data 130 that is trusted by the service resource 112 may
be impossible or improbable to reproduce without having
the instance-specific transformation data 124.

[0029] In some examples, the ID data 116 includes an ID
certificate and the ID transformer 126 is configured to
transform the ID data 116 into a two-part composite 1D
certificate based on combining the 1D certificate of the ID
data 116 with the instance-specific transformation data,
which includes ID data that uniquely or pseudo-uniquely
identifies the security gateway instance 108. The security
gateway instance 108 may be configured to forward the
request 128 to the service resource 112 with the two-part
composite 1D certificate as the transformed ID data 130 and
the service resource 112 may be configured to evaluate the
two-part composite ID, identify the ID data of the security
gateway instance 108 within the composite 1D, and thereby
validate that the identified ID data is from a trusted security
gateway instance. Additionally, other evaluations may be
applied to the portion of the two-part composite ID that
includes the ID data 116 based on the configuration of the
service resource 112. When that evaluation is complete, the
service resource 112 may be configured to process the
request 128, which may include responding to the request
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with a response 132 and/or performing one or more data
processing operations (e.g., the request may request a set of
data from the service resource 112 and the service resource
112 may find the requested data and generate a response 132
that includes the requested data, which it then sends to the
security gateway instance 108 to be forwarded on).

[0030] In other examples, other types of ID data may be
used. For instance, the ID data 116 may be configured to
include an encrypted token that is configured to only be
decrypted at the security gateway instance 108. In such
examples, the decrypted token may be used as transformed
1D data 130 to indicate that the associated request has been
validated by the security gateway instance 108 as described
herein. Such examples are described in greater detail with
respect to FIG. 2. Other types of ID data 116 and/or types of
transformations thereof may be used without departing from
the description herein (e.g., mapping ID data 116 to trusted
transformed ID data 130 based on a defined map specific to
the instance 108 as the transformation data 124, other
symmetric/public key arrangements, other methods of
“wrapping” tokens for use by the entities outside of the
security boundary 106, etc.).

[0031] The service resource 112 includes hardware, firm-
ware, and/or software configured to receive requests (e.g.,
request 128), perform operations based on requests, and/or
provide responses (e.g., response 132) to requests as
described herein. In some examples, the service resource
112 is configured to validate or otherwise check the trans-
formed ID data 130 prior to performing any operations
based on the request 128, such that, if the transformed 1D
data 130 is validated (e.g., the data 130 is in an expected
form and/or includes expected data values associated with
the security gateway instance 108), operations associated
with the request 128 are performed and, if the transformed
1D data 130 is not validated, operations associated with the
request 128 are not performed and the request 128 may be
rejected or otherwise ignored. The service resource 112 may
include a service associated with a data store that is config-
ured to retrieve data from the data store based on the request
128 and provide the retrieved data to the requestor via a
response 132. Additionally, or alternatively, the service
resource 112 may include a service configured to perform
data processing operations on data based on the request 128
and provide confirmation of the performance of the opera-
tions and/or results of the operations to the requestor via the
response 132. The data upon which the operations are
performed may be data provided in the request 128 and/or
data stored in data store with which the service resource 112
is associated. For instance, the service resource 112 may
include a service that maintains user profile data in a data
store within the security boundary 106. Upon receiving a
request 128 that requests a user profile be updated with
included data values, the service resource 112 may validate
the transformed ID data 130 of the request 128 and then
perform profile update operations on stored user profile data
to include the included data values of the request in the
stored user profile data. Upon completion of the operations,
the response 132, including a confirmation that the update
has been completed, may be sent to the requestor via the
security gateway instance 108.

[0032] The response 132 and 134 include data associated
with the service resource 112 and based on the request 128.
The service resource 112 may generate a response 132 in
response to the request 128 that confirms the reception of



US 2022/0173901 Al

and/or processing of the request 128 to the requestor (e.g.,
an agent 103 of the edge deployment 102). Alternatively, or
additionally, if the request 128 is rejected or ignored due to
failed validation, the service resource 112 may generate a
response 132 that includes notification of the validation
failure. Further, the response 132 may be generated to
include data that is in response to the content of the request
128. For instance, if the request 128 includes a request for
a particular portion of data associated with the service
resource 112, the response 132 may be generated to include
the requested portion of data. Alternatively, or additionally,
if the request 128 includes a request for one or more
operations to be performed by the service resource 112, the
response 132 may be generated to include a confirmation of
performance of the requested operation(s) and/or resulting
data values of performance of the requested operation(s).

[0033] Further, the response 132 may be generated to
include the transformed ID data 130 and/or other identifying
information associated with the request 128, which may be
used by the security gateway instance 108 to forward the
response 134 to the entity that originally sent the request
114. In some examples, the response 132 generated by the
service resource 112 and provided to the security gateway
instance 108 is processed by the security gateway instance
108 to maintain the security measures of the security bound-
ary 106 as described herein. For instance, the service
resource 112 may include the transformed ID data 130 in the
response 132 and the security gateway instance 108 may be
configured to transform the transformed ID data 130 back
into the ID data 116, removing or otherwise protecting
and/or obscuring the instance-specific transformation data
124 from agents 103 of the edge deployment 102. As a
result, the response 134 that is forwarded to the edge
deployment 102 by the security gateway instance 108 may
include the ID data 116, but transformation data 124 and
data indicative of aspects of the transformation process that
generated the transformed ID data 130 are not included in
the response 134. Thus, such data that is required to generate
the transformed ID data 130, which was considered valid
and/or trusted within the security boundary 106, is preserved
behind the security boundary 106, preventing it from being
misused by agents 103 of the edge deployment 102 or from
being intercepted by other entities outside the security
boundary 106. The response 134 excludes, omits, or is
otherwise sent through the gateway security instance 108 to
the agent 103 without any trace of the transformation data
124 or similar data. Additionally, it should be understood
that the responses 132 and 134 may include an identifier of
the specific request to which they are responses (e.g., an
identifier of the request 114 in addition to ID data 116 that
identifies the source of the request).

[0034] FIG. 2 is a block diagram illustrating system 200
configured for handling requests (e.g., request 214) to net-
work service resources (e.g., service resource 212) within a
security boundary 206 using encrypted tokens (e.g.,
encrypted token 216) managed by a security gateway
instance 208 according to an embodiment. In some
examples, the system 200 is configured to operate in sub-
stantially the same manner as system 100 of FIG. 1
described above. For instance, an agent 203 of the edge
deployment 202 may be configured to send the request 214
to the service resource 212 via the security gateway instance
208. The security gateway instance 208 is configured to
validate the request 214 based on ID data of the request 214
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that include an encrypted token 216 using the request
validator 218 and the associated allowed ID data 220 and the
validation handler 222. The security gateway instance 208 is
further configured to transform the request 214 into the
request 228 using the encryption/decryption engine 226 and
an associated instance-specific encryption key 224 and/or
other secret information. The transformation of the request
214 includes decrypting the encrypted token 216 into a
decrypted token 230 based on the instance-specific encryp-
tion key 224. The request 228 is provided to the service
resource 212, which checks the decrypted token 230 using
the token validator 240 and, based on the token 230 being
validated, the service resource 212 generates and sends a
response 232 back to the security gateway instance 208,
which then forwards the response 234 back to the edge
deployment 202.

[0035] Insome examples, in order for an agent 203 and/or
the edge deployment 202 to obtain an encrypted token 216
that can be used for accessing the service resource 212, a
token request 242 is sent to the service resource 212 via the
security gateway instance 208. The token request 242 may
be configured to include ID data that identifies the source of
the request (e.g., the edge deployment 202 and/or the agent
203) as well as data indicating that a token is requested.
Upon receiving a token request 242, the security gateway
instance 208 is configured to validate the token request 242
using the request validator 218. The validation may include
validating the ID data included in the token request based on
the allowed ID data 220. Other validation operations may
also be performed based on validation handler(s) 222 of the
service resource 212 and/or based on other validation rules
specific to token requests. If the validation at the request
validator 218 is successful, the security gateway instance
208 forwards the request as a forwarded token request 244
to the service resource 212.

[0036] Upon receiving the forwarded token request 244,
the service resource 212 may be configured to generate a
token response 246 that includes a token generated or
otherwise stored by the token module 238 of the service
resource 212. The provided token from the token module
238 is configured such that the service resource 212 can
recognize it when it is received as part of a request (e.g.,
request 228) and thereby trust the associated request. The
token module 238 may include a set of tokens that may be
issued in token responses 246 and/or the module 238 may be
configured to generate tokens to be issued using a unique or
pseudo-unique token generation method. It should be under-
stood that, upon receiving a request 228 with a decrypted
token 230, the token validator 240 of the service resource
212 may be configured to interact with the token module 238
to determine whether the decrypted token 230 is valid (e.g.,
the token validator 240 may attempt to match the decrypted
token 230 to a list or set of trusted tokens stored by the token
module 238 and/or analyze the decrypted token 230 based
on a token generation process of the token module 238).
Further, the token module 238 may be configured to reject
requests for tokens that come from entities other than the
security gateway instance 208 that is trusted (e.g., a token
request to the token module 238 may include trusted data
included by the security gateway instance 208 that the token
module 238 checks for, such that token requests from other
entities, such as direct requests from a compromised edge
deployment, are automatically rejected due to lacking the
trusted data from the instance 208).
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[0037] The service resource 212 is configured to send the
token response 246 with the issued token to the security
gateway instance 208, and the instance 208 is configured to
encrypt the issued token (e.g., decrypted token 230) using
the encryption/decryption engine 226 and the instance-
specific encryption key 224. The instance-specific encryp-
tion key 224 may be obtained from a key store 236 and, in
some examples, the key store 236 is configured to only be
accessible by the security gateway instance 208 or even by
specific components within the security gateway instance
208, such as the encryption/decryption engine 226. After the
issued token is encrypted into an encrypted token (e.g.,
encrypted token 216), the security gateway instance 208 is
configured to forward the token response as an encrypted
token response 248 to the edge deployment 202 from which
the original token request 242 originated. The encrypted
token response 248 provides the encrypted token to the edge
deployment 202 and/or an associated agent 203 such that
request 214 may be directed to the service resource 212 with
the received encrypted token 216 as proof of the identity of
the requesting entity. It should be understood that, as con-
figured, the tokens that the service resource 212 is config-
ured to trust (e.g., the decrypted token 230) are never sent
across the security boundary 206 in a decrypted form and the
key used to decrypt the tokens (e.g., the instance-specific
encryption key 224) is also protected within the security
boundary 206, in some examples. As a result, the encrypted
token 216 held by the edge deployment 202 and/or agent 203
thereof can only be used to access the service resource 212
after it has been validated and transformed by the specific
security gateway instance 208. Any request from an entity
that includes an encrypted token that is directed to the
service resource 212 directly or that is sent via a different
security gateway instance may be automatically failed due to
the failure to decrypt the encrypted token 216.

[0038] FIG. 3 is a block diagram illustrating a system 300
for handling requests (e.g., request 314) to network service
resources (e.g., service resource 312) within a security
boundary 306 using a security gateway instance 308 with a
front end 350 (e.g., a front end computing instance, such as
a virtual machine or container) and a back end 352 (e.g., a
back end computing instance, such as a virtual machine or
container) in separate security contexts according to an
embodiment. In some examples, the system 300 is config-
ured to operate in substantially the same manner as the
system 100 of FIG. 1 described above. For instance, the edge
deployment 302 and/or agent 303 thereof send a request 314
including ID data 316 for access to the service resource 312.
The request 314 is sent to the security gateway instance 308,
which is configured to validate the request 314 using the
request validator 318 and associated allowed ID data 320
and/or validation handlers 322. The security gateway
instance 308 is further configured to transform the ID data
316 and/or other aspects of the request 314 using an ID
transformer 326 and instance-specific transformation data
324 as described herein. The request 328, including the
transformed ID data 330, is provided to the service resource
312, which may be configured to verify or validate the
transformed ID data 330. Additionally, the service resource
312 may respond to the request 328 by sending a response
332 to the security gateway instance 308, which is config-
ured to forward the request 334 to the edge deployment 302
and/or associated agent 303.
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[0039] As illustrated, the security gateway instance 308
has a front end 350 that in a separate security context (e.g.,
outside the security boundary 306) than the back end 352
(e.g., inside the security boundary 306). In some examples,
front end 350 and back end 352 are stored on and/or
executed on separate hardware computing devices, separate
virtual machines (VMs), separate containers, other types of
computing instances, or the like. The front end 350 includes
the request validator 318 and associated allowed ID data 320
and validation handlers 322, while the back end 352 includes
the ID transformer 326 and instance-specific transformation
data 324.

[0040] Because the front end 350 is positioned outside the
security boundary 306, the communications between the
edge deployment 302 and the front end 350 of the security
gateway instance 308 may be configured as communications
between two entities of the same security context (e.g., the
edge deployment 302 does not need to be updated to
configure it to communicate according to a different security
protocol). Instead, the security requirements of the security
boundary 306 may be enforced on communications between
the front end 350 and back end 352 of the security gateway
instance 308 itself. In this way, the front end 350 is config-
ured to behave as a “forward proxy”, such that edge deploy-
ments and other entities outside the security boundary 306
may remain largely unchanged and direct requests to
resources inside the security boundary 306 to a front end 350
of a security gateway instance 308, relying on the security
gateway instance 308 to handle all security requirements.

[0041] As part of enforcing the security boundary 306, the
front end 350 includes the request validator 318, allowed ID
data 320, and the validation handler 322 of the service
resource 312 so that validation of the request 314 may be
performed prior to sending it across the boundary 306 into
the back end 352. Further, the instance-specific transforma-
tion data 324 and ID transformer 326 are protected within
the security boundary 306, such that no entity outside the
security boundary 306 (except for the front end 350) can
access these sensitive portions of the security gateway
instance 308. For instance, if the instance-specific transfor-
mation data 324 includes a key which is used to encrypt
and/or decrypt tokens as described above in FIG. 2, the key
remains protected within the security boundary 306 as part
of the security context of the back end 352.

[0042] It should be understood that interactions between
the front end 350 and back end 352 may be secured using
encrypted network communications, VPN connections, vir-
tual networks, firewall rules, or other types of secure net-
work communications without departing from the descrip-
tion. Further, in other examples, the front end 350 and back
end 352 may be positioned in separate security contexts
without the front end 350 being outside the security bound-
ary 306. In such examples, the front end 350 may be
positioned within the security boundary 306 but still remain
outside the security context of the back end 352 and/or the
service resource 312. Such arrangements provide additional
separation between the operations of the front end 350 and
the back end 352, resulting in stronger protection of sensi-
tive data that enables the back end 352 to generate trusted
tokens and/or other identity data which provide the only way
to access the service resource 312. Other arrangements of
security contexts among the entities of the security gateway
instance 308 may be used without departing from the
description.
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[0043] FIG. 4 is a diagram illustrating a computerized
method 400 for distributing encrypted tokens (e.g.,
encrypted token 216) to agents (e.g., agents 203) of edge
deployments (e.g., edge deployment 102) and enabling the
encrypted tokens to be used to access service resources (e.g.,
service resource 212) according to an embodiment. In some
examples, the method 400 is executed or otherwise per-
formed on or by one or more components (e.g., the security
gateway instance 208) of a system such as the system 200 of
FIG. 2. At 402, the agent 203 requests a token by sending a
token request to the security gateway instance 208 and, at
404, the security gateway instance 208 forwards the token
request to a token module 238 or token issuer, which may be
part of or otherwise associated with the service resource 212.
In some examples, the security gateway instance 208 vali-
dates the token request (e.g., based on rules associated with
allowed identity data and/or validation handlers as described
herein) prior to forwarding the token request to the token
module 238.

[0044] At 406, the token module provides the requested
token to the security gateway instance 208 in response to the
token request. In some examples, the token module 238 may
verify that the token request has been validated or otherwise
processed by the security gateway instance 208 (e.g., the
security gateway instance 208 may transform the token
request to indicate that it is validated or the security gateway
instance 208 may otherwise indicate that the request is
validated in communications with the token module 238).
[0045] At 408, the security gateway instance 208 encrypts
the token. In some examples, the security gateway instance
208 uses a key or other encryption data that is unique or
otherwise specific to the security gateway instance 208 to
encrypt the token, such that only the security gateway
instance 208 is capable of decrypting the encrypted token.
The security gateway instance 208 may store the key or
other encryption information in a key store that only the
security gateway instance 208 is able to access and that is
stored within the security boundary with the security gate-
way instance 208 and the service resource 212.

[0046] At 410, the security gateway instance 208 provides
the encrypted token to the agent 203 in response to the
agent’s request for a token. Later, after the agent 203 has a
token from the token module 238, the agent may send a
request with the encrypted token at 412. The encrypted
token may be included in the request as identity data
associated with the agent 203. In other examples, the
encrypted token may be used as identity data for the edge
deployment with which the agent 203 is associated, such that
requests from all agents of that edge deployment may use the
encrypted token as described herein. The request may fur-
ther include request data that indicates the agent 203 is
requesting that the service resource 212 provide data and/or
perform one or more operations on data. For instance, if the
service resource is configured to provide requested sets of
data from a database within the security boundary, the
request may include request data that identifies the set of
data the agent 203 is requesting and any other data that may
be associated with retrieving the data from the database. In
other examples, other types of requests may be sent by the
agent 203 without departing from the description herein.
[0047] The request with the encrypted token is received by
the security gateway instance 208 and, at 414, the security
gateway instance 208 decrypts the token. In some examples,
the security gateway instance 208 decrypts the token using
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the encryption key that is specific to the security gateway
instance 208 and was used to encrypt the key at 408. Further,
in some examples, the security gateway instance 208 vali-
dates the request and/or the encrypted token prior to decrypt-
ing the token as described herein. The validation may
include validating the encrypted token or other identity
information based on a set of allowed identity data and/or
validating the request based on one or more validation
handlers associated with the service resource 212.

[0048] At 416, the security gateway instance 208 sends the
request with the decrypted token to the service resource 212.
The decrypted token may replace the encrypted token in the
request, such that the service resource 212 is only provided
the decrypted token and not the encrypted token.

[0049] At 418, the service resource 212 receives the
request with the decrypted token and validates the decrypted
token. The service resource 212 may communicate with the
token module 238 to confirm that the decrypted token is a
token that was issued by the token module 238 and that it is
a trusted token. In some examples, the service resource 212
may perform additional validation of the decrypted token
and or other aspects of the request to complete the validation
process.

[0050] At 420, the service resource 212 performs an
operation or operations based on the received request. How-
ever, if the validation of the token at 418 fails, the service
resource may reject or otherwise ignore the request, rather
than performing an operation based thereon. The performed
operation may include accessing stored data, writing new
data to a data store, performing data processing or other data
operations based on instructions in the request, or the like.
[0051] After performing the operation, at 422, the service
resource 212 provides a response based on the request
and/or the performed operation. In some examples, the
provided response may include confirmation that the opera-
tion was successful, notification that the operation was
unsuccessful, data that was requested in the request, or the
like. The provided response 422 is sent to the security
gateway instance 208. At 424, the security gateway instance
208 forwards the response to the agent 203 that originally
sent the request. In some examples, the security gateway
instance 208 performs operations on the response, such as
removing the decrypted token and/or inserting the encrypted
token, which ensures that the decrypted token which is
trusted by the service resource 212 is never transmitted
outside of the security boundary.

[0052] FIG. 5 is a flowchart illustrating a computerized
method 500 for handling requests (e.g., request 114) to
network service resources (e.g., service resource 112) within
a security boundary 106 from agents (e.g., agent 103) on
edge deployments (e.g., edge deployment 102) by security
gateway instances (e.g., security gateway instance 108)
according to an embodiment. In some examples, the method
500 may be executed or otherwise performed on or by one
or more components (e.g., the security gateway instance
108) of a system such as system 100 of FIG. 1. At 502, a
request is received from an edge deployment outside the
security boundary. In some examples, the request includes
identity data (e.g., ID data 116) associated with the edge
deployment and/or one or more agents within or associated
with the edge deployment.

[0053] Additionally, or alternatively, the request may be
received by a security gateway instance that is associated
with the edge deployment by a one-to-one relationship or
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mapping, such that the security gateway instance is config-
ured to only accept requests from the edge deployment and
not from other edge deployments. Further, in some
examples, the security gateway instance includes a front end
computing instance (e.g., the front end 350) that is config-
ured as a forward proxy that is outside the security boundary,
enabling the edge deployment to send requests thereto
without specifically configuring the edge deployment to
interact directly with security requirements of the security
boundary. In such examples, the front end of the security
gateway instance may be configured to validate the identity
data and the request generally and then, based on successful
validation, transfer the request to a back end computing
instance of the security gateway instance that is inside the
security boundary, accounting for security requirements of
the security boundary during the transfer of the request.
[0054] At 504, the identity data of the request is validated
against allowed ID data of the security gateway instance. In
some examples, the security gateway instance includes a list
or other data structure that stores one or more sets of ID data
that are allowed to make use of the security gateway
instance. The allowed ID data may include identity data
associated with the edge deployment and/or one or more
agents within or otherwise associated with the edge deploy-
ment. If the identity data of the request is validated against
the allowed ID data, the process proceeds to 506. Alterna-
tively, if the identity data of the request is not validated
against the allowed ID data (e.g., the identity data is not
present in the allowed ID data list), the process proceeds to
508.

[0055] At 506, the request is validated with one or more
validation handlers that are associated with the service
resource to which the request is directed. In some examples,
each service resource to which the security gateway instance
provides access may be configured with validation handlers
that define validation rules to be enforced by the security
gateway instance prior to forwarding requests to the service
resource. These validation rules may be configured to vali-
date or not validate the request based on the identity data of
the request, the content of the request, the structure of the
request, or other aspects of the request without departing
from the description. If the request is validated based on the
validation handlers of the service resource, the process
proceeds to 510. Alternatively, if the request is not validated
based on the validation handlers of the service resource (e.g.,
the request fails to satisfy one of the validation rules of the
validation handlers), the process proceeds to 508.

[0056] At 508, the request and/or associated identity data
has failed validation at the security gateway instance and, as
a result, the request is rejected. In some examples, the
rejection of the request is communicated back to the edge
deployment in the form of a rejection message or response
that indicates that the associated request was rejected (e.g.,
the rejection message may include a reference to the request
being rejected). Alternatively, rejecting the request may
include ignoring the request and/or not forwarding the
request to the service resource. Further, rejected requests or
notifications thereof may be sent to other parts of the system,
such as a component configured to monitor the system for
suspicious activity or the like.

[0057] At 510, the identity data of the request is trans-
formed using transformation data specific to the security
gateway instance. The transformation of the identity data is
performed in such a way that the service resource will
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recognize the transformed identity data as having been
transformed by the specific security gateway instance, indi-
cating that that security gateway instance has successfully
validated the associated request. The transformation may
include combining the identity data of the request with
identity data of the security gateway instance in some
manner, encrypting or decrypting the identity data based on
a key specific to the security gateway instance, mapping the
identity data to other data values based on a map associated
with the security gateway instance, other symmetric key
and/or public key-based arrangements, other methods of
wrapping the identity data in data associated with the
security gateway instance, or the like.

[0058] At 512, the transformed identity data and the
request are forwarded to the service resource. In some
examples, the transformed identity data is included in the
request and replaces the identity data, such that service
resource only has access to the transformed identity data and
not the non-transformed identity data. This may be used to
further secure the transformation process used by the secu-
rity gateway instance.

[0059] In some examples, the security gateway instance
further receives a response to the request from the service
resource, processes the response, and/or forwards the
response to the edge deployment. These operations are
described in greater detail above with respect to FIG. 1.

[0060] FIG. 6 is a flowchart illustrating a computerized
method 600 for handling requests (e.g., request 114) to
service resources (e.g., service resource 112) that include ID
certificates by a security gateway instance (e.g., security
gateway instance 108) according to an embodiment. In some
examples, the method 600 is executed or otherwise per-
formed by one or more components of a system such as
system 100 of FIG. 1. Additionally, 602-608 may be per-
formed in substantially the same manner as 502-508 of FIG.
5 described above, wherein the identity data of the request
includes an ID certificate that is used during the validation
of the request at 604 and/or 606.

[0061] Further, the validation of the request with valida-
tion handlers at 606 includes at least one of validating the
identity data of the request at 610, validating the access data
of the request at 612, and validating the content data of the
request at 614. It should be understood that the validation
handlers associated with the service resource may include
validation rules associated with one or more of these types
of request validation. Validation of the request identity at
610 may be based on the same identity data validated by the
service gateway instance at 604 and/or it may validate
different data in a different manner. For instance, the service
resource may define validation rules that validate the iden-
tity data of the request based on a different set of allowed 1D
data (e.g., the service resource may be configured to allow
a smaller set of entities access than the allowed ID data of
the security gateway instance, which as a broader set of
allowed ID data).

[0062] The validation of access data of the request at 612
may include validating that the request is accessing only
allowed or expected operations of the service resource. For
instance, the service resource may limit access to certain
operations or resources to specific hypertext transter proto-
col (HTTP) methods or otherwise limit unique resource
links (URLs) that can be used to access certain operations or
resources. Such validation rules may confirm that the
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request adheres to such requirements and, if it does not, the
request may be rejected at 608.

[0063] The validation of content of the request at 614 may
include validating URLs, headers, body, or other structural
elements (e.g., maximum size and/or length of the request
and/or fields of the request) based on defined validation
rules. Such rules may be configured to catch requests that are
structured improperly, whether inadvertently or maliciously,
such that the request may interrupt the successful operation
of the service resource. For instance, requests that include
attacks, such as overflows of fields of the request, that may
cause the service resource to crash or otherwise stop opera-
tion may instead crash the service gateway instance or a
particular portion of the service gateway instance (e.g., a
front end computing instance behaving as a forward proxy).
In examples where the service gateway instance is associ-
ated with a single edge deployment in a one-to-one rela-
tionship, the damage of such an attack may be limited to
only interrupting the functionality of that edge deployment,
rather than interrupting the entire service resource for all
other edge deployments. Similarly, denial of service (DOS)
attacks and/or distributed denial of service (DDOS) attacks
may be limited to affecting the operations of a particular
security gateway instance, rather than the service resource
being targeted by the attacks.

[0064] In other examples, validation of a request may be
based on collected telemetry data associated with the edge
deployment which is compared to expected telemetry data.
Other data may also be analyzed without departing from the
description.

[0065] At 616, after the validation of the request, the ID
certificate of the request is transformed by combining it with
an ID certificate of the security gateway instance into a
two-part composite ID. It should be understood that the
service resource is configured to identify the portion of the
two-part composite ID that is the ID certificate of the
security gateway instance and, upon finding that portion of
the ID, the service resource is configured to trust and process
the request associated therewith.

[0066] At 618, the two-part composite ID is forwarded
with the request to the service resource and, because the
service resource trusts the composite 1D, the service
resource processes the request. As a result of the processing
of the request, the service resource may generate a response
to the request and send the response back to the security
gateway instance.

Exemplary Operating Environment

[0067] The present disclosure is operable with a comput-
ing apparatus according to an embodiment as a functional
block diagram 700 in FIG. 7. In an embodiment, compo-
nents of a computing apparatus 718 may be implemented as
a part of an electronic device according to one or more
embodiments described in this specification. The computing
apparatus 718 comprises one or more processors 719 which
may be microprocessors, controllers, or any other suitable
type of processors for processing computer executable
instructions to control the operation of the electronic device.
Alternatively, or in addition, the processor 719 is any
technology capable of executing logic or instructions, such
as a hardcoded machine. Platform software comprising an
operating system 720 or any other suitable platform software
may be provided on the apparatus 718 to enable application
software 721 to be executed on the device. According to an
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embodiment, securing access to a service resource within a
security boundary using a security gateway instance as
described herein may be accomplished by software, hard-
ware, and/or firmware.

[0068] Computer executable instructions may be provided
using any computer-readable media that are accessible by
the computing apparatus 718. Computer-readable media
may include, for example, computer storage media such as
a memory 722 and communications media. Computer stor-
age media, such as a memory 722, include volatile and
non-volatile, removable, and non-removable media imple-
mented in any method or technology for storage of infor-
mation such as computer readable instructions, data struc-
tures, program modules or the like. Computer storage media
include, but are not limited to, RAM, ROM, EPROM,
EEPROM, persistent memory, phase change memory, flash
memory or other memory technology, CD-ROM, digital
versatile disks (DVD) or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage, shingled
disk storage or other magnetic storage devices, or any other
non-transmission medium that can be used to store infor-
mation for access by a computing apparatus. In contrast,
communication media may embody computer readable
instructions, data structures, program modules, or the like in
a modulated data signal, such as a carrier wave, or other
transport mechanism. As defined herein, computer storage
media do not include communication media. Therefore, a
computer storage medium should not be interpreted to be a
propagating signal per se. Propagated signals per se are not
examples of computer storage media. Although the com-
puter storage medium (the memory 722) is shown within the
computing apparatus 718, it will be appreciated by a person
skilled in the art, that the storage may be distributed or
located remotely and accessed via a network or other
communication link (e.g. using a communication interface
723).

[0069] The computing apparatus 718 may comprise an
input/output controller 724 configured to output information
to one or more output devices 725, for example a display or
a speaker, which may be separate from or integral to the
electronic device. The input/output controller 724 may also
be configured to receive and process an input from one or
more input devices 726, for example, a keyboard, a micro-
phone, or a touchpad. In one embodiment, the output device
725 may also act as the input device. An example of such a
device may be a touch sensitive display. The input/output
controller 724 may also output data to devices other than the
output device, e.g. a locally connected printing device. In
some embodiments, a user may provide input to the input
device(s) 726 and/or receive output from the output device
(s) 725.

[0070] The functionality described herein can be per-
formed, at least in part, by one or more hardware logic
components. According to an embodiment, the computing
apparatus 718 is configured by the program code when
executed by the processor 719 to execute the embodiments
of the operations and functionality described. Alternatively,
or in addition, the functionality described herein can be
performed, at least in part, by one or more hardware logic
components. For example, and without limitation, illustra-
tive types of hardware logic components that can be used
include Field-programmable Gate Arrays (FPGAs), Appli-
cation-specific Integrated Circuits (ASICs), Program-spe-
cific Standard Products (ASSPs), System-on-a-chip systems
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(SOCs), Complex Programmable Logic Devices (CPLDs),
Graphics Processing Units (GPUs).

[0071] At least a portion of the functionality of the various
elements in the figures may be performed by other elements
in the figures, or an entity (e.g., processor, web service,
server, application program, computing device, etc.) not
shown in the figures.

[0072] Although described in connection with an exem-
plary computing system environment, examples of the dis-
closure are capable of implementation with numerous other
general purpose or special purpose computing system envi-
ronments, configurations, or devices.

[0073] Examples of well-known computing systems, envi-
ronments, and/or configurations that may be suitable for use
with aspects of the disclosure include, but are not limited to,
mobile or portable computing devices (e.g., smartphones),
personal computers, server computers, hand-held (e.g., tab-
let) or laptop devices, multiprocessor systems, gaming con-
soles or controllers, microprocessor-based systems, set top
boxes, programmable consumer electronics, mobile tele-
phones, mobile computing and/or communication devices in
wearable or accessory form factors (e.g., watches, glasses,
headsets, or earphones), network PCs, minicomputers,
mainframe computers, distributed computing environments
that include any of the above systems or devices, and the
like. In general, the disclosure is operable with any device
with processing capability such that it can execute instruc-
tions such as those described herein. Such systems or
devices may accept input from the user in any way, includ-
ing from input devices such as a keyboard or pointing
device, via gesture input, proximity input (such as by
hovering), and/or via voice input.

[0074] Examples of the disclosure may be described in the
general context of computer-executable instructions, such as
program modules, executed by one or more computers or
other devices in software, firmware, hardware, or a combi-
nation thereof The computer-executable instructions may be
organized into one or more computer-executable compo-
nents or modules. Generally, program modules include, but
are not limited to, routines, programs, objects, components,
and data structures that perform particular tasks or imple-
ment particular abstract data types. Aspects of the disclosure
may be implemented with any number and organization of
such components or modules. For example, aspects of the
disclosure are not limited to the specific computer-execut-
able instructions or the specific components or modules
illustrated in the figures and described herein. Other
examples of the disclosure may include different computer-
executable instructions or components having more or less
functionality than illustrated and described herein.

[0075] Inexamples involving a general-purpose computer,
aspects of the disclosure transform the general-purpose
computer into a special-purpose computing device when
configured to execute the instructions described herein.
[0076] An example system for securing access to a service
resource within a security boundary comprises: at least one
processor of a security gateway instance associated with the
security boundary; and at least one memory comprising
computer program code, the at least one memory and the
computer program code configured to, with the at least one
processor, cause the at least one processor to: receive a
request from an edge deployment outside the security
boundary, the request including identity data identifying the
edge deployment, wherein the request targets the service
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resource within the security boundary; validate the identity
data included in the request based on allowed identity data
stored in association with the security gateway instance;
validate the request based on a validation handler associated
with the service resource at which the request is targeted;
based on validating the identity data and validating the
request, transform the identity data using security data
specific to the security gateway instance, wherein the trans-
formed identity data indicates that the request has been
validated by the security gateway instance, wherein trans-
forming the identity data includes at least one of the fol-
lowing: appending at least one data value associated with the
security data to the identity data, translating at least one data
value of the identity data based on a translation process of
the security data, and mapping at least one data value of the
identity data to a different data value based on the security
data; and based on transforming the identity data of the
request, forward the transformed identity data and the
request to the service resource via a network link within the
security boundary, wherein the service resource is config-
ured to process the request based on identifying the trans-
formed identity data.

[0077] An example computerized method for securing
access to a service resource within a security boundary
comprises: receiving, by a processor of a security gateway
instance associated with the security boundary, a request
from an edge deployment outside the security boundary, the
request including identity data identifying the edge deploy-
ment, wherein the request targets the service resource within
the security boundary; validating, by the processor, the
identity data included in the request based on allowed
identity data stored in association with the security gateway
instance; validating, by the processor, the request based on
a validation handler associated with the service resource at
which the request is targeted; based on validating the iden-
tity data and validating the request, transforming, by the
processor, the identity data using security data specific to the
security gateway instance, wherein the transformed identity
data indicates that the request has been validated by the
security gateway instance, wherein transforming the identity
data includes at least one of the following: appending at least
one data value associated with the security data to the
identity data, translating at least one data value of the
identity data based on a translation process of the security
data, and mapping at least one data value of the identity data
to a different data value based on the security data; and based
on transforming the identity data of the request, forwarding,
by the processor, the transformed identity data and the
request to the service resource via a network link within the
security boundary, wherein the service resource is config-
ured to process the request based on identifying the trans-
formed identity data.

[0078] One or more computer storage media have com-
puter-executable instructions for securing access to a service
resource within a security boundary that, upon execution by
a processor, cause the processor to at least: receive, by a
security gateway instance, a request from an edge deploy-
ment outside the security boundary, the request including
identity data identifying the edge deployment, wherein the
request targets the service resource within the security
boundary; validate the identity data included in the request
based on allowed identity data stored in association with the
security gateway instance; validate the request based on a
validation handler associated with the service resource at
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which the request is targeted; based on validating the iden-
tity data and validating the request, transform the identity
data using security data specific to the security gateway
instance, wherein the transformed identity data indicates that
the request has been validated by the security gateway
instance, wherein transforming the identity data includes at
least one of the following: appending at least one data value
associated with the security data to the identity data, trans-
lating at least one data value of the identity data based on a
translation process of the security data, and mapping at least
one data value of the identity data to a different data value
based on the security data; and based on transforming the
identity data of the request, forward the transformed identity
data and the request to the service resource via a network
link within the security boundary, wherein the service
resource is configured to process the request based on
identifying the transformed identity data.

[0079] Alternatively, or in addition to the other examples
described herein, examples include any combination of the
following:

[0080] further comprising: receiving, by the processor,
a response to the request from the service resource via
the network link; reversing, by the processor, the trans-
formation of the transformed identity data based on the
security data, wherein reversing the transformation of
the transformed identity data yields the identity data
included in the received request; and forwarding, by the
processor, the response to the edge deployment outside
of' the security boundary, wherein the response includes
the identity data included in the received request.

[0081] wherein the identity data includes an ID certifi-
cate of the edge deployment and the security data
includes an ID certificate of the security gateway
instance; wherein transforming the identity data based
on the security data includes combining the ID certifi-
cate of the edge deployment and the ID certificate of the
security gateway instance into a two-part composite 1D;
wherein the two-part composite ID is forwarded to the
service resource as the transformed identity data with
the request; and wherein the service resource is con-
figured to validate the two-part composite ID based on
the ID certificate of the security gateway instance being
included therein.

[0082] wherein the identity data includes an encrypted
token, and the security data includes an encryption key
specific to the security gateway instance; wherein trans-
forming the identity data based on the security data
includes decrypting the encrypted token into a
decrypted token based on the encryption key; wherein
the decrypted token is forwarded to the service resource
as the transformed identity data with the request; and
wherein the service resource is configured to validate
the decrypted token.

[0083] further comprising: receiving, by the processor,
a token request from the edge deployment; forwarding,
by the processor, the token request to the service
resource; based forwarding the token request to the
service resource, receiving, by the processor, a token
response from the service resource including a token
associated with the service resource; encrypting, by the
processor, the token of the token response using the
encryption key specific to the security gateway
instance; sending, by the processor, an encrypted token
response to the edge deployment, including the
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encrypted token; and wherein the received request from
the edge deployment includes the encrypted token sent
in the encrypted token response.

[0084] wherein the security gateway instance is config-
ured to have a one-to-one mapping with the edge
deployment, wherein the security gateway instance is
configured to only process requests from the mapped
edge deployment.

[0085] wherein the security gateway instance includes a
front end computing instance that is outside the security
boundary and a back end computing instance that is
inside the security boundary; wherein the security
gateway instance enforces security rules associated
with the security boundary on communications
between the front end computing instance and the back
end computing instance; wherein receiving the request,
validating the identity data, and validating the request
are performed in the front end computing instance; and
wherein transforming the identity data and forwarding
the request with the transformed identity data to the
service resource are performed in the back end com-
puting instance.

[0086] wherein the security gateway instance includes a
front end computing instance that is in a first security
context and a back end computing instance that is in a
second security context; wherein the security gateway
instance enforces security rules associated with the first
security context and the second security context on
communications between the front end computing
instance and the back end computing instance; wherein
receiving the request, validating the identity data, and
validating the request are performed in the front end
computing instance; and wherein transforming the
identity data and forwarding the request with the trans-
formed identity data to the service resource are per-
formed in the back end computing instance.

[0087] Any range or device value given herein may be
extended or altered without losing the effect sought, as will
be apparent to the skilled person.

[0088] While no personally identifiable information is
tracked by aspects of the disclosure, examples have been
described with reference to data monitored and/or collected
from the users. In some examples, notice may be provided
to the users of the collection of the data (e.g., via a dialog
box or preference setting) and users are given the opportu-
nity to give or deny consent for the monitoring and/or
collection. The consent may take the form of opt-in consent
or opt-out consent.

[0089] Although the subject matter has been described in
language specific to structural features and/or methodologi-
cal acts, it is to be understood that the subject matter defined
in the appended claims is not necessarily limited to the
specific features or acts described above. Rather, the specific
features and acts described above are disclosed as example
forms of implementing the claims.

[0090] It will be understood that the benefits and advan-
tages described above may relate to one embodiment or may
relate to several embodiments. The embodiments are not
limited to those that solve any or all of the stated problems
or those that have any or all of the stated benefits and
advantages. It will further be understood that reference to
‘an’ item refers to one or more of those items.

[0091] The embodiments illustrated and described herein
as well as embodiments not specifically described herein but
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within the scope of aspects of the claims constitute an
exemplary means for receiving, by a processor of a security
gateway instance associated with the security boundary, a
request from an edge deployment outside the security
boundary, the request including identity data identifying the
edge deployment, wherein the request targets the service
resource within the security boundary; exemplary means for
validating, by the processor, the identity data included in the
request based on allowed identity data stored in association
with the security gateway instance; exemplary means for
validating, by the processor, the request based on a valida-
tion handler associated with the service resource at which
the request is targeted; based on validating the identity data
and validating the request, exemplary means for transform-
ing, by the processor, the identity data using security data
specific to the security gateway instance, wherein the trans-
formed identity data indicates that the request has been
validated by the security gateway instance, wherein trans-
forming the identity data includes at least one of the fol-
lowing: appending at least one data value associated with the
security data to the identity data, translating at least one data
value of the identity data based on a translation process of
the security data, and mapping at least one data value of the
identity data to a different data value based on the security
data; and based on transforming the identity data of the
request, exemplary means for forwarding, by the processor,
the transformed identity data and the request to the service
resource via a network link within the security boundary,
wherein the service resource is configured to process the
request based on identifying the transformed identity data.
[0092] The term “comprising” is used in this specification
to mean including the feature(s) or act(s) followed thereaf-
ter, without excluding the presence of one or more additional
features or acts.

[0093] In some examples, the operations illustrated in the
figures may be implemented as software instructions
encoded on a computer readable medium, in hardware
programmed or designed to perform the operations, or both.
For example, aspects of the disclosure may be implemented
as a system on a chip or other circuitry including a plurality
of interconnected, electrically conductive elements.

[0094] The order of execution or performance of the
operations in examples of the disclosure illustrated and
described herein is not essential, unless otherwise specified.
That is, the operations may be performed in any order, unless
otherwise specified, and examples of the disclosure may
include additional or fewer operations than those disclosed
herein. For example, it is contemplated that executing or
performing a particular operation before, contemporane-
ously with, or after another operation is within the scope of
aspects of the disclosure.

[0095] When introducing elements of aspects of the dis-
closure or the examples thereof, the articles “a,” “an,” “the,”
and “said” are intended to mean that there are one or more
of the elements. The terms “comprising,” “including,” and
“having” are intended to be inclusive and mean that there
may be additional elements other than the listed elements.
The term “exemplary” is intended to mean “an example of”
The phrase “one or more of the following: A, B, and C”
means “at least one of A and/or at least one of B and/or at
least one of C.”

[0096] Having described aspects of the disclosure in
detail, it will be apparent that modifications and variations
are possible without departing from the scope of aspects of
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the disclosure as defined in the appended claims. As various
changes could be made in the above constructions, products,
and methods without departing from the scope of aspects of
the disclosure, it is intended that all matter contained in the
above description and shown in the accompanying drawings
shall be interpreted as illustrative and not in a limiting sense.

What is claimed is:

1. A system for securing access to a service resource in a
trusted environment with a security boundary at a perimeter
of the trusted environment, the system comprising:

at least one processor of a security gateway instance

residing within the security boundary; and

at least one memory of the security gateway instance

comprising computer program code, the at least one
memory and the computer program code configured to,
with the at least one processor, cause the at least one
processor to:

receive a request from an edge deployment outside the

security boundary, the request including identity data
identifying the edge deployment, wherein the request
targets the service resource within the security bound-
ary;

validate the request;

based on validating the request, transform the identity

data into trusted identity data, wherein transforming the
identity data uses security data specific to the security
gateway instance, wherein transforming the identity
data includes at least one of the following:

appending at least one data value associated with the

security data to the identity data, translating at least one
data value of the identity data based on a translation
process of the security data, and mapping at least one
data value of the identity data to a different data value
based on the security data; and

based on transforming the identity data of the request,

forward the trusted identity data and the request to the
service resource via a network link within the security
boundary, wherein the service resource is configured to
process the request based on validating the request
based on the trusted identity data.

2. The system of claim 1, the at least one memory and the
computer program code configured to, with the at least one
processor, further cause the at least one processor to:

receive a response to the request from the service resource

via the network link;

reverse the transformation of the transformed identity data

based on the security data,
wherein reversing the transformation of the transformed
identity data yields the identity data included in the received
request; and

forward the response to the edge deployment outside of

the security boundary, wherein the response includes
the identity data included in the received request.
3. The system of claim 1, wherein the identity data
includes an identification (ID) certificate of the edge deploy-
ment and the security data includes an ID certificate of the
security gateway instance;
wherein transforming the identity data based on the
security data includes combining the ID certificate of
the edge deployment and the ID certificate of the
security gateway instance into a two-part composite 1D;

wherein the two-part composite ID is forwarded to the
service resource as the transformed identity data with
the request; and
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wherein the service resource is configured to validate the
two-part composite ID based on the ID certificate of the
security gateway instance being included therein.
4. The system of claim 1, wherein the identity data
includes an encrypted token, and the security data includes
an encryption key specific to the security gateway instance;
wherein transforming the identity data based on the
security data includes decrypting the encrypted token
into a decrypted token based on the encryption key;

wherein the decrypted token is forwarded to the service
resource as the transformed identity data with the
request; and

wherein the service resource is configured to validate the

decrypted token.

5. The system of claim 4, the at least one memory and the
computer program code configured to, with the at least one
processor, further cause the at least one processor to:

receive a token request from the edge deployment;

forward the token request to the service resource;

based on forwarding the token request to the service

resource, receive a token response from the service
resource including a token associated with the service
resource;

encrypt the token of the token response using the encryp-

tion key specific to the security gateway instance;
send an encrypted token response to the edge deployment,
including the encrypted token; and

wherein the received request from the edge deployment

includes the encrypted token sent in the encrypted
token response.

6. The system of claim 1, wherein the security gateway
instance is configured to have a one-to-one mapping with the
edge deployment, wherein the security gateway instance is
configured to only process requests from the mapped edge
deployment.

7. The system of claim 1, wherein the security gateway
instance includes a front end computing instance that is
outside the security boundary and a back end computing
instance that is inside the security boundary;

wherein the security gateway instance enforces security

rules associated with the security boundary on com-
munications between the front end computing instance
and the back end computing instance;

wherein receiving the request, validating the identity data,

and validating the request are performed in the front
end computing instance; and

wherein transforming the identity data and forwarding the

request with the transformed identity data to the service
resource are performed in the back end computing
instance.

8. A computerized method for securing access to a service
resource in a trusted environment with a security boundary
at a perimeter of the trusted environment, the computerized
method comprising:

receiving, by a processor of a security gateway instance

residing within the security boundary, a request from an
edge deployment outside the security boundary, the
request including identity data identifying the edge
deployment, wherein the request targets the service
resource within the security boundary, wherein the
security gateway instance is configured to have a
one-to-one mapping with the edge deployment,
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wherein the security gateway instance is configured to
only process requests from the mapped edge deploy-
ment;

validating, by the processor, the request;

based on validating the request, transforming, by the

processor, the identity data into trusted identity data,
wherein transforming the identity data uses security
data specific to the security gateway instance, wherein
transforming the identity data includes at least one of
the following: appending at least one data value asso-
ciated with the security data to the identity data, trans-
lating at least one data value of the identity data based
on a translation process of the security, and mapping at
least one data value of the identity data to a different
data value based on the security data; and

based on transforming the identity data of the request,

forwarding, by the processor, the trusted identity data
and the request to the service resource via a network
link within the security boundary, wherein the service
resource is configured to process the request based on
validating the request based on the trusted identity data.

9. The computerized method of claim 8, further compris-
ing:

receiving, by the processor, a response to the request from

the service resource via the network link;

reversing, by the processor, the transformation of the

transformed identity data based on the security data,
wherein reversing the transformation of the trans-
formed identity data yields the identity data included in
the received request; and

forwarding, by the processor, the response to the edge

deployment outside of the security boundary, wherein
the response includes the identity data included in the
received request.
10. The computerized method of claim 8, wherein the
identity data includes an identification (ID) certificate of the
edge deployment and the security data includes an ID
certificate of the security gateway instance;
wherein transforming the identity data based on the
security data includes combining the ID certificate of
the edge deployment and the ID certificate of the
security gateway instance into a two-part composite 1D;

wherein the two-part composite ID is forwarded to the
service resource as the transformed identity data with
the request; and

wherein the service resource is configured to validate the

two-part composite ID based on the ID certificate of the
security gateway instance being included therein.
11. The computerized method of claim 8, wherein the
identity data includes an encrypted token, and the security
data includes an encryption key specific to the security
gateway instance;
wherein transforming the identity data based on the
security data includes decrypting the encrypted token
into a decrypted token based on the encryption key;

wherein the decrypted token is forwarded to the service
resource as the transformed identity data with the
request; and

wherein the service resource is configured to validate the

decrypted token.

12. The computerized method of claim 11, further com-
prising:

receiving, by the processor, a token request from the edge

deployment;
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forwarding, by the processor, the token request to the

service resource;

based on forwarding the token request to the service

resource, receiving, by the processor, a token response
from the service resource including a token associated
with the service resource;

encrypting, by the processor, the token of the token

response using the encryption key specific to the secu-
rity gateway instance;

sending, by the processor, an encrypted token response to

the edge deployment, including the encrypted token;
and

wherein the received request from the edge deployment

includes the encrypted token sent in the encrypted
token response.

13. The computerized method of claim 8, wherein the
security gateway instance includes a front end computing
instance that is outside the security boundary and a back end
computing instance that is inside the security boundary;

wherein the security gateway instance enforces security

rules associated with the security boundary on com-
munications between the front end computing instance
and the back end computing instance;

wherein receiving the request, validating the identity data,

and validating the request are performed in the front
end computing instance; and

wherein transforming the identity data and forwarding the

request with the transformed identity data to the service
resource are performed in the back end computing
instance.

14. One or more computer storage media having com-
puter-executable instructions for securing access to a service
resource in a trusted environment with a security boundary
at a perimeter of the trusted environment that, upon execu-
tion by a processor, cause the processor to at least:

receive, by a security gateway instance residing within the

security boundary, a request from an edge deployment
outside the security boundary, the request including
identity data identifying the edge deployment, wherein
the request targets the service resource within the
security boundary;

validate the request;

based on validating the request, transform the identity

data into trusted identity data, wherein transforming the
identity data uses security data specific to the security
gateway instance, wherein transforming the identity
data includes at least one of the following: appending
at least one data value associated with the security data
to the identity data, translating at least one data value
of' the identity data based on a translation process of the
security data, and mapping at least one data value of the
identity data to a different data value based on the
security data; and

based on transforming the identity data of the request,

forward the trusted identity data and the request to the
service resource via a network link within the security
boundary, wherein the service resource is configured to
process the request based on validating the trusted
identity data.

15. The one or more computer storage media of claim 14,
wherein the computer-executable instructions, upon execu-
tion by the processor, further cause the processor to at least:

receive a response to the request from the service resource

via the network link;
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reverse the transformation of the transformed identity data
based on the security data, wherein reversing the trans-
formation of the transformed identity data yields the
identity data included in the received request; and

forward the response to the edge deployment outside of
the security boundary, wherein the response includes
the identity data included in the received request.
16. The one or more computer storage media of claim 14,
wherein the identity data includes an identification (ID)
certificate of the edge deployment and the security data
includes an ID certificate of the security gateway instance;
and
wherein transforming the identity data based on the
security data includes combining the ID certificate of
the edge deployment and the ID certificate of the
security gateway instance into a two-part composite 1D;

wherein the two-part composite ID is forwarded to the
service resource as the transformed identity data with
the request; and

wherein the service resource is configured to validate the

two-part composite ID based on the ID certificate of the
security gateway instance being included therein.
17. The one or more computer storage media of claim 14,
wherein the identity data includes an encrypted token, and
the security data includes an encryption key specific to the
security gateway instance;
wherein transforming the identity data based on the
security data includes decrypting the encrypted token
into a decrypted token based on the encryption key;

wherein the decrypted token is forwarded to the service
resource as the transformed identity data with the
request; and

wherein the service resource is configured to validate the

decrypted token.

18. The one or more computer storage media of claim 17,
wherein the computer-executable instructions, upon execu-
tion by the processor, further cause the processor to at least:

receive a token request from the edge deployment;

forward the token request to the service resource;

based on forwarding the token request to the service

resource, receive a token response from the service
resource including a token associated with the service
resource;

encrypt the token of the token response using the encryp-

tion key specific to the security gateway instance;
send an encrypted token response to the edge deployment,
including the encrypted token; and

wherein the received request from the edge deployment

includes the encrypted token sent in the encrypted
token response.

19. The one or more computer storage media of claim 14,
wherein the security gateway instance is configured to have
a one-to-one mapping with the edge deployment, wherein
the security gateway instance is configured to only process
requests from the mapped edge deployment.

20. The one or more computer storage media of claim 14,
wherein the security gateway instance includes a front end
computing instance that is outside the security boundary and
a back end computing instance that is inside the security
boundary;

wherein the security gateway instance enforces security

rules associated with the security boundary on com-
munications between the front end computing instance
and the back end computing instance;
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wherein receiving the request, validating the identity data,
and validating the request are performed in the front
end computing instance; and

wherein transforming the identity data and forwarding the
request with the transformed identity data to the service
resource are performed in the back end computing
instance.



