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SYSTEM AND METHOD FOR ADDITIVE
DEVICE POLICY CONTROL OF
MULTIFUNCTION PERIPHERALS

TECHNICAL FIELD

[0001] This application relates generally to policy-based
operation of multifunction peripherals. This application
relates more particularly to user-programmable policy-based
operation of multifunction peripherals with both single and
additive or multi-device policies.

BACKGROUND

[0002] Document processing devices include printers,
copiers, scanners and e-mail gateways. More recently,
devices employing two or more of these functions are found
in office environments. These devices are referred to as
multifunction peripherals (MFPs) or multifunction devices
(MFDs). As used herein, MFPs are understood to comprise
printers, alone or in combination with other of the afore-
noted functions.

[0003] MFPs have evolved from mere document process-
ing devices to devices that include network and direct data
communication with other devices such as tablets, smart
phones, workstations, servers and other MFPs. MFPs moni-
tor a large number of machine attributes, including paper
usage, copy count, toner level, environmental conditions,
error conditions and the like. An MFP may be programmed
to periodically contact a network server and check for
software, including firmware, updates. An MFP may main-
tain usernames, passwords and device usage credentials for
a large number of users. An MFP may be tasked with
periodically generating and reporting usage or error reports.
Many other MFP functions may be enabled or customized
for any particular MFP.

[0004] MFP configuration can be done on each individual
device. This can be difficult, particularly when a large
number of MFPs are in concurrent service at a company. It
would be cost and time prohibitive if a technician had to
physically approach and configure many MFPs which may
be scattered about many different locations. This can be
particularly wasteful when each machine is to be configured
in the same or similar ways. More recently, MFP configu-
ration can be done via a network connection. By way of
particular example, Toshiba TEC MFP devices are configu-
rable via an eCC web interface. Device configuration with
eCC can be completed by setting device policies. Policies
are used to create a near infinite number of attributes to
monitor and configure a MFP or fleet of MFPs. Policies are
organized into categories, and templates are provided to
make the configuration of a policy fairly intuitive. Policy
categories for eCC include settings for:

[0005] Firmware Update

[0006] Device Error Processing

[0007] Backup

[0008] Device Communication

[0009] Custom Settings

[0010] Additional policy categories

[0011] Data for each MFP is compared to its policy

settings. A policy includes a list of parameters (rules) for
incoming data as well as functions and actions to perform
based on the data. When data falls outside the parameters of
the policy rule, it is a policy violation. When a policy
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violation occurs, an alert is triggered for the MFP. Alerts
may commence policy action such as:

[0012] a. The violation is displayed on the Devices page
on the eCC portal.

[0013] b. If the policy was written to trigger actions, the
system executes these actions.

[0014] Communication sequences can be set, such as to be
timed at off-hours, by a policy. By way of example, a policy
may further dictate that the following sequence occurs on
the first day of every month:

[0015] Registration

[0016] Check for updates

[0017] Download updates (skip if none)

[0018] Execute updates (skip if none)

[0019] Send updated data set

[0020] In the event of alerts, an MFP policy may by way

of'example initiate communications to a cloud server in near
real time. The policy may direct the MFP to send the
following:

[0021] MFP Identification (security token)

[0022] Error Code

[0023] Short Description of the Alert

[0024] Send updated data set

[0025] It will be seen from the forgoing that MFP device

configuration that setting device policies provides a power-
ful, efficient and effective tool for device administration.

SUMMARY

[0026] In accordance with an example embodiment of the
subject application, a system and method multifunction
peripheral policy-based configuration includes a processor
and a memory storing a policy data for each of a plurality of
multifunction peripheral device configuration policies. A
selectable list of the device policies is displayed. A user
selects one or more device configuration policies from the
list, and the processor tests selected device configuration
policies. Policies are identified as single or additive policy
types. Selected policies are added when not identified as a

single policy type.
BRIEF DESCRIPTION OF THE DRAWINGS

[0027] Various embodiments will become better under-
stood with regard to the following description, appended
claims and accompanying drawings wherein:

[0028] FIG. 1 an example embodiment of a policy setting
and updating system;

[0029] FIG. 2 is an example embodiment of a document
rendering system;

[0030] FIG. 3 is a flowchart of an example embodiment of
operations for accomplishing implementation of policies;
[0031] FIG. 4 is an example embodiment of a user inter-
face screen for policy addition;

[0032] FIG. 5 is an example embodiment of a user inter-
face screen for policy selection;

[0033] FIG. 6 is an example embodiment of a user inter-
face for presentation of a listing of additive policies;
[0034] FIG. 7 is an example embodiment of a user inter-
face for selective removal of policies from devices; and
[0035] FIG. 8 is an example embodiment of a user inter-
face for selecting removal of a group policy.
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DETAILED DESCRIPTION

[0036] The systems and methods disclosed herein are
described in detail by way of examples and with reference
to the figures. It will be appreciated that modifications to
disclosed and described examples, arrangements, configu-
rations, components, elements, apparatuses, devices meth-
ods, systems, etc. can suitably be made and may be desired
for a specific application. In this disclosure, any identifica-
tion of specific techniques, arrangements, etc. are either
related to a specific example presented or are merely a
general description of such a technique, arrangement, etc.
Identifications of specific details or examples are not
intended to be, and should not be, construed as mandatory or
limiting unless specifically designated as such.

[0037] As noted above, policy-based control of MFPs
provides for flexible and powerful device configuration
options. MFP devices are currently equipped with an embed-
ded software and user interface that allows an administrator
or service technician to configure the device. Using the eCC
application, these configurations and further monitoring and
control of the system are completed via policies. The policy
creation method relies on manual input of settings and rules.
There are a variety of policy categories including error codes
and device settings. Within each policy category, a policy is
created by defining a set of rules or settings. Once applied
to a device, the policy settings will be applied and/or an
event will be triggered when a specified value or condition
is reached. One concern with the implementation is when
only one policy object can be applied to the device at a time
where a policy object is either a single policy or a group of
policies that contains many policies. Current systems do not
facilitate configuration allowing policies to be added to
devices without replacing the existing policies.

[0038] The subject application teaches example embodi-
ments wherein a device or service cloud provides an ability
to add or remove selected, individual policies to a fleet of
devices without needing to remove or replace the existing
policies applied. This enables a service technician to con-
figure a device and subsequently apply and remove indi-
vidual policies to one or more devices to achieve a temporal
method of monitoring devices without disrupting the current
policy configuration. Additive policies concept will allow
users to add policies to devices with existing policies while
not necessarily removing the existing policies. Similarly, the
user can remove individual policies without having to
remove the entire policy set.

[0039] In accordance with the subject application, FIG. 1
illustrates an example embodiment of a policy setting and
updating system 100 for one or more MFPs as exemplified
by MFP 104. Device data from MFP 104 is available from
data storage 108 working with an administrative device
suitably comprised of a cloud sever or functionality embed-
ded in an MFP itself. A processor monitors machine data at
block 112, which monitoring generates alerts 116 which are
processed at block 120. Alerts are processed in accordance
with automated policies 124 or manual control 128, suitably
by remote control 132 by an administrator 136 via a cloud
service. Automated, policy-based control 124 is suitably
directed by a service technician 140 via web interface 144
which may be accessed by a service technician’s device 148
or on MFP interface 152. Additional alerts suitably process
device updates 156.

[0040] Turning now to FIG. 2 illustrated is an example
embodiment of a document rendering system 200 suitably
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comprised within an MFP, such as with MFP 104 of FIG. 1.
Included in controller 201 are one or more processors, such
as that illustrated by processor 202. Each processor is
suitably associated with non-volatile memory, such as ROM
204, and random access memory (RAM) 206, via a data bus
212.

[0041] Processor 202 is also in data communication with
a storage interface 208 for reading or writing to a storage
216, suitably comprised of a hard disk, optical disk, solid-
state disk, cloud-based storage, or any other suitable data
storage as will be appreciated by one of ordinary skill in the
art.

[0042] Processor 202 is also in data communication with
a network interface 210 which provides an interface to a
network interface controller (NIC) 214, which in turn pro-
vides a data path to any suitable wired or physical network
connection 220, or to a wireless data connection via wireless
network interface 218. Example wireless connections
include cellular, Wi-Fi, Bluetooth, NFC, wireless universal
serial bus (wireless USB), satellite, and the like. Example
wired interfaces include Ethernet, USB, IEEE 1394
(FireWire), Lightening, telephone line, or the like. Processor
202 is also in data communication with one or more sensors
219 which provide data relative to a state of the device or
associated surroundings, such as device temperature, ambi-
ent temperature, humidity, device movement and the like.
[0043] Processor 202 can also be in data communication
with any suitable user input/output (I/O) interface which
provides data communication with user peripherals, such as
displays, keyboards, mice, track balls, touch screens, or the
like. Also in data communication with data bus 212 is a
document processor interface 222 suitable for data commu-
nication with MFP functional units 250. In the illustrate
example, these units include copy hardware 240, scan hard-
ware 242, print hardware 244 and fax hardware 246 which
together comprise MFP functional hardware 250. It will be
understood that functional units are suitably comprised of
intelligent units, including any suitable hardware or software
platform.

[0044] A hardware monitor suitably provides device event
data, working in concert with suitable monitoring systems.
By way of further example, monitoring systems may include
page counters, sensor output, such as consumable level
sensors, temperature sensors, power quality sensors, device
error sensors, door open sensors, and the like. Data is
suitably stored in one or more device logs, such as in storage
216 of FIG. 2.

[0045] Controller 201 is suitably provided with an embed-
ded web server system for device configuration and admin-
istration. A suitable web interface is comprised of TOPAC-
CESS Controller (sometimes referred to in the subject
illustrations as “TA”), available from Toshiba TEC Corpo-
ration.

[0046] Referring next to FIG. 3, illustrated is a flowchart
300 an example embodiment of operations suitable for
accomplishing implementation of policies that may be single
or multiple in nature. The process commences at block 304
and a user, such as an administrator or service technician,
selects a policy to apply at block 308. Policies are suitably
listed in a selectable format on a device display as will be
detailed further below. When a policy is selected, it is tested
at block 312 to determine if it is a single type policy. If not,
the policy is an additive type policy and may be added to the
MEFP configuration at block 316. If policy is a single type
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policy, then a test is made at block 320 to determine if one
already exists on for the device. If not, the new policy is
added at block 316. If so, the user is prompted at block 324
to determine if they wish the existing policy to be overwrit-
ten. If so, the existing policy is replaced at block 332. If not,
the new policy is rejected at block 328.

[0047] FIG. 4 illustrates an example embodiment of a user
interface screen 400 for policy addition. User selection of
box 404 dictates whether new policies will replace existing
policies. A listing 408 of existing device policies is gener-
ated on interface 400. Firmware update policy 412, backup
policy 416 and communication policy 420 are single type
policies and the user is warned that, if selected, any existing,
corresponding policy will be overwritten. Custom policy
424, device error processing policy 428 and department
counters policy 432 are additive, and when selected, can be
added without replacement of an existing policy.

[0048] FIG. 5 illustrates an example embodiment of a user
interface screen 500 suitably illustrating select-ability of
firmware update policy 504, device communication policy
508, custom policies 512 and 516, and energy saver policy
520. A user can select to replace existing device policies at
524. Firmware update policy 504 is a single type policy
which will result in a replacement if 524 is selected, or a
discarding if not. Custom policies 512 and 516 are additive
and a user can select whether they should be added or
removed, thus providing for multiple additions of additive or
multi type policies.

[0049] FIG. 6 is an example embodiment of a user inter-
face 600 for presentation of a listing of additive policies for
a fleet of similar, managed devices 604 for various custom-
ers 608. In the illustrated example, a user selection of policy
612 provides a toner warning policy to a device associated
with Arch Health Partners.

[0050] FIG. 7 illustrates an example embodiment of a user
interface 700 for selective removal of policies from devices.
[0051] FIG. 8 illustrates an example embodiment of a user
interface 800 for selecting removal of a group policy.
[0052] While certain embodiments have been described,
these embodiments have been presented by way of example
only, and are not intended to limit the scope of the inven-
tions. Indeed, the novel embodiments described herein may
be embodied in a variety of other forms; furthermore,
various omissions, substitutions and changes in the form of
the embodiments described herein may be made without
departing from the spirit of the inventions. The accompa-
nying claims and their equivalents are intended to cover
such forms or modifications as would fall within the spirit
and scope of the inventions.

1-20. (canceled)

21. A multifunction peripheral policy-based configuration

system comprising:

a processor;

a memory configured to store a policy data for each of a
plurality of multifunction peripheral device configura-
tion policies, the policy data including single type
policies and multiple type policies, each multiple type
policy comprised of a plurality of related policies;

a display configured to display a policy list corresponding
to a selectable list of the device configuration policies;
and

a user interface configured to receive a user selection of
a selected device configuration policy chosen from the
list,
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wherein the processor is configured to test the selected

device configuration policy;
wherein the processor is further configured to identify the
selected device configuration policy as a single policy
Wpes

wherein the processor is further configured to add the
selected device configuration policy to a policy previ-
ously installed on a multifunction peripheral when the
selected device configuration policy is not identified as
a single policy type; and

wherein the processor is further configured to replace an
existing device policy when the selected device con-
figuration policy is identified as a single policy type.

22. The system of claim 21 wherein the processor is
further configured to reject adding the selected device con-
figuration policy when the selected device configuration
policy is identified as a single policy type.

23. The system of claim 21

wherein the processor is further configured to generate a

user prompt on the display corresponding to identifi-
cation of the selected device configuration policy as a
single policy type, and

wherein the processor is further configured to selectively

replace the existing device policy with the selected
device configuration policy in accordance with a user
response to a generated user prompt.
24. The system of claim 21 further comprising an input
configured to receive a custom device policy into the
memory.
25. The system of claim 21 wherein the processor is
further configured to add the selected device configuration
policy to a plurality of multifunction peripherals via a
network interface.
26. The system of claim 21 wherein the processor is
further configured to generate a categorized, selectable list
of device configuration policies as a subset of the selectable
list of the device configuration policies, which subset is
comprised of single type policies or multiple type policies in
accordance with identification of the selected device con-
figuration policy.
27. A method of multifunction peripheral policy-based
configuration comprising:
retrieving, from a memory, policy data for each of a
plurality of multifunction peripheral device configura-
tion policies the policy data including single type
policies and multiple type policies, each multiple type
policy comprised of a plurality of related policies;

displaying a policy list corresponding to a selectable list
of the device configuration policies on an associated
user display;

receiving, via a user interface, a user selection of a

selected device configuration policy chosen from the
list;

testing the selected device configuration policy via a

processor;
identifying the selected device configuration policy as a
single policy type in accordance with the testing;

adding the selected device configuration policy to the
multifunction peripheral when the selected device con-
figuration policy is not identified as a single policy
type; and

replacing an existing device policy when the selected

device configuration policy is identified as a single

policy type.
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28. The method of claim 27 further comprising rejecting
adding the selected device configuration policy when the
selected device configuration policy is identified as a single
policy type.

29. The method of claim 27 further comprising:

generating a user prompt on the display corresponding to

identification of the selected device configuration
policy as a single policy type; and

selectively replacing the existing device policy with the

selected device configuration policy in accordance with
a user response to a generated user prompt.

30. The method of claim 27 further comprising receiving
a custom device policy into the memory.

31. The method of claim 27 further comprising adding the
selected device configuration policy to a plurality of multi-
function peripherals via a network interface.

32. The method of claim 27 further comprising generating
a categorized, selectable list of device configuration policies
as subset of the selectable list of the device configuration
policies, which subset is comprised of single type policies or
multiple type policies in accordance with identification of
the selected device configuration policy.

33. A multifunction peripheral comprising:

an intelligent controller including a processor and

memory, the controller configured for operation of at
least one device processing operation,

the memory configured to store a plurality of device

policy settings, and

the controller further configured to operate the at least one

device processing operation in accordance with at least
one active policy setting; and

a user interface configured to receive selection data cor-

responding to a new device policy,
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wherein the controller is further configured to test the new

device configuration policy,

wherein the controller is further configured to determine

if the new device configuration policy is a multiple
policy type such that it affects a plurality of related
policies,

wherein the controller is further configured to operate the

at least one device processing operation in accordance
with the at least one active policy setting and the new
device configuration policy when the new device con-
figuration policy is determined to be a multiple policy
type;

wherein the controller is further configured to replace the

at least one active policy setting with the new device
configuration policy when the new device configura-
tion policy is determined to be a single policy type.

34. The multifunction peripheral of claim 33 wherein the
controller is further configured for operation of a document
processing engine in accordance with the active device
policy and the new device configuration policy.

35. The multifunction peripheral of claim 33 wherein the
controller is further configured for operation of a document
processing engine in accordance with the new device con-
figuration policy.

36. The multifunction peripheral of claim 33 wherein the
controller is further configured for operation of device
maintenance operations in accordance with the at least one
active policy setting and the new device configuration
policy.

37. The multifunction peripheral of claim 34 wherein the
controller is further configured to generate a policy selection
list on an associated display prompting an associated user
for the selection data.
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