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METHOD OF TRANSLATING IP PACKET
FOR TETHERING SERVICE,
COMMUNICATION SYSTEM AND
ELECTRONIC DEVICE FOR PERFORMING
THE SAME

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application claims priority under 35 USC §
119 to Korean Patent Application No. 10-2019-0133517,
filed on Oct. 25, 2019 in the Korean Intellectual Property
Office (KIPO), the contents of which are herein incorporated
by reference in their entirety.

BACKGROUND

1. Technical Field

[0002] Example embodiments relate generally to semicon-
ductor integrated circuits, and more particularly to methods
of translating Internet protocol (IP) packets for tethering
services, communication systems performing the methods,
and electronic devices for performing the methods.

2. Description of the Related Art

[0003] With development in information communication
technology and semiconductor technology, a variety of
electronic devices are advancing into multimedia devices
which provide various multimedia services. An electronic
device may provide a tethering service which enables
another electronic device to use a wireless Internet service.
Tethering allows the electronic device having Internet con-
nection functionality to provide the Internet connection
service to the other electronic device which lacks an Internet
connection. When providing the tethering service, packets
based on Internet protocol version 4 (IPv4) protocol have
been processed using network address translation (NAT)
including port translation.

[0004] To overcome the limitations of the IPv4 protocol,
Internet protocol version 6 (IPv6) protocol has been pro-
posed, and a communication environment based on the IPv6
protocol is being implemented. Even in the communication
environment based on the IPv6 protocol, services using the
existing [Pv4 protocol may still exist, so packet processing
using NAT may still be used. However, use of NAT may
result in excessive processing time, address translation time
and/or memory usage.

SUMMARY

[0005] At least one example embodiment of the present
disclosure provides a method of translating an Internet
protocol (IP) packet for a tethering service capable of
improving or enhancing communication performance with-
out network address translation (NAT).

[0006] At least one example embodiment of the present
disclosure provides a communication system and an elec-
tronic device that perform the method.

[0007] According to example embodiments, in a method
of translating an Internet protocol (IP) packet, the method
including forming, by a first electronic device, a forwarding
table by assigning a first IP address and a second IP address
to a second electronic device, the first electronic device and
the second electronic device being connected through an
internal network such that a tethering service is provided to
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the second electronic device through the first electronic
device, the first IP address and the second IP address having
different formats, and the first IP address being associated
with the second IP address in the forwarding table, and
performing, by the first electronic device, an IP address
translation on a first IP packet to be transmitted based on the
forwarding table such that the first IP packet includes the
first IP address or the second IP address, the first IP packet
being included in a communication between the second
electronic device and an external network through the inter-
nal network and the first electronic device.

[0008] According to example embodiments, a communi-
cation system includes a first electronic device configured to
connect to an external server via an external network, and a
second electronic device configured to receive a tethering
service through the first electronic device via an internal
network, wherein the first electronic device is configured to,
form a forwarding table by assigning a first IP address and
a second IP address to the second electronic device, the first
IP address and the second IP address having different
formats, and the first IP address being associated with the
second IP address in the forwarding table, and perform an IP
address translation on a first IP packet to be transmitted
based on the forwarding table such that the first IP packet
includes the first IP address or the second IP address, the first
IP packet being included in a communication between the
second electronic device and the external network through
the internal network and the first electronic device.

[0009] According to example embodiments, an electronic
device includes a receiver configured to receive a first
Internet Protocol (IP) packet based on communication
between an external electronic device and a first network
using a tethering service, the first IP packet including a
source address, a destination address, a source port and a
destination port, processing circuitry configured to, manage
a tethering connection state with the external electronic
device such that a tethering service is provided to the
external electronic device through a second network, obtain
a medium access control (MAC) address of the external
electronic device and interface information of the second
network, generate a first [P address and a second IP address,
assign the first IP address and the second IP address to the
external electronic device, perform an IP address translation
on the first IP packet such that the source address or the
destination address is translated into the first IP packet
includes the first IP address or the second IP address, the first
IP address and the second IP address having different
formats, and perform packet processing on the first IP packet
based on a forwarding table to obtain a packet-processed
first IP packet, the forwarding table including the first IP
address, the second IP address and the MAC address of the
external electronic device and the interface information of
the first network, the first IP address being associated with
the second IP address in the forwarding table; a storage
configured to store the forwarding table, a transmission
queue configured to queue the packet-processed first IP
packet to obtain a queued first IP packet, and a transmitter
configured to transmit the queued first IP packet, wherein the
source port and the destination port of the first IP packet are
the same as a source port and a destination port of the queued
first IP packet.

[0010] In the method of translating the IP packet, the
communication system and the electronic device according
to example embodiments, the first electronic device which
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provides the tethering service may form or generate the
forwarding table including an IPv4 address and a CLAT
IPv6 address of the second electronic device which receives
the tethering service, and the first electronic device may
perform the IP address translation on the first IP packet
transmitted between the second electronic device and the
external network based on the forwarding table. In addition,
the first IP packet may include one of the IPv4 address and
the CLAT IPv6 address of the second electronic device
instead of an address of the first electronic device. Accord-
ingly, only the address translation may be performed once
based on the forwarding table without the NAT, the pro-
cessing time and memory usage may be reduced, and the
memory efficiency, communication performance and effi-
ciency may be improved or enhanced.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] Illustrative, non-limiting example embodiments
will be more clearly understood from the following detailed
description taken in conjunction with the accompanying
drawings.

[0012] FIG. 1 is a flowchart illustrating a method of
translating an Internet protocol (IP) packet for a tethering
service according to example embodiments.

[0013] FIGS. 2 and 3 are block diagrams illustrating a
communication system according to example embodiments.
[0014] FIG. 4 is a diagram illustrating an example of an IP
packet transmitted in a communication system according to
example embodiments.

[0015] FIGS. 5A, 5B and 5C are diagrams illustrating
examples of a header included in an IP packet of FIG. 4.
[0016] FIG. 6 is a block diagram illustrating a first elec-
tronic device included in a communication system according
to example embodiments.

[0017] FIG. 7 is ablock diagram illustrating an example of
a translation device included in a first electronic device of
FIG. 6.

[0018] FIG. 8 is a flowchart illustrating an example of
forming a forwarding table in FIG. 1.

[0019] FIG. 9 is a diagram illustrating an example of a
forwarding table formed by an operation of FIG. 8.

[0020] FIGS. 10 and 11 are flowcharts illustrating
examples of performing packet processing in FIG. 1.
[0021] FIG. 12 is a diagram for describing operations of
FIGS. 10 and 11.

[0022] FIG. 13 is a flowchart illustrating another example
of performing packet processing in FIG. 1.

[0023] FIG. 14 is a diagram for describing an operation of
FIG. 13.
[0024] FIG. 15 is a block diagram illustrating another

example of a translation device included in a first electronic
device of FIG. 6.

[0025] FIGS. 16 and 17 are block diagrams illustrating an
example of a communication processor and an application
processor included in a first electronic device of FIG. 6.

DETAILED DESCRIPTION

[0026] Various example embodiments will be described
more fully with reference to the accompanying drawings, in
which embodiments are shown. The present disclosure may,
however, be embodied in many different forms and should
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not be construed as limited to the examples set forth herein.
Like reference numerals refer to like elements throughout
this application.

[0027] FIG. 1 is a flowchart illustrating a method of
translating an Internet protocol (IP) packet for a tethering
service according to example embodiments.

[0028] Referring to FIG. 1, a method of translating an IP
packet for a tethering service according to example embodi-
ments may be performed by a communication system that
includes a first electronic device, a second electronic device,
an internal network and/or an external network. Configura-
tions of the communication system and the first electronic
device included therein will be described with reference to
FIGS. 2 through 7.

[0029] In the method of translating the IP packet for the
tethering service according to example embodiments, the
first electronic device and the second electronic device may
be connected with each other through the internal network
such that the tethering service is provided to the second
electronic device through the first electronic device (opera-
tion S100).

[0030] An electronic device may provide a tethering ser-
vice which enables another electronic device to use a
wireless Internet service. Tethering allows the electronic
device having Internet connection functionality to provide
the Internet connection service to the other electronic device
which lacks an Internet connection. For example, an elec-
tronic device (e.g., the first electronic device) which pro-
vides the tethering service may serve as an access point (AP)
to provide the tethering service to an external electronic
device (e.g., the second electronic device) which receives
the tethering service. The external electronic device may
access the electronic device which serves as the AP over a
wired and/or wireless network and thus transmit and/or
receive data for the wireless Internet service.

[0031] After connecting the first electronic device with the
second electronic device through the internal network, a
forwarding table may be formed or generated by the first
electronic device by assigning or allocating a first IP address
and a second IP address to the second electronic device
(operation S200). The first IP address and the second IP
address have different formats and are inter-translatable or
interchangeable with each other. For example, the forward-
ing table may include the first IP address and the second IP
address of the second electronic device, and may further
include information associated with the second electronic
device and the internal network. A configuration of the
forwarding table will be described with reference to FIG. 9.
[0032] In some example embodiments, the forwarding
table may include only a limited amount of information for
a fast operation (e.g., a fast packet forwarding). As com-
pared with a network address translation (NAT) table for
NAT, the forwarding table may have a smaller size.

[0033] In some example embodiments, the first IP address
may have a first format based on an Internet protocol of a
first version, and the second IP address may have a second
format based on an Internet protocol of a second version
different from the first version. For example, the Internet
protocol of the first version may be an Internet protocol
version 4 (IPv4) protocol, and the Internet protocol of the
second version may be an Internet protocol version 6 (IPv6)
protocol. In addition, the first IP address and the second IP
address may be inter-translated or interchanged with each
other based on (e.g., using) a client side translator (CLAT).
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[0034] When the second electronic device communicates
with an external network through the internal network and
the first electronic device, a packet processing may be
performed by the first electronic device by performing an IP
address translation on a first IP packet to be transmitted
based on the forwarding table such that the first IP packet
includes one of the first IP address and/or the second IP
address of the second electronic device (operation S300).
[0035] In some example embodiments, the internal net-
work may include a communication environment based on
the Internet protocol of the first version (e.g., based on the
IPv4 protocol), and the external network may include a
communication environment based on the Internet protocol
of the second version (e.g., based on the IPv6 protocol).
[0036] In some example embodiments, the NAT may not
be performed when performing the IP address translation on
the first IP packet, and thus the communication performance
and efficiency may be improved or enhanced.

[0037] Insome example embodiments, cases in which the
second electronic device communicates with the external
network may include a first case in which the first IP packet
is transmitted from the external network to the second
electronic device through the first electronic device and the
internal network, and a second case in which the first IP
packet is transmitted from the second electronic device to
the external network through the internal network and the
first electronic device. The first case will be described with
reference to FIGS. 10 through 12, and the second case will
be described with reference to FIGS. 13 and 14.

[0038] Ina conventional wired/wireless tethering environ-
ment using IPv6/CLAT, when a packet is transmitted from a
remote server to a tethered electronic device, a received
packet having a CLAT IPv6 address is translated in an
electronic device which provides a tethering service and is
provided to the tethered electronic device. For example, the
packet having the CLAT IPv6 address is translated, based on
a CLAT, into a packet having an IPv4 address of the
electronic device which provides the tethering service, and
then is translated, based on a NAT, into a packet having an
IPv4 address of the tethered electronic device. In other
words, the received packet is translated twice, and thus the
communication performance and efficiency are degraded.
Similarly, when a packet is transmitted from the tethered
electronic device to the remote server, the packet to be
transmitted is translated twice. In addition, a NAT table is
stored when using the NAT with an IP address translation
and a port translation, however, excessive memory resources
are used to maintain, search and/or translate the NAT table,
and delay (e.g., processing delay, translation delay, etc.)
and/or current consumption increase because a processor
(e.g., a central processing unit (CPU)) is used to search
and/or translate the NAT table.

[0039] In the method of translating the IP packet for the
tethering service according to example embodiments, the
first electronic device which provides the tethering service
may form or generate the forwarding table including an 1Pv4
address and a CLAT IPv6 address of the second electronic
device (or a tethered electronic device) which receives the
tethering service, and the first electronic device may perform
the IP address translation on the first IP packet transmitted
between the second electronic device and the external net-
work based on the forwarding table. In addition, the first IP
packet may include one of the IPv4 address and/or the CLAT
IPv6 address of the second electronic device instead of an
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address of the first electronic device. Accordingly, the
address translation may be performed only once based on
the forwarding table and without the NAT. Thus, delay (e.g.,
processing delay, translation delay, etc.) and memory usage
may be reduced, and/or memory efficiency, communication
performance and/or communication efficiency may be
improved or enhanced.

[0040] FIGS. 2 and 3 are block diagrams illustrating a
communication system according to example embodiments.
FIG. 2 illustrates a state before the second electronic device
(or the tethered electronic device) is connected to the first
electronic device, and FIG. 3 illustrates a state after the
second electronic device (or the tethered electronic device)
is connected to the first electronic device.

[0041] Referring to FIG. 2, a communication system 10
includes a first electronic device 100 and/or an external
network (IPv6 network) 400. The communication system 10
may further include a first Internet network (IPv6 Internet)
410, a first server (IPv6 server) 420, a provider side trans-
lator (PLAT) 510, a second Internet network (IPv4 Internet)
520 and/or a second server (IPv4 server) 530.

[0042] The external network 400 may include any wireless
network for exchanging data over a relatively long distance.
For example, the external network 400 may perform a
wireless mobile communication, such as a third-generation
(3G) mobile communication, a fourth-generation (4G), a
long term evolution (LTE) mobile communication, a fifth-
generation (5G) mobile communication, and/or the like.
[0043] As described above, the external network 400 may
include the communication environment based on the Inter-
net protocol of the second version (e.g., based on the IPv6
protocol). The IPv6 protocol has been proposed to overcome
the limitations of the IPv4 protocol, and a communication
environment based on the IPv6 protocol is being imple-
mented. However, services using the existing IPv4 protocol
may still exist even in the communication environment
based on the IPv6 protocol, and thus services (or servers)
based on the IPv4 protocol and services (or servers) based on
the IPv6 protocol may be mixed in the communication
system 10.

[0044] The first electronic device 100 may be connected to
an external server (e.g., the first server 420 and/or the second
server 530) through the external network 400, and may
execute services SVCI11 and SVC12. For example, the
service SVC11 may be a service based on the IPv4 protocol,
and the service SVC12 may be a service based on the IPv6
protocol.

[0045] When the service SVC12 is to be executed, the first
electronic device 100 may use a public (or global) IP address
PUB_ADDRI. Since the public IP address PUB_ADDRI is
an address based on the IPv6 protocol and the external
network 400 includes the communication environment
based on the IPv6 protocol, the first electronic device 100
may access the first server 420 through the external network
400 and the first internet network 410 based on the public IP
address PUB_ADDRI (e.g., based on an IP packet including
the public IP address PUB_ADDRI), without an address
translation.

[0046] When the service SVC11 is to be executed, the first
electronic device 100 may use a private IP address PRV _
ADDRI. Since the private IP address PRV_ADDRI is an
address based on the IPv4 protocol and the external network
400 includes the communication environment based on the
IPv6 protocol, the first electronic device 100 may translate
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the private IP address PRV_ADDRI into a CLAT address
CLAT_ADDRI1 which is an address based on the IPv6
protocol, and may access the second server 530 through the
external network 400, the PLAT 510 and the second internet
network 520 based on the translated CLAT address CLAT _
ADDRI1 (e.g., based on an IP packet including the CLAT
address CLAT_ADDRI1).

[0047] In other words, to execute both a service using the
1Pv4 protocol (e.g., the service SVC11) and a service using
the IPv6 protocol (e.g., the service SVC12), the first elec-
tronic device 100 may use all of a private IPv4 address (e.g.,
the private IP address PRV_ADDRI1), a CLAT IPv6 address
(e.g., the CLAT address CLAT_ADDRI1) and a public IPv6
address (e.g., the public IP address PUB_ADDR1). In addi-
tion, a CLAT for translating the private IPv4 address into the
CLAT IPv6 address may be embedded or mounted on (e.g.,
included and/or stored in) the first electronic device 100. For
example, the private IPv4 address and the CLAT IPv6
address of the first electronic device 100 may be unique or
intrinsic addresses of the first electronic device 100.
Although only the IP address is illustrated in FIG. 2 for
convenience of illustration, an IP packet including the IP
address may be used by the first electronic device 100.

[0048] In some example embodiments, the first electronic
device 100 may be any mobile system, such as a mobile
phone, a smart phone, a tablet computer, a laptop computer,
a personal digital assistant (PDA), a portable multimedia
player (PMP), a digital camera, a portable game console, a
music player, a camcorder, a video player, a navigation
device, a wearable device, an internet of things (IoT) device,
an internet of everything (IoE) device, an e-book reader, a
virtual reality (VR) device, an augmented reality (AR)
device, a robotic device, a drone, etc.

[0049] The first Internet network 410 and the first server
420 may be implemented to provide the service based on the
IPv6 protocol. The first Internet network 410 and the first
server 420 may be directly connected to the external net-
work 400.

[0050] The second Internet network 520 and the second
server 530 may be implemented to provide the service based
on the IPv4 protocol. The second Internet network 520 and
the second server 530 may not be directly connected to the
external network 400 which includes the communication
environment based on the IPv6 protocol, and may be con-
nected to the external network 400 through the PLAT 510.

[0051] The PLAT 510 may be a component corresponding
to the CLAT embedded on the first electronic device 100,
and may translate the CLAT IPv6 address provided through
the external network 400 into the private IPv4 address. The
CLAT embedded on the first electronic device 100 and the
PLAT 510 may be used to provide the service based on the
IPv4 protocol in the communication environment based on
the IPv6 protocol. The CLAT and PLAT 510 may be
collectively referred to as 464XLAT.

[0052] Although only an operation in which the first
electronic device 100 accesses the external server is
described, an operation in which the external server trans-
mits data to the first electronic device 100 may be performed
in a reverse order of the above-described operation.

[0053] Referring to FIG. 3, a communication system 20
includes a first electronic device 100, a second electronic
device 200, an internal network 300 and/or an external
network 400. The communication system 20 may further
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include a first Internet network 410, a first server 420, a
PLAT 510, a second Internet network 520 and/or a second
server 530.

[0054] The communication system 20 of FIG. 3 may be
substantially the same as the communication system 10 of
FIG. 2, except that the communication system 20 further
includes the second electronic device 200 and the internal
network 300. The descriptions repeated with FIG. 2 will be
omitted.

[0055] The internal network 300 may include any wired/
wireless network for exchanging data over a relatively short
distance. For example, the internal network 300 may per-
form a communication based on one of a universal serial bus
(USB), Bluetooth and/or Wireless Fidelity (WiF1). Typically,
the tethering service may be classified into a USB tethering,
a Bluetooth tethering and a hotspot (or a mobile hotspot)
using a wireless local area network (WLAN) such as a WiFi.
As described above, the internal network 300 may include
the communication environment based on the Internet pro-
tocol of the first version (e.g., based on the IPv4 protocol).
[0056] The second electronic device 200 may be con-
nected to the first electronic device 100 through the internal
network 300, and may receive the tethering service through
the first electronic device 100. For example, the second
electronic device 200 may be connected to the external
server (e.g., the first server 420 and/or the second server
530) through the internal network 300, the first electronic
device 100 and the external network 400, and may execute
services SVC21 and SVC22 similarly to the first electronic
device 100. For example, the service SVC21 may be a
service based on the IPv4 protocol, and the service SVC22
may be a service based on the IPv6 protocol.

[0057] When the service SVC21 is to be executed, the
second electronic device 200 may use a private IP address
PRV_ADDR2. Since the private IP address PRV_ADDR2 is
an address based on the IPv4 protocol and the internal
network 300 includes the communication environment
based on the IPv4 protocol, the second electronic device 200
may provide the private IP address PRV_ADDR?2 to the first
electronic device 100 through the internal network 300. As
with the case in which the service SVC11 is executed, the
first electronic device 100 may translate the private IP
address PRV_ADDR?2 of the second electronic device 200
into a CLAT address CLAT _ADDR2 which is an address
based on the IPv6 protocol, and may access the second
server 530 through the external network 400, the PLAT 510
and the second internet network 520 based on the translated
CLAT address CLAT_ADDR2. For example, a private [Pv4
address (e.g., the private IP address PRV_ADDR?2) and a
CLAT IPv6 address (e.g., the CLAT address CLAT_
ADDR2) of the second electronic device 200 may be unique
or intrinsic addresses of the second electronic device 200.

[0058] In the communication system 20 according to
example embodiments, the CLAT translation may be per-
formed only once, and without the NAT, when the first
electronic device 100 provides the tethering service to the
second electronic device 200.

[0059] When the service SVC22 is to be executed, the
second electronic device 200 may use a public IP address
PUB_ADDR?2. Although not illustrated in FIG. 3, each of
the first electronic device 100 and the second electronic
device 200 may include a private IPv6 address for the
service SVC22, and the internal network 300 may also
include a communication environment based on the IPv6
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protocol or the communication system 20 may further
include another internal network including the communica-
tion environment based on the IPv6 protocol. The execution
of'the service SVC22 using the private IPv6 address may be
performed using methods and/or implementations known to
a person of ordinary skill in the art, and thus the illustration
and description thereof will be omitted.

[0060] FIG. 4 is a diagram illustrating an example of an IP
packet transmitted in a communication system according to
example embodiments. FIGS. 5A, 5B and 5C are diagrams
illustrating examples of a header included in an IP packet of
FIG. 4. FIG. 5A illustrates a header of an IPv4 packet, FIG.
5B illustrates a basic header of an IPv6 packet, and FIG. 5C
illustrates a transmission control protocol (TCP) header.
[0061] Referring to FIG. 4, an IP packet PK may include
a header HD and/or a payload PL, etc., but is not limited
thereto. The header HD may include an IP header H1 and/or
a TCPheader H2 (or a user datagram protocol (UDP) header,
etc.), and the payload PL may include data DT, which is
provided to an application program and/or generated by the
application program. As will be described later, the IP header
H1 may include address information, and the TCP header H2
may include port information.

[0062] Referring to FIG. 5A, a header H1_IPv4 of an IPv4
packet (hereinafter, referred to as an IPv4 header) may
include respective fields for a version, an IP header length
THL, a service type ToS, a total length, an identifier, flags, a
fragment offset, a time-to-live, a protocol, a header check-
sum, a source address, a destination address, options, and/or
a padding, but is not limited thereto. Each of the source
address and the destination address may have a length of 32
bits, but is not limited thereto, and lengths of the options and
the padding may be variable.

[0063] Referring to FIG. 5B, a basic header H1_IPv6 of an
1Pv6 packet (hereinafter, referred to as an IPv6 header) may
include respective fields for a version, a traffic class, a flow
label, a payload length, a next header, a hop limit, a source
address, and/or a destination address, but is not limited
thereto. Each of the source address and the destination
address may have a length of 128 bits, but is not limited
thereto.

[0064] As illustrated in FIGS. 5A and 5B, the IPv4 header
H1_IPv4 may include twelve basic fields, and the IPv6
header H1_IPv6 may include eight basic fields, but are not
limited thereto. However, the IPv6 packet may further
include an extension header in addition to the basic header
(e.g., the IPv6 header H1_IPv6). In the IPv6 header
H1_IPv6, a next header field may refer to a type of a next
header, etc. A header that may be indicated in the next header
may be an IPv6 extension header or a TCP (or UDP, etc.)
header, which is an upper-layer header. When an extension
header is not used, the TCP (or UDP, etc.) header may be
located in the next header.

[0065] The IPv4 header H1_IPv4 and the IPv6 header
H1_IPv6 may both include the fields for the version, the
source address, and the destination address, etc. However, as
described above, the length (e.g., 128 bits) of each of the
source address and the destination address of the IPv6
header H1_IPv6 may be four times the length (e.g., 32 bits)
of each of the source address and the destination address of
the IPv4 header H1_IPv4.

[0066] When the IPv4 header H1_IPv4 is translated into
the IPv6 header H1_IPv6, the fields for the IP header length
THL, the identifier, the flags, the fragment offset, the header
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checksum, the options, and the padding, etc., included in the
IPv4 header H1_IPv4 may be deleted, and the field for the
flow label may be added. Conversely, when the [Pv6 header
H1_IPv6 is translated into the IPv4 header H1_IPv4, the
field for the flow label may be deleted, and the fields for the
IP header length IHL,, the identifier, the flags, the fragment
offset, the header checksum, the options, and the padding,
etc., may be added. The fields for the service type ToS, the
total length, the protocol, the time-to-live of the IPv4 header
H1_IPv4 and the fields for the traffic class, the payload
length, the next header, and the hop limit of the I[Pv6 header
H1_IPv6 may be translated into each other.

[0067] Referring to FIG. 5C, a TCP header H2_TCP may
include respective fields for a source port, a destination port,
a sequence number, an acknowledgement number, a data
offset, a reserved field ‘Reserved’, 6-bit flags, a window size,
a TCP checksum, an urgent pointer, options, and/or a pad-
ding, etc. Although not illustrated, as with the TCP header
H2_TCP, a UDP header, which is a transmission protocol,
may include respective fields for a source port, a destination
port, a UDP length, and/or a UDP checksum, etc.

[0068] FIG. 6 is a block diagram illustrating a first elec-
tronic device included in a communication system according
to example embodiments. FIG. 6 illustrates a hardware
configuration of the first electronic device.

[0069] Referring to FIG. 6, a first electronic device 1000
includes an application processor (AP) 1010, a communi-
cation processor (CP) 1020, a translation device 1030, a
memory device 1040, a user interface 1050 and/or a power
supply 1060. According to some example embodiments,
operations described herein as being performed by the first
electronic device 1000, the application processor 1010, the
communication processor 1020 and/or the translation device
1030 may be performed by processing circuitry. The term
‘processing circuitry,” as used in the present disclosure, may
refer to, for example, hardware including logic circuits; a
hardware/software combination such as a processor execut-
ing software; or a combination thereof. For example, the
processing circuitry more specifically may include, but is
not limited to, a central processing unit (CPU), an arithmetic
logic unit (ALU), a digital signal processor, a microcom-
puter, a field programmable gate array (FPGA), a System-
on-Chip (SoC), a programmable logic unit, a microproces-
sor, application-specific integrated circuit (ASIC), etc.
According to some example embodiments, the first elec-
tronic device 100 may be implemented using the first
electronic device 1000, and the second electronic device 200
may be the same as or similar to the first electronic device
1000. In some example embodiments, the second electronic
device 200 may lack the translation device 1030.

[0070] The first electronic device 1000 may be an elec-
tronic device configured to perform data communication
with at least one other electronic device. For example, the
first electronic device 1000 may be one of a smartphone, a
tablet personal computer (PC), a laptop computer, a drone,
a digital camera, a wearable computer, an Internet of Things
(IoT) device, a vehicle driving device, a virtual reality
device, an augmented reality device, and/or various other
smart devices. In addition, the first electronic device 1000
may be one of various electronic devices configured to
perform data communication with an external electronic
device through wired/wireless networks.

[0071] The application processor 1010 may drive (e.g.,
execute) an operating system (OS) 1012 of the first elec-
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tronic device 1000 and/or various application programs
1014 to control a plurality of hardware and/or software
components connected to the application processor 1010,
and process and/or calculate various data including multi-
media data. For example, the application processor 1010
may be embodied by a system-on-chip (SoC), an FPGA, a
multi-core processor, a multi-processor system, etc.

[0072] The communication processor 1020 may trans-
ceive (e.g., transmit and/or receive) data during communi-
cation with other electronic devices connected through a
network. In the data transceiving process, the communica-
tion processor 1020 may transmit and receive data to and
from the application processor 1010. When the first elec-
tronic device 1000 receives data through the network, for
example, when the first electronic device 1000 performs a
data download operation, the communication processor
1020 may transmit the received data to the application
processor 1010, and the application processor 1010 may
perform data processing operations, such as data calculation
and storage operations. Conversely, when the first electronic
device 1000 transmits data through the network, for
example, when the first electronic device 1000 performs a
data upload operation, the application processor 1010 may
transmit data to be uploaded to the communication processor
1020, and the communication processor 1020 may then
transmit the data through the network.

[0073] The translation device 1030 may perform the
method of translating the IP packet according to example
embodiments described with reference to FIG. 1. As
described with reference to FIG. 4, data may be transmitted
and/or received as a type of an IP packet, and the translation
device 1030 may perform only the CLAT translation once
without the NAT to translate an address of the IP packet. For
example, the translation device 1030 may translate a desti-
nation address of an IP packet received through an external
network (e.g., the external network 400 in FIG. 3) into an
address suitable or appropriate for a second electronic
device (e.g., the second electronic device 200 in FIG. 3)
which is a tethered electronic device, and/or may translate a
source address of an IP packet received through the second
electronic device and an internal network (e.g., the internal
network 300 in FIG. 3) into an address suitable or appro-
priate for the external network.

[0074] The CLAT may be a technique for translating an
IPv4 header of an IP packet into an IPv6 header of an IP
packet and/or conversely translating an [Pv6 header into an
IPv4 header, so that one electronic device may freely com-
municate with other electronic devices through a network
that is based on a specific Internet protocol (e.g., IPv6 or
1Pv4, etc.). The NAT may be a technique for translating a
private IP address (and/or an internal IP address associated
with a private network, local network, intranet, etc.) into a
public IP address (and/or a global IP address, for example an
1P address accessible via the Internet, across networks, etc.)
and/or conversely translating a public IP address into a
private IP address. An IP address value and a port number of
the source address and/or the destination address may be
changed according to the NAT.

[0075] In some example embodiments, at least a part of
the translation device 1030 may be implemented as hard-
ware. For example, at least a part of the translation device
1030 may be included in a computer-based electronic sys-
tem. In some example embodiments, at least a part of the
translation device 1030 may be implemented as instruction
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codes or program routines (e.g., a software program). For
example, the instruction codes or the program routines may
be executed by a computer-based electronic system, and
may be stored in any storage device (e.g., the memory
device 1040) located inside or outside the computer-based
electronic system. In some example embodiments, as will be
described with reference to FIGS. 16 and 17, the translation
device 1030 may be included in the application processor
1010 or the communication processor 1020. A detailed
configuration of the translation device 1030 will be
described with reference to FIG. 7.

[0076] The memory device 1040 may store instructions or
data, which are received from the application processor 1010
and/or the communication processor 1020, and/or generated
by the application processor 1010, but is not limited thereto.
For example, the memory device 1040 may include at least
one of various volatile memories such as a dynamic random
access memory (DRAM), a static random access memory
(SRAM), or the like, and/or at least one of various nonvola-
tile memories such as an electrically erasable programmable
read-only memory (EEPROM), a flash memory, a phase
change random access memory (PRAM), a resistance ran-
dom access memory (RRAM), a magnetic random access
memory (MRAM), a ferroelectric random access memory
(FRAM), a nano floating gate memory (NFGM), a polymer
random access memory (PoORAM), or the like.

[0077] The user interface 1050 may include at least one
input device such as a keypad, a button, a microphone, a
touch screen, etc., and/or at least one output device such as
a speaker, or a display device, etc. The power supply 1060
may provide power to the first electronic device 1000.
[0078] FIG. 7 is a block diagram illustrating an example of
a translation device included in a first electronic device of
FIG. 6.

[0079] Referring to FIG. 7, a translation device (e.g., the
translation device 1030) included in a first electronic device
(e.g., the first electronic device 1000 of FIG. 6) may include
a receiver (RX) 1110, a tethering recognizer 1120, an
address translator (CLAT-Tethering Address Translator)
1130, a storage 1140, a forwarding module (CLAT-Tethering
based Forwarding Module) 1150, a transmitter (TX) 1170
and/or a transmission queue (TX Queue) 1160. According to
some example embodiments, operations described herein as
being performed by the receiver 1110, the tethering recog-
nizer 1120, the address translator 1130, the forwarding
module 1150 and/or the transmitter 1170 may be performed
by processing circuitry.

[0080] The receiver 1110 may receive a first IP packet PK1
to be transmitted when a second electronic device (e.g., the
second electronic device 200 in FIG. 3) communicates with
an external network (e.g., the external network 400 in FIG.
3) based on a tethering service. For example, the first IP
packet PK1 may be received from the external network 400
when the above-described data download or downlink
operation is performed, and the first IP packet PK1 may be
received from the second electronic device 200 when the
above-described data upload or uplink operation is per-
formed. According to some example embodiments, the
receiver 1110 receives the first IP packet PK1 from the
external network, and/or the second electronic device 200,
via the communication processor 1020. As described with
reference to FIGS. 5A and 5B, the first IP packet PK1 may
include a source address, a destination address, a source port
and a destination port. In FIG. 7, an arrow which is not
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specifically denoted by a signal name may represent a flow
of the first IP packet and/or corresponding data.

[0081] The tethering recognizer 1120 may manage (e.g.,
determine) a tethering connection state with the second
electronic device, and may obtain information associated
with the second electronic device and/or an internal network
(e.g., the internal network 300 in FIG. 3). For example, the
tethering recognizer 1120 may operate as an event listener
that receives information or event SE associated with a state
(e.g., connection or disconnection) of the internal network to
dynamically recognize the connection of the second elec-
tronic device. In addition, the tethering recognizer 1120 may
operate as an information obtainer that obtains information
SI including a medium access control (MAC) address of the
second electronic device and/or interface information of the
internal network.

[0082] The address translator 1130 may generate a first [P
address (e.g., an IPv4 address) and/or a second IP address
(e.g., a CLAT IPv6 address) that have different formats and
are inter-translatable or interchangeable with each other,
may assign or allocate the first IP address and the second IP
address to the second electronic device, and may perform an
1P address translation on the first IP packet PK1 such that the
first IP packet PK1 includes one of the first IP address and
the second IP address of the second electronic device. For
example, the second IP address may be dependent on the
second electronic device.

[0083] The storage 1140 may store and/or provide a for-
warding table FT. The forwarding table FT may be formed
or generated by the tethering recognizer 1120 and/or the
address translator 1130, and may include the first IP address,
the second IP address, the MAC address and/or the interface
information. For example, the first IP address and the second
IP address may be obtained based on information ADDR
provided from the address translator 1130, and the MAC
address and the interface information may be obtained based
on information INF provided from the tethering recognizer
1120. For example, the storage 1140 may include any
volatile memory and/or nonvolatile memory. According to
some example embodiments, the storage 1140 is the same as
or included in the memory device 1040.

[0084] In some example embodiments, the forwarding
table FT may maintain (e.g., store and/or record) a limited
number of tables for fast forwarding. For example, the
forwarding table FT may allow one table for a wired
interface and up to 15 tables for a wireless interface for a
WiFi address translation.

[0085] The forwarding module 1150 may perform a packet
processing on the first IP packet PK1 based on the forward-
ing table FT. For example, the forwarding module 1150 may
form or generate a MAC header for the first IP packet PK1,
may assign or allocate a CPU to perform a forwarding, and
may request the packet as an active forwarding. Since the
packet processing is performed based on the forwarding
table FT, the packet processing may be performed faster than
a conventional packet processing using the NAT, and thus
the forwarding module 1150 may be referred to as a fast
forwarding module or a CLAT-tethering based fast forward-
ing module. In addition, the forwarding module 1150 may be
referred to as an interface selector.

[0086] The transmission queue 1160 may queue (or queue-
in) the packet-processed first IP packet PK1. According to
some example embodiments, the transmission queue 1160
may be a buffer implemented using a memory (e.g., a
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volatile memory, non-volatile memory and/or the storage
1140). The transmitter 1170 may transmit the queued first IP
packet PK1. A first IP packet PK1' transmitted through the
transmitter 1170 may represent an IP packet on which the IP
address translation is performed, and thus may be denoted
by a signal name different from the first IP packet PK1
received by the receiver 1110. For example, the first IP
packet PK1' on which the IP address translation is performed
may be transmitted to the second electronic device when the
above-described data download or downlink operation is
performed, and the first IP packet PK1' on which the IP
address translation is performed may be transmitted to the
external network when the above-described data upload or
uplink operation is performed. According to some example
embodiments, the transmitter 1170 transmits the queued first
IP packet PK1 to the external network, and/or the second
electronic device, via the communication processor 1020.
The transmission queue 1160 and the transmitter 1170 may
be collectively referred to as an active forwarding module.
[0087] A network application 1101 executed on a user
space (e.g., using processing circuitry) may perform data
processing and calculation based on the received first IP
packet PK1 and/or data corresponding thereto, and may
provide a result of the data processing and calculation to the
transmitter 1170. The network application 1101 may corre-
spond to (e.g., may be the same as or similar to) the
application program 1014 in FIG. 6.

[0088] Although FIG. 7 illustrates an example where
components included in the translation device are imple-
mented in the form of software executed on a kernel space,
example embodiments are not limited thereto. For example,
at least a part of the receiver 1110, the tethering recognizer
1120, the address translator 1130, the storage 1140, the
forwarding module 1150, the transmission queue 1160 and/
or the transmitter 1170 (e.g., the address translator 1130)
may be implemented in the form of separate hardware or
hardware included in the application processor 1010 and/or
the communication processor 1020.

[0089] FIG. 8 is a flowchart illustrating an example of
forming a forwarding table in FIG. 1. FIG. 9 is a diagram
illustrating an example of a forwarding table formed by an
operation of FIG. 8.

[0090] Referring to FIGS. 1, 3, 7 and 8, when forming the
forwarding table (e.g., operation S200 in FIG. 1), the teth-
ering recognizer 1120 that operates as the event listener may
be enabled or activated (e.g., registered) first, and then the
second electronic device 200 may be connected to the first
electronic device 100 through the internal network 300 to
receive the tethering service, although not illustrated in
detail.

[0091] After that, an IPv4 address may be generated to
assign the IPv4 address to the second electronic device 200
(operation S210), and a CLAT IPv6 address may be gener-
ated to assign the CLAT IPv6 address to the second elec-
tronic device 200 (operation S220). The IPv4 address in
operation S210 may correspond to the first IP address in
FIG. 1, and the CLAT IPv6 address in operation S220 may
correspond to the second IP address in FIG. 1. The CLAT
IPv6 address may be an IPv6 address that is capable of being
translated from an IPv6 address to an IPv4 address and vice
versa.

[0092] In addition, a MAC address of the second elec-
tronic device 200 and interface information of the internal
network 300 may be obtained (operation S230).
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[0093] In some example embodiments, the CLAT IPv6
address corresponding to the second IP address and the
MAC address (and/or the interface information) may be
registered as a destination address. For example, the desti-
nation address may be registered in the forwarding module
1150 (or the interface selector).

[0094] The IPv4 address, the CLAT IPv6 address, the
MAC address and the interface information may be regis-
tered in the forwarding table FT (e.g., in association with one
another) (operation S240). As a result, CLAT-tethering
based forwarding or packet translation process or NAT-less
forwarding or packet translation process according to
example embodiments may be enabled or activated.

[0095] In some example embodiments, operations S210
and S220 may be performed by the address translator 1130,
operation S230 may be performed by the tethering recog-
nizer 1120, and operation S240 may be performed by the
address translator 1130 and the tethering recognizer 1120.

[0096] Referring to FIG. 9, the forwarding table FT may
include a first table FT1, a second table FT2 and/or a third
table FT3.

[0097] The first table FT1 may include an IPv4 address, an
IPv6 address, a MAC address and interface information of
the second electronic device 200. The IPv6 address may be
a CLAT IPv6 address which is inter-translated or inter-
changed with the IPv4 address. Similarly, each of the second
table F12 and the third table FT3 may include an IPv4
address, an IPv6 address, a MAC address and interface
information of a respective one of a third electronic device
and a fourth electronic device that are different from the
second electronic device 200 and receive the tethering
service from the first electronic device 100.

[0098] Although FIG. 9 illustrates an example where the
forwarding table FT includes three tables FT1, FT2 and FT3,
example embodiments are not limited thereto, and the num-
ber of tables included in the forwarding table FT may be
changed according to example embodiments. However, as
described above, the forwarding table FT may include a
limited number of tables for the fast forwarding.

[0099] FIGS. 10 and 11 are flowcharts illustrating
examples of performing packet processing in FIG. 1. FIG.
12 is a diagram for describing operations of FIGS. 10 and 11.
FIGS. 10 and 11 illustrate the first case in which the first IP
packet is transmitted from the external network to the
second electronic device through the first electronic device
and the internal network.

[0100] Referring to FIGS. 1, 3, 7 and 10, when performing
the packet processing (operation S300 in FIG. 1), the first IP
packet PK1 including a source address, a destination
address, a source port and a destination port (e.g., a port of
the second electronic device) may be received from the
external network 400 (operation S310). For example, a
packet reception interrupt may be generated, and a soft
interrupt for a packet reception processing may be triggered.
[0101] By passing through a CLAT translation filter, it
may be checked or determined whether the destination
address included in the first IP packet PK1 is a CLAT IPv6
address which is a format translatable IP address or a public
IP address which is a format untranslatable IP address
(operation S320). According to some example embodi-
ments, operation S320 may include checking or determining
whether the destination is a format translatable address or a
public IP address.
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[0102] When the destination address is the CLAT IPv6
address (operation S320: YES), the forwarding table FT may
be searched, and it may be checked whether the destination
address is a CLAT IPv6 address included in the forwarding
table FT (e.g., the second IP address) (operation S330).
According to some example embodiments, operation S330
may be performed based on, or in response to, the destina-
tion address being the format translatable address (operation
S320: YES).

[0103] When the destination address is the CLAT IPv6
address included in the forwarding table FT (operation
S330: YES), this may represent that the first IP packet PK1
should be provided to the second electronic device 200 by
the tethering service, and thus the destination address may
be translated into an IPv4 address (e.g., the first IP address)
based on the forwarding table FT (operation S340). For
example, an address translation for translating the destina-
tion address may be performed only once (e.g., between
operations S310 and S360), and the source address may also
be translated together. In addition, since the NAT is not
performed, the destination port may not be translated (e.g.,
between operations S310 and S360) and may be maintained
(e.g., the destination port of the first IP packet PK1 as
received in operation S310 may be the same as or similar to
a destination port of an address-translated first IP packet
PK1' transmitted in operation S360).

[0104] A MAC header for the first IP packet PK1 may be
formed or generated (operation S350). For example, the
MAC header for the first IP packet PK1 may be formed
based on the MAC address of the second electronic device
200 and the interface information of the internal network
300 (e.g., a MAC address of an interface connected to IPv4).
In some example embodiments, operation S350 may be
omitted if there is no MAC header.

[0105] The address-translated first IP packet PK1' may be
transmitted to the second electronic device 200 through the
internal network 300 (operation S360). For example, an
active forwarding may be requested, a packet to be for-
warded may be queued, a soft interrupt for forwarding may
be triggered, and/or a transmission process may be per-
formed.

[0106] When the destination address is not the CLAT IPv6
address (operation S320: NO), or when the destination
address is not the CLAT IPv6 address included in the
forwarding table FT (operation S330: NO), the method of
translating the IP packet according to example embodiments
may be terminated, and a server connection operation or a
data transmission operation may be performed based on a
public IPv6 address or another address.

[0107] Referring to FIGS. 1, 3, 7 and 11, when performing
the packet processing (operation S300 in FIG. 1), operations
S310, S320, S350 and S360 in FIG. 11 may be substantially
the same as operations S310, S320, S350 and S360 in FIG.
10, respectively. The descriptions repeated with FIG. 10 will
be omitted.

[0108] When the destination address is the CLAT IPv6
address (operation S320: YES), a format of the destination
address may be translated (operation S345). For example,
the destination address may be translated into an IPv4
address. According to some example embodiments, opera-
tion S345 may be performed based on, or in response to, the
destination address being the format translatable address
(operation S320: YES).



US 2021/0126897 Al

[0109] The forwarding table FT may be searched, and it
may be checked whether the format-translated destination
address (e.g., the translated IPv4 address) is an IPv4 address
included in the forwarding table FT (e.g., the first IP address)
(operation S335).

[0110] When the format-translated destination address is
the IPv4 address included in the forwarding table FT (opera-
tion S335: YES), this may represent that the first IP packet
PK1 should be provided to the second electronic device 200
by the tethering service, and thus operations S350 and S360
may be performed.

[0111] When the format-translated destination address is
not the IPv4 address included in the forwarding table FT
(operation S335: NO), the IP packet according to example
embodiments may be terminated.

[0112] Referring to FIG. 12, when the first IP packet PK1
is transmitted from an external network (e.g., an IPv6
network) to a second electronic device D2 through a first
electronic device D1, changes in a source address SADDR,
a destination address DADDR, a source port SPORT and/or
a destination port DPORT included in the first IP packet PK1
are illustrated.

[0113] In the external network, the source address
SADDR and the destination address DADDR of the first IP
packet PK1 may be IPv6_P and IPv6_D2 conforming to the
IPv6 protocol. In the first electronic device D1, a translator
(e.g., the address translator 1130 in FIG. 7) may translate the
source address SADDR and the destination address DADDR
of the first IP packet PK1 into IPv4_P and IPv4_D2 con-
forming to the IPv4 protocol to transmit the address-trans-
lated first IP packet to the second electronic device D2. In
the second electronic device D2, the source address SADDR
and the destination address DADDR may be maintained as
IPv4_P and 1Pv4_D2. In all cases, the source port SPORT
and the destination port DPORT may not be changed and
may be maintained to P_P and P_D2.

[0114] In some example embodiments, a configuration of
the first IP packet PK1 (e.g., values of the source address
SADDR, the destination address DADDR, the source port
SPORT and the destination port DPORT) in the second
electronic device D2 may be substantially the same as a
configuration of the first IP packet PK1 in the first electronic
device D1 (e.g., a configuration of the first IP packet PK1
after passing through the translator).

[0115] In a conventional communication system perform-
ing the NAT, the destination address DADDR and the
destination port DPORT in the external network correspond
to an address and a port of the first electronic device D1, the
format of the source address SADDR and the destination
address DADDR is translated from IPv6 to IPv4 after
passing through the translator, and then the NAT is per-
formed to translate the destination address DADDR and the
destination port DPORT into an address and a port of the
second electronic device D2. In contrast, in the communi-
cation system according to example embodiments, the des-
tination address DADDR and the destination port DPORT
may always correspond to an address and a port of the
second electronic device D2 in all cases (e.g. without being
translated by the first electronic device D1).

[0116] FIG. 13 is a flowchart illustrating another example
of performing packet processing in FIG. 1. FIG. 14 is a
diagram for describing an operation of FIG. 13. FIG. 13
illustrates the second case in which the first IP packet is

Apr. 29, 2021

transmitted from the second electronic device to the external
network through the internal network and the first electronic
device.

[0117] Referring to FIGS. 1, 3, 7 and 13, when performing
the packet processing (operation S300 in FIG. 1), the first IP
packet PK1 including a source address, a destination
address, a source port and a destination port may be received
from the second electronic device 200 (operation S410).
According to some example embodiments, operation S410
in FIG. 13 may be similar to operation S310 in FIG. 10.
[0118] It may be checked whether the destination address
included in the first IP packet PK1 is an address included in
(or belonging to, associated with, etc.) the external network
400 (operation S420).

[0119] When the destination address is included in the
external network 400 (operation S420: YES), the forwarding
table FT may be searched, and it may be checked whether
the source address included in the first IP packet PK1 is an
IPv4 address included in the forwarding table FT (e.g., the
first IP address) (operation S430).

[0120] When the source address is the IPv4 address
included in the forwarding table FT (operation S430: YES),
this may represent that the first IP packet PK1 should be
provided to the external network 400 by the tethering
service, and thus the source address may be translated into
a CLAT IPv6 address (e.g., the second IP address) based on
the forwarding table FT (operation S440). For example, only
an address translation for translating the source address may
be performed once, and the destination address may also be
translated together. In addition, since the NAT is not per-
formed, the source port may not be translated and may be
maintained.

[0121] A MAC header for the first IP packet PK1 may be
formed or generated (operation S450). For example, the
MAC header for the first IP packet PK1 may be formed
based on the interface information of the external network
400 (e.g., a MAC address corresponding to an interface
connected to IPv6). In some example embodiments, opera-
tion S450 may be omitted if there is no MAC header.
[0122] The address-translated first IP packet PK1' may be
transmitted to the external network 400 (operation S460).
According to some example embodiments, operation S460
in FIG. 13 may be similar to operation S360 in FIG. 10.
[0123] When the destination address is not included in the
external network 400 (operation S420: NO), or when the
source address is not the IPv4 address included in the
forwarding table FT (operation S430: NO), the method of
translating the IP packet according to example embodiments
may be terminated.

[0124] In some example embodiments, in FIGS. 10, 11
and 13, operations 5310 and S410 may be performed by the
receiver 1110, operations S320, S330, S335, S340, S345,
S420, S430 and S440 may be performed by the address
translator 1130, operations S350 and S450 may be per-
formed by the forwarding module 1150, and operations
8360 and S460 may be performed by the forwarding module
1150, the transmission queue 1160 and/or the transmitter
1170.

[0125] Referring to FIG. 14, when the first IP packet PK1
is transmitted from a second electronic device D2 to an
external network (e.g., an IPv6 network) through a first
electronic device D1, changes in a source address SADDR,
a destination address DADDR, a source port SPORT and a



US 2021/0126897 Al

destination port DPORT included in the first IP packet PK1
are illustrated. The descriptions repeated with FIG. 12 will
be omitted.

[0126] In the second electronic device D2, the source
address SADDR and the destination address DADDR of the
first IP packet PK1 may be IPv4_D2 and IPv4_P conforming
to the IPv4 protocol. In the first electronic device D1, the
source address SADDR and the destination address DADDR
may be maintained as IPv4_D2 and IPv4_P, and a translator
may translate the source address SADDR and the destination
address DADDR of the first IP packet PK1 into IPv6_D2
and IPv6_P conforming to the IPv6 protocol to transmit the
address-translated first IP packet to the external network. In
all cases, the source port SPORT and the destination port
DPORT may not be changed and may be maintained to
P_D2 and P_P.

[0127] In some example embodiments, a configuration of
the first IP packet PK1 in the second electronic device D2
may be substantially the same as a configuration of the first
IP packet PK1 in the first electronic device D1 (e.g., a
configuration of the first IP packet PK1 before passing
through the translator). In the communication system
according to example embodiments, the source address
SADDR and the source port SPORT may always correspond
to an address and a port of the second electronic device D2
in all cases (e.g. without being translated by the first elec-
tronic device D1).

[0128] FIG. 15 is a block diagram illustrating another
example of a translation device included in a first electronic
device of FIG. 6. The descriptions repeated with FIG. 7 will
be omitted.

[0129] Referring to FIG. 15, a translation device of FIG.
15 may be substantially the same as the translation device of
FIG. 7, except that the translation device of FIG. 15 further
includes a network subsystem 1200.

[0130] The network subsystem 1200 may be implemented
to perform a NAT, and may be generally included in a first
electronic device (e.g., the first electronic device 1000 of
FIG. 6). Since the NAT is not performed according to
example embodiments, the network subsystem 1200 may be
disabled or deactivated when the CLAT-tethering based
forwarding or packet translation process or the NAT-less
forwarding or packet translation process according to
example embodiments is enabled, activated and/or per-
formed. In FIG. 15, the disabled or deactivated network
subsystem 1200 is illustrated by dashed lines.

[0131] As will be appreciated by those skilled in the art,
the inventive concepts may be embodied as a system,
method, computer program product, and/or a computer
program product embodied in one or more computer read-
able medium(s) having computer readable program code
embodied thereon. The computer readable program code
may be provided to processing circuitry (e.g., a processor of
a general purpose computer, special purpose computer, or
other programmable data processing apparatus). The com-
puter readable medium may be a computer readable storage
medium. The computer readable storage medium may be
any tangible medium that may contain or store a program for
use by or in connection with an instruction execution
system, apparatus, or device. For example, the computer
readable medium may be a non-transitory computer readable
medium.
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[0132] FIGS. 16 and 17 are block diagrams illustrating an
example of a communication processor and an application
processor included in a first electronic device of FIG. 6.
[0133] Referring to FIG. 16, a communication processor
1500 may include processing circuitry 1510 (e.g., at least
one processor), a translation device 1520, a random access
memory (RAM) 1530, a direct memory access (DMA)
controller 1540, a modem 1550 and/or a memory interface
1560, etc., but example embodiments are not limited thereto.
[0134] The processing circuitry 1510 may control all
operations of the communication processor 1500. The RAM
1530 may be used as an operating memory, a buffer memory,
and/or a cache memory, etc. The DMA controller 1540 may
support data transmission between the components of the
communication processor 1500, and may control data to be
directly transmitted between the components of the com-
munication processor 1500 without interference by the pro-
cessing circuitry 1510. The memory interface 1560 may
transmit data to a memory 1580 and/or may read data from
the memory 1580 via the control of the processing circuitry
1510 and/or the DMA controller 1540, but is not limited
thereto. According to some example embodiments, the RAM
1530 and/or the memory 1580 may be the same as or
included in the memory device 1040.

[0135] The modem 1550 may translate an IP packet into a
signal suitable for transmission through a network and/or
translate a signal received through the network into an IP
packet. The modem 1550 may encode and modulate the IP
packet and translate the IP packet into a transmission signal.
Also, the modem 1550 may demodulate and decode a
receiving signal received through the network and translate
the receiving signal into the IP packet. The modem 1550
may amplify and filter a signal and communicate with an RF
chip 1570 configured to convert a frequency of the signal.
The RF chip 1570 may transmit the transmission signal to
the network and/or receive the receiving signal from the
network through an antenna. According to some example
embodiments, operations described herein as being per-
formed by the translation device 1520 and/or the modem
1550 may be performed by processing circuitry (e.g., the
processing circuitry 1510).

[0136] The translation device 1520 may be substantially
the same as the translation device 1030 in FIG. 6, and may
perform the method of translating the IP packet according to
example embodiments.

[0137] Referring to FIG. 17, an application processor 1600
may include processing circuitry 1610 (e.g., a central pro-
cessing unit (CPU)), a RAM 1620, a DMA controller 1630,
a modem 1640, a translation device 1650, and/or a memory
controller 1660, etc. The application processor 1600 may be
referred to as a ModAP because a function of a modem is
integrated in the application processor 1600.

[0138] Operations of the processing circuitry 1610, the
RAM 1620, the DMA controller 1630, the modem 1640, the
translation device 1650, the memory controller 1660, the RF
chip 1670 and/or the memory 1680 in FIG. 17 may be
substantially the same as or similar to those of the processing
circuitry 1510, the RAM 1530, the DMA controller 1540,
the modem 1550, the translation device 1520, the memory
interface 1560, the RF chip 1570 and the memory 1580 in
FIG. 16, respectively. According to some example embodi-
ments, the RAM 1620 and/or the memory 1680 may be the
same as or included in the memory device 1040. According
to some example embodiments, operations described herein
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as being performed by the translation device 1650 and/or the
modem 1640 may be performed by processing circuitry
(e.g., the processing circuitry 1610). According to some
example embodiments, the modem 1640 may transmit and/
or receive a signal to and/or from the RF chip 1670 via the
communication processor 1500.
[0139] The inventive concepts may be applied to various
electronic devices and communication systems providing
the tethering service. For example, the inventive concepts
may be applied to systems such as a personal computer (PC),
a server computer, a data center, a workstation, a mobile
phone, a smart phone, a tablet computer, a laptop computer,
a personal digital assistant (PDA), a portable multimedia
player (PMP), a digital camera, a portable game console, a
music player, a camcorder, a video player, a navigation
device, a wearable device, an internet of things (IoT) device,
an internet of everything (IoE) device, an e-book reader, a
virtual reality (VR) device, an augmented reality (AR)
device, a robotic device, a drone, etc.
[0140] Example embodiments may be described with ref-
erence to acts and symbolic representations of operations
(e.g., in the form of flow charts, flow diagrams, data flow
diagrams, structure diagrams, block diagrams, etc.) that may
be implemented in conjunction with devices and/or systems
discussed in more detail above. Although discussed in a
particular manner, a function or operation specified in a
specific block may be performed differently from the flow
specified in a flowchart, flow diagram, etc. For example,
functions or operations illustrated as being performed seri-
ally in two consecutive blocks may actually be performed
concurrently, simultaneously, or in some cases be performed
in reverse order.
[0141] The foregoing is illustrative of example embodi-
ments and is not to be construed as limiting thereof.
Although some example embodiments have been described,
those skilled in the art will readily appreciate that many
modifications are possible in example embodiments without
materially departing from the novel teachings and advan-
tages of example embodiments. Accordingly, all such modi-
fications are intended to be included within the scope of
some example embodiments as defined in the claims. There-
fore, it is to be understood that the foregoing is illustrative
of various example embodiments and is not to be construed
as limited to the specific examples disclosed, and that
modifications to some example embodiments are intended to
be included within the scope of the appended claims.
What is claimed is:
1. A method of translating an Internet protocol (IP)
packet, the method comprising:
forming, by a first electronic device, a forwarding table by
assigning a first IP address and a second IP address to
a second electronic device, the first electronic device
and the second electronic device being connected
through an internal network such that a tethering ser-
vice is provided to the second electronic device through
the first electronic device, the first IP address and the
second IP address having different formats, and the first
IP address being associated with the second IP address
in the forwarding table; and
performing, by the first electronic device, an IP address
translation on a first IP packet to be transmitted based
on the forwarding table such that the first IP packet
includes the first IP address or the second IP address,
the first IP packet being included in a communication
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between the second electronic device and an external
network through the internal network and the first
electronic device.

2. The method of claim 1, wherein

the first IP address has a first format based on an Internet

protocol of a first version; and

the second IP address has a second format based on an

Internet protocol of a second version different from the
first version.

3. The method of claim 2, wherein

the internal network includes a communication environ-

ment based on the Internet protocol of the first version;
and

the external network includes a communication environ-

ment based on the Internet protocol of the second
version.

4. The method of claim 2, wherein the first IP address and
the second IP address are inter-translatable with each other
based on a client side translator (CLAT).

5. The method of claim 2, wherein

the Internet protocol of the first version is an Internet

protocol version 4 (IPv4) protocol; and

the Internet protocol of the second version is an Internet

protocol version 6 (IPv6) protocol.

6. The method of claim 1, wherein a network address
translation (NAT) is not performed during the performing
the IP address translation on the first IP packet.

7. The method of claim 1, wherein forming the forwarding
table includes:

generating the first IP address to assign the first IP address

to the second electronic device;

generating the second IP address to assign the second IP

address to the second electronic device;

obtaining a medium access control (MAC) address of the

second electronic device and interface information of
the internal network; and

registering the first IP address, the second IP address, the

MAC address and the interface information in the
forwarding table.

8. The method of claim 7, wherein the registering registers
the second IP address and the MAC address as a destination
address.

9. The method of claim 1, further comprising:

performing packet processing including,

receiving the first IP packet from the external network,
the first IP packet including a source address and a
destination address,

checking whether the destination address is a format
translatable IP address or a public IP address, the
public IP address being a format untranslatable IP
address,

checking whether the destination address is the second
1P address included in the forwarding table based on
the destination address being the format translatable
IP address,

performing the IP address translation by translating the
destination address of the first IP packet into the first
1P address based on the destination address being the
second IP address to obtain an address-translated
first IP packet, and

transmitting the address-translated first IP packet to the
second electronic device through the internal net-
work.
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10. The method of claim 9, wherein
the first IP packet further includes a source port and a
destination port;
the destination address of the first IP packet is translated
only once between the receiving the first IP packet and
the transmitting the address-translated first IP packet;
and
the destination port of the first IP packet is the same as a
destination port of the address-translated first IP packet.
11. The method of claim 10, wherein the destination port
included in the address-translated first IP packet transmitted
to the second electronic device corresponds to a port of the
second electronic device.
12. The method of claim 9, wherein the performing packet
processing further includes:
forming a MAC header for the first IP packet based on a
MAC address of the second electronic device and
interface information of the internal network.
13. The method of claim 1, further comprising:
performing packet processing including,
receiving a first IP packet from the external network,
the first IP packet including a source address and a
destination address,
checking whether the destination address is a format
translatable IP address or a public IP address, the
public IP address being a format untranslatable IP
address,
performing the IP address translation by translating a
format of the destination address of the first IP packet
based on the destination address being the format
translatable IP address to obtain a format-translated
destination address of an address-translated first IP
packet,
checking whether the format-translated destination
address is the first IP address included in the for-
warding table, and
transmitting the address-translated first IP packet to the
second electronic device through the internal net-
work based on the format-translated destination
address being the first IP address.
14. The method of claim 1, further comprising:
performing packet processing including,
receiving a first IP packet from the second electronic
device, the first IP packet including a source address
and a destination address,
checking whether the destination address is an address
included in the external network,
checking whether the source address is the first IP
address included in the forwarding table,
performing the IP translation on the first IP packet by
translating the source address of the first IP packet
into the second IP address based on the destination
address being the address included in the external
network and the source address being the first IP
address to obtain an address-translated first IP
packet, and
transmitting the address-translated first IP packet to the
external network.
15. The method of claim 14, wherein the performing
packet processing further includes:
forming a MAC header for the first IP packet based on
interface information of the external network.
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16. The method of claim 1, wherein the internal network
is based on one of a universal serial bus (USB), Bluetooth
or Wireless Fidelity (WiFi).

17. A communication system comprising:

a first electronic device configured to connect to an

external server via an external network; and
a second electronic device configured to receive a teth-
ering service through the first electronic device via an
internal network,
wherein the first electronic device is configured to,
form a forwarding table by assigning a first IP address
and a second IP address to the second electronic
device, the first IP address and the second IP address
having different formats, and the first IP address
being associated with the second IP address in the
forwarding table, and

perform an IP address translation on a first IP packet to
be transmitted based on the forwarding table such
that the first IP packet includes the first IP address or
the second IP address, the first IP packet being
included in a communication between the second
electronic device and the external network through
the internal network and the first electronic device.
18. The communication system of claim 17, wherein the
first electronic device includes:
processing circuitry configured to,
manage a tethering connection state with the second
electronic device,

obtain information associated with the second elec-
tronic device and the internal network,

generate, assign and translate the first IP address and
the second IP address of the second electronic
device, and

perform packet processing on the first IP packet based
on the forwarding table to obtain a packet-processed
first IP packet;
a storage configured to store the forwarding table; and
a transmission queue configured to queue the packet-
processed first IP packet.
19. The communication system of claim 17, wherein a
configuration of the first IP packet in the second electronic
device is the same as a configuration of the first IP packet in
the first electronic device when the second electronic device
communicates with the external network through the inter-
nal network and the first electronic device.
20. An electronic device comprising:
a receiver configured to receive a first Internet Protocol
(IP) packet based on communication between an exter-
nal electronic device and a first network using a teth-
ering service, the first IP packet including a source
address, a destination address, a source port and a
destination port;
processing circuitry configured to,
manage a tethering connection state with the external
electronic device such that a tethering service is
provided to the external electronic device through a
second network,

obtain a medium access control (MAC) address of the
external electronic device and interface information
of the second network,

generate a first [P address and a second IP address,

assign the first IP address and the second IP address to
the external electronic device,
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perform an IP address translation on the first IP packet
such that the source address or the destination
address is translated into the first IP packet includes
the first IP address or the second IP address, the first
1P address and the second IP address having different
formats, and

perform packet processing on the first IP packet based
on a forwarding table to obtain a packet-processed
first IP packet, the forwarding table including the
first IP address, the second IP address and the MAC
address of the external electronic device and the
interface information of the first network, the first IP
address being associated with the second IP address
in the forwarding table;

a storage configured to store the forwarding table;

a transmission queue configured to queue the packet-
processed first IP packet to obtain a queued first IP
packet; and

a transmitter configured to transmit the queued first IP
packet,

wherein the source port and the destination port of the first
IP packet are the same as a source port and a destination
port of the queued first IP packet.
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