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INFORMATION PROCESSING APPARATUS , 
INFORMATION PROCESSING METHOD , 
AND NON - TRANSITORY STORAGE 

MEDIUM 

[ 0009 ] FIGS . 3A to 3D are diagrams for describing pro 
cessing on received communication data ; 
[ 0010 ] FIG . 4 is an overview flowchart of processing for 
the test ; 

CROSS - REFERENCE TO RELATED 
APPLICATION ( S ) 

[ 0001 ] This application is based upon and claims the 
benefit of priority from Japanese Patent Application No. 
2020-204338 , filed Dec. 9 , 2020 ; the entire contents of 
which are incorporated herein by reference . 

[ 0011 ] FIG . 5 is a diagram illustrating an analysis result ; 
[ 0012 ] FIG . 6 is a diagram illustrating a first example of an 
arrangement of an information processing apparatus ; 
[ 0013 ] FIG . 7 is a diagram illustrating a second example 
of the arrangement of the information processing apparatus ; 
and 
[ 0014 ] FIG . 8 is a block diagram illustrating one example 
of a hardware configuration according to one embodiment of 
the present invention . FIELD 

DETAILED DESCRIPTION [ 0002 ] Embodiments described herein relate generally to 
an information processing apparatus , an information pro 
cessing method , and a non - transitory storage medium . 

BACKGROUND 

a 

[ 0003 ] In recent years , along with development in an 
internet of things ( IoT ) field , a large amount of various data 
can be collected , and use of the collected data has attracted 
attention . For example , a service for detecting an abnormal 
ity based on a distribution of the collected data or the like has 
been operated . In addition , a service for predicting a future 
variation , such as a traffic jam , a weather , or a corporate 
stock , based on the collected data has been operated . 
[ 0004 ] To improve reliability of the above - described ser 
vices , it is vital that a test is to be sufficiently performed . 
However , it is difficult to sufficiently prepare data for the 
test . For example , when a service for monitoring expensive 
industrial devices is to be started , purchase of a large number 
of the industrial devices for development to obtain data of 
the industrial devices is not realistic in terms of costs . In 
addition , when the industrial devices are not distributed in a 
large quantity , there is not a lot of chances to obtain the data 
of the industrial devices . 
[ 0005 ) For this reason , instead of using actual data as the 
data for the test , data generated in a simulative manner is 
also used as the data for the test . In addition , instead of 
reading the data for the test , the test is also performed by 
generating an error in a simulative manner in a program for 
realizing the service . 
[ 0006 ] However , according to these methods , since a user 
is to create a scenario for generating the data for the test or 
specify a type or a frequency of the error to be generated , a 
burden of the user is large . In addition , a situation has 
happened that , a reproduction test is performed since an 
error has occurred in the service , but the error does not occur 
in the reproduction test , which troubles an operator of the 
service . In many cases , this is not due to a difference in 
content between the data for the test and the actual data , but 
there is an issue in a communication environment , process 
ing timing , or the like . Therefore , even when the data for the 
test is prepared with difficulty , reliability of the test may not 
necessarily be improved . 

[ 0015 ] According to one embodiment of the present inven 
tion , an apparatus and the like that increases reliability and 
efficiency of a test on an apparatus configured to perform 
processing based on received data are provided . 
[ 0016 ] An information processing apparatus correspond 
ing to one embodiment of the present invention includes a 
receiver , an analyzer , a generator , and a transmitter . The 
receiver is configured to receive data transmitted from a first 
apparatus and addressed to a second apparatus . The analyzer 
is configured to perform an analysis on the data that is 
received . The generator is configured to generate test com 
munication data corresponding to the data that is received 
based on a result of the analysis . The transmitter is config 
ured to transmit the test communication data to the second 
apparatus with a transmission source of the test communi 
cation data spoofed as the first apparatus . 
[ 0017 ] An embodiment will be explained in detail below 
with reference to the accompanying drawings . The present 
invention is not limited to the embodiment . ( One embodi 
ment of the present invention ) 
[ 0018 ] FIG . 1 is a block diagram illustrating an informa 
tion processing system according to one embodiment of the 
present invention . An information processing system 1 
according to the present embodiment includes a data provi 
sion apparatus ( first apparatus ) 11 , a data processing appa 
ratus ( second apparatus ) 12 , and an information processing 
apparatus 13. The information processing apparatus 13 
includes a receiver 131 , an analyzer 132 , a storage 133 , a 
generator 134 , and a transmitter 135 . 
[ 0019 ] The information processing system 1 is a system in 
which the data processing apparatus 12 performs predeter 
mined processing based on data provided from the data 
provision apparatus 11. The processing is not particularly 
limited . For example , a determination as to whether the data 
provision apparatus 11 is in a normal or abnormal state may 
be performed based on the data provided from the data 
provision apparatus 11. Alternatively , an estimation of a 
future value of the data or data associated with the data may 
be performed . In addition , the data processing apparatus 12 
may return , or may not return , a processing result to the data 
provision apparatus 11 . 
[ 0020 ] The data provided by the data provision apparatus 
11 may be related to the data provision apparatus 11. For 
example , the data may indicate a load , values of an input and 
an output , or the like of the data provision apparatus 11 . 
Alternatively , the data provision apparatus 11 may be an 
apparatus for monitoring , and the data provided by the data 
provision apparatus 11 may be related to a monitor target . 
For example , the data may be information measured by a 

a 

a 

a 

BRIEF DESCRIPTION OF THE DRAWINGS 

[ 0007 ] FIG . 1 is a block diagram illustrating an informa 
tion processing system according to one embodiment of the 
present invention ; 
[ 0008 ] FIG . 2 is an overview flowchart of processing for 
preparing a test ; 
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sensor included in the data provision apparatus 11 such as 
information related to an environment . For example , the 
information may be a temperature , a humidity , or a wind 
speed . Alternatively , the data may be information related to 
an object captured by a camera included in the data provi 
sion apparatus 11 such as , for example , a location , a color , 
or a movement speed . 
[ 0021 ] It is noted that the data provided by the data 
provision apparatus 11 may not necessarily be configured by 
an actually measured value . For example , the data may 
include a value estimated by the data provision apparatus 11 , 
or may also include a predetermined value for the test . 
[ 0022 ] It is noted that the data provision apparatus 11 may 
include a plurality of data provision apparatuses 11. For 
example , in some cases , the monitor target may be moni 
tored using a plurality of IoT terminals , and pieces of data 
respectively obtained by the plurality of IoT terminals may 
be transmitted to the data processing apparatus 12. As will 
be mentioned below , even in such a case , the processing of 
the present embodiment is not affected . 
[ 0023 ] It is noted that the data provided from the data 
provision apparatus 11 is transmitted to the data processing 
apparatus 12 via a communication network . For this , the 
data provision apparatus 11 converts data to be provided in 
a format in compliance with a communication protocol and 
transmits the data . Although terms of the data in the format 
may be different , such as a packet , a frame , and the like , 
depending on a communication layer , but the data is not 
distinguished in the present description and will be referred 
to as " communication data ” . Furthermore , the data provided 
from the data provision apparatus 11 will be referred to as 
“ actual data ” , and the communication data including the 
actual data will be referred to as " actual communication 
data ” . 
[ 0024 ] That is , the actual communication data transmitted 
from the data provision apparatus 11 and addressed to the 
data processing apparatus 12 ( transmission destination ) is 
included in the communication data flowing in the commu 
nication network between the data provision apparatus 11 
and the data processing apparatus 12 , and the actual com 
munication data includes therein the actual data . 
[ 0025 ] In addition , the information processing system 1 
performs a test for the data processing apparatus 12. The 
information processing apparatus 13 is an apparatus for 
performing the test . 
[ 0026 ] The information processing apparatus 13 receives 
the actual communication data , and generates communica 
tion data for the test based on the actual communication 
data . The communication data for the test includes data for 
the test corresponding to the actual data . Hereinafter , the 
communication data for the test will be referred to as “ test 
communication data ” , and the data for the test will be 
referred to as “ test data ” . A detail of the generation of the test 
communication data will be described below together with 
components of the information processing apparatus 13 . 
[ 0027 ] It is noted that an address of the actual communi 
cation data is the data processing apparatus 12 , and is not the 
information processing apparatus 13. Therefore , the infor 
mation processing apparatus 13 is to intercept the actual 
communication data , but a technology in a related art may 
be used for the interception . 
[ 0028 ] For example , when the data provision apparatus 11 
and the information processing apparatus 13 exist in a same 
local area network ( LAN ) , the information processing appa 

ratus 13 can receive a frame relevant to the actual commu 
nication data from the data provision apparatus 11. Nor 
mally , the frame that is not addressed to itself is discarded . 
However , the information processing apparatus 13 can 
receive the actual communication data when a check is 
performed on whether or not the address is the data pro 
cessing apparatus 12 using information ( for example , an IP 
address ) indicating the address included in the received 
frame or the like , and a setting is made such that the frame 
addressed to the data processing apparatus 12 is not to be 
discarded . In addition , when the data processing apparatus 
12 and the information processing apparatus 13 exist in a 
same LAN , the information processing apparatus 13 can 
receive a copy of the frame that is generated by communi 
cation equipment such as a switch in the identical LAN and 
that is to be received by the data processing apparatus 12 . 
Therefore , in this case too , when the setting is made such 
that the frame addressed to the data processing apparatus 12 
is not to be discarded , the information processing apparatus 
13 can receive the actual communication data . In addition , 
in a case where the information processing apparatus 13 
exist in neither the same LAN as the data provision appa 
ratus 11 nor the same LAN as the data processing apparatus 
12 , when communication equipment such as a router exist 
ing on a communication route from the data provision 
apparatus 11 to the data processing apparatus 12 is set to 
forward the packet addressed to the data processing appa 
ratus 12 to the information processing apparatus 13 , the 
information processing apparatus 13 can receive the actual 
communication data in the packet . 
[ 0029 ] At the time of the test , the information processing 
apparatus 13 generates and transmits the test communication 
data to the data processing apparatus 12. The data processing 
apparatus 12 processes the test communication data from the 
information processing apparatus 13 without distinguishing 
the test communication data from the actual communication 
data . In this manner , it is possible to execute the test based 
on the test communication data . 
[ 0030 ] The components of the information processing 
apparatus 13 and a detail of the processing will be described 
along its flow . 
[ 0031 ] FIG . 2 is an overview flowchart of processing for 
preparing the test . 
[ 0032 ] The receiver 131 of the information processing 
apparatus 13 receives the communication data flowing in the 
communication network ( S101 ) . It is noted that , the receiver 
131 can perhaps only the actual communication data due to 
the forwarding by the communication equipment in some 
cases , but it perhaps receives the communication data 
addressed to the data processing apparatus 12 from different 
unit from the data provision apparatus 11 in other cases . In 
addition , even the communication data addressed to the data 
processing apparatus 12 from the data provision apparatus 
11 may not necessarily be the actual communication data , 
and may be data that is not related to the processing of the 
data processing apparatus 12 set as a target . Therefore , the 
analyzer 132 of the information processing apparatus 13 
executes analysis processing on the communication data 
received by the receiver 131 ( S102 ) , and obtains information 
required for the generation of the test communication data . 
[ 0033 ] FIGS . 3A to 3D are diagrams for describing pro 
cessing on the received communication data . FIG . 3A illus 
trates the communication data received by the receiver 131 . 
Each of rows in a table of FIG . 3A corresponds to one piece 

? 

a 
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of communication data . In an example of FIG . 3A , the 
received communication data includes a transmission time at 
which the communication data is transmitted , an IP address 
indicating a transmission source , an IP address indicating a 
transmission destination , and a payload . The payload refers 
to a data body obtained by excluding additional information 
such as a header from the communication data . Therefore , 
the payload of the actual communication data is equivalent 
to the actual data . 
[ 0034 ] It is noted that an IP address of the data provision 
apparatus 11 is set as “ 10.0.0.1 " , and an IP address of the 
data processing apparatus 12 is set as “ 10.0.1.1 ” . Therefore , 
the first , third , and fifth rows in the table of FIG . 3A are 
relevant to the actual communication data , and the other 
rows are not relevant to the actual communication data . In 
this manner , when the communication data that is not the 
actual communication data is also received , the analyzer 132 
extracts communication related to the actual communication 
data based on the IP addresses of the data provision appa 
ratus 11 and the data processing apparatus 12 as one example 
of the analysis processing . FIG . 3B illustrates the actual 
communication data extracted by the analyzer 132. It is 
noted that the extraction may be performed based on a value 
of data included in the payload instead of the IP addresses . 
[ 0035 ] A payload in the first row in FIG . 3B indicates data 
of { " device_id " : " 001 " , " time " : " 09:00:00 " , " data " : " 1.9 " } . 
This indicates that a value of a collection target item in a 
device having a " device_id ” of “ 001 ” is “ 1.9 " , and a 
measurement time of this value is at “ 09:00:00 " . This value 
is used for the processing of the data processing apparatus 
12. In this manner , the payload of the actual communication 
data includes the value used in the processing of the data 
processing apparatus 12 and the time at which this value is 
obtained by the data provision apparatus 11. It is noted that 
the device may mean the data provision apparatus 11 or may 
mean a part of instrument of the data provision apparatus 11 
or the like . 
[ 0036 ] It is noted that the payload may include other 
information such as , for example , information indicating a 
type of a sensor used for the measurement . In addition , one 
piece of actual communication data may include a plurality 
of values . For example , the data provision apparatus 11 may 
collectively transmit measurement values for several times 
to the data processing apparatus 12 at once . In addition , a 
plurality of data provision apparatuses 11 may exist , and one 
of them may be a representative of the data provision 
apparatuses 11 to collect values of the respective data 
provision apparatuses 11 and collectively transmit the values 
to the data processing apparatus 12. Therefore , the measure 
ment values for several times for each of the plurality of data 
provision apparatuses 11 may be included in one payload . 
[ 0037 ] The analyzer 132 may further process the actual 
communication data for the creation of the test communi 
cation data . FIG . 3C is a diagram illustrating a process 
example . In the example of FIG . 3C , the transmission time 
is processed . The transmission time in the first row is set as 
a reference time of " 00 : 00 : 00.000 ” , and the transmission 
time in a row other than the first row indicates a difference 
from the transmission time in the preceding row , in other 
words , a transmission interval . In addition , a value related to 
the time in the payload is changed into a value indicating the 
difference from the transmission time . When such a process 
is performed , at the time of the generation of the test 
communication data , these values can be easily changed into 

values in accordance with the execution time of the test . The 
processed actual communication data illustrated in FIG . 3C 
may be also regarded as a template of the test communica 
tion data . The analyzer 132 may detect and change an item 
specified in advance in this manner such as the time from the 
actual communication data as one example of the analysis 
processing . 
[ 0038 ] It is noted that the time in the payload of FIG . 3C 
is a negative figure while the transmission time in the 
identical row is set as a reference . This is because the time 
in the payload is a time at which the value in the payload is 
obtained by the data provision apparatus 11 or the like , and 
is a time before the transmission time of the actual commu 
nication data by the data provision apparatus 11 . 
[ 0039 ] The storage 133 stores a processing result of the 
analyzer 132 as illustrated in FIGS . 3B and 3C ( S103 ) . It is 
noted that data to be stored in the storage 133 is not 
particularly limited . For example , a set value or the like 
related to the test which is specified in advance by an 
administrator or the like of the test may be stored . For 
example , when the test is automatically executed , a start 
time of the test may be stored . 
[ 0040 ] In this manner , after the preparation for the test is 
in order , the test is executed . FIG . 4 is an overview flowchart 
of processing for the test . 
[ 0041 ] The receiver 131 receives an execution instruction 
of the test together with the information required for the 
execution of the test such as the execution time of the test 
( S201 ) . It is noted that in a case where the test is regularly 
and automatically performed or the like , the processing in 
S201 is skipped . In addition , it is sufficient that the infor 
mation required for the execution of the test is stored in the 
storage 133 in advance . The generator 134 obtains informa 
tion required for the generation of the test communication 
data from the storage 133 ( S202 ) . Then , the test communi 
cation data is generated using the obtained information 
( S203 ) . For example , the template illustrated in FIG . 3C is 
obtained to set the transmission time , the time in the 
payload , or the like . In this case , the test communication data 
may be regarded as data in which a value such as a time 
included in the actual communication data is disguised . 
[ 0042 ] FIG . 3D illustrates the generated test communica 
tion data . Each of rows is equivalent to one piece of the test 
communication data . In an example of FIG . 3D , the trans 
mission time of the test communication data indicates a time 
obtained by adding a predetermined time to the transmission 
time of the template illustrated in FIG . 3C . The predeter 
mined time is specified in accordance with the test . For 
example , the predetermined time may be a start time of the 
test . 
[ 0043 ] Since the transmission time of the template in the 
first row of FIG . 3C is “ 00 : 00 : 00.000 ” and the transmission 
time of the test communication data in the first row of FIG . 
3D is “ 11 : 00 : 17.169 " , it is understood that “ 11 : 00 : 17.169 " is 
added . Since the transmission time of the template in the 
second row of FIG . 3C is “ 00 : 01 : 00.006 ” , “ 11 : 01 : 17.175 " 
obtained by adding “ 11 : 00 : 17.169 ” to “ 00 : 01 : 00.006 ” is the 
transmission time of the test communication data in the 
second row of FIG . 3D . Although the transmission time of 
the template in the third row of FIG . 3C is also “ 00:01:00 . 
006 ” , as described above , this transmission time is the 
difference from the preceding row . Therefore , “ 11:02:17 . 
181 ” obtained by adding the transmission time “ 11:01:17 . 
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175 " in the second row of FIG . 3D to " 00 : 01 : 00.006 ” is the 
transmission time of the test communication data in the third 
row of FIG . 3D . 
[ 0044 ] It is noted that the test communication data of FIG . 
3D may be directly generated from the actual communica 
tion data of FIG . 3B . The time difference from “ 09:00:05 . 
158 ” to “ 11 : 00 : 17.169 ” may be added to each of the times 
of FIG . 3B . In other words , the process as illustrated in FIG . 
3C may not be necessarily performed . 
[ 0045 ] The transmitter 135 of the information processing 
apparatus 13 transmits the generated test communication 
data to the data processing apparatus 12 based on the 
transmission time included in the test communication data 
( S204 ) . At this time , the transmitter 135 preferably performs 
the transmission with a transmission source of the test 
communication data spoofed as the data provision apparatus 
using a technology such as IP spoofing . Alternatively , the 
test data may include an item related to the transmission 
source , and by setting information indicating the data pro 
vision apparatus 11 instead of the information processing 
apparatus 13 in the item , software configured to perform the 
processing of the data processing apparatus 12 may misun 
derstand that the data is from the data provision apparatus 
11 . 
[ 0046 ] In addition , the transmitter 135 may perform the 
transmission at the transmission time included in the test 
communication data , for example , or may perform the 
transmission after a predetermined period of time elapses 
since the transmission time included in the test communi 
cation data . 
[ 0047 ] Thus , the test based on the test communication data 
for the data processing apparatus 12 is executed . 
[ 0048 ] It is noted that the test may be performed using one 
piece of test communication data , but the test is preferably 
performed by sequentially transmitting plural pieces of test 
communication data because reproducibility of the error is 
improved . In the example of FIG . 3D , three pieces of test 
communication data are illustrated , and the transmission 
time of each piece of the test communication data is set . In 
such a case , the transmitter 135 preferably transmits each 
piece of the test communication data at a same interval as an 
interval for the transmission time of each piece of the test 
communication data . For example , when the test commu 
nication data in the first row of FIG . 3D is transmitted at 
“ 11 : 00 : 18.169 ” that is one second after the transmission 
time “ 11 : 00 : 17.169 ” , the test communication data in the 
second row of FIG . 3D is also similarly transmitted at 
“ 11 : 01 : 18.175 " that is one second after the transmission 
time “ 11 : 01 : 17.175 " . In this manner , when the transmission 
is performed without changing the transmission interval for 
each piece of the test communication data , the data provision 
apparatus receives the test communication data in the same 
manner as the actual communication data . Therefore , the test 
is more preferably performed using the plural pieces of test 
communication data at the same transmission interval as that 
of the actual communication data as described above than 
the test based on the one piece of test communication data 
because a difference from the actual processing of the data 
processing apparatus 12 is decreased . 
[ 0049 ] It is noted that the above - described flow is one 
example , and in addition to the above , various types of 
processing may be performed . For example , in the above 
description , values other than the time in the payload are not 
changed . Therefore , the actual data and the test data are not 

different with regard to the data used by the data processing 
apparatus . However , there may be a desire to perform the 
test by changing the transmission interval . In view of the 
above , the analyzer 132 may collect statistics of transmis 
sion intervals of the actual communication data , and the 
generator 134 may determine the transmission times of the 
test communication data based on a statistical result as one 
example of the analysis processing . In addition , the analyzer 
132 may calculate an average of the transmission intervals 
of the actual communication data and a probability of an 
occurrence of an event where the transmission is performed 
at a time off the average by a predetermined period of time 
or more as one example of the analysis processing . In 
addition , a distribution of the probability may be normalized 
by a normal distribution , a Poisson distribution , or the like . 
In addition , an outlier , in other words , a transmission interval 
when the transmission is performed at a time off the average 
by the predetermined period of time or more may be 
determined using Grubbs's test or the like . The generator 
134 may transmit the test communication data at a trans 
mission interval different from that of the actual data using 
such an analysis result . In addition , similarly , the analyzer 
132 may collect statistics of measurement times and mea 
surement values , and the generator 134 may determine these 
values based on a statistical result and set the values in the 
new test communication data . 
[ 0050 ] FIG . 5 is a diagram illustrating an example of the 
analysis result . In the example of FIG . 5 , a case is illustrated 
where a plurality of models are registered as the data 
provision apparatuses . In addition , each of rows indicates a 
result of statistics of the actual communication data for each 
of the data provision apparatuses . The generator 134 may 
generate a value of the test data based on such a statistical 
result . For example , test communication data related to a 
model A may be transmitted with a delay of approximately 
five seconds from the measurement time indicated by the 
test data , and the test communication data may be transmit 
ted without a delay longer than five seconds or with a delay 
longer than five seconds from the measurement time at a rate 
of 0.001 % . 
[ 0051 ] It is noted that the analysis result as illustrated in 
FIG . 5 may be obtained from data other than the actual 
communication data . For example , a manufacturer or the 
like of the data provision apparatus 11 may provide infor 
mation such as a transmission interval or a data format . In 
addition , there may be a case where statistical data of a same 
model as the data provision apparatus 11 can be obtained in 
advance . In such a case , already identified information may 
be stored in the storage 133 in advance , and the analyzer 
may perform statistical processing with regard to an item 
that is not identified . In addition , the generator 134 may 
regard the data provided by the manufacturer or the like of 
the data provision apparatus 11 as normal and regard the 
statistical result based on the actual communication data as 
semi - normal to generate normal test communication data 
and semi - normal test communication data . In this manner , 
the normal test based on the normal test communication data 
and the semi - normal test based on the semi - normal test 
communication data may be executed . 
[ 0052 ] In addition , timing at which the transmitter 135 
transmits the test communication data is preferably adjusted . 
For example , transmission timing is preferably changed by 
taking into account a period of the transmission from the 
data provision apparatus 11 to the data processing apparatus 

a 

a 



US 2022/0182307 A1 Jun . 9. 2022 
5 

a 

a 

12 and a period of the transmission from the information 
processing apparatus 13 to the data processing apparatus 12 . 
[ 0053 ] It is sufficient that the information processing appa 
ratus 13 exists in a location where the actual communication 
data can be received . The information processing apparatus 
13 can exist in the same LAN as the data provision apparatus 
11 , exist in the same LAN as the data processing apparatus 
12 , and exist in a communication network different from 
those of the data provision apparatus 11 and the data 
processing apparatus 12. However , a period of time for the 
test communication data to reach the data processing appa 
ratus 12 from the information processing apparatus 13 varies 
depending on the location of the information processing 
apparatus 13. Therefore , the period of time is also preferably 
taken into account . 
[ 0054 ] FIG . 6 is a diagram illustrating a first example of an 
arrangement of the information processing apparatus 13. In 
a case of the example of FIG . 6 , the information processing 
apparatus 13 and the data provision apparatus 11 are con 
nected to same communication equipment 21A such as a 
router and exist in a same LAN 2A . In this case , a commu 
nication period of the actual communication data is substan 
tially the same as a communication period of the test 
communication data . Therefore , in this case , the transmitter 
135 only have to take care of transmitting the test commu 
nication data to the data processing apparatus 12 at the 
transmission time set in the test communication data . 
[ 0055 ] FIG . 7 is a diagram illustrating a second example 
of the arrangement of the information processing apparatus 
13. In a case of the example of FIG . 7 , the information 
processing apparatus 13 and the data processing apparatus 
12 are connected to same communication equipment 21B 
and exist in a same LAN 2B . In this case , it takes a certain 
period of time for the actual communication data to reach the 
LAN 2B from the data provision apparatus 11. Therefore , 
when the transmitter 135 transmits the test communication 
data to the data processing apparatus 12 at the transmission 
time set in the test communication data , a difference from an 
actual communication period is generated to some extent . In 
view of the above , the transmitter 135 transmits the test 
communication data at a time after the period of time for the 
actual communication data to reach the LAN 2B from the 
data provision apparatus 11 elapses from the transmission 
time set in the test communication data . With this configu 
ration , the data processing apparatus 12 is set to receive the 
test communication data at a time at which the data pro 
cessing apparatus 12 receives the actual communication data 
when it is assumed that the data provision apparatus 11 
transmits the actual communication data at the transmission 
time set in the test communication data . 
[ 0056 ] It is noted that information related to an installation 
location of the information processing apparatus 13 may be 
stored in the storage 133 in advance . Alternatively , the 
analyzer 132 of the information processing apparatus 13 
may determine whether or not the information processing 
apparatus 13 exists in the identical LAN to that of the data 
provision apparatus 11 or the data processing apparatus 12 
by comparing the IP address of the information processing 
apparatus 13 with the IP address of the data provision 
apparatus 11 or the data processing apparatus 12 . 
[ 0057 ] In addition , when the receiver 131 of the informa 
tion processing apparatus 13 records the reception time of 
the actual communication data , and the analyzer 132 calcu 
lates the difference from the transmission time of the actual 

communication data , it is possible to calculate a communi 
cation period of time from the data provision apparatus 11 to 
the information processing apparatus 13. Therefore , the 
transmission timing can be adjusted using the communica 
tion period of time from the data provision apparatus 11 to 
the information processing apparatus 13. As described 
above , according to the present embodiment , the test com 
munication data can be automatically created based on the 
actual communication data transmitted by the data provision 
apparatus 11. In addition , contents of the test communication 
data can be a mixture of normal data , semi - normal data , and 
abnormal data , like the actual communication data . Further 
more , not only the contents of the test communication data 
but also the transmission interval of the test communication 
data , a relationship between the reception period of the test 
communication data by the data processing apparatus 12 and 
the measurement time included in the test communication 
data , and the like are approximated to an actual situation , so 
that it is possible to perform the test with high reproduc 
ibility . 
[ 0058 ] It is noted that at least a part of the above - described 
embodiment may be realized by a dedicated electronic 
circuit ( that is , hardware ) such as an integrated circuit ( IC ) 
in which a processor , a memory , and the like are imple 
mented . In addition , at least a part of the above - described 
embodiment may be realized by executing software ( pro 
gram ) . For example , a computer device for a general pur 
pose is basically used as the hardware , and a processor such 
as a CPU mounted to the computer device is caused to 
execute the program , so that it is possible to realize the 
processing of the above - described embodiment . 
[ 0059 ] For example , when dedicated software stored in a 
computer - readable storage medium is read out by a com 
puter , the computer can be caused to function as the appa 
ratuses of the above - described embodiment . A type of the 
storage medium is not particularly limited . In addition , when 
the computer installs therein the dedicated software down 
loaded via the communication network , the computer can be 
caused to function as the apparatuses of the above - described 
embodiment . In this manner , information processing by the 
software is explicitly implemented using hardware 
resources . 

a [ 0060 ] FIG . 8 is a block diagram illustrating one example 
of a hardware configuration according to one embodiment of 
the present invention . The information processing apparatus 
13 includes a processor 41 , a main storage 42 , an auxiliary 
storage 43 , a network interface 44 , and a device interface 45 , 
and can be realized as a computer device 4 in which these 
components are connected via a bus 46. The storage 133 can 
be realized by the main storage 42 or the auxiliary storage 
43 , and other components can be realized by the processor 
41 . 
[ 0061 ] It is noted that the computer device 4 of FIG . 8 
includes one each of the components , but may include plural 
pieces of the same components . In addition , FIG . 8 illus 
trates the computer device 4 as a single device , but the 
software may be installed in a plurality of computer devices , 
and each of the plurality of computer devices may execute 
a different part of the processing of the software . 
[ 0062 ] The processor 41 is an electronic circuit including 
a control device and an arithmetic device of the computer . 
The processor 41 is configured to perform operation pro 
cessing based on data or a program input from each of the 
devices of an internal configuration of the computer device 
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4 or the like , and output an operation result or a control 
signal to each of the devices . Specifically , the processor 41 
executes an operating system ( OS ) , application , and the like 
of the computer device 4 , and controls each of the devices 
configuring the computer device 4. The processor 41 is not 
particularly limited as long as the above - described process 
ing can be performed . 
[ 0063 ] The main storage 42 is a storage that stores instruc 
tions executed by the processor 41 , various types of data , 
and the like , and information stored in the main storage 42 
is directly read out by the processor 41. The auxiliary storage 
43 is a storage other than the main storage 42. It is noted that 
these storages mean optional electronic parts that can store 
electronic information , and may be a memory or a storage . 
In addition , the memory includes a volatile memory and a 
nonvolatile memory , but any of these memories may be 
used . 
[ 0064 ] The network interface 44 is an interface configured 
to establish connection to a communication network 5 in a 
wireless or wired manner . An interface in conformity to an 
existing communication protocol may be used as the net 
work interface 44. Information may be exchanged with an 
external apparatus 6A communicably connected via the 
communication network 5 through the network interface 44 . 
[ 0065 ] The device interface 45 is an interface such as a 
USB directly connected to an external apparatus 6B . The 
external apparatus 6B may be an external storage medium or 
a storage such as a database . 
[ 0066 ] The external apparatuses 6A and 6B may be the 
simulator 107 , an output device , or an input device . The 
output device may be , for example , a display device con 
figured to display an image , or a device configured to output 
sound or the like . For example , the output device includes a 
liquid crystal display ( LCD ) , a cathode ray tube ( CRT ) , a 
plasma display panel ( PDP ) , a speaker , and the like , but is 
not limited to them . The input device includes devices such 
as a keyboard , a mouse , and a touch panel , and is configured 
to supply information input by these devices to the computer 
device 4. A signal from the input device is output to the 
processor 41 . 
[ 0067 ] While certain embodiments have been described , 
these embodiments have been presented by way of example 
only , and are not intended to limit the scope of the inven 
tions . Indeed , the novel embodiments described herein may 
be embodied in a variety of other forms ; furthermore , 
various omissions , substitutions and changes in the form of 
the embodiments described herein may be made without 
departing from the spirit of the inventions . The accompa 
nying claims and their equivalents are intended to cover 
such forms or modifications as would fall within the scope 
and spirit of the inventions . 

1. An information processing apparatus comprising : 
a receiver configured to receive data transmitted from a 

first apparatus and addressed to a second apparatus ; 
an analyzer configured to perform an analysis on the data 

that is received ; 
a generator configured to generate test communication 

data corresponding to the data that is received based on 
a result of the analysis ; and 

a transmitter configured to transmit the test communica 
tion data to the second apparatus with a transmission 
source of the test communication data spoofed as the 
first apparatus . 

2. The information processing apparatus according to 
claim 1 , wherein 

the data that is received includes a transmission time of 
the data that is received from the first apparatus , data 
required for processing of the second apparatus , an 
obtainment time of the data required for the processing 
of the second apparatus , 

the analyzer detects the transmission time and the obtain 
ment time from the data that is received , and 

the generator generates the test communication data hav 
ing a transmission time and an obtainment time that are 
different from the transmission time and the obtainment 
time of the data that is received and having a same 
difference between the transmission time and the 
obtainment time as a difference between the transmis 
sion time and the obtainment time of the data that is 
received . 

3. The information processing apparatus according to 
claim 2 , wherein 

the data that is received includes plural pieces , and the 
analyzer executes statistical processing on the plural 
pieces of data that is received , 

the generator generates plural pieces of test communica 
tion data based on a result of the statistical processing , 
and 

between the plural pieces of data that is received and the 
plural pieces of test communication data , distributions 
of one or more items set as targets of the statistical 
processing are matched with each other . 

4. The information processing apparatus according to 
claim 3 , wherein 

between the plural pieces of data that is received and the 
plural pieces of test communication data , distributions 
of transmission intervals are matched with each other . 

5. The information processing apparatus according to 
claim 3 , wherein 

between the plural pieces of data that is received and the 
plural pieces of test communication data , distributions 
of values of the data required for the processing of the 
second apparatus are matched with each other . 

6. The information processing apparatus according to 
claim 3 , wherein 

the receiver receives specification data related to the first 
apparatus or communication from the first apparatus to 
the second apparatus , and 

the analyzer executes the statistical processing on an item 
that is not included in the specification data . 

7. The information processing apparatus according to 
claim 3 , wherein 

the receiver receives statistical data based on an actual 
record of communication from the first apparatus to the 
second apparatus , and 

the analyzer executes the statistical processing on an item 
that is not included in the statistical data . 

8. The information processing apparatus according to 
claim 1 , wherein 

the data that is received includes a transmission time of 
the data that is received from the first apparatus , 

the receiver records a reception time of the data that is 
received , 

the analyzer detects the transmission time from the data 
that is received , 

a 
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the generator includes , in the test communication data , a 
spoofed time at which it is assumed that the first 
apparatus transmits the test communication data , and 

the transmitter transmits the test communication data to 
the second apparatus when a time approximately cor 
responding to a difference between the transmission 
time and the reception time elapses from the spoofed 
time . 

9. The information processing apparatus according to 
claim 1 , wherein 

the data that is received includes data indicating a com 
munication network to which the first apparatus or the 
second apparatus belongs , 

the analyzer detects the data indicating the communica 
tion network to which the first apparatus or the second 
apparatus belongs , and determines whether any of the 
first apparatus and the second apparatus belongs to a 
same communication network as the information pro 
cessing apparatus itself , 

the generator includes , in the test communication data , a 
spoofed time at which it is assumed that the first 
apparatus transmits the test communication data , and 

the transmitter 
transmits the test communication data to the second 

apparatus when approximately a first predetermined 
period of time elapses from the spoofed time in a 
case where it is determined that the first apparatus 
belongs to the same communication network as the 
information processing apparatus itself , and 

transmits the test communication data to the second 
apparatus when approximately a second predeter 
mined period of time that is longer than the first 
predetermined period of time elapses from the 
spoofed time in a case where it is determined that the 
second apparatus belongs to the same communica 
tion network as the information processing apparatus 
itself . 

10. The information processing apparatus according to 
claim 1 , further comprising 

a storage that stores the data that is received , wherein 
the receiver receives a processing result that is a process 

ing result of the second apparatus based on the data and 
satisfies a predetermined condition , and 

the generator extracts data that brings about the process 
ing result satisfying the predetermined condition from 
the storage , and generates the test communication data 
based on the data that is extracted . 

11. A non - transitory storage medium storing a program 
that , when executed by a computer , causes the computer to 
perform processing comprising : 

receiving data transmitted from a first apparatus and 
addressed to a second apparatus ; 

performing an analysis on the data that is received ; 
generating test communication data corresponding to the 

data that is received based on a result of the analysis ; 
and 

transmitting the test communication data to the second 
apparatus with a transmission source of the test com 
munication data spoofed as the first apparatus . 

12. An information processing system comprising : 
a first apparatus ; 
a second apparatus configured to receive data required for 

processing from the first apparatus ; 
a first information processing apparatus configured to 

receive data transmitted from the first apparatus and 
addressed to the second apparatus , and perform an 
analysis on the data that is received ; and 

a second information processing apparatus configured to 
generate test communication data corresponding to the 
data that is received based on a result of the analysis , 
and transmit the test communication data to the second 
apparatus with a transmission source of the test com 
munication data spoofed as the first apparatus . 

13. The information processing system according to claim 
12 , wherein 

the first apparatus and the second apparatus belong to 
different communication segments , and 

both the first information processing apparatus and the 
second information processing apparatus belong to a 
communication segment to which the first apparatus or 
the second apparatus belongs . 

* * 


