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IDENTIFICATION OF TIMESTAMPS FOR A
PARTIAL CDR WHEN FAILOVER OCCURS
IN AN OFFLINE CHARGING SYSTEM

RELATED APPLICATIONS

[0001] This patent application is a divisional of co-pending
U.S. non-provisional patent application Ser. No. 13/541,800,
filed on Jul. 5, 2012, which is hereby incorporated by refer-
ence.

FIELD OF THE INVENTION

[0002] The invention is related to the field of communica-
tion systems and, in particular, to offline charging for sessions
of'a communication system.

BACKGROUND

[0003] Service providers typically provide numerous voice
and data services to end users (also referred to as subscribers).
Examples of voice services are voice calls, call forwarding,
call waiting, etc. Examples of data services are streaming
audio, streaming video, Voice over Internet Protocol (VoIP),
online gaming, and IP-TV. The data services are managed by
a packet core network, which interfaces the end user with
external Packet Data Networks (PDN), such as the Internet.

[0004] The service providers use offline and online charg-
ing to keep track of the charges incurred by each device for
accessing the various services. The 3GPP/3GPP2 standards
groups have defined a set of specifications that may be used to
implement online and offline charging in the various network
domains (e.g., a circuit switching network domain, a packet
switching network domain, and/or a wireless domain), IP
Multimedia Subsystems (IMS), 3G/OMA application ser-
vices, etc.

[0005] Offline charging is generally defined as a charging
mechanism where charging information does not affect, in
real-time, the service rendered. In offline charging, charging
information for network resource usage is collected concur-
rently with resource usage. The network elements of an IMS
network, for example, include Charging Trigger Functions
(CTF). Some examples of the network elements that include
CTFs are Call Session Control Functions (Proxy, Serving,
and Interrogating) and application servers (AS). For offline
charging, the CTF triggers on charging events, collects charg-
ing information pertaining to the charging events, and
assembles the charging information into matching charging
events. The CTF then reports the charging events to an Offline
Charging System (OFCS) by sending accounting requests to
the OFCS. One example of an accounting request is a Diam-
eter Accounting Request (ACR).

[0006] The OFCS includes one or more Charging Collec-
tion Functions (CCF) that build Charging Data Records
(CDR) using charging information for a session provided by
the CTFs in the accounting requests. When the session ends,
the CCF provides the CDR (or a single consolidated CDR) to
a billing domain so that charges can be reconciled for the
session.

[0007] To illustrate offline charging, when a network ele-
ment first becomes involved in a session, the CTF in the
network element generates an ACR[Start] and transmits the
ACR[Start] to a primary CCF. After the session is established,
the CTF periodically transmits one or more ACR[Interim]
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messages to the CCF. If the CTF detects that the session ends,
then the CTF generates an ACR[Stop] and transmits the ACR
[Stop] to the CCF.

[0008] When the primary CCF firstreceives the ACR[Start]
from the CTF, the CCF opens a CDR for the session for that
network element. The CCF then updates the open CDR each
time it receives an ACR[Interim] from the CTF based on the
charging information in the ACR[Interim]. If the primary
CCF receives an ACR[Stop] from the CTF, then the CCF
closes the CDR for the session for that network element.
[0009] There may be instances where the primary CCF
generates a partial CDR for the session. The CCF has one or
more triggers for closing a CDR. One of the triggers is a timer.
For example, when CCF first receives an ACR[Start] from the
CTF, the CCF sets a timer. If the CCF receives an ACR[Stop]
from the CTF before expiration of the timer, then the CCF
closes the CDR for the session to generate a full CDR. If the
CCF does not receive an ACR[Stop] from the CTF before
expiration of the timer, then the CCF closes the CDR to
generate a partial CDR for the session. The CCF then opens a
new CDR for the session. The CCF will continue to generate
partial CDRs when the timer expires until an ACR[Stop] is
received from the CTF.

[0010] If the primary CCF happens to encounter a failure
while handling charging for a session, then the CTF within
the network element will send the accounting requests to a
secondary or backup CCF. This is referred to as a failover
from a primary CCF to a secondary CCF. The secondary CCF
will generate one or more CDRs for the session based on the
charging information provided in the accounting requests.
However, when there is a failover from one CCF to another,
the information in the CDRs may be incomplete. Thus, the
service provider may not be able to bill for part or all of a
session.

SUMMARY

[0011] Embodiments described herein generate a partial
CDR that includes the proper information to charge for a
session even when a failure occurs involving a primary charg-
ing function (e.g., CCF) and charging transfers to a secondary
charging function. One piece of information typically miss-
ing from a partial CDR that is generated after a failover is
timestamps. If a partial CDR does not include a start times-
tamp and an end timestamp, then a billing domain cannot use
the partial CDR to charge for the session. Therefore, the
billing domain may discard the partial CDR, and the service
provider will not be able to charge for a portion or all of the
session. The embodiments described herein are able to deter-
mine a start timestamp and an end timestamp for a partial
CDR that is generated after charging transfers from the pri-
mary charging function to the secondary charging function.
This allows the billing domain to charge for the entire session
even though charging was transferred between charging func-
tions.

[0012] To determine the timestamps for a partial CDR that
is generated after failover, the primary charging function
buffers the most recent partial CDR for the session. There-
fore, if primary charging function encounters a failure, the
primary charging function is able to provide the most recent
partial CDR to a remediation system upon recovery. When
charging is transferred to a secondary charging function, the
secondary charging function will receive an interim account-
ing request for the session from a CTF. The secondary charg-
ing function knows that there has been a failover (because it
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has no prior information about the session and the first
accounting message for the session is an interim message), so
the secondary charging function sends the interim accounting
request to the remediation system. The remediation system
will identify a “start” timestamp from the most recent partial
CDR and will identify an “end” timestamp from the interim
accounting request. The remediation system can then gener-
ate a partial CDR for the session using the start and end
timestamps. This partial CDR can be used by a billing domain
to charge for the session because it includes both a start
timestamp and an end timestamp.

[0013] One embodiment comprises a remediation system
that generates a partial CDR when charging for a session is
transferred from a primary charging function to a secondary
charging function due to a failure involving the primary
charging function. The remediation system includes an inter-
face configured to receive an interim accounting request for
the session from the secondary charging function. The reme-
diation system further includes a controller configured to
open a new partial CDR for the session based on the interim
accounting request. The interface is further configured to
receive a prior partial CDR for the session from the primary
charging function. The controller is further configured to
parse the prior partial CDR to identity a CDR timestamp, and
to record a start time in the new partial CDR based on the
CDR timestamp. The controller is further configured to parse
the interim accounting request to identify an accounting
timestamp for the session, to record an end time in the new
partial CDR based on the accounting timestamp, and to close
the new partial CDR.

[0014] In another embodiment, the controller is further
configured to transmit the new partial CDR to a billing
domain.

[0015] In another embodiment, the prior partial CDR
includes multiple timestamps, and the controller is further
configured to select one of the multiple timestamps that is
associated with closure of the prior partial CDR as the CDR
closure timestamp.

[0016] In another embodiment, the prior partial CDR
received from the primary charging function represents the
most recent partial CDR generated for the session before the
failure involving the primary charging function.

[0017] Inanother embodiment, the primary charging func-
tion and the secondary charging function comprise Charging
Collection Functions (CCF).

[0018] In another embodiment, the interim accounting
request comprises a Diameter request, and the controller is
further configured to identify the accounting timestamp from
the Event-Timestamp Attribute Value Pair (AVP) of the
interim accounting request.

[0019] In another embodiment, the prior partial CDR
includes at least one traffic data volume (TDV) container, and
the controller is further configured to identify the CDR clo-
sure timestamp from the at least one TDV container in the
prior partial CDR.

[0020] In another embodiment, the prior partial CDR
includes at least one service data container (SDC), and the
controller is further configured to identify the CDR closure
timestamp from the at least one SDC container in the prior
partial CDR.

[0021] Another embodiment comprises a method of gener-
ating a partial CDR for a session after failover. The method
includes receiving an interim accounting request for the ses-
sion from a secondary charging function, where charging for
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the session was transferred from a primary charging function
to the secondary charging function due to a failure involving
the primary charging function. The method further includes
opening a new partial CDR for the session based on the
interim accounting request. The method further includes
receiving a prior partial CDR for the session from the primary
charging function, parsing the prior partial CDR to identify a
CDR timestamp for the session, and recording a start time in
the new partial CDR based on the CDR timestamp. The
method further includes parsing the interim accounting
request to identify an accounting timestamp for the session,
recording an end time in the new partial CDR based on the
accounting timestamp, and closing the new partial CDR.

[0022] Another embodiment comprises a primary charging
function configured to receive at least one accounting request
for a session from a charging trigger function, and to generate
a partial CDR for the session based on the at least one
accounting request. The primary charging function is further
configured to store the partial CDR in memory, to send a copy
of the partial CDR to a billing domain, and to delete any
previous partial CDRs for the session from memory so that
the partial CDR in the memory represents the most recent
partial CDR for the session.

[0023] Inanother embodiment, the primary charging func-
tion is further configured to detect a failure that causes the
charging trigger function to send accounting requests to a
secondary charging function instead of the primary charging
function. The primary charging function is further configured
to identify a remediation system that is able to generate a new
partial CDR for the session after charging was transferred to
the secondary charging function, and to route the stored par-
tial CDR to the remediation system.

[0024] In another embodiment, the secondary charging
function is configured to receive an interim accounting
request from the charging trigger function, to determine that
a failure occurred involving the primary charging function, to
identify the remediation system that is able to generate the
new partial CDR for the session after charging was trans-
ferred to the secondary charging function, and to route the
interim accounting request to the remediation system.

[0025] In another embodiment, the remediation system
comprises one of a cluster of Charging Collection Functions
(CCF), and the primary charging function and the secondary
charging function are configured to select the one CCF as the
remediation system.

[0026] Inanother embodiment, the primary charging func-
tion and the secondary charging function are configured to
apply a hash function to an identifier for the session to select
the one CCF as the remediation system.

[0027] In another embodiment, the remediation system is
configured to receive the interim accounting request for the
session from the secondary charging function, and to open the
new partial CDR for the session based on the interim account-
ing request. The remediation system is further configured to
receive the stored partial CDR for the session from the pri-
mary charging function. The remediation system is further
configured to parse the stored partial CDR to identify a CDR
timestamp for the session, and to record a start time in the new
partial CDR based on the CDR timestamp. The remediation
system is further configured to parse the interim accounting
request to identify an accounting timestamp for the session, to
record an end time in the new partial CDR based on the
accounting timestamp, and to close the new partial CDR.
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[0028] Other exemplary embodiments may be described
below.

DESCRIPTION OF THE DRAWINGS
[0029] Someembodiments of the present invention are now

described, by way of example only, and with reference to the
accompanying drawings. The same reference number repre-
sents the same element or the same type of element on all
drawings.

[0030] FIG. 1A illustrates an offline charging architecture
for a communication network in an exemplary embodiment.
[0031] FIG. 1B illustrates another offline charging archi-
tecture for a communication network in an exemplary
embodiment.

[0032] FIG. 2 is a flow chart illustrating a method of oper-
ating a primary charging function in an exemplary embodi-
ment.

[0033] FIG. 3 is a flow chart illustrating a method of oper-
ating a secondary charging function during failover in an
exemplary embodiment.

[0034] FIG. 4 is a flow chart illustrating a method of gen-
erating a partial CDR after failover in an exemplary embodi-
ment.

[0035] FIG. 5 illustrates an offline charging architecture for
an LTE network in an exemplary embodiment.

[0036] FIGS. 6-7 illustrate communications between ele-
ments to generate a partial CDR after failover in an exemplary
embodiment.

DESCRIPTION OF EMBODIMENTS

[0037] The figures and the following description illustrate
specific exemplary embodiments of the invention. It will thus
be appreciated that those skilled in the art will be able to
devise various arrangements that, although not explicitly
described or shown herein, embody the principles of the
invention and are included within the scope of the invention.
Furthermore, any examples described herein are intended to
aid in understanding the principles of the invention, and are to
be construed as being without limitation to such specifically
recited examples and conditions. As a result, the invention is
not limited to the specific embodiments or examples
described below, but by the claims and their equivalents.

[0038] FIG. 1A illustrates an offline charging architecture
100 for a communication network in an exemplary embodi-
ment. Architecture 100 illustrates a charging trigger function
(CTF) 110 and an offline charging system (OFCS) 120 that
are implemented by a network operator for a communication
network 102. Architecture 100 also includes a billing domain
130. A CTF comprises any entity that generates charging
events based on the observation of network resource usage.
The CTF is the focal point for collecting information pertain-
ing to chargeable events within a network element, assem-
bling this information into matching charging events, and
sending these charging events towards a charging function. A
CTF is implemented in each network element or service
element that provides charging information. Therefore, CTF
110 is illustrated in FIG. 1A as being part of network element
112. Network element 112 comprises any system, server, or
function that serves a session within network 102. For
example, in an IP Multimedia Subsystem (IMS) network,
network element 112 may comprise a Serving-Call Session
Control Function (S-CSCF), an Interrogating-Call Session
Control Function (I-CSCF), a Media Gateway Control Func-
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tion (MGCF), an application server (AS), etc. Equivalently, in
LTE/EPC networks, network element 112 may comprise a
PDN Gateway (PGW), a Serving Gateway (SGW), etc.
[0039] OFCS 120 provides offline charging for services
provided in network 102. In this embodiment, OFCS 120
includes a plurality of charging functions 122-124. A charg-
ing function comprises any system, apparatus, or component
that receives charging events from CTFs (such as through the
Rfreference point), and uses the information contained in the
charging events to construct Charging Data Records (CDRs).
For example, charging function 122 may comprise a Charg-
ing Collection Function (CCF) as defined by the 3GPP in
Release 5. Charging function 122 may alternatively comprise
a Charging Data Function (CDF)/Charging Gateway Func-
tion (CGF) as defined by the 3GPP in Release 6 and subse-
quent releases.

[0040] Billing domain 130 comprises any system, server, or
function that receives and processes CDRs from the charging
functions, and provides mediation, billing, and/or other (e.g.,
statistical) end applications.

[0041] When CTF 110 sends charging events toward a
charging function (such as charging function 122), the charg-
ing events are sent as “accounting requests”. An accounting
request comprises any offline charging message that includes
information used to charge for a session. For instance, at the
beginning of a session, CTF 110 may generate an initial
accounting request, and transmit the initial accounting
request to charging function 122. One example of an initial
accounting request is a Diameter Rf Accounting Request
(ACR)[Start]. During the session, CTF 110 may periodically
generate interim accounting requests, and transmit the
interim accounting requests to charging function 122. One
example of an interim accounting request is a Diameter Rf
ACR{[Interim]. At the end of the session, CTF 110 may gen-
erate a stop accounting request, and transmit the stop account-
ing request to charging function 122. One example of a stop
accounting request is a Diameter Rf ACR[Stop].

[0042] Charging function 122 is able to generate CDRs
based on the accounting requests received from CTF 110.
Upon receiving an accounting request, charging function 122
opens a CDR or adds information to an existing, open CDR.
A CDR is opened upon an initial charging event specifying
the start of a session. Therefore, when charging function 122
receives a start accounting request, charging function 122
opens a CDR for the session (for CTF 110 of network element
112). Information is added to the open CDR upon receiving
interim charging events. Therefore, when charging function
122 receives interim accounting requests, charging function
122 updates the open CDR for the session based on informa-
tion in the interim accounting requests. A CDR may be closed
due to a number of reasons, such as a CDR time limit, a CDR
volume limit, a change of charging conditions (e.g., 2 media
change), an end of the session (e.g., receipt of a final charging
event describing the session termination), etc. Whena CDR is
closed and the session is still active, this CDR is considered a
partial CDR that provides charging information for part of a
session. Also, when the CDR is closed, a subsequent CDR is
opened. Thus, multiple partial CDRs may be needed to com-
pletely describe charging for the session.

[0043] There may be instances where the primary charging
function for a session encounters a failure while charging for
a session. For example, the primary charging function may
have a hardware or software failure, the primary charging
function may become overloaded with accounting requests,
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the communication link between the primary charging func-
tion and one or more CTFs may have a failure, etc. When a
failure involving the primary charging function occurs, CTF
110 will identify a secondary charging function (e.g., charg-
ing function 123), and begin to send accounting requests to
the secondary charging function. The secondary charging
function will then start generating CDRs for the session based
on the accounting requests. However, one or more partial
CDRs generated by the secondary charging function may
have incomplete charging information because charging was
transferred from the primary charging function to the second-
ary charging function. In the embodiments described herein,
when charging transfers from the primary charging function
to the secondary charging function due to a failure, the partial
CDR(s) generated immediately after the transfer will include
complete charging information. More particularly, the partial
CDR generated after failover will include the appropriate
timestamps to allow billing domain 130 to charge for the
session.

[0044] According the embodiments described below,
architecture 100 further includes a remediation system 140.
Remediation system 140 comprises any system, apparatus, or
component that generates a partial CDR for a session when
charging for the session is transferred from a primary charg-
ing function to a secondary charging function. Remediation
system 140 includes an interface (I/F) 142 and a controller
(CONT’R) 144. Interface 142 comprises any device or com-
ponent that receives information from other charging func-
tions or CTFs, such as partial CDRs or accounting requests.
Controller 144 comprises any device or component that gen-
erates a partial CDR after the charging transfer, and inserts the
appropriate timestamps in the partial CDR to allow for charg-
ing for the session. Remediation system 140 may comprise a
separate system that is designated for handling failovers in
architecture 100. Alternatively, remediation system 140 may
represent or be part of a charging function, such as one or
more of charging functions 122-124 illustrated in FIG. 1B,
that is selected to handle failovers for a particular session.
[0045] In order for remediation system 140 to generate the
partial CDR for the session, the primary charging function is
enhanced to buffer the most recent partial CDR for the ses-
sion, which is further illustrated in FIG. 2

[0046] FIG. 2 is a flow chart illustrating a method 200 of
operating primary charging function 122 in an exemplary
embodiment. The steps of method 200 will be described with
reference to architecture 100 in FIG. 1A, but those skilled in
the art will appreciate that method 200 may be performed in
other systems. Also, the steps of the flow chart in FIG. 2 are
not all inclusive and may include other steps not shown, and
the steps may be performed in an alternative order.

[0047] One assumption for this method is that CTF 110
sends accounting requests for a session to primary charging
function 122, such as an initial accounting request and one or
more interim accounting requests. In step 202, primary charg-
ing function 122 receives the accounting requests from CTF
110. In step 204, primary charging function 122 generates a
partial CDR for the session based on the accounting request
(s). For example, when primary charging function 122
receives an initial accounting request, primary charging func-
tion 122 opens a CDR for the session (for CTF 110 of network
element 112). If primary charging function 122 receives
interim accounting requests, then primary charging function
122 updates the open CDR for the session based on informa-
tion in the interim accounting requests. Upon some triggering
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condition, charging function 122 closes the CDR as a partial
CDR (because the session is still active). After closing the
partial CDR, primary charging function 122 stores a copy of
the partial CDR in memory in step 206. Primary charging
function 122 also sends the partial CDR to billing domain 130
in step 208.

[0048] The copy of the partial CDR stored in memory rep-
resents the most recent partial CDR generated by primary
charging function 122 for the session. Primary charging func-
tion 122 also determines whether any previous partial CDRs
are stored in memory for this session. If so, primary charging
function 122 deletes the previous partial CDR(s) for the ses-
sion from memory in step 210, as primary charging function
122 is programmed to store the most recent partial CDR
generated for the session.

[0049] As primary charging function 122 is handling
charging for the session by generating the partial CDRs, one
assumption is that a failure occurs involving primary charging
function 122. A failure involving primary charging function
122 comprises any internal malfunction to the charging func-
tion (e.g., a hardware failure or software failure) that puts
charging function 122 out of service, or any type of crash
involving a communication link between primary charging
function 122 and CTF 110 than renders charging function 122
unreachable. When a failure occurs involving primary charg-
ing function 122, CTF 110 will be able to identify the failure.
For example, CTF 110 may use a watchdog function (such as
a Diameter DWR/DWA mechanism as provided in IETF RFC
3588) to monitor the status of primary charging function 122.
CTF 110 may also determine if primary charging function
122 fails to respond to an accounting request with the appro-
priate accounting answer, and identify a failure if primary
charging function 122 does not respond. Upon detecting the
failure involving primary charging function 122, CTF 110
identifies routing information for secondary charging func-
tion 123. When CTF 110 generates another interim account-
ing request for the session, CTF 110 will forward the interim
charging request to secondary charging function 123 instead
of primary charging function 122. Secondary charging func-
tion 123 is also enhanced in the embodiments provided herein
to send the interim charging request to remediation system
140, which is further illustrated in FIG. 3.

[0050] FIG. 3 is a flow chart illustrating a method 300 of
operating secondary charging function 123 during failover in
an exemplary embodiment. The steps of method 300 will be
described with reference to architecture 100 in FIG. 1A, but
those skilled in the art will appreciate that method 300 may be
performed in other systems.

[0051] In step 302, secondary charging function 123
receives the interim accounting request from CTF 110. In step
304, secondary charging function 123 determines that
failover has occurred regarding charging for the session. For
example, secondary charging function 123 may determine
that this accounting request is an “interim” message, but no
prior accounting requests were received for the session, such
as a start accounting request. Because no prior charging mes-
sages were received for the session, secondary charging func-
tion 123 is able to determine that failover has occurred.
[0052] Inresponse to detecting failover, the internal logic in
secondary charging function 123 is programmed to contact a
remediation system that is able to generate the next partial
CDR for the session after charging is handed over from the
primary charging function to the secondary charging func-
tion. Thus, secondary charging function 123 identifies reme-
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diation system 140 in step 306. To do so, secondary charging
function 123 may identify a static routing address for reme-
diation system 140 if remediation system 140 is a stand-alone
system designated to handle failover scenarios for all ses-
sions. If remediation system 140 comprises one of the charg-
ing functions within a cluster of charging functions, then
secondary charging function 123 may apply a hash function
to an identifier for the session to identify the charging func-
tion that is designated to handle a failover for this particular
session. Secondary charging function 123 then routes the
interim accounting request to remediation system 140 in step
308.

[0053] The internal logic in primary charging function 122
is also programmed to contact a remediation system after
charging is handed over to secondary charging function 123.
In FIG. 2, primary charging function 122 identifies remedia-
tion system 140 in step 212. Primary charging function 122
may identify remediation system 140 in the same way that
secondary charging function 123 identifies remediation sys-
tem 140. Primary charging function 122 then routes the par-
tial CDR that is being stored to remediation system 140 in
step 214. The partial CDR that is stored in primary charging
function 122 represents the most recent partial CDR gener-
ated for the session.

[0054] In the embodiments described herein, remediation
system 140 is able to generate the first partial CDR for the
session after failover (i.e., after charging has been handed
over from the primary charging function to the secondary
charging function). An exemplary operation of remediation
system 140 is described in more detail in FIG. 4.

[0055] FIG. 4 is a flow chart illustrating a method 400 of
generating a partial CDR after failover in an exemplary
embodiment. The steps of method 400 will be described with
reference to architecture 100 in FIG. 1A, but those skilled in
the art will appreciate that method 400 may be performed in
other systems.

[0056] Instep 402, interface 142 of remediation system 140
receives the interim accounting request for the session from
secondary charging function 123. In step 404, controller 144
opens a new partial CDR for the session based on the interim
accounting request. In step 406, interface 142 receives the
prior partial CDR for the session that was stored in primary
charging function 122.

[0057] In step 408, controller 144 parses the prior partial
CDR to identify a timestamp for the session. Because the
prior partial CDR was the most recent partial CDR for the
session, the prior partial CDR will include one or more times-
tamps previously recorded for the session. Therefore, con-
troller 144 can select one of the timestamps in the prior partial
CDR as the start time for the new partial CDR. The timestamp
selected from the prior partial CDR by controller 144 is
referred to herein as a “CDR timestamp”. In one particular
embodiment, controller 144 will select the timestamp that is
associated with the closure of the prior partial CDR as the
CDR timestamp. Controller 144 then records the start time in
the new partial CDR based onthe CDR timestamp in step 410.
[0058] In step 412, controller 144 also parses the interim
accounting request to identify a timestamp for the session.
For example, if the interim accounting request is a Diameter
request, then controller 144 may parse the Event-Timestamp
Attribute Value Pair (AVP) of the interim accounting request
to extract the timestamp from this AVP. The timestamp from
the Event-Timestamp AVP can be used to close a container
within a partial CDR. Therefore, controller 144 can select the
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timestamp from the interim accounting request as the end
timestamp for the new partial CDR. The timestamp selected
from the interim accounting request by controller 144 is
referred to herein as an “accounting timestamp”. Controller
144 then records the end time in the new partial CDR based on
the accounting timestamp in step 414.

[0059] After inserting the timestamps as described above
and inserting any other desired charging information, control-
ler 144 closes the new partial CDR in step 416. Controller 144
may then route the new partial CDR to billing domain 130
(such as through the Bx reference point). Because the new
partial CDR includes both a start timestamp and an end times-
tamp, billing domain 130 is able to charge for the portion of
the session referenced by the new partial CDR.

[0060] CTF 110 will continue to send interim accounting
requests for the session to secondary charging function 123.
Secondary charging function 123 can then generate addi-
tional partial CDRs for the session in a normal fashion based
onthe interim accounting requests. This process will continue
until the session ends.

[0061] As an overview, the above embodiments advanta-
geously allow remediation system 140 to generate a partial
CDR for the session that includes both a start timestamp and
an end timestamp after charging transfers from a primary
charging function to a secondary charging function. Because
the partial CDR generated immediately after failover includes
both timestamps, a network operator will be able to charge for
the entire session. Thus, the network operator will not lose
revenue when there is a failure involving one of its charging
functions.

EXAMPLE

[0062] FIGS.5-7illustrate an example of failover in a Long
Term Evolution (LTE) network. FIG. 5 illustrates an offline
charging architecture 500 for an LTE network in an exem-
plary embodiment. An LTE network 502 includes a core
network referred to as an Evolved Packet Core (EPC). The
EPC includes a Serving Gateway (SGW) 512 that includes a
Charging Trigger Function (CTF) 510. SGW 512 routes and
forwards user data packets, and CTF 510 generates charging
events for the services provided by SGW 512. The EPC may
further includes a PDN Gateway (PGW) 513 that provides
connectivity from User Equipment (UE) to external packet
data networks. Although not specifically shown, PGW 513
will include a CTF much like SGW 512.

[0063] LTE network 502 also includes an offline charging
system (OFCS) 520. In this example, OFCS 520 includes a
cluster of Charging Collection Functions (CCF) 522-n. CCFs
522-nreceive charging events from CTF 510 (such as through
the Rf reference point), and use the information contained in
the charging events to construct CDRs.

[0064] Architecture 500 further includes billing domain
530.
[0065] FIGS. 6-7 illustrate communications between ele-

ments to generate a partial CDR after failover in an exemplary
embodiment. InFIG. 6, assume for this example that a session
initiates within LTE network 502, and SGW 512 serves the
session. When the session initiates, CTF 510 transmits a
Diameter Rf ACR[Start] to the primary CCF, which is CCF
522. CCF 522 responds with a Diameter Accounting Answer
(ACA)[Start]. In response to the ACR[Start]|, CCF 522 opens
aCDR for the session. CCF 522 then populates the CDR with
charging information from the ACR[Start].
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[0066] As SGW 512 serves the session, CTF 510 will trig-
ger on the next charging event. For the next charging event,
CTF 510 generates a first ACR[Interim|, and sends the first
ACR[Interim] to CCF 522. CCF 522 responds with an ACA
[Interim]. An ACR[Interim] from SGW 512 reports traffic
data volume (TDV) to CCF 522. CCR 522 updates the open
CDR with information from the ACR[Interim] on the TDV
containers. For example, assume that the first ACR[Interim]|
reports three TDV containers, such as:

[0067] TDV-1: QoS information (optional), data volume
uplink, data volume downlink, change condition=Volume
Limit, Time Change=timestamp1 (TS1)

[0068] TDV-2: QoS information (optional), data volume
uplink, data volume downlink, change condition=Time
Limit, Time Change=timestamp2 (TS2)

[0069] TDV-3: QoS information (optional), data volume
uplink, data volume downlink, change condition=UE TZ
change, Time Change=timestamp3 (TS3).

[0070] Ifthe CTF in PGW 513 were to trigger on charging
events, the ACR[Interim] from PGW 513 would report ser-
vice data containers (SDC) to CCF 522. Thus, the description
herein regarding TDV containers from SGW 512 can be
applied to SDC’s from PGW 513.

[0071] In response to the ACR[Interim], CCF 522 may
generate a partial CDR with the record opening timestamp
being the timestamp of the record instantiation at CCF 522
upon receipt of the ACR[Start], and the record closure times-
tamp being extracted from the Event-Timestamp AVP (at-
tribute-value-pair) sent with the ACR[Interim] that reports
the 3 TDVs. Alternatively, CCF 522 may simply update
counters in certain cases and not generate a partial CDR. For
example, if the reporting limit at the gateways is set to a
smaller value, there may be many ACR[Interim| messages
generated by them as the session progresses, but the OFCS
(CCF 522 in this case) may create a partial CDR for every 5%
ACR[Interim] if the volume limits so dictate. The internal
logic of CCF 522 is programmed to store the most recent
partial CDR generated by CCF 522. Therefore, CCF 522 may
store the first partial CDR in non-volatile memory, or release
the first partial CDR to billing domain 530 after making a
copy of the first partial CDR in memory.

[0072] CCF 522 then opens anew CDR for the session. The
start timestamp for this CDR is derived from the Event-
Timestamp AVP received in the previous ACR[Interim].
Assume further that CTF 510 sends a second ACR[Interim] to
CCF 522. CCF 522 responds with an ACA[Interim]. CCF 522
then updates the new CDR with charging information from
the second ACR[Interim]. For instance, the second ACR[In-
terim] may report two TDV containers, such as:

[0073] TDV-4: QoS information (optional), data volume
uplink, data volume downlink, change condition=Time
Limit, Time Change=timestamp4 (TS4)

[0074] TDV-5: QoS information (optional), data volume
uplink, data volume downlink, change condition=Volume
Limit, Time Change=timestamp5 (TS5)

[0075] Following the same logic as before, CCF 522 may
generate a second partial CDR, or may simply update internal
counters in the CDR template, but not actually generate a
second partial CDR. For the sake of simplicity, we assume
that CCF 522 creates a second partial CDR. The second
partial CDR generated by CCF 522 includes charging infor-
mation on the two TDV containers from the second ACR
[Interim]. Because the internal logic of CCF 522 is pro-
grammed to store the most recent partial CDR, CCF 522 may
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release the first partial CDR to billing domain 530, and store
the second partial CDR in memory. If CCF 522 already sent
the first partial CDR to billing domain 530, then CCF 522
overwrites the first partial CDR with a copy of the second
partial CDR.

[0076] Assume now that CCF 522 experiences a failure and
CTF 510 is no longer able to communicate with CCF 522. In
FIG. 7, CTF 510 will failover to a secondary CCF, which is
CCF 523 in this example. Therefore, CTF 510 sends a third
ACR[Interim] for the session to CCF 523 instead of CCF 522.

[0077] When CCF 523 receives the third ACR[Interim],
CCF 523 recognizes that it has not received a prior ACR for
this session, and that it does not have any prior session infor-
mation. CCF 523 also does not know which of the other CCFs
(e.g., CCF 522) was previously handling the session. There-
fore, CCF 523 does not open a CDR in response to this ACR.
Instead, CCF 523 selects another CCF in the cluster to act as
a remediation system to generate the partial CDR. To select
the remediation system, CCF 523 may apply a hash function
to an identifier for the session. Assume for this example that
CCF 524 is selected as the remediation system. CCF 523 then
forwards the third ACR[Interim] to CCF 524.

[0078] CCF 523 also anticipates receiving further account-
ing requests for the session (as the ACR was non-final, or an
Interim type) and opens a CDR for the session, CCF 523
derives an opening time stamp from the Event-Timestamp
AVP present in the ACR[Interim] received from CTF 510.
Further messages received for this accounting session would
be treated normally at CCF 523, since both the start and end
timestamps would be available for extraction locally. There-
fore, the rest of the session in this example can be treated
normally. It is noted that a second failure in the session
accounting may happen, where CCF 523 may fail as well. In
that eventuality, CCF 523 may operate as does CCF 522 in
response to a failover, such as to store the most recent partial
CDR.

[0079] Assume now that CCF 522 recovers from its failure.
As part of the recovery, the internal logic in CCF 522 is
programmed to provide its most recent partial CDR for the
session to a remediation system. Thus, CCF 522 identifies the
second partial CDR stored in memory, which represents the
most recent partial CDR generated by CCF 522 for the ses-
sion. CCF 522 then selects another CCF in the cluster to act as
a remediation system. CCF 522 selects the remediation sys-
tem in the same manner as CCF 523, so CCF 522 applies a
hash function to the session identifier, which will yield a
result pointing to CCF 524 as the remediation system. CCF
522 then sends the second partial CDR for the session to CCF
524.

[0080] CCF 524 therefore receives the third ACR[Interim]
for the session from CCF 523 and receives the second partial
CDR for the session from CCF 522. In response to the third
ACR{[Interim], CCF 524 opens a third partial CDR for the
session. CCF 524 also parses the TDV containers for the
session from the second partial CDR, and extracts the times-
tamp information from the the TDV containers; as each TDV
container carries information on Data Volume Uplink, Data
Volume Downlink, Change Condition and Change Time. In
this example, TS4 and TS5 are taken into account and com-
pared. The later of the two timestamps from the second partial
CDR is selected as the closest possible value to the start time
for the third partial CDR. CCF 524 then records the selected
timestamp as the start time for the third partial CDR.
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[0081] CCF 524 also extracts the Event-Timestamp AVP
from the third ACR[Interim] to identify an end of record
timestamp. CCF 524 then records the timestamp from the
third ACR[Interim] as the end time for the third partial CDR.
After CCF 524 enters any other desired information, CCF 524
closes the third partial CDR and sends the third partial CDR
to billing domain 530. Because the third partial CDR includes
both a start timestamp and an end timestamp, billing domain
530 is able to charge to the entire session even though a
failover occurred.

[0082] Any of the various elements shown in the figures or
described herein may be implemented as hardware, software,
firmware, or some combination of these. For example, an
element may be implemented as dedicated hardware. Dedi-
cated hardware elements may be referred to as “processors”,
“controllers”, or some similar terminology. When provided
by a processor, the functions may be provided by a single
dedicated processor, by a single shared processor, or by a
plurality of individual processors, some of which may be
shared. Moreover, explicit use of the term “processor” or
“controller” should not be construed to refer exclusively to
hardware capable of executing software, and may implicitly
include, without limitation, digital signal processor (DSP)
hardware, a network processor, application specific inte-
grated circuit (ASIC) or other circuitry, field programmable
gate array (FPGA), read only memory (ROM) for storing
software, random access memory (RAM), non volatile stor-
age, logic, or some other physical hardware component or
module.

[0083] Also, an element may be implemented as instruc-
tions executable by a processor or a computer to perform the
functions of the element. Some examples of instructions are
software, program code, and firmware. The instructions are
operational when executed by the processor to direct the
processor to perform the functions of the element. The
instructions may be stored on storage devices that are read-
able by the processor. Some examples of the storage devices
are digital or solid-state memories, magnetic storage media
such as a magnetic disks and magnetic tapes, hard drives, or
optically readable digital data storage media.

[0084] Although specific embodiments were described
herein, the scope of the invention is not limited to those
specific embodiments. The scope of the invention is defined
by the following claims and any equivalents thereof.

We claim:

1. An Offline Charging System (OFCS) comprising:

a primary charging function including a processor config-
ured to receive at least one accounting request for a
session from a charging trigger function, and to generate
a partial Charging Data Record (CDR) for the session
based on the at least one accounting request;

the primary charging function is configured to store the
partial CDR in memory, to send a copy of the partial
CDR to a billing domain, and to delete any previous
partial CDRs for the session from memory so that the
partial CDR in memory represents the most recent par-
tial CDR for the session.

2. The OFCS of claim 1 wherein:

the primary charging function is configured to detect a
failure that causes the charging trigger function to send
accounting requests to a secondary charging function
instead of the primary charging function; and

the primary charging function is configured to identify a
remediation system that is able to generate a next partial
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CDR for the session after charging was handed over to
the secondary charging function, and to route the stored
partial CDR to the remediation system.

3. The OFCS of claim 2 wherein:

the secondary charging function is configured to receive an
interim accounting request from the charging trigger
function, to determine that charging was handed over
from the primary charging function to the secondary
charging function, to identify the remediation system
that is able to generate the next partial CDR for the
session after charging was handed over to the secondary
charging function, and to route the interim accounting
request to the remediation system.

4. The OFCS of claim 3 wherein:

the remediation system comprises one of a cluster of
Charging Collection Functions (CCF); and

the primary charging function and the secondary charging
function are configured to select the one CCF as the
remediation system.

5. The OFCS of claim 4 wherein:

the primary charging function and the secondary charging
function are configured to apply a hash function to an
identifier for the session to select the one CCF as the
remediation system.

6. The OFCS of claim 3 wherein:

the remediation system is configured to receive the interim
accounting request for the session from the secondary
charging function, to open the next partial CDR for the
session based on the interim accounting request, to parse
the interim accounting request to identify an accounting
timestamp for the session, and to record an end time in
the next partial CDR based on the accounting times-
tamp.

7. The OFCS of claim 6 wherein:

the interim accounting request comprises a Diameter
request; and

the remediation system is configured to identify the
accounting timestamp from the FEvent-Timestamp
Attribute Value Pair (AVP) of the interim accounting
request.

8. The OFCS of claim 6 wherein:

the remediation system is configured to receive the stored
partial CDR for the session from the primary charging
function, to parse the stored partial CDR to identify a
CDR timestamp, and to record a start time in the next
partial CDR based on the CDR timestamp.

9. The OFCS of claim 8 wherein:

the stored partial CDR includes at least one traffic data
volume (TDV) container; and

the remediation system is configured to identify the CDR
timestamp from the at least one TDV container in the
stored partial CDR.

10. The OFCS of claim 8 wherein:

the stored partial CDR includes at least one service data
container (SDC); and

the remediation system is configured to identify the CDR
timestamp from the at least one SDC container in the
stored partial CDR.

11. A method operable in an Offline Charging System

(OFCS), the method comprising:

receiving at least one accounting request for a session in a
primary charging function of the OFCS from a charging
trigger function;
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generating a partial Charging Data Record (CDR) for the
session at the primary charging function based on the at
least one accounting request;

storing the partial CDR in memory at the primary charging

function;

sending a copy of the partial CDR from the primary charg-

ing function to a billing domain; and

deleting any previous partial CDRs for the session from

memory at the primary charging function so that the
partial CDR in memory represents the most recent par-
tial CDR for the session.

12. The method of claim 11 further comprising:

detecting a failure that causes the charging trigger function

to send accounting requests to a secondary charging
function instead of the primary charging function;
identifying a remediation system that is able to generate a
next partial CDR for the session after charging was
handed over to the secondary charging function; and

routing the stored partial CDR from the primary charging
function to the remediation system.
13. The method of claim 12 wherein:
receiving an interim accounting request from the charging
trigger function at the secondary charging function;

determining that charging was handed over from the pri-
mary charging function to the secondary charging func-
tion;
identifying the remediation system that is able to generate
the next partial CDR for the session after charging was
handed over to the secondary charging function; and

routing the interim accounting request from the secondary
charging function to the remediation system.

14. The method of claim 13 wherein the remediation sys-
tem comprises one of a cluster of Charging Collection Func-
tions (CCF), the method further comprising:

selecting the one CCF as the remediation system at the

primary charging function and the secondary charging
function.

May 14, 2015

15. The method of claim 14 further comprising:

applying a hash function to an identifier for the session to
select the one CCF as the remediation system.

16. The method of claim 13 further comprising:

receiving the interim accounting request for the session at
the remediation system from the secondary charging
function;

opening the next partial CDR for the session based on the
interim accounting request;

parsing the interim accounting request to identify an
accounting timestamp for the session; and

recording an end time in the next partial CDR based on the
accounting timestamp.

17. The method of claim 16 wherein:

the interim accounting request comprises a Diameter
request; and

the method includes identifying the accounting timestamp
from the Event-Timestamp Attribute Value Pair (AVP)
of the interim accounting request.

18. The method of claim 16 further comprising:

receiving the stored partial CDR for the session at the
remediation system from the primary charging function;

parsing the stored partial CDR to identify a CDR times-
tamp; and

recording a start time in the next partial CDR based on the
CDR timestamp.

19. The method of claim 18 wherein:

the stored partial CDR includes at least one traffic data
volume (TDV) container; and

the method includes identifying the CDR timestamp from
the at least one TDV container in the stored partial CDR.

20. The method of claim 18 wherein:

the stored partial CDR includes at least one service data
container (SDC); and

the method includes identifying the CDR timestamp from
the at least one SDC container in the stored partial CDR.
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